FTIOUHr— g LA JOralLf4 Y
ARG 3 UDEE

RO PEY 7T TTVr—vary LAY 7abal U AXT v a Y ERET 5 HIEICO
WTRHBILET,

T F U —var A IR AL AL AR gy (1—)

TV =Y ar A Tahal A UANRT g VORE (123—)

« EHEBROBRE (20 =)

A VAT v R VD=L YT (24 %—0)

T TV = a vy A AR v a VOERE (25 X—)

TIUhbr— 3y b4 AL AVARG S Y

7T r—
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~

AVART gy 2L, 22— =0T —% Xy MRNIZIPT Ly U 75 A D
AP —ERR, XA FI v 7ICHVYTONDEIR— N ETEI XY Frx Lzl —E
AWM TT, ZnbD7 e hal T, @SR Ty hEETOTIEAR L, ASA THEEHM
Ry NA VAR a v EITOLEROYVET, FOH, AV AXRTvay =Py
MAN—T"> NERICEELZ 5252 RHV £3, ASATIE, T 74/ hTHL O0O—#%
M7 VAR g Vv Z TV UNA R =TI o TWETR, Xy b7 —7I1I2X > Tidfho
AV AR gy DA =TI LTI R LR WEAERH Y £,

WDORNEY I T, TV r—ar A AR g O TEHELSHGHLET,

o3 JARPIANAARG LI VEFRATHEZAIY

2PN AT D L, ASAIXACL EIRAL Ty b 2F=v 7 L, 7 RLALH
EER L, EE A2 TORy v a VAT MY ZER LT, %037 v R OIS
F 2o P ENARATELIICLET, 2720, EEASRT TR AR — FFEEITIESN
TEY, N7y NNEOT RUAEHEZEITLERE A,
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%< D7 a kanik, ﬁﬁyﬁjwnwf~bitimwﬁ%h%%%iﬁo%ﬁ@ﬁ%h
THIHE vy a rMER SN, BIRCEI D Y CoNER— e RrIo—a v EhE
j—o

N&/F’E7FVX%@®QU77)& varydbEd, ZOIPT RLATEETLT
RULRAE—FTAHAULERHY . @, ASA ZEBRTH L X |8l E T,

;:J/L%OD77)/7 arvEHFEHTAIEEE. TV a A VAR g B R
LT DHERH Y £,

IP7 RLRAZHOIALY—ERIIKLTT F VT —var f VAT va e RX—T T
THE, ASAIFHOIAENTZT FLRAZEM L, Fx v 7 AEWMORELZ T 20D
T4 =V REEHFRLET,

HAFI v 7B L TCoNER— AT EZ—ERIHLTT T r— g A AN
JarvEAR—TNAITEHE, ASAITE Y Vs v EE= X —LTCEA T I v ZICED YT
Ni=R— b 2EEL, FTEDE Yy a O, TNHEDOR— N TOT — X ZHET T LET,

o ~ [o] ~ O
A AR RYO—Tw D
AR vary R v— <=7 EHEHLT, Z< D7 XV r—vary A A7 3T
EITENDENRT 7 a v ERETEET, 2NOD~y I A T a T, £ VA
var ARV v—~<ov e R—F TS50 ba B L T, v~ v T ERELRLSTHA v
2RI g EAR—TNVITEET, TTIHANINDA AR gy T oiraryPUshoz b
DU RGAIIDIH, ZHD~ y TRNEIZRY 9,
ALART ary R — <y i, WRIORTEEZD | DL ETHEE SN TWET, X
Ny var R — =y P THATRREROL S a it TV r— g LS TR
EE S
NI T4 IBEREE T TV —ar NI T 4w P EFOT T r— g ZEAD
FEUE (URL XFHI72 L) EHRAEL, ZO®RT 7 a a2l Rx—TMITEET,

—ED ST T 4 v 7 BAEREETIT, Eﬂ%ﬁ%ﬁ%bfﬂﬁybmﬁ@?%Xb%%éb
F9, RV — =T EBRETHENC, ERFXHZ T X <~ FNT, ERFILHFME
ti&w~7f¢mki0711Lfkwf<ﬁéwo

A LANT g I TAR YT = DA AR g R =~y T TIL, A A
Ryvary VI3 A=y TR LTERDO NI 7 4 v 7 BERELZEH DL ENTEE
To TDOH%, A VAT ary R v—<yTNCTA VAT vary 7 TRy TER
EL, TDTTABKCTT /v arveAF—7MILET, V7 A~y T u2EkT 52 &
L AVARN ary RV — vy TNTEEN I 7 v VREEERT DT & DE

X, K VB BOLHERER T X B8 L 7?%7/7%ﬁﬁ%1%651¢0tﬁ
L, BARBAEBIIH L TRRLIT /7Y a v aRETDHILIITEERA,

e NRTRA=H  RGRA—=RF, A VAT g D OEMEICEEL £,

h

WD RE > 7T, §FMIZERBL £,
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FERAPDA VARG IV R)O—T Yy TORH

P—bERARY—DORY I — <P TA AT a U BNEDNZ > TWAHEE, R o—
<2 TDOREBIT2OD AT v I b a2 T, RN, A VAT v a vy E2HlERT 5
MERHY FT, KIZ, BILWRY — <o 74 TENEBEEEMLET,

7= & xIX, SIP A AT 3 T sip-mapl % sip-map2 & &&HT 521X, IRODa~v> K —
TR LET,

hostname
hostname
hostname
hostname

config) # policy-map test

config-pmap) # class sip

config-pmap-c)# no inspect sip sip-mapl
config-pmap-c)# inspect sip sip-map2

BEDODEZT7499 V3 RADUEFE

AVART v ary R) o=y AL, RO VAR v ay VIR vy TREERE

RETXET,

12Oy BB ORIRD 7 TAEIEIFA VI b=y FIC—HT 255G, ASART 7
varEEATAERIL. A AT vary R =~y AT 7 a B E R ERF
TR, ASADHEINL—MZE>TRED £, NEL—EL, TFVr—T a0 A4
ERXT sy MENTOMREBIERIC L > TR EY | 22—V —RRETDHZ LIXTTEE A, HTTP
27 4 v 7 OA . Request Method 7 « —/V K DOFi#AT S Header Host Length 7 ¢ — /L K DfE

Hr & v &5EI24T04, Request Method 7 o —/V RIZxf4 %7 7 3 = 13 Header Host Length
T4V RZXT AT 7 a0 kiciTbnEd, L 2iE, RO match 2~ > RHEED

IEFFC A1 C& £94%, match request method get =1~ > RBERPICHE SNV E T,

match request header host length gt 100

reset
match request method get

log
TIarhonry heRaylThHE A VAT ary RY — <y S TIERENLIED
T vaFFTENE A, RERT BHIOT 7 v ayBERO )y FTHLLGA. £
NUBEOREIEMEL OMBIIMTOILER AL, BAOT 72 a3y y b 7 ~OitikTh
LE. DYty MRED2FRDOT 7 a NIETSNET

Ny R, Rl—0OBEO—BIELBEINOIHEE. R v—~vyTRNOZENLDa~
ROMEFIZHE> THRAESIET, 2L 21X, ~y X —DEIN 1001 O/37 v FOHFAEX, K
WRTRPOa~wy REBEIN T ZIZGsERI,. b 2B Hoa~vr REREINT
Uty hENET, 220 match =2~ KONEFZHICT5 L, 2FB O match 2~ KED
ARy b Fay RO Y vy MAMThil, v 7Ii3idkshEzdA,

match request header length gt 100
log

match request header length gt 1000
reset

TIA<yTNE, OV TA <y TN TEEENRKILD match 47> 3 > (EEEIX, N
= ZHSE FET) [TESWT, DI TR~ FEFEFIFA LI N~y FLRERILZAS
ThdELHMENET, 7I9RA w72, DI TR~y T ERIUZA TOEEENRKED
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matchd 7> a URBLGE, TNOHD7 T A~y TR Y —~ v TITBIN S A T
HENET, FI7TA Ty TOEBBEENKIKROBEN R 556, EEENE L match 47
TarEROVITIAT T RERIICEAESINE T, L RO3ODT T A~ 7T,
match request-cmd (B EZE) & matchfilename (IKEZE) L) 22D A 7@ match =
< RERHVET, fip3 7 T Ay FIIEW IO a v RREGENTOWETA, HIKEEED
o< RToh % matchfilenamelZiE> TT7 > 7T SN TWET, fipl 7 7 A ~ v I3 m
HEEOa~ FRHDLD, R v— <o 7R TOIERFICEFR R ANICBE S E T,
fip3 7 7 A 2y S Efp2 7 T A vy T ERUEEEL LTT7 77 ST Y, match
filename =~ > REEENTVWET, THEDZ TZXA v 7OERE, R — <y FHNTD
NEFFIZHEVY, fip3 MERA SN THD fip2 BNEE SN E T,

class-map type inspect ftp match-all ftpl
match request-cmd get

class-map type inspect ftp match-all ftp2
match filename regex abc

class-map type inspect ftp match-all ftp3
match request-cmd get
match filename regex abc

policy-map type inspect ftp ftp
class ftp3
log
class ftp2
log
class ftpl
log

TIVT—23 0 AVARRI 3 VDAA RIA4 Y

Jz—I)LA—/N—

A VARG v a U PRBERNVTF AT AT 2y varOAT— MERIZ, AT — 77 =—
NA—=NR—=DAT— ) U 7RRBATIIEINEEA, 27— 7R\ TEHE IS GTP,
M3UA., BLOSIPIEHISNTT, AF— KT 72— A —_"—ZWET 572012, M3UA A
VARG a VCEERT ) r—vay ="~ Tkt X (ASP) DAT—h FzvIE
BETHHLENRD Y 7,

DIRA
WDA VAR g d s TFAZ Y T T FR— SN THERTA,
« CTIQBE

« H323, H225. B XL TURAS
e [Psec /XA A JL—

* MGCP

* MMP

* RTSP
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FIUs—vav 4R vavnsi1ks4y ||

+ SCCP (Skinny)
« WAAS

IPv6
IPVO IZIRDA AT g U THR— hERTHET,
* Diameter
* DNS over UDP
* FTP
* GTP
* HTTP
* ICMP
* IPSec /XA AL —
* [Pv6
* M3UA
« SCCP (Skinny)
» SCTP
* SIP
* SMTP
* VXLAN

NAT64 (ZIRDA VAT ¥ a » THR— RSN THET,
* DNS over UDP
« FTP
« HTTP
« ICMP
* SCTP

ZOMDHA FS54 >

s —HEDA AR g =Y E, PAT, NAT, ZMEENAT, F723R—t%x%=V 7 4
A B —Tx A ZABDNAT VR — h LEHA, NAT 7 R— FOFEMMIZHOWTIL, 7
TAINVE A AT gL NAT ICBT AHIBEEIE (6 X—) 2R LTLIEEV,

T RTOT AV r—a A AT g 02290 T, ASAIZT 7T 4« 7 REET — %
Bt OB 200 B ICHIR L £ 3, 72& XU, FTPZ 94 7> "B EEDO B %) B
ZRCEE . FIPA VAT S ay o037 77 ¢ 78k % 200 720020 LT 201
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FBHOEENSIZ Ry L, WEEt X2 VT 4 T T IFA T VATV AT ATT— Ay
v—UEERLET,

cHEXRRDO T F I UIEER TCP AT —F h T vF U TORRERY . ZNE DO
D TCP A7 — MIHBEMIZIFER SN ET A, AZ S EEA~OEGITER SN E T
N, TCP A7 — NEFMEY.T DA N =7 4 — MIOETHNITHOILET,

s TCPEHEIZA VAT v a VILETH D &V AT AW LIcia, VAT MEEND
DA AT 2 a VORI, 237w b ETMSS B X OSIRHERRISE (SACK) 47 =
VERE, TRTOTCP AT v arv a7 VT LET, TOMOL T2 a 0%, Bkl
HENTWDL TCP vy 7 THFA SN TWHELTHZ7 U T INET,

e ASA (M X —TxAA) [ZEEEND TCP/UDP b7 7 4 v 7 X7 7 4/ b THREIN
FT, HEL, AV H—T A RATEEEINDICMP T 7 4 71X, ICMP A > A
varvEAFR—TNMILESATERESNNEYA, LIEB-T, ASABNY I T v
T 74N M — R ENLTEETELEEFE LN D a—ZRBEFEINHERE, FE
DR T T, A F—T = A A~ODping (=3 —ZR) BNEMT DAMREMERH Y £7,

TFI)r—o 320 4AVARGS 3 VDT IAHILE
KOy 7T, TTVr—ar A VAT g 0DF 7 /0 bOBIWEIZOWTHH L%
—g—o

TI+IbEAVRRY S 32L& NAT ICET S HIRSBIE

TI7ANETIE, T RXRCOTIANENT IV —var A VAT vay NI 74y 71l—
HTAHR)—Nar7 s Falb—ailagEth, $XTOAL AT 2 g N T_RTOA
VE—T A AD NI T4y ZICHEHAINET (Fa—"L RV T—)  TTxN N TTY
r—al s A VANT gy h T T 4ot K7 FaLDT Tk IR— D b T
T4 I NEENET, BHTEXL7 20— L R —3 1277 ThoHIED, Fr—3L
RY S —%EFTL (EHREDHNOR— MNIA VAT Vg U REHATAHEA, 774/ T
AT o TWRNA VAT v a VBT 2867 8) 12X, T 74V OKR Y > —%if
ET D0, TIHNVIORY) =W L THLWRY =2l AT 208N H Y £9°,

WDFIZ, P R—FEINTNWDBTRTDAL AT gy, TIFNVINDI T A~y TP THEH
ENDHTT7HNVEER—b, BEOT 74NV THAATRSTNDA LV ART gy TPy
(KF) ZRLET, ZORIZIE, NATIZETOHIRFHLEENTVET, ZORDORK
IRD LY TT,

¢« T 74NN R —=NMIKLTT 74NV ETHDI RS> TWDEA VAT gy TP 0E
KFETRRLENTVET,

cASAIL., ZTNOHDOIESNIAFEREIZHEIR L CTHETR, A VAT g U /EBDO/47 b
WXL A R LR A, 728 21T, BFTPa~y FIIBEDIETF THHILENH Y 4
D, ASAZ K-> TEDJEFZIETI SN Z Eixdb v A,
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K1Y R— SR TVWET TV T—2a3 0 A VARG Y3V TPy

FIALR AR av e NAT 2T 2HRFE [

T4 ETE 1R
Application FajL. R— b |NAT IZRET B HIREE (Standards) | ZtBA
CTIQBE TCP/2748 JERE PAT 72 L — —
NAT64 72 L.,
(VTG AZVUT) AET 4
7 PAT 72 L,
DCERPC TCP/135 NAT64 77 L., — —
Diameter TCP/3868 NAT/PAT 72 L, RFC 6733 Xy VT T4 B ABMLETT,
TCP/5868
(TCP/TLS )
SCTP/3868
DNSover UDP | UDP/53 NAT #48— ML, WINS #% il |RFC 1123 DNS over TCP DA » A7 3
DNS over TCP | UDP/443 A HMRRTIIEH TE E£E A, > FLTT HITIE. DNS A &
TCP/53 Ryvary R)— <y ST
DNS/TCP A V' AU v a vk H
T DMENDH Y F9,
UDP/443 1%, Cisco Umbrella
DNScrypt & > 2 5 DO AIfEH
INFET,
FTP TCP/21 (V525U 7) AXF ¢ |RFC959 —
7 PAT I3V A — b ZNFEHEA,
GTP UDP/3386 PEBE PAT I3V AR — h &N | — Fr VT T4 ANPKETT,
(GTPv0) Joo
UDP/2123 NAT 13 TE FH A,
(GTPv1+)
H.323H.225 %5 | TCP/1720 (VA% Y 7)) AXT 4w |[ITU-TH323, |—
L UYRAS U?P”;lf? UDP | 7 pAT 13 R— & E A, |H245,
RAS) 1718 ~
1719 VLR PAT 72 L H225.0,
Q.931, Q.932

Fl—tX=2UT7T4Df 2 —T =
A A EDONAT IV HR—FENE
A,

NAT64 72 L,
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FI74IkT0O ki
Application FaJju. R— b+ [NAT [CEAT S HIREIE (Standards) Bl
HTTP TCP/80 — RFC 2616 ActiveX & Java #[RET HHED
MTU #iJfRICHEE LT 72 &0,
MTUN/NE T ECTlavaZ 7 E 72
X ActiveX % 7% 1 DD b
2D B WIEAIT. BRED
WM ThIvER A,
ICMP ICMP — — ASA A VB —T = A ATHEES
NDHICMP N7 7 47 DA
AR va AXFEATEINE R A,
ICMP ERROR  |ICMP — — —
ILS (LDAP) TCP/389 $L8E PAT 72 L — —
NAT64 72 L,
AVAR N | ITFAT Y M| ILEPAT 72 L RFC 3860 —
A= 7  Ly B S NAT64 72 L.
(IM)
IPA < 3> |RSVP NAT64 72 L, RFC 791, RFC |—
2113
IPsec Pass UDP/500 PAT 72 L, — —
Through
NAT64 72 L,
IPv6 — NAT64 72 L, RFC 2460 —
LISP — NAT BLOPAT IR — & |— —
FH A,
M3UA SCTP/2905 HAENTZT KL AR5 |RFC 4666 X U T IS ANRNETT,
NAT F721% PAT 372 L,
MGCP UDP/2427. LA PAT 72 L RFC 2705bis-05 | —
2727
NAT64 72 L,
(VTARBEVT) RET 4
7 PAT 72 L,
MMP TCP/5443 YEIE PAT 72 L — —

NAT64 72 L,

B 77— av L4y Joran A RRI L a VD%



| 77— avL4v FRral 1 oRRY L a V0%l

FIANkAvARs 3w e Nt iclT aaREE ]

FI74IkT0O ki
Application FaJju. R— b+ [NAT [CEAT S HIREIE (Standards) Bl
NetBIOSName | UDP/137. 138 |#L3E PAT 72 L — NetBIOS /Z. NBNS UDP A— h
Server over IP Y = s 7R e
(FEF LR NAT64 72 L. 13zioJ:U\ONBDSUDPT k138
k) IZxf LT3 v RO NAT LB %
FITTAHZ ETHR—bENE
T
PPTP TCP/1723 NAT64 72 L, RFC 2637 —
(ZTGARFZVUT) AET 4
7 PAT 72 L,
RADIUS 7 7 7 | UDP/1646 NAT64 73 L, RFC 2865 —
T T
(RADIUS
Accounting)
RSH TCP/514 PAT 72 L, Berkeley UNIX |—
NAT64 72 L,
(P FGARYT) AET 4
7 PAT 72 L,
rtsp TCP/554 JLHE PAT 72 L RFC 2326, HTTP 7 10— > 7| 3ALER L+
NAT64 72 L. 2327, 1889 Mo
(VTARBZVT) RET 4
7 PAT 72 L,
SCTP SCTP — RFC 4960 Xy UT S4B ARLETT,

SCTIP 7 7 4 v 7 CRET 4 v
7 3Ry NI—0 F TV b
NAT #5347 TCEETN (¥ 1T
I Y7 NAT/PAT 72 L) |, A4 A
Ry gy VU ENATICE
FHINEEA,
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Application FaJju. R— b+ [NAT [CEAT S HIREIE (Standards) Bl
SIPE—F TCP/5060 RS EE7-1ZL FoEx2 Y |RFC2543 —TEDZAF T, Cisco IP Phone
(SIP UDP/5060 F 4 LB, VA —T = WEET v T 10— REHRD TFTP
A A TO NAT/PAT IZH AR — h & ITALE L8 A
WEHE A,
YEAE PAT 72 L
NAT64 F 7213 NAT46 72 L
(7 TRZVT) ZAET (4
7 PAT I3V A —FENFEHA,
SKINNY TCP/2000 Fl—tX2 VT4 DA H—T x| — —TEDZM T T, Cisco IP Phone
(scCcpP) A A LEONAT IZHHR—FENE BEET v 71— REHD TFTP
A, LB L FEH A,
YERE PAT 72 L
NAT64, NAT46. F7213% NAT66
L
(V2B D) ZAET 4
7 PAT 72 L.
SMTP & kv |TCP/25 NAT64 72 L, RFC 821, 1123 |—
ESMTP
SNMP UDP/161, 162 |NAT 38 X OVPAT iZH 7K — k &4 |RFC 1155, v.2 RFC 1902 ~ 1908, v.3 RFC
Secure Firewall | =& 1157, 1212, 2570 ~ 2580
eXtensible A= 1213, 1215
L—F 4T
AT A
(FX0S) H 3
A RAVAE R
T —5 D
UDP/4161,
SQL*Net TCP/1521 LR PAT 72 L — vl BIOv2

NAT64 72 L,

(P FGARYT) AET 4
7 PAT 72 L,
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T4 TR RE
Application FaJju. R— b+ [NAT [CEAT S HIREIE (Standards) Bl
STUN TCP/3478 (WebRTC) RAZF 4 v RFC 5245, 5389 |—
UDP/3478 NAT/PAT44 @ 71,

(Cisco Spark) A&7 4 > 7
NAT/PAT44 & 64, LU A T
3 v 7 NAT/PAT,

Sun RPC TCP/111 JLE PAT 72 L — —
UDP/111 NAT64 73 L,
TFTP UDP/69 NAT64 72 L, RFC 1350 XA E—RIP7 FLAFEHS
(TR T) AET 4y ETA,
7 PAT 72 L,
WAAS TCP/1~65535 |44 PAT 72 L — —
NAT64 72 L,
XDMCP UDP/177 PE3E PAT 72 L — —
NAT64 72 L.,
(VFRBY L T) AZT 4
7 PAT 72 L,
VXLAN UDP/4789 N/A RFC 7348 Virtual Extensible Local Area
Network,

FIFINL IR — a7 4 Fa2b—aild, ROa<y RREENET,

class-map inspection default
match default-inspection-traffic
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite
policy-map global policy
class inspection default
inspect dns preset dns_map
inspect ftp
inspect h323 h225 default h323 map
inspect h323 ras _default h323 map
inspect ip-options default ip options map
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp default esmtp map
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inspect sqglnet
inspect sunrpc
inspect tftp
inspect sip
inspect snmp

TFIAILEDA VARG O3 RYO—<w T

—EDA AR gy A TNE, FERTDT I AN N R -~ T ERERALET, 2L
21X, v T EBEELRWTESMTP A v AT Vg oA X —T W L4
_default_esmtp_map 2MEH X E T,

TIANVRDA AR v a i, A VAR ary A4 TIZOWTHBILTWbLEY v a
VTCTHBHENTWET, ZNH6DT 740 k<> 7L, show running-config all policy-map =~
Y REMEHLTERRTEET,

DNS A VAT Vg it HRMIZERESINTZT 7 4V b <~ 7 preset_dns map Z 35
Me—DA AT 23 TY,

y > N y . o > N
T7I2)—varvibA4Av R IO AVARG O Y
A
DEXE
P—bERR) =T F UV r—ar A VAR a v BRELET,
A AT asE, —HOT TV = a COBEEDR— R T ha LT, T
AN B TEIRTOA L F =T 2 A AT 0= VAR5 TOET, T 740 bDA
ANRY ¥ a YOFFICONTIE, T 74V b A U ANT g L NAT (BT S HIIRFE (6
N=D) BEBRLTLEED, A VAT a yDRELEH AZ <A T 5RO ITIHEL,
TI7ANIDTa— NV R =" NAZ~A AT HZ LT, £, Lz 4—

T2 A ABEFORY =728, LEILCTH LW —EXA R o—%ERKT 52 TEE
—§—O

48 HHEIIZ

—WMOT TV = ar TR AR v ar R U= vy TERET DI LT AN
JvarEAF—TNMITDHE, BileT v a v EETTEET, ZOFEOBEDORIC,
AVARI v ay R)ov— <y 7E2EATEL7a baLvizRrLET, £/, TNUOOKRE
FIE~DORA o Z HEdE L TWET, O OILRERELZRET 2561, A VAT v a v
ERETDHRNC~Y vy T EIERLET,

FIE

ATYT1 BEDI TAS Y FIIA VAT 2 g o RBINT A% RE, L3L47 52~y THIER L
T AVARI vayB#EATH 77 0 v 7 2B LET,
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class-map name
match parameter

1 -

hostname (config) # class-map dns_class_map
hostname (config-cmap) # match access-1list dns

T 74/ k ZFa—s3 LR U —O inspection_default 7 7 A = v X, TRTOA VAT g
VEATDOT T AN R— NEGLRRe s 7 A ~ > 7 TF (match
default-inspection-traffic) ., inspection default 7 7 AZDBHEE DA L AT v a3 U EFHET
EFET, T, TIANIDOA AR v a v EEAT IGO0 — VR —EiRET
LET0%EHVET, 2Oy T ET 74NN R —FFTH LT —E R KRY v—
THEATLHEIT. ZOAT vy 7TEAKTEET, BRT 57 72~ 7B D3RG HRIC
DWTIEL, A VAT L a Ot v 77 47 77 AOFER (19 2—2) 28R L TL
7ZEW,

BWEAT— AL NMZOWTIE, BB NT7 74 v 7 HDOVA Y347 T A~y T ONERKE S
LTL7EE, BHLAY347 T A%FEHTARADIUS T AU LT 4V T A VAR g
DAL, RADIUS TH YT 4 v T AV ANT g OFBTE BB L TLIEEN,
JIAS S T T 4w TEITTAHT I/ arBRETHLAYIARI V—~ v T 5B
INE 72 13MmE L £, policy-map name

&1

hostname (config) # policy-map global policy

T 7 4V REEE TIL, global policy R v — < v FITXRTOA U H—T = A AT v —/3L
WZEID B THIET, global policy i 25A (L. AR Y —4 & LT global_policy & A7J
LE7,

AR g NEAT D L34 7 T A~y TEREEELET, cassname
5 -

hostname (config-pmap) # class inspection default

T 74N N AR v RET D5E. EITH LA Y & —THRIZR inspection_default 7 7 A
~ v 7 EEHATH8E51%. name & LT inspection_default Z#87E L £3, TN LSO,
COFETTTI/ER LTZZ 7 AZBRELET,

VIS CTRUARY =W D7 T A~y TEMAGOEDLZENTE LD, BET
DETT AT IE LT TAR Yy TRERT 2N TEET, L, bT T4 v 7 WA
VAR vary av s REEL I TA vy Tl —KL, TOREKIIA AT vay ay
YREGUOMND I FGA Sy T b =B LIS, BN B LT T AT B ER S ET,
7o & 21X, SNMP Tl inspection_default 7 7 2 ~ v 7 ME L E T, SNMP A AT g
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FFUr—Yavba¥ FaraL A VAR a 0k |

A —TNVCTAHITNE, TIHNVE ZTADSNMP A L AT g b R—T M LE
9, SNMP ZMRAETHMD 7 T ZAZBIMLARNTL ZEN,

ARTFTYTE 77V r—vary A VAR Vg EA F—7 /M LET, inspect protocol
protocol 1Z1%, ROWTHHDEEFEE L £,

R2:AVARSVay FaraL F—7—F
F—7J—F R
ctighe CTIQBE A v 27 2 g VA BB L TL &,

dcerpc [map_name]

DCERPC £ > 27 a o EZHBL TR,

DCERPC A VAU gy R v— < TOREICHKE S T
DCERPC A > AU ay RY — <y FEBMLEES
I, ZOa<vw L RTvy T4 ERELET,

diameter [map_name] [tIs-proxy
proxy_name]

Diameter f > A7 2 9 U EHER LT FE N,

Diameter f ' AX7 g R — <o TOHRT IS T
Diameter f ' AX7 v a v R — <o P EBIMLEZSGE
X, ZOavr RTCvy74E2/RELET,

tlsproxy proxy_name (ZiZ, T DA AT v a ITEMNT S
TLS 7a XU Z2ELET, TLS Y ux ik, Hebani-
NTFGT AT DA AT Y a A Z—T T HHEAIC
DHMBLTT,

dns[map_name]
[dynamic-filter-snoop]

DNS A AT g U EBRLTLLTIEEN,

DNS £V AXRT g v R ¥— <y T OREIHE > T DNS
A VAR a R =y T EBMLESEIEX. 20
Y R Ty THERELET, 774/ RODNSA A
7 vay R v— <y TOL4HNL [preset dns map] T,

dynamic-filter-snoop i, "> b x>y N N7 7 4T T 4 ¥
WL TORERINDENIT 4 NEDAX—E L TR A F—
TZLET, DYy "Ry N NTT 4w T T4 NE) Tk
ERT2EEIZRY, ZOF—TU—K&EELET, DNS &
X =7, AMBDNSERDIEEESNDLA X —T = A A
TREIA F—TMITHZEaHELES, 73T UDP
DNS hT7 7 47 (NEBDNS —_R—~DEE T 7 4
7 HETe) I LTDNS AX—E U a2 X—T T 5
L. ASA TAREZRAMMNBEELET,
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F—— K

pE T

esmtp [map_name]

SMTP B L UHEIE SMTP £ > A7 v a v EHRLTLLFEX
U,

ESMTP A v A7 g v RY r— <y FTOREICH T
ESMTPA VAT v a v R v—~<v P aBIMLESEAIL.
ZDavy RTwy T4 EHFELET,

ftp [strict [map_name]]

FTP A > A7 2 a U ZHBRLTLEE 0,

strict ¥—U— RZHEHA LT, Web 77 7% FTP ZRAND
MDA~y RERFETERWVWEIICTH I LT, FES
Nicty NU—270k8xa )7 4 b TcE 9, FHMiIco
WL, TEER FTP) 2B L T2 &0,

FIP A v A7 g R —~ v TOHREIIES TFTP A
VAR arviR) =~y T EBMLESAIE. Zoaw
VRCYy TIHERELET,

gtp [map_name]

GIP A LV AT 2 a L OMEEZSRB L T IEEV,

GIPA VAR gy R — <=y TOREICH > T GTP
A AT gy R —<y FRBENMLEESE. o=
v R Ty THEEELET,

h323 h225 [map_name]

H323 A A7 arE2HR LTI N,

H323 A4 v AT a R v—~ v 7OREICHE - TH323
AVAXRT varyR)v—~<v 7 EBMLELGEIXZ. o=
v R Ty THEHELET,

h323 ras[map_name]

H323 A A7 a0 ZHBRBLTLIIEE N,

H323 A4 VAT gy R —~< v TOREICHE-> TH323
A ART v aryR) =<y EBMLESGAIEX. 20z
v R Ty A EHELET,

http [map_name]

HTTP A > A7 v a v LT EE N,

HTTP A A7 g R —=< v TOREIHE- THTTP
A AR g R —~ T ERBNMLESESIT. 2oz
v R Ty A EEELET,

icmp

ICMP A VAT 2 a Vv EBRLTLZEN,

icmp error

ICMP =T — A VAR g 2R LTLIEEN,

ils

ILS A AT T a L rZERLTLIEEN,
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F——F

pE T

im [map_name]

A VABR LN A=A AR g EBRLTLLEE
UV,

AVAF N A= A AR g R — oS
PEMLEESIE. 20a~vy Rovy P4 ERBELET,

ip-options [map_name]

PFTFoar A2 g0 2B TN,
PAHFLav A A gy R —<y TOHREIHES
CTIPF T ar A AT g R — <y 7 EBIMNL
FHaE, Zoav s ROy 7458 BELET,

ipsec-pass-thru [map_name]

Psec NAANL— A L AT L a L EHBRB LTSN,
IPsec /XA AL — AL L AT gy B — < v FTOJEID
B TIPsec RAAN— A VAR gy R)v— <y Tk
BMLESESIE, 20a~vy ROy P4 EBELET,

ipv6 [map_name] IPv6 A L AT g U EBBLTLL &N,
IPv6 A L AT gy R — <y TOREICH > T IPv6
A ART v aryR) =<y T EBMLESGAIX. 20z
< R Ty 745 ELET,

lisp [map_name] A VAR g i EOLISP 2R ET HEEMIC OV T, &

WRETA RO AR L TDESSBBLTL N,

LISP A v AT g R — <y FZHBIMLESAT.
ZDaAvy RTCvwy A EEELET,

m3ua [map_name]

M3UA A L A7 g 2B L TR,

M3UA A VAT g R — <o TOREIHE>T
M3UAA VAR g v R o—< v 72BN LIEEER.
ZDavwy RTwy P/ ERELET,

mgcp [map_name]

MGCP A v AT g EBR LTI &N,

MGCP A VAT Vg v R o— <y T OREIHE-T
MGCP A v AT g v R —< v 7ZBIN LA,
IDavy R Ty AR ELET,

netbios [map_name]

NetBIOS 1 v AT v a v E#HRLTLIIEEN,

NetBIOS A ' A7 g v R —~<=v 7E2BMLEES
X, Z0a<wr KTy 74 ERELET,

pptp

PPTP A > AT a U ZHBRLTLEE N,
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F—— K

pE T

radius-accounting map_name

RADIUS 7 H T A4 v T AV AT g OWE A SR L
TL7IE&E,

radius-accounting ¥ — 7 — Ri%, B 7 R ~» 72T T
FAC&FET, RADIUSTH DUV T AT A LV ART Vg ViR
Vo— =y 7 E2HRETHHNENRHY £9, RADIUS 7 7
TALT AR ary R v— <y TOREESRL
TLEEY,

rsh RSH A L A7 a2 L TR,

rtsp [map_name] RTSP A v AV g v HBBLTLEEN,
RTSPA v A7 g v R r—< v 7OREIHE - TRITSP
A AR ary R v—<y T EBNLELESIR, Z0a
v R Ty A EHELET,

sctp [map_name] SCTP 77U /r—>ay LA YDA L AXRT va ezl

TLIEE N,

SCTPA v AT g v R r—= v TOREIHE - TSCTP
A ANRT g R ) =<y T EEBIMLIESESIE. 2oz
v R Ty A EHEELET,

sip [map_name] [tls-proxy
proxy_name]

SIP f vV AT g v ZBRLTLIEE N,

SIPA AT gy R — <y TOREICHESTSIP A
VAR g R — =y P ERBNMLESESIT. oo
VRTw I AERELET,

tls-proxy proxy name(2ix, Z DA AT g HEHAT S
TLS 7 X &#iFELE T, TLS Fu XX, Ba{kans-
NS T4 T DA AT g vh A X —TNCTBESIC
DHILETT,

skinny [map_name]

Skinny (SCCP) A VAT v a Uy EBBLTIEEN,
Skinny (SCCP) A v A7 v gy R — < v 7T OREIC
$iE> T Skinny A VAT gy R v— <y T EBIMLE
LA, Zoa~vr R Ty 74 ERFELET,

snmp [map_name]

SNMP A v A7 L a v EHB LTI,

SNMP A v A7 g R —< v FEBNMLT-SEEAE.
ZDavwy KTy A ERELET,

sqlnet [SQL*Net f v A~/ g | ZBRBLTLIIEE N,
stun STUN A VAT gy ZBBLTLSIEEN,
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B 77— avavdoranqozrsvavoss

ATy TH

F——F 8

sunrpc SunRPC A v A7 v a v #HBRLTLITEEN,

FIFINEDT T A<y AL UDP R— b 111 BNEENT
W9, TCPAR—bF 111 ® SunRPC A v AT Vg %A

F =TT BHITIE, TCPAR—F 111 ZRAETEHH LW F
A=y T EER L, 7T AR —ITBMLTHL, £0
7 7 AlZinspectsunrpc 2~ > REMEHT 20 E R H Y 7,

tftp TFTP A V' A7 2 a U ABRLTLEE,

waas TCP A7 a v 33 & A 1 — 7 /WZ L£ 7, Cisco Wide
Area Application Services ffh 2 H AT D & LA L £

xdmcp XDMCP A > AT g v EBRL TSN,

vxlan VXLAN A v A7 v a v EBRL TSN,

GE) MDA AR v ar R — <y T a2FEHT L7207 740 N 7 a—rL R
Vi— (EIHMERFTORY > —) ZiRET 254G, noinspect protocol =~ > R %
BEHLTENA 2T g VEBIBRL, BTLWWA VAT g R v — <y
THTA VAR ¥ a yEBEBINT20ERH Y £7,

i

hostname (config-class)# no inspect sip
hostname (config-class)# inspect sip sip-map

BEfFOH—Ev A KU v— (=& 21X, global policy & W2 £4RIDT 74 /L k Za—s3L K
) EREL TV D HEIT. BETRT T, £hIADLEI 1 OEIFERO A 27—
T2 ARATRI V=~ T ET 7T 4 7IZLET,

service-policy policymap_name {global | interface interface_name}

51

hostname (config) # service-policy global policy global

global ¥ —U— RIHRY o — v v 7 E2FTXTOA U F—T7 A AZ@A L, interface 1377V
V=% 1ODA L H =T 2 A AZHALET, Fe— VR =1 oUL#EATEEY
hoo AV H—=T A ADTa— )L R —F, TOA L H—T 2 AP —ERA KR v—
FHWHTHETEEXTEET, A X —T A A TF, R —~v T m 127 0wEA
TxET,
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122R0 23 0ENE 57199 9520ER [

avOBEYNE NI T 49D U7 AMER

1A 2DARY

BWNT 74 I DT TN NDVLAY3AT T A~y T DL4AEINT linspection_default] T,
DU T A~y X, Fk72 match =< > K (match default-inspection-traffic) ZfEH L T, kK
FSTA I EET AV r—ary7a bhaldT 73 o7 e halBLOR—FERAEL
T4, SORNT T 407 7 TAT (AT v a3 ITEEFH S 72V matchany & &
12) L IPV6 B R—h T oA L AT g IO NTIPVABLINIPYG N T 7 (v 7 Ol %
BELET, IPVO A R—T NI A VAT L a DY ARNIOWTE, 77U r—vay
AVART L a v DHA RTA Ly (43—=) ZBRLTITZEN,

match access-list 2~ > K% match default-inspection-traffic 2~ > K& &L HICHEET H &, BET

HRTZ 74w T EFEDOIPT RLURICK Y AT Z &3 TX £9°, match default-inspection-traffic
Av U P> TRET 2R - bR RESN D20, ACL OR— MIFT~TEASNETS,

Je

Bk

NG T4 AVART gL, TV r—vay v I7 4 v NEETDHR—NEGT
1722 2BEDLET, matchany R EZFEHALTTXRTO RN T 7 4 v 7 ZRAETDHE, ASA

DIRT F—< 2 AHERNHDIGERH Y £7,

RN DR — 2 RAET HHEAT, EHEDANAOR— NHIZH LW T A~y 7 2ER L TL
PEW, A VAT gy oV DEHER—NIOWTIX, T 7408 A AT g
v ENAT 1B DHIRFE (6 X—) #ZRL T EEn, REIISUTHLEARY O —WH
WCEED I T A<y T EAEDEDZENTE LD, BETHEN I 74070020 T
AT EERTDHIENTEET, 2L, " T T4 I BA VAR gy av s R
G TA vy T L, TORFRKICA VAT v ay avr REGRROZ T A <y
TEL—HULIEGE, BB L TALETBMERSET, =& 21X, SNMP Tl
inspection_default 7 7 A% MAE LET, SNMP A VAT v a ik A RX—T7 VT DI, 7
THNVK T TADSNMP A L ANRT va kA F—TMMILET, SNMP #ET Hiho s
TAEBMLRNTL IZE0,

FEz2E. TIAN DI FTAS Yy TEEA LT, A A7 3 % 10.1.1.07505 192.168.1.0
DT T 4y ZIRET DI, ka<wr FEASLET,

hostname (config) # access-1list inspect extended permit ip 10.1.1.0 255.255.255.0
192.168.1.0 255.255.255.0

hostname (config) # class-map inspection default

hostname (config-cmap) # match access-1list inspect

Roa~vr FefALT, 77 A~y 7 e2lfefon LET,

hostname (config-cmap) # show running-config class-map inspection_default
|

class-map inspection default
match default-inspection-traffic

match access-1list inspect
|

AR— k21 EAR— K 1056 (FEAEDSADOR—K) OFTP T 7 4 v 7 2HBET LI, Fhbo
R—FEHET D ACL ZEHRK L, FTLWI TR < IZEY B TET,

FFUs—vavLav Jorar1ozxRsvarngiE ]



B szx=0

IERTRED

FFUr—Yavba¥ FaraL A VAR a 0k |

hostname
hostname
hostname
hostname

config)# access-list ftp inspect extended permit tcp any any eq 21
config) # access-list ftp_ inspect extended permit tcp any any eg 1056
config) # class-map new_inspection

config-cmap) # match access-list ftp inspect

S
AxX AE
ERFHIL, 7FAMLTINONRS -V BEETERELET, —HOTa hart A AT g

VT, ERRBAMGH LT, URLXKEDNY X — T 4 — )L RO TR ED
WFEINHESIN Ty NERBETEET,

IERKRITOIEK

FEHREBIZ, A MV TZZOBDELTTFARNARNI V7L IFEBYICRAETAZ L,
AALTFTHEMFHALCT XA RNA NI T OBEEON) T hERETHZELTEET, EH
KHAEFEH LU CREDOT SV r—ray b7 74y 7 ONEEMRETEET, & 21X, HTTP
7y FNERD URL CFFI E A TE £,

4R8O HHEIIZ

Ctrl 2 —ZH L/REET V 2 —AM4 L. CLIICBWWT, % (7)) RoF 77 & ORkCF
EITRCZAr—7T&EFET, 22, avr74Falb—varTd2g &E AT BT
diCtrl+V]?g & *— A I LET,

FHFEHE Yy FEBETIBRAEDNRT 5 —< LV A~NDEEIIHONCE, a~r R 7571

VA Tregex 2~ RESHRL T EI, —IIZ, RWANLFIIERE LD, <D
FHREFHEBELLYETDHE, VAT LA RT3 —~< 2 ANKTFLET,

\}

GE)

B{b DT HIZ, ASA TiX, HEFLAERR L2 URL BB SN E T, HESLARERCIX, #%k
DATyva () PER—ODRAT yvallEMMINET, @H, Thtp//] OXIRFET LR

Ty v aPMEH I DLLFHITIE, R VI Thttp/] ZHRFE LT EEN,

RDOFIZ, KR ERERHOA X PR LET,

®IEMRRBED A 2 XF

XF B FES

NN EEOR—FE—HLET, & 21X, dg
I, dog. dag, dtg, B O NbDOXLTEE
TATLE DO HFE (doggonnit 72 &) (Z—FH L &
R
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egxnons [

XF

B

pE T

(exp)

YTRE

P TRBUL, PR FEFOSTTF B4 L T,
YT REUMDO A Z LFEHHTEDH LI
LET, =& xiE. d(oja)g 1E dog 35 L TN dag
WZ—E L E 32, dolagifdo s L Waglz—%
LET, 7o, P RBEZE K LREEM
FELBITHEALT, #0 IR CFE2XH]T
TET, 2L ZEL ab(xy){3}z X, abxyxyxyz
IZ—H L7,

(%=

ZDOAZLFIZE > TR G TV D EED
RELOWTNNrE—BLET, =& 2T,
dog|cat I%. dog E/ziF cat iIC—E L ET,

BERITT

BEATORBN 0 £/ 1 EFET D2 & 2R
TEMIF, 72& 21, lo?selX. Ise £7-1% lose
W—ELET,

TAEYRY

ERTORBEMN 0, 1. FEEOEBEAAET
52k aTE T, T2& X, lovse i,
Ise. lose. loose 72 EZ—E L £,

HHIOFREND R L 1 BATFEET I L%
RIES T, T2 & ZIE, lotselE, lose BB LY
loose IZ—E L E T2, IselliT—FHLFEHA,

X} 7203 {x}

F/ige D R UIREVE 52

Bipd b xEEVRLET, 72& 2IE,
ab(Xy){27}Z lj:\ abeXyz ’?3 abeXyXyZ fzﬁ <I:“ a:#
HLET,

[abc]

By aNOEEOLTE—HLET, &2
1E. [abc] X, a, b, Fzitcl—EHLET,

[*abc]

Al NTEFNTWRVE LT E —FKL
F9, /=& zE, [fabciE, a. b, cLISDIE
BEOXFIC—HLET, [PA-Z]1E, KT
HOTEED 1 XFIT—FH L ET,

FFUs—vavLav Jorar1ozxRsvarngiE ]



B ms=soem

FFUr—Yavba¥ FaraL A VAR a 0k |

XF B EE

[a-c] S 7 T A #HWHENOEEOXTE—HLET, [az 1L,
EED/INLFEOT VT 73y NLFIZ—E L
9, XFLHALELEHLOETHEAT S Z
EHTEET, [abeg-Z] B LW [a-cg-7] X, a.
b, c. q. 1. s, tou, vy Wy x, y, zIZ—E
l/\gzjqo
Fyva (-) LT, AD Yy aNORAIDL
FEFRIIRBDOXLFETHIBRBICOR) T
e ET ([abe] X° [-abd]) .

“ SR LFEFNDORRBETILRED ZA— R 275 L
F9, & z0E, " test" X, —BEEMETD
AR D AR— AR LET,

A ¥yl v b ITOSRHEEEE LET,

\ TR —T T AALTEEBIHERTSE, VT I AT
E—ELET, LT\ I3EMAD Y 3l
#ﬁbij‘o

char X LFW AL LT TRWEAE, VT 70T
E—HLET,

\r 1) 8% oxod & —& L £,

\n BAT AT 0x0a & —E L ET,

\t 27 Z70x09 & —ELET,

\f Yrre— TAx—5 7 4—FKO0x0c &—FKLET,

\xNN TR —T7 &7 16 #EK 16 #5 (BB 2 2 #7) A L7= ASCII 305
E—HLET,

\NNN T R—T7 & 8 K  HE%y (BRI 3 M) & LT ASCII CF &
—HLET, 72L& 2IE. LF040 (FAR—RA

F|i§

ATy T EBRERHAD BT REL0L T H0EINET AR LET, test regex input_text
regular_expression

input_text 51401k, EBIEBZ M L THRAET 5, £EBREKAT 201 XFOLFHITT,
regular_expression 513D S 1%, fK 100 SLF T,
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ATy T2

ERzsys 52 v v Tons ]

Ctri+V Z i L C, CLI ORI Ta T X CoAr—7LE T, 2L 2, testregex 2~
RDOAFILTFICH 72 AF1T D118, test regex "test[Ctrl+V Tab]" "test\t" & AJ13 25 SLEHRN
HoET,

EREBNPANTHANE =BT L581E, ROA v E—URERRINET,
INFO: Regular expression match succeeded.
EREBNPANTHFA R E—BLRNGEIE, ROA vy E—VRFRINET,

INFO: Regular expression match failed.

T A MRICIEREHR 28T 5121%, ko=a~r Rz NS LET, regexnameregular_expression
name 513D 13, K 40 CF T, regular_expression 515D Sid. &K 100 XFE T,

1

WIiZ, £ AT v ary R vr—< v 7 THERT D2 OOIERFREZERT 202
LET,

hostname (config) # regex url example example\.com
hostname (config) # regex url example2 example2\.com

ERERBTI SR T TOER

ATy T

ATy T2

EHEHRI 72 <y 73, 1OUEOEREREZ/FELET, ERKHS 7 A~ 713 EFR
KIAAT V=27 RO TVDICTETERA, ZL<OHRE. EREHAAT7 V=27 FoRb VI
EREHRI TR~y T2ATE LT,

FIE

EHERBR Y 72 <~ 7 %/ERR L £, classmap typeregex match-any class map_name

class map_name X, K 40 XFOXLTHITT, lclass-default] & W\ I LRI TSN TVE
Ty TRTCOEATDI TA~y T TRICARAR—=AMERASND 2D, BlIOXATDIZ
22y P TTTIHEHENTWALENIHER T 8 A,

match-any ¥ — 7 — RIZE D, 8T 74 v o737l bbb 1 DOEREIE BT LA
X, ZDORT T4 I BT TA Sy T e—HTHLIIHEELET,

(ER) 77 A =y FIZ@H B L 7, description string

FFUs—vavLav Jorar1ozxRsvarngiE ]



FFUr—Yavba¥ FaraL A VAR a 0k |
B x~xvvavgkys—orzsysy

ATV T3 EHEHTLIKOa~ L FEAN LT, 7T A<y &GO ERFEHZEE LE T, match
regex regex_name

1

WIT, 2ODIERFTHZAER L, THEIERERB Y 7 X ~ v A0BNT 5612~ L%
9, N7 7 4 v 7IZXFH| Texample.com] F7-21% [example2.com] NEHEN DA
NTGT 4w DI TA T E—HLET,

hostname (config) # regex url example example\.com
hostname (config) # regex url example2 example2\.com
hostname (config) # class-map type regex match-any URLs
hostname (config-cmap) # match regex url example
hostname (config-cmap) # match regex url example2

AARG I RYO—DEZAR) DY

AART gy =R R v—%F=F—FTHIZE, ROa~vr REANLET, HX
DFEH & IO TIE, Cisco.com D2 R U 77 LU ZAE2BRB LT IR,

» show service-poalicy inspect protocol

AVART Vg = AR —DfkiEHERE &R LEJ, protocol L, dns7z & D
inspect 2~ Kb D7 m hag T, 7272l TXTHOAS ARy vay 7a han
TZoa~vy R L THREHMERDERINLAIDIT TIEH Y FHA, KITHZRLE
R

asa# show service-policy inspect dns

Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, v6-fail-close 0
message-length maximum client auto, drop 0
message-length maximum 512, drop 0O
dns-guard, count 0
protocol-enforcement, drop O
nat-rewrite, count O
asat#

 show conn

TNARAZBRT D N T 7 4 v 7 OBEOH Rt R LEYS, SESERT 8 b a/Wcild
LEREMETEDL LT, ZOav FIZEISESERF—TU—FFBHY £7,

cBEEORERR T v Fa/LoBEa~y RiFkRO EBY TY,
« show ctigbe

B 77— av L4y Joran A RRI L a VD%



| 77— avL4v FRral 1 oRRY L a V0%l

FIur—vavqvzxsvavorE |

CTIQBEA v AT v g Pl ko TEIV Y THNZ AT 4 THR AT 51
HERTRILET,

» show h225

H225 By arOFERE2ERLET,

» show h245

A —AH— "L TWATZY RRA V MIEL o TN ENT-H245Fy v 3 v~
DIEREFRLET,

» show h323ras

F—hF—RN—LZDOH32B T RRA > FORITHEL S LTS H323 RAS &
varOEREHREFR T LET,

 show mgcp {commands| sessions }

A<y KFa—NDOMGCP a2~ RO, ERIFBEGFO MGCP &y v a v OHER

RLET,

« show sip

SIPEyva rofFRaeFErLET,

* show skinny

Skinny (SCCP) v ¥ a VBT HIERERRLET,

* show sunrpc-server active

Sun RPC —EZHIZHHIT b TV H E R —v2FR L ET,

TFI)5— 32 A VARG I VDER

HEES )1)y—= &R

A VAR ary R v— <y 7.2(1) AVARTvary R v— vy IPREAIRE LT,
class-map typeinspect =~ RAEA I E L7z,

FEREREBLIORY v— v 7.2(1) A AR gy R v— <y P THA SN D ERE
BBEIORY v— v 7PNEAINLE LTz, classmap
typeregex =~ K, regex =~ K, 3 J U'matchregex
av s RPEASNE LT,

A VAR gy RY — <7D match |8.0(2) A ART g IR — <y TR &N S match

any

any ¥—U— RFPREAINELE, FF 709 7% 1D
PIEOREEIIRE LTI IFA~Yy SI—HIEDL LN
T E9, LEnE, matchall 720 23MEHFEET L=,

FFUs—vavLav Jorar1ozxRsvarngiE ]



FFUr—Yavba¥ FaraL A VAR a 0k |
B 77— qvzxovavors

B 77— av L4y Joran A RRI L a VD%



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



