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A & —1Z 3GPP-SGSN-Address BN G ENHMERH Y £3, —#HOH— K X—F 1 D
GGSN (X, ZOREMNEZT 7 4L FTHEE LWEARH Y £97,

ENAII 2y FD—4S TJORAILAVARSS T UD
F4 2R

WKDOTa haLdDA AR g 00E, OBIZEEHFINTNDETA B ANKLETT,

* GTP
* SCTP,
* Diameter
* M3UA
ETIL AU REH
ASA AR (&ET L) Fr VT FARSA (T 74N FTEAR—T )
Cisco Secure Firewall 3100 vy UT IA4EA
Firepower 4100 Xy UT IA4EA
Firepower 9300 X U7 T4 A
oI _XToOET IV XX VT FA BV AIIMMOET LV TIIEHATEEFA, 20T han
IIHRAETEEE A,

GTP A/ VARG 3 DTIAIL K

GTPA v AT v a U NETF 740 b TIEA X —T NI R> TnER A, 7L, 2—V—HY
DA VART gy <y FREEFTICAX—TNMICTBE, RONWEEITH>FT 74/ F~ v
TITIMEHEINET, v TERETIVNENDDDIL, B ENPMLERIGAEDHETT,
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| Bty bI—D102RY VY
TR L3y rI—8 1 v2xsvav08E |

s LT TR S NERA,
o BUR O Fe K ERIE 200 T,

o NNV DEREIT500TT, ZHE, PDPaT XX L (my RBRA 2 N OBITHEY
LET,

*GTP=V FARA L bDHA LT MI305TT, =2 KR A > MZiE, GSN (GTPv0,1)
B LOSGW/PGW (GTPv2) REENTWET,

*PDP 27T FAMDHA LT D ME3045TT, GTPv2 TiX., ZiUIRT I7- 27 F A
b A LT T RTY,

cHIROXA LT U NI TT,

T FVT BALT T RME305TT,
s bRV T DEA LT T MEKEFITT,
s T3ISEHXA LT 7 MI 20T,

« REAZ2 A v —VIDAFFA SN E T, matchmessageviiv2idrange 2~ R&FRE L T,

PAR—bFIh TR avy RRFA SN TV RWVWa~vy RE Ry 7 Leh, v 75
LT CEET, REROA v E—VRVATATHR— IR TWARWGTP Y U —
ATERINTZA v E—VIIRHLE Rl s E T,

ENAILAYRT—D A ARG 3 VDETE

FERA N Fy NI THEHENA T 3D Af AT 2 a3 3T 7 40 F CTHEII -
TWERAL, TSNV Ry hT—7 Y R—FTDHIZ0E, TNOLERETHLENHY £7,

FIE

ATV Tl (EE) GTPA v AU gy R — v 7ORE (122—)
AT T2 (EE) SCTP A v AU ary R r— vy 7OHRE (17 3—)
ATw 73 ({EE) Diameter f VA7 g v R — <=y FOHE (19 2—) |
V7 MU =T TIEEEYR— FENTWRWEMEERT (AVP) T7Z A NVZ V7T 554

X, Diameter f V' AT g R v— <y THEHTDHIHAZ L AVP ZERTEE9, &
A A I Diameter JEVEERT (AVP) DOFER (23 X—) 2L T IV,

ATy T4 (TE) BE b &7z Diameter TCP/TLS F 7 7 4 v 7 AT AEE1E. (ROMBAIZHE-> T,
WEETR TLS 7' X U AER LET, K5k &7z Diameter & v > a  OfAE (24 X—)

ATFYTE (EE) M3UAA VAT ary R v— <=y 7ORE (373—Y)

ATYT6 TERA N KXY NT—F AL ART gD —E AR U —DRE (41 2—=) |

AT TT1 (UEE) RADIUSTHU LT AT AV ART v a VOFRE (43 =)
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ENALRY bT=ODA VAR Y3y |

B oroxrsoasgkys—<viome

RADIUS 7H T T 4 v 7 A v ART g 0T, BREEERKE) OFE#ELFT,

GTP A VAR 3 RYSO—T vy TOHRTE

ATy T

ATy T2
ATvT3

GIP b7 7 4 w7 TBIMDNRT A—F —52FITTHRICT 74V b = TR =— Xl &
RWEAIT. GTP vy 72BN L. RELET,

4R SRS

—¥DO T T 4w IV BREAF T a T, BADEDICERERZHEHALET, b7 7
=7 D1 2EFEHT L5681, RONICIEREZRELIZIERERDO Y T2 ~ v 72 ERLE
7,

FIE

GTP A vV AT v a v R v— <y %2{EK L E T, policy-map typeinspect gtp
policy_map_name

policy map_name(Zi%, RV v — <y FOA4HZREELET, CLUIAR ) v —~vy P a7 g
XFal—varE—FRIAY £,

(EE) SiHERY v— < 7B L £, description string
—HE LI T T4 2T 7 v a s EEAT AR, ROFIEEZFATLET,
a) WOWFTHrOmatcha~vy REFEHLT, 7273 arx2F T35 8770 v 7 #EEL
%9, matchnot =~ > K& 5 &, matchnot =~ ROIEHEZ K LW TD
N T4 lCT v arynEAESnET,
« match [not] apn regex {regex_name| classclass name} : /& L7 IEME B £ /21X IEHE
B2 Z A2k 5 Access Point Name (APN) (Z—% L ¥,

» match [not] message {v1|v2} id {message id | range message id 1 message id 2} : X v
—YID (1~255) #ALET, 120D E7IXID OHPAZIEETEET, A v
=0 GTPvO/L i (vD) 72 GTPv2 [l (v2) EFRET 20 ERH Y £7,

» match [not] message length min bytes max bytes : UDP A & — R (GTP ~v & — L%
VDA yE—) OREPRAMEL BRMEDOR (1 ~65536) THLHLAYE—VEMR
/El\ Li‘j‘o

« match [not] msisdn regex {regex_name| classclass name} : PDP =2 > 7 % A MERRE R,
Ty va UMERER, BLORT I—EFHIEEDA v E—VHNOENA VAT — 3
VIEBEY TR T A NEEEE S (MSISDN) HMERZIEE Lo EHREE I EH
KB FALRELET, EHKRITIE, FFE D MSISDN F 7213 MSISDN D[ %
B D X HHZFESWTERBITE £9°, MSISDN 7 4 /L& U > 713 GTPv1 35 L (NGTPv2
DHTHHR—FINTVET,
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GTP A VARG a3 VKR I— Ty TORE .

« match [not] selection-mode mode value : PDP =2 > 7 % A MERKE RN OEIRE— KD
HHREREZRE LET, BIRE—RTIE, Ay E—VIZT 7 EAKRA L M (APN)
DRETEARELE TN, ROWThnRY 4, BRE—KF 7402V 7%
GTPvl B LU GTPV2 DA THR— F SN TVET,

o0 : MR Iy APNIZENRA L AT —2 g U ERIIR Y N =212 L > THRES
NTEY, Y727V P a o ERINTWET,

el ENRNAIN AT — g APNIZTERAS L AT — g ko THRESNTE
@ 4}727 ) 7 N / iﬁﬁmu éh(b‘iﬁ/\]o

2:Fy FU—J7, APNIIX Y hU—Z Lo THREENTRBY, Y727 U7
Va VEHEER SN TV ER A,

<3 THRIEAS CREE)

» match [not] version {version_id | rangeversion_ id_1 version_id 2} : 0 ~ 255 D\ T 415
DGTP =V a N—HLET, 1 OONN—T a3 VEIFINN—Va COFIHEZEET
TET,

b) KOa~L FOWTNNEASNLT, —HT D774 v 71 LTCEITT LT 7V a v
ERELET,

sdrop[log] : —E9 5T _XCO/NNry heRay 7 LET, VA7l Ayvk—
HLEETHITIE. logF—T— F&EBEMLET,

e rate-limit message rate: A v E—YDOL— FEFHIRLET, ZOF T 9 T,
messageid DA TE £,

RN —<=v 7T, #HEOmatch 2~ REIEETE £4, match =~ > RDOIEFICD
WTCIE, BED N T 7 4 v 7T ADNIETEESRBL T &,

ATFYTE AL ART a2 DN BOHHNRT AR ERET HITIE. WOFNEEZEITLET,
a) NTA—H a7 4Xal—arET—REHBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 DFITEEDNTA—LERELET, WOA T a VERETCEET, A7 vav
ETF A= T BRI, 2w FOnEREFHL T FEE N,

« anti-replay[window _size] : GTP-U A v &t —YDATGA T 4 7 U4 RURIEET S
Tk T, TUFIU LA BAFT—TNVICLET, AFAT AT T4 RUD
PA XFIA Yy E—VOETHY, 128, 256, 512, F7213 102412720 £9, A4 X%
BELRWE, T74LRTSRICRVET, AR AvE—UNRFREIND &,

T4 R LW — T U ABBIIBITLET, — 7 AFFIE 0 ~ 65535 Dl
PHCHY, RAEICETDIET v 73NET, £, TRHIEPDPa2 T XA |
TEIZ—ETY, AvE—VF, V=T U AFEERNT 4 RUNTHIUTHE E B2
ENET, ToF IV LAF, N I—NGIPT—H Ny by Fyr L, &

AR E AN Z SV PEVE |
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NoEx2YV T ATDHEXIIRETDHARRENRSGDEY a0 N Vv v 7 °DoS K
BB OIS T,

e permiterrors : )72 GTP /37 > MO HIETHT SND & Ry I bH /37
NEFFRI LET,

* request-queuemax_requests : ¥ = — TIGEFFHN TE H GTP KRB D KEL R E L
F9. T AN RE200 T, ZOERICELLZRISH LWERNBEF T L, &b
ROV F 2 —IZ Ao TWZRRDHIBR V£ 7, [ErrorIndication] . [VersionNot
Supported] 5 TF TSGSN Context Acknowledge] &5 A »E—IF, FaRE RS
NN, IEBEHFLEROF =2 —IC ANLNER A,

« tunnel-limit max_tunnels : FFRISNVDT 77 4 772 GTP b RNV DI KA E L &

T, ZHUE, PDP T F A MEET Y RRA v FOICHY LET, T 740k
3500 T¥, Zoa~vr RTHRELLE PR AVBUTET S & FTLWERIT e v 7
SINFET,

- timeout {endpoint | pdp-context | request | signaling | t3-response | tunnel} time : ¥57& L 7=
P—ERADOTA KV EALT U REHELET (hh:mm:ss BX) . ¥ A4 LT7 U &
RELRWGEIE, FHICOEXBELEY, Zoa~vr N, #4477 FTLIZ
BAIZATTLET,

- endpoint : GTP =2 RARA > FHIBRS LD £ TOIET 7 7 ¢ TR D e KAA,

« pdp-context : GTP ¥ v > 5 @D PDP 2T F A M &HIRTHETOIRT 7T 4
THEM O AR, GTPv2 TliX, ZHIRT I— 3T F A hTT,

s request : FURF 2 — D ESRPHIBRE N D ETOIET 7 7« TR OF KM, R
By T ENEERASNORGEOIES Fuy T ShET,

ssignaling : GTP 7 U U 7R HIBRS LD £ TOIET 7 7 1 7R O e KA.

* t3-response : Bt & brET D RINCIGE 2 7663 2 e KIRFfD,

stunne : GTP > RABEIMI SN ETOIET 7 T 1 7 I O e KAE,

AFYTE RIA—=F a7 4 FXal—rarET—RIRoTWAMEIZ, Py N T UvFRAT—T 4
VA LT GTP-UF =y 7 2R ELET,

gtp-u-header-check[anti-spoofing [gtpv2-dhcp-bypass | gtpv2-dhcp-drop]]

F—U—REBELRVWE, Z0a<2 RIZGIP T —% X7y hOWNERSA o — RRFR)Z
PNy RTHDINEIDEMR L, P~y X —DBHI5H1TED N ry h& Fay L
F9,

F7o. anti-spoofing ¥ —TV— R&EHLHE, WA B —RDIP ~y X —NDOENA )L 12—
P—IP 7 RLUARGTPHIHI A v — (Byva UERIGERE) I8V Y THIPT KL A
LB LTWENEIDEHERL, IPT RLAR - LRZWEAIEXGTP-UA vt—V% R v
FLET, TOF = v TiE, IPv4, IPv6, BIEIPv4v6 PDN # A N HR— h I TV E
T, EANA VIR N DHCP Z A L TFDT FL AZBSET 554, GTPv2 TOxT Ra—
P—DIP 7 KL A110.0.0.0 (IPv4) F7-1% prefix:0 (IPv6) (2720 £, TDOHFA, VAT A
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6P v2xsvay Kys—vy Tz [

EREAry TR LEZHEPIDOIP T FLRAEZEHL Ty Fa2a—Y%—IP 7 RLAEZTH L
FT, WOF—U—FEEHAL T, DHCPTH&E LT RLADT 7 4V NOEEEZ AT T
iﬁ—o

« gtpv2-dhcp-bypass : 0.0.0.0 F£721% prefix:0 7 FLAZTH LN TS, 20DV
W2, = Ra—H#F—@D 1P 7 KL A28 0.0.0.0 £ 7213 prefix:0 DLEIT/N 7 v MEFFATLE
T IP7 RLADOEAFZDHCP 2T 5L, ZOF T a v iZT v FRAT—7 407
F v ENARALET,

« gtpv2-dhcp-drop : 0.0.0.0 £ 721 E prefix:0 7 RL AZHH L EHA, TONRDYVIC, =K
Z—HF—DIP 7 KL A%30.0.0.0 £7213F prefix:0 DFAILT X CTORr v a2 ey 7L
¥4, 2047 a0F, IPT RLAOREIC DHCP 24 52— —~D7 7 & 2
wHEET,

ATFYT6 LEIJSLT, RIA—HF a7 4F¥al—arT—RCA->THWARIZ, IMSIZ L7 4 v
TRATANEY T EBELET,

mcc country_code mnc network_code

drop mcc country _code mnc network _code

A~y FIIRBEREBANILT, =57 b DT XTO MCCMNC X7 ZHEETEET
N, R =<y 7HNOTRTOa~r Ridmee £/ziE dropmec THLMLERH Y £9°, =
nNoDa~<y REfAhGEbEDL ZEIFXTEERA,

T 74/ N TIE, GTP A Y AT va dk, AR7REASAA NV bY a—FR (MCC) &EN
AN Fy RU—27 a—F (MNC) OfiAntbdsF oy 7 LEHA, IMSI VLT 4 w7 A
TANE) T HHRETDHE, ZE/7» PO IMSI O MCC & MNC 23, #&7E & 7= MCC &
MNC OflAEHRE LI E T, KIZ, a~vr RZESHTROWTANDOT 7 2 a R
FITSINET,

emcc A~ R —HLRWES, Yy MEIFey7ahETd,
edropmec 2~ K BT 256, ~ry MIFeyFahEd,

ENRAN AR a—=RF0UADIHTOETT, IMTEII2MfiofE0 T L7 4w 7 AL L
TONRBMENET, EAAN Ry NT—2 a— NI 2 E-IE 3 0B ETT,

FHA[EILI R v 7T 5T _RTHOMCC & MNC DfHAEDLEZBIML £, 574/ kT,
ASA [X MNC & MCC ODMABDENFENTHLINE I DET = v 7 L=, RE LT
HEDENENTHLINE I DEMHERT HLENH D £9, MCCIEELUMNC 22— FOFEMIC
DUNTIX, ITU E.212 #)45 [ldentification Plan for Land Mobile Sations] & L T 72 &0y,
ATFwT] BEIZEUT, RFA—F a7 4 Fal—ary E— ROMICEFFoeX 72590 L
=
location-logging [cell-id]
YT R TANRNOEFTE T JIZERE L, BN NSRS FTOA T 2B L E3, BTOL®E
PEWT AL, RERue—I U 75EREBITI2OICESLLET, GEFioun 72BN T5
&, VA7 Al International Mobile Subscriber Identity (IMSI) Z & IZHT LWy (A »&—17324010)
BT E I T I N (X vE'—324011) HETO syslog A vE—T %A L ET,
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ATv T8 ¥

=P =NBEREINTWHELID AR Y A vE—VIZED 5551, cdl-id XT7 A—%
ZEELET, B IDIE, BV Ze— ULl (CGD) F7:213 E-UTRAN &L 7 i — 3Lk
Bl (ECGD 2ot S ivE 7,

MBEZIS LT, NI A—F a7 4 F¥al—rar T— RIZA>TWARIZ, GSN 7713
PGW 7—V V7 2FRELET,

per mit-response to-object-group SGSN-SGW_name from-obj ect-group GSN-PGW_pool

ASA X GTP A VAT ¥ a v EFATT DA, 774/ N TASA X, GTP ZXRTHESN
TWARUWGSN £721L PGW 2250 GTP L& % Rue vy 7 LET, Tk, GSN £721X PGW @
T AT —FRTF L PR LT, GPRS DIIRE A —F )T 4 Z2EmhTND &
TTRALET,

GSN/PGW 7' — U VT HEEL, u— KT 7Y R— T 572512, GSN/PGW =
RARA YV NERET ARy NV—2 AT V=7 N ZA—T%/Ek L, Zi% from-object-group
NI A—=HTIRELET, FFEIZ, SGSN/SSGW D7=DIlFy NI—7 ATV =/ b F—7
ZVER L. to-object-group /X7 A —% L L GRIRL E7, IGE %179 GSN/PGW 28 GTP Zxk
DEFHGSN/PGW LRI LA TV =7 b Z—TIZELTED, JHZ&E L T 5 GSN/PGW 1T &
5 GTIPISEDEEVNHF T ENTWDHHEDA TV =7 b 7 L—T 12 SGSN/ISGW 13 5B AT
ASA TILENFFAISNVET,

I NI—= AT b I N—TF, = RARA LV bE2RA N T RLVAERIFZD o RARA
VREEGDY TRy b TEET,

1 -

WIZ, GSN/PGW 7' — U 7 OflZRLET, 7T ACxRy bU—27 2{KH GSN/PGW 7' — /L
ELTERINTVETN, Xy NTV—7R2ERZHET 2RV IC, EEROFEROIP 7 KL
Z % network-object =~ R T 1 DT OfFEETEE T, ZOHITIX, RIZ, T—Anb
SGSN/SgW ~DIEEZFFAT 5L 912, GTP A VAT v a < /7 %EE LET,

hostname
hostname
hostname
hostname

config)# object-group network gsnpool32

config-network) # network-object 192.168.100.0 255.255.255.0
config)# object-group network sgsn32

config-network)# network-object host 192.168.50.100

hostname (config) # policy-map type inspect gtp gtp-policy
hostname (config-pmap) # parameters

hostname (config-pmap-p) # permit-response to-object-group sgsn32
from-object-group gsnpool32

il
ROBNL, Fy FT =7 D N R VEEHIRT 55 EEZRLTOWET,

hostname (config) # policy-map type inspect gtp gmap
hostname (config-pmap) # parameters
hostname (config-pmap-p) # tunnel-limit 3000
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SCTP A v2xs a3y Ky v—vyT0EE [

hostname (config) # policy-map global policy
hostname (config-pmap) # class inspection default
hostname (config-pmap-c) # inspect gtp gmap

hostname (config) # service-policy global policy global

RDEZRY

2 T RFERT AL AR g R —ERETELLHICRDE L, EALL
F NI =0 ALV AR g DY —ER R —0OFRE (@1 —) ZERLTLEE

Wy,

SCTP 4 VARG 3 RYO—T v TDHETE

L— MR EDT 7Y r—ya VEADSAf a— K7 u ha,ID (PPID) (23T SCTP
N7 4w PIRET I a 2T 51003, —EARY —THEHIINSSCTPA > &
Ny var R — <=y T EERLET,

)

GE)

PPID (X7 — X DO E W OFIZH Y | FFED/ Ty MIEEROT —% Fx o 7713150
HTF v 7 2o ENTEET, Xy MI1OOHIETF v > 7 380K OT — 4 F v
VIMEENTWAEGA, Bl TonzTr7varNiiny STy 37y MIikay”
SNFERHA, L2 PPID26% Ky P T5SCTPA LV AR a R v— vy T hEFH
ET5HE. PPID26 7 —% F+ 7%, Diameter PPID 7 —% F ¥ o 7 HFo 7 v MIHES

ATy I

ATy T2
ATvT3

I, FONNTFy Ml yFEnEREA

FIE

SCTP A v AT v gy R — <~y 7 2{ERR L E 7, policy-map typeinspect sctp
policy_map_name

policy map_name(ZiL, RV v —~<v7OAFEHEELET, CLIUITARY v —~wv S a7
Xzl —T gy ET—RIAYET,
(EE) SiHERY v— < 7B L £, description string

SCTP 57— Fx 7 O PPID IZHSNWTC, N T7 74 v 7% Kuy7 L— MR, £ziinm
TN L E T,

a) PPIDIZHKASWT T 7 4 w7 Zd0LETS,
match[not] ppid ppid_1 [ppid_2]
ppid_1 % PPID &5 (0 ~ 4294967295) F7=134R1C3 (i H fEE/R 4 ATIC DWW T CLI
T ESBRLTLIEE) , PPID OFIPHZEET 2121, 2FH (LY KREW) ©

PPID, ppid 2 #& 8% Z LN T& £9, match not ppid % L C PPID & 7= 13 &iPHIZ—
BLWNT 74 v 7 2R ELET,
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SCTP PPID ®IAED U A~
http://www.iana.org/assignments/sctp-parameters/sctp-parameters.xhtml#sctp-parameters-25 CHErd

TEET,
b) —HELATy MIHLTEITT LT 7 arafmELET,
edrop: =T 29T X_XTONTy b Ry PEiTu ZICisk L7,
slog: VAT L BT AyE—UEEEFELET,

sratelimitrate: A v E—yYOL—FZHIRLET, L— NI, b v MNP (kbps)
BN T,

c) H|RMITWHT LT XTOPPID ZikAl T DL T, YutRAZYIRLET,

1

WOBITIE, K£EHID Y TOPPID (Z DOFIOIERFEATREID YU T) 2Rk vy 7L,
PPID 32 ~ 40 % L— MHIBR L, Diameter PPID % 1 7|23tk d B A4 L AT a3 vV iR
Vo— =75 ERLET, 2OV —2RY > —F, TXCTOSCTP hF 7 47
Z A9 % inspection_default 7 7 AZA AT va s EEHLET,

policy-map type inspect sctp sctp-pmap
match ppid 58 4294967295
drop
match ppid 26
drop
match ppid 49
drop
match ppid 32 40
rate-limit 1000
match ppid diameter
log

policy-map global policy
class inspection default
inspect sctp sctp-pmap
|

service-policy global policy global

RDBERY

< TEFERTREODL AR g R =R ETEL LRV FELE, AL
Iy NI =0 A AR g DY —ERARY —DFHRIE (41 =) ZBRLTLLEE
Uy,
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Diameter f VAR 23V K — Ty TOHRE .

Diameter f VAR a3V RY— 3Ty TDHRTE

&

X F &7 Diameter 7’11 NI )VERTT 4 VZ ) TS 57289 Diameter A AT g v
RV — <=y FEERTEET, ZO%, B2 BRI Ne Yy 7E2Te ZICiiekc&E
‘d‘o

Diameter A v & — 7 4 V2 U 7 ERET HITIE, b0 T 0 b a/LEZRIERFC B LD
BIFRR CER SN TWDHDT, ZHHDERIZOWVWTHE LW ZFF > TWDMERH Y £
9, 7=& 21X, IETFIZiX, http://www.iana.org/assignments/aaa-parameters/aaa-parameters.xhtml (2
RTBEE AT TV r—ary, avr Ra—F BXOBMHESTOY A IRHD £75035,
Diameter f > A7 2 g L TIIV A FENTWNWELTRTOEHZYR—F LTWERTA, Hif
fEARIZ DUV TIE, 3GPP Web 1 FAZHL T 7Z2& W,

JR 8O HHEIIZ

—EDO N T T 4 v IREAT T a TR, BEDTEOICERRRAERA LES, b7
=IO 1 OEEATIEHEE. AW ERFREZIZIEREHRO I J X v 7 E2ERLE
7,

FIE

(15 WOTFNEIZHES T, Diameter f > AT a3 D7 T A < FEERLET,

I TGAy TNIBEDO N T T 4 v EOREE T N—T{LLET, £720E, matcha~> Na
EHER) =y FNHRETEET, VTR Sy T 2ElTH52 LA AT v a R
Vv T TRI T4y LORBEREEERT DI LOEWT, 7T A vy I TIIEMER
MEHLELIERTE, /77 A v TEHAITES LW Z & TT,
JIAy T ERELRWNT T 4 v 7 ZRET HITIE. matchnot =2~ REEH L ET,
72 & Z1%. matchnot =@~ K CTXFH| lexample.com] Z4RTET 5 &, lexample.com] M5
ENATRXCORNTI T4 07T TA Ry T EREINET A,
DI IFARyTTHRETD NI 74w 7 LTIE A AT v ary R o— v /T
FT7 7497 LTCHEITTLHT 7 a v ERELET,
matcha~ > RZEICRR LT 7 ar2F 73058, R v—~ v ICEENT T4 07
ERIETLOMENH Y T,
a) 7T A<y 7 EMERLET, classmap typeinspect diameter [match-all | match-any]
class map_name
class map name (i, 7 T A v v 7 OL4FIZEE L ET, match-al ¥—V— RiE7 7+
WETT, N7 4w oM TAy =BT DI, TRTOEREL —FT H0LE)N
bHZ EEWRELET, match-any X — UV —RNiX, 771 v 70340 7:< & H 120 match
AF—RAV NE—B LTI TRy T e—HT A LEEELET, CLINY T &
vyl ar7Z74Xalb—a L ET—RIAD, 12U EDOmatch 2~ REANTEE
ﬁ—o

by (LE) 77X~y @A EML£7, desription string
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ENALFY RT—0DA ARG ay |
B oviemeter 1o zxRxH a0 KL — <y ToRE

string IZi&, 7 7 A ~ v T O A 200 SCFLUNTHRE L £,

) OWFTHOmatcha~> REFEHLT, 773 a v 2R 77568774 v 7 5BEL
F9, matchnot =~ R&EHT 25 &, matchnot 2~ RO —F L2 T_TDH
N7 42T 7 aryBnEfsSinET,

« match [not] application-id app_id [app_id 2] : 77U 7r—v = VilBl &2 REG L ET,
app_id [% Diameter 7 7V 77— 3 » OA4RTE7213E S (0~ 4294967295) T, WA
THHEGE TN ENTZT T r—ra ORANRS H5EIE. 2E8BDIDEED S
ZENTEET, TV a VOAFTETIIEEFINCHIAZ ERTE, F1IDB
LU 2ID OB OTRTOFZICHEH I NET,

DT Y r—va ATIANA RS SINE T, ROa 7 77U r—ya iy
A= b ENETH, MOT TV r—va v b7 4 VARMETEET, TFY r—v =
DY A MIOWTIL, CLINVZZSB L TLIEEN,

* 3gpp-rx-ts29214 (16777236)
* 3gpp-séa (16777251)
* 3gpp-s9 (16777267)

- common-message (0) , (54 Diameter 7’1 | =1/1)

match [not] command-code code [code 2] : =1~ K 22— RZME L £9, code i
Diameter 2~ > N 21— ROAFTE2ITE S (0~4294967295) T, MET D
BN Shizavy K a— RORERD DHEIE. 2BFHOT— REEDDH I ERT
EET, IV N a— FOARTEITFESINCHMEZ ERTE, Fl1a—FBLUE
23— FOBOTRTOFSICHH S NET,

7= & 21X, D < RiZ, Capability Exchange Request/Answer 2= > K 22— R % [
aLET,

match command-code cer-cea

BEML7 (AVP) ZHA& L1,
BYEICL > TOHRAVP ZRET DI, KOTFNEEFEITLET,

match[not] avp = — R[code 2] [vendor-id id_number]
BEDIZEESNT AVP 2 AT 556 ¢
match[not] avp = — K[ vendor-id id_number ]{&
ENENOFRINIIRD LB Y TT,

s code : JEBMEMERT OL4RTETI1TF S (1 ~ 4294967295) , HAID 32— RIZOWNT
X, B AH A AVP, RFC %7213 3GPP HAfffAkIc Bk S T % AVP, BL VY
T U7 CHBEYR—FENTWS AVP OLRTZIEE TE £, $rE O
D AVP #RETHGEIE, 22B0a—RE2FFOATRHRELET, HEIZEk-T
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Diameter f VAR 23V K — Ty TOHRE .

AVP AT HEEIT. 2 OHDa— RE2HBETEEH A, AVPLD Y X MID
WTIE, CLINV T 25U TS 7EE0,

«vendor-idid_number : (fE&) XU F—DIDES (0~ 4294967295) LA L £
T+, =L 2. 3GPP X4 —1ID 1% 10415, IETF 1% 0,

svalue : AVP DIEDERSY, T, AVP O T —H X A TRV KR — ST 5
BICOARBRETEET, HExE, TRVAT =X XA TRHDHAVPOIP T K
VAERRETEE T, RIZ, YR—F SN TWDBT—F XA TOEAT > 2D
FEEDOH LR LET,

* [Diameter Identity], [Diameter URI], [Octet String] : ZILH DT —% XA 7D
BEBIITERRBREITERKRI 72 A7 V=7 P2 LET,

{regex regex_name | class regex_class}

* [Address] : FRAT 2 IPv4 £7213IPv6 7 RLAEZFREL T, =& 2L,
10.100.10.10 = 7213 2001:DB8::0DB8:800:200C:417A,

* [Time] : AR AR ST HFZ4EE L ET, MG ET OLENRH D £,
WP 24 RpE A CHRE L £ 7

date year month day time hh:mm:ss date year month day time hh:mm:ss

RITH 2R L ET,

date 2015 feb 5 time 12:00:00 date 2015 mar 9 time 12:00:00

s [Numeric] : FHwOfHEZEELET,

range number_1 number_2

B2 BB ORHIT, 7—4% ZA ST LoTRRY ET,
* Integer32 : -2147483647 ~ 2147483647
* Integer64 : -9223372036854775807 ~ 9223372036854775807
* Unsigned32 : 0 ~ 4294967295
* Unsigned64 : 0 ~ 18446744073709551615
* Float32 : 8 HroD/NER B

* Float64 : 16 HT¥&E D/ R RE

d) /79A <~y 7 ar74¥al—rary ®—RF2KT351%, lTexit) EAHLET,

AT w72 Diameter f ' A7 T a v R v— <y T EERLET, policy-map typeinspect diameter
policy_map_name
policy map_name(Zi%, RV ¥ — v 7OA4HIZEELET, CLIIR ) P —~vy 7T a7 g
Fal—raryE—RNIAYET,
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B oviemeter 1o zxRxH a0 KL — <y ToRE

RTvF3 ({EE) #HZRY v— ~ v 7B L £, description string
ATFYTE —H LT 74 w2 2T 7y a a5, ROFIEEETLET,
a) WOWTNIDOHERZMHEH LT, 7273 a a3 75 8774 v 7 2ELET,

* Diameter 7 7 A ¥ v T EAER LTZHE1E, ROa~vr REAW L TEREZRELE
¥, classclass map_name

e Diameter 7 7 A ~ v 7T &N TWb match =~ > RoWFhnraFEHL T, RN
V= NICEEN T T 4 v I ERELET,

b) KOa~ FOWTNNEANLT, —HT D774 v 71 LTCEITTEHT 7V a v
EHRELET,

edrop: T 5T _XTONTy hE Ry LET,
« drop-connection : /N7 > & Ky 7L, #iaCET,
slog: VAT L BT AyE—UEEELET,

KU — <o FITiE, B> dass 2~ FEziE match =~ > R&fETE £9, cass
a<y Kématch 2~ 2 RONEFIZOWTIE, BEONT 7 4 v 7 7T AN HEE S
BLTLEEN,

B -

hostname (config) # policy-map type inspect diameter diameter-map
hostname (config-pmap) # class diameter-class-map

hostname (config-pmap-c) # drop

hostname (config-pmap-c) # match command-code cer-cea

hostname (config-pmap-c)# log

RTYTE A AT gy DV NIHBOH DL RT A—F ERET DI, ROTFIEEZETLET,
a) NIA—F arT4Fal—arE—RFehLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 DFELIFEBONRTA—FEHRELET, ROATvarZFETCEET, 7 ar
BT 4 =TT A, avr FOno JEREZFEH LTS IFEN,

« unsupported {application-id |command-code |avp} actionlog : © ¥ > 7 &% AR — kI
TWRWERERIIHF L TA X —TNCLET, ZhH6DOF T a Tk, Y7
Tz CEETR—FENTWRWT 75—y arID, av>ryRa—FK BLO
AVPREESNE T, 774/ T, rX 7R L CTHEERF SN TVWET, =
~ U RE3FEIANLT, IRXTOERORF T EANITEET,

» strict-diameter {state| session} : Diameter 7’12 b =2 /L RFC 6733 ~O & 70 L % A
F—=T NI LET, T4 RTIE, A AT 23 128> T, Diameter O 7 L —
LRFCICHEHLL TWDH T EDER SNE T, a~ 2 Fa 2[R AT5Z LT, sate
<V URRAEE T id sesson B A v — U ORRGEE, HDWIEFOR FEBIMTE 7,
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$ 2% L Diameter BEE~7 (AP) fer: [

1 -

hostname (config-pmap) # parameters

hostname (config-pmap-p) # unsupported application-id action log

hostname (config-pmap-p) # unsupported command-code action log

hostname (config-pmap-p) # unsupported avp action log

hostname (config-pmap-p) # strict-diameter state

hostname (config-pmap-p) # strict-diameter session
!l
wOBNE, —EOT TV r—varEu ikl FEDIPT RLAzTwy 7§
D HEE TR L TWET,

class-map type inspect diameter match-any log app
match application-id 3gpp-s6a
match application-id 3gpp-s13

class-map type inspect diameter match-all block ip
match command-code cer-cea
match avp host-ip-address 1.1.1.1

policy-map type inspect diameter diameter map
parameters
unsupported application-id log
class log_app
log
class block_ip
drop-connection

policy-map global policy
class inspection default

inspect diameter diameter map

service-policy global policy global

RDEZRY

v T EHERTAEODA AR a R U= ERETEBEITDELE, AL
X NT—=0 L VAR g DY —E AR —0HTE @l 2—) ZBRLTLEE
W,

51 X2 L Diameter ETEIE~NT (AVP) DIERK

HLWEMERT (AVP) BNEFRIIN., BEIN D L&, AKX A Diameter AVP % {ERK L T,
Diameter f > AX7 v a R o—<oFFNOLEZER L, HFHITHZ N TExFES, RFC
FIFZAVP ZERTDHEFDOMD Y — 25 AVP OIERIC LB B R A TS L E 5,

B AH NAVP L, AVPBRA @ Diameter f > AT L a v RIS — <o FEFIZT TR~y
FTHERTAEARIC DR, TERRL £,
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ERAL Y RT=IDA AR vay |
B ==ishi Diameter v 3 v oBE

FIE

1 A % I Diameter AVP #1ERE L FE 9,

diameter avpname code value data-type type [ vendor-id id_number] [ description text]
ENENOFRAITRO L BY T,

e name : {ERX L CTWAB T AKX I AVP OA4HT (K 32 3CF) . Diameter A > A7 23 v
RV — =7 FEETI T A<y 7 TOmatchavp 2~ RTIOLHIZZR L £,

s codevalue: 7 A% I AVP 21— R (256 ~ 4294967295) , v AT ATCEZRFHDa— R
ERUH—ID OMBEDLEEANTDHZ LT TEEEA,

. data-typetype : AVP DF —4& Z A 7, IROWTNNDOFTAVP Z#EFXTEET, HLW
AVP BBIDORIDEEA X, Z DR D A A X I AVP IZ/ERR T& £ A,

saddress: IP 7 K L 2D GHE,
« diameter-identity : Diameter D7 A 7> 7 4T 4 T —H,
« diameter-uri : Diameter @ Uniform Resource Identifier (URI)
- float32 : 32 &' hFE/ N,
« float64 : 64 £ MFEVINEUN,
«int32: 32 £y NEH,
+int64 : 64 £ v ISR,
. octetstring : 427 7 v hXFA,
« time : IEfE] DA,
s uint32: 32 By h O E e LEESL,
< uinté4 : 64 £y FDOFFS R LK,
- vendor-id id_number :  ({&) AVP ZEFK L7 ¥ —0D 0~ 4294967295 O ID F 5, 7=
&z 1E, 3GPP X #—ID (% 10415, IETF % 0,

e descriptiontext :  (fE) AVP OFH (K80 XF) ., AX—RZEOLLEIL., #H%
SR CHAE T,

=2{ I f- Diameter v > 3 U DBRE

Diameter 77U 77— 3 N TCP LT B ENT=T— 2 2T 256, A VA7 Vg
VIEA =TT A NR Y T N VB FEET DNy NNEERT D IETEE
Bh, LEEBST, ZA4NVEZ VT —LEBEHRL, TNHERBILENZTCP T 7 4 v
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B5{t &Ntz Diameter £ v v 3o 0BE [

CHEATAGAIL, TLS VX v 2R ETHAVENLY £, ks 7740w 7
Tﬁ&@7m%:w% EHT 213, e b LB T, ZOREIXSCTP/DTLS T 7 1 >
THA SN EE AL

TLS 73 FH L LTHRELET, coFuxid, 70 v 7% kL, AL
THOLEERSE L, BIOSEHRICEELET, LB -> T, Bl (Diameter V—/3—
L Diameter 7 74 7 2 ) X ASA ZZHTILERH D | #&f@%iﬁﬁz%&ﬂ%%%
BRALTVWDOILERDHY 9, TLS /v X2 FET 5121, 7 VXNt ELS +5ICBfE L
TEBLIMERDHY £9, ASA BIRETA FOT VX IVGAEHEICET I HELZ2EBRL TS
AN

YKODH X, Diameter D27 7 A4 7 FEB LW — —L ASA OBORRE ., EHEEHEN.THT7-
DOREEMFE R LET, ZOFFT/LVTIL, Diameter 7 7 A4 7 MIMME (FE VT 1 <
Z VAVDNTZUT 4T 4) THY, = Fa—F—TlEdH 0 E¥A, U7 DOKMDCAFE
HEX, Vo7 OHIOEHEDOZEAIEH IS HDOTY, 72L& xI1X, ASA7 2% TLS

H—/3— CA FEFIEIL, Diameter/TLS 7 74 7 ¥ FEHEOEZEAIMHEHAINDS L O TT,

2:Diameter TLS f VAR 3>

=N
B |

=

—_—

Diameter TLS 7 714 7 >+ (MME)
« 7547 ~IDEFE
« ASATLS a3 H—s"—D

ID fEFAEDEBAICEHIND
CA FFIAE

ASA 7’'a %3 TLS P—/3—
o r— — 1D GEBE
* Diameter TLS 7 74 7 > b @D 1D

FEAEDEAIEHN S ND CA
FERAE

ASA 70X TLS 7 747 |k

c VIFGATURID (RETF 4 w7
7212 LDC) FiFAE

* Diameter TLS —/N— ID ZERH

EOBLIHEH IS CAFEH
==

=

Diameter TLS #—/3— (7L 7
V)

o Br—/—ID GEFIE

cASAT B XITLSZ A4 T v b

DIDFEHEDELIZFEH SIS
CA iFFAE

Diameter TCP ¥—/3— (TLS A4 7
7—F)

Diameter f ' A7 2 a VHD TLS 7 %L 2R ET HIT

CIROF T a o BnHY ET.
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B oiemeter 5572t 09— —EEERORE

e 7JLTLS 7% : ASA B X W Diameter 7 74 7 > k& ASA I X U\ Diameter #—/3—
MORNZ7 47 &5 b LET, TLS — "— L OEHEBRZMETLT HI2IE, ROAT
arnbvET,

CARBT 4w TaXT IITAT N NTANKRA Y FEMHEHLET, ASA X,
Diameter $—/N— & OBIFHEFIZ, 97T ® Diameter 7 71 7 > MR CFEBAEEZ R~ L
F 9, Diameter — =L > TEIZTA TV MBRILLIICRADDT, 7747
VR EIEINEY — B AR RMET S LIETEERA, ., TOF T v aid
LDC SR LV & ml T,

e —ANHAF Iy IiEHE (LDC) ZHEHLET, o4 7 a2l T5L,
ASA T Diameter ¥-—/3— & OIBEREIZ, Diameter 7 7 A 7 > F T &Il —E DIEHE
ZaRLET, LDCIE, ABF—& ASA ML OFH LWEBAERE, ZIELEZ 94T
Y NIDFEAENL DT XTOT 4 — )V RZRFELET, ZDHF1ETIE, Diameter —
NWN—=TITAT LN T T 47 ORI EL, 7547 MEEOREICE
DSNTEINEY —ERAZ R TEH L IR £,

« TLSA 71— R : ASA & Diameter 7 7 A 7> MO N7 7 4 v 7 ZREEL L E T4, ASA
& Diameter F—N—TZ U7 7% XA MNE 2R LET, ZOF 7T aid, 734 X
MO N7 7 47 PERESNTGNLEEND Z R0 LR LTV 535412, Diameter
P R—=NASA LRILT — &2 X —ICHIUXFATAIRETY, TLS A7 — F&EHT
DL, LEREEECVEEENED DT, N7+ —~v U A bESE5Z ENTEET, Z
nix, 72 a > ORTHRHETYT, Diameter h—_—F, 7 74T FDIPT FLAD
HZFESWTERIE Y — A2 TE T,

30T R_RTCDATF Y g 1%, ASA & Diameter 7 7 A 7 > MEOIEHEBALR IS L TR Ui E & f#
HALET,

N

GE) TLS 7 IIITLSVIO~ 12 Z2HALET, TLSDONRX—=Ta U EREAASL — 2R TETEE
K

K OIETIX, Diameter £ > A7 a3 VDO TLS 72X 2 ETHHEICOWTIHRH L E
-g‘o

Diameter 7 54 7> DY —/N\—EHEBERDHRTE

ASA 1Z. Diameter 7 74 7 > MIXLTTLS 7ua¥xy —_"—L UTHREL =9, fHA(ZHE
X AVA R Y A e
* ASA D — R—FEAEA~DBLIMFH IN-RFER (CA) FEBE %A Diameter 7 7 A 7
MZA VBR—= b TDHIMLERHY FT, ZHIE. 7T 7 PO CAGEAER N T E21372
FAT v NIMERT AMOBEFTICRFE SN TWAEENH Y £9, FEHEOMHHOFEMIC
DONTIE, ZI9A TV PO RFa2 A MESRLTIEIN,
cASAN T TA T FEEEEHTE S X 512, DiameterTLS 7 74 7 h DFHFBHE~DE4 |
BRI CAIEAEL A U R— M AULERHY £,
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ATy T

ATy T2

Diameter 7 51 7> k &£ 04— i—f=tEERozE [

RDOTFNETIL, Diameter 7 71 7 > b DFEHE~OBLIZHEH SN CAFFHERZ A VR — |k
L. ASATLS 7 ¥ H—N_—THHT L IDAERAEZL A VR — T 5 HFEZOWTHALE
T, IDFFAELZ A AR — b3 2500, ASA THCEEAMEAELER CE £,

FIE

Diameter 7 7 A 7 > b DOFEHE~DZBLIZMEHA SN TWA CAFEHEL ASA F T A FRA
MZA vR—bFLET,

ZDOFNEIZ L > T, ASA 7 Diameter 7 74 7 > b &{EHTE £9°,
a) Diameter 7 7 A7 NHD M T A NKRA » MEERLET,

ZOHITHX, enrollment terminal 1%, FEAEZ CLIWZEV D Z A2 RLTCVWET, b
Z A MARA » MiX diameter-clients & FEIZHLE 9,

ciscoasa(config)# crypto ca trustpoint diameter-clients
ciscoasa (ca-trustpoint)# revocation-check none
ciscoasa (ca-trustpoint)# enrollment terminal

b) REMEZIBINL 9,

ciscoasa(config)# crypto ca authenticate diameter-clients

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAu+gAwIBAgIQKVcqP/KW74VPONZzL+JbRTANBgkghkiGOwOBAQUFADCE
[certificate data omitted]

/7QEM81izy0EOTSErKu7Nd76jwf5edqttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 24b81433 409b3fd5 5431699 8d490d34
Do you accept this certificate? [yes/no]: y
Trustpoint CA certificate accepted.

)

% Certificate successfully imported

EFRHEAZ A VU R— ML, ASA7 XL H—R_"—D DIRAEBLRF—XTHDO T X FARA
v NEERLET,

ZOFNEIZ L > T, Diameter 7 74 7 > b ASA ZEHTE £ 7,
a) pkesl2 B TREEZ A AR— M LET,
WORFITIL, tls-proxy-server-tp 28 k7 A kAR A > R4 T, “123" BEF/XA 71 —XT
T MAD R T ARRA L MBI OASNA 7= %A L ET,
ciscoasa (config)# crypto ca import tls-proxy-server-tp pkcsl2 "123"
Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit" on a line by itself:
[PKCS12 data omitted]
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. Diameter 1 VARG L a VADRETA v Y V5472 MERAEICLDTILTLS TOXF L OHRE

quit
INFO: Import PKCS12 operation completed successfully

ciscoasa (config)#
b) FTARKAU FERELET,

ciscoasa (config)# crypto ca trustpoint tls-proxy-server-tp
ciscoasa (ca-trustpoint)# revocation-check none

Diameter f VAR I UVRHADAREATA VI V54T FEBAZEIZKBTITIS 7O+
TDERTE

Diameter ' —/N—MNFXTD 7 T4 72 M LTR CIEHELZZITAND Z ENTE D54
I%. Diameter — "—L@ET DL XIEHTDHASAHORY T 4 v 7 7547 2 MEH=E
ERETEET,

TOEETIE. ASA L 7T 4T N (Diameter 7 7 A 7> b & DO — R—[ZHEHEIR DO E
26 =) TMHAIN TS XH1T) . BELWASA & Diameter V—N—[IZFH A DOIEHH

BUR AN T AMEDH Y £3, ASA & Diameter V— X—DEHEEFIZKR DO E B Y T,

* Diameter ¥—/3—® ID GFBHE~DOBLITHEH SN2 CAFFAE R A1 VR — M3 D L3N
HBHDOT, ASAL, TLS N> Ry =A 7Y — =D IDiEAEEZRIETE £,

e Diameter ' —/S—HEHE L TWA T A T v FEHEZ A VR— T AVLERH Y £97,
Diameter " — N—MN £ 7FEHEZEE L TWARWEAIL., TOZEL IS5 CA EH

EAE— =l VF— b LET, SOV T, Diameter —/3—0 ¥ = A b %
BHLT S,

FIE

AT v 71 Diameter —/ S —DFEAE~DELILET STV D CAFER#EA ASA F T A RARA & MIZ

AR —FLET,
ZDOFNAIZ L - T, ASA 73 Diameter V— N—%FEHETX £ 7,
a) Diameter —/N—HD F 7 A MARA » N EERRLLET,

ZOHITHE, enrollment terminal 1%, FEAAEZ CLIWCEV FHITDH Z LA RLTWWET, &
S URL #f L C, CA &t DHENVEE: (SCEP) #EETHZLbTEES, T A B
ARA > MiX diameter-server & FEIZIVE T,

ciscoasa(config)# crypto ca trustpoint diameter-server
ciscoasa (ca-trustpoint)# revocation-check none
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Diameter 1 Y ARI LI VADRE T4 v I V5472 MEAEICE S ILTS TOXF L ORE .

ciscoasa(ca-trustpoint)# enrollment terminal

b) REMEZIBINL £,

ciscoasa(config)# crypto ca authenticate diameter-server

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAu+gAwIBAgIQKVcqP/KW74VPONZzL+JbRTANBgkghkiGOwOBAQUFADCE
[certificate data omitted]

/7QEM81izy0EOTSErKu7Nd76jwf5edqttkQ==

quit

INFO: Certificate has the following attributes:

Fingerprint: 24b81433 409b3fd5 5431699 8d490d34

Do you accept this certificate? [yes/no]l: y
Trustpoint CA certificate accepted.

)

% Certificate successfully imported

ATYT2 GEHEEZA R —FL, ASATRXT 75347 FOIDERAELLIOF—<7HD M7 X b
HA v M EAERLET,
ZOFNEIZ L > T, Diameter —/3—7% ASA Z G TE £ 7,
a) pkesl2 P TREAEL A AR — M LET,
ROBFITIL, tlsproxy-client-tp 73 b 7 A FaRA > "4 T, “123” BMEZ/SA 7 L—XT
To MED R A MRS PABIOANRA 70— 2 LET,
ciscoasa (config)# crypto ca import tls-proxy-client-tp pkcsl2 "123"
Enter the base 64 encoded pkcsl2.
End with a blank line or the word "quit" on a line by itself:
[PKCS12 data omitted]
quit
INFO: Import PKCS12 operation completed successfully

ciscoasa (config)#
b) FTARKRAU FERELET,

ciscoasa(config)# crypto ca trustpoint tls-proxy-client-tp
ciscoasa(ca-trustpoint)# revocation-check none

RATFYT3 TLS 7ux v a@ELET,
a) TLS 7’ X UICARIZMIT, TLS 7 udy a7 4 Xal—va B — REBLET,

tls-proxy name
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. Diameter f VAR LA VADRAT A VY V54TV MEBHEIZKSTILTS TOXF S DHRE

b)

d)

e)

ASA 73 Diameter 7 7 A 7 > EDEMRIZBW T X = _—L U THEET B & X
EHEND FT A FRA L MR LET,

server trust-point trustpoint_name

Gx) T A MBBIOEE. £7-EDiameter 7 7 A TV FEEHETEX 5 LBEL TWD
AL, ZCOFEEAF Y F LT, TLS 7uXs a7 1 Fal—i g |2
no server authenticate-client 2~ > R&2&H 52 N TEE£7,

ASA 7° Diameter —/X— L DERIZBWNT T o Xy 7947 b LTHRET D & & (T
EREND FT A RRA L FEBIILET,

client trust-point name
(BE) 72747 FMERTE O S IR EERLET,

client cipher-suite cipher-list

Z 2T, cipher-list iZiX, ROEEDOMAGOEEEHDHZENTETET,
* 3des-shal
» aes128-shal
* aes256-shal
* des-shal
* null-shal
* rc4-shal

BHOF T 3 T AR—ZATRE Y F3,

TLS 7 XV CHEHATE AR S XA ER LRV E, Y%y —3—|T d cipher =1~
VRIZE o TER SN0 — UG AL— e LET, 7740V FTlE, 7 r—
FSUE SR L~ T medium T9, ¥ Y| NULL-SHA, DES-CBC-SHA, 5 JTFRC4-MD5
RS ITRCOREZHRDMMEHCE £, ASA T RICHEHATRER LD L ITRRD A A —
k&4 5 8AIZ DA, client cipher-suite =~ > RZ2$EE L 7,

ASA EDOFTRTDSSL 7 547 > MEFIZR/INTLS X—T a VERET D613,
client-version =< KEZHZR LT 7ZE&W, T 7%/ MEZ TLSv1.0 TY,

(R == Tl AL ERLET,

server cipher-suite cipher-list

Z Z°C, cipher-list iZ1X, ROMEEDOMAEDLEEZD DL ENTEET,
* 3des-shal
* aes128-shal
* aes256-shal
* des-shal
- null-shal
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Diameter 1 VXXV L3 VADA—AN FAFT I v VHAEICLS T TS TOF S DRE .

* rcd-shal

BEOA T g ANIAL—ZATREYY £,

TLS 7 X v CHEMTX a5 A ER LW E, Yo%y ¥— 33— |3 s cipher =+
VRICE o TERSINZ a0 — AU SAAL —  NeERALES, 774/ FTlX, Za—
2V A L~ medium TF, D% ¥, NULL-SHA, DES-CBC-SHA, 3L TU'RC4-MD5
RS TRTCORSHFADMFEHCTEXET, ASA T RIZHERFER LD L ITRD A A —
k&2 B 8AIC DA, server cipher-suite =~ > R&FEE L £,

ASA EDFTRTOD SSL r— "—GRIZHR/INTLS N—Ta VERET 2541,
server-version 2~ R L TLEZEW, T 74/ MITLSv1.0 TY,
B -

ciscoasa(config)# tls-proxy diameter-tls-static-proxy
ciscoasa(config-tlsp)# server trust-point tls-proxy-server-tp
ciscoasa(config-tlsp)# client trust-point tls-proxy-client-tp

RDEZRY

Diameter f ' A7 2 a ) TTLS 7u X v EHHTED L9172 £ L7z, AL %y b
T—0 L VAT g DY —ER R —DRE A12—) Z2RLTLIEEN,

Diameter 1 AR O a3 VAOO—AIL ZAF IV URAEIZLS LTS 70X D

[ 19—

ax

Diameter ' —/3—T27 74 72 b Z LI —BOFFHENLBE L2 GAIT, o—V XA F I v 7
FEE (LDC) ZAKT 2 KOOI ASAZRET LI ENTEET, ZNALOFERFEIT, 77
AT IR L CODHFEL, EO®RITMESNET,

CORETIE. ASA L7 T4 T hEl (Diameter 7 7 A 7> b & DY — —(ZHEBERORE
(26 =) TEHAINTND X H1Z) . BLUASA & Diameter H— 3 —IZAH A OFHH
BURZTENLTAMERNH Y 4, REIL Diameter f LV AT a VDA XT 47 754
TV REAEIZ LA TV TLS 7o X v O E (28 X—) Tl + 2540 L FEERTT A,
Diameter 7 7 A 7 > FEHEZLZ A VAR — T 50O VICASA ETLDC 2ty b7 v 7T 55
NHE72 0 £9°, ASA & Diameter — N—DEFHEHIIRO LB TT,

» Diameter ¥—/N—@ ID GEBE~DBL I H S 3172 CAGEHELS A AR — M3 D 4E)N
HDHDOT, ASAIL, TLS N> Ry =A 7Y —_"—D ID FEHEEZRIETE £,

«LDC F 7 A bARA & FEAET DR H Y £7, LDC H——D CAFEHEL =7 2
A— kL., Diameter ' ——{Z4 U R— T HULENRHY £T, =7 AR — MREITKRD
LB T, GAEDOA AR— FOFEMIZCOWTIX, Diameter —N—D RF¥ 2 A &
ZHLTLEEN,

AR E AN Z SV PEVE |
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B oiemeter o xR EOD—HL FAF IV VHRBEILE TS TOFLOR

FIE

AT 71 Diameter —/S—DFEHEA~DBLIZHEH I TS CAFEIHESL ASA F T A FRA v MT
A AR —FLET,

ZDOFIAIZ L - T, ASA 23 Diameter #— N—%FHHTX E 7,
a) Diameter —/S—H D F T A FARA M EAERLET,

Z OB, enrollment terminal 1%, FEAEZ CLIIZRD AT DA Z E2RLTWVWET, X
$H URL #fEH LT, CA L O BB (SCEP) ZEETHZ &b TEET, FT AL
ARNA 2 M diameter-server & FEIEHLE T,

ciscoasa(config)# crypto ca trustpoint diameter-server
ciscoasa (ca-trustpoint)# revocation-check none
ciscoasa(ca-trustpoint)# enrollment terminal

b) REAFZIBIML X3,

ciscoasa(config)# crypto ca authenticate diameter-server

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAU+gAwWIBAgGIQKVcgP/KW74VPONZzL+JbRTANBgkghkiGI9wOBAQUFADCR
[certificate data omitted]

/7TQEM81izy0EOTSErKu7Nd76jwf5edqttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 24b81433 409b3fd5 e5431699 8d490d34
Do you accept this certificate? [yes/nol: y
Trustpoint CA certificate accepted.

[

% Certificate successfully imported

RATw T2 va—hN FA4F v 75EHE (LDC) IZB4THr—H/L CA ZIERR L £,
a) K7 ABKRAL MHDORSA F—XT EAEMRLET,
ZOFEITIE, F—X7 41 ldc-signer-key T9,

ciscoasa(config) # crypto key generate rsa label ldc-signer-key
INFO: The name for the keys will be: ldc-signer-key

Keypair generation process

ciscoasa(config) #

b) LDCFEITILD b7 A RARA v M EER L ET,

ZOFITIE, N T A BKRA Y FiEIde-server T, _ERCTCER S L7z — T MEH S,

HOBAEZOBRNMEE SN ET (enrollment self, ZHITMEATT) . ASA DILE4

Y7o M ELTEENTWET, Diameter 7 7V 7r—2 3 YTV 7 M
BT 2BBHOEMENHLNE ) ER LET,

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY

ATvT3

Diameter 1 VXXV L3 VADA—AN FAFT I v VHAEICLS T TS TOF S DRE .

proxy-ldc-issuer =~ > K&, TLS 7 BX v OX A 7 v V7 iEAEEZHITT S F T A MARA
Y MZ, m—=V CADERZERLET,

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# crypto ca trustpoint ldc-server
ca-trustpoint)# keypair ldc-signer-key
ca-trustpoint)# subject-name CN=asa3
ca-trustpoint)# enrollment self
ca-trustpoint) # proxy-ldc-issuer
ca-trustpoint) # exit

N7 ARRA L M EBRELET,

ciscoasa(config)# crypto ca enroll ldc-server

TLS Ve X 2R ELET,

a)

b)

d)

TLS r X NZA4HIEfHT, TLS Y uexy a7 Xz l—Ta Ly B— FREBBLET,

tls-proxy name

ASA 73 Diameter 7 7 A 7 b E DERIZEB W T —"—L L THRET D LIRS
HEFARRA L FNEHEBILET,

server trust-point trustpoint_name

GE) TABFHEIDOEE., F/-iIDiameter 7 A 7 M TE D LHEL TS
AL, ZCOFEEAF Y F LT, TLS 7uXs a7 1 Fal—3i g 02
no server authenticate-client =2~ > K2 &H 52 N TEET,

ASANRE A F I v Z7FHEBHEEZ 1T L. Diameter —3— & OFRICB W T I A4 T k&
L CHESRET D & XITEHENS LDC R T A RARA > FaiBI LET,

client Idc issuer name

LDC F—~_7Z#HAM LET, LDC hT A FRA LV P TERBENTWDLRLF—HFEEL
ij‘o

client Idc key-pair name
ER) 72747 IBEHTE LR S R EZERLET,

client cipher-suite cipher-list

Z 2T, cipher-list iZiX, ROMLEDOMAEDEEZEZODHZENTEET,
» 3des-shal
* aes128-shal
* aes256-shal
* des-shal
« null-shal

AR E AN Z SV PEVE |
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* rcd-shal

BEOA T a ANIALR—ZATREYIY £,

ENALRY bT=ODA VAR Y3y |

TLS 7 X v CHEHTX a5 XA ER LW E, Yo%y —3—|F s cipher =+
VRICE o TERSINZ a0 — N AU SAAL —  NEERALES, 774V MTlX, Zua—
2V S A L~ medium TF, D% ¥, NULL-SHA, DES-CBC-SHA, 35 L TU'RC4-MD5
RS TRTCORSHFRADMFEHCTEXET, ASA T RIZHERHTER LD L ITRD A A —
N2 5 8A D2, dient cipher-suite =< > REFRE L X7,

ASA FEDFTRTDSSL 7 547 v MEGITE/NTLS N— g VAR TET L5413,
client-version =2~ FZ&B L TP E\VW, 74/ MITLS v1.0 T,

)  (EE) P—"—EHTE ST ERLET,

server cipher-suite cipher-list

Z 2T, cipher-list (21X, ROEEOMAEDLOEEED DL ENTEET,

* 3des-shal

* aes128-shal
* aes256-shal
* des-shal

* null-shal

* rcd-shal

DA T g ANFAR—ZA TR F7,

TLS 7a X v CHEMATX O EFXEER LR NE, Y%y — —|T «d cipher =2~
YRIZEoTERESNZZ 8 — S AL — e LES, 774V FTIEL, 77—
2SS R L~ I medium T3, 2% Y, NULL-SHA, DES-CBC-SHA, i35 X TU'RC4-MD5
RS ITRCORESHANMEHCE £, ASA T RICHEHAFRER D L ITRARD A A —
k&M DA DI, server cipher-suite 2~ > RZFEE L 9,

ASA EDFT TP SSL Y— "—$EE I i /N TLS N— a3 VU ERET 25613,
server-version 2~ RS L TL &V, 574 I TLSv1.0 TY,

&1

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# tls-proxy diameter-tls-ldc-proxy

config-tlsp)# client ldc issuer ldc-server

config-tlsp)# server trust-point tls-proxy-server-tp

config-tlsp)# client ldc key-pair ldc-signer-key

XTw 4 LDCCAFFBHES 7 AR — k L. Diameter —/X—|{ZA R — b LET,

a) FEAFELZ T AR—bFLET,

wOFITIX, LDC T & haRA > ki lde-server T, MEDLDC T A MARA V N %

fRELET,
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Diameter 1 2<% >3 VAGTNS# 70— FIck 5 Ts 7o+ oz [

ciscoasa (config) # crypto ca export ldc-server identity-certificate

MIIDbDCCAlSgAwWIBAGIQfWOQvGEFpPj7hCCB49+kS4CjANBgkghkiGOwOBAQUFADAT
MREwDwYDVQQDEwhIdW5ueUJ1ZTAeFw0xMzA2MjUwWMTES5MzJaFw000DA2M) UwMTI5
...[data omitted]...

1JZ48NoI64RgfGC/KHUSOQ==

b) MBS —sEIE—L, 77 A MCRELET,

Z T, Diameter ¥ — X—(Z A VAR — FTEF9, FNEIZOWVTIX, Diameter %—/N—0D
REa A hEZBL TS, T— X EBasetd R THDH Z LICHEE L T E S0,
P—N—1Z3A F VB F 7213 DER IR E 7235513, OpenSSL Y — /L& fEH L T
KL THI20ERH Y F7,

RDBRY

Diameter f > A7 2 a V) TTLS 7u X v EFHTEA L2122 L7z, AL Ry b
D=0 LV AR g DY —E AR —DORE (41 2—) 2BRLTLTEE N,

Diameter f VARV 3 VEADTIS A 7AO—KIZKATLS 7AXLNDETE

ATy I

ASA L Diameter V—/S—[DF v h T —27 RANELETH D EFHELTOEEAIT. ASA &
Y= R—OT =Xl T H T —~v XA 2 X EECTEET, TLSA 7 — K%
95 &, TLS 7% (X Diameter 7 7 A 7 > b & ASA DB DE v > 3 v &k 5L/AE 51k
LE 9725, Diameter ' —X—TIZZ7 V7 %A MR L ET,

CORETIE, ASA L7 T4 7 2 FMEDOIHKAREDOEFEEMR Z LT HLERH Y . ik
DRENFEBAALIINET, ROFNEEZFEITT HHIIZ, Diameter 7 7 A 7 b & DY — —(F4H
EURORE 26 X—) OFIEEZZETLET,

FIE

TLS A7 — RIZTLS Ve X v 2% ELET,

a) TLS VX UICARIZMIT, TLS 7 udxy a7 4 X al—va v ®— R LET,
tls-proxy name

b) ASA 7 Diameter 7 74 7 b E OBRICEBNTH —"—& LTHRET 5 & SIS
D7 ARRA L NEALET,
server trust-point trustpoint_name

GE) T A MHBIDOEE, F/-ldDiameter 7 7 A 7 M EEHTE D LHEEFE LTS
BAIE. ZOFEEAAF Y SLT, TLS VaXy a7 4 Falb— a2
no server authenticate-client =~ > K2 &5b 52 N TEE T,
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B viemeter 1 o 2RxY 3L AO TS A TE— RICEBTIS TOF L OBE

©)

d)

(EE) == TE s L ELLET,

server cipher-suite cipher-list

Z 2T, cipher-list iZiX, ROTEEDOMAEDLEEZEZHDHZENTEET,
» 3des-shal
* aes128-shal
* aes256-shal
* des-shal
* null-shal
* rcd-shal

BEOAT > 2 VIZAR—ATRYIY £,

TLS 7a X v CHEATE RS REERZ LR NE, Y%y — —|T «d cipher =1~
YRIZEoTERESNZ 7B — A SEAL— e LET, 774V 8T, 7 u—
2SS L~ I medium ©9, 9% Y, NULL-SHA, DES-CBC-SHA,. 3 X UYRC4-MD5
ZHRLETRCOB S HRMEHATEEd, ASATRICHEATEER LD L IXRRD A A —
k& B A DI, server cipher-suite 2~ > RZFEE L 9,

ASA EDT_TD SSL r— N—EEFICR/INTLS N—Va VEARETHEAIT.
server-version =<2 REZZR LT 7Z&W, 574/ ME TLSv1.0 TY,

ASA & Diameter U — X—[HOWEENZ VT THRANTITORDZEEBELET, 20
FCliX. ASA IX Diameter —X—D 7 T AT & L THREL =97,

client clear-text

1 :

ciscoasa(config)# tls-proxy diameter-tls-offload-proxy
ciscoasa(config-tlsp)# server trust-point tls-proxy-server-tp
ciscoasa(config-tlsp)# client clear-text

AT w72 Diameter IN— FE TCP & TLS TIIH/2 5728, Diameter V—/X—n5H7 T A4 T2 h~D ~ 7
7 4 w7k L TUE, TCP AR— k% TLS AR— MIZ#T 5 NAT L— L &R E L £,

£ Diameter — X—HDF 7 =7 N NAT V— L E2 B LET, KL —UILLFZ2FETT 5
VERH Y F9,

* Diameter ¥—/3— 7 RV RIZAXT 4 7 TAT T 474 NAT #F(TLET, oF
D, 7227 FHOIP 7 FLAZ, NAT L— LNOEHINTET RLALREUTH S
VBN F4,

« BEEOR— b 3868 (Z4ET 7 4 /L k@ Diameter TCP AR — F &S TT) % 5868 (57 +
JU k@ Diameter TLS " — b & &) [CEHLL £97,
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M3UA £ v 2<5 33y Ky v—yTnEE [

« EETTA v X —7 = A A, Diameter V" — S— |2k L TV D O TRITFIUEZR 59, %8
oA v B —T = A A%, Diameter 7 74 72 MG L TWA DO TRITNIERY £8
/Vo

WOHFITIE, 10.29.29.29 Diameter H— 3—NHHEA o H—T7 = A RFEETHHR— b 3868
FEDOTCP "7 4 v 7 2NEA L F—T oA ADR— | 5868 IZEH L F1,

ciscoasa(config)# object network diameter-client

ciscoasa (config-network-object)# host 10.29.29.29

ciscoasa (config-network-object)# nat (outside,inside) static 10.29.29.29
service tcp 3868 5868

RDBERY

Diameter f ' AX7 2 a L CTLS 7a X v a2 HEHTE2 L5120 E L, AL Xy b
D=0 AV AR g DY —E AR —DORE @Gl 2—) 2BRLTLTEE N,

M3UAA VARSI RYS— Ty TDERTE

ATy T

ATy T2
ATvT3

M3UAA VAR ary R vr— <y 7 E2FHLT, ™A b a—RZESL T 7 & Z0Hl#
ERELET, F72, 7 T7ARLEATHNZA v E—V% Ry 7B — MR TE ££97,
T 74 hORA b a— RERZXITUTYT, JIOBXEZFEHL TOWEHEEF. A —~vy
TTERINIEXEZHBELET,

RAY N a—FRFEREAYE—Y 7 TR CESWTAHRY —Z @ LA WEEEIT. M3UA K
Vo — v FERETALEITIHVERAL, v~ Vv TR LTA VAR g VAT TEE
—/9)40

FIE

M3UA A v AT v a v R v— <y 7 &ER L ET, policy-map typeinspect m3ua
policy_map_name

policy map_namelZiX, RV v —~ v 7 DOLAFIZEELET, CLIEIRY v —~vy T a7 ¢
Xal—arE—RNIADET,

(LE) 9iHERY v— ~ > 7B L£9, description string
—H LI NI T4 w2 ICT v a v EEATHICE, ROTFIEEZFEITLET,

a) WOWTHhOmatcha~y REEHLT, 7273 a v 23732 877 0 v 7 BHBEL
¥4, matchnot =~ > R&FEHATH L, matchnot 2~ > ROEAEIZ—F LW XTO
N7 4w 7T 7 a N EAESNET,
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B wuarozxovaskys—<yiomE

« match [not] messageclassclass id [id message id] : M3UA A v &—T DI TR EZ AT
ERALET, RoORIZ, HHARERMELZRLET, ZHLHDRA v E—VOFEMIZD
WTiE, M3BUADRFCE IR FF 2 AL T—2a 28R LTLIEEN,

M3UA A vt+—C 55X Ayt—IDAAT
0 (BHXAvE—) 0~1
1 (kA vk'—2) 1

2 S8STV 7 F VT Fy hU—J7EHE |1 ~6
A t—3)

3 (ASPIRFEA VT F A Avk—Y) |[1~6

4 (ASP NI T7 47 AT F A Ay [1~4
—3)

9 =T 4 7 F—EFHA L) 1~4

« match [notjopccode : 7—H A v E—VNORERA L Fa—F, 2FV v T 7 1 v
I DEETERE LET, A b 22— Fid zoneregion-sp IE AT, & E BT AT
REZRfEIX SS7T NU T ¥ M k- TR Y 97,

ITU : RA v b a— FiE3-8-3 D 14 £y METY, fEOFPHIL,
[0-7]-[0-255]-[0-7] T,

*ANSI| : RA > b 23— RIiL8-8-8 KD 24 & METT, fEOFIFHIL,
[0-255]-[0-255]-[0-255] T3,

«Japan : RA >k 3= RIE54-7 XD 16 £y METT, EOHFHIL,
[0-31]-[0-15]-[0-127] T,

«China: "1 > b =2— N|E8-8-8 JE D 24 vy MET, fEOHEIFHIL,
[0-255]-[0-255]-[0-255] T,
« match[not]dpccode : 7—# A vE—VNOFEEARA > F a—RERAELET, FA
> b =— KX, matchopciZ W TEH L TW5 £, zoneregion-sp FZ T3,

« match [not] service-indicator number : »—tE A A L — X FGEBRELET (0~
15) . HRAARERP—EA AL VP —ZFROLEEY T, ZNHDOP—ER A~
D= DFEINC OV TIE, M3UARFCBI RN RF 2 A FEBRL TS0,

c0: 7TV Xy NU—TEHA -

1 TFVT Xy NT—F TAMBLORAY TR X y—V
2T FVT Ry NT—T TRAMBLIORA T F U REERHIA =
3 : SCCP

<4 EEEL—Y—H
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b)

M3UA A VARG a0 RY— Iy TORE .

5 : ISDN = — 4 —f

c6: 7 —% 2—HP—f (2= LOEHEHED A vE—)
o7 T4 =P EMOBREBLOF ¥ L A yE—D)
«8: MTP 7 A b o —H —ERIZ FHIF A

*9: 71— KN R ISDN . —H—f

«10 : #7574 K ISDN =—H—%f

o 11 TRIF

12 AAL XA T2V T F VT

< 130 T T — IR AF 2 — LI

4 = U =AHETE Fan

<150 TRIFE

ROAX L FOWTNUNEANILT, — BT D774 v 71 LTETT LT 7 v ay
rHEELET,
edrop[log] : —EF 24T _XTONTy a2 FryFLET, fEET, VAT Ay
t—VEFEELET,

e rate-limit message rate: A vE—YDOL— FEHIRLET, Z DA 7T 3 % match
message class CD A fif HATRE T,

KUY — = TlE, BEO match 2~ NEEETXET, match 2 <> ROJEFIZD
W, BEONT 7 4w 7T ZADOMBEE BB LT &N,

ARTYVT8 A AR a2y VIR OD 53T A= 2 ERET HITIE, WOFIEEZFITLET,

a)

b)

NWNIGRA—F a7 4 FXal—ay T— RERHBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

1 OFITBEDONRTA—FEHRELET, WO T v aaRETEET, 7 vav
F 4= N T BT, avry FOnBREFEH LTI XN,

« message-tag-validation {dupu |error |notify} : FFiED 7 ¢ —/L FOWNEPHER I 1L, §5
ELIEA vy E—D Z A TRBGEESNVE T, BRECEKE LR o A vy E—Vid ke Yy
TENET, BEEEA vV XA TICL - THRRY F7,

cFIHTE v —Y—i (DUPU) : 22—V —/FIH 7 4 —/V RBFEEL, A
EEB I N2 —Y— a—RFOLERGENTWAIRLERH Y £97,
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ENALRY bT=ODA VAR Y3y |

B wuarozxovaskys—<yiomE

1

T — FTRTOMHET 4 —/V EPIFEL, FASNTEDHNGENL TV D4
ERbVET, HFT7— Ay =V, £FOTT— a— ROUET 11—/ K
MEENTVWDIRERD D 7,

GHEE AT —HAFATBLIOART =X AEFRT 4 —/V I, o] S 7-fEo
BNEENTWEIVLERH Y 97,

e ss7variant {ITU|ANSI |JAPAN|CHINA} : %~ U —Z N T STV 5 SS7T D
NRYT U RNERELET, 204 T a itloT, R"A Yk a— ROFRHZRBERN
WELET, 77 a 2R ELTMUARY —ZEA L-%IL, R —Z2HI%
LAWRD AT X TEEEA, T 74/ DAY T2 MIITU TY,

. dtrict-asp-state : 7 U r—3 3 2 —— T ot 2 (ASP) REOHIEEZFITL F

T, VAT LIEMIUA By a3 D ASP OIRFEZHERE L. MGERS RIS HESU T ASP
Avt—V% ey 7 LET, ASPORERIREBREEL #ENICT 5 &, T3 TDASP
A=V BRREINTITEESINET, BER ASPDAT — K~ Fx v 7 BRER
DIE, AT — R 7N T 2= )b A — =N UERIGE £72137 T A XN TOEMED L
BREAETYT, L, BEBRASP ODAT— | Fx=v 7L, LEXE—RFTORE)
EL, b= Ry =7 Vo7 F237e— Xy A b E— RTETLTWAEAEE
LEtHA (RFC4666 LV) , A VAT g it, = RRA L FZEITASP AN 1
DT HBHERELET,

« timeout endpoint time : M3UA = > RiRA > b OFEFHERZHIERT 57 A KL & A L
7O heELET (hhmmiss BERX) . A LT U M EfHF WAL, 0 2fEL
TLIEZEY, T 74/ ME 304 (0:30:000 T,

» timeout sessiontime : Fi% 72 ASPIRIEDHER A AN L TV DHEAED, M3UAE Y v =
VERBIRTAIZODT A KV Z A4 L7 U R (hhmmiss DFER) . A L7 U b &S
RN EIE, 0FfREL TSV, T 740 ME304r (0:30:000 TT, ZDOHA A
T RNEEGHICTHE, R LIty v a CORIBREIIECE T,

wiE, M3 UARY > — <o 7BLO0Y—E R R —DHITT,

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config)# policy-map type inspect m3ua m3ua-map
config-pmap) # match message class 2 id 6
config-pmap-c)# drop

config-pmap-c)# match message class 9
config-pmap-c) # drop

config-pmap-c)# match dpc 1-5-1
config-pmap-c)# drop log

config-pmap-c)# parameters

config-pmap-p)# ss7 variant ITU
config-pmap-p)# timeout endpoint 00:45:00

hostname (config) # policy-map global policy
hostname (config-pmap) # class inspection default
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EAALRY kD=2 A vZR_Yvavoy—Ex Ky v—oiE I

hostname (config-pmap-c)# inspect m3ua m3ua-map

hostname (config) # service-policy global policy global

RDERY

<y T EERTAEDDL AR a R V=R ETELLHCRhFELE, AL
X NT—T L VAR g DY —ERAR) > —0HTE @l 2—) ZBHRLTLEE
Uy,

ENAIIL LY RT—D L ARGOFUODY—ER KR O—DEHEFE

ATy T

ATy T2

FNAN Ty NTD—ZTHERIND T DA AT adt, T4 DA AR
73 a iR U—TIHEAENI/ > TWRND T, ZNHDA AT ¥ g PN EITH
NCTDMERH Y £, TIANRDTa— b f VAR T2y R =2 fFET 572
TT, INEDA AR v a rBBINTEET, £, A2 —T =41 AFEHD
RY =Y, BREIISUTH LW —ER R —2{ERKTA2Z L TEET,

FIE

MBI AR, L34 TASy TEER LT, A VAT va v i#HTL NI 74 v 7 %
AL £,

class-map name
match parameter

1 -

hostname (config)# class-map mobile class map
hostname (config-cmap) # match access-list mobile

T 74k Fa—sYL R Y —@ inspection_default 7 7 A < v FE, TRTOA AT T3
Y EATDT T b W= b aELRNR 7 A <y 7 TF (match
default-inspection-traffic) , ZDO~ v 7% T 74V F R —FFH LW —E AR v —
THEATIHAE, ZORT v 7E2EKTE £,

BAEAT—HF AL MIOWTIE, BB N7 74 vy 7 HOVA Y 3/4 7T A <y TOMER 25
LT IEEN,

TIAyT NT T4y I TERITTDHT 72 awZRETHHRI U— < T EBINE TR
#£ L %9, policy-map name

B :

hostname (config) # policy-map global policy
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ERAL Y RT=IDA AR vay |

B = rxobo—vaozrsvav09—Ex Ky o—0RE

ATvT3

ATv74

T 7 F v FERETIE, global_policy KU ¥ — < v FIT_XTHOA U F—T = A AT m—s3L
WZEID Y THET, global policy T 25E1X. AU > —4 & LT global_policy & A7)
L/i‘é—c

A VANRT g ANEAT B LA 7T A~y T RIEELE T, cassname
B -

hostname (config-pmap) # class inspection default

T 74N RNRY = ERET %A, EEH LA Y — THERI 7 inspection_default 7 7 A
~ v 7 EERT55A1E. name & LT inspection_default ##57E L £9, TS OLEIE,
ZOFETT TIMER LT T AZBELET,

AR varvEf F—T M LET,

ROa~ RTIE, A VAT vary RV — <=y AT a T, A VAR g
EHAL <A RTHIZOIC NS0~y TOWNT N ELER LT GAE., #@ilca~y R T4
AiZfE LEJ, Diameter TiX, TLS 7V B XF L2 EEL T, B bINZA vE—T DA R
R arEANTHIEETEET,

« inspect gtp [map_name] : GTP 1 > A7 L g & A 32— 7 M LET,
« inspect sctp[map_name] : SCTP A > A7 L a A X —7 I LET,

« inspect diameter [map_name] [tls-proxy proxy_name] : Diameter { > A7 2 3 & A R—
T LET,

G¥) Diameter A > A7 ¥ a3 D TLS 7' 1 %2 %% L, Diameter % —/3— |
TI7 4 ITICNATHR—h VEA V7 varzdfLizge (e 2, R—
I 5868 725 3868 IZHh—N— NT T 4w I EVXA VLY T HRE) X, 7
02— U, FTIFANA B —T oA ADIRTA VAT U a v ABRELE
T, WA v H—T =2 AT, VAT Vg U &EAT 5 L. NATed Diameter
N7 40 TFA VAT g BN RALET,

« inspect m3ua [map _name] : M3UA A > AT v a A X —T7 W LET,

1 :

hostname (config-class

( inspect gtp
hostname (config-class

(

(

inspect sctp
inspect diameter
inspect m3ua

hostname (config-class
hostname (config-class

#
#
#
#
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RADIUS 7 H o7 4 25 1 v2xs v avnEE [

GE) BDOA AR v ay R o— <y T EMHTLDICT 740 K Fa— VLR
Ui— (FRETRTCOBHAFORY v—) ZHRETIHAE, 2~ FDno
ingpect N— g VEMEALTA VAT g VEHIBRLTHSL, BrLng v A
var Ry =<y TOAFTHEMLET, & 21X, GTPORY v—~v 7
EEETHITIL

hostname (config-class)# no inspect gtp
hostname (config-class)# inspect gtp gtp-map

AT 7TE BEHFEOYV—E R KR >— (=& z21E, global policy & WIHARIDT 7 4/ k Za—sL R
=) ERELTWDGEIE, ETKR T T, ZRLADEEIE. 1 OETEHO A % —
T2 AATCRY) =~ T %T 7T 47I2LET,

service-policy policymap_name {global | interface interface_name}

1 -

hostname (config) # service-policy global policy global

global ¥ —7U— RiFARY o — v 72T _XTOA ¥ —7 =4 AZi#H L. interface 1RV
V—E1ODAUE—T oA AZEHALET, Fr— b RY =Tl O LEATE R
ho AVHE—=T 2 A ADTa— VLK) U—F, TOA L H—T =2 AP —ERAKRY >—
AT TChEEETEET, HFA L HF—T =AM AL, RV —< v 72127200 #H
T&EET,

— N ~ E |
RADUS 7H O T AT A 2VARYD O 3 VDERTE
RADIUST WU T 4 v T A VAT 2 g ALT 7 4V hTIEA R—T MR > TWER A,
RADIUS 7H T T 4 v 7 AV ART L a UAMKERESITHREL T FE I,

FIE

ATFY 1 RADIUS THI VT A4 v T AL ART gy R — <y TORE (43 2—) |
ATV T2 RADIUS TH I T A4 T A VAR a DY —E AR —DF/E (45 2—) |

RADIUS 7 HO VT4 VT A VARSI IR — Ty TOHRTE

BEICHLER B ERETHARADIUS TH Y T A T AV AR gy R — vy Tk
ERE L £,
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B rous7roosr oz as Kyv— <y ToRE

ATy

ATy T2
ATvT3

ATy T4

FIE

RADIUS TH O T 4 v T A VAR a vy R v— <y 7 %{ERLET, policy-map type
inspect radius-accounting policy_map_name

policy_ map_name(ZiL, RV > —~v 74 ZEELET, CLUIRY v —~<v T a7 g
Fal—varyE—RIADET,

(LE) 9iERY v— <> 2B L EJ, description string
WNRIA—H a7 4 Fal—rarE—RERAELET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

| DFENTEBDONRTA—FEZHELET, ROFT TV a b ERETEET, A7 va % T«
TN T BT, a7 RO noEREFEH LT &V,

« send response : Accounting-Request @ Start 33 X O'Stop A v E—T %, TNHDA vE—Y
DOEETT (host 2= RNTH#BI SN TCHET) ~EETHE D ASA I RLET,

« enablegprs : GPRS IBEIFERDOIEH#ELFEE L F4, B Z VU PDP a7 F & b ZuEblic
LR35 7=, ASA IX. Accounting-Request @ Stop 35 & U Disconnect A v &—3® 3GPP
VSA 26-10415 @A F = v 7 LET, ZORBUENTFET LA, ASA X, &EA ¥ —
Tz A ADZ—WF—IP T KL ARIZ—EKTH Y —AIP ZFOTXCTOER UM LE 9,

« validate-attribute number : Accounting-Request Start A vt — U ZZET 5, = —H— 7
B b DT =T NEAEKT 2B AT 2B, Zh b DB ASADHEER A
G928 9 ERET 25 EITEKLBLE T,

AR BB MEMZf8E L2 WEA 1%, FramedIP 7 KL ABMED IP 7 R L AD I IS
WTHREENE T, BINMBMEEZRE L. ASAVNEABHINTVWAET RLAZETN, £
DM DORRFEST D BN BRI DT T T 4 VBB A v =V 2% ETH L. HWEE
B L CRAT 2T X TOEERIL, IP7 RLARHF LW a—F—ZH B0 B TEInzen
JHHET, U E 7,

EOFPHIZ1~191 T, ZOa~vy NIEHREIANTEET, BHEESBIOHPIOY X
MZ2W T, http://www.iana.org/assignments/radius-types & 2/ L T< 72 &0,

* host ip_address [key secret] : RADIUS #—/3—F 72X GGSN D IP 7 KL A T9, ASA N
Av—UEFATELL), FETHEXS—ZEGOLIENTEET, =020
AV IPT RULAREFRT = v 7 SVET, HED RADIUS & GGSN D7k A k&7 5
72, Zoavy RV LETTEET, ASAE, ZNHDOKRA R5vH RADIUS 7
HIT 4T A=V Dabt —2ZELE T,
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RADIUS 7 Hh9 LT 1 05 A vARY L avmy—ER Ky v—n&E |

« timeout userstime : 2 —H%—D7 A KL XA AT U & E L E7 (hh: mm: ss JTER) .
H A BT U NEHTR0GEAIEL, 00:00:00 ZFEE LT 723V, T 74/ ME1K/ET
7,

il

policy-map type inspect radius-accounting radius-acct-pmap
parameters
send response
enable gprs
validate-attribute 31
host 10.2.2.2 key 123456789
host 10.1.1.1 key 12345
class-map type management radius-class
match port udp eq radius-acct
policy-map global policy
class radius-class
inspect radius-accounting radius-acct-pmap

RADIUS 7HO T AT AVARY I VDY—ERRY O—DERTE

ATy I

ATy T2

TIHNINDA VAR 3 RY—TlE, RADIUS T AT T 4T A AT 3
A R—=T SN TR\, ZOREPMLERGHIEA R—7 VI LET, RADIUST
TUT AT A VART U a T ASAD N T T 4 v 7 IR ENET O T, EREL— LT
3R, BHA L AR g =L E LTHRELTLLES N,

FIE

BELEHTDH N T 74y 7 E2HATHEDLINA KA N 7T A~y FRERHRL, —
BITDHNT7 747 EHBILET,

class-map type management name
match {port | access-list} parameter

1 -

hostname (config) # class-map type management radius-class-map
hostname (config-cmap) # match port udp eq radius-acct

ZoOBITIE, —HKlTradiusacct UDP A — k (1646) T3, A— ~FO#ipH (matchportudprange
number 1 number2) = 7-1% match access-list acl_name & ACL %#f# > TR 5K — h&ZfEETE
ij_o

JTARYT NI T4 v I CEITTDHT 7V arZRETIHIRI — ~ v 7 HBINE IR
£ 1L ¥9, policy-map name

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |

B rows7aoo 505 0 rRI L v H—ER K L —DBE

ATvT3

ATy T4

ATy T5

1 :

hostname (config) # policy-map global policy

T 7V RERE T, global policy RV 2 —~ > FIITRXTCDOA U F—T = A AT m— VL
WZEID B THRET, global policy T 2513, AR Y v —4 & LT global_policy & A7)
LET,

RADIUS 7AW DT 4 v T A VAR a ERTAINAER I TR~y TEHTELE
9, classname

1 -

hostname (config-pmap) # class radius-class-map

RADIUS T ATV T 4T A VAN va BRELET, inspect
radius-accounting[radius-accounting_policy_map]

radius_accounting_policy map [ZRADIUS 7 hH U T 4 T A L AT v a vy R r— vy
DEE (43 ~—) TIERLZZRADIUS T H VT A T A VAR a R vr— vy
7Tt

11

hostname (config-class)# no inspect radius-accounting
hostname (config-class) # inspect radius-accounting radius-class-map

GE) MDA AR ary R v— <y T T 57OEHTORY o —zimk
T 5484, noinspect radius-accounting =~ R CRADIUS 7 AU T 4 > 7 A
AT a rEHIBRLTHL, SILWA VAT gy R — <=y TOLREIT
FEML E7,

BEfFOV—E A KR v— (=& 2, global policy & WD £4RFIDT 7 4/ b Za—r3L K
=) ZRELTODEAE. U ETRT T, TRLSOREE, 1 2E 3801 2 —
Tz AATRI =~y T %777 47 LT,

service-policy policymap_name {global | interface interface_name}

51 -

hostname (config) # service-policy global policy global

global ¥—7U— RIHRY v — v T H2TXRTOA X —T7 A AZ@A L., interface |38V
V=% 1 ODA =T oA RAZHHALET, Fa— UL R —F 1oL T
No AVHE—=T2AADT A=V RY =L, ZOA L H—T 2 A AP —ERA R —
AT HZE TEEETEET, S X —T oA AT, R —~y 7 E 12T HEH
T&ET,
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ERANFY kT—5 12252 avnE=4yv5 |

ENAILRY RT—DA VARG I VDEZR) VT

TITIE, BN Ry NI =T A AR q R R ) ST A FEICOWTHAL
i—g—o

GTP A VARG I VDE=ZHRY Y

GTP 27 4 Fa b—3 a3 &R T HITIE, KM EXEC E— R T show service-policy inspect
gtp A~V R AN LET,

show service-policy inspect gtp statistics =~ > KZfEH LT, GTP A v A7 ¥ 3 > OffiHE
WrFoRLET, RICH TN ERLET,

firewall (config)# show service-policy inspect gtp statistics

GPRS GTP Statistics:

version not support 0 msg_too_short 0
unknown_msg 0 unexpected sig msg 0
unexpected data msg 0 ie duplicated 0
mandatory ie missing 0 mandatory ie incorrect 0
optional ie incorrect 0 ie_unknown 0
ie out of order 0 ie unexpected 0
total_ forwarded 67 total_ dropped 1
signalling msg dropped 1 data_msg_dropped 0
signalling msg forwarded 67 data_msg_forwarded 0
total created pdp 33 total deleted pdp 32
total created pdpmcb 31 total deleted pdpmcb 30
total dup sig mcbinfo 0 total dup data mcbinfo 0
no_new_sgw_sig mcbinfo 0 no_new_sgw_data mcbinfo 0
pdp_non_existent 1

show service-policy inspect gtp statisticsip_address =~ > RIZIP 7 KL AZ AN D &, KFE
D GTP = RARA > M ORFHEREZ TG TE £,

firewall (config) # show service-policy inspect gtp statistics 10.9.9.9

1 in use, 1 most used, timeout 0:30:00

GTP GSN Statistics for 10.9.9.9, Idle 0:00:34, restart counter O
Tunnels Active 0
Tunnels Created 1
Tunnels Destroyed 0
Total Messages Received 1

Signalling Messages

Data Messages

total received 1 0
dropped 0 0
forwarded 1 0

show service-policy inspect gtp pdp-context ==~ > RKZ{#f L C, PDP =7 % & MIT 51
WEFoRLET, GTPV2 DS, ZHERT 77— arT7F A KT, KRIZFIZRLET,

ciscoasa(config) # show service-policy inspect gtp pdp-context
4 in use, 5 most used

Version vl,
SGSN Addr 10.0.203.22,

TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe96:eec,
Idle 0:52:01, Timeout 3:00:00, APN ssenocauthl46
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SCTPDE=#%

ENALRY bT=ODA VAR Y3y |

Version v2, TID 0505420121517056, MS Addr 100.100.100.102,

SGW Addr 10.0.203.24, Idle 0:00:05, Timeout 3:00:00, APN ssenoauthl46
Version v2, TID 0505420121517057, MS Addr 100.100.100.103,
SGW Addr 10.0.203.25, Idle 0:00:04, Timeout 3:00:00, APN ssenoauthl4o6
Version v2, TID 0505420121517055, MS Addr 100.100.100.101,
SGW Addr 10.0.203.23, Idle 0:00:06, Timeout 3:00:00, APN ssenoauthl46

ciscoasa(config) # show service-policy inspect gtp pdp-context detail
1 in use, 1 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe9%6:eec,

SGSN Addr 10.0.203.22, Idle 0:06:14, Timeout 3:00:00, APN ssenocauthl4é6
user name (IMSI): 50502410121507 MS address: 2005:a00::250:506ff:fe%96:eec
nsapi: 5 linked nsapi: 5
primary pdp: Y sgsn is Remote
sgsn_addr_signal: 10.0.203.22 sgsn_addr_data: 10.0.203.22
ggsn_addr signal: 10.0.202.22 ggsn_addr data: 10.0.202.22
sgsn control teid: 0x00000001 sgsn data teid: 0x000003e8
ggsn control teid: 0x000£4240 ggsn data teid: 0x001e8480
signal sequence: 18 state: Ready

PDP F£ 72037 77— a7 XA I, IMSI & NSAPI (GTPv0-1) F 721X IMSI & EBI (GTPv2)
DEDOMAEDLETHD PV ID (TID) IZXk-> Tkl EnE 9, GTP Forxd, #h?
AUBIHME D GSN 721X SGW/PGW / — RIZH D, 2 2OBET a7 F A MIE - TER
N, FrxrIDICE> CEEBIENET, GTP Frrxuld, Ay v b F—4 2y hT—7
EENRAN YT RAT T A48 (MS) 2—H—L DT v MERET HHEICHETT,

2y
wDa<wy REMHALT, SCTP 2 =4 —T&x %1,

« show service-policy inspect sctp

SCTP A AT ¥ a »OftaHE# A &R LE T, sctp-drop-override 7 7 > # (X, PPID 7%
Ry X773 a Al —8T 570NN L ETR, 347y MTIZPPID NEZR 5T — 4
OPEFOREENLTNWZOTry MIFay 7EnERA, RICHZRLET,

ciscoasa# show service-policy inspect sctp
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: sctp sctp, packet 153302, lock fail 0, drop 20665, reset-drop O,
5-min-pkt-rate 0 pkts/sec, v6-fail-close 0, sctp-drop-override 4910
Match ppid 30 35
rate-limit 1000 kbps, chunk 2354, dropped 10, bytes 21408, dropped-bytes
958
Match: ppid 40
drop, chunk 5849
Match: ppid 55
log, chunk 9546

« show sctp [detail]
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Diameter DE=4 1) >4 .

BI/ED SCTP Cookie B LT Vixz—La v aEK R LET, SCTP 7 VT — 5 2R
THEMERAF T 52T, detall F—UV— RZBMLUET, FHE 2 —I1TE, wLF
A= 7, BEOA TN =LA, BIORT I 7 AL NEBRICETAERbE RSN E

R

ciscoasa# show sctp

AssocID:

Local:
Remote:

7ladebl5

192.
192.

168.107.12/50001 (ESTABLISHED)
168.108.122/2905 (ESTABLISHED)

Secondary Conn List:

192.
192.
192.

192.

192.
192.

168.
168.
168.

168.

168.
168.

108.12(192.168.108.12) :2905 to 192.168.107.122(192.168.107.122) :50001
107.122(192.168.107.122) :50001 to 192.168.108.12(192.168.108.12) :2905
108.122(192.168.108.122) :2905 to 192.168.107.122(192.168.107.122) :50001

107.122(192.168.107.122) :50001 to 192.168.108.122(192.168.108.122) :2905

108.12(192.168.108.12) :2905 to 192.168.107.12(192.168.107.12) :50001
107.12(192.168.107.12) : 50001 to 192.168.108.12(192.168.108.12) :2905

« show conn protocol sctp
HBIED SCTP ##tlC BT DM For LET,
« show local-host [connection sctp start[-end]]

A B =T 2 A AT LT, ASAZRRH L TSCTPHHE AT I A A MM+ AIEHRAFRL
F9, FREORE T ITHPH O SCTP i & FF O AR A b DA AR T 5HIZ1E, connectionsctp
F—U—REBMNMLET,

« show traffic

sysopt traffic detailed-statistics 2~ & FZ AN L TWDHLEHIE, A v F—T = AT L
D SCTP e & A L A v a v OMFHER ST RSN E T,

Diameter D E=4% 1) >4
WD a~<r R LT, Diameter # =% —T& £,
« show service-policy inspect diameter

Diameter f > A7 ¥ a3 VOfEHERZF R LET, RICHZRLET,

ciscoasa# show service-policy inspect diameter
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: Diameter Diameter map, packet 0, lock fail 0, drop 0, -drop O,
5-min-pkt-rate 0 pkts/sec, v6-fail-close 0
Class-map: log app

Log: 5849

Class-map: block_ip

drop-connection: 2

 show diameter
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B wuoz-sy29

% Diameter Rt D AT — X AMEM AT LE T, WITHIEZRLET,

ciscoasa# show diameter
Total active diameter sessions: 5
Session 3638

ref count: 1 val = .; 1096298391; 2461;
Protocol : diameter Context id : O
From inside:211.1.1.10/45169 to outside:212.1.1.10/3868

« show conn detail
B i & £ L £ 9, Diameter #fiid, Q 77 7 &AL C~—27 & E 1,
* show tls-proxy

TLS 7’17 % 2 % Diameter 1 > A7 ¥ a V CHEHAT B EIE. FTOTax T 51EHR
NERINET,

M3UADDE=HS1) 4

DA~y REMALT, M3UAZE=4—TEXE7,
» show service-policy inspect m3ua drops
M3UA A Y AT v a AR D Fry 7OfmEHEREF R LET,
« show service-policy inspect m3ua endpoint [IP_address]

M3UA = RABA > bOREHEREZFRLET, T KA FDOIP T RLAZREL
T, FFEDTZ Y RARA » MIBET A REERTRTEET, M TXA TV T 1 £33
FAFNENTZ VAT AT, MetE#lT2=y FZ LIRS, ==y FETRMIX
NETA, WIZHZRLET,

ciscoasa# sh service-policy inspect m3ua endpoint
M3UA Endpoint Statistics for 10.0.0.100, Idle : 0:00:06 :

Forwarded Dropped Total Received
All Messages 21 5 26
DATA Messages 9 5 14
M3UA Endpoint Statistics for 10.0.0.110, Idle : 0:00:06 :
Forwarded Dropped Total Received
All Messages 21 8 29
DATA Messages 9 8 17

show service-policy inspect m3ua session

T N r—va v = — TR (ASP) IREOHEREHNCT S L. M3UA
tyva VBT AEHRARRINET, R FELT Yo —a D, By
AN TNVETIRE T NANNT ORI TH L), £lo, 7 TAZDOHEEIIT TAF
F—F =gty Ty g ONTNTHLIPNEENET, 3o0F
D=y haffO7 TAZTIE, 2=y bR TAXZDLHFITTZHRITE - TRDLIEGE.
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ERALFy rI—0 422202 300BE [

Wy I T oy ralrBDEREINDIIENHDET, ZNHEOEHFWE Y 3 1,
tyar XA LT T MEEGICLTWARITIIE, 2 A L7 7 MFICHIBR SN ET,

Ciscoasa# show service-policy inspect m3ua session

0 in use, 0 most used

Flags: o - cluster owner session, b - cluster backup session

d - double exchange

, s - single exchange

AssocID: cfc59fbe in Down state, 1dle:0:00:05, timeout:0:01:00, bd
AssocID: dac2el23 in Active state, 1dle:0:00:18, timeout:0:01:00, os

« show service-policy inspect m3uatable

DN —NVEELT A A L MIUAA VAR gy T—TINVEFRRLET,

« show conn detail

PelE e £R LET, M3UABERLX, v 777 2L CT~v—27 & E7,

ENAIL XY bT—=D A VARY 3 VDB

HaE

iy

J1y—2

HAETEEHR

GTPV2 A VAT 2 g & GTPVO/L A > 23 [9.5(1)
7 varoikE

GIP A AT 2 a3 X GIPV2 A TXx 5 X 91Tk
DELE, /2. T_XTONR—T 3 DGTPA AT
aryTIPV6 T RLANRTR—END LI FEL
77

match messageid =~ > K75 match message {v1]|v2}id
message id (A HE SE L7z, timeout gsn =~ K8
timeout endpoint [ZE X #12 H4vE L7, clear/show
service-policy inspect gtp statistics =~ > K225 gsn % —
U— RAHIBRS I, = RARA 2 NID Z A3 57207
TINLOMEHERZMHER LTV T TEH LR
D F L7z, clear/show service-policy inspect gtp request 33
L Wpdpmeb =~ > RiZverson ¥ — 7 — RAEMN S 4,
FEDGTP/N—2 a NIHAT HIEREFRTEDL LI
RN FELL,

SCTP A VAT 9 v 9.5(2)

XA ue—FK v haniD (PPID) (Z&HESWTT 7 v a
YEBMATLOW, T v a VA AR
g % Stream Control Transmission Protocol (SCTP) k
T4y ZICHEHATEDLEDIZRD E LT,

clear conn protocol sctp, inspect sctp, match ppid.
policy-map type inspect sctp, show conn protocol sctp.
show local-host connection sctp,  show service-policy inspect
sctp OF A~y RPBMELFELTESNE L,
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J1y—2

HAETRER

Diameter { » A7 g >

9.5(2)

T r— g VEA AT g > % Diameter T
T4 ZICHEHATEL LR, TV = a s
ID, 2~ Ra—F, BIXOEMEE~RT (AVP) ©O7 ¢
NEY o TIFESNTCT 7 ava#EfTcEs ko
nFE LT,

classsmap typeinspect diameter, diameter, inspect
diameter, match application-id, match avp, match
command-code, policy-map typeinspect diameter, show
conn detail, show diameter, show service-policy inspect
diameter, unsupported O =~ > RGBT E 21X H
SNFE LT,

Diameter A > AX7 2 g DOk
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