ZRDRH

ZB DK

WD Ny 7 Tlid, BEHREOREEBHRB L OAF v VBERILARTET 5 HFIEICOWTHY
L7,

B O (1—)
BERHEONA RT A2 (48—)
BEBH DT 7 b (4 5—)

s B ORE (6 X—)
BEBHOE=4Y T (10 X—)
 BEBH OB (16 ~2—)
BERH OB (17 =)

ASA OFBRMIE, WEIZXT U CTleAnft CHH#3 28 cd, ZRRtIL, 7> b ke
TOREEDH L, bT T4 w7 RNE—HESNWE [hy ) LR— F2EETHZ LT,
LAFY3IEAICNT T4 I DR—=RAT A4 U HAERLET, —JF, IPS AR IPS ¥—
AT I 2 — T, ASANHFR LI N T 7 4 v 7 OB MLa LA YT E Ttk
BIL TR ESEETN, T TICASAR Ry L b T 7 4 w7 3R ca A, TD-
W, B E IPS 22— I T 5 2 LT, K RAHAREBIHT AR A A REIC L E
kR

BB ITROBERE PSR SN TOVET,
s SEIFEREEAENET LEE L L OREHE#

BRI EHERIT. ASAITH T A BBOEHICERSIHET, =& 21F. Ax vV EER
HEA F—TNMZT DL, HeHERE AL Z L TEBEBE O CEE T, RO2FEHDOEE
MR EHE R AR ECEET,
o EREBRRFEHER : AT DKTHRET 77 4 BT L 1IZOWTOREN 21
WEERET, BARGBEREFEFHERIZT 740 F TS 2= M- TEY,
T = AT HEEILIH Y FH A,
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B 2xzrsnumstas

o« JEREBIBRHEHE SR AT V2 R LNALTT T 4 BT 4 BT A DT, ASA
WZERIDOFRA N, R—F, 7o bhaj, FEEFACLIZOWTDT 7T 4 BT 1 B
ETEET, EREEMRIREHERIL, NESNDHEHERIC L > TUINT7+—~v
AR ELEBETHDOT, T 74/ b TIE ACL OFHERIZ T A X —T il 5
TWET,

c RAMNAX ¥ U EETT DR ARET DA% v BB LEEA 7 a & LT, A
XY BB THDLZENRFESNIHRA FEHRTEET,

EXRZ R HIRET T

ASATE., EAZEBEMEHEREZHEA LT, WOBBETRey XLy y hBXIOEX =Y
T4 AR NOEEEE=A—LET,

« ACL IZ X HHETT,
o RIEZ2 3% » M (invalid-ip-header <° invalid-tep-hdr-length 72 &)

 BEGEHIROBEE (AT LAREDO) VY —RFlRE a7 4 Fal—a VTREINLTY
HIFRO®E )

e DoS WEDMH (#4872 SPI. AT — 7L T 7 A T T+ —ARBREOREKRE) |

HRT AT T =N EIIAREK, ZOF T aii, TOVA DT 7 AT U4—/b
WREHE L7y b Fay 723 _XRCELEAEL— N TT, 4 ¥ —7 = A ADBAR,
TFVr—ar A VAT a VTOREEO/ Ny b Ay CEIEOR R Y, 77
AT U —MIEHE LRy b Rry ZIEEENLTHERA,

« 5O LW ICMP 237 R O,
T TV = ar A VAN T a VIR DNT v B,
A B —T = A ZADIBAT,

« AX ¥ VIWEOKH, ZOF T a T, 72E ZTHmAIO TCP X7y RS SYN X7 v
TRV, FHRIEAV =T 2 N RV A 7 TTCP BHGRICKRIM LT/ ED AT v K
BEE=_H—LFET, 7V AXY UHBERHTIE, ZOAF vy B L— MEREZIUE
L. AARNEREELE L THELTHBMICHRT 2 Z slcko TR L £,

s RERtE v a ORI (TCPSYN MEBOMRHSCRY 77— %72 L UDP & v a VIED
7 r) .

ASA IE. BBAERMT DL HICV AT A vl AvtE— (7331000 #3%ELET, ASA
X, —EMRBIZEB T DA X b b— b EEII AN MERBICBIT D NN—A A h L —
FO2FEEOL— 2B LET, N—AF L— MNERRIZ, FHL— MMEFEO 1/30 £7213 10
BooH, EHELNREWVIEZ) TT, ASAIX, ZETHA X M T LI L — MR E —
Ak Lb—bMREF =7 LET, WO — FBNHEIEL TS84, ASA X, /N—Z M
FIZBT DL — N A TTLIZRRIODDA v E—VDEIET2ODR XDV AT N A vE—
VEEELET,
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mpasatwitEg [

HEAEBHEIL, Fu v 7 E 0B BN BB NTTE LI a0 R T p—~ o AT L
¥4, 20OV FUFTEH, N7+ —v L A~DEE I TOTNTT,

R B RUR H M E TR

VLR R R E I, AA R, A—F, Fa bz, ACLREDEMDAT Y =7 Mo
WT, a7 40y b—bhe Ry SN b7 4097 bL—FO@EEFEFRRL

3
A
AR PERGHERE A R—TICT DL A X =TT DRAHERD Z A TS LT, ASAD/R

TA—< AN ELEZTET, FANOKFHEREZA X—TMZTDHE, T —< PRI
KRECEELET, NI 74 v 7 DRAMBEWESIL. 20X A FOREERE —HIIC A
=TT AHZEEZREILTLIEE N, 7277 L, A— MEHEROEZEIZIZFNIZEREL< H
0 EE A

A& v UERAEE

AR AF v VIKE T, HEBRA MR T Ry NADIP T RLALT 7B ATE D NE
IE 1 OTORLET (V7 Ry MNOBEEDOKRA FTRTEIAICAF ¥ T 50, 120
FARNELIIY TRy hOBEOR— T _TEIEICAAL—FT53) . A% v Bk ke
3. WORA RPRAF Y P 2EITT 02 MHILES, T T 4y VT =F R IlAS<SIPS
A%y R SRR . ASADBBRIH AT ¥ Tl IREIRT — A R—ANMERE S, 2
NICEENDHRA MEEHERE A X v 77 7 4 T 1T 20 I T&E £,

RAN T ==L, RERTITAET A ZBHLET, ZOLIRT T4 ET 11T
. RO T 72T 4 T 4D 0ER:. BIUTWAY—E R R—r~DT 7 A, Wagg72 TCP
#E GES U FLIPID 2 F) . BIOZEOMDELL OEEREGENE T,

ZX o LB L — P EBIET S L. ASA Idsyslog A v E— (733101) Z3%E(F L. SEITS
UTHBELZHR L ET, ASA X, —ERIRRICEBIT 58 A4 R b L— b &S — 2
EIZBITHNN—A RN A XN L= DO2FEOL— 2B LES, N—ZA KA Xk b—
ME, FHL— MO 130 723108055, EHL0REWVIEI TT, AFxF ¥ V" HED
—HERE R ENDA RN PR EINATNT, ASAITFEH L — RHIBR & 3—Z k L— il
BEFzy 7 LET, FANDPOEREIND N T 74 v I NELLPOL— b EBZDE, £
DFRANMIKEZFERRINET, RAMZELLE NI 747 BELLLOL— NEB X
He, FOFRANIF Ty NERBRINET,

WDOFRIZ, AF ¥ VEBHBHEOT 7 4V oL — MMilBRZ R LET,

RILRX Y VIZEZBEOBEDT 74 L D L— IR

FEHL— b N—Rk L—F

EHID 600 FPITS Ko v 77#, EITED 20 T 10 Fa v 7 /#,

ggogt I



grRoB |
B zestonsrsq

FHL— b N—X b~ L—F
ERTD 3600 FORITS RKu v 7/#, EITD 120 BT 10 Ka v 7/,

FE ZAX v UK DBBOBEBEEIZ. AR FBIOY TRy hR—2DTF — X KEiE 2 VERL LT R
PINETHM. ASA DN T 4 —v L AL AFVITRELSEETAZLRHY 7,

tl

EBRBREOHA K514

tXa)T4 AVTERFDHA RSA4 Y

BRI E AR X . BEREIEY I = RO TYHR— N ENET, v LF EF— K
TIX., TCP AT ME OMEEHRNME— AR — F I TV DHFEHERTT,
EZARA—RELS T4 IDEAT

» through-the-box b7 7 4 v 7 21T INE =2 — I E T, to-the-box N7 7 ¢ v 7%, BB
HIZEENEE A,

cACLIC L > THEINTE N T 7 4 v 7 1F. AX v U EBMEE RN H—LEHA, ASA
MOHFFRAI S, 7a—%ER LT N T 7 4 v VOB A VBB O EELZ T E
j—O

EZBBEEOT 74Uk

EARBBRHEHERIZ. 77 4V b TAR—=T Mo TOET,

WORIZ, TT7HNVIREEZTRLET, TNODOT 74N FRET X TERRT DHITIE, show
running-config all threat-detection =~ > K% fEffl L £7°,

B ARSI TIZ, ACL OFGEMERIZT 74V FTA X —T N> TWET,
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R 2:BERNGEBHOBHEOT 74 )L MERE

gamtororur ]

Ny s FRy TOES

b A—ERE
FEHL— k N—Z R L—k

* DoS WEE D HY
« RIEZ2/37 > BB
« e FR D it

« B LUWVICMP 2347 » - D

t

ERTD 600 FPREIT 100 N
7y 7R,

EUT D 20 FPEIT 400 K2 >
IR,

EATD 3600 FVRIT 80 K
a7,

BT 120 #PfH T 320 K& v
71D,

A ¥ CIEEDOR

HRTD 600 FPREITS Ko v
IR,

EHITO 20 ET10 N2 v 7/

ERTD 3600 FXEI T4 R v
71D,

Rzt v g OB (TCP

SYN WEDKRHSCRY 7 —# 72
L UDP kv a W&o

) (#EA)

EHID 600 FPHT 100 N
7 R,

EITD 20 LT 200 Kz >
71D,

[ELFHTD 3600 FLH T 80 N
o 7R,

HITD 120 BT 160 N
IR,

ACLIZ L AR

ERTD 600 B[ T 400 K
o 7D,

EUTD 20 BT 800 K »
71D,

EHTD 3600 FPHT 320 K
v R,

EITD 120 BT 640 N2
IR,

cHART 7 AT U —/VIREIC

REH

TN — g AN
7 a NIARERD Ny b

EHTD 600 [T 400 K
a7,

BT 20 FPRIT 1600 R
71D,

EHID 3600 FVHT 320 K
a2 7R,

ENTD 120 BT 1280 Kz v
IR,

A B —T A4 ADBAN

ERTD 600 FP[EIT 2000 N
=R AR

EITD 20 FLH T 8000 K= >
IR,

BRI 3600 [T 1600 F
o 7D,
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EREBRHD

ATy T

ATy T2
ATv7T3

zRoBRH |

=JL ==

aX AE

EARLBREFEHERIZT 74V F TA R—=T Mo TEY, 2—F—NRELTIHE—D
BRBIEY —EATHL5E807H0 £9, SHICEBRMHY—E 22T 55813 ROF
JE 2 A L £

FIE

EARBER I ERORE (6—Y) ,

AR B S HICIL, DoSH™E (V— b A MK ) 72 E OB EE LTV 5 ATREME:
MWHAT 7T 4 T A NEENTET,

IR BB B TERORE (7 —) ,

A X VBB OFRE (9 —)

e

EAREZBRHREHFHROKRTE

ATy T

ATy T2

AR ERE R, T 74V A R—T NI R TWET, T 4= TH L
b, —ET =TV LTS EFEA R—TNMITHIELTEET,

FIE

EARBEB R IEREZ A F— TNV LET (F A= MR TWDAER)
threat-detection basic-threat

1

hostname (config) # threat-detection basic-threat

EAZBEHEIX., T 74V FTAR—T NI R>T0ET, ThaT 4 B—7 4 512X
no threat-detection basic-threat 8 L £,

fEE) HBEARXV N XA TDT 75V bk EXEF LET,

threat-detection rate {acl-drop | bad-packet-drop | conn-limit-drop | dos-drop | fw-drop | icmp-drop
| inspect-drop | interface-drop | scanning-threat | syn-attack } rate-interval rate_interval average-rate
av_rate burst-rateburst_rate

AR N XA TOMBIIOWTIE, THEAFEBREFRETER] 2R L a0,

scanning-threat ¥ — 7 — F&ZfEE LTI D a~r REEHT 5 L. Ax v BRI ETH
Zoawry RMER SN ET, EARAEBEREEZZRTE LRWEATYH, scanning-threat & — 7 —
REHRELCZODa<ry RE#HAL, A%y U EBHTOL— MIlRZRETE ET,

B zZeot
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AR N HATZEIT, B b L — MEREE 3 OEFTRETEET,
51 -

hostname (config) # threat-detection rate dos-drop rate-interval 600 average-rate 60
burst-rate 100

iR BR KR EH R DX E

ATy T

ATy T2

JRFRETTE R ENET DL ASA ZRETH LB TEET, 774/ FTid, ACLD
HAHERIIA 2—T TR T E T, MOFHTEREZ A 2 —7 M T DI, ROFINEEFE
TLET,

FIE

(fER) T RCOMEHERE A R—7 M LET,

threat-detection statistics

FEEDOFFHERIZ T 2 A4 X2 —T7 MZT 511X, (ZOFIETRIRT) BaHEH s 1 7okt
LCZhoavry ReEANL, A7 varvZRELRWCavy REASLBRWESIZLET,
threat-detectionstatisticsz (fff b4 7> a VEFRELRWT) A L7z, MittE#E A O 4
7> g (72 & %13 threat-detection statisticshost number-of-rate2) #¥EL TCa~r K& A
HT52 LT, BEDOHEHERAE I AZ~A AT £, threat-detectionstatisticsz  (fif & 4
TravERELRWT) AL E, FFEOREHERO 2~ RE | MEHE#RER 04~
TaYERELRWTANLESGAIE, TTCTICA R—T M5 TNDHDT, £Oa<r NiZ
L2 FEMEH Y FH A,

Zoa=wr ROnoBRE AT B E, TXTO threat-detection statistics =2~ > R2SHIBRE 11
4, ZhiiE. T 7 4L FTA X—T7 I D threat-detection statistics access-list =~ > K
baFEnEd,

1 -

hostname (config) # threat-detection statistics

(fEE) ACL OFEHEREZA RF—T NI LET T A= MR >TWDHEHER) .
threat-detection statistics access-list

ACL OFfEaHERIE, 77 4V b TA X =T WMIZ% > TWE T, ACL #HHEBIE, show
threat-detection top access-list 2~ > FZ i L7255 ICE TR RS ET,

1 :

hostname (config) # threat-detection statistics access-list
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ATvT3

ATv74

({EE) FAR (host ¥—U—F) | TCP B LWUDP "— K (port ¥—U—K) | F7IE3kE
TCP/UDPIP 711 k=)L (protocol ¥ —VU— F) OFEFHEREZRET L £,
threat-detection statistics {host | port | protocol} [number-of-rate {1] 2| 3}]
number-of-rate ¥ — 7 — FiX, MEHERTHRIFTH L — MHROEZHELE T, T 74/ K
OL— MNHREOEIZLITYT, AEVOEHELZRSIMZET, LvZ<oLr— MNiREERRT
HITIE, EZ 2 FIL3ICHELET, & XX, BEZIITRET H &, Eﬁﬁ@ 1 e, 8 IKf
M., BLO2URKHOT—2RERENET, ZOF—UV— &2 LIIRELZES (T 741
M) L EmbEW L — MNERBFEHE RIS AR SNE T, BE 2ICRET D L. ’iﬂb\jﬂb)% 2
OO R SN ET

RANRT VT 4T T, AXX VEBHRA N T —F_X—=ZANIIFEETDHRY . F A MEHIER
i%&ém&ﬁydtZBi\#77747u&of#@10\ IZT — 2 _R—=2Z2nBHIRER
9 FEHERLZ VT ENET)

1 -

hostname (config) # threat-detection statistics host number-of-rate 2
hostname (config) # threat-detection statistics port number-of-rate 2

hostname (config) # threat-detection statistics protocol number-of-rate 3

(A7 a ) TCPRATEAGIZ L » TRITRE SN DK EORFEHREREL X7,
threat-detection statistics tcp-intercept [rate-interval minutes] [burst-rate attacks per_sec]
[average-rate attacks per_sec]

FENENOBBITIRD L B0 TT,

sratesinterval 1%, BREE=Z V7 T4 ROV A X%, 1~ 1440 5y OFFATHRE L F
T, T4V ME305TT, ZOMBORIC, ASAITIHEOEZ30EY 7Y 7/ LE
ﬁqo

« burst-rate (X, syslog A vE—A4RO LEVMEE 25 ~ 2147483647 OHFHN T E L £
T, F7 4 MIIBREIC400 T, R—2 F L— R ZNEBZ 5L, syslog A v —
T 733104 BAER I NLET,

- averagerateld, syslog A v & — AR OFE L —F LEUVMEZ, 25~ 2147483647 D i
THRELET, 7740 MI1IBREIC200 [ETY, FHL— R ZNEEBRZDH L. syslog
A= 733105 ARSI NET,

TCP AT Z AT HIZIE, SYN 77 » K DoS KEN L DY — —Dffi# (TCP {75
7)) Z2ZRLTIEE,

Gx) ZOa~r Rid, o threat-detection =~ > R & XA Y = /F aFTF X |
FT— R CTHESINTWET,

1 -

hostname (config) # threat-detection statistics tcp-intercept rate-interval 60
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burst-rate 800 average-rate 600

AX v UBBREDERE

ATy T

ATvT2

ATvT3

WEEE AL, LIS CTHRT 5720, AFx vy VBRI ARETEET,

FIE

Ax v VBB EA X =T M LET,

threat-detection scanning-threat [shun [except {ip-addressip_address mask | object-group
network_object_group_id}]]

T7A/NNTHEH, RANPKEETHD LHBISND E, VAT LA v A vE—T 733101 3
EREINET, Zoa<wr REERBEIANL, HHEOPT RLRAERIEIR Yy NV—7 37 V=
7 N IN—TaEE L CGERS SN SR TE 9,

1 -

hostname (config) # threat-detection scanning-threat shun except
ip-address 10.1.1.0 255.255.255.0

(EE) HBEILORA b2 ilElr4 225 E LEd,

threat-detection scanning-threat shun duration seconds

1 :

hostname (config) # threat-detection scanning-threat shun duration 2000

(EE) ASANBA P EKBEEITZ =7y e LTHAIT L5607 74/ b A~ b
HlfR A8 L £,

threat-detection rate scanning-threat rate-interval rate interval average-rateav_rate burst-rate
burst_rate

Zoa~y RREAEERHa Y 7 4 X2 —v a0l LTI TIEESR TV
B TN ORETAF v BB IESRE TS I S, AR & A% v &R T
RNz L — FNERETHZEILTEERA, Z0a~vr REFHLTL— FERELRZVWEGS
3. BEAREBURIBERE & A X v BB EHERE DI T 7 L MEDMER S ET, RIS
aAav U REANTZHZET, B0 — MiREZ 3 DETRETETET,

1 -

hostname (config) # threat-detection rate scanning-threat rate-interval 1200
average-rate 10 burst-rate 20

hostname (config) # threat-detection rate scanning-threat rate-interval 2400
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average-rate 10 burst-rate 20

ERREDE=2Y) 2T

RO MYy 7 TE, BEBIEOE=2V 7L T T4 v 7REHEREFR T 27520 L
\i—g—o

ERXERREREFHROE=F Y

KDOA7 Y AL T, EATEREEHEREZRLET,

show threat-detection rate [min-display-rate min_display_rate] [acl-drop | bad-packet-drop |
conn-limit-drop | dos-drop | fw-drop | icmp-drop | inspect-drop | interface-drop | scanning-threat |
syn-attack]

min-display-rate min_display rate 51402 L 0 . @ H72 Y OFR/NFER LV — BT D HEHE
WICFRNEZBRE L E7, min_display rate (X, 0~ 2147483647 OfEIZEXETE £,

MOFIKEFENT D& FEDOVT FVICEREZHIRTEET, KA M XA TOBHICH
W, EATERBRHREER Q=) 2ZRLTIEE,

HZiX, ERTO 10 23 & ERTO 1 R OBEE Sz 2 BIRICBT 58 L — b (F v My
B) BNERSNET, £, BRICKTLEA—Z MEE CEHL— FEFRO 1/30 7713 10
Boob, EHLHMREWVT)) IZBTLBIEDONSN—ZA KN L— K (X2 MU . L—F
AR L7ZEE (MY H—LEE . BEOZTOHBOEGEA Xy ML FERENET,

ASA IF, A=A MO DI T v MEERAFLET, AFF T30 B0 —2 M ER
ERAALET, BUEETTORTE TAA—A MERIZ, FHL— MIEERETA, T2 & 2
EE L — MERRAS 20 3 DA N— A MERIE 20 B2 £, &EDO/N— R FEFEA
3:00:00 ~ 3:00:20 T, 3:00:25 (2 show 2~ > REEHT L &, &EDO S PRITHENICEENE
T A,

ZDN—IVIZBIT HME—DEISMNE, AR A N FEERET S L XIT, RETA—Z MEFED
ARy MR WA= MNERE (130 H) OA X2 MLV 3T TICEL o TWDHEE
TY ., ZOHE. ASA L, ®ED 29 BIOZETHRETEA XV MEHE L, TORETO
HKIET A=A MNEREOA XY "EEMALET, ZOFSMIED . A X2 ORI M
YT NWEA L TE=H—TEET,

clear threat-detectionrate =~ K& L CHGHEHRZEETE £,
&Iz, show threat-detection rate =t~ > RO 15l %2~ L £,

hostname# show threat-detection rate

Average (eps) Current (eps) Trigger Total events
10-min ACL drop: 0 0 0 16
l-hour ACL drop: 0 0 0 112
l1-hour SYN attck: 5 0 2 21438
10-min Scanning: 0 0 29 193

B zZeot



| zroBH

masstmitEgoz=—2v>7 |

l-hour Scanning: 106 0 10 384776
l-hour Bad pkts: 76 0 2 274690
10-min Firewall: 0 0 3 22
l-hour Firewall: 76 0 2 274844
10-min DoS attck: 0 0 0 6
l-hour DoS attck: 0 0 0 42
10-min Interface: 0 0 0 204
l-hour Interface: 88 0 0 318225

EREBIREREHFHROE=2 ) 2

PERE B EE R E =2 —7 21203, RORITRTa~vr FaEALES, 74271
A DHINZIE, ROFEEAFRSNET,

« EE SR OFEE L — b (N2 M)

KT LTt D= MEIBRIZEBIT D BED/S—A N L— K (A XV NyRp) . —2R
MEBIE, EHL—MEBD 130 £ 10D 5, ELHKREWNIEH DORHE

s L— FEABBLEER (Fay7&NE T 7 4 v 7 OWEBEROEAICED)
« BESHEHMICBIT DA Xy hoAEHK

ASA IF, A=A MO DV IZh T v MEERAFELET, BFFT30 Bl 3—2 N EkE
ERAFLET, BUEEITTORT T/N—A MERRIZ, L — MIEENERFA, T2 E 2R,
EE L — MERRAS 20 53 DA N— A MERIZ 20 B2 £, &L DO/N— R FEFEA
3:00:00 ~ 3:00:20 T, 3:00:25 (2 show 2~ REMHEHT L &, &EO S PRITHIICEENE
A,

ZDON— BT DME—DFIIMNE, BEA NS MEEHET D L XD, RETN—X MR
AR MR RS EH A= MERE (130 H) OA Xy MLV T TIZEZL o TV DS
TY, ZOHE. ASA L, BED 29 BIOETHETEA XV MEHEL, TORETO
KIETN—A MHROA X MEMELET, ZOHIMILY | A X2 MO KIE/R N %
VTP NEALNTE=X—TXET,

avy kR

=)

show threat-detection statistics [min-display-rate| |-z 10 O#EEHE B2 TR LT, 472 3 & AS LARVEA,
min_display_rate] top [[access list | host | HF Y BATO LR 10 fEOMFHBRAE R SNET,

port-protocol] [rate-1| rate-2 | rate-3] |

tcp-intercept [all] detail]] min-display-ratemin_display_rate 5152 &LV | & 720 DR/ RIR

L— MY DRI ZO RN A 2 IRE L £ 9. min_display_rate
[T, 0~ 2147483647 DfEIZHRE TE 7,

ROITIX, A7V ary F—U—F&ERLET,
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show threat-detection statistics [min-display-rate
min_display rate] top access-list [rate-1 | rate-2 |
rate-3]

#FA] ACE L5785 ACE Ol 5 &2 &, /7 v MI—%7 5 Ef7 10 fF
?D ACE #F/RT 5I121%., accessliss ¥—V— R&HEHAL £, ZDF
ARCIEFFRAISNTZ N T 74 v 7 LIEESINTZ N T 7 4 v 7 BRBIS 1
FH A, threat-detection basic-threat =~ > R &l L TEEAZ B
H%& A 2= T 246 1L. show threat-detection rate acl-drop =
<~ REHEHALT, ACLICKDERZEBIFCX £,

ratel ¥ —7U— R&EFEETDH L. R T DH/DEE L — MMEREOK
FHERAR R I, rate2 Z15ET 5 LICKE 2 L— MHEROKEE
HWMNFREINET, 3 OOMBENER SN TV DIEAICIE, rate-3
ZIEET D LA L — MEROMEHERA R RS NET, 72& 2L,
T A AT VAZERTO 1R, 8RR, 35 L OV 24 FEE O FEFHE H A
FoRINDHELET, ratel ¥ — 7 — REHETDH &, ASA L 1R
DOFFHERZ T2 ERLET,

show threat-detection statistics [min-display-rate

min_display_rate] top host [rate-1|rate-2 | rate-3] | sx

RA MRFERZ T 2 FRT B2, host F—U— &ML £,
CBBHRET LT AACER LT, Y2—AF ==Yk
A7 —h V7 OfBEDLEE L THEASNDA VE—T = A AT
10 OFA MZERENDZENDY £9, ZETFHEINE
METHY ., RENDHIPT FL A TEETE £4,

show threat-detection statistics [min-display-rate
min_display_rate] top port-protocol [rate-1|rate-2
| rate-3]

R— l\}oJ:UV 7 k3L OREEHE#Z &R 5 I2IE. port-protocol
F—U— &AL ET, port-protocol ¥ —U— REFEET D L,
A— R & Ta b a Lol OFEHERN RS I (FaRT DI, ﬁ
FIdA X =T IWICERESNTWALENRSH Y £9) | TCP/UDP
Idnpfnh:w&47%@#Abﬁtﬁ#hﬁﬁﬁﬁéﬂiﬁo
TCP (Fu k=L 6) & UDP (Fua h=ijL17) (%, IP 72 haid

FRIZITEENTWERAD, TCPAR— K& UDP A— MIAR— D
BRIZEENTWET, ZhboDH AT (R—FERE7ae hajn)

D1 ODREERIZ T oA F—TNIT DL A F—T N ENT-5

show threat-detection statistics [min-display-rate
min_display_rate] top tcp-intercept [all] detail]]

FHEH T B FOR SET,

TCP AT AR DFEFHEH 21 £ 27T 51213, tep-intercept ¥ — U —
REMMALET, 2R, WREZ TR#ES I B 109 —/3—
NEENET, al F—TU—FiE, hb—=2AENTVLTXTOY—
N—DRET —Z Z2F&R LET, detail F—U— Ni&, BEYS 7Y
e &%%?Liﬁ,MAiV~FW%@W’Wﬂ@@%”@
YTV TTHDT, T 740 D30 SR TIE, 607 EICH
FHERSIE S E T,

show threat-detection statistics [min-display-rate
min_display rate] host [ip_address [mask]]

FTRTORA N, BEDOKRA M, ERIFEEEOY 7Ry
FFRRLET,

~ DT

show threat-detection statistics [min-display-rate
min_display rate] port [start_port[-end port]]

TR_RTOR— b, FFEDOR— b, FEIHEDOR— FMFHOFEHHHR
PFRRLET,

B zZeot



| zroBH

Az rorEgbsiERoFE [

avy kR

=)

show threat-detection statistics [min-display-rate

min_display_rate] protocol [protocol _number |

protocol]

TRTCOIP 7 haVvERIIHBED T a b a vOFKEIEREFR R L
F9,

protocol_number 51%i%, 0~ 255 O TY, 7u hanrojlKic
%, ah, eigrp. esp. gre. icmp, icmp6, igmp, igrp. ip.
ipinip, ipsec, nos, ospf. pcp. pim, pptp. snp. tcp. udp O
FTHrEEETEET,

RA DB B AT ERO ST

IZ. show threat-detection statisticshost ==~ > KO H Az R L E1,

hostname# show threat-detection statistics host

Average (eps) Current (eps) Trigger Total events

Host:10.0.0.1: tot-ses:289235 act-ses:22571 fw-drop:0 insp-drop:0 null-ses:21438 bad-acc:0

l1-hour
8-hour
24-hour
l-hour
8-hour
24-hour
20-min
l1-hour
l-hour
8-hour
24-hour
l1-hour
8-hour
24-hour
20-min
l1-hour

Host:10.0.0.0:

l1-hour
8-hour
24-hour
l1-hour
8-hour
24-hour
20-min
l-hour
l1-hour
8-hour
24-hour
l1-hour

Sent
Sent
Sent
Sent
Sent
Sent
Sent
Sent
Recv
Recv
Recv
Recv
Recv
Recv
Recv
Recv

Sent
Sent
Sent
Sent
Sent
Sent
Sent
Sent
Recv
Recv
Recv
Recv

byte: 2938 0 0 10580308
byte: 367 0 0 10580308
byte: 122 0 0 10580308
pkts: 28 0 0 104043
pkts: 3 0 0 104043
pkts: 1 0 0 104043
drop: 9 0 1 10851
drop: 3 0 1 10851
byte: 2697 0 0 9712670
byte: 337 0 0 9712670
byte: 112 0 0 9712670
pkts: 29 0 0 104846
pkts: 3 0 0 104846
pkts: 1 0 0 104846
drop: 42 0 3 50567
drop: 14 0 1 50567
tot-ses:1 act-ses:0 fw-drop:0 insp-drop:0 null-ses:0 bad-acc:0
byte: 0 0 0 614
byte: 0 0 0 614
byte: 0 0 0 614
pkts: 0 0 0 6
pkts: 0 0 0 6
pkts: 0 0 0 6
drop: 0 0 0 4
drop: 0 0 0 4
byte: 0 0 0 706
byte: 0 0 0 706
byte: 0 0 0 706
pkts: 0 0 0 7

WOFRIZHE O TRLTWET,

ggogt I



B #x rosERE#HEROFE

zRoBRH |

3= 3:show threat-detection statistics host

T4—ILF

Bl

A A b (Host)

RARDIPT RLA,

tot-ses

RA NPT —=HR=ZTBEMENTLURED, ZORA R TORFE >
va

act-ses

RANPBREBRL WA T 7T 4 Tty a O

fw-drop

T7AT T4 —I Ray7OH, 7747 Ur—/b FavyFE, ER
BRI B ENT-T T T 7 A T I+ — LDy k Ry
TEEtEAADbEL— FTT, 2T, ACLTOHES, RE7
b HEGEHIROMEIE, DoS KB/ >~ EED LUV ICMP /37 > b

TCPSYNKE 7w b, BEXORY 7 —#72 LUDP KB v Rkl
WEENET, AV F—T A ADWEAK, 77V r—var AR
R a VTCREKDNNT y b AFx v VIHBOKRMRE, T AT
T A —VIZBEE LWy b Re vy TEEERThERA,

insp-drop

TIVr—vary A ARV a VCRBIICR STl Ry 7
Sy N

null-ses

XNy aro, XVvEyya i, 3REOX A AT T MAIC
SET LR >7TCPSYN v v g, BLXOk v a VEMED 3%
ETICH == T = BEE SR ->T2UDP £ v ¥ 3 T,

bad-acc

PALU BITZIREED R A R DR — MIXT B ARIERT 7 & A OREITEIHE,
A—ERX vy arLHrEns & (null-ses 7 4 —/b ROBA%E
ZM) | ARA RDOR— hDIREEIX HOST PORT CLOSE [ZRRE S %
T, FOFRARDR—=NITI7E®ALELD ETBIZT7A47 2 MET
T, A LT T bGP dSARET 78R LTHEENET,

Average(eps)

FHRICRT 2L —F (1 ~2 MU

ASA 1T, =2 MoK bVICh Yy " ERIFLE T, AFFT
30 By O N—2 MNEEE R LET, BUEEITHORTE T/3— R K
fEix, EHL—RMCEENETA, 2& 20, L — MEREA 20 4
DA, N—A MERRIZ20812 720 9, Fih o/ N—Z FEIRESS 3:00:00
~3:00:20 T. 3:00:25 2 show =~ R&EFEHTH L. RKEO 5 REIX
HAlCEENEEA,

ZDON—JUZEBIT HME—DHIIMNT, BEbA N2 MIERFE T 5 L (T,
KRIET/N—A NEFROA Xy MRS HV I— 2 MiEka (13018 H)
DARY FEE DT TICEL o TWHBATT, ZOHA. ASAIL.
B D29 B O TR TR AR MEAFHE L, ZORETOR:E
TA—Z MNEROA XY MEEMFELET, ZofscLy, 41X
NEDKRIERBEMAE U T ANE A A TE=F—TEET,

B zZeot



| zroBH
B Shi-kz b, kgE 2—5y roe=4u>7 [

TJ4—ILF BTl
Current(eps) T L7chte D/ — A MHIRRICEB T HBAED/NN—RZ  L— | (/X

NE/RD) o N—R RERRIEZ, L — MREBRD 1730 & 10D 9 6,
ELHMNREVIE D ORER, Average(eps) DB TR I N2 B DA
BLAE L — MIE 3:19:30 ~ 3:20:00 D L— kT,

Trigger Fe v a7y b b— N OfIREZ R U7=EE, £%ENA
ey NOITTHRESNTZANR N T 7 4 v 7 O4E, ZOMElE
WIZ0TY, T, AR NI 74 v B MY T—F5 L — MR
MIRNZD TT,

Total events %L — MERRIZEBIT 54 X hOAFE, BUEEITHORTE T /N—2R
FEIREIEL, AR XU M ERICEENE A, ZON— BT B ME—
OEIINE, AR XU MIERRET D L XIC, RET X MERO
ARy MRS EV A= MR (130HH) O X2 ML
TICEL 2o TWABA T, ZOHA. ASAIT, HED29EDFET
M CARIA XU MMEEFHE L, ZORETORE T/3—A RO
AR MEEMRELET, ZOFIBMNILY . A X2 MO KRIEZ2EEN
EUTNEALATE=F—TXFET,

20-min. 1-hour, INHOEELV— MAROREHEHR, &1 &2 — v eic, Utz
8-hour, BL W ~LET,

24-h
our « [Sentbyte] : 78 A k7B EFICIEE SN A R,
* [Sent pkts] : AR A R B IEFIZEGE S X7 v ML

* [Sentdrop] : RA L EFE SN, AF ¥ VHEO-HThHoTo
oIz ke y FEn 37 v M,

* [Recv byte] : R A FIAZAR LICIER 7234 MK
* [Recv pkts] : 78 A FNE2AF LIZIEH 7237 v M,

* [Recvdrop] : IRA RNRZAGE LTe Ty ORI T, AF v VHED—
HTHSTTZOIT Re Yy FENT Ty M,

B SN RRA M BEE, 53—y bOEZRYLYT

RS2 RA N, WL, ¥—F v b T —RBIOEHETIIE, kOoa<r REEH
LET,

« show threat-detection shun
BEHER SN TWDAERA FEFRRLET, RICHEZRLET,

hostname# show threat-detection shun

Shunned Host List:

| ggogt I
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zRoBRH |

(outside) src-ip=10.0.0.13 255.255.255.255

(inside) src

-ip=10.0.0.13 255.255.255.255

« clear threat-detection shun [ip_address [mask]]

RA N ERES SN OERLET, IPT FLZAZIE LARWESIE, T XTORZ R
Wr) A b7 7 ENET,

7o & 21X, 10.1.1.6 DFE A N EMEERT HIC1E, WOa~wr RE AT LET,

hostname# clear threat-detection shun 10.1.1.6

« show threat-detection scanning-threat [attacker | target]
ASANIER GEWTY X FOKRA MaEte) LHWLIEARA N, BEXOKBEDOZ—5 Y b

WCENTERARERRLET, 7V a 2 AN LAWERIT, BBELX—7 v FO
FORAMNEREINET, KRICHZRLET,

hostname# show threat-detection scanning-threat

Latest Targe
192.168.
192.168.

t Host & Subnet List:
1.0 (121)
1.249 (121)

Latest Attacker Host & Subnet List:

192.168
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

Z Bl D Hl

.10.234 (outside)
10.0 (outside)
10.2 (outside)
10.3 (outside)
10.4 (outside)
10.5 (outside)
10.6 (outside)
10.7 (outside)
10.8 (outside)
10.9 (outside)

WOEITIL, EAZEREREREZRE L, DOSWBEL — NOREAZLEELTWET, T
TOVWEEBRHEFEERIIA R—T A THY ., HA MHEEHE®RO L— FREFEEIL2 10D &
NTWnET, TCPRITZIEDOL— MER LI AX~ A RSN TWET, A%y BT A

F—7 VT, 10.1

1.024 RS T R_RTOT RLUAZHENER LEd, A%y B L— HHER

Ih AZ~w A XEINTWET,

threat-detection
threat-detection
threat-detection
threat-detection
threat-detection
600

threat-detection
threat-detection
threat-detection

B zZeot

basic-threat

rate dos-drop rate-interval 600 average-rate 60 burst-rate 100
statistics

statistics host number-of-rate 2

statistics tcp-intercept rate-interval 60 burst-rate 800 average-rate

scanning-threat shun except ip-address 10.1.1.0 255.255.255.0
rate scanning-threat rate-interval 1200 average-rate 10 burst-rate 20
rate scanning-threat rate-interval 2400 average-rate 10 burst-rate 20



| zroBH

ZERE DB

grrtorE [

HRES PN Bl
TH+—L4LY
IJ—Z
HARTS K OMEIRE B AR HE . A% v > |8.002) R L OMESRA AR HRGEHE . A % v BB H 2

Bt

BAINE L,

WD a~r RPNEASILE L7z : threat-detection
basic-threat, threat-detectionrate, show threat-detection
rate, clear threat-detection rate, hreat-detection
gtatistics, show threat-detection statistics, threat-detection
scanning-threat, threat-detection rate scanning-threat .,
show threat-detection scanning-threat, show
threat-detection shun, clear threat-detection shun,

HEBRIIE]

8.0(4)/8.1(2)

PEBREAR 2R ETEx D2 LI L,

threat-detection scanning-threat shun duration =< > 73
BAINELE,

TCP fRATZAE DFLFHE

8.0(4)/8.1(2)

TCP fRATRAR ORERHEHR P EASE LT,

threat-detection statistics tcp-intercept, show
threat-detection statisticstop tcp-intercept, clear
threat-detection statistics 2~ > RAEF F - (XTEA XN
F L7,

RA MREHER L — RO 22 ~4 X [8.1(2) HEHERNINE S ND L— MNEROE I A X~ A AT
X5k ELE, T4/ MO L— NI, 3
O lLICERESINE LT,
threat-detection statisticshost number-of-rates =~ > K73
EEINE L

NR—Z bk L— MERRAEE L — o 1/30 12 8.2(1) PRIO Y Y —A T, FHL— D160 TLZ, AEY

EHEINE L, PIRKRIRIHERT 5720, o7 T RIEN L —
r DORNZ 30 NS SvE LTz,

R—rBLOTm haUEHER L — M |8-3(D) HEHERNINE I ND L— MNEROEE D A X~ A AT

DIAR~<A X

EHL5IER0FELE, TN RO L— ML, 3
LlIICEREINE LT,

threat-detection statistics port number-of-rates,
threat-detection statistics protocol number-of-rates =~ >~
FOREHEINE LT,

ggogt I
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e 3wk Bz
T+—L)
1) —2
A&V ERROM 8.3(1) BB O A € U BRARSE ELE Lz,

show threat-detection memory =2~ > RABEA I E L
7o

B zZeot
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



