Cisco Umbrella

Cisco Umbrella TEFE SN TS FQDN R Y v —4 2 — P —FHR Il TE 5 L 91T 57
®, DNS ZEK % Cisco Umbrella ~Y ¥ A L7 T DHEHCT A AEHRETETET, KD b
vy 7 TiX, 7734 A% Cisco Umbrella & #5435 X 9512 Umbrella Connector % #% €9 2 7k
WZHOWTRHB LET,

» Cisco Umbrella Connector (22T (1 ~X—73)

+ Cisco Umbrella Connector O 7 A & o AZH: (3 X—)
s Cisco Umbrella DA KT A v EHIRBFEE (3 —)
» Cisco Umbrella Connector D% E (5 ~<X—)

» Umbrella Connector D (12 ~X—77)

« Umbrella Connector DE =X U 7 (14 X—)

» Cisco Umbrella Connector D JERE (17 ~<—37)

Cisco Umbrella Connector [ZDUNT

Cisco Umbrella Z 9 5354, Cisco Umbrella Connector 2 5% E L C DNS 27 = U % Cisco Umbrella
~NJHEA VLT FTEET, ZHICEY, CiscoUmbrella T7 7 v/ VA RNERIZIL— U A B
DRAAL AT HERAEEL, DNSR—2D®F 2T 4 R o—%EH+T52&n
TEFET,

Umbrella Connector |X., AT LD DNS A L AT g O—ETT, BEAFED DNS A A~
rvary R y—<vFICLY, DNSA VAT 2 g VOREICESWTERE T 0 v 74
L0, FE, BERE Ry T T 5 EICRE LTSS, £ DEXRIT Cisco Umbrella ~fiipk S
NEHA, LIERST, B—HILODNS A 2 AT g RY S —& Cisco Umbrella ® 7 <
7 RR—=ZDRY —D 2 OhRH#ELET,

DNS /L > 7 7w 78R % Cisco Umbrella ~V %A L2 ~3 % &, Umbrella Connector {5 EDNS

(DNS OYLIERERE) L a— R&ZBM L E£9, EDNS L a— Rk, T35 ZikplF1EH, Ak
ID. BEXO®IFAT U FIPT RLAREENTWVWET, 7T U7 RR—Z2DKRY > —TIhb
DEMEFERTHZE T, FQDNOLE 27— a U IEIF TR T 7B A&HIHT 52 &N T
X F9, F72. DNSCrypt ZfEH L TDNS ZRAKE L L, =—HF—H ENHLOIP T KX
DT TAN—ZMRTHZ LB TEET,

Cisco Umbrella .



Cisco Umbrella |
. CiscoUmbrella T2 —F5 4 X X2 T4 RYI—

CiscoUmbrella T2 —T 54X Xal) T4 KR)—

75 K _X—ZA® Cisco Umbrella T ¥ —7F7 A4 XXz TF 4 KU —TiX, DNS/L v 7
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Umbrella 23| L7234 1%, Umbrella A 7V V= h7m2X @ IP 7 KL A% DNS i
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BOTNA XL LTERREINET, T3 AA4IL, 20T F A N THREINIZHAA MIC
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ERELIISEEZ Py 7 T220EI0EEELET, Unbrella U V' A X~D/L— K72 L
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AEXINFET, £, v —I T 7T A4 72 MiE, UmbrellaidiA R2—T W72 > TWBE TN
A A Z iU O WAN #4575 DNS fifik 2 S L7234, 2 @ DNS fifgik 2 5
% 45#5¢ T Cisco Umbrella 2734 /S 2 L ¥,

e —H —|ZHITP 72 X0 H 28-51L. 7 1% T DNS #4347 L Cisco Umbrella
B L7eWAREMEDRN B D 97,

* NAT DNS46 3 L U'DNS64 (IR — b TWEHA, IPvAT KL AL IPV6 7 KL AD
il C DNS ZRZ2ZEHTHZ LITTEEEA,

«EDNS L =— RiZlE, IPv4 & IPv6 Dl fTDORA R 7 L ARG ENE T,
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ATIXDNS BELXOYHTTP/HTTPS 77 4 v 7 BBEINEE A,
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A X X2 VT 4 DOREEEMNAA 4 (FQDN) AV v—%2#HLET, BEOHD N7
T4 T ERIFRDLNNT 7 4 v 72BN TUE, 22— =00 A bbb T r v Sdn,
777 RR—=Z2DRY —|ZHESWCURL 7 A VMK ) U T aFTTH4 0TV V= b 7R
XAV HEA VLT PERET,

ROFNETIX, Cisco Umbrella 2427 Z DR EICELIT LT RY—x2 0 FOT & R ZONWT
MBALET,

1R BHEIIZ

~NVF 2T HF AN E— FTlL, CiscoUmbrella Z#E T 530N EOHL58tF2 )T 4 20T
FRANCTZORIEEFITLET,

FIE
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B ciscoumbrella 54—/ —t 50 CAEEHED A VR F—L

ATvT3

ATy T4
ATy TH
ATvT6

FNA ZADBEETITHTTPS ZH L E 4, ULV — FEARBEZ A VA =T 5 K9
WCERENET,

AF—T W72 > TOWRWEETX, DNS —R"—%2E L TA ¥ —7 = A LETDNS Ly
IT T =T M LET,
B DOV —"—%2fH+25Z &, CiscoUmbrella — N—%RETHIEHLTEET, D
P —R—ZHETHHETEH., DNSA AT g 12 L o T CiscoUmbrella V V' /L3~ H )
YV XA L7 FEaEnET,

* 208.67.220.220

* 208.67.222.222

*2620:119:53::53

©2620:119:35::35
51 :

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

Umbrella Connector D 7 @ —/N)LiRE (7 ~X—)
DNS A vV A7 v a v iR — < v 7 TO Umbrella DA % —7 4k (9 <—) |
Umbrella OB EEfED (10 ~—7)

Cisco Umbrella Z8xH—/\—HM 50D CASIBAZ DA VX —)L

ATy T

Cisco Umbrella 5§k $—/3— & O] THTTPS #f5t & ML T 5 729D, /b— FEFEZ A R —
FTOMENRDY T, YAT LI T RERET H & &I, HTTPS#e 4 L £,
Cisco Umbrella ©, [EBA (Deployments) ]>[#:% (Configuration) ]>[/b— FiFERAE (Root
Certificate) | #BIRNL, FEAFL XY Vn—RLET,

FIE

Cisco Umbrella ZggY— "—D h T 2 FARA v FEER L ET,

crypto ca trustpoint name

FZ A RARA Y M, K128 CFEOLE DA (ctx] or F721% umbrella_server 72 &) %
HAT&EET,

1 -

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa (config-ca-trustpoint) #
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ATy T2

ATvT3

Umbrella Connector 0% A —/\JLEEE .

ZhiE, GEAHEZEEO AT TFH TR TSR L TVET,

enrollment terminal

1 -

ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa (config-ca-trustpoint) #

FEAEE A AR — N LET,
crypto ca authenticate name

ZOFEBECIER LTz b7 R bRA L M OLRTEAS LET, HRICHE, base64 T a—
RSNTGEAEZ ALY A0 £, M0 417 2FE8#(21E, BEGIN CERTIFICATE 174 JX OVEND
CERTIFICATE 1T &2 & 2T EE U,

ciscoasa(config-ca-trustpoint)# crypto ca authenticate ctxl

Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

Umbrella Connector ® 4~ 0 —/\)LEEE

ATvT1

Umbrella 7' 7 — 3 LERE X, 1T, CiscoUmbrella (27 /34 R &85k 5 72 OB 72 APL b —
I UEERLET, Fa— LR ED Umbrella Z N2 T 572012155 TiEdH Y £ A, DNS
AV AR g R — <y 7 TO Umbrella DA 2 —7 U4k (9 R—) OFBIZHE-

T, DNS A v A7 v ary R — <y 7 Th Unbrella 14 R—7 VT ELERH Y E

7

1R BHHEIIZ

* CiscoUmbrella % v N U —2 T /34 2 ¥ 2 78— R (https:/login.umbrella.com/) (2w 2
A2 L., MRONEROX Y FT—=7F XA ZADAPI b—7 o E#RAELET, b—27 0%,
16 X DT, 72 & 2 1E. AABBAS9AOBDEI485C912AFE (2720 £4, itk xR v |k
T — 27 F XA A0 APl ¥ —% Umbrella % v > 2R — R B4R L £1,

¢ Cisco Umbrella B gk — —DFFAELZ 4 > X v—/L LET,

FIE

Umbrella 2> 7 4 Fab—v g v T— RERBLET,
umbrella-global
1)

ciscoasa(config)# umbrella-global
ciscoasa (config-umbrella) #
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. Umbrella Connector ® %' O0—/\JLERTE

ATy T2

ATvT3

ATv74

ATvTH

Cisco Umbrella ~D X EXIZ M E 72 API b—2 U ZRELE T,
token api-token
5 -

ciscoasa(config)# umbrella-global

ciscoasa (config-umbrella)# token AABBAS59A0BDE1485C912AFE

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

(f£&) DNS A v A7 v 3 KR ¥— <7 TDNSerypt &1 F—7 VT H551F. &%
PG U CREHZEOMEEIZ DNScrypt 7' B3, X —DNBF—2HETEET, F—2REL
WA, BERA SN TWDET 7 4/ OB —ARGEECEHR S E 1,

public-key hex_key

F—1L 3234 FD 16 #EHAE T, 23 FZ&Iican  TRYUI- 7= ASCII @ 16 HEEAE 2 A
HLFEFT, F—FEIL79 31 FTT, ZDF—I% Cisco Umbrella 2> 5 L F9,

F 74k B—I%
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79 T
7,

7 4V hOABF—OMEAICETICIE. no publickey E AN LET, FRELEF—1X. &
W22 &b, avr ROno A A—Ya BT HZ b TEET,

&1

ciscoasa (config-umbrella) # public-key
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04 :BFAB:CA43:FB79

EE) 74 VXA LT MERELET, TOFEMPRIET L ETH— =05 DREN
VRS, 747 FoD Umbrella — R —~O#RHIHIR SN E T,

timeout edns hh:mm:ss

X A 57 v b i hours:minutes:seconds DIEF T, 0:0:0 ~ 1193:0:0 DFFH CTIHRETE LT, T
7 L MiE0:02:00 (24y) T,

1 :

ciscoasa (config-umbrella)# timeout edns 00:01:00

({E£E) Umbrella D NA RAZMTER O — N RAAL VA ERELET,

Cisco Umbrella Z /34 XA T BNEDH S DNS ER T —HL RAL U EEEL, bz
RIEWIAD DNS f— _R—CEHEBENTH 2 N TE £, 7-& 21E. T X TONEBE T
HENDZEEBEL T, WEEDNS — =Tk D KA A DT R TOLFI AR TE
i‘j‘o
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ATvT6

DNS f Y RRH <3y KY Y— 2 FT0 Umbrella o« x—T it ]

O—W) RAAL A EEHSEANTEET, LEL U TAREZERT 2 ERERAERL, K
WIERER Y T2 ~ v TEER L TROa~ > RTRELET,

local-domain-bypass {regular_expression | regex class regex_classmap}

1 -

ciscoasa(config)# umbrella-global
ciscoasa (config-umbrella)# local-domain-bypass example.com

(EE) #/H45 DNS EREZMIRT 5, T 7 4/ FEIFLD Cisco Umbrella DNS —/R—D 7
RLAZBRELET,

resolver {ipv4 | ipv6} ip_address

a~vy REM@EBNCATI LT, 77 4/4 FPSD Umbrella U Y L7830 IPv4 35 L OVNPv6 7 R L A
EERTEET,

51

ciscoasa(config-umbrella)# resolver ipv4 208.67.222.222
ciscoasa(config-umbrella)# resolver ipvé 2620:119:35::35

DNS f VARS S 3 R)— Ty TTO Umbrella DA =— )Lt

ATy T

7 11 —/3)L Umbrella % € DAL, T34 ADBGEBIODNS Ly 7 T v 7 VEA LT FD
HIMIZB N T TIEH Y FHA, 77T 4 7RDNSA A7 2 g o O—Hf & LT Umbrella
BT 5MERHY 9,

Umbrella % preset dns map DNS A A7 ¥ g R —< v FITBMLT, Za—rULZ
A FZ—TNMZTBHZENRTEET,

21l BARAE~A RENTZDNS A VAT g VEFHLT, BR324 0273 0 R
Vo—=vw 7R D T 74y 7 7T ACHMAT HHETEL. Umbrella 9 —E A &2 M3 L
TEITTAT LA R—=TNMTTDHHEND Y 97,

WROTFNETIX, Umbrella % 7 10— )W 5 HIEIZOW T L ET, I AZ <A XEZh
72DNS R v — <=7 NHDHLGEIL. DNSA LV AXRT v ary R v— <y 7ORE 22
LTL &N,

FIE

preset dns map f VAT v a R V—v v T EFEEL, NTA—FREE—RNEASNLE
ED

ciscoasa(config) # policy-map type inspect dns preset_dns map
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p) #
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Umbrella % A x—7 /W L, HEG L TT /3 A2 H T 5 Cisco Umbrella DR U o —4 %
BEeLEd,

umbrella [tagumbrella_policy] [fail-open]

2 7%, Cisco Umbrella TEFRSINT-ARY > —DL4RTI T, BELHIT Cisco Umbrella 12 & - T
TAALAZRY =REVEToNET (KU =23 FET 258) . NY U—miHELR
WAL, T 740 O ACL A S E T,

Umbrella DNS #— /S =23 T X 72\ 5512 DNS fRR 2 BifE S & 51214, fail-open ¥ — 7 —
REZEBMLET, 7xz—/L F—7F 2 DIRHEET Cisco Umbrella DNS ¥ — S— M T X 72 W)V
BlE. ZoORY — < v 7T Umbrella BIENT ¢ E—7/LI272 0 DNS BR%EZ A7 A EIC
FRE SALTZMLD DNS H— 33— (FFIET 5%4) ICBEI T 5 X 512720 £9, Umbrella DNS
= N—RHEFHAEICRD L, R o=~ IENOOMHEEHLES, 2ot
Ta UNEENTORNES . DNS ZRRITEZEAFED Umbrella U > /LS~ E) LiciT % D T,
ISEITR G SN EE A,

51

ciscoasa (config-pmap-p) # umbrella fail-open

(fE&) DNScrypt & A F—7 VI L TT /31 A & Cisco Umbrella [t O#z#: & k54 L £ 7,
dnscrypt

DNScrypt ZHNZT 5 &, Umbrella ) Y /LN EDF =55 AL v RRBIMAESNET, F—%
ALy Rid, 1T EIZU I ANREDNY Ry oA 7 2FATL, B LWREHETT A A
Z BT L £, DNScrypt TIZUDP/M443 Z I+ 2720, £DOR—FBDNS A AT v g v
T 27 723~y FIZEENTWAZ L ZMERTHLERDHVET, T 74NV DA A
Ry vay 7T AZIEDNS A VAT Vg I UDP/A43 N TIZEEN T ET,

51

ciscoasa (config-pmap-p)# dnscrypt

il

ciscoasa (config)# policy-map type inspect dns preset_dns_map
config-pmap) # parameters
config-pmap-p) # umbrella fail-open

config-pmap-p) # dnscrypt

ciscoasa
ciscoasa
ciscoasa

Umbrella 0 & $%HE:2

Umbrella ® 7 02— S VEEER FEIT L. DNS A > A7 3 5 > C Umbrella A4 X —7 M LT
5. T /31 A5 Cisco Umbrella [ Z#fe L CHEEREITH LERH Y £9°, Cisco Umbrella (27
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Umbrella ) 2§32

NAZXID PRESNTNDENE I DEMHERTHZ LT, BENPEFICET LENE I g
Frv 7 TEET,

RN —E AR > —OFFHERZ R L. Umbrella DB ERFEIFRZ R L ET, 2 I,
Cisco Umbrella TH#H SN HHR Y > — (¥ 27) | #kid HTTP A7 —X% A (401 X APl ~—7
UMNIELL RWZ AR L, 409 13T /34 A9 TIZ Cisco Umbrella ICfFETH 2 & 2 L E
T) . BIOT AL ZRAIDBRENTHDLILERD D £77,

Umbrella® U Y /L REFRTIL, VI ANRNEIRECTHDHZ LA RTILITTEERA, BINEK
DOBET., 77 BAHIEARY > —TZNHDIP 7 KL AZ%kT % DNS BENBEWTNS Z &
ERERLET, ZHUT—FFZRRMOFTREE S H Y £, v—T 4 VT OREEZRL TV 5D
BEbHY ET,

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override O

message-length maximum client auto, drop O

message-length maximum 512, drop O

dns-guard, count O

protocol-enforcement, drop 0

nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa

Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53

Umbrella: bypass 0, req inject 0 - sent 0, res recv 0 - inject 0
local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1

F, FTar 74 Xal—ray (RIS —~vvFTOT7 4 AZUHE) LHERCTEXET, &
Jy— w7 DOumbrella 2~ FEHEH LT, TAADERRLET, ZOa~v RaeAg
F—=TMZLThH, T RAID ZEERET D LTI TEETA, ROFIT, HHEMHmEL
THET A ERER T LET,

ciscoasa(config) # show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760f£dd6d3
no tcp-inspection
policy-map global policy
class inspection_default
inspect dns preset dns map
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Umbrella Connector 0) {5

WD kB > 7 TlL, Umbrella Connector D% EIZEIT 22~ L £,

5l - 5 O—/\JLDNSA Y ARY L3 R —TOUmbrellad) A —
7Lt

WOFITiE, Umbrella 2 7' 10— S)U A 2 —T W T B HEEZRLET, ZORTETIE. T
7 4V EOABF—%EEH L TDNSerypt # A X —7 /W LET, T 74 /L kO Cisco Umbrella
IUH—TTARX X2 VT 4 R —FEID Y TET,

ciscoasa(config)# crypto ca trustpoint ctxl

ciscoasa(config-ca-trustpoint)# enrollment terminal

ciscoasa (config-ca-trustpoint)# crypto ca authenticate ctxl

Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself
MIIE6jCCA9KgAWIBAGIQCIUI1VwpKwF9+K11wA/35DANBgkghkiGOwOBAQs FADBhMOsSWCQYDVQQG
EwJVUzZEVMBMGA1UEChMMRG1naUN1cnQgSW5 jMRkwFwYDVQQLExB3d3cuZGlnaWNlcnQuY29tMSAw
HgYDVQQODExdEaWdpQ2VydCBHbG91iYWwgUm9vdCBDQTAeFw0yMDASMjQwMDAwWMDBaFw0zMDASMjMy
MzUS5NT1aME8xCzAJBgNVBAYTA1VTMRUWEWYDVQQKEwxEaWdpQ2VydCBJbmMxKTAnBgNVBAMTIERpP
Z21DZXJ0IFRMUyBSUOEgUOhBMjU2IDIwMjAgQOEXMIIBI jANBgkqhkiGOwOBAQEFAAOCAQSAMIIB
CgKCAQEAWUuzZUdwvN1PWNvsnO3DZuUfMRNUrUpmRh8sCuxkB+Uu3Ny5CiDt3+PEO0J6agXodgojl
EVbbHp9Yw1lHnLDQONLtKS4VbL8X1fs7uHyiUDe5pSQWYQYE9XEOnw6DAng9/n00tnTCIJRpt8OmMRDt
V1F0JuJ9x8piLhMbfyOIJVNvWTRYAIUE//i+plhJInuWraKImxW8oHzf6VGolbDtN+I2tIJLYrVJ
muzHZ9bjPvXjlhJeRPG/cUJIWIQDGLGBAfr5yjK7tI4nhyfFK3TUgqNaX3sNk+crOU6JWvHgXjkkD
Ka77SU+kFbn081wzZV2lreacroicgE7XQPUDTITAHk+qZ9QIDAQABo4IBrjCCAaowHQYDVROOBBYE
FLdrougoqgoSMeeq02g+YssWVdrnOMB8GA1UdIwQYMBaAFAPeUDVWOUy7ZvCj4hsbw5eyPdFVMA4G
A1UJDWEB/wQEAwIBhjAdBgNVHSUEFjAUBggrBgEFBQCDAQY IKWYBBQUHAWIWEGYDVROTAQH/BAgW
BgEB/wIBADB2BggrBgEFBQCBAQRGMGgwJIAY IKwYBBQUHMAGGGGhOJHA 6Ly 9vY3NWLmMRpZ21jZXJ0
LmNvbTBABggrBgEFBQcwAoY0aHROcDovL2NhY2VydHMuZGlnaWNlcnQuY29tLORpZ21DZXJOR2xV
YmFsUm9vdENBLmNydDB7BgNVHR8EdDByMDegNaAzhjFodHRwOi8vY3JsMy5kaWdpY2VydC5jb20v
RG1naUN1lcnRHbG9iYWxSb290Q0EuY3JsMDegNaAzhjFodHRwOi8vY3JsNC5kaWdpY2VydC5jb20v
RG1naUN1lcnRHbG9iYWxSb290Q0EuY3JsMDAGA1UdIAQpMCcwBwYFZ4EMAQEWCAYGZ4EMAQIBMAQG
BmeBDAECAjAIBgZngQwBAgMwDQYJKoZIhveNAQELBQADggEBAHert3onPa679n/gWlbJhKrKW3EX
3SJH/E6£7tDBpATho+vFScH90cnf jK+URSxGKgNjOSD5nkok1EHIqdninFQFBstcHL4AGw+oWv8Z
u2XHFq8hVtlhBcnpj5h232sbOHIMULkwKXq/YFkQZhM6LawVEWwtIwwCPgU7/uWhnOKK24 fXSuhe
50gG66sSmvKvhMNbg0qZgYOrAKHKC jxMoiWJKiKnpPMzTFuMLhoClw+dj20t1Qj7T9rxkTgl4Zxu
YRiHas6xuwAwapu3r9rxxZf+ingkquqTgLozZXq8oXfpf2kUCwA/d5KxTVtzhwoT0JzI8ks5T1KE
SaZMkE4£97Q=

quit

INFO: Certificate has the following attributes:

Fingerprint: 345effl5 b7a49%9add 451b65a7 fdbdcbae

Do you accept this certificate? [yes/no]: yes

Trustpoint 'ctxl' is a subordinate CA and holds a non self-signed certificate.

Trustpoint CA certificate accepted.

% Certificate successfully imported
ciscoasa (config) #

ciscoasa(config)# dns domain-lookup outside

ciscoasa (config) # dns domain-lookup inside
ciscoasa(config) # dns name-server 208.67.220.220
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Bl: HRELA VARG a2y RYD—EFERALIA V82 —T 24 X LTOH Umbrella D1 ~—J)L{t .

ciscoasa(config) # umbrella-global

ciscoasa(config-umbrella)# token AABBAS59A0BDE1485C912AFE

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

ciscoasa (config) # policy-map type inspect dns preset_dns_map
config-pmap) # parameters

config-pmap-p) # umbrella

config-pmap-p) # dnscrypt

ciscoasa
ciscoasa
ciscoasa

Bl : hARZLA VARG 3 R O—%#FRALIA 3 —T A
X ET® Umbrella 1 12— 7 JL{L

WIZ, BFED T 7 4 7 275 AT Umbrella 4 21— /WIZT 56]% /R LET, Umbrella [T
DNS/UDP D s T 7 4 v 7 DN A o H—T = ATDIHA F—T7 /W70 £9, DNScrypt 73
AR=T IR >TWDTed, T 7 47 7T A2 UDP/A43 28T 2 LR H Y £,

Mypolicy| (Cisco Umbrella TEE) L WIHOARDZ L H—T T4 X tX2 T 4 R —
DA S ET,

ciscoasa(config)# crypto ca trustpoint ctxl

ciscoasa(config-ca-trustpoint)# enrollment terminal

ciscoasa (config-ca-trustpoint) # crypto ca authenticate ctxl

Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself
MIIE6jCCA9KgAWIBAGIQCIUI1VwpKwF9+K11wA/35DANBgkghkiGOw0OBAQs FADBhMOsSWCQYDVQQG
EwJVUzZEVMBMGA1UEChMMRG1naUN1cnQgSW5 jMRkwFwYDVQQLExB3d3cuZGlnaWNlcnQuY29tMSAw
HgYDVQQODExdEaWdpQ2VydCBHbG91iYWwgUm9vdCBDQTAeFw0yMDASMjQwMDAwWMDBaFw0zMDASMjMy
MzUS5NT1aME8xCzAJBgNVBAYTA1VTMRUWEWYDVQQKEwxEaWdpQ2VydCBJbmMxKTAnBgNVBAMTIERpP
Z21DZXJ0IFRMUyBSUOEQUOhBMjU2IDIwWMjAgQOEXMIIBIjANBgkghkiG9wOBAQEFAAOCAQS8AMIIB
CgKCAQEAWUuzZUdwvN1PWNvsnO3DZuUfMRNUrUpmRh8sCuxkB+Uu3Ny5CiDt3+PEO0J6agXodgo]jl
EVbbHp9YwlHnLDQONLtKS4VbL8X1fs7uHyiUDe5pSQWYQYE9XEONnw6Ddng9/n00tnTCIRpt8OmMRDt
V1F0JuJ9x8piLhMbfyOIJVNvWTRYAIUE//i+plhJInuWraKImxW8oHzf6VGolbDtN+I2tIJLYrVJ
muzHZ9bjPvXjlhJeRPG/cUJIWIQDGLGBAfr5yjK7tI4nhy fFK3TUgNaX3sNk+crOU6JWvHgXjkkD
Ka77SU+kFbn081wzZV2lreacroicgE7XQPUDTITAHk+qZ9QIDAQABo4IBrjCCAaowHQYDVROOBBYE
FLdrougogoSMeeq02g+YssWVdrnOMB8GA1UdIwQYMBaAFAPeUDVWOUy7ZvCj4hsbw5eyPdFVMA4G
A1UJDWEB/wQEAwIBhjAdBgNVHSUEFjAUBggrBgEFBQCDAQY IKWYBBQUHAWIWEGYDVROTAQH/BAgW
BgEB/wIBADB2BggrBgEFBQCBAQRGMGgwJIAY IKwYBBQUHMAGGGGhOJHA 6Ly 9vY3NWLMRpZ21jZXJ0
LmNvbTBABggrBgEFBQcwAoY0aHROcDovL2NhY2VydHMuZGlnaWNlcnQuY29tLORpZ21DZXJOR2xv
YmFsUm9vdENBLmNydDB7BgNVHR8EdDByMDegNaAzhjFodHRwOi8vY3JsMy5kaWdpY2VydC5jb20v
RG1naUN1lcnRHbG9iYWxSb290Q0EuY3JsMDegNaAzhjFodHRwOi8vY3JsNC5kaWdpY2VydC5jb20v
RG1naUN1lcnRHbG9iYWxSb290Q0EuY3JsMDAGA1UdIAQpMCcwBwYFZ4EMAQEWCAYGZ4EMAQIBMAGG
BmeBDAECAJAIBgZngQwBAgMwDQYJKoZIhveNAQELBQADggEBAHert3onPa679n/gWlbJhKrKW3EX
3SJH/E6£7tDBpATho+vFScH90cnf jK+URSxGKgNjOSD5nkok1EHIqdninFQFBstcHL4AGw+oWv8Z
u2XHFq8hVtlhBcnpj5h232sbO0HIMULkwKXq/YFkQZhM6LawVEWwtIwwCPgU7/uWhnOKK24 fXSuhe
50gG66sSmvKvhMNbg0qZgYOrAKHKC jxMoiWJKiKnpPMzTFuMLhoClw+dj20t1Qj7T9rxkTgl4Zxu
YRiHas6xuwAwapu3r9rxxZf+ingkquqTgLozZXq8oXfpf2kUCwA/d5KxTVtzhwoT0JzI8ks5T1KE
SaZMkKE4£97Q=

quit
INFO: Certificate has the following attributes:

Fingerprint: 345effl5 b7a49%9add 451b65a7 fdbdcbae
Do you accept this certificate? [yes/no]: yes
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Trustpoint 'ctxl' is a subordinate CA and holds a non self-signed certificate.

Trustpoint CA certificate accepted.

)

% Certificate successfully imported
ciscoasa (config) #

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config) # dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

ciscoasa(config) # umbrella-global
ciscoasa (config-umbrella)# token AABBAS59A0BDE1485C912AFE

ciscoasa(config) # policy-map type inspect dns umbrella-policy
ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p) # umbrella tag mypolicy

ciscoasa (config-pmap-p) # dnscrypt

ciscoasa(config) # object-group service umbrella-service-object

ciscoasa (config-service-object-group) # service-object udp destination eq domain
ciscoasa (config-service-object-group) # service-object udp destination eq 443

ciscoasa(config)# access-list umbrella-acl extended permit
object-group umbrella-service-object any any

ciscoasa(config) # class-map dns-umbrella
ciscoasa(config-cmap) # match access-list umbrella-acl

ciscoasa(config) # policy-map inside-policy
ciscoasa (config-pmap)# class dns-umbrella
ciscoasa(config-pmap-c)# inspect dns umbrella-policy

ciscoasa(config) # service-policy inside-policy interface inside

Umbrella Connector D =4 1) >4

Z ZTiX. Umbrella Connector % & =% —9 5 FIEIZHOW TR L ET,

Umbrella Y—E X R —D#HEHBEHRDE=R ) 25T

Umbrella 4 X —7 2T 5 &L, DNS £ 2 A2T 3 g o OFEHER O L

TEET,

show service-policy inspect dns [detail]

A 2 T 5 #R

detail ¥ — U — R&fEA LRV E, X TOREARMRDNS A AT a2 v H & Unbrella
DOREEFERNFTRINET, AT —F A 7 4 —/)L NIZ, > AT AT Cisco Umbrella ~D %k %
AT 572D HITP AT —# A a— R&EfEELE T,

UL RERRE, AT O Umbrella —"N—%2/R LET, ZNODEFRIZE T, —r3—
DISER LD E D i, EITBIEY — A —MEHATREN L S &Il 272D AT AT
Y= R—=2TA=THNLI PPN EY, 72—V =T T—FDOHE, Y AT LT
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Umbrella 4 —E 2 K1) o —ogitEgoz=421>7 |

DNS ZR N S U O DNS H— 3 — GREINTWDHEHE) IBEILE3, ThlidtoE—
RD%6 . Umbrella ¥ — R — 3B O IL DNS ZER CInE 2 BGCTE £H A,

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0

message-length maximum client auto, drop 0

message-length maximum 512, drop O

dns-guard, count 0O

protocol-enforcement, drop O

nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa

Unbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé6 resolver: 2620:119:53::53

Unbrella: bypass 0, reg inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1

AR ) TIE, DNSerypt #taHE# & S o F—FRshET,

asa (config) # show service-policy inspect dns detail
Global policy:
Service-policy: global policy
Class-map: inspection default
Class-map: dnscrypt30000
Inspect: dns dns_umbrella, packet 12, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop 0
message-length maximum 1500, drop O
dns-guard, count 3
protocol-enforcement, drop O
nat-rewrite, count 0
Umbrella registration: mode: fail-open tag: default, status: 200 SUCCESS,
device-id: 010af97abf89abc3, retry 0
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53
Umbrella: bypass 0, reqg inject 6 - sent 6, res recv 6 - inject 6
local-domain-bypass 10
Umbrella app-id fail, count 0
Umbrella flow alloc fail, count 0
Umbrella block alloc fail, count 0
Umbrella client flow expired, count 0
Umbrella server flow expired, count 0
Umbrella request drop, count O
Umbrella response drop, count O
DNScrypt egress: rcvd 6, encrypt 6, bypass 0, inject 6
DNScrypt ingress: rcvd 18, decrypt 6, bypass 12, inject 6
DNScrypt length error, count 0O
DNScrypt add padding error, count 0
DNScrypt encryption error, count 0
DNScrypt magic mismatch error, count 0
DNScrypt disabled, count 0
DNScrypt flow error, count O
DNScrypt nonce error, count O
DNScrypt: Certificate Update: completion 1, failure 1
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DNScrypt Receive internal drop count 0

DNScrypt Receive on wrong channel drop count 0

DNScrypt Receive cannot queue drop count 0

DNScrypt No memory to create channel count 0

DNScrypt Send no output interface count 1

DNScrypt Send open channel failed count 0

DNScrypt Send no handle count 0

DNScrypt Send dupb failure count O

DNScrypt Create cert update no memory count 0

DNScrypt Store cert no memory count 0

DNScrypt Certificate invalid length count 0

DNScrypt Certificate invalid magic count 0

DNScrypt Certificate invalid major version count 0

DNScrypt Certificate invalid minor version count 0

DNScrypt Certificate invalid signature count 0

Last Successful: 01:42:29 UTC May 2 2018, Last Failed: None

Magic DNSC, Major Version 0x0001, Minor Version 0x0000,

Query Magic 0x714e7a696d657555, Serial Number 1517943461,

Start Time 1517943461 (18:57:41 UTC Feb 6 2018)

End Time 1549479461 (18:57:41 UTC Feb 6 2019)

Server Public Key
240B:11B7:AD02:FAC0:6285:1E88:6EAA:44E7:AESB:AD2F:921F:9577:514D:E226:D552:6836

Client Secret Key Hash
48DD:E6D3:C058:D063:1098:C6B4:BA6GF:D8A7:FO0F8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE

Client Public key
6CB9:FA4B:4273:E10A:8A67:BA66:76A3:BFF5:2FB9:5004:CD3B:B3F2:86C1:A7EC:A0B6:1A58

NM key Hash
9182:9F42:6C01:003C:9939:7741:1734:D199:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

Umbrella @ syslog * v &—2DE=421) %
K@ Umbrella BIH D syslog A v — T % E =X —TXET,
« [%ASA-3-339001: DNSCRYPT certificate update failed for number tries. |

Umbrella %r—/N—=~D/L— FRFIET D Z L BROHIA ¥ —7 = f ARERSIIE
BICHRE L T\ B = & ARER LT 7280y, 7. DNScrypt FICRHE S A7 ABF — A

ELWZ & HER L TL 72&Vy, Cisco Umbrella 2> 58 LWV — &2 BfG 4 5 LEWMRA L 5

BEnd £,

« [%ASA-3-339002: Umbrella device registration failed with error code error_code. |
FrT— a—FORFZ, kKOLEY TH,

2400 : EROEXFE T2 o T o VICHERH Y F3, b—2 UNETI D50, B
LTWABAREENRHY £, F—2Z v Umbrella® v afRh— RO h—27 & —F L
TWAZ EEMRLTLSTESN,

©401 : API F—7 U BRI TWER AL, P72 VEFRTE L TLZ XV, Umbrella
KoL alm—RO =7 ERmHTH581E, LTHLWE—7 U ZFHL TS
AN

« 409 : TNA A ID BRIOHME & BEE L TWET, MEORNEIZ- DOV T Umbrella & #
FITHERR LT F &,
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+ 500 : NEBH—"— =T —, MBEONEIZ OV T Unbrella BEEEICHERL T EX
VY,

+ [9%ASA-6-339003: Umbrella device registration was successful. |

» 1%ASA-3-339004: Umbrella device registration failed due to missing token. |

Cisco Umbrella 7>% API b—72 > ZHf5 L. Umbrella ® 7 00— N )LERE CTRET D LEN
HYFEI,

+ 1%ASA-3-339005: Umbrella device registration failed after number retries. |
syslog 339002 A v E—VZfER L, BIETHOMNEOSH LT —ERELET,
« [%ASA-3-339006: Umbrella resolver |P_address is reachable, resuming Umbrella redirect. |

DA yE—ViE, VAT LAPFHELEFICEELTWAZ LEARLET, TDRD, L
TV EHY FHA,

+ [%ASA-3-339007: Umbrella resolver IP_addressis unresponsive and fail-close mode used, starting
probe to resolver. |

Tx—)b 78— FE— FEfHLTWAD, Unmbrella DNS H— =024 T A VIR
% F TDNS ZRICHTHINEERGTE A, MENRELARWEGESIE, VAT A0
5 Umbrella —/N—~D/L— N RFEETHZ &, BLOT 7B AFHIHA Y o —TH—/3—
~DODNS 77 4 v I RHFAISNTNDZ EZMHERLTITEIN,

Cisco Umbrella Connector O & &

T2y h 74—
HEEA L)) —2R 5 BA
Cisco Umbrella #- 78— K, 9.10(1) Cisco Umbrella TEZHINTWA =X —F 574 X EFx =

T4 R — o — P —EIE A TE 5 X 9 I DNS #k A
Cisco Umbrella ~V Z A4 L 7 b5 XD ZT A AEHETE
F9, FQDNIZESWTHR AT £ 7ry 7 TEET,
F721E, % LV FQDN OFE 13 Cisco Umbrella f 7 VU ¥ =
YhTeF U= =% YU X A L7 NLTURL 7 4 /L&
v T FEITTEET, Umbrella DR EIL, DNSA » A7 L g
VARV I EENTVET,

umbrella, umbrella-global, token, public-key, timeout edns,
dnscrypt. show service-policy inspect dns detail D& =~
R2NBMEZIIERENE LT,
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T3y bT4—
HERESR L) )—R SR BA
Cisco Umbrella @584k, 9.12(1) Cisco Umbrella Z /NA /RATHMERNH L —T1 /) RAA 4

FRETETEARLOICRDELE, 26D KA A D DNS 3
KiZ., Umbrella Z ZLEEH4"DNS S — R —|ZEBEEE SN E T,
F 72, DNS ZROEFIZAEH T % Umbrella $—/3— 4 FiE T
X5 L9220 EL, E5IZ, Umbrellar— " —%fHTX
WA, DNSERN 7 8 v 7 &7 X 912, Umbrella
AR gy R =T =)L =T UNCERETH
EMTEET,

local-domain-bypass, resolver, umbrellafail-open D% =2~ >
R2OVBINEZIIEESINE LT,
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