S

OClI ~® ASA {R18 DEA

Oracle Cloud Infrastructure (OCI) 1Z ASA {4 #E A TE £ 9,
o HEE (1 =)

 BESRM 3 X—2)

s HEFHELGFEE 4 —)

e X NU—Z7 bR ol (6 2—)

« ASA fFAR oEFE AN (6 X—)

cOCI LD ASARAE A L AR LV A~DT 7 A (14 _—)
s N TFTNTa—=T a7 (17T N—)

OCLIZ., AT 7 VR 2R D E VR A FEETT 7V r—3a Ly 2 F(TTE 537
Vo7 799 Ravta—7 407 $—ER2TT,

ASARAE X, WHIASARIR LRI Y 7 b =T #FITLC, BT +—L7 7 7 XIZBWT
FREE DX 2 U T HEREA IR L £ 3, ASARAR X, /X7 U v 7 OCI TR T T,
FTOBHEEEITH Z LT, FfofBE Lblcalr—ra v Z2REA, B0, 37 5%
FRBLOYHTFT -2 Z—D U — n— R {R#ETXET,

oCloarvtEa—TFa429z47

A TNE A VAZ U AZEY B TEND CPUDE., AEFVDOE, BIOREOMDY vV —
AEPRESTDHT 7 L— b T, ASARAR I, ko TEHE L] OOCI v =A T XA T %
YR —=FLFET,

R1:x86 7704 A bTHR—bENBaVEa—b+boza4F

ocl>zA47 HR—bEShTW|EH A23—TI4R
% ASAv D/\— c
Say oCPU RAM (GB)
LTI 9.19 LAKE 8 120 /N4, K8
VM.DenselO2.8

0Cl ~ ASA {78 DEA .
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ocl>cA7 HR—bEShTW|EH AUB—TTA4R
% ASAv D/\— =
Sov 0 RAM (GB)
AT 9.19 LIk 4 48 R4, K4
VM.StandardB1 .4
AT 9.19 DLk 4 96 /N4, K8
VM.StandardB1.8
AT 9.19 DLk 4 28 R4, K4
VM.Standard1.4
AT 9.19 DLk 8 72 /N4, K8
VM.Standard1.8
AT 9.15, 9.16., 4 60 /N4, K4
VM.Standard2.4 9.17. 9.18.
9.19. 9.20.
921, BEU9.22
LARE
IntelVM.Standard2.8 | 9.15. 9.16, 8 120 B4, KRS
9.17. 9.18,
9.19. 9.20.
921, BL1U9.22
LARE
AT 9.19 LIk 4 16 w4, K4
VM.Standard3.Flex
9.19 LIk 6 24 /N4, K6
9.19 DK 8 32 UM N PN
AT 9.19 DLk 4 16 /N4, K8
VM.Optimized3.Flex
9.19 DAk 6 24 /N4, K10
9.19 LIk 8 32 /N4, FK 10
AMD 9.19 DK 4 16 /a4, k4
VM.Standard.F4 Flex
9.19 LIk 6 24 /N4, K6
9.19 DIk 8 32 /a4, K8

Y

GE)

Flex A Ea— b= T2MEMTLL2B/IOLET,
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A\

(G¥)  VM.Standard.A1.Flex > = A 7®¥4 . 10CPU I 1 vCPU ITHHY LT,
BOoara—bhr=d 7OEE, 10CPU X2 VvCPU IZHHY LET,
PR — k&N 5 vCPU O K#IE 16 (8 {HD oCPU) T,

Oracle Cloud Infrastructure (OCI) 1%, R® OCl > = A 7 &% A 7T Cisco ASA Virtual % ¥ 7~— b
l/ \i —a—o

* VM.Standard2.4 (ASAv5, ASAv10, 35X TN ASAv30)

« VM.Standard2.8 (ASAv50 35 L T8 ASAv100)
cASARABIZIE., D &b 30D, v H—T = A ANRNKETT,
N= 2 ASAEAR9.19 LI THR—hENTWDH OCL 2 B2 —T 4 7 = A TOfA]
B A HELE IR,
cOCI~¥—4 v N LA AL A= N"—T 5 20919.1-v3 LLFEIE. ASA {48 9.19 LI D OCI
I a—TFT 4T A T DLEBMERHY £
cASARAB 9 I9 LU THR—FENTWVWHOCI 2o B a—TF 4 7oA FliE, FLVE
B COABHTE 9,

cOClarEa—T 40 A7 N—52919.1-v3LLEIL, ASA K42 9.19 LV EiD
OClavEa—F 4o oA N"—g U2 LT ASA AR TR I VM %
Ty T L—RTHZEEHBENRDH Y T A,

A LVAB LU ATy RE TV LT TE, VM Densel028 2 Vo —F 4 07 3= A
W T AT VT a OIS E T, FEMICOWTIZ, OCIO F¥ = A v h &S
LT IEEN,

2—H—|X, OCI TT H > h%&/ERK L. Oracle Cloud Marketplace ?® Cisco ASA (KR ~7 7 A 7
4+ —/L (ASARAR) B AR L Carta—F 4o /A AX U AEREL, OCIDY =
A T ERENL T,

HITR S

« https://www.oracle.com/cloud/sign-in.html C7 % 7 > kB L £ 7,

« ASA AR ~D T A & A H, ASARARICT A B A& 592 £ Tid, 100 [l DL
&£ 100Kbps D A )L—"7" DB A] S DHMERET— R THEITSNFE T, [Licenses: Smart
Software Licensing] Z#ZM L T I,

0Cl ~ ASA {78 DEA .


https://docs.oracle.com/en-us/iaas/Content/Compute/Tasks/restartinginstance.htm#resource-billing
https://www.oracle.com/cloud/sign-in.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html

0Cl ~D ASA 8 DEA |
B sssacsnss

A

GE)  ZHE TASAVirtual A A a B L T2 _RTOT 7 4
VDY 7 by = T FIHER TIPv6 DR EN I A — F ZILET,

A VBT = A ADELE
EH AL HE—T (R
s NI LU A v X —T =1 A
o (fFE) BMOY7Txv + (DMZ)
« WBE /SR

cEHIA L H —T 2 A X ASDMIZ ASA AR 28T ARSI N, N T 74>
7 OFBIIIFEHTE EHA,

AL H—T = A A (W)  NEHRA MZ ASA (K8 25T 570 A S h
i—é—o

A L H—T A A (WH) ASAMB 2T Y v 2y NU—J TS DT
DIEHENET,

eDMZ A v X —T A A ((£E) :DMZ * v MU —27I2 ASA {8 ki3 57201
fEHENET,

o ASA AR o 27 AEEEIZ OV, Cisco Secure Firewall ASA O Bl [33E8] &M L C
<TEEW,

FIEFEEHIRNSEIA

HR— b Sh HHEE

OCI ED ASA AR X, OMREE AR — FLTWET,
«OCIR#Z 77 Ky hU—2 (VCN) TOJEH
o f VAL U ABHTZ0 K16 EHO vCPU (8 {H D oCPU)
N—T vy RE—F (F7H4/1 1)
« 74 A : BYOL D&% AR — |k
» Single Root I/O Virtualization (SR-IOV) % #7AK—
« IPv6

. 0CI ~® ASA {718 DB A


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| oci~a AsAfR#E DEA

ASAREE RAY—bSAEVRADINT+—T VAR

ASA AR 13, BABEMICHESNW TR D A)—T" > F L~UL & VPN ##5il (R 2 #2925 /%
T —~ AR S (2 A Y AR— N L TCWET,

sesmennszd

NITA—TRBER (A VRAVRA4T | L— MR RAVPN v < 3 Ul
(2 7/RAM) R
ASAv5S VM.Standard2.4 100 Mbps 50
4 277/60 GB
ASAv10 VM.Standard2.4 1 Gbps 250
4 2177/60 GB
ASAv30 VM.Standard2.4 2 Gbps 750
4 277/60 GB
ASAvV50 VM.Standard2.8 NA 10,000
8 =277/120 GB
ASAv100 VM.Standard2.8 NA 20,000
8 =77/120 GB

HiR— kSR
OCI Eo> ASA A8 1%,

WOHREZ VR — M L TWERA,
« ASA A8 = A 7 + 7 HA

c NTFUART LU MNA Y TA VN T T— R

e LF ALFERA R E— R

HREIE

» OCI 12 ASA 48 # BB T D546,

NEEA,

cOCHIT a7 NAHX v 75— R (IPv4 3 L IPv6)

Mellanox 5 |% SR-IOV E— RD yNIC & L THAR— K &

REDHZYR—KL, AF 71

VD IPV6 KRBT T T A X— b+ xRy hU—27 (VPN) TiIVER—bFENFEHA,
« ASAv Tlid, #HAUREREE X OYDHCP # kD N Ehizxt L CTEBIONL—T 4 v 7 — L

%‘%VC‘TO

0Cl ~ ASA {78 DEA .



B «oro—srgkovon

2y kT—2 RO DDA

WORKIL, ASAAE AD 3 >0¥7 %y b (EE, WNER. F56) 23 OCI |

oCl ~m ASA {8 DEA |

ICRRESILTVWD

N—T v R 77T T5—/LE— RO ASAAE OHER Y hU—7 hARu PR LTWNE

ﬂ—o
B 1:0C £ ASA {58 O R BB

Management : FW Rules
VN Inside VCN
10.10.0.0/24 10.10.1.0/24
2 ) ‘ |
o rublicIP | Mgmt0/0 Gigol0 | I |nside : )_@
outsite veN ~ FW Rules
10.10.2.0/24

o

Outside | ,_@

ASA Virtual O IPv6 BRE kRO >

Mgmt VCN

Management Subnet
2603:1030:20c:a::/64
Mgmt 0/0
2603:1030:20c:a::30
Public IPv6: SSH, ASDM

OCI Route Table

Destination 10.10.2.0/24

IP of ASA virtual Gig 0/0

Next Hop

OCI Route Table

Destination | 10.10.1.0/24

IP of ASA virtual Gig 0/1

Next Hop

» East-West Traffic Topology

,/.7 Inside Subnet
2603:c020:5:5800::/64

4

- —

T

Outside Subnet N
2603:c020:6:ba00::/64

Inside |Eth0 Gig0/0 | | s | Gig0/1 Eth0 | Outside
Linux |2603:c020:5:5800::5  2603:c020:5:5800::a | —— 2603:c020:6:ba00::a 2603:¢020:6:ba00::7 Linux
i v
ASAv
'\\ OCl Inside Route Table // OCl Outside Route Table /
Destination 2603:c020:6:ba00::/64 Destination 2603:c020:5:5800::/64
Next Hop 2603:¢020:5:5800::a Next Hop 2603:c020:6:ba00::a

Inside VCN

ASA k78 ME A

Outside VCN

WOFIATIE, OCIEREEA HEf L, ASA AR A v R & XA &8T5 HIEICOW TR L
ﬁ‘o OCI R—znizma 74 L, OCI Marketplace C Cisco ASA (RAE~7 7 4 7 7 +—/L (ASA
) B ARBRL, 2o a—TFT 4 AV AZ U ZAEEELE T, ASA KR OREIEIZ,
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| oci~a AsAfR#E DEA

wEs Sy Exy k7—2 Vo) o ]

NS T 4w DB L EERIIE LT, NI T4 v 0BT 7 AT W —MCERET S & 5T
N— hTF— TN ERETBUERD Y £,

REIZ2 kxry kT—2 (VCN) DERX

FIRr

ASA AR BB O 77 Ry hU—2 (VCN) #HELET, 72 &b, ASA AR
DHEA L H—T A AT 1 OFD, &3 5D VON BB TT,

ROFNUCHES, FHVCON Z5E T CE £ 7, RKIZ, [Networking] IZREY | WA % —7 =
AABLOGNA o Z—T = A 2D VCN ZERRE LE T,

e HRTI
A\

Gx) FTES—Ya s Ama—pbh—bERERIRT L L, AOA=a—Za L /X"— AR R
ERFRINET, 22— hAL MIU Y —RADOBEHIENL DL, VY —A~DT 77 R %Al
LT 2EST, —harX—= AV NI, THUo R va=rrand e xic
Oracle|Z K> TIERR S ET, FHHEIL, L—Far = FA U MISIHIZE DAL=}
AV NEERL, T7EBAL—LEZBIMLT, EOa—F—REZNLDaAL /= Ay FaR
RLTCT 7 aruFTTEr0EHIETEET, FEMIZOVWTIX, Oracle ® R¥ = A2 b
=2 /3— kA2 FOEH (Managing Compartments) ] &ML T 7ZE0,

ATy F1 OClica /AL, HillizER L E9,

OCL IZAEWZ L - BB OIS pFl S TuvE 4, Hldid, Eimof BRI RSt 4, H25Hk
WO U Y —21F, BOHIBIZITERRINEE A, BOHIBRNITHFEL TWD Z & 2 EHRICHER L T<
ZEN,

ATvT2
ATvT3
ATvT4

[Networking] > [Virtual Cloud Networks] %z 2R L, [Create Virtual Cloud Networks] 227 U > 7 L £,
[Name] (2, VCN O LT WARTZ AT LET (6 : ASAvManagement)
VCN O CIDR 7Ry % A LET,

a)

b)

IP7 RLADIPVACIDR 7Aw %, CIDR (/7 ALV A RAAL UIV—T 4 7)) ORLET IPT
RLREZHICEET O TWAL—T 4 7 LT 4 7 A0 ar "y "pERETT, =&z,
10.0.0.0/24) ¢ AFILFET,

G
Z® VCN TDNS R A MM A L E,

[Oracle?™%I D 24 T7zIPv6/56 % E| Y 24T H (Assign an Oracle allocated IPV6/56) 1 T = v 7 R v 7 A% 8
PRLU T, Oracle BEID Y TIZH—DIPv6 7 KL A% VCN IZIBIM L £7,

0Cl ~ ASA {78 DEA .


https://www.oracle.com/cloud/sign-in.html

0Cl ~D ASA 8 DEA |

B <oro—vex1u50 s—Tokm

ATy TH

[VCN OERL (CreateVCN) 1227V v 27 LE7,

FYLI—=U EXa)T4 JIL—TDEK

ATy

ATy T2

ATvT73
ATvT4

ATy TH

Py hT—27 X2 VT 4 ZA—71F, —HOYNIC &, WIC ICEFA SN —HEDOEF 2
T 4 =)L TR S IVE T,

FIE

[y kT—F>% (Networking) 1> [V 52 K&y k7—% (Virtual Cloud Networks) 1> [k 5
D KRRy hT—Y DM (Virtual Cloud Network Details) [>[®y kT7—9 X211 T4 J)L—7 (Network
Security Groups) |Zi&R L, [*y FT7—9 X2 T4 JIL—TDERK (Create Network Security
Group) 127 Vw27 LET,

[Name] 12, Xy FU—2 X2 UT 4 Z—F Dbt WARTEZANLET ()
ASAV-Mgmt-Allow-22-443 )

[Next| 227 U w7 LET,

X2 )T AV EBIL £

a) ASARAR =2 Y —)L~D SSH 7 7 & A2 TCP AR — bk 22 Z#FA[ 4 B /L—/LZ B L £9°,
b) ASDM ~® HTTPS 7 7 £ A|Z TCP /R — bk 443 ZFFa[4 B/ — /L& BML £,

ASA {F48 13X ASDM %A L CEHCTE £9, HFHT 521X, HTTPS A 2R — b 443 251 < MLEEM
HFET,

[YERL (Create) 122U v 27 LET,

A28 —=2y bT— oA DIER

ATy T

ATy T2
ATvT3
ATvTa

EHY TRy NERWICT 7 EARRRIZT DI, A F—Fy M= bU oA DRLETT,

FIE

[y kT—F >4 (Networking) 1>[{REY S5 K+v kT—2% (Virtual Cloud Networks) 1> [k 5
D R%y b= DM (Virtual Cloud Network Details) >[4 2 —% v 5 — kx4 (Internet
Gateways) |#EIR L, [1 22—y b — kA4 DIERK (Createlnternet Gateway) | %7 U > 7 L&
D

[Name] (A ' Z—Fy b= 7= A DONYRTWARTEZATILET (I : ASA-IG)

M3 —3y bF— D4 DER (Createlinternet Gateway) #7 VU v 7 LE7,

AV B —=Fy MF—= Tz ~D— b EBINLET,
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a)

b)
c)
d)
e)

2

h)

474y rotes ]

[y kT—F >4 (Networking) 1> RV 5> K2y kT—2% (Virtual Cloud Networks) ] > [{ik#8
759 KRy T—S DM (Virtual Cloud Network Details) ]>[/JL— bT—7JL (RouteTables) %
BIRLET,

= R IL— Vv ZBINT A2, T 74NV O — T =T NDY T E T Y v LET,

[JL— FIL—JLDEN (Add RouteRules) 1 %27 VU v 7 LE7,

[2—5y b34 7T (Target Type) | Ky 7 XU Uhnh, [AV3—F%y T — kx4 (Internet
Gateway) | #iEIR L E7,

584D IPVACIDR 71w 7 Z AJJLET (1 : 0.0.0.000)

SE5ED IPV6 CIDR 71 v 7 2 AJJLET (Bl : [:/]) &

=Y b A8 =%y bk HF— b4 (Target Internet Gateway) | K v 7 &2 oot 1Bk L
77— U oA ZRIRLET,

[JL— FJIL—ILDEM (Add RouteRules) | %27 U v 7 L%,

STy FDVERR

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8
ATvT9

ZVCONIZIX, D &b 1203 7%y bRHY £9, FFHVCNOEHY 7Ry b &2ER L
F9, F72. WESVCN OIS 7 % v b, B ILUSES VEN DAY 7 % > M HMLETT,

FIE

[y kT—F>4 (Networking) 1> RS 5> Ky k7—2% (Virtual Cloud Networks) 1> [{k$84
SRRy FJ—- DM (Virtual Cloud Network Details) >[4 % b (Subnets) [Z&R L. [¥
T4y FDMER (CreateSubnet) |27V v 27 LE7,

[Name] (2% 7 %> hODLNY LT WARTZ AT LET (] : Management) .

[Ty 24T (Subnet Type) ] ZRINL £3 (HEEsidT 744 ho [#ig (Regional) ] D F F
WLET) .

CIDR7Bwy %A LET (Bl :10.10.0.024) ., 73y bONE GEARH) IP7 LR, 20
CIDR 71 v 7 b EEINE T,

[Oraclen3HI VD 2 TTIPv6/56 7' L 7 v 7 AZEID 24 T% (Assignan Oracle allocated IPv6/56 prefix) ] 7 =
IRy A% F AT LET,

—HEDIPV6 7 FUADPERSNE T, RED 2H10 16 R Z FEITANTLILERDH Y £3, 272
Ly 7%y RO IPV6 717 o v 7 ZIXHEIZ 64 IZ[EE S TVET,

L—bkF7—7JL (RouteTable) | kw7 X v oot LAENCIER L7z — R 7 —7 v OWThuh % i
WLET,

732y hO[Y TRy b 7YX (Subnet Access) | IR L £,

BEY T2y NOBEAE, ZHUINRTY OB TRy b THLIVLENH Y £7°,

[DHCP # 7+ 3> (DHCP Option) ] ZiER L £,

VIRIMERR L7 [EF 2T 4R+ (Security List) ] ZFR L £,

0Cl ~ ASA {78 DEA .
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B /soroznzgmLEIPBY— Y47 RLR

AT 710 [Ty bDOER (CreateSubnet) 127 U 27 LET,

RDEZRY

VCN (C&HL, PNEB. FMB) ZRET D L. ASA AR ZiEdEh T& 4, ASA {48 VCN #k o
FNZHONWTIE, ROKESHL T IZEN,

H2:ASARB OS5I KRy D=2

Virtual Cloud Networks in asav Compartment
Siart VM Wt
Hame Staie CIDR Bieck Dwiauli Route Tabide DS Damain Name Creaied -
'
-

59 R ILEFRLEIPGSY—F9TAFTRKLR

OCI CiE, £V 73y MZ—BDIPV6 =" U xA T RLANHY, IPv6 b T 7 1 v 7 D%
BT DL IICASAY TRETHMERHVET, ZOF—F V= AT RLRAX, 77U Ry =
NTOCla~<y REFEITLTWDAY T Ry NOFEMALEG SN E T,

FIE

AT w71 [OCI] > [CloudShellZBi< (OCI¥ 5 K4Z2—=4)L) ) (Open CloudShell (OCI Cloud Terminal)) [i2%
%ﬁbjﬁ—g«o

RATYT2 WOa~vy REEITLT, B 71y Mnb IPve OFfA TG L £7,
oci network subnet get —-subnet id <subnet OCID>

AT 73 av %@%%7&36 ipv6-virtual-router-ip F—rHOTFET,

RATFYT4 ZOX—DOfzar—L, LEISUTEALET,

OCI TOASA{RE 41 VR AV ADER

Oracle Cloud Marketplace @ Cisco ASA{EAE 7 7 4 7 U+ —/v (ASAAR) ®GEAEMH LT, =
VAT 4T A VAL AES LT OCLIZ ASA AR 238 A LE4, CPU D, ATV
DE, X NT—27 U =R EORHEIZE SN T, K~y oA TEBRLET,

. 0CI ~® ASA {718 DB A
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oci <o AsA {8 £ w25 o 2ot ]

FIE

ATy T

ATvT2
ATvT3
ATvT4
ATy TH
ATvT6
ATy 17
ATvT8
ATvT9

ATv 710

ATy 7N
ATvT12

ATy 713
ATv 714

OCI R—& iz /A4 LET,
HUgZ, BiEoA LBICERINET, BROHIBNICHEEL TWA Z L 2R L T X,

[R—4% v FTLA4R (Marketplace) 1>[7 74— 3> (Applications) [&i&R L E7,
~—% v 7 LA AT [Cisco ASA virtual firewall (ASAv)] %3 LT, 8 Z2E®INL F7,

RGN 2 iR L. [Oracle ORI B & X— N F— O SRR L THRELE 9, (Ihavereviewed
and accept the Oracle Terms of Use and the Partner terms and conditions.) | F = v 27 Ry 7 A% A2 LET,
[ > A% ADEEH) (Launch Instance) 1 %7 U v 7 LET,

[Name] (2, A S AZ L ADDNY T WARTZ A LET (F 0 ASA-9-15)

[v=A 7DZH (Change Shape) 1% 7 Y v 7 L, ASA AR IZME 72 oCPU D%, RAM D&, B IO
VH—=T oA AP ESINTZY = A7 (VM.Standard2.4 72 &) @R L ET (F1:x86 7 7 1A A
YRCHAR—bENDavEa—byr=aT (13—V) 228) .

[R¥Eo S5 Ky kTJ—% (Virtual Cloud Network) | Ku v 7Z oG, [EE VCN (Management
VCN) ] Z@ERL £,

HEIA SN TORWEAE, [Ty b (Subnet) | Ky 7 X2 G Y7 %~ b (Management
subnet) | N L 97,

[y bD—Y X2 YT FL—TEZFERLTES T4 v EHliH1T S (UseNetwork Security Groups
to Control Traffic) | IZF = v 27 Z AL, HEEVCONICRELTLEX 2V T 4 7 —T 2 &IRL 7,
STV Y2 IP7 RLADEIY KT (AssignaPubliclpAddress) | 47> arRZ %270 v 7 LET,
[SSH F—D3EM (AddSSH keys) ] D F T, [2AF—DRLY F1F (PastePublicKeys) | 47> a A%
a2 Yy 7 LT, SSH F¥—% 40 1 £,

Linux N—ADA Y ZAZ AT, WAV = FORPVIZSSH F—~T 2L TY T — ha—F—%3
AELET, F—TE, WEF—LAF TR SNE T, A U AZ U REERT D & EIT, R —
arta—2 R F L, ARF—2RMELET, TA FI7A 250 TEL, [Linux A VA X ATO
F—X7 OB (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/
Compute/Tasks/managingkeypairs.htmZz S L T< 72 &0,

[¥#iA4 72 3 > mFK (ShowAdvanced Options) |V > 27 %27 U v/ LC, A7 varwREALET,

(EE) [AZ7 V7 ~ow#k (Initialization Script) | D F T, [Z 7V REFIHHELAZ U 7 FOALY £11F
(Paste Cloud-Init Script) | A 7'>a v ARZ %27V v 7 LT, ASARIE OF 0 H AR EZRREL T,
%0 B AL, ASA (AR OEENRHCEH S E T,

Wiz, [959 AR S ) 7+ (Cloud-Init Script) ] 7 4 —/L RiIca B — L CHEW AT 5 Z &3 TX
% day0 HERK OB % 7R L E T,

ASA 2= ROFEMIZOWTIE, TASARR T A Rl BELORTASAz~ > RV 77 L R] #HR LT
LTEEW,

BE

0Cl ~ ASA {78 DEA .


https://www.oracle.com/cloud/sign-in.html
https://docs.cloud.oracle.com/en-us/iaas/Content/Compute/Tasks/managingkeypairs.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/Compute/Tasks/managingkeypairs.htm
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

0Cl ~D ASA 8 DEA |
. A28 —T x4 RO

ZDENSETHFA e at—TB3HE/IE, V=R =T DT XA T 4 X ERIEIRIED VTR
VT NeRIELT, BT —%B1E L, 572 Unicode XF2HIFRTALENH Y 97,

!ASA Version 9.18.1

interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

ipvé enable

ipv6e address dhcp default

no shut

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

http server enable

http 0 0 management

aaa authentication ssh console LOCAL

ATwF15 [fERR (Create) 1227 U v 27 L%,

RDBERY

[fERX (Create) | R¥ %7 U w7 Liztk, REN[F v Y3 =7 (Provisioning) | & LT
FREND ASABE A v AZ v A= —LET,

| &

BEE RTHREE=H—THIENEETT, ASARIBA LV AZ U ADREN [FrEY 2 =
27" (Provisioning) ] 705 [F4TH (Running) ] IZBAITL7256. ASA KA 7' — RS2 T3 SR
WEITIE CT VNIC 28kt 3 D M E N H Y £,

A3 —T x4 ADER

ASA AR 1X, 1 20 VNIC 23t SNTREECIATIRIEEIC 2 £7 ([avEa—TFTa 2y
(Compute) >[4 2 RXBR R (Instances) | >[4 Y XA Vo ADEHM (Instance Details) | > [#
LS 1= VNIC (Attached VNICs) [4#ZH) . Z4UXT 7 A ~ VU VNIC &FETh, EHE VCN
W~y B 7 ENET, ASA AE DRAIOEEZ 56 T3 D1, vNIC 23 ASA AR TIEL <
B END L9, LARIER Lo VEN 7 % > b (NS, FMEB) @ vNIC % B9 5 &
TR ET,

. 0CI ~® ASA {718 DB A



| oci~a AsAfR#E DEA

gmantwcoL—rr—ioemn [

FIE

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

ATy 17
ATv7S8

ATvT9
ATv 710

BrL<EB) L7z ASA IR A v AX U AEBIRLE T,

[## SN 1= VNIC (Attached VNICs) ]>[VNIC MYERL (Create VNIC) DJEIC®EIR L £,
(481 (Name) ]1Z, VNIC @b LT WARiE A LET (B : Inside) ,

A7 72 K> U —2 (Virtual Cloud Network) ] K2 v 7 &7 2785 VON 23R L £,
[7 %> b (Subnet) | ey 7 Xy nnoY 7y REBIRLET,

Ry bTD—D X2 )T TIL—TEFERALTES T4 v Y 5T S (UseNetwork Security Groups
to Control Traffic) | 24 2L C, R L7~ VON HICRELIZEX 2V T 4 N —7 %R L F7,

[EEL & seDF = v 7 % A% v 7 (Skip Source Destination Check) | Z4 I LE T,

(A7vay) [FT7A_X—=HKIPT KL A (PrivateIP Address) | T L £9, ZiuL., VNICIZX LT
FEED IP B INT 258 DOHMEETT,

IP ZfRE LRWEE, OCHIEZH 7Ry MZEID B THNICIDR 72y 76 1P T FLAZE ) Y TE
j—o

IPv67 FLAZREL TWEEHEAIE., —BDIPV6T FLAZERL T, A X —T = A AIZEID YT
i‘a—o

[Z5 ¥ OFRTF (Save Changes)] 7 U v 27 L, VNIC Z{Efk L £,
BRI THE L2 AL VNICIZOWT, ZOFIEEEEYELET,

EfHSNT=VNICDJ/L— ~IL—ILODEN

NIEB L OSNBOL— FTF—T ) )b— T —T7 L b— LB L £,

FIE

ATy T
ATvT2
ATvT3
ATvT4
ATy TH

ATvT6

ATy 71

[Networking] > [Virtual Cloud Networks] Z#4R L, VCN IZBSEfHF 5 TCWbDT 74V hb— kT —7 )L
(WERE 721386 22 U v 7 LET,

[JL— krIL—)LDiEH (Add RouteRules) 1 27 U v 7 LET,
[#—%7 v b¥ AT (TargetType) | Ku v 7 HZ o rmnb, [F7A4~X—KIP (Private IP) ] 28R L F 9,
[56%c 4 A 7 (Destination Type) ] K > & 776 [CIDR 7 v v 27 (CIDR Block) | Z&IRL 9,

[565EDIPV4CIDR 7 & 7 (Destination IPv4 CIDR Block) J1Z%65ED IPV4CIDR 7' 2 v 7 & A L4 (H :
0.0.0.0/0) ,

[%85EDIPv6 CIDR” 2 »» 7 (Destination IPv6 CIDR Block) 1124855 IPVv6CIDR 7' 12 v 7 & AL £ (i :
[:/0]) »
[#—7% > PR (Target Selection) ] 7 4 —/V KIZVNIC D77 A4 _X—KIP T RLAZ AT LET,

0Cl ~ ASA {78 DEA .



0Cl ~D ASA 8 DEA |
B cotomsamE o zsoz 072

VNICIZIP 7 R L A ZBRIIZE D Y4 TTORWEAIE, VNICOFEM (avEa—T 4 >4 (Compute) 1>
[ 2R2 2R (Instances) | >[4 VA2V ZADEEHM (Instance Details) | > [###t &417= VNIC (Attached
VNICs) ]) THE@FID Y TSNP T RLAZERTEET,

ATw 78 [JL—rIL—I)LDiEM (Add RouteRules) 1 %27V v 27 LE7,
ATYvT9 BETHUELRAHE VNICIZOWT, ZOFIEEZEY KLET,

GE)
ASA Virtual @ (8893 X OV DHCP) FHEICHLE BRI DN —TF 4 > T IL—)L,

ipv6 route <interface name> <interface subnet CIDR> <ipv6 virtual router ip>

1
* ipv6 route inside 2603:¢020:5:5800::/64 fe80::200:171f:fe96:921b
* ipv6 route outside 2603:c020:6:ba00::/64 fe80::200:17ff:fe21:748c

OCI EDOASARIE A VAR VAADT VLA

X 2T V= (SSH) # M LT, FATTOA P AL U ATH R TE £7,

AFLAEDUNIX AZANDY AT NINE, T 74V M TSSHZ AT PRGENRT
WET,

+ Windows 10 33 & T Windows Server 2019 A7 A(ZiX, OpenSSH 7 74 7 > "&£ T
WA MLEEN B D F9, Oracle Cloud Infrastructure (2 - CTAR & 372 SSH F—ZfEH L C
A VAL AR LIRS EIC 20 £,

« Z DOt Windows /N— 5 U DIGETE, http://www.putty.org 7> 5 HEED SSH 7 74 7
FTHLPUTTY 24U — R T&EET,

RS H
A VAL RTHHET DI, ROERB LI T,
A VAZ L ADNT Y 7 IPT RV A, T RLVRE, AV —1D[Af o RAE 2 ZADFEM
(Instance Details) ] ~—Y b TE LT, Fvor—rarA=a—%2f&cE7, [T
TA2UITSRA NS F+ (Corelnfragtructure) |O FT, [AYEa—T 4% (Compute) ]
WCBEIL, [41 > RAB VR (Instances) (27 Vv 7 LET, WRIT, AV AX L AZEIRL
9, HDHWIE, a7+ —E R API @ ListVnicAttachments 3 & OF GetVnic #{E & ¢ =
e N

e A VAR VAD—P—Z L RAT — K,

. 0CI ~® ASA {718 DB A


http://www.putty.org/
https://docs.cloud.oracle.com/en-us/iaas/api/#/en/iaas/20160918/VnicAttachment/ListVnicAttachments
https://docs.cloud.oracle.com/en-us/iaas/api/#/en/iaas/20160918/Vnic/GetVnic

| oci~a AsAfR#E DEA
SSH &M L1 ASA fR#E 1 w252 v 2~0iER ]

« A VAL ALEE) LTz & M L72 SSH ¥ — 7 ORE F— oy ~D 73X, F—
N7 OFEMIZ OV TIEL,  [Managing Key Pairs on Linux Instances] #ZM L T 7230,

Y

GE)  HOoHRAWBKTIRELEZe A AEREERT D0, A AZ 2 ADEEFH/ER L7= SSH

=T AL T, ASAAR AV RE R a7 A o TEET,

SSH Z{ERA L7=ASA A 4 VR AV A~DEL

UNIX A X A VDY AT A6 ASARAR A L AKX o A CHH+ 5121, SSH #fEH L TA o~
2R Rzl A v LET,

FIE

ATV TN ROa~vy REFHLT, 77 A NVOHEREREL, BTN T 7 A VEGABILD L5 LET,
$ chmod 400 <private_ key>
T,
<private key>lI, 77 BRTHA L AZ L AICEHENIT ONTMEX—2EZLT7 7 A NVDTNIRR L
AHTTY,
ATVT2 AV ARZURZT 7 8ATHITIE, RO SSH 2w REMHALET,
$ ssh -i <private_key> <username>@<public-ip-address>
I T,
<private key> X, 77 BATHA LV AZ L AZEHEMIT ONIMEXF—Z2EFLT 7 A VDTN L
AHITT,
<username> X, ASARAR £ L A X L AD 2 —H—4TT,
<public-ip-address> X, IV Y —ANEERG LA VAKX U ADIP T RLATT,

<ipv6-address> (IA VY AX U AEHA L H —T 2 A ADIPV6 7 KL AT,

OpenSSH Z{EA L = ASA (R18 1 > X2 2V A~DHEH

Windows ¥ AT L5 ASA AR A A X 2 A ZHERET D121, OpenSSH ZfliH L CTA v A ¥
vAaZa A4 LET,

0Cl ~ ASA {78 DEA .


https://docs.cloud.oracle.com/en-us/iaas/Content/Compute/Tasks/managingkeypairs.htm#Managing_Key_Pairs_on_Linux_Instances

0Cl ~D ASA 8 DEA |
B v zEmLEASA R € V28 L RADES

FIE

ATVl ZOF—_TEHOTHERTIHEIT. BOTEIR 7 7 AV ERAEND LT 7 A VOWEREZRET
HVEND Y £,
WO FNEZEFEITLET,

a) WindowsExplorer T, FAEX—7 7 A /WIBEIL, 77 A NVE427 ) v 7 LC[FA/T 4 (Properties) ]
7 Vw7 LET,

b) [EF2U T« (Security) | #7 T, [FFM%E (Advanced) | 227 VU v 27 LET,

¢) [A—F— (Owner) | BB OZ—F =T AT " THDLZ LEMRLET,

d) [#MAOEMIE (Disablelnheritance) |#7 U v 7 L, [MEAIN-EREZZDF T FOBETRMAL
HERRIZZEH#2 9 % (Convertinherited permissionsinto explicit permissionson thisobject) | Z &R L £,

e) HIyDO2—W—Th o NTIERWEHER= M 23R L, [HIFf (Remove) |27 U v 7 LET,

) HODOZ—V—=Th 7 OT 72 AHERNM[ZILa> O—)L (FullControl) 1 TH D Z L &AL
£,

g) BRERFLET,

ARTY T2 AV AKX AT 5 121E, Windows PowerShell #BH &, kD a~> REFITLET,
$ ssh -i <private_key> <username>@<public-ip-address>
ZZT7T.
<private key>IlX, 77 BATHA L AZ L AIZEHEMIT ONIMEX—Z2EFLT7 7 A VDT LR L
AHITY,
<username> |L, ASA AR A L AKX L AD2—H—Z4 T,

<public-ip-address> &, 2V —ANLERE LAV AZ L ADIP T RLVATY,

PuTTY A L 7= ASA 38 4 > X3 U A~DEH

PuTTY Zf#H LT Windows ' A7 L2035 ASA IRAE A v A X A ZEEi 9 D12, IROFNE
EEITLET,

FIIE
ATv 71 PuTTY & 9,
ATwF2 [ATTY) (Category) | A>T, [Evyi 3> (Sesson) | Z&IRL, KONEEZANLET,

cRAMBFELFIPTRFLR

<username>@<public-ip-address>
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| oci~a AsAfR#E DEA

ATvT3
RATv74

ATy T5

ATv 76
ATy 17

r3ILva—7425 |

T,

<username> X, ASA AR A LV A X L ADZ—H—4TT,
<public-ip-address> |, TV —=ADNLRG LA LV AZ L ZADNRT Y v 7 IPT RLATT,
cR—hk: 22

< #2147 SSH

[AT 31 (Category) ] A > C, [Window] % B L, [ZH# (Trandation) ] Z#R L E7,
[UE—FXFEty b (Remotecharacter set) | Ke v 7F# 7 J X MT, [UTF-8 &I L £,

Linux X—ADA LV AX LV ATT 74/ b7 — LR EIXUTF-8 T, ZiUZL V., PuTTY [ZR e —
NEFHTDHLIICERESNET,

[#T 3 (Category) 134 > T. [##% (Connection) ]. [SSH] DIEICHEBI L. [R5 (Auth) 1227V v
7 LET,

[ Browse) |27V v 7 LT, WMEX—ZBRLET,

[BA< (Open) 1227 Vw27 LT, ByvaryaflttLEd,

A VARE U AD TERET DB A, = "—DKRA FF—=BL VAR IZF ¥ v ¥ a SR TR
(the server's host key is not cached in the registry) | &9 A v —UMFRINDHZ ENH Y 9, [I&LLY
(Yes) 127V w7 LT, #kzmit LET,

kSIS —TFT425

RS2 SSH : IPv6 217 L 7= ASA Virtual 23EHE L T 720

cHRRE AL HA—Fy =T A BRBAD /0 DL— RS VPC L— F T — T VIR
BINE I DEMERLET,

fliiE BWHY T Xy bERFAVE—T oA AZEEMNITONT X2 T 4 T —T
THR— N2 BHFEAENTNEINE I NEHERLET,

BiRE BHIA L HX—T 2 A ABIPV6 T RLATHREINTWVAME S % IPv4SSH &
va VR THERLET,

o f@iRix ASA Virtual @ [ssh config] THERT X TORREN Day-0 D—E & L THE I 4L
TWDED, HOLWVIETHRET DO EHRLET,

B AVHRO T 7 4 w7 BEEEEL TW7Rw,

s iRk [EC2l >[4 Y RA VR (Ingtance) |>[+vy bT—F2%4 (Networking) ] T, [
BILETITEHEEDOMROET | MEILESNTVDEINE I DEHERLET,

o fRRE L— RMAPE/AMABO Linux THEUICHE SN TWD Z L 2R LET,

0Cl ~ ASA {78 DEA .



0Cl ~D ASA 8 DEA |
B rsonva—s500y

s fRRE FENCLDIPV6O 7 KL v V7 OEE1X, ASA Virtual (2B /20— R &2BINL £

j—O
s f@iR%  Tshowaspdrop] T/X7 v b Fa w7 RREAEL TWRWOLERHR L, BEERELE
—a—O
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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