S

Oracle Cloud Infrastructure ~® ASA {x %8 ®
&

Oracle Cloud Infrastructure (OCI) 2 ASA AR ZE AT £9,

AEE (12—

 BiESRME 3 =)

 EEFHEELAKEE 4 —)

« Xy b= FRa YR (53—)

« ASA RAE DA (6 X—)

cOCI LD ASARIE A LV AR L ANDT 7 A (14 _2—2)
s NTTNYa—T 4T (17T X—)

OCLIZ, AT 7 VP RET 2 HMEOE WK A FRECTT 7 r—ya v 2T TE 537
Vo2 799 Rarvta—T 407 P —ERTT,

ASATRAB X, WEASARME LFEUCY 7 b =T 2ETL T, (R 7+ —L7 7 7 21BN T
FIEE LD X 2 ) T HREARAE L E9, ASA AR 1Z, X7V v 7 OCI TR TE £,
ZTOHRBREEITH Z LT, OB E Ebicnr—ya VAR, 2K, 37 b5
KEBLIOWYWHET -2 Z2—DU—7 u— R&{R#ETEET,

OClDaAVEL—TFTa4vToxA4T

VaA TN, A VAZAZEID LB TEND CPUDE., AV DE, BIOEomo) v —
ABEPRESTHT 7 L— T, ASARIR I, RO HEHE . L) OOCL Yy =A T XA 7%
HR—FLET,
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ocl A7 HR—brEShTW| B A283—T14R
% ASAv (D/\—
S oCPU RAM (GB)
AT 9.19 LA 8 120 /a4, K8
VM.DenselO2.8
AT 9.19 LIk 4 48 /N4, Bk 4
VM.StandardB1.4
AT 9.19 LA 4 96 /4, K8
VM.StandardB1.8
AT 9.19 LIk 4 28 /N4, Bk 4
VM.Standard1.4
AT 9.19 LI 8 56 /4, K8
VM.Standard1.8
AT 9.15, 9.16., 4 60 /N4, K4
VM.Standard2.4 9.17. 9.18.
9.19. 9.20.
921, BIL19.22
LR
IntelVM.Standard2.8 | 9,15, 9.16, 8 120 B4, BRK8
9.17. 9.18.
9.19. 9.20.
921, BLU9.22
D3
AT 9.19 LIk 4 16 B4, K4
VM.Standard3.Flex
9.19 DLk 6 24 /N4, K6
9.19 DL 8 32 /a4, K8
AT 9.19 DLk 4 16 SN NI AN
VM.Optimized3.Flex
9.19 LI 6 24 /a4, K10
9.19 DIk 8 32 /N4, K10
AMD 9.19 LIk 4 16 R4, K4
VM .Standard E4.Flex
9.19 DLk 6 24 /N4, K6
9.19 DL 8 32 /a4, BK8
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cASA AR IZIE., D &b 30D A v H—T = A ANRNKETT,
« OCI Ti%. 1 2™ oCPU %2 2® vCPU IZAHY L £,
o PR — h &N D vCPU O KT 16 (8 D oCPU) T,

W= a v ASAAR9.19 IR TH R — R &N T 5 OCl v B a—T 4 v F v = A TOMA
BT D HESE R IA,
cOCI~¥—4 v N LA AL A=Y N —520191-v3LLFEIL, ASA (K48 9.19 LD OCI
AV a—T 4T A T DB EHMENHY 97,
cASARAB 919 LIETH R— FENTWAHOCI 2 Ba—F 4 7Y oA 713, HTLWE
B CORBEHCTE £,
cOCl AV Ea—T 47 VoA 7 8= a1 919.1v3 DIKEIL, ASA {48 9.19 KV Ao
OClarBa—TFT 40 oA "=V a 2L TASARE TR VM %
ToTTL—RTBEZEEHBENRH D A,
A VAR AE Yy RE T LTEETH, VMDenselO28 2 Ba—F 4 v/ o A
TH TR YTy a rOReITM S ET, FEIZOWVWTIL, OCIO ¥ o 2> h &S
LT,

a2—H—|X, OCI TT7 > h%&{ER L. Oracle Cloud Marketplace ® Cisco ASA (A8~ 7 A 7
74— (ASARAR) WA HEH L Ca v Ea—T 4 v A LV AZ U AZEEH L, OCIDY =
A TR ET,

RIS

* https://www.oracle.com/cloud/sign-in.html T7 H 7 > M Z/E L £ 7,

* ASA AR ~D T A o ZfFh, ASARIRIZT A £ A& 532 £ Tid, 100 [\l OHEfE
&£ 100Kbps D A )L—"7 v N DOBINFFA] SN DT — FTEITENET,  [Licenses: Smart
Software Licensing] Z# &M L T 72 &0,

A\

GE)  ZHUE TASA Virtual T IZ VA a2t L TW a3 _XTOT 7+
VROV T hT = TRIHER TPV DFXENT A — F IIET,

AU B—T A ADE:
EHALH—T 2 A A
« NI LUSMBA v 2 —T7 = A X
s (LR BioH7 x>y ~ (DMZ)

< JBfE/NA
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B sssacsnss

IEHA B —T = A A : ASDM I ASA iAE &2

7 OEEZIIEH TE FH¥ A,

c NI A v H—T A4 A (WZH)
i—g—o

Oracle Cloud Infrastructure ~ ASA %48 OER |

N e=3
ML

THIDIHERSh, FT7 74>

DR X BT ASA AR Bt 3 D 7o IR S

A L H—T = A A (WMH) ASARB 2TV v v MU= I ZEERT DT

DI S ET,

eDMZ A v Z—7 A X (fEE) :DMZ* v bV —7IZ ASA AR ZHafid 272012

RS ET,

« ASA (AR ¥ A7 ZEEIZOUW T, Cisco Secure Firewall ASA 0 Ll [J55E] 25 L C

STEEVY,

TIEFHEEFINER

HR— b Sh HHEE

OCI D ASA {548 1%, ROBEREEZ VR — N L TWET,
cOCI{RMBZ 77 K3y hU—2 (VCN) TOREB

e A VAB U AT EK 16 D vCPU (8 D oCPU)

=T RE—F (F7x/11H)

e I A4 A : BYOL DI %P HR—k

» Single Root I/O Virtualization (SR-IOV) %R — k

* IPv6

ASARE RT— FSAEVADN T+ —T VAR

ASA AR IF, BAZMIE SN TRARD A/—T"» b L~yL & VPN Bl R & f2 92
T —< L AMBER T A A Y R— L TWET,

INTH—ITVRABERE |1 V2RAVR24T | L— MR RAVPN v < 3 Ul
(37 /RAM) R
ASAvS VM.Standard2.4 100 Mbps 50
4 2177/60 GB
ASAv10 VM.Standard2.4 1 Gbps 250
4 =27/60 GB
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v ro—s rRasos ]

INTH—ITVRABERE |1 VRAVR24T | L— MR RAVPN v < 3 Ul
(37 /RAM) R
ASAv30 VM.Standard2.4 2 Gbps 750
4 2177/60 GB
ASAvV50 VM.Standard2.8 NA 10,000
8 =277/120 GB
ASAv100 VM.Standard2.8 NA 20,000
8 =277/120 GB

HR— b ST LR

OCI LD ASA AR 1X, kDtiex AR — L TWERA,
« ASA AR A 7 4 7 HA
s NTUART LU NA Y TA VIR T E—R

e NTF aVTFHFARKNE—F

HPREIE

« OCI IZ ASA 548 2 BE4 5834 . Mellanox 5 1% SR-IOV E— RO yNIC & L THR— h &
nNEHA,

cOCHEIT =T NVAHE v 77— K (IPvABLIUIPV6) REDHEZTR—KL, AX L KT
VD IPV6 RTEIIMRAB T T A X— 3y hU—2 (VPN) TiIVEHR—brENFEHA,

o ¥R T & DHCP 3RE DM 7 T ASAV IZHBE 2 B D)V —F ¢ o T b—)L,

v b= RO DH
RO, ASARAE HDO 3 >0 73y b (B, WNEL FMB) 23 OCI NIZERE ST 5D

N—Tv R T77AT U+ —)LE— RO ASAIE OHLER Y hT—27 AR VZRLTNE
@—O
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B asamEoma

1:0¢1 £D ASA {18 0 REERHI

M t : FW Rul
e oK VEN s . |0OCIRoute Table

10.10.0.0/24 10.10.1.0/24 : :

_ ‘Pf.lbli(_:_ll? | Mgmt 01,0 Gig 0/0 L Gheide Destination | 10.10.2.0/24
S a Next Hop IP of ASA virtual Gig 0/0

Outside VCN FW Rules

B e 2 10.10.2.0/24 —@ OCI Route Table

] s ' o o
o Outside .)_@ Destination | 10.10.1.0/24

Gig 01
Next Hop IP of ASA virtual Gig 0/1

ASA Virtual @ IPv6 BRI 7Rk o
Mgmt VCN

Management Subnet % b 4
2603:1030:20¢:a::/64 East-West Traffic Topology

Mgmt 0/0
2603:1030:20c:a::30
Public IPv6: SSH, ASDM

Inside Subnet e Outside Subnet N
2603:c020:5:5800::/64 2603:c020:6:ba00::/64
Inside |Etho Gig 00 | | mmmmm || Gig 01 Eth0 | Outside
Linux | 2603:c020:5:5800::5 2603:c020:5:5800::a |_—_—_-| 2603:c020:6:ba00::a 2603:¢020:6:ba00::7 Linux
o S
ASAv
o OCl Inside Route Table Y/ & OCl Outside Route Table 4
Destination 2603:¢020:6:ha00::/64 Destination ' 2603:c020:5:5800::/64
Next Hop 2603:¢020:5:5800::a Next Hop 2603:c020:6:ba00::a
Inside VCN Qutside VCN

ASA {28 ME A

ROFNETIL, OCIEREEZ M L., ASA AR A A X U 2 &8 5 HIEICHOW TP L %
9, OCIA R—#/iZu 74> L, OCI Marketplace C Cisco ASA (K18~ 7 4 7 7 4+ —/L (ASA
FAR) B ERBR L, I Ea—T 40 T AV AX U AZREN LT3, ASAAE DOEEIRIZ,
NT 74w 7 DEBETEBERLIIS LT, NI T4 v 77 AT U —/Vilinkd5HL 91
N— R T —=TNERETLHLERDHY £,

REIZ kxry kT—2 (VCN) DERK

ASA FAE BERAOFAR 7 T K2y hU—27 (VON) ZHRELET, D72 &b, ASA R
DEA v H—T A A2 12FTD, G5 320 VCN BHLETT,
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w2y kT—y %274 s—Tokm

WOFNEIZHEA, FH VCN 52 T TE £9, &I, [Networking] IZEYD . WA & —7 =
A ZABLOINEA v Z—T7 =A ZAD VCN Z1ERE L E3,

16 BHEIIZ
A\

() Jer—varAma—bP—bRERRTLE, ElORA=a—|{Zar = 2 RY R
FRFRENET, TN — R AL MY Y —ZOEIEN L, VY —A~DT 7t &
LT RVEST, —harX=RhAUNE, THr R Teeva=rr7a3nbd e Eic
Oracle |2 L > TIER SN E 7, BEHEIX, L—bhai /= A MZELIZEL DI R— |
AV NEERL, 778ALV—LEBMLT, FOa—WF—REZNb0ar X—hAy &k
RLCT 7y arafTCErnrdlEl c&E 4, FFMIC OV T, Oracle ® K= A k
[z /3— KA FOEEE (Managing Compartments) J Z#SP LT 7230,

FIE

ATy F1 OClica /A L, HillizEiR L £,

OCLIZ ANy IV IZ B D HUEI T 7 E SV TWE T, Hulgid, w04 EICER RS E T, H 5 Hk
NOU Y —21%, BIOHIBIZIZF RSN EY A, BROHIBENICFEEL T\ D 2 L 2 EMMICHR L TL
=1 AN

AT w72 [Networking] > [Virtual Cloud Networks] % i#4R L, [Create Virtual Cloud Networks] % 27 U v 7 L &7,

AT v 73 [Name] iZ, VCN OO0 RLFWARTZ AT LET (] : ASAvManagement) .

ATy 74 VCONOCIDR TAY I E# A LET,

a) IP7 RLADIPVACIDR A w4, CIDR (7 T AV A RAAL VEN—T 4 7) OFRLEZ, IPT
RL AL ZHICEEMT SN TWABL—T 4 7 T VLT 4 7 A0 ar "y NpRETY, 728 2,
10.0.0.0/24] E AL ET,

(6=3)
Z® VCN TDNS AR A M A H L £,
b) [OracleZ3E| Y X4 CT7-IPv6/56%EI D 24T% (Assign an Oracle allocated IPv6/56) | F = v 7 R 7 A%
RLU T, Oracle &N LB CHE—~DIPv6 7 KL A% VCN IZIBIML £,
RATv 75 [VCN DR (CreateVCN) 127V v 27 LET,

2y bIT=0 X2 )T 4 TIL—TDHERK

Fy NU—27 X2 UTF 4 ZA—71F, —HOVWIC &, WICIZHHA SN —HEDOEXx2
T4 N—)L TR S NVE T,
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B s—rvrr—ryzqonm

FIE

ATV [y bT—F2F (Networking) >[4V 5~ K2y kT—% (Virtual Cloud Networks) ]> [R5 5
D Rxy hT—Y DM (Virtual Cloud Network Details) [>[®y k7—9 X211 T4 J)L—7 (Network
Security Groups) |Zi&IR L, [y FT7—9 X2 T4 JIL—TDERK (Create Network Security
Group) 127 Vw27 LET,

ATY T2 [Name] lZ, *v hT—27 X2 UT 4 JA—TObNh)TWARIZ A LET (f :
ASAV-Mgmt-Allow-22-443 )

ATY T3 Next] 227V v7 LET,

AT T4 EX2 VT 4 —NEBMLET,
a) ASARAR =2 Y —)L~D SSH 7 7 & A2 TCP A" — b 22 Z7F Al 4 /L—/LZ B L £9°,
b) ASDM ~® HTTPS 7 7 & A|Z TCP AR — bk 443 ZFFa[ 4 B/ — /L& BML £,

ASA 48 13X ASDM % L CEHCTE £9, HFHT5121%, HTTPS AR — b 443 2B < MLEEM
HFET,

AT 975 [{ERk (Create) 127V v/ LET,

A3 =2y b —Fo x4 DERK
YT Ry NEABICT ZEARRRICTAICIE., A v Z—FRy N — MY = A BYLE T,

FIE

ATy [y F7—F24 (Networking) 1> RS 52 K& kT—% (Virtual Cloud Networks) 1> [{R%E5 5
)RRy FT—SH DM (Virtual Cloud Network Details) >[4 B2 —%y 5 —Fo x4 (Internet
Gateways) %R L, [1 22—y b — ko4 DIERK (Createlnternet Gateway) | %7 VU v 7 L&
D
RATY T2 [Name] IZA VX —F v M= F T2 ODOMNYRLTWARTIZATILET (B : AA-IG)
RT9T3 [AF—3y b — x4 DIERK (Createlnternet Gateway) #7 VU > 7 LT,
ARTFYT A F—Fy "= Tz A ~DN— FZBIMLET,
a) [y kT7—F>% (Networking) 1> RV 5~ F2rv kT—2% (Virtual Cloud Networks) ] > [{k#8
959 KRRy FJ—- DM (Virtual Cloud Network Details) ]1>[JL— bT—7JL (RouteTables) 1%
B®IRLF9,
b) /— ML= ZBINTHIZE, TN NON— T =TV T E ) v LET,
¢) [Jb—hkIL—ILDiEN (Add RouteRules) 1 &7 VU v 7 LET,
d) [F—=4v kB84 (Target Type) | Ry H o ring, [A 8 —%y k45— A (Internet
Gateway) | #iEIR L £,
e) SEJEDIPVACIDR 71w 7 & AJJLET (Bl : 0.0.0.000) .
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2)

h)

474y rotes ]

SR IPV6 CIDR 7 1w 7 & A LET (B : [/]) .

[2—5 Y b A8 =%y b HF— b4 (Target Internet Gateway) | K v 7 &2 7 e, 1Bk L
2 — b oA BRI LET,

[JL— FIL—I/LDEN (Add RouteRules) 1 &7 VU v 7 L%,

B IRy FDERK

FIE

ATy I

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

ATy T8

ATFvT9
ATy 710

ZVCNIZIX, D &b 1200 7%y b2RHY £9, FFHVCNOEHY 7Ry b &2/ER L
F9, F7-. WESVCON OIS 7 % v b, BILUSNES VEN OAVERY 7 % > M HMLETT,

[y bT—F>% (Networking) |1>[{R#EV 57 Ky kT—2% (Virtual Cloud Networks) 1> [{R#8%
SYHYRRY FT—- DM (Virtual Cloud Network Details) >[4 % w b (Subnets) |Z&R L., [¥
T4y FDYERK (CreateSubnet) |27V v 27 LE7,

[Name] IZH 7 %> hDODLNY LT WAHTZ AT LET (] - Management)

[Ty 24T (Subnet Type) | Z#RINL 3 (RS 27 744 ho [#ig (Regional) | DFE F
WZLET) .

CIDR7RvyoZ AN LET (Bl :10.10.0.024) , V7 F v hONE GEARH) IP7 KLAiL, 20
CIDR 7 v 7 b HESHET,

[OraclenHI VD Y TTIPv6/56 7' L 7 v 7 A%EID 24 T% (Assignan Oracle allocated IPv6/56 prefix) ] F =
TRy I A EF AT LET,

—BEDIPV6 7 RLUADNERIIE T, &ED 2H1D 16 A FETANTLZ2MERH Y £, 7272
L. 7%y MNOIPV6 7' L7 o v 7 ZTHIT 164 IZHE SN TWET,

[JL—bFT—7JL (RouteTable) | K v 7 H oo inG, LIENCIER Liz/L— b T —7 v W g iE
RLUET,

TRy D[ TRy b 7YX (Subnet Access) | Z&INL £,
BHY T Xy hOBFAE, ZHENRTY I TRy b THLOIMERH Y F7,
[DHCP # < 3> (DHCP Option) ] Zi&IR L £,

DRIERR L= [E¥ 2T 4 )R b (Security List) | #84R L £,
[T+ FOYER (CreateSubnet) 1 %7 VU v 7 LE7,

RDBRY

VCN (C&EFL, PNEB. SMB) ZiRET D L. ASA AR ZitEh T& 4, ASA {48 VCN #k o
BNZDOWTIE, ROKEZRL T 7ZEW,
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B /soroznzgmLEIPBY— Y47 RLR

H2:ASARB VSO KRy D=2

Virtual Cloud Networks in asav Compartment
[ cresie vor [
Kame State CIDR Block Default Route Tabile DS Damain Name Created v
[
» Av 1

59 R T ILEFERLEIPGS— 9T ATF7KLR

FIE

&M

ATy T2

ATy T3
ATy T4

OCI CiE, £V 732y MZ—BDIPV6 =+ U xA T RLANHY, IPv6 b T 7 1 v 7 D%
BT DL IICASAY CRETHMERHVET, ZOF—F I =AT RLRAX, 77U RV =
NTOCla~<y REFEITLTWSAY T Ry NOFEMMA LIS SN E T,

[OCI] > [CloudShell 1< (OCI# 5 K#—3=27F)L) ) (Open CloudShell (OCI Cloud Terminal)) JiZ#
%)j Lij«o

RO~ REFATLT, B 7Ry b IPv6 Oefll & s L £
oci network subnet get —-subnet id <subnet OCID>

a<v f\@%%ﬁ)% ipv6-virtual-router-ip a?‘*‘%_"ﬁ/)”'iﬁ—o
ZOF—OEE 2L, BEIISCTEA LETS,

OCI TOASA{RE 41 VR AV ADER

FIE

ATvT1

ATy T2
ATvT3

Oracle Cloud Marketplace @ Cisco ASA AR 7 7 4 7 7 4+ —/L (ASA{fR) LA LT, =
VEa—TFT 4 A AR AR LT OCLIC ASA AR Z A L%, CPUDH., AEY
DE, 2y U= U =R EORMIZESWT, ke~ v, TEBIRLET,

OCI B—xizu A LFET,
HUskiZ, Bimof FBICERENET, BROHIRPIZEE L TWA Z 2R L TN,

[¥R—4 v b TLA4 R (Marketplace) 1>[7 74— 3> (Applications) &38R L £,
~—/4 v LA AT [Cisco ASA virtual firewall (ASAv)| AR LT, L2538 L £,
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ATvT4
ATy TH
ATv 76
ATy Fr17
ATv78
ATFvT9
ATy 710

ATy I N
AT 712

ATv 713
ATy 714

oci <o AsA {8 £ w25 o 2ot ]

LI s L. [Oracle DRI & X— b F—OEKFMEZMHER L CRIELET, (Ihavereviewed
and accept the Oracle Terms of Use and the Partner terms and conditions.) | F = v 7R > 7 A& 4 2 LET,
[f > A% ADEH) (Launch Instance) 1427 U v 27 LET,

[Name] (2, A YV AZ L AD DN RTWARTZ AN LET (B 0 ASAV-9-15)

[ = A 7 DZH (Change Shape) 1% 2 U > 27 L. ASA {RAR I E 72 oCPU O, RAM O &, B
VH =T 2 A ADPPRE SN2 = A7 (VM.Standard2.4 72 &) ZIR L ET (£ 1: THR— L&
HarEa—7 407 vxA 7 ASARE 2—) #BH) .

k¥ 5 K3y kTJ—% (Virtual Cloud Network) | Ku v 7 Z oG, [ HE VCN (Management
VCN) | ZiERL £,

HEIAS SN TORWEAE, [Ty b (Subnet) | Ky 720 r G [EHEY 7% v kb (Management
subnet) ] Z BN L £,

Ry bT—D X2 )T FJIL—TEFERLTES T4 v Y 5T S (UseNetwork Security Groups
to Control Traffic) ] I2F = v 7 & A, BEVCONICHE LX) T4 /N —TZ2@IRL £,
STV w2 IP7 KLADEY KT (AssignaPubliclpAddress) | 47> arRE %20 v 7 LET,
[SSH F—D3EM (AddSSH keys) | D FC. [2BF—DRLY F1F (PastePublicKeys) | 47> a A%
&7V 7 LT, SSHX—%EY 1T ET,

Linux N—ZADA S AL AT NAT—=FOROVIZSSH F—~<TZHH L TY E— ba—F—%R

RELET, =703, MEF— L AT —CHIRENE T, A AF U RBERT D L EIT, R —
arsa—RICRkFFL, AF—ZRIELEST, A FF7A1 2O TE, [Linuk A Y AFZ A TO
F—~T7 OEH (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/

Compute/Tasks/managingkeypairs.htm % 2 L T < 72 &0,

[B¥#iA+ T 3 >DFER (ShowAdvancedOptions) | V> 27 %27 Uy 7 LT, A7 varvaRELET,

EE) [A7 V7 Fow#k (Initialization Script) | D F T, [Z 7V REIEUELAZ U 7 S OREY £
(Paste Cloud-Init Script) 147> a AR Z 227V v 27 LT, ASA{AE OF 0 A M2 fEE L £,
%50 B AMERIE. ASA AR OREIRFICHEH S E T,

Wiz, [P 57 F9#ER S 1) 7k (Cloud-Init Script) 1 7 4 — /L RiZa =L CAEV A5 Z LN T&
% day0 tERR OB 2R LET,

ASA <2 ROFEMZHOWTIE, TASARER T A ] BIOTASAz~ > R 77 LR ] 25 LT
<TZEW,

EX
ZOBNLTFA A= L581F. Y= —=T 4 DT F AT 4 FETIMRFET P TR
707 FaEBREL T, BT —zBhlk L, #2h7e Unicode XFEHIFRT 2 4N H Y £,

!ASA Version 9.18.1
interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute
ipv6 enable

ipv6 address dhcp default

no shut
|
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. A28 —T x4 RO

ATvT15

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

http server enable

http 0 0 management

aaa authentication ssh console LOCAL

[fERX (Create) 1227 U v 27 LET,

RDBERY

[fERL (Create) 1R & %27 Vv 7 Lictk, RN [FrEYa =7 (Provisioning) ] & LT
FOREND ASAUE A LV AX LV AE=H—LET,

| &

BE X7 HFREE=H—FTDHILREETT, ASAFMEA A2 AOREN [T rE Y a =
7" (Provisioning) 125 [FEITH (Running) ] IZBAT L7256, ASA AR 7' — M52 T3 BRI
WEIZ)E U T VNIC 28569 2 BN H Y £

A3 —D A4 RDEKE

FIE

ATvT1
ATy T2
ATv73
ATvT4
ATv7T5

ASA AR 1%, 1 2D VNIC 3k SN REECIATREBICRV £F ([AYEa—Ta 2
(Compute) ]>[4 > RB VR (Instances) | >[4 YR A v ADF#M (Instance Details) > [#
Stz VNIC (Attached VNICs) 12 &) , ZiUE7 74~ U VNIC & FEEiL, &2 VCN
W~y B 7 ENET, ASA IRAE DA OEE)Z 56 T3 D1, vNIC 2% ASA AR TIEL <
B END L9, LEER L7 VON 7 % > b (NS, M5R) @ vNIC &8 5 &%
ERH T,

BLUSEE L7 ASARIR A A F o ZZBIRL £,

[#E# S f= VNIC (Attached VNICs) ]>[VNIC DYERX (Create VNIC) |DJEIZEIR L £,
[4 A1 (Name) ]1Z, VNIC D) LT WARTE AT LET (B : Inside) .

A7 70 K% v hU—72 (Virtual Cloud Network) ] Ku > 7 # 7 nE VON 28R L £77,
[7 %> b (Subnet) | Ray 77X 7rnb W73y hERIRLET,
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ATvT6

ATy 71
ATvT8

ATvT9

gmantwcoL—rr—ioemn [

Ry bD—D X2 )T JL—TEFERLTES T4 v Y 5T S (UseNetwork Security Groups
to Control Traffic) | 42 LT, R L7 VON FICERE LIz EX 2 U T 4 A —T RN L £7,

[EETLESEIEDT = v 7 % A%~ 7 (Skip Source Destination Check) ] &4 12 LET,

(A7 vay) [FT7A4—=HKIPT KL A (Private IP Address) | Zf8E L £7, ZiL, VNICIZH LT
FEED IP 2B INT 55 E IO HMEETT,

IP Z45E L7eWiGE, OCHIZY 7 3y MZEID Y THNZCIDR 72y 7 B IP T KL AZE Y Y TE
R

IPv6 7 FLAZREL TWAEAIE., —BEDIPv6 T RLAZBEIRL T, KA v F—T A AZE YT
iﬁ—o

[ DOFRAF (Save Changes)] 27 U w7 L, VNIC Z1/Ek L £7,

ATY 710 EETHREL RS VNIC IZHOWT, ZOFIEEZEEVIRLET,

- VNICDJ/L— ~IL—ILODENN

FIE

&
ATy T2
ATvT3
ATy T4
ATy TH

ATvT6

ATy 717

ATvT8
ATy

N B L O NTOL— FF—T N — hTF—7 L — L a8 L £,

[Networking] > [Virtual Cloud Networks] Z#4R L, VCN [ZBHE# M 5 CWDT 7 4V hb— kT —7 )L
(WESE 73N 227 U v 7 LET,

[JL— FJIL—JLDEM (AddRouteRules) | %27 U v 7 L%,
[#—% > h¥ AT (Target Type) ] Ku v 7 X7t [F74X—KIP (Private IP) | Z3#R L £,
[56%c 4 A 7 (Destination Type) ] K12 v 7% 7 /5, [CIDR 7' v v 27 (CIDR Block) | Z8R L 9,

[585:DIPv4CIDR” 2 »» 7 (Destination IPv4 CIDR Block) 1125855 IPv4CIDR 7' 2 v 7 & AL £ (i :
0.0.0.0/0) .

[56 45 DIPv6 CIDR 7 17 7 (Destination IPv6 CIDR Block) 1124855 IPv6CIDR 7' 12 v 7 & AL %9 (# :
[::/0])

[#—7% > PR (Target Selection) ] 7 4 —/L RIZVNIC D7 T A4 _X—KIPT7 RLA&Z AN LET,
VNICIZIP 7 KU AR ZBRIGICEID YT TV WAL, VNICOFEM (v Ea—F« >4 (Compute) 1>
[41 > RAA 2R (Ingances) | >[4 VA2 > ADEEHM (Instance Details) | > [#&#t S fuf= VNIC (Attached
VNICs) ]) THENEID Y TINZIP T RLAEZMERTEET,

[JL— kFIL—/LDEN (Add RouteRules) 1 %7 VU v 7 L%,
B THME L /2 54 VNIC ITOW T, ZOFIEAKY KL 7,

G¥)
ASA Virtual ® (###93 JLODHCP) REICHEZ2EBI DN —TF 4 > T I)v—)L,
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ipv6 route <interface name> <interface subnet CIDR> <ipv6 virtual router ip>

il
* ipv6 route inside 2603:c020:5:5800::/64 fe80::200:171f:fe96:921b
* ipv6 route outside 2603:¢020:6:ba00::/64 fe80::200:17ff:fe21:748c

OCIl LD ASARE £ VD RBAVAADT V1R

X7z (SSH) e fH LT, EITHFOA v AZ AR TEET,
AFEAEDUNIX AXANDY AT AN, T 74NV BITSSHYZ 94TV bREENT
WEJ,

« Windows 10 35 &2 OY Windows Server 2019 A7 AIZ1E, OpenSSH 7 7 A 7 R EENT
WA MLEENH D F97, Oracle Cloud Infrastructure (2 & - CTAR & 372 SSH F—ZfEH L C
A VAL AR LTIZ AL 0 £,

« Z DO Windows /X—3 2 > DAL, http://www.putty.org 7S HEED SSH 7 74 7
FTHD PUTTY 24 7 u— R TEET,

RS H
A VAL RTHRET DI, IROERB LI T,
cAVARBLADNNT Y I IPT RUVA, 7 RLVARE, 2V =IOy AZ L ADFEM
(Instance Details) ] ~—YNblfGTEEd, Fvor—ravA=a—%f&cE7, [3
FA2ITSRA RS9 F ¥ (Corelnfragructure) 1O FC, [AYEa—T4 >4 (Compute) ]
WCBEIL, [41 v R2 VR (Ingtances) 227 Vv 7 LET, RIZ, AV AX U AZRIL
9, HDHWE, 2 7P —E X API @ ListVnicAttachments 35 X O GetVnic #{EZ{F ] T &
F7,

e A VAB UV ADI—PF =L L )RZAT— K,

c A VAZ U ALRE) LTz & N L72 SSH ¥ — 7 ORE X —H o ~D T N/R A, F—
AT DOFEHIZOWTIX,  [Managing Key Pairs on Linux Instances] Z#ZH LT 72X,

)

GE)  FHOoRAWBKRTIRE L0 /A U EREERT D0, A AZ o ZADOREIRZ/ER L7- SSH
F—RTEEHLT, ASARAR A v AX A IZn A o TEET,
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SSH &M L1 ASA fR#E 1 w252 v 2~0iER ]

SSHZERALE-ASARIE 4 VR 2 D AADIER

UNIX 2 Z A LD AT LB ASARAR A4 v A Z o A Cke T 41213, SSHAFHLTA v
AR AT A v LET,

FIE

ATYT1 kOa~vy REFEHALT, 77 AVOMREZHEL, BRTETNRT 7 A VEGABINLD L HIZLET,
$ chmod 400 <private key>
Z T,
<private key> L, 77 BATHA L AZ L AEHEMIT ONIMEX—Z2EZLT 7 A VDTN L
AHTTT,
ATYT2 A VAL ALZT 7 BATHITIE, RO SSH 2~ REFEHLET,
$ ssh -i <private_key> <username>@<public-ip-address>
ZIZT,
<private key> . TZ R AT BHA L AL L AT SR REF— 2 &7 7 A LD TSR L
AETTY,
<username> £, ASA A8 AV AX LV AD—HF—4TT,
<public-ip-address> (&, 2>V —ADOLEEG LAV AZ L ADIP T KL ATY,

<ipv6-address> |FA VAKX U AEFEHA X —T 2 ADIPv6 T RLATT,

OpenSSH Z {1 L 7= ASA {R%8 1 > X & U A~ Dz

Windows > 27 A5y 6 ASARAR A o A& o AZHEET 2121, OpenSSH 2 L TA v X ¥
Al 74 LET,

FIE

ATV Tl ZOF—_T 2O THEHTIHEIL. BTN 7 7 A NVEFHLEND L5077 A VOWERZ R ES
DHENRH Y F7,
WOFNEZFEIT L £,
a) WindowsExplorer T, FAEX—7 7 A /VIIBEIL, 77 A NVEAE2 Y v 7 LC[FTA/NT 4 (Properties) ]
7 Vv LET,
b) [EFaU T4 (Secrity) | %7 T, [#ME%E (Advanced) 127V v 7 LET,
c) [F—F— (Owner) |BELGOZ—HV—TH 7 b THDEZ EEMRLET,
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d) [MADESNE (Disablelnheritance) %7 U v 7 L, [MEASIh-HEBREZDF T FOBETRML
MEFRIZZ#2 9% (Convertinherited permissionsinto explicit permissionson thisobject) ] 4R L £,

e) BHDaZ—HF—=Th 7 hTIERWEMHERT= Y Z3R L, [HIBR (Remove) |27 VU v 7 LET,

) HODZ—Y—=Th 7 hOT7 7 AHERN[ZILa> O—)L (FullControl) 1 TH D Z L 2R L
£,

g) EHEERFELET,

RTYT2 A AL RITHERET HIT1E, Windows PowerShell 5 &, D a~ > FEFEITLET,
$ ssh —-i <private_key> <username>@<public-ip-address>
ZZ T,
<private key> |, 77 EBRATHA L AZ L AICEHEMIT ONIZMEXF—2EFLT7 7 A VDTN L
AHITT,
<username> X, ASARAR £ L A ¥ L AD 2 —H—4 T,

<public-ip-address> %, 2>V —ANOLEE LAV AX L ADIP T RLVATY,

PuTTY Z{ERA L7 ASA{RTE 4 VX3 U A~D#Efx

PuTTY Z{fH LT Windows > A7 A5 ASA AR A VA X 0 A28 T DI, IROFIE
EFETLET,

FIE

ATv 1 PuTTY #B& £,
RTwTF2 [AhT3Y (Category) 1 XA T, [Evray (Sesson) | #RINL, WONEEZATILET,
s IRAMEFELIXIPTRLR :

<username>@<public-ip-address>

ZZ T,

<username> |, ASA AR A v A X L AD2—HF—4 T,
<public-ip-address> (&, ALY —=ANDLHHFE LAV AZ L AD/RT Y v 7 IPT RLATT,
. R—

<247 SSH

RTvF3 [AFTY) (Category) ] 3A > T, [Window] % JEBH L, [Z#: (Trandation) ] Z#R L £,
ATy T4 [VE—FXFEY ;b (Remotecharacter set) | kv 7 #7U A KT, [UTF-8] 2R L 7,

Linux R—ADA L AKXV ATT 7 4L O r— L% EILZUTF-8 T3, Ziuc kv . PuTTY 1 XF U e 4 —
NEFERTBEIICRESNET,

. Oracle Cloud Infrastructure ~0 ASA {x 38 D ER



| Oracle Cloud Infrastructure ~® ASA {48 0 RE
r3ILva—7425 |

ATw 75 [AFTY (Category) ] 31 > T, [## (Connection) ]. [SSH] DIEIZEEEI L. [FBEE (Auth) %27 U v
7 LET,

ATy 76 [BH (Browse) 127U v 7 LT, MEST—ZRBIRLET,
AT9 771 [ Open) |27V LT, ByarzlthLET,

A VAL AD TR T DA, = R—DHRA FF—=RBL VAR IZF ¥ v o SR THRND
(the server's host key is not cached in the registry) | &) A v —UNERINDZ ENHY F9, [IEL
(Yes) 1 &#27V w7 LT, #cxfiit LET,

— 3 ~ — N
kSIS a—Tqa
R SSH : IPv6 Zf# 7 L 7= ASA Virtual 23EHE L T 7220

cBBiRE A H—Fy M= MU= ARAD /0 DV— FIAVPC — T — T VTHFA(ET
HINE I MMEHERLET,

cfBRE BEHY TRy NERIFIA A —T oA RCEEM T ONEEXF 2T 0 S —T
TAHR—=F 2 BFAEINTWENE I TR LET,

cfBRE BEHA LA —T A ANIPV6 T RLATHREINTWNEMNE I 2% IPv4SSH & v~
va U TCRERLET,

. fi@iRi% ASA Virtual @ [ssh config] THERT X TOEN Day-0 D—E & L TIHREI
TWD), HDOLWFTETRET 200 %R LET,

M KGO NT 7 4w 7 BPEERE L TUWVRLY,

s iRk [EC2] >[4 Y RAZ VR (Ingance) |>[Fy kT—F 2% (Networking) ] C. [i%
BIETITEELEOMBOLEL ] MEILINTWENE I DEHRLET,

o fBiRE L— FOSNER/AMNER O Linux THEUNCERESINTWA Z 2R LET,
cfBRE FENCLAIPv6 T FL v v ZOEAIEL, ASA Virtual IZHEE) 72 /L— FZBIN L F

‘ﬁ—o
s iRk [showaspdrop] T/X7 v b Ru vy 7 RNEALTWRWIEHERL, BESSLE
ﬁ‘o
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



