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vCPU A%E1) (GB)
D3, D3 v2, DS3, 4 14 4
DS3 v2
D4, D4 v2. DS4, 8 36 8
DS4 v2
D5, D5 v2, DS5, 16 72 8
DS5 v2
D8 v3 8 32 4
D16 _v3 16 64 4
D8s v3 8 32 4
D16s_v3 16 64 8
F4. F4s 4 8 4
F8. F8s 8 16 8
F16, Fl6s 16 32 8
F8s v2 8 16 4
Fl6s v2 16 32 8
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8 =7 /28 GB
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® 0OS Provisioning failed for VM 'TEST-CISCO-TDV-QC' due to an internal error. (Code:
OSProvisioningInternal Error)

® OS Provisioning failed for VM 'TEST-CISCO-ASAVM' due to an internal error.

InternalDetail: RoleInstanceContainerProvisioningDetails:

MediaStorageAccountName:ProvisionVmWithUpdate;

MediaStorageHostName:ProvisionVmWithUpdate; MediaRelativeUrl:ProvisionVmWithUpdate;
MediaTenantSecretId:00000000-0000-0000-0000-000000000000; ProvisioningResult:Failure;
ProvisioningResultMessage: [ProtocolError] [CopyOviEnv]

Error mounting dvd: [OSUtilError] Failed to mount dvd device Inner error: [mount -o
ro -t udf,is09660 /dev/hdc /mnt/cdrom/secure] returned 32:

mount: /mnt/cdrom/secure: no medium found on /dev/hdc

ITNArY=n T eBRTH LT, TNHDONRRATY — FEEOT T — 2R LUH
MRTEET, WIT, LY T ALY —Au I DD T —OFMORZ R LET,

10150 bytes copied in 0.80 secs

Waagent - 2024-08-02T00:46:55.889400Z INFO Daemon Create user account if not exists
Waagent - 2024-08-02100:46:55.890685Z INFO Daemon Set user password.

ERROR: Password must contain:

ERROR: a value that has less than 3 repetitive or sequential ASCII characters.

Invalid Eg:aaaauser, user4321, aaabc789

Failed to add username "cisco"
ADD USER reply indicates failure
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a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance
(ASA) Software] (ZBE) L £7,
b) [Adaptive Security Virtual Appliance (ASAV)]| %27 U v 7 L£7,

FIEIZHE > TA A=V X a— KL TLEEN,
7= & 21X, asav9-14-1.vhd.bz2

ATFv T2  Azure ® Linux VM I[Z/EHE VHD A A —Y &2 av'— L F1,
Azure EDHTT7 7 ANZRLYV Y THLDIHEATE O TV a v BE<HY £9, ZOFITIE,
SCP (X =a7avr—) ZRLET,

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>

ATFY T3 Azure D Linux VM IZuZ A4 L, FH VHD A A—Y 2 ab— LT 47 FUICBEI L £9,
AT T4 ASAREVHD A A —V Z M L E9,

7 7 A NVERRE T XEMERERT AT DIEH TE 5247 a VBB 9, 2 OFITIE Bzip2
2—F 4 VT 4 &R LETH. Windows X—AD2—F ¢ U T ¢ b IERICHREL £,

# bunzip2 asav9-14-1.vhd.bz2

ATYTE Azure A NL—T AT OALTFFICVHD 2T v X u— R LET, BEORXA NL—UT o M
T 210, FHICERTDL L TEET, A ML —UT AUy MR, DNCFEBTOHRELE
HTEET,

AML=UTHTUY MIVHD 27 v 7 — RT51DICHEATE 247 Y a Vi E<H v £7,
AzCopy. Azure Storage Copy Blob API, Azure Storage Explorer, Azure CLI, Azure 78— % /L72 & T9, ASA
A EAFEDORESOT 7 A MTIE, Azure R—F NV EFHA LW LR L £,

WOHNL, Azure CLI Z#fFH L7 EZ R L TWVWET,

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
——account-key yX7txxxxxxxxldnQ==
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

ATFvT6 VHD DOEHNRA A—VEERE L E T,
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https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
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ATy 717

VHD 5 & U V—R 7> T L— kA LT Are 150 ASA 28 A |

a) Azure " —X LT, [4 A— (Images) | &R L ET,
b) GBI (Add) 1227V v 7 LT, LA A=V EfERLET,
) ROFHREATILET,

s [F7 A2 U7 a s (Subscription) |: KRRy X T URRNNPLHT A7 YT g @R
£9

[V Y —RATN—7 (Resourcegroup) |: BEfFDO U Y —A T N—T"Zi&IRT 50, HLHY YV —2R
TN—T B LT,

« (4T (Name) |: BHSHA A=Y Da—YP—ERZOLHTEZ AT LET,

«[V—v a2 (Region) |: VM MBI ESND Y —Y 3 U &RRINLET,

«[0S% A7 (OStype) ]:0S %A 7 & LT [Linux] Zi&R L 79,

s [VMD A (VM generation) ] : [HHfX1 (Gen1) ] ZER L 7,
GE)
[HA%2 (Gen2) 11V AR—FERTHEEA,

e [AFL—T 7 BT (Storageblob) ]: AL —T T H U hE2SBL T, 7 v r— KL/ VHD
IR L E T,

[T NEAT (Accounttype) |: BRI U T, Fry 7 XU A hHb [Standard HDD],
[Standard SSD]. ¥ 721% [Premium SSD] % &N L £ 57,

ZDOA A=Y OREMAICEHE L TWD VM U A X2 IRT 2581, BIRLET T R A
TNFEDOVM VA A THR—F SN TWAEZ LR LET,

s [RA X% 2 (Hostcaching) ]: Ry XU U R KD [FAID /EHZ AL
(Read/write) ] Z R L E 7,

s [T—#7 4 A2 (Datadisks) 1: 77 AN FDOEFIZLT, T—XT 4 A7 &ZBMLRNTL
0,
d) [fE& (Create) 127 U > 7 LET,
[ A=V NIEFIZIER S4UE L7z (Successfully created image) | &9 A v &—723 [(@A
(Notifications) | # 7D FIZERENDH £ THBET,

GE)

BHSRA A=V MMER SN, Ty 7a—RLEZVHD 7 v 7a—R 2 L— 7 A vy F &
FRCxET,

FHUCAER LTSt S A —2 D) V—2 D #RELET,

Azure ODNEFTIE, HHWH Y YV —2NY V—2 D ICEEMT N TWEST, VY —ZX DX, Z0O%
G RA A= OH LWASAAR 77 A 7T U — NV EET D & SITHNEIZRY £9,

a) Azure " —X /LT, [1 A— (Images) | =R LET,
b) BIDRAT > 7 TER LT BRI RA A — V2B L £ 7,
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Microsoft Azure 7 5™ K~® ASA {8 DEA |

B vio 5500 Y—27 2T L— FEER LT Are 150 ASA RA8 DEA

ATvT8

ATvT9

ATv 710

ATy N

ATvT12

c) [ (Overview) | #7 VU v/ LT, A A=V D7 uXT 4 € RLET,
d 7V 7HR—=FRIYY—RIDEaE—LET,
)Y —XID %, ROBXEID £9,

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>
/provider Microsoft.Compute/<container>/ <vhdname>

BHHARA A=V BIV) Y —=AT L= A LT, ASARIB 7 7 A4 7 U+ — VMR LET,

a) [HrEl (New) 1 ZBIRL, A7 a D OBBRTEL L1225 FE T[T 7 Lb— MEB (Template
Deployment) ] & L £7,

b) [fERK (Create) ] &R L £,

¢) [T 4 X THEDT 7L — F&#EE 7 % (Build your own template in the editor) ] Z R L £ 77,
HAZRAXTEDEADT T L— bBMERSNET, T 7 L— b EERT 2 HEOHIZ O
T, VY =2 T 07— rOfEK (38 ~—2) 2ZMLTILEEN,

d) HAZ~<AAXLIZISONT T L—ha—RKzv ¢ RO 15, [fR1F (Save) 1227 U v 2 L
EJc RN

e) Ky 7HZo R R [T A2 7 g (Subscription) ] & EIR L £,

) BEFO[Y Y —A 7 —7 (Resourcegroup) |ZIERT D70, HLWU Y —=ZA T N—TZ{E L ET,

g) Ry 7XorURNpL R —3 a3 (Location) | 3R L E T,

h) HIAT v T DEFHFIRA A=V DY Y —RZID (ResourceID) ]% [VMEFIEA A —ID (Vm
Managed Image Id) ] 7 « —/V RIZAE Y fHiF £7,

[71 A% LEBE (Custom deployment) | X— D EFIZH D [23T7 A — X OfE%E  (Edit parameters) | % 27

Vo7 LET, DAZIARXTELNTA—=ET 7T L— MPMERRESNET,

a) [77AADE—F (Loadfile) 127V v L, BAX~A X LI= ASA RIB ST A —4 7 7 (L%
ZHRLET, NTA—FT T L— MR T BN HOWTIE, N TA—=2 77 A LOERL (47
~N=) | ZZRLTITES N,

b) BWAZ~ARXLIISONNT A—Fa—Rz0 02 RO, [fR7F (Save) 1227V v 27 LE
R

T AR LNBEEAOFMEMGE LET, FEAR (Basics) |1 & [BRE (Settings) (OfEH ([V Y —RZID (Resource

ID) 172E) i, MELLEHEREIC—HT2Z L e LET,

FIRBA /MR L, [LFEOFABRICHEE L ET (Lagree to the terms and conditions stated above) | T = v

IRy I R F T LET,

[ AN (Purchase) 127 VU v 7 L, BHHARAA—VBLOIAX LT T L— R & LT ASA {fH

T7AT T —NEHEANLET,

TUT =T 7 ANENRTGRA=ZT 7 A JVUTHENRTIUT, BEBEFICET L TWHIET T,

BHERA A=, RCY T 227U Foa B OMIBNOBEEORICHEHTX £4,
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Azure T IPv6 4K — Fxt% AsA i oEE I}

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £72I1X ASDM 2 H L T, RE%
BITLET, ASDMIZT 7 B AT AFIEIZHOWTIEL, [TASDM ORRlG] 2B LT
él/\o

Azure T® IPv6 H7R— kx5 ASA {R7E D ER

ZDOETIE, Azure R —F /L5 IPv6 B — b xt&R D ASA AE & B3 5 HiEIC >\ TRt
L/i‘a—o

Azure TO IPv6 ’&'U'Tl'f— FHSREIZDWNT

ASA AR BLGhIE, 9.19 LIRE, IPv4 & IPv6 DM S Z ¥R — b LET, Azure Ti&, fFfHx » b
J—7 %’fﬂfﬁki 7213 H 7% Marketplace %— B A0 5 ASA (AR ZEEEH CX £33, Bl

1E. Azure OHIFRIZ XV | Marketplace 7 7"V 77— a2 VLG, IPv4 X— A D VNet/Y 7 % v
DI E IIIER T D L 2 ICHIR STk, IPv6 7 KL A ZBEAFD VNet [ICFET
RIET DI LIXTEETA, IPv6 7 Ry FTRIE S 72 VNet (28T LU ASA AR A 2 ¥
VAEBINTHZ EILTEER A, Azure TiL, Marketplace Z4 L CVU Y — A& &7 5 ik
PSORET T —F 2 HEH L T — R RX—=F7 DV Y —2AZREBHT L LI, —EOHIRAE
MLTWET,

AAIBIE, IPV6 T KLy F S R— T 57200 ASA IR Z BT 2 2 2D HiE%w
L TWET,

WD2ODFEINHTAZLIPVE T > 7 L— BRI E T,

s [BAH LIPv6T 7 L—F (ARM7 7' L— )  (CustomIPv6 template (ARM template)) ] :
Azure |0 Marketplace 4 A — 2 WHIRIIZ S % Azure Resource Manager (ARM) 7 &
T — b LT, IPv6RED ASA AR 2RI e icittisnExd, 2077
L— M, IPv6 AR — Fd RO ASA AR Z BB 25 K 5 ICREMRER Y Y — A LT
A—BEREBZLISON 7 7 A VREFENTWET, 2077 L— MEEHAT 512

[Marketplace f A — Y ZMEEGTe I A X L IPv6 7> 7 L— M &M L7z Azure 75 D&
Bl (25 ~—v) | 2L TSN,

7'a 77 KK DML, PowerShell, Azure CLI, ARM 7> 7' L— b F721% APl #41

LTCHAZ LT T L— N RET 572912, Azure Marketplace O VM A A —~D 7T

IR AT 570 ATYT, VM~DOT 7B AZFAETIS. TRNODH AL LT

L= M VMIZERT 2 Z SIFHIREINTWEST, ZOXIBRDAZ LT T L— %
MIZERLEY ETHE, ROZT—AvE—UNRNRRINET,

Legal terms have not been accepted for this item on this subscription. To accept legal terms ....and

configure programmatic deployment for the Marketplaceitem .....

WROWT D STEEER LT, Azure TO 7 11 7T M2 K 5 R Z A% L C. Marketplace
AA=TESBTHIAXLIPV6 (ARM) 7o 7 L— hEREATE 7,
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asa-virtual-919-gsg_chapter18.pdf#nameddest=unique_155

Microsoft Azure 7 5™ K~® ASA {8 DEA |

B rare cope v R— 3 2EBIZOLT

cAzure R—AJL : HAXZLIPV6 T 7L —F (ARMTFT 7L — ) ZREETAE-D
(2. Azure Marketplace THIM AIRE7Z2 ASA A8 OB ST 27 n 7T ML Dk
AT a a2/ LET,

e AzureCLl : CLIZ~ > R&FEITL T, W AKX ALIPv6 (ARMT 7L — ) ZERT
Hi-oDTa 75 ML HRBEEANCLET,

ARBLVHD A A—SE IPVETFUTL—F (ARM 727 L— k) @ Azure TVHD A

A=V EARM T S U— R EFEH L TEENGA A—VE2ERLET, 207 etk

IZ. VHD &V Y —RAF7 7 L— h & L7z ASA AR O BB ChWEST, 2077
L— ME, BEPICEHEIIRA A=V L, IPv6 AR — M350 ASA AR % 2R3
D7D Azure IZ7 » 70— R L THETEDLARM T 7 L— & LEF, VHDE
KFOHAZ LIV T T L— R &M LTz Azure 2B DOER] (31 2—Y) &ML TL
720N,

T AL BIPV6 T > L— b & L 7= Marketplace £ A —Y £ 721X VHD A A —Y 2B ML T,
HALLIPV6T 7 L—h (ARMT 7 L— 1) ZEH L CTASAMR 2B+ 5 7ok %,

ASA R OREAIIZE END FIEITKRD EBY T,

= 3:

F
&

Jat X

1

IPv6 ViR — x5 ASA AR O BB 2 FHH L TV % Azure T, Linux VM Z1ERL L %
_jAO

Marketplace £ A — B TH A X LIPVv6 7> 7 L— F & LT ASA AR 2 RBH9 5
LA DH, Azure R—Z )V ETZIZ Azure CLITY 0 7T MI KD EA T v a v 2 H%
W LET,

BRDOZA TIUECT, WOHAZ LT T L—h e Xy rn—RLET,
* Azure Marketplace ZHRA A —VZMH L2 WA Z L IPv6 7 7 L — |,
HAH LIPV6 (ARM) T v FL— &M L7z VHD A A —3,

HAZLIPv6 (ARM) T FL— D IPv6 N T A —ZZHH L ET,

GE)
Marketplace f A — 3= 5 VIHBTHY T M T 2T A A—TUN—=T 3 D/NT A—
ZfE1X, Marketplace f A —V S TH AZ LIPv6 7> 7 L— F & L T ASA 4R
ZRET DG BICORMETY, VT My =T A= a3 VOFEMATIGT 212X, 2+
Y REIATT HMENRH Y £7,

Azure R—H )V FE 7213 Azure CLI Z#f#FHL CTARM 7> 7' L— F &2 BB L £ 7,
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Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

N

Marketplace f A — SHBEELHRAFZLIPG T TL—FEFERAL
= Azure 1 5 D B

Marketplace f A —T %S L, HWAXLIPV6T 7 L—hK (ARMT 7 L—h) ZHEMALT
ASA A8 ZREAT 27 rE A,

FIE

ATV T1 Azure R—FZ a4 LET,

Azure R—H )X, T—H v Z—OGFNIBHRR L, BEOT AT NV TR T Y 7y a A
o IREEREEFR R LET,

AT T2 ROFFET, Azure F—Z )V ET- 1T Azure CLI 2 LT u /I A L AEBZHEICL £,
Azure R—H NV TZDOA T a rEHINIT HITIE, ROFIEEZEITLET,

a) [Azure (F—ER) (Azure Services) | C[¥ 7 A7 U 5 (Subscriptions) |27V v 27 LT, #
TAI VT vay T—RRX=UEFRRLET,

b) MDA T, [RE (Settings) |47 ardD[FT7 7T K DER (Programmatic Deployment) ]
7 Vv LET,

VM IZEBR ENTZTRXRTOXA DY V—AN, BTV T A7) g e EbicEREN
i—a‘o

¢) [AT—HA (Status) |FIT, BAXLIPV6 T T L —bDT 07T ML BEROIZDICEST S
ASA AR BT xHET 5 (A2 (Enable) | AR&Z %227 Y v 7 LET,

E S

Azure CLI 2 L CZOA T v a U EFHMIITHI2IE, WOTFNEEZFEITLET,

a) Linux VM (ZB#) L 7,
b) KOCLIa~> REFATLT, BAZ LIPV6 (ARMT 7 L— ) ZEHT 72007077 Ak
LR Z AN LET,

av ROFITRHZ, A A=Y OV T A7 )7 a r ZEICIRIETHNICRET ALERS D £7°,
# Accept terms
az vm image terms accept -p <publisher> -f <offer> --plan <SKU/plan>
# Review that termswere accepted (i.e., accepted=true)
az vm image terms show -p <publisher> -f <offer> --plan <SK U/plan>
ZNENOFBITRD LY TT,

« <publisher> : 'cisco',

 <offer> : 'cisco-asav'
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

ATvT3

ATvT4

ATy TH

ATvT6

* <sku/plan> : 'asav-azure-byol'
LITIE, BYOLY T 27 U7y a 7T TREAT 272007 177 L2 &5 ASA IR DR Z A %)
23 5a~vr RA27 U7 NofIT,

* @z vm image terms show -p cisco -f cisco-ftdv --plan asav-azure-byol

WD A~ R&FE{TL T, Marketplace f A — 83—V g VNN T DY 7 b= 78— g VO % B
BLET,
az vm imagelist --all -p <publisher> -f <offer> -s <sku>

ENENOHMRAITRDO L BY T,

* <publisher> : 'cisco',

« <offer> : 'cisco-asav'

* <sku> : 'asav-azure-byol'
PUFIE, ASA AR H D Marketplace f A — /3= 3 VNHHETDH Y 7 bU =7 3= a Otz S
Toav K277 SofTT,
az vm image list --all -p cisco -f cisco-ftdv -s asav-azure-byol
FoR SN DM FTREZR Marketplace 4 A — 3=V g3 DY A RS, WO ASAIE N—T 9 U &
EIRLET,
ASA A8 @ 1Pv6 AR — FREFADZ AL, ASA A N—2a &2 919* LLE L L THRIRTHLERH D £
D

Cisco GitHub U 7R | U 75 Marketplace # A% L5 1Pv6 7> 7L — K (ARMT 7L — k) XU a—
FLET,

T A=H T T L—K 774/ (JSON) CTRBEZIEEL T, "XI7A—FT7 7 A VZHfiH L £7,
WDOFET, ASARAE HAZ LBEFOH AL LIPv6 T T L— bXTF A—HIZATTTDHMLENH 5 B
EIZOWTHALE T,

NG A=5% RIS B fE/% 1 T Dl At A

vmName cisco-asav Azure C ASA {48 VM (24 RiT &
£,

softwareVersion 919.0.24 Marketplace f A —/3— 3

DI T RT=2T "= 3,

adminUsername hjohn ASARAR Ice /A T Ha—
Y=,

BHEIZEID B THND TS
fadmin] IfFEHTEEHA,
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Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

INT A= H A SN BB/ A TDHI BL)]

adminPassword E28@40iUrhx! BIET Y NDOIRAT —
R
NAT — ROMBE DRI, 12
~ T2 LT DT T B MHED

bV EF, ILF, RKILF, K
EENIES Y B EE S R SR
AU—=RICTLBENRDH Y F
o NAT— FOBHES ITEET
HHA RTA D NTIT,

[NAT—FORE] 2L
TL7Zan,
vmStorageAccount hjohnvmsa Azure A L —UT 72 b,

BEFEORA ML =T v b
ERT 2130, FHIERT 2
TEBLTEET, AML—UT
T N, 3~24FOR
ST HVERHY EF, /X
FEHTF OB A G DTN
AT —=RNIZTLHRERH Y F
7T

availabilityZone 0 BBHO MY — v BRET D
&L HRE LTRSS — oo
7w 7 1P LARAE~ v DMERL
INET,

A MY — o OFRE D LILIRN
ek, To) ITRELET, 2
WU 7=k s rTHMEY — &
R—=HFLTEBY, AShi-fE
MDELWZ 2R L TLES
W, (EIZ0~3DEETHD
VERH FT)

userData \ninterface IR~ o cESN D a—H—

management0\/0\nmanagement-only\nnameif F
o

management\nsecurity-level 100\nip
address dhcp setroute\nipvé
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 0 management\nssh
timeout 60\nssh version 2\nusername
admin password E28@40iUrhx! privilege

15\nenable password

E28Q@40iUrhx!\nusername admin
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

INTGA—BH A ENBIE/Z A TDH B

attributes\nservice-type admin\naaa

authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any
any\naccess-group allow-all
global\n!\ndns domain-lookup
management\ndns server-group

DefaultDNS\nname-server 8.8.8.8\n!

virtualNetworkResourceGroup | cisco-asav-rg W3y NT—2 &t V—
AT N—T DA H,
virtualNetworkNewOrExisting 73
new DY ey, ZOMHITT 7
L— FOREBAMICER ST Y
Y= AT N—=T LR TH DL

ERHY ET,
virtualNetworkName cisco-asav-vnet IRFE %~ N U — 7 D4,
virtualNetworkNewOrExisting | new ZDORTA=RIZE ST, HL

mﬁuX/FU 7 BVERRT D
. BEFOER Y N U—T %
Eﬁféﬁ#&i@iﬁo

virtualNetworkAddressPrefixes |10.151.0.0/16 ZHVUIEAR R » R T —2 @ IPv4
T RVAT VT 7 AT,
l'virtualNetworkNewOrExisting |
2% Tnew) IZEREIINLTCWADY
ACDHLEETT,

virtualNetworkv6AddressPrefixes | ace:cab:deca::/48 TR Ry N U — 2 @D IPv6
T RVAT VT T AT,
l'virtualNetworkNewOrExisting |
2 Tnew] ICRE SN TWDHE
ANCDHLEETT,

Subnet1Name mgmt 7 Ry N4,
Subnet]Prefix 10.151.1.0/24 CAUTEBY 7 Ry MIPVA T L
T4 I AT,

lvirtualNetworkNewOrExisting |
2 Tnew] IZREINTWDHY
/EI\ a: @ %‘M\g T —a—o

Subnet11Pv6Prefix ace:cab:deca:1111::/64 THNIEEHY T Ry NIPv6 T L
7 AT AT,
l'virtualNetworkNewOrExisting |

. Microsoft Azure 77 570 F~® ASA {R3E OB A



| Microsoft Azure 7 57 F~® ASA {R38 DEA

Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

NS A—H %

A SN BB/ A TDHI

B

2 Tnew] IR EINTWBE
BN DOHMEETT,

subnet1StartAddress

10.151.1.4

BEPA LB —T = A ADIPVET
NI

subnetlv6StartAddress

ace:cab:deca:1111::6

B AR —T A ADIPV6 T
]\‘\[/XO

Subnet2Name

diag

F—HB A B =T 2 A DOY
Tx oy M,

Subnet2Prefix

10.151.2.0/24

THET A A —T xR
17y NIPVA T LT v
AT,
l'virtualNetworkNewOrExisting |
2 Tnew| IZRESNTWDHY
B DHMETT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

IHET A A —T xR
1V 7%y NIPV6e LT 4 7
AT,

l'virtualNetworkNewOrExisting |
25 Tnew| IZRESNTWDHY
B DHMEETT,

subnet2StartAddress

10.151.2.4

Fe BB —T =2 A1 D
IPv4d 7 R LA,

subnet2v6StartAddress

ace:cab:deca:2222::6

T—HAH =T 2 A1 D
IPv6 77 N LA

Subnet3Name

inside

Fe B B—T A A2 DY
A S N2

Subnet3Prefix

10.151.3.0/24

THET A A —T xR
2 TRy NIPVE T VT 4w
AT,
l'virtualNetworkNewOrExisting |
2% Tnew] IZEREIINLTCWDY
ACDHLEETT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

IHET—F A2 =T xR

2B TRy NIPV6e VT 4

2T,
l'virtualNetworkNewOrExisting |

Microsoft Azure 7 50 F~® ASA R OB A .



. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

Microsoft Azure 7 5™ K~® ASA {8 DEA |

NS A—H %

A ENBIE/Z A TDH

B

23 Tnew] IR EINTWBE
BN DOHMEETT,

subnet3StartAddress

10.151.3.4

Fe BB =T 2 A2 D
IPvd 7 R LA,

subnet3v6StartAddress

ace:cab:deca:3333::6

F—H AR =T 2 A2 D
IPv6 7 F L A,

Subnet4Name

outside

F— B A B =T 2 A3 DY
Tx oy M,

Subnet4Prefix

10.151.4.0/24

THET A X —T xR
3T Ry NIPVA T LT 4w
AT,
l'virtualNetworkNewOrExisting |
2 Tnew| IZRESNTWDHY
B DHMETT,

Subnet4IPv6Prefix

ace:cab:deca:4444::/64

THET A A —T xR
3V TRy RIPV6 T VT 4 v
AT,

l'virtualNetworkNewOrExisting |
25 Tnew| IZRESNTWDHY
B DHMEETT,

subnet4StartAddress

10.151.4.4

Fe BB —T 2 A3D
IPv4d 7 R LA,

subnet4v6StartAddress

ace:cab:deca:4444::6

T—HAH =T 2 A3 D
IPv6 77 N LA

vmSize

Standard D4 v2

ASA R VM O A1 X,
Standard D3 v2 7237 7 4 /L K C
—gﬂo o

ATFY T ARMT 7L — &AL T, Azure R —Z /L E721% Azure CLI TASABAE 7 7 A 7T+ — /L2 B L

*9, Azure TO ARM 7> 7 L— hDOEBRIZOWTIX

['Create and deploy ARM templates by using the Azure portal]

[Deploy a local ARM template through CLI]
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli

| Microsoft Azure 7 59 K~ ASA fR 18 DEA
VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

RDBERY

SSH Z /L CANT&ED CLL A~y REMMAT 25, 721X ASDM #4EH LT, BEZKAT
LET, ASDMIZT 7 B AT HFNEICOWTIX, TASDM Offth] 2L T ZEW,
Security Center NOHELEEIAN £ D K 512 Azure U Y — A DLRFEITBESNL D) OFERIZ DUV T,
Security Center 7* 5 AFA[fE R~ =2 T LV EZ B L T &V,

VID BELUVHRFZLIPV6 T T L— bZEFEAL T Azure 5 D EH

A AP A FEHE VHD A A—C 2 LT, ME DA A X 2 ASA RAE A4 A — 2 % 1ERk
TXFEd, ZoFatRiI, VHD L Y V—Z2FT 7 L— F&diH L7- ASA A8 0 R T
l/\i‘é—o

1R BRI

« Github @ VHD 3 L IO ARM O T > 7 L— M &M H L7= ASA {KAE O REEHIZIZ. JSON
T — M RBLOHRINT D ISON NTGA—H T 7 A VPRV ETT, TZTIE, 707
L— e RFGRA—E T 7 A IVOVERRFIEZ R TX F4,

s ZOFNETIL, Azure |Z Linux VM BHFEL TWAMERH Y £9°, —KH72 Linux VM
(Ubuntu 16.04 72 &) ZEM LT, Azure (ZJEMEVHD A A —Y %7 v 7 — 452 L%
BEIOLET, 2O A—VEMFHRT HI21E, HIS0GBDOA L —URMETY, Fio,
Azure ® Linux VM 725 Azure A b L—U~D7 v 7o — REFERNEL 20 £9,

VM ZAERT 2 BN S H5581E, IROWT IO HEEZMH L ET,
e Azure CLI |Z X A Linux (A8~ > > OFERY
o Azure 7K —Z /L2 K 5 Linux (AR~ o OERK

sAzure V7 A7 Vg T, ASA IR ZJEBHTAGATCHEHARER A L—U T h
]7:/ }\Z)S‘L[Z‘g(:\ﬁ—o

FIE

ATFY TN VYR Fyra— K Y7 b7 SX—=Uhb ASA AR [EHi VHD 4 A — (*bz2) ¥ vrmr—KLE
—éqo
a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance

(ASA) Software] (258 L £ 7,
b) [Adaptive Security Virtual Appliance (ASAV)] %7 U v 7 L£7,

FIEIZHE > TA A=V E X T = RLTLZEN,
7= & 21X, asav9-14-1.vhd.bz2

AFvFT2 [VHDBLIQRY V—2FT 7L — &M L7z Azure > 5 D ASA Virtual DJER | DR F Y T2 5XF Y
T8DFIEEZEITLET, ,
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/asav/getting-started/asa-virtual-919-gsg/asav_azure.html#id_87923

Microsoft Azure 7 5™ K~® ASA {8 DEA |
B v 550HR 2 LIPE T TL— b ERER LT Azire 5 5 OER

ATY T3 [HAZLER (Custom deployment) | ~<X—Y D EEICH D [/3T7 A —X OfFtk (Edit parameters) | % 7

Vo7 LET, WAXA XTEBENTGA—HT T — R EREINET,

a) [Z7ANvDua—F (Loadfile) 1227 Vw7 L, BAX~A XLIZASARIE TG A =R T 7 A4 V&
BMLET, VHDB LI ZZ A IPv6 (ARM) T 7 L— L& L7- Azure ~0 ASA iAE o JE B 5]
1L, Github 2B L T &, ZZTlE, T 7L —h TG A—F T 7 A VOVERE T 1B %2 TR T
xFET,

b) BWAZAXLIISON NI A—=Fa—Rzv 0 RO T, [frfF (Save) 122V v 7 LE
7

WDFRT, ASARME BEAOHN R X LAIPV6 T v T L— h 3T A—F|Z AT AHLER D 5 BEMEIZ O
TaBA L £,

NS A—BF FHEIEN BB/ 2 A4 TOH Bl

vmName cisco-asav Azure T ASA A8 VM (24 B & )
FET

vmlImageld /alricrios/ ST itior/femesonsy femegupr hoids| IS SN D A4 A —2 D ID,
Microsoft.Compute/images/ { image-name Azure DINEBTIE. HHDBY YV —
ANV —ZIDIZBEAT T 50T
I/ \ \55 —a—o

adminUsername hjohn ASARARIC e VA v Ha—H—
o

FEEIZEID Y THEND TR
ladmin] XEHATE EHA,

adminPassword E28@40iUrhx! BRET T NONRAT— R,

INAT — ROMABEDEIT, 12~
N LFOFHTFTTHLINENRD Y
FI, AT, RIF, BT, B
WL T a A BT "AT— |
T HHERH Y 5,

vmStorageAccount hjohnvmsa Azure A NL—U T o b, BEF
DANL—=VT AUy bEERT
DIED HHIERT 52286 T
¥, ANL—=UTHTU N
X, 3~ 24 LFOR ST H0HE
B ET, NNCFLHTFOH%E
B DR AT — RIZT 5
R0 £,

availabilityZone 0 O A Il — o A7
&L HRE LI MY — T
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| Microsoft Azure 7 59 K~ ASA fR 18 DEA
VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

INTGA—BH HAI SN BB/ A TDH Bl

Uy 7 1P AR~ U INMERRE L
F9,

AR — DR E D LB IR\
Ak, To) ICERELE7, ®IRL
T M AN AT Y — o B AR — b
LTHED ., ATJSHTEMIE L
TEEMBLTLIIEEY,  (EIX
0~3DEHTHIMNENRHY F
T) .

userData '\ninterface R~ cESN D2 ——
management0\/0\nmanagement-only\nnameif §f__570

management\nsecurity-level 100\nip
address dhcp setroute\nipv6
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 0 management\nssh
timeout 60\nssh version 2\nusername
admin password E28@40iUrhx! privilege
15\nenable password
E28@40iUrhx!\nusername admin
attributes\nservice-type admin\naaa
authentication ssh console
LOCAL\n!\naccess-1list allow-all
extended permit ip any
any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group
DefaultDNS\nname-server 8.8.8.8\n!

customData {\"AdminPassword\": %0 HRERK T ASA IRAE |2 FpR X
\"E28@401iUrhx!\",\"Hostname\" hé 74— ]\\‘o 517 + v ]\ <
:\"cisco-tdv\", li\ %&/\dg;d‘%& 7&5%{@ 350
\"ManageLocally\":\"No\", \"IPvéMode\":

F—LEOTRH £7,

e ladmin|] = —HP— X2 T— R

\"DHCP\"}

* CSF-MCv A A 44

« FHHO CSF-MCv R A M4
7213 CSF-DM,

[ManageLocally:yes] : ZAUZ &
» . CSF-DM 73 Threat Defense
Virtual v r— v & L CTHEH S
LEIITHRESNET,
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INTA—RH RSN BIE/ 2 1A TDHI BT
CSF-MCyv % Threat Defense Virtual
YF—Tx L LTREL,
CSF-MCv Tlf Ui EZ T 5 DIZH
BT 4=V RIZANTHZ LD
TEET,
virtualNetworkResourceGroup | cisco-asav AR Ry N —2 &) V— 2R

T N—T DT,
virtualNetworkNewOrExisting 7% new

D, ZOMEIET T L— D
REAMICEIR=NTZY V=27
N—TLREICTHLLENRDD F
T

virtualNetworkName

cisco-asav-vnet

RAFR > b U — 27 DL,

virtualNetworkNewOrExisting

new

ZONRTA=ZZE 5T, FLwn
BARE > DU — 7 ZAERT 27,
BEFORAER Yy U —7 i
DINBRED £,

virtualNetworkAddressPrefixes

10.151.0.0/16

IR Y FU—2 DIPvA T
RLVAF VT 4T AT,
lvirtualNetworkNewOrExisting] 73
mew| |ZEXESILTWDILGAIZD
HBELTT,

virtualNetworkvoAddressPrefixes

ace:cab:deca::/48

ZHIFRER Y U =27 DIPV6 T
RLVAF VT 4T AT,
lvirtualNetworkNewOrExisting] 73
ew| |ZEXESILTWDLAIZD
BT,

Subnet] Name

mgmt-ipv6

EH T X%y M,

Subnet1Prefix

10.151.1.0/24

ZHUFEEY TRy FIPv4 T
T4 T AT,
lvirtualNetworkNewOrExisting | 7%
new) |ZRE SNV TV DEGAEITD
BT,

Subnet1IPv6Prefix

ace:cab:deca:1111::/64

CHUTEEYF TR b IPv6 7L
T4 w7 AT,
lvirtualNetworkNewOrExisting ] 73
Mnew) [ZRRE STV DHAITD
BT,
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NS A—H %

HAI SN BB/ A TDH

&R

subnet]1StartAddress

10.151.1.4

A L E—T A ADIPVAT K
A,

A

subnetlv6StartAddress

ace:cab:deca:1111::6

BRI LA —T oA ZADIPV6 T N
LA,

Subnet2Name

diag

Fe B AR —T 2 A A DY
T b,

Subnet2Prefix

10.151.2.0/24

ZIUET A E—T M A ]
BT Xy NIPVA T LT 4 v T A
T.

lvirtualNetworkNewOrExisting | 75§
mew| |ZEXE STV DA

H BT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

ZHET—H A E—T A A
BT Ry NIPV6e LT 4w TR
T.

lvirtualNetworkNewOrExisting | 7%
Mew| IZEREINTWDEHEIZD
BT,

subnet2StartAddress

10.151.2.4

F—R A B —T A A1 D IPv4
7 KL A,

subnet2v6StartAddress

ace:cab:deca:2222::6

F—H AR =T A A1 DIPV6
7 KU A,

Subnet3Name

inside

Fe BB =T 2 A2 DY T
T M,

Subnet3Prefix

10.151.3.0/24

ZHET A A =T = A2
PTxy NIPVA T LT 4 7 A

<.

TVirtualNetworkNeWOrExistingj i
mew| |ZEXESILTWVDAITD
BT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

ZNEFT A F =T A R2
PTxy NIPV6 T LT 4y T A
<.

lvirtualNetworkNewOrExisting | 73
Mmew] (ZRRE SILTWVDHIEEIZD
BT,
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NS A—HBZ RIS N BE/ B A4 T D1 EiL:L]
subnet3StartAddress 10.151.3.4 F—H A B —T A A2 D IPv4
7 R A,
subnet3v6StartAddress ace:cab:deca:3333::6 F—R A B —T A A2 D IPv6
TRV,
Subnet4Name outside Fe R A B =T A A3DYT
Fv MM,
Subnet4Prefix 10.151.4.0/24 THETFT—Z A H—T 2R3
Y7 Fy NIPv4A TV T 4 T A
‘(\‘\
lvirtualNetworkNewOrExisting | 75§
Mew] IZREINTWVWBLEHAI
%LL[Z\%:.’C—;«O
Subnet4IPv6Prefix ace:cab:deca:4444::/64 THET—E A E—T AR 3
7y NIPV6 T LT 4w T A
‘(“\
lvirtualNetworkNewOrExisting | 7%
Mew| IZEREINTWDEEIZD
%L‘/[Z‘%:Tj*o
subnet4StartAddress 10.151.4.4 F—H AR —T A A3D IPv4
7 KL A,
subnet4v6StartAddress ace:cab:deca:4444::6 F—HR A B —T A A3 D IPv6
T RV A,
vmSize Standard D4 v2 ASA B VM YA X,
Standard D3 v2 37 7 4 /L T
‘jﬂo o

ATy T4 ARMT 7L — &AL T, Azure R—Z /L E721% Azure CLI TASA AR 7 7 A 7+ — /L2 BB L
F9, Azure TO ARM 7> 7L — hOREBIZOWVWTIX, RO Azure R¥X a2 A2 FZ2ER LT EE W,

['Create and deploy ARM templates by using the Azure portal]

[Deploy a local ARM template through CLL]
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli

| Microsoft Azure 7 57 F~® ASA {R38 DEA

t52 : Are Y y—2 7T L—rohl [

RDZRY
*SSHZITLTCANTEDLCLI 2~y REMHT L0, £72I1X ASDM 2 H L T, RE%
BITLET, ASDMIZT 7 B AT AFIEIZHOWTIEL, [TASDM ORRlG] 2B LT
él/\o

fF8% : Azure )V —X T T L— Dl

ol

JL—F

ZOIETIX, ASA AR % JEBAT % 7= 2l T % Azure Resource Manager 7 > 7 L — k D
EIZOWTHBLET, Azure V V—RA 7 7 L— KNI ISON 7 7 A /L TT, MEDORY V—
ADREMEZEFRIET D720, ZOFINZIE2 DD ISON 7 7 A AR EEILTWET,

e FUTL—FrITFAI . ZHIE. V=R T A—THNOT RO R—3x 2 & BT
BAAL LY ) —RT 7 A4 LTT,

CINTGA=B TFAI): ZDT 7 AL, ASA AR 2 IEF IR T 5 72O bh BT
A—ANEENTVET, ZOT7 7 ALIE, V7 %y MER, KB~ OpEfE & A
A ASARAR D —HF—Z L NAT— K AR —Var 7oA E ] FEMRTE R
BEENTHVET, ZDOT 7 A /LiX Azure Stack Hub BEASREAIC I A X~ A4 A TX £,

274 ILOERK

Z DIATIL, Azure Resource Manager 7 > 7 L — h OFEICHOW T L £9, kOBIE, 7
VL= N T ANERNERLTIZLDOT, T — OIS EIERWSERLTOET,

Azure Resource Manager JSSON 7> JL— bk 77 1)L

{
"Sschema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "",
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }
}

T Lb— NI, ASA AR BB O A VERL T 5 72 DI T& % JSON 8 L O THERk S h
TWET, ZOHbHEMAKETIE., 77— MIROEZNEEFNLTWET,

= 4: EHFHD Azure Resource Manager JSSON 7> T L— 77 4 L EHR

Ex WA S5ER

$schema o T — REEONR— g U EHHAT 5 JISON A F—
~ 77 A NVOEET, BIOXIZR L URL 2 LE
7,
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820

B =77 —ronm

Microsoft Azure 7 5™ K~® ASA {8 DEA |

LS

WA

B

contentVersion

FroFL—FONR—=T g5 (1.0007428) ., ZOFEHE
I EEOEEIEECEET, 77— M2fEHL
TYY—RA%ZERTHEEIT, ZOEEFEHNLT, @
U7 o 7= F MRS TS Z L 2R TE E
S

INT A—=H

EREZFITLTCY YV —RAEBHEIRAZIA AT HEX
WHRET A, T A—22ky ., BEFHIMEE AN
TEET, HXHIMLEL WS DT TIEH Y THEAN,

FEELARWE . JISONT > 7 L— MIEEIFE L35 A—
HTCY Y —RAEEBRLET,

T — hEEAEMRILTHEOICT T L— |
TISON 7 F 7 A b LTRSS D H,

VY —2ATN—TTCREE-IEEFIND Y VY —RH
A7,

outputs

JEBAEZ ICIR S DI,

JISONT 7 L— M, BTV Y =R A A THEEETHDET TR, ZOMETHH
ENTA—HEEESTHOICLFIATEET, ROBNE, BriLv ASA (K8 2B 257

TL—FERLTWVET,

JYy—X FoTL— FDERK

UToflzH LT, 7%FA =74 X2 LIEMBEOEAT 7L — FafETE %7,

FIE

ATV TN ROFPURLIZTFA M a—LET,

51 :

{

"$schema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",

"parameters": {
"vmName": {

"type": "string",
"defaultValue":

"metadata":

"description":

}
}l

"vmManagedImageId":
"type": "string",
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"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myIlmage

}I
"adminUsername": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other
values are disallowed - see Azure docs"
}
}I

"adminPassword": {
"type": "securestring",
"defaultvalue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars

and have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
}
}I
"vmStorageAccount": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account).
Between 3 and 24 characters. Lowercase letters and numbers only"
}
}I
"virtualNetworkResourceGroup": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Name of the virtual network's Resource Group"

}I
"virtualNetworkName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network"

}I
"mgmtSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv management interface will attach to this subnet"

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the mgmt interface (example: 192.168.0.10)"

}I

"diagSubnetName": {
"type": "string",
"defaultvalue": "",
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"metadata": {
"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

}I
"diagSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig0OSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gig0lSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I
"VmSize": |
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {

"virtualNetworkID":
"[resourceld (parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks',
parameters ('virtualNetworkName'))]"

"vmNicOName":" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name":" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name":" [concat (parameters ('vmName'), '-nic3') 1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": "[concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",

"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
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}I

"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]",
"location": "[resourceGroup () .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType') 1",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName') "
}
}
}I
{
"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]",
"location": "[resourceGroup () .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"
}
}I
{
"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"
}
}
]
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
"[concat ('"Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName')) 1",

"[concat ('Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
] 4

"properties": {
"ipConfigurations": [
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"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

parameters ('mgmtSubnetName')) ]
}I
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
}

] 4
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',
variables ('vmNicONsgName'))]"

}I

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

parameters ('diagSubnetName')) ]

} }

] r

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gig00SubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName')) ]"
} }
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] r

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gigOlSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"

] r

"enableIPForwarding": true

"type": "Microsoft.Storage/storageAccounts",
"name": " [concat (parameters ('vmStorageAccount'))]",
"apiVersion": "2015-06-15",
"location": "[resourceGroup () .location]",
"properties": {

"accountType": "Standard LRS"

"apiVersion": "2017-12-01",

"type": "Microsoft.Compute/virtualMachines",

"name": " [parameters ('vmName')]",

"location": "[resourceGroup () .location]",

"dependsOn": [

"[concat ('Microsoft.Storage/storageAccounts/', parameters ('vmStorageAccount'))]1l",
concat ('Microsoft.Network/networkInterfaces/',variables ('vmNicOName')) ]
concat ("Microsoft.Network/networkInterfaces/',variables ('vmNiclName'))]1",
concat ("Microsoft.Network/networkInterfaces/',variables ('vmNic2Name'))]1",
concat ("Microsoft.Network/networkInterfaces/',variables ( y) "

"
" "

’
" "

" 'vmNic3Name'

[

[
"

[
]I
"properties": {

"hardwareProfile": {
"vmSize": "[parameters ('vmSize')]"

}I
"osProfile": {
"computername": "[parameters ('vmName') ]
"adminUsername": " [parameters ('AdminUsername') ]

"adminPassword": " [parameters ('AdminPassword')]"

"
’

"

}I
"storageProfile": ({
"imageReference": {
"id": "[parameters ('vmManagedImageId')]"
}I

"osDisk": {
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variables ('vmNic3Name')) ]

"osType": "Linux",
"caching": "ReadWrite",
"createOption": "FromImage"
}
}I
"networkProfile": {

"networkInterfaces": [

{

"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

"

}
]
}I
"diagnosticsProfile": ({
"bootDiagnostics": {
"enabled": true,
"storageUri":

"[concat ('http://',parameters ('vmStorageAccount'),'.blob.core.windows.net"') "

}
}

}
]I
"outputs": { }
}

D77 ANE, T2k ziXazureDeployjson LW 9 KX HIZ, JISONZ 7 A /L& LT —I/MIRGFLET,
Ty ANEREL, BANRTA—ZIZEI T T L— bE{ERLET,

ATy T4 VHD BLOQY VY —2F 7L — & L72 Azure 725 D ASA {RAE OB A (19 ~<—3) THH L TW

HE2C, ZOTFT T —NEFEHALTASARIE ZEHLET,
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BAZBRLAT 21X, TNHEANLTEBMERHV ET, VY—AT 7L —MNIEHFLE
WNIA—BEFETANTHI L, NTA—FET T L— X5 A—% JSON 7 7 A LIZ
BEL TR &b TEET,

INTG A—=H T 7 AL, INT A =2 T 7 A IVOIERR (47 X—) O/ T A—Z DOHIIZFER
ENDBENRTA—FDEREENTVET, ZNODHEIL, BERZT 7 L— MIEHBINIC
EEINET, SFEIEFRBEECTY FICEDLETEHDONRT A =2 757 A VEERTE £9,
ZOEIOASARAB T T L —FDBE, RTA—F T 7 A )VIZIRDINT A—F B EET D
HRHY F£9,

K 5:ASARE RS A -2 DEE

J4—ILF EEA 1
vmName Azure ([Z31F 5 ASA {RfH ~ 3 | cisco-asav
> DA,
vmManagedImageld ERICEH SN A& x5 | /subscriptions/73d2537e-ca44-46aa-b

A—D ID, Azure DNERT |€b2-74111dd61b41/

. HBBHY AR Y resourceGroups/ew ' '

Y —ZIDIZEEM T 5T Marag gesTe/provi crosoft
.Compute/

ES AN images/ASAv910-Managed-1

mage

adminUsername ASA{RAIB I 7 A ¢ A7~ |jdoe
Da—W—4, TRHD

ladmin] IZTHZ LIXTEE
NEUR

adminPassword BIRFE T PO /RA T — | Pw0987654321

K, ZhiE, 2~ XFOE
ST, 12D/ LF, 1DDK
LT 1 OOKT, 1 ODOFRK
XFDHIH 3 DEED DY
N ET,

vmStorageAccount Azure A N L— 7 72 |, | ciscoasavstorage
BEFDOA ML —UT T2 b
T 2130, FICERR
TEHLZEHLTEET, A b
L= T Ty N, 3~
24 LFT, N LT DR
GOHZENTEET,
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virtualNetworkResourceGroup |{fFAHx v NU—27 DU V— X |ew-west8-1g
7 N—T DA, ASAAR 13X
HIZHLWY Y =2 T —

(CELE S NE T,
virtualNetworkName RAE% > N U—27 O, ew-west8-vnet
mgmtSubnetName B A —T A A%, = |mgmt

DOV 7Fy MR SNLE
4, ZHUE, Nico (FAIDH
Txv ) vy TEINE
7T, BEfFfoxry NU—21CH
M54, ZHITBEFEOY
T Xy NI BT D RN

HYEJ,

mgmtSubnetIP A A —T A AP 7 F|[10.8.0.55
LA,

gig00SubnetName GigabitEthernet 0/0 { > % — | inside

T AZ, ZOF TRy b
WCHHESVET, ZAUL, Nicl
QEHOH TRy N) IZv>
rEhET, BFEOxR Y b
T — 71BN T 556, 2
EEGFEOY 7 %y I —%
THLENRDY 77,

gig00SubnetIP GigabitEthernet 0/0 f > % —  |10.8.2.55
TxAXIPT RLZ, Zh
1%, ASARAE DA DT — X
AR =T oA AHTT,

gig01SubnetName GigabitEthernet 0/1 £ > % — | outside
T A AL, OV T X b
WZEE SNV E T, ZAUE. Nie2
BFEEHOY TRy b)) IZ7v
rEnET, BFEOxR Y b
T — 71T 556, 2
BEBEFEOY 7Ry NI —E
THMLERDHY £,

. Microsoft Azure 77 570 F~® ASA {R3E OB A



| Microsoft Azure 7 57 F~® ASA {R38 DEA

15 x—5 774 10tk |

J4—ILF

B

1

gig01SubnetIP

GigabitEthernet 0/1 A > % —
TxAAIPT LA, ZH
X, ASARAR D23/ H DT —
BA B =T A ZAHTT,

10.8.3.55

gig02SubnetName

GigabitEthernet 0/2 1 > % —
Tz AR, OV TRy b
(CHSESAVET, AL, Nic3
GEBDOF TRy ) ITvy
TIInET, EFEOXY b
V=27 ZBMT 556, Zh
OV 7 3y I —
THLENRDY 3,

dmz

gig02SubnetIP

GigabitEthernet 0/2 1 > % —
TxAADIPT FLVA, Zh
%, ASARIE D3 FEBH DT —
BA v HE—T A AHTT,

10.8.4.55

vmSize

ASA AR VM IZEHI9% VM
DA X, Standard D3 V2 &
Standard D3 23 % 4"— F ST
\WE 9, Standard D3 V2 23T
7V hTT,

Standard D3 V2 721X
Standard D3

INGA—3 T7AILDYERL

UTFTORZER LT, %A =F 4 X2 LB DONRT A—4 77 A VEERTE F

‘j—O

)

GE)  WoflE, 1IPV4 FHHTT,

FIE

ATYT1 ROBURLIZTFA Mxa—LET,

{
"$Sschema": "https://schema.management.azure
"contentVersion": "1.0.0.0",
"parameters": {

.com/schemas/2015-01-01/deploymentParameters.json#",
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"vmName": {
"value": "cisco-asavl"
}I
"vmManagedImageId": ({
"value":

"/suoscriptions /330251 Te-caB8-4taatoa?- 741 dd61A /resourceGrages/edVEnagediteges—rg/oroviders/Microsoft . Cavpute/ieges /AFv-9. 10. 1-81-Managed-Trrece"

}I

"adminUsername": {
"value": "jdoe"

}I

"adminPassword": {
"value": "Pw0987654321"

}I

"vmStorageAccount": {
"value": "ciscoasavstorage

"

}I

"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"

}I

"virtualNetworkName": {

"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
"value": "10.8.3.77"

}I

"gigO0OSubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gig0lSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {
"value": "10.8.0.77"

}I

"VmSize": {
"value": "Standard D3 v2"

}
}

ATV T2 ZOT77AN%E, =L ziFazureParametersjson L\ 95 K 912, ISON 7 7 A /L& LT —A/WIRFEL E
bg‘O

ARTYT3 T ANEREL, BANRT A=K ZEIT T L— bEERLET,

ATFv T4 VHDBLIOQY V—2AT L — h 2 L7z Azure 7> 5 D ASA {FAH OE A (19 2—) THBHALTW
HEHC. ZORTA=E T T L —FEFHLTASA AR ZEBIE L £,
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