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® 0OS Provisioning failed for VM 'TEST-CISCO-TDV-QC' due to an internal error. (Code:
OSProvisioningInternal Error)

® OS Provisioning failed for VM 'TEST-CISCO-ASAVM' due to an internal error.

InternalDetail: RoleInstanceContainerProvisioningDetails:

MediaStorageAccountName:ProvisionVmWithUpdate;

MediaStorageHostName:ProvisionVmWithUpdate; MediaRelativeUrl:ProvisionVmWithUpdate;
MediaTenantSecretId:00000000-0000-0000-0000-000000000000; ProvisioningResult:Failure;
ProvisioningResultMessage: [ProtocolError] [CopyOviEnv]

Error mounting dvd: [OSUtilError] Failed to mount dvd device Inner error: [mount -o
ro -t udf,is09660 /dev/hdc /mnt/cdrom/secure] returned 32:

mount: /mnt/cdrom/secure: no medium found on /dev/hdc

VTN = n T eBRTH LT, TNHDONRRATY — FEEOT T — 2R LUH
MR TEET, WIT, Y YT AIL Y =R PbDTT—OfMORE R LET,

10150 bytes copied in 0.80 secs

Waagent - 2024-08-02T00:46:55.889400Z INFO Daemon Create user account if not exists
Waagent - 2024-08-02100:46:55.890685Z INFO Daemon Set user password.

ERROR: Password must contain:

ERROR: a value that has less than 3 repetitive or sequential ASCII characters.

Invalid Eg:aaaauser, user4321, aaabc789

Failed to add username "cisco"

ADD USER reply indicates failure
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https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
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TXFd, VHD A A=V 2L CTREETHI1I21E, Azure A L —U T B w2 MZ VHD A
A=V HET v Ta—RTAEUNERHY ET, KRIZ, Ty 7o —RLET A A7 A=V B LW
Azure Resource Manager 7 > 7' L — M & fl L T, FEXGRA A —VE/ERTEX ET, Azure 7
L — bR, VY= ADRBHENRT A= FDEZRNEEN TS ISON 7 7 A LT,
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asa-virtual-919-gsg_chapter18.pdf#nameddest=unique_157
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
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ATy T

ATy T2

ATvT3
ATy T4

VHD 5 & U V—R 7> T L— kA LT Are 150 ASA 28 A |

1R BHHIIZ

cASARIE T 7L — FDOEBAICIX, JISONT 7L — B L OG5 JISON /X T A —H
Ty ANBYUETT, Uo7 — 77 A%, RO GitHub VAR MU b A m—
KTc&EE1,

https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure

e T UL —NENRTA—=RT 7 A )VERERT B RIEICONTHE, 8 Azure U VY — X T
YT L—bOB (40 X—) EBRL T &N,

« ZOTFNETIX, Azure |Z Linux VM 2MFEL TWALENRH Y £9, —FAY72 Linux VM
(Ubuntu 16.04 72 &) ZEM LT, Azure (ZJEMVHD A A —P %27 v 7 n— 452 L%
BEIOLET, 2O A—VEFHRT HI21E, HS0GBDOA L —URMETY, Fio,
Azure @ Linux VM 705 Azure A f L —U~D7 v 7a— FEEINEL 720 F9,

VM ZAERLT 2 BN B H581E, IROWT IO HEEZHFH L ET,
e Azure CLI 12 X % Linux {RIE~ 3 > DIERK
o Azure 7R — # )L C® Linux K48~ > > OVERL

cAzure V7 A7 ) Ty a T, ASAUER 2 BB AT CHAFRER A ML —U T A Y
:/ ]\ ﬁ§‘\‘%:w<:“a40

FIE

https://software.cisco.com/download/home ~2— 7735, ASA A8 [EAF VHD f A —Y & X m—RKLE
TO

a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance
(ASA) Software] I[ZFEE) L £7,
b) [Adaptive Security Virtual Appliance (ASAV)| 27 U v 7 LE7,

FEIZHE S TA A=V E X T 2— KL TLEEN,
7= & Z2 11X, asav9-14-1.vhd.bz2

Azure @ Linux VM I[ZJEHE VHD 4 A —Y %2 3 — L £ 7,

Azure E DB TT7 7 A NERVRY THEODIERATE 247 a Vg% HY £9, Z0HITit.
SCP (X a7at—) xR LET,

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>
Azure D Linux VM IZr 27 A > L, JEMEVHD A A—V % at— LT 4 L7 MVICBEIL 7,
ASA A8 VHD A A — V& L E 7,

7 7 A NERRRE TAXERERRR T A 72D TE LA T v a U E < H Y £, T OFITIE Bzip2
a2—5 4 UT 4 ZRLUETH, Windows XR—AD—F 4 UTF 4 L IEFITHEEL £,

# bunzip2 asav9-14-1.vhd.bz2

Azure T ASA {R18 O ERH .


https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
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B vio 5500 Y—27 2T L— FEER LT Are 150 ASA RA8 DEA

ATy TH

ATvT6

Azure A NL—U T AT FOACTFICVHD 27 v 7 u—RLET, BFOA ML—VT AV M
AT 21E0, FBUMERTH 2L b TEET, A ML—UTH UV MK, NCFEEBTFOHREE
HTEET,

ANV =UT AT MIVHD 27 v 70— KT TE ATV a Vv BE<H 0 £,
AzCopy. Azure Storage Copy Blob API, Azure Storage Explorer, Azure CLI, Azure 78— % /L7 £ C9, ASA
AR ERIHDORESDT 7 A4 ML, Azure R—F VEFA LW L AHEEL F7,

WOBE, Azure CLI ZfEH L7 AR L TWET,

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
--—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

VHD 7> & F BRI G A A=V aEl L 7,

a) Azure I"R—H )L T, [f A— (Images) | IR L 7,

b) [EM (Add) 127Uy 27 LT, HiLWA A=V EERLET,
) KOEHREATILET,

s [ 7 A7 U3 (Subscription) |: KRy X T YR RNNPLYTRAZY g 2@RL
i‘d‘o

o[UY—ATN—T (Resourcegroup) |: BEFD YU YV —A T N—T%EINTH0, HrLnY V—2R
IN—TEE L ET,

o [£4AT (Name) |: B RA A —VO2—PF—EXOLAFIZEATILET,
s[U—Y a3 (Region) ]: VM DBEFIND Y —V a3 2@ IRLE T,
«[0S% A7 (OStype) ]:0S %A 7 & LT [Linux] 23R L £ 7,
* VM DR
BIOS 7 — M E— FIZ, [ 114X (Generationl) ] ZERL £,
GE)
(2 (Gen2) 1IFHA—FIHTHVERA,
«[A ML —T 717 (Storageblob) 1: A ML —TTHUy hEBBL T, 7 v/ r— R L7 VHD
IEIRL £,

s [TH T NE AT (Accounttype) |: BT U T, R v 7 &7 U X M5 [Standard HDD],
[Standard SSD]. % 7213 [Premium SSD] % &R L £ 9,

ZOAA—VORERAICHEL TS VM VA X2 @RI 525481F, ERLET DY 24
TIMZFDOVM VA A THR—FEINTWNDHZ LR LET,

o [RA MF¥¥ v 7 (Hostcaching) |: Ru v 7 X 72U R KNPD [ /EXIAHR
(Read/write) ] Z#IR L F7°,
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ATy 71

ATvT8

ATvT9

VHD 5 & U Y—R 57> FL— kA L1 Azre 0 50 ASA 728 0BA

«[T—%T 4 A2 (Datadisks) ]: 774NV PDOEFIZL T, T—HT 4 AV ZBMLARNTLE
éb\o

d) [fERk (Create) 1227V v 27 LET,

[ A=V NIEFICIER SV E L7z (Successfully created image) | &9 A w&— U708 [[@%0
(Notifications) ] % 7 D FIZFKREIND ETHHLET,

GE)
BRI RA A—UIMER SN, Ty re— L7 VHD &7y 7a— R A RNL— 7wy &Y
BTxx7,

BHUAERR LT E R A A =20 V=2 D Z#BF L £7,

Azure DRI TIZ. HHWAEY VYV —2ZARYU VY —RIDIZEEMITFONTWET, VY —Z2 DX, ZO&
BHRA A= DOH LWASARAR 77 A T U4 —VERERTL & SITHEITRY F7,

a) Azure "R—H /LT, [4 A— (Images) | IR L £,
b) FIDAT v 7 TR LI BB R A A — V2 @IRL £,
c) MEE (Overview) 227 Vv 7 LT, f A—YDOTuXT 0 2EXRLET,
d 7V y7R=FKIZYY—RIDEZat—LET,
)V —ZIDE. ROFXEI]Y £7°,

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>
/provider ¥Microsoft.Compute/<container>/ <vhdname>

FHARAA—VEBLOR) Y —AT 07T L— 2L T, ASARE 77 AT U+ — NV ERERELET,

a) [HEl (New) 1 ZBIRL, A7 a D OBBRTEL LR FE T[T 7 Lb— MEB (Template
Deployment) ] & L £7,

b) [fERK (Create) ] ZBIRL E7,

¢) [T 4 X THEDT 7L — F%&#EE 7 % (Build your own template in the editor) ] ZER L £ 77,
AR AAXTEDLEADT T — MPMERENET, 77 b— b &AERT 5 HIEDOHIZ DN
T, VY =2 T 7= DK @1 ~—2) 2ZRL TS0,

d) HAZ<AXLIISONT »FL—bha—R&zv 02 RUIZRED 3, [fR1F (Save) 1227V v L
EJr AN

e) Fav 77Xy JRA NG [T A2 Y7 3 (Subscription) | Z3RL £,

) BEFO[Y Y —A 27— (Resourcegroup) [ZIEIRT D0 FHLWY YV —A T N—TZERl L ET,

g Fevr7Xor R MhE [r7—3 a3 (Location) | 23R L E7,

h) BIAT v T DOEFHFIRA A=V DY Y —RZID (ResourceID) ]% [VMEFEHEA A —ID (Vm
Managed Image Id) ] 7 « —/V RIZHE O (1) £ 9,

[#1 A% LR (Custom deployment) [ ~X— Y Of EICH 5 [T A —Z OfFtE (Edit parameters) | % 7
Vo7 LET, DAV ARXTELNRNTA—FT 7T L— bIMERRSIVET,

Azure T ASA {R18 O ERH .
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B AR =0ame T5AR—T—5y FTLA REETO Amre T—4 v kT LA AT 7 —DEM

ATv 710

ATy TN

ATy 12

a) [Z7AvDr—F (Loadfile) 1227 Uy 27 L, WAZSA AL ASARB NTA—=FT 7 A )V %
SZRLET, RXTA—FZT T — FEERTHHNZONTIE, [T XA =% 77 A4 )VOER (50
R—=) | ZEZRLTIEIN,

b) HAZARLI=ISON ST A—H 23— K& 42 ROl AT, [ (Save) 157U v 7 LE
R

AL LNEBOFMEMGE LET, [FEAR (Basics) | & [FXE (Settings) (OfFEH ([V Y —XID (Resource

ID) 172&) 0, HELCEAREIC T LI 2R LET,

FIFABR 2R L, [ EREOFIHBAICIEE LEF (Iagree to the terms and conditions stated above) |5 = v

TRy I A AT LET,

[ A (Purchase) 1|27 VU w7 L, BHHEA A—VBIOI AL LT 7 L— h&EH LT ASA 48

TrAT U A—NEHANLET,

T =T 7 ANENRTA—2T 7 A VZEANR TR, BENEEIZET L TWAIET T,
BHRHEA A—VF, R T 22 U 7o g o8OOSR0 REBICHER X 9,

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £721X ASDM 2 H LT, RE%
AT LET, ASDMIZT 7 AT A FEICOWTIE. TASDM OftE] #BB1LTL 72
W,

HIRFE=DAzure 75 A R— kv —45 vy T LA RBREETHAzure ¥ —
Ty bRTULARAT T 7—DEM

I, Azure 77 A4 X—F = —F v v LA ADa—VF—IZOHr@EAINET, Azure 7T
AR=—RF =y NV ARAEFEH L TWDLHEEIE. TRENDOTTAX—k~v—F v T
LARAT, 2a—HP = LTT IV r—yar 7y —BIOWERE~ 47 77— GF
FoR) OWEITRENN /> TND I EEMRBLET,

REILODAT7—ETTY (FERT)
e X7V w3 —1ID : cisco

« Cisco Secure Firewall ASA Virtual VM 4~ 7 — (i 5 ® Cisco Secure Firewall ASA Virtual 7
TV —g v F 7 7 —IfEH)

« 47 7—1D : cisco-asav
* BYOL 77 > ID : asav-azure-byol

*« PAYG "7 > 1D : asav-azure-payg
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asa-virtual-919-gsg_chapter18.pdf#nameddest=unique_157

| Azure T? ASA 278 DER
HIRTED Azure TSAR—k I—4 9 P TLA RBETO Amre X—45 Y F TLA A 77 —DEM .

=P =N —Fy F T VLA ANLERINTWBET AV r—a v d 77 —%ElET L.
PAYG F721ZBYOL 74 Z o AD2—HF—FRICESNT, VMA 77— F 00 bRI6T 5
A A—UREBRI, BRSNET,

L7z o> T, BERAZEEIEDIZE. 77U r—ra & VMO EDA 77— Azure 75
YN TR VT arDTTARX— K w—Fy N A ATHEMMI > TWT, FIFTE
HVHENRHY FT,
TIANR—h =l N LA ATINGDT ) r—arFd 77— VM A7 7 —%F
NZT B HFEIZONWTIL, Azure D R¥x 2 A2 FEBR LT FEWN,
o T4 R—FAzure~—7 v h T VA RAEZEHLTCHNRA L eay ha— a3 md 5
EX!
e FTANR— KN ~w—Fy N UL RCAT 7 — % BINT D [FFE]

» Set-AzMarketplacePrivateStoreOffer [ 7E]

TV —var ATy —lFv—r v LA RACRREIND D, Azure UL 40 L CTRHIC
BN TEET,

TITAR—F~— vy T LA ATHERONB~L AT 7 —2HMNTHITiE, CLIa~
VROMHANKELRABEENRH D ET (O RFa A2 NOVERKRE S TIZ, CLIDOFED
NEHETT)

HoF)avo R

Cisco Secure Firewall ASA Virtual BYOL 7 F %, I T Loy ra~r REHHL

THMMZTEET

$Params = @{
privateStoreId = ‘<private-store-id>’
offerId = ‘<publisher-id>.<vm-offer-id>’

SpecificPlanldsLimitation =@ (‘<plan-id-under-vm-offer>")
}

Set-AzMarketplacePrivateStoreOffer @Params

SParams = @{
privateStorelId = ‘<private-store-id>’
offerId = ‘cisco.cisco-asav’

SpecificPlanIdsLimitation =@ (‘asav-azure-byol’)

}

Set-AzMarketplacePrivateStoreOffer @Params

GE) HrFrawy REBERTT, MOV TIHE, Azure® R = A2 FEER LT 7Z X0,

"code": "MarketplacePurchaseEligibilityFailed",
"details": [
{
"code": "BadRequest",
"message": "Offer with PublisherId: 'cisco', OfferId: 'cisco-XXXX' cannot be

purchased due to validation errors. For more information see details.
Correlation Id: '"XXXXX"

Azure T ASA {R18 O ERH .


https://learn.microsoft.com/en-us/marketplace/create-manage-private-azure-marketplace-new
https://learn.microsoft.com/en-us/marketplace/manage-private-azure-marketplace-powershell#add-an-offer-to-a-private-marketplace
https://learn.microsoft.com/en-us/powershell/module/az.marketplace/set-azmarketplaceprivatestoreoffer?view=azps-13.4.0

Azure T ASA 528 OER |
B rzure ©o 1Pvs 4 R— 5% ASA =2 DR

This plan is not available for purchase because it needs to be added to your tenant's
Private Marketplace. Contact your admin to request adding the plan.

Link to plan: <URL>.

Plan: '<PLAN NAME>' (planId=<VM-OFFER-PLAN-ID>),

Offer: <OFFER NAME>, Publisher: 'Cisco Systems, Inc.' (publisherId='cisco').

}
] r
"message": "Marketplace purchase eligibilty check returned errors. See inner errors
for details. "

}

=y NV AAF Ty —OREETIZIE, EROZT—DREBAETLZENHY T, IhE
R D10, 77V r—var E VMO TOA 7 7 —% Azure 7F > MY T RIS g
CTEHENC L, FIAFRRICTASLENRH Y £77,

Azure T® IPv6 H7R— L x5 ASA {R7E D ERH

ZDETIE, Azure IR—F L35 IPv6 Vain— bt ASA AR % BEBR$ 5 71kl >\ T
LET,

Azure T IPv6 ’E'U'Tl'f— FSEREIZDNT

ASA AR B 1E, 9.19 LA, IPv4 & IPve Dl 2R — b LE T, Azure TiZ, AE* v |k
U—7 %Wﬁii 7213 H 7% Marketplace —E 2725 ASA (RAR Z HHIER T £33, Bl

1E. Azure OHIFRIZ LV | Marketplace 77"V 7 —3 3 VHGLIE, IPv4 X—Z D VNet/H 7 % v
R DI EAE EIAIMERLT D L 5 ICHIBR STV ET, IPv6 7 R L AZBEAFOD VNet IZFE)T
RET DI LILTEETR, IPv6 7Ky N TRIE I VNet (18 LU ASA fiifH A 2 %

VAEBINTH I EIXTEERT A, Azure TIX, Marketplace /T L C VU YV —X & BT 5 Fik
PSORET 7 —F AL TH— N =7 4 D) Y —2AZRHT L LI, —EDOHIRE

HMLTVWET,
VATIHALE, IPV6 T RL w7 aVR— N3 57202 ASA AR ZRBET 5 2 2D HiER
AL TWET,

WD2HODREIR BT AR LIPVE T 7T L— BRI E T,

s [BAHZ LIPV6T 7 L— K (ARM7 7' L— K)  (Custom IPv6 template (ARM template)) ]
Azure |0 Marketplace 1 A — & WHIHIIZ S T % Azure Resource Manager (ARM) 7
TL— e LT, IPve BRED ASA (AR ZREAT Dot anEd, o7 7
L — MZIE, IPv6 YAV — XD ASA (A 2 RBAS 5 & D ICRRIEWRER Y Y — R L1 T
A—HEFREGLISON 7 7 A AREENTVWET, ZOT T Lb— FEERT 210

[Marketplace 4 A — B AE T AKX L IPVv6 7 2 7 L— M L7z Azure 706 D)
Bl (28 ~—v) | ZZRLTIIZEW,

v 77 AT X BRI, PowerShell, Azure CLI, ARM 7> 7' L — bk, F721% API =41
LCHAZ LT — hZRT 572912, Azure Marketplace LD VM A A —T~D7
IR AEFHATL70EATY, VM~DT 7B AZFAETIZ, TNOEDHAZ LT
TL— hEVMIZERT L ZEEHIRINTHVET, ZOXIRIAZ LT T L— R
MIZIEBBALE S DL, ROZT—A v E—UNEKRINET,

. Azure T ASA {R38 O ERH
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Azure T IPv6 £ k— + 3 2 EBICOVT |

Legal terms have not been accepted for this item on this subscription. To accept legal terms .....and
configure programmatic deployment for the Marketplaceitem .....

WOWT DO SEEFH LT, Azure TO 1 7T ML DEZ AN LT, Marketplace
A A=V ESRTHHAX LIPv6 (ARM) 77 L— 2 REATE ET,

cAzure i R—ABJL : BAZLIPV6T 7L —F (ARMT 7L —1h) ZREBRTH-D
(2. Azure Marketplace THIM AIGEZR ASA (A8 DRHHIIHIGT 27 07T ML DR
A7 a 2B LET,

e AzureCLl : CLIZ~ > R&EFEITL T, W AXAIPv6 (ARMT 7L — ) ZET
HizoDTu T MNILLBREEAESICLET,

HAABLVHD A A—DEIPV6 T TL—bk (ARM T2 7 L—F) : Azure T VHD A
A=Y EARM 77 L— hEH L CTEEGSRA A—VE2ERLEST, Zo7rt2

/. VAD L U YV —ATFT 7 b— & L7 ASA AR o BBRICELCWES, ZoTFr 7
U— ME, BHPICEEGSRA A =2 S L, IPve TR — x5 ASA AR % R
LI Azure |27 v 7R — RLTRETZDHARM T > 7 L— b EFEHALET, VHDE
FOBAZLIPV6 T 7 L— h & H LT Azure 205 OB (34 X—) &ML TL
7ZEW,

HAHK KIPV6 T > 7 L — k&AM H L7 Marketplace f A — Y £721XVHD A A —T &ML T,
HAZLIPV6T 7L —F (ARMT 7 L— ) ZHH L TASAME # B4 57 0tk *,

ASA {8 ORBICEEN D FIRITRD LB TT,

x3:

F |FOoEX

IE

1 |1Pv6 AR — hxt5d ASA (AR OJEEHZ FHH LTV % Azure C, Linux VM & {Eik L &
j—O

2 |Marketplace f A —Y B THAX LIPV6 T > 7 L— b & H LT ASA (A8 2 BT 2
WEITDH. Azure R—HF NV E 21X Azure CLITF 2 7T M LA EA T > 3 V2 H%)
IZLET,

3 |BBEOHATIUEC T, WOB AL LT T L — e Fyran—RLET,

¢ Azure Marketplace ZfA A =V ZEH L7 A Z L 1Pv6 7 0 7 L— |,
AL LIPV6 (ARM) 7> 7 L— &AL VHD A A —,

Azure T ASA {R18 O ERH .
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

4 | B AHZLIPv6 (ARM) T2 7L —FDIPv6 XTF A — 2 EZHHF L FT,

GE)
Marketplace f A — /38— g VBT LY T M T =2T A A=V =T a0 D/RT A—
X fll%. Marketplace £ A —Y B THAX LIPv6 7> 7 L — R &M L T ASA {48
ERTAGEICOAMETT, VY7 huoT =g VOFMERGT 512, a2~
YV REFATT HMENRS Y £7,

5 |Azure R—# /L E721X Azure CLI Zfifi L CTARM 7> 7 L— F BB L £,

Marketplace f A —JSHBEEL AR FZLIPG T TL—FEFERAL
= Azure H 5 D R

ATy

ATy T2

Marketplace f A —Y %S L, WAXLIPV6T 7L —hk (ARMT 7 L— k) ZEHALT
ASA A8 ZREAT 27 rE A,

FIE

Azure R—HZ)ica 74 LET,

Azure R—H )X, T—H v X —OBFNIERR L, BEOT AT NV TR I U Ty g A
o B EEE TR LET,

WDITHET, Azure R—Z /VEZIT Azure CLLEZHH LT 77 MM X2 BEEZAEICLET,
Azure R—H NV TCZDOA T a rEHINIT HITIE, ROFIEEZFEITLET,

a) [Azure (F—ER) (Azure Services) | CT[¥ 7 A7 U7 3 (Subscriptions) |27V ~»Z7 LT, ¥
TAI VT vay TL—RRX=UEFERLET,

b) EMDORA T, [RE (Settings) |47 arD[FT77 T LK DER (Programmatic Deployment) ]
Vw7 LET,

MIZEBHENTTXTOZATDY Y =) BET L9727 ) Foa il LHICFERSn
iTO

¢) [AT—XZ A (Status) ¥ T, WAZLIPV6 T > T L— D710 T A EDRHOTZODICEET S
ASA A8 |6 ST 5 [0k (Enable) | ARX %227 U v LET,

E S

Azure CLIZfFH L CZOAF T v a U EFHMIITHI2IE, WOFNEEZFEITLET,

a) Linux VM (IZB#) L 7,
b) ROCLIa~Y REFATL T, BAXLIPv6 (ARMT > 7 L— ) ZRAT 00707 T KX
LR ZAMILET,

A ROFATRHZ, A A—YOH T A7) Foar ZEZIBETHNICRIET 20ERH D 7,

. Azure T ASA {R38 O ERH
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ATvT3

ATvT4

ATy TH

ATvT6

Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

# Accept terms
az vm image terms accept -p <publisher> -f <offer> --plan <SK U/plan>
# Review that terms were accepted (i.e., accepted=true)
az vm image terms show -p <publisher> -f <offer> --plan <SKU/plan>
ENENOFMPNIRD LBV T,
* <publisher> : 'cisco's
« <offer> : 'cisco-asav'
» <sku/plan> : 'asav-azure-byol'
LIFIE, BYOLY 7227 U Fea 7T o CRFT D007 n 7T M2 XD ASA AR DR %2 A %)
2T ba~vr K27 U7 hoflTc,

» az vm image terms show -p cisco -f cisco-ftdv --plan asav-azure-byol

WD a~r R&ESIT LT, Marketplace f A —U/N—V g NIFHYST 5 Y 7 b =T 8=V 3 U OFEZ B
BFLET,
az vm imagelist --all -p <publisher> -f <offer> -s <sku>

ZNENOHAITRD LFBY TT,
* <publisher> : 'cisco',
* <offer> : 'cisco-asav'
* <skU> : 'asav-azure-byol'
LUFIE, ASA {548 F o> Marketplace £ A — /3= 3 VIS T2 Y 7 MU = 73— a3 » ORI TS
THavry A7 U7 hofITT,
az vm image list --all -p cisco -f cisco-ftdv -s asav-azure-byol

FoR &N D ATHER Marketplace f A — 3= g3 DU A RvD, WO ASA IR R—V g v %
BINLET,

ASA A8 D 1IPv6 R — FEEIDEG AL, ASARME X—T 3 %2919 DL EE L GRIRTAMLENRHD £
7,

Cisco GitHub U 7R R U 7> Marketplace 7 A% A 1Pv6 7> 7L — K (ARM T 7' L— ) XU a—
NLET,

TG RA—=H T T L—K 774/ (JSON) TREBEZIEEL T, "I A—FT7 7 A NVEHHLET,

WDOFRT, ASARMB I AZ LEBHAON AZAZ L IPv6 T v T L— 8T A—F AT DN H 5 R
fEIZ DWW TR L E9,

IND A=A BRI SN BIE/IZ A4 T D SRER
vmName cisco-asav Azure T ASA {FE VM (24 |1 %
£,

Azure T ASA {R18 O ERH .
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NS A—H %

A ENBIE/Z A TDH

B

softwareVersion

919.0.24

Marketplace f A — /38— 3 >
2004 }\173:7/\\—-:‘/“3 >

adminUsername

hjohn

ASARAB lcm /' A v B a—
W—4,
BEFEIZEID Y TOHND T4
fadmin] IfFEHCTEEHA,

adminPassword

E28@40iUrhx!

BPET T NORAT —
]\\‘O

NRAT— ROMAE LT, 12
~ T2 LF-DIHLF T o D W EIN
bV FEF, ILF, KT K
T SR T R ARG DR R
AT — RIZTDHMERHY F
T, NAT— ROEHMES BT
LHHA RTA A2,
[R2AT— ROKE] 5L
TLTEE,

vmStorageAccount

hjohnvmsa

Azure A hL—T 70 by
MAFOA RN L=V T ho v b
R 210>, FHUCHERS 5
ZEHTEET, AML—UT
ATy MAE 3~24 LFOR
SICTHDVERDY £5, /X
F B FOHB AP DTN
AT —=RIZTHHMERH D F
R

availabilityZone

BRI MY — o YR ET S
&L HRE LT R — TR
T v 7 1P AR~ U DMERK
EhET,

A MY — DOBRED DI 2N
ek, 0 ICRELET,
PR 7= Hsae s vl fE Y — > %4
AR—FLTEY, ASNSHTE
NELWZ EEfERLTIES
VW, (EIZ0~30BKTHD
PMERHY FT)
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INTGA—BH A SN BB/ A TDHI B

userData "\ninterface R~ icEIN b —H—
management0\/0\nmanagement-only\nnameif if__fyo
management\nsecurity-level 100\nip
address dhcp setroute\nipvé
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 0 management\nssh
timeout 60\nssh version 2\nusername
admin password E28@40iUrhx! privilege
15\nenable password
E28@40iUrhx!\nusername admin
attributes\nservice-type admin\naaa
authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any
any\naccess-group allow-all
global\n!\ndns domain-lookup
management\ndns server-group
DefaultDNS\nname-server 8.8.8.8\n!

virtualNetworkResourceGroup | cisco-asav-rg ARy NT— 27 ZEte ) ) —
AT N—T DL,
virtualNetworkNewOrExisting 73
new D&, ZOMITT 7
L— FORERAMICERS Y
V=ATN—TLELTH D

ERHY ET,
virtualNetworkName cisco-asav-vnet IR~ b U — 7 D4 Hi,
virtualNetworkNewOrExisting | new TDONRGA—FITL ST, HL

b\ﬂi,u v MU= BT S
Eﬂ?@fﬁu% vy U= %
ﬁﬂﬂ*ﬂ“%ﬁb DIRED £,

virtualNetworkAddressPrefixes |10.151.0.0/16 S AER v N T — 2 @D IPv4
T RVAT VT 47 AT,
lvirtualNetworkNewOrExisting |
2 Tnew] ITRE STV DY,
BIZOHMETTY,

virtualNetworkvoAddressPrefixes | ace:cab:deca::/48 Z R EE R y U — 27 @D IPv6
T RVAT VT 47 AT,
lvirtualNetworkNewOrExisting |
2 Tnew) I[ZRESN TN D5
BICDHLEETT,

Subnet]Name mgmt YT Ry N,
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NS A—H %

A ENBIE/Z A TDH

B

Subnet1Prefix

10.151.1.0/24

CHIEFEHY 7Ry FPvAaT L
74T AT,
l'virtualNetworkNewOrExisting |
25 Tnew] IZRESNTWDY
B DHMEETT,

Subnet1IPv6Prefix

ace:cab:deca:1111::/64

CHIFEHY 7Ry FPve 7 L
T4 v I AT,
l'virtualNetworkNewOrExisting |
25 Tnew| IZRESNTWDY
ACDHLEETT,

subnet1StartAddress

10.151.1.4

A X —T 2 ADIPVAT
]\‘\[/XO

subnetlv6StartAddress

ace:cab:deca:1111::6

A LB —T 2 A ADIPV6 T
F‘VXO

Subnet2Name

diag

Fe BB —T A ] DY
i S N

Subnet2Prefix

10.151.2.0/24

NET—FA L F =T = R
172y FIPVAT VT v
AT,
l'virtualNetworkNewOrExisting |
2 Tnew) IZRRE STV DY
B DHMEETT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

INET—FA L F =T =R
172y MIPV6 7V 7 4 v
AT,
lvirtualNetworkNewOrExisting |
2 Tnew) IZRRE STV DY
BICDHMETT,

subnet2StartAddress

10.151.2.4

TR A HE =Tz A1 D
IPv4 7 R L A

subnet2v6StartAddress

ace:cab:deca:2222::6

Fe BB =T 2 A1 D
IPv6 7 R L A,

Subnet3Name

inside

F— BB —T A A2 DY
T X v N,

Subnet3Prefix

10.151.3.0/24

“hETF—E A A —T A R
27Xy bIPVA LT 4w
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Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

NS A—H %

A SN BB/ A TDHI

B

AT,
lvirtualNetworkNewOrExisting |

25 Tnew] ITREIN TS

BIZDHMLETT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

ZNET A E =T = R
2H TRy FIPV6 LT 4 v Y
AT,
lvirtualNetworkNewOrExisting |
2 Tnew] ITRE STV DY,
B DHYLETT,

subnet3StartAddress

10.151.3.4

TR A HE—=T 2 A2D
IPv4d 7 L A,

subnet3v6StartAddress

ace:cab:deca:3333::6

Fe B B—=T A A2 D
IPv6 7 R LA,

Subnet4Name

outside

F—H A H—=T 2 A3 DY
Tx oy M,

Subnet4Prefix

10.151.4.0/24

IHET—H A =T A A
3 TRy NIPVA T LT 4
AT,
lvirtualNetworkNewOrExisting |
2 Tnew ] IZREINTWDHYE
BIZDOIHMETT,

Subnet4IPv6Prefix

ace:cab:deca:4444::/64

THET A =T (A
3T Ry NIPV6 LT 4w
AT,
lvirtualNetworkNewOrExisting |
25 Tnew| IZRESNTWDHY
BICDHMEETT,

subnet4StartAddress

10.151.4.4

Fe BB =T 2 A3D
IPvd 7 KL &,

subnetdv6StartAddress

ace:cab:deca:4444::6

FT—HAHE =T A3D
IPv6 7 F L A,

vmsSize

Standard D4 v2

ASA AR VM DA X,
Standard D3 v2 7 7 /L KT
j—o o

Azure T® ASA X738 O ER .



Azure T ASA 528 OER |
B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

AFYTT ARMT 7L — &AL T, Azure "—Z /L FE 7713 Azure CLI TASARAE 77 A 7T o +—/L &2 R L
F9. Azure TO ARM T > 7L — FOREBIZOWTIL, KD Azure RF¥x 2 A2 FE2RBLTL &N,

+ [Create and deploy ARM templates by using the Azure portal ]

+ [Deploy a local ARM template through CLI]

RDZRY

SSH Z#Jr L CAJJT& % CLI 2= R4 %57 £7213 ASDM 2 L T, BEEHAT
LET, ASDMIZT 7 B AT HFIEIC OV TIL, TASDM Ofls) 2L T EEW,
Security Center NOHELTEIAN £ D K 512 Azure U Y — A DLGEIZENL DD OFERIZ DUV T,
Security Center 2> 5 A FRIGER~ =27 LA SR L T 7Z S0,

VID BELUHRZLIP6 T TL— FZERALT- Azure h 5 D ERH

A APRMET AENE VHD A A—V A LT, A DI A Z L ASA RIB A A — 2 1ERR
T&FET, ZoFutRT, VHDE U YV —2F o FL— M &2EH L= ASA AR ORBEICELT
Wk,

JR 8O HHIIZ

« Github ® VHD 3 L O ARM O Hi7 v 7 L— h&fEH L7= ASA kA8 O ERHIZIE. JSON
T L= FBLUSHIET D ISON RTA—Z T 7 A ANKETT, ZZTlE, 77
L—hERTFA—=E T 7 A IVDOVERRGTELZHERTE E7,

« ZOFJETIX., Azure I Linux VM NFEL TWAMLENH Y £, —HEAY72 Linux VM
(Ubuntu 16.04 72 &) ZfEH LT, Azure IZJEME VHD A A —V %27 v 7 u— RK§5Z L%
BEIOLET, ZOA A=V EMRET HITIE, HSOGBDA ML —U NN TY, Fi-,
Azure @ Linux VM 75 Azure A f L —U~D 7 v 7o — REFEAEL 720 £97,

VM ZERRT 2 BN B 555015, ROWT O FIEEZFEH L ET,
e Azure CLI |Z X A Linux (A8~ > OFERL

o Azure IR — ¥ )L |2 £ 5 Linux {RAE~ o DIERL

cAzure 7 A7 V7L g NiE, ASA IR ZJEBET AT CHEAARESR A N L—U T
r7~‘/ ]\753\5!2\%’(‘"9’«0

FIRr

ATYT1 vRAaFyrm— R Y7 b7 N—=Uhh ASA AR [EHE VHD 4 A —3 (xbz2) 24V m—RLZE
R
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

| Azure T? ASA 278 DER

ATy T2

ATvT3

VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance
(ASA) Software] (28 L 9,
b) [Adaptive Security Virtual Appliance (ASAV)| %7 UV v 7 LE7,

FIEIZHEAD TA A=V EF T ua— RFLTLIEIN,
7= & 2 1E. asav9-14-1.vhd.bz2

[VHDB LY VY —2F7 7 L— h & L7z Azure 7> 5 D ASA Virtual DEBR ] DR Ty T2MHATF v
T8DOTFINEEFATLE T, .

[7 A% 5BBH (Custom deployment) | <X— 3 D EEIZH D [/3T A —Z Ot (Edit parameters) | & 7

Vo7 LET, WAZTARXTELNTA—FT T L— P ERESNET,

a) [Z77ALDu—F (Loadfile) 127U w2 L, HAX~A X L= ASARIA T A—4 T 7 4 V=B
BBLET, VHDBLIOH AZ L IPv6 (ARM) 7> 7 L— k& L7= Azure ~0 ASA AR 0 B {5
X, Github 22 L T &, T2 T, Ty 7 b—FERTRA—HT 7 A )VOIERR T 1% g8 T
xET,

b) DAL~ ARXLIISON/NT A—F a—RE7 ¢ RUIZHEO 1, [(R1F (Save) 1227V v 7 LE
R

WDFET, ASA AR BEAFHDO N A Z L IPV6 T T L— b 23T A —H|Z AT HMLEN S 5 BEMEIZ O
Tt L £,

INTGA—HZ Rl SN BME/ 2 A4 T D) SR AR

vmName cisco-asav Azure T ASA {8 VM (24 gl &+
JET,

vmImageld /iy s idio) femesiopy femeguprasoitsy| JEB I S A A —T D 1D,

Microsoft.Compute/images/ {image-name | A zure NI CIE. HHPBY J—
ANY VY — A IDIZBEAHT BT
WET,

adminUsername hjohn ASARRIZe /A T Ha—HP—
Z’ o

BEHEIZE DY TCoND T4
fadmin) XfFEH T EHA,

adminPassword E28@40iUrhx! BRET T NONRAT— R,

INAT — ROMBEDEIT, 12~
2 LFOFETTHLMNENRD Y
F9, T ORI BT R
LT B by RAT— |
WCTDHENDHY £97,

vmStorageAccount hjohnvmsa Azure A FL—TF Ly~ BETE
DAL=V T Iy MR
DUED, FHUHERR T 22 &6 T

Azure T ASA {R18 O ERH .


https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/asav/getting-started/asa-virtual-919-gsg/asav_azure.html#id_87923

B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

Azure T ASA 528 OER |

INTA—RH RSN BIE 21 TDHl BT
XFET, ANL—=UTHT L
3. 3~ 24U LFORIITT HME
NHYET, NUFEHTFOLE
MHAEDOET AT — NIZT 54
RV £,
availabilityZone 0 EEORAMEY — 2EET 5
L BE LMY — o7
U w7 1P LA~ v o MERR S T
ES R
AIPEY — o ORBRE BB N
BlE, o) ITRELEY, BRL
To Ml A R — v & YR — B
LTEH., ADSHTENELW
TLeARMRRL T EI Y, (fHIF
0~3DEETHLLENHY
EDA
userData '\ninterface AR~ cESN D2 ——
management0\/0\nmanagement-only\nnameif 7§__£7o
management\nsecurity-level 100\nip
address dhcp setroute\nipv6
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 0 management\nssh
timeout 60\nssh version 2\nusername
admin password E28@40iUrhx! privilege
15\nenable password
E28@40iUrhx!\nusername admin
attributes\nservice-type admin\naaa
authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any
any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group
DefaultDNS\nname-server 8.8.8.8\n!
customData {\"AdminPassword\": %0 AR T ASA AR IZFRR S
\"E28@401iUrhx!\",\"Hostname\" hé 74— ]\\‘O 5‘—7 + v T
;\;Ciscoljtdvl\l",\ \"No\ \"IPv6Mode\ i %LE?T%}:%J?%&{@ 320
"ManageLocally\":\"No\", \"IPv6Mode\": o N
\"DHECEA ) F—LEOTHRHY £T,
« ladmin] =—H =2 T —|
* CSF-MCv /R A N4
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VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

INTGA—BH HAI SN BB/ A TDH tEA

o BWHLH D CSE-MCv R A M £
7-1% CSF-DM,

[ManageLocally:yes] : Z4UIZ &
» . CSF-DM 7 Firewall Threat
Defense Virtual’?* Uy L LTE
HaIndEoricmesnEd,

CSF-MCv % Firewall Threat Defense
Virtual v % —v ¥ & LR 73'21/
CSF-MCv TR LR EZ T 2 DI
BT 4=V RICANTHZ L ?E)
TEET,

virtualNetworkResourceGroup | cisco-asav ARy NT— 2T &) V—2R
7 )V— T DL Fil,
virtualNetworkNewOrExisting 73 new
DYE. ZOEIET S L— o
EEAICRRSNZY Y —R 7
N—TLRICTHLLENRDD F
D

virtualNetworkName cisco-asav-vnet {RABR > N U — 27 DA H,

virtualNetworkNewOrExisting | new TDIRTA—HIZLH-T, HFLW

BARAR > U =7 BB D7,
POy U —7 2T
DMPRED £,

virtualNetworkAddressPrefixes | 10.151.0.0/16 THIFRER Y NU— T DIPvA T
NVAT VT 47 AT,
lvirtualNetworkNewOrExisting | 73
mew] ITERXE SV TWVDGAEIZD

BT,

virtualNetworkvoAddressPrefixes | ace:cab:deca::/48 THIFRER Y FU—2Z DIPV6 T
RLVAF VLT 4 v AT,
lvirtualNetworkNewOrExisting | 73
new | (ZERE SN TWDHAIZD

HLETT,
Subnet]Name mgmt-ipv6 YT Ry N4,
Subnet1Prefix 10.151.1.0/24 ZHUTEBY Ty N IPv4 7L
T AT AT,

l'virtualNetworkNewOrExisting] 73
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Azure T ASA 528 OER |

NS A—H %

A ENBIE/Z A TDHF

Bl

lew] IZEREINTWDHIGAIZD
%‘%‘g‘(j‘a

Subnet1IPv6Prefix

ace:cab:deca:1111::/64

ZHUTEBY 7Ry b IPve L
T4 v AT,
lvirtualNetworkNewOrExisting] 73
ew] IZFXE SNV TWVDLAIZD
BT,

subnet]1StartAddress

10.151.1.4

A L Z—T 2 ZADIPVAT K
LA,

subnetlv6StartAddress

ace:cab:deca:1111::6

BRI LA —T oA ZADIPV6 T N
LA,

Subnet2Name

diag

Fe B AR —=T 2 A A DY
T b,

Subnet2Prefix

10.151.2.0/24

ZHET A =T A A
TRy NP4 T LT 4w T A

<.

lvirtualNetworkNewOrExisting | 73
new] TERE SV TWVDIGHEIZD
BT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

ZHET—H A E—T A A
TRy NIPV6 T LT 4 v T A
T.

lvirtualNetworkNewOrExisting | 7%
Mew| IZEREINTWDEEIZD
BT,

subnet2StartAddress

10.151.2.4

F—R AR —T A A1 D IPv4
7 KL A,

subnet2v6StartAddress

ace:cab:deca:2222::6

F—H AR —T A A1 DIPV6
7 KU A,

Subnet3Name

inside

Fe BB —=T 2 A2 DY T
T M,

Subnet3Prefix

10.151.3.0/24

ZHET A A E—T o A2
PTXy NIPVA T LT 4 T A
<.

lvirtualNetworkNewOrExisting | 73
mew| |ZEXESILTWVDLGAIZD
FRBELTT,
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VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

NS A—H %

HAI SN BB/ A TDH

Bl

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

HET A B =T A R2
PT Ry NIPV6 T LT 4 J A
lvirtualNetworkNewOrExisting ] 73
new) |ZRE SIVTW DD
BT,

subnet3StartAddress

10.151.3.4

F—H AR —T A A2 D IPv4
T R A,

subnet3v6StartAddress

ace:cab:deca:3333::6

FeR AR —T A A2 D IPV6
7 RL A,

Subnet4Name

outside

FeBA B —=T 2 A X3 DY
F v b,

Subnet4Prefix

10.151.4.0/24

ZNET—H A A =T A A3
TRy NIPVA T LT 4 T A
lvirtualNetworkNewOrExisting ] 73
mew] IZEE SN TWAEHAEIZD
HMETT,

Subnet4IPv6Prefix

ace:cab:deca:4444::/64

THET—H A A =T =R 3
T7 Xy NIPV6 T LT 4 v T A
<.

lvirtualNetworkNewOrExisting] 73
ew ) |ZEXE SIVTWDEHAIZD
BT,

subnet4StartAddress

10.151.4.4

FeB A H—T A X3 D IPv4
7 RL A,

subnet4v6StartAddress

ace:cab:deca:4444::6

F—R AR —T A A3 DIPV6
7 KL A,

vmsSize

Standard D4 v2

ASA AR VM O A X,
Standard D3 v2 237 7 4 /L 8 T
j—O o

ATy T4 ARMT 7L — FE2FER LT, Azure R —Z /)L F 71T Azure CLI TASA AR 7 7 A4 7 U +— /L& R L
F9, Azure TO ARM 7> 7L — FORBIZHOWTIEL, kD Azure R¥ 2 AL FE2BR LT &0,

+ [Create and deploy ARM templates by using the Azure portal ]

Azure T ASA {R18 O ERH .


https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal

Azure T ASA 528 OER |
B 5 awevv—257070—rof

+ [Deploy a local ARM template through CLI]

RDEZRY

*SSHZ/TLTCANTEDCLIa~y REHAT I, /X ASDM 2 LT, ZE%L
WITLET, ASDMIZT 7 B 2T 5 FIEIZOWTIL, [TASDM ORI 2L TL 7
él/\o

6% : Azure VY —X T T L— D4l

ZOHETIE, ASARAR Z B3 5 7c DI H T & % Azure Resource Manager 7 > 7" L — k DFf§

BICOWTHHALEYT, Azure V V— AT 7L — KMZIISON 7 7 AV TF, MWEOEY V—

ZDORAEBEHET I, ZOFNIIE2 DD ISON 7 7 A AN EENTWET,
cTFUTL—FrITFPAIL I, VY =R NA—TNOTRTOa L R—F% b & BT
BAAL L)) —=RAT 7 A NLTT,
CINTGA—=B TFAI . ZDOT 7 ANMZIE, ASAIRE ZIEWICERT A7 OICHNER T
A—=HEANEENTVET, ZOT7 7 A M, V7 3y MER, (KB~ OMEE L&A
X ASARAE D —HF—Z L AT — R, A R —Tar T FO4 Y. ZEMER
DEENTWET, ZD7 7 A /Li% Azure Stack Hub JEBRBREHIC I A X~ A4 A TE £7,

I Lb—bk 72714 ILDRHEI

Z DIETIE, Azure Resource Manager 7 > 7 L — b OFEIEICOWTHBA L £, kOB, 7
YTV —= b T 7 ANERNFIRLIZO DT, T 7= DS ESERE SR L TOET,

a1
\

Azure Resource Manager JSON 7> L —k 71 JL

{
"S$Sschema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "",
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }
}

T b— bid. ASA TR B OMEZER T D7D H TE 5 JSON B XL O THERR S
TWET, ZORBHEMRESETIX, 707 b — MIROBEENREGENTVET,
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820

| Azure T? ASA 278 DER
yv—2 7o 71—tk |

= 4: EHFHD Azure Resource Manager JSON 7> T L— b D 7 A LEHR

E% 7B HoL:L

$schema EAA T L— FEEDONR—T g U EFBHT S JSON A F—
~ 7 7 ANVDOYHT, BIOKIZR L7 URL Z#fH L E
j—o

contentVersion =gV T L —bhDONR—=T 32 (1.0007%F) , ZOHESE

WCISEEDEERRECEET, T L—bMEEAL
TYUY—2%FRBIATHLEEIL. ZOEEEHLT, &
7T o 7L — FMER SN TWD Z L 2R T& %
7,

parameters Dz BB FETLCY Y —ARBED AL~ A XT D L&
(ZHRET DM, NTA—ZIZED | BARICEZ AT
TEET, HFITBEL NI DIFTIEH Y EHAN,
RELZRNE, JISONT 7 L — MIEREIF LT X —
ZTYY—2&RBALET,

variables Lz T L= FERRE MR BT VT L— b
TISON 777 A b & LTHEMENDIE,

resources SN VY —2 T NV—7CRRAERIIEFIND ) VYV —A X
A7,
outputs AAY-4 JRBAZ IR B MH,

JISONT 7L — R, BTV Y =R FA TE2BSTLH-0O007 TR, ZOEET L
ENTA—HEEESTHEOICLFIATEET, ROBNX, B LW ASA (K8 2 EERT257
L —hERLTWET,

Jy)y—X FoTL— FDIER

UTOBZERLT, 7F AT 4 22 A LICMEOEAT 7L — M TE £,
FIE

2TV 1 WOFPNRLETHFA 2o —LE9,
&1

{
"Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName" : {
"type": "string",

Azure T ASA {R18 O ERH .



Azure T ASA 528 OER |
B =527 —ronm

"defaultValue": "ngfw",
"metadata": {
"description": "Name of the NGFW VM"
}
}I
"vmManagedImageId": ({
"type": "string",
"defaultValue":

"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}I
"adminUsername": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other
values are disallowed - see Azure docs"
}
}I

"adminPassword": {
"type": "securestring",
"defaultvalue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars

and have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
}
}I
"vmStorageAccount": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account).
Between 3 and 24 characters. Lowercase letters and numbers only"

}
}I
"virtualNetworkResourceGroup": {
"type": "string",
"defaultvValue": "",
"metadata": {

"description": "Name of the virtual network's Resource Group"

}I
"virtualNetworkName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network"

}I

"mgmtSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {

"description": "The FTDv management interface will attach to this subnet"

}I

"mgmtSubnetIP": {
"type": "string",
"defaultvalue": "",

. Azure T ASA {R38 O ERH



Azure T ASA {718 O ER
yv—27oIL— ok [

"metadata": {
"description": "NGFW IP on the mgmt interface (example: 192.168.0.10)"

}I
"diagSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

}I
"diagSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig0O0SubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gig0lSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I
"VmSize": |
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {

"virtualNetworkID":
"[resourceld (parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks',
parameters ('virtualNetworkName'))]"

"vmNicOName":" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name":" [concat (parameters ('vmName'), '-nic2')1",
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"vmNic3Name":" [concat (parameters ('vmName'), '-nic3') 1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]",
"location": "[resourceGroup () .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType')]l",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName') "
}
}
}I
{
"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]",
"location": "[resourceGroup () .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"
}
}I
{
"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"
}
}
1
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup () .location]",

. Azure T ASA {R38 O ERH



Azure T ASA {718 O ER
yv—27oIL— ok [

"dependsOn": [
"[concat ("Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName')) 1",
"[concat ('Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

parameters ('mgmtSubnetName')) ]
}I
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
}

] 4
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',
variables ('vmNicONsgName'))]"

}I

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName')) "

} }

] r

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
] 4
"properties": {

"ipConfigurations": [

{

"name": "ipconfigl",
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"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gig00SubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

parameters ('gig00SubnetName')) ]
} }

] r

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gigOlSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"

] r

"enableIPForwarding": true

"type": "Microsoft.Storage/storageAccounts",
"name": " [concat (parameters ('vmStorageAccount'))]",
"apiVersion": "2015-06-15",
"location": "[resourceGroup () .location]",
"properties": {

"accountType": "Standard LRS"

"apiVersion": "2017-12-01",

"type": "Microsoft.Compute/virtualMachines",

"name": " [parameters ('vmName')]",

"location": "[resourceGroup () .location]",

"dependsOn": [

"[concat ('Microsoft.Storage/storageAccounts/', parameters ('vmStorageAccount'))]1l",

concat ('"Microsoft.Network/networkInterfaces/',variables ('vmNicOName')) ]

concat ('Microsoft.Network/networkInterfaces/',variables ('vmNiclName'

( (
( (

"
" "
" "

’
"
’

[
[
"
[

)) 1]
concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic2Name')) ]
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic3Name'))]"
]I
"properties": {
"hardwareProfile": {
"vmSize": "[parameters ('vmSize')]"
}I
"osProfile": {
"computername": "[parameters ('vmName')]",
"adminUsername": " [parameters ('AdminUsername')]",
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"adminPassword": " [parameters ('AdminPassword')]"
}I
"storageProfile": ({
"imageReference": {
"id": "[parameters ('vmManagedImageId')]"
}I
"osDisk": {
"osType": "Linux",
"caching": "ReadWrite",
"createOption": "FromImage"

}I
"networkProfile": {
"networkInterfaces": [

{

"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

"

variables ('vmNic3Name')) ]

}

}I
"diagnosticsProfile": ({
"bootDiagnostics": {
"enabled": true,
"storageUri":
"[concat ('http://',parameters ('vmStorageAccount'),'.blob.core.windows.net"')]"

}

]I
"outputs": { }

ATFTY T2 ZOT7 7 A NE, =L 2T azureDeployjson & 9 L 912, JISON 7 7 ALt LCua—h VIZRFEL £,
ATVT3 TrANVEREL, BARTA=RIZEIT T L— FEfERLET,

Azure T ASA {R18 O ERH .



Azure T ASA 528 OER |
B 515771000

ATY T4 VHD BLIONY V—2F 7 L— F&H L7= Azure 7> 5 D ASA AR OB A (20 2—) T LTV
LI, 2T L—EMEHLTASARAR 2B L 5,

INTG A= TF7A4ILDRK

HLWEBAZRBT LI, VY —AT U T L= MIRTA—INEHZSINLTVET, B
BRZBAtET DICiE. ZNHEAN L TEBLERHY 9, VY—RAT 7L — MNIEHEL
WNIA—=BEFETANTHI L, NTA—FEZT T L— X5 A —H JSON 7 7 A LT
BlE LTk b Taxd,

INT A=K Ty A NVIZIE, NTA—=F 77 A IVDERKR (50 —) DOI/RT A —F DOFIZFER
ENBENRTA—HFDENREGENTWVET, ZNOOMEIL. BREFICT 7 L — MIEEINIC
BIhEd, SEIELRERYC T AIZEDLETEHDONRT A= 77 A VEVERTE LT,

ZOBDASABIR T T L — FDFE, RTA=H T 7 A NATIRDINT A —Z B/t D
EHRHY £7,

RE5ASARB NS A—2DEE

Z4—ILF 5 BA i
vmName Azure |2351F 5 ASA (/< 3 | cisco-asav
> DA H,
vmManagedImageld Rl SN A& x5 | /subscriptions/73d2537e-ca44-46aa-b

A—ID ID, Azure DG |eb2-74ff1dd61b41/
. BHHdB Y V— 2R resourceGroups/ew

. Managedimages- iders/Microsoft
» — ZID I BIRAH 5C o esgfprovidersMicroso
.Compute/
E3E images/ASAv910-Managed-1
mage
adminUsername ASARIBIca 74 4 57~ |jdoe
Da—H—4, THIL4LD
fadmin] 2952 &i1ET&F
A,
adminPassword BIE T RO A T — | Pw0987654321

F, ZHuE, 2~N2XFOE
ST, 120/ 3LF, 120K
XL 1ODOHTF, 1 DORk
NFDHIH 3 OEEDDHNE
NH0FET,

. Azure T ASA {R38 O ERH



| Azure T? ASA 278 DER

1’sr—az71nont |

J4—ILF

B

1

vmStorageAccount

Azure A kL —T vk,
BFEOA ML =T T b
AT 2130 FrHIC/ERR
THZELTEES, A B
L—UT oy ML 3~
24 LFT, INLFEETF O I
EHHENTEET,

ciscoasavstorage

virtualNetworkResourceGroup

Wy hU—=Z7 DYV —A
TIV—T D4R, ASARAR X
FICH LW Y —R T —F
WZEE S VET,

ew-west8-rg

virtualNetworkName

RABF >y MU — 27 D4R,

ew-west8-vnet

mgmtSubnetName

BEA B —T oA AL, =
DOV T3y MRS E
4, AL, Nico (HHIDY
TXxv b)) iy T ERE
T, BFOR Y NU—7125
m+ 2846, ZHUIEBEFEOY
TRy ML —BT B LEN
HYET,

mgmt

mgmtSubnetIP

EFEHA LA —T A AIPT K
LA,

10.8.0.55

gig00SubnetName

GigabitEthernet 0/0 1 > % —
TxA AL, TOYT Ry b
(S ALE T, ZAuE, Nicl
QEFEROY TRy ) IZvy
TEInET, EFEOxX Y b
V=72t 556, I
EEEFEOY 71y MAIC—8
THLERDY E£3,

inside

gig00SubnetIP

GigabitEthernet 0/0 1 > % —
ZxAAIPT RVA, T
X, ASA AR ORI DOT — 4
A B =T A AHTT,

10.8.2.55

Azure T ASA {R18 O ERH .



B 5155710068

Azure T ASA 528 OER |

J4—ILF

B

1

gig01SubnetName

GigabitEthernet 0/1 1 > % —
TxA AL, TOF TRy b
[CEf S ET, ZhUT. Nie2
BFEHOH TRy ) ITv v
TrEnET, FEOxX Y b
=7 BT 556, 2
EEEFOY 7 1y MAIC—#
THMENDY 7,

outside

gig01SubnetIP

GigabitEthernet 0/1 1 > % —
TxzAAPT RLVA, T
1. ASAR D2 FEH DT —
BA B =T A AT,

10.8.3.55

gig02SubnetName

GigabitEthernet 0/2 1 > % —
Tz AL, ZOVT Ry b
(ZHHE SN E T, ZAUEL Nic3
@EHOH 72y b)) IZvy
FInET, FEOX Y b
=71 555, 2
HEEFEOY 7 1y AT —
THULENRDY F£3,

dmz

gig02SubnetIP

GigabitEthernet 0/2 1 > % —
TzAAXADIPT RV X, T
X, ASARME D3 FZEHDT —
BA =T 2 ZTT,

10.8.4.55

vmSize

ASA AR VM IZfE 3% VM
DA X, Standard D3 V2 &
Standard D3 23 % A"— F ST
\WE 9, Standard D3 V2 235
7 % hTT,

Standard D3 V2 7213
Standard D3

INDGA—HB T7 A IJLDIERK

UToflzERLT, 7% AN 27 4 Z2EM LB OART A= 77 A VAERTE %

‘j—o

N

GE) oL, IPV4 BT,

. Azure T ASA {R38 O ERH



| Azure T? ASA 278 DER

FIE

ATV T WOFPINIRLETHFA 2 ae—LET,

51

15 x—5 774 10tk |

"https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",

"Sschema":
"contentVersion": "1.0.0.0",
"parameters": {
"vmName" : {
"value": "cisco-asavl"

}I

"vmManagedImageId": {
"value":

"/suoscriptians/33d0251 Te-caB8-4taa-toa2- 741 dd61A / resourceeGraes/edvEnagedteces—ro/oroviders/Microsoft . Canpute/ireges/AFv-9. 10. 1-81-Managed-Trrece"

}I

"adminUsername": {
"value": "jdoe"

}I

"adminPassword": {
"value": "Pw0987654321"

}I

"vmStorageAccount": {
"value": "ciscoasavstorage"

}I

"virtualNetworkResourceGroup":

"value": "ew-west8-rg"
}I
"virtualNetworkName": {
"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
"value": "10.8.3.77"

}I

"gigO0O0SubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {

"value":

}I

"10.8.2.77"

"gigOlSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": ({

"value": "10.8.0.77"
}I
"VmSize"™: {
"value": "Standard D3 _v2"
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