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KIAWS THR—FEINTVWESIVREZ VR B4 T

AR VR Bt A3 —T 4 ADE
vCPU »%E!) (GB) ~H
c3.large 2 3.75 3
c3.xlarge 4 7.5 4
c3.2xlarge 8 15 4
c4.large 2 3.75 3
c4.xlarge 4 7.5 4
c4.2xlarge 8 15 4
cS.large 2 4 3
cS.xlarge 4 8 4
c5.2xlarge 8 16 4
c5.4xlarge 16 32 8
cSa.large 2 4 3
cSa.xlarge 4 8 4
cSa.2xlarge 8 16 4
cSa.4xlarge 16 32 8
cSad.large 2 4 3
cSad.xlarge 4 8 4
cSad.2xlarge 8 16 4
cSad.4xlarge 16 32 8
cSd.large 2 4 3
cSd.xlarge 4 8 4
c5d.2xlarge 8 16 4
c5d.4xlarge 16 32 8
cSn.large 2 53 3
cSn.xlarge 4 10.5 4
cSn.2xlarge 8 21 4
cSn.4xlarge 16 42 8
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mz I}
AR VR B A3 =T 14 ADEK
vCPU »E1 (GB) ~H
m4.large 2 8 2
m4.xlarge 4 16 4
m4.2xlarge 8 32 4
mb5n.large 2 8 3
m5n.xlarge 4 16 4
m5n.2xlarge 8 32 4
mb5n.4xlarge 16 64 8
m5zn.large 2 8 3
mb5zn.xlarge 4 16 4
m5zn.2xlarge 8 32 4
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& 2:ASARBHERMASI2E DI T4 & 2 REEEDHIR

NITA—TRBERE (A VRAVRA4T | L— LR RAVPN v < 3 Ul
(2 7/RAM) R
ASAvVS c5.large 100 Mbps 50
2 27/4 GB
ASAv10 c5.large 1 Gbps 250
2 27/4GB
ASAv30 c5.xlarge 2 Gbps 750
4 2277/8 GB
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INBEDA Yy E—=VITAWS N TSN RNWED, 7a—FRFy A <L FF¥ A b
WEELTALV—T 7 Fa o AWS TTPH EB D ICHiE L 8 A, VXLAN TR
2T 490 BT TOREBETEET,

» Gratuitous/FEZE 35 ARP

ZHIB @D ARPS 13 AWS W T T AL B IL7e 7= &, Gratuitous ARP F 72 13FE 55 ARP
EVELT A NAT ZEITHFER Y ICHIEL $HA,

EXTEDFITE SSH L

SSHABF —#GHEHKE DT v 77 L — RORER  SSHFGENEH INDHZ LI2E Y, SSHA
%% PAEE BT DI DDOF 2R ENLE LD £3, TDRD, Ty 77 L— Kk

. ABAF—FRFEE M L72BEF D SSH s EIFHERE L £/ A Q&Bﬁf\'_uw 1X. Amazon Web
%mWSMWwonmAﬁ DT 7NV ETHDHT-H, AWS 22—V — (1T Z OREBRFE R &
WET, SSHEE LA K7 5 MBEZBET 512X, 7 v 77 L— ROl Jﬁ%fﬁ%%@ﬁbia‘ 7=
X (ASDM 7 7 B AMANNZ e > TWDHEGE) 7 v 77 L— K2 ASDM Zfi [ L TRE%
BEETEET,

wix, 2—Y—4 ladmin] DOITTORER T,

username admin nopassword privilege 15

username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1£:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

ssh authentication =~ > R&ZfEHT5121L. 7 v 77 L—RORHCkRDa~ RE AT LE
—g—o

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

nopassword & — U — RMFEL TWAHA, INE#HFET 0O TIERL, b ica—3—
Zx XIS LT NA T — REFRET H 2 k%?&”biﬁ‘ nopassword ¥ —U — K%, /AT —

RIZAN R A 2 EW®T 20 TIERL . FEDORAT— 2 ANTEET, 9.602) LV FTD/A—
Va T, aaa =~ FiX SSH AR F —FGEICMATIEH D FHATLE, 2Dk,
nopassword ¥ —7U — NiZ h U H—SFEHFATLZ, 9.6Q2) Cllaaa=a~> RNRUHEE D |
password (F7ziXnopassword) F—U— RMFEET 584, HERYIZ username DI D/ A
U— RRBREZFFATH L 91 £ L7z,

7w 77 L— K&, username 2 > RiZxf9 % password & 721 nopassword ¥ — 7 — KD
BEITELRY, 2= =P RAT—FEANTERLTDLILIBETEDL LTV F
T Ko T, AF—FED A ZEHRNCE T 2551, username =2~ R& A Ligk
LET,
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2y ro—s rkavos ]

username admin privilege 15

2y bT—2 RO DDA

WORIL, ASARAE FHIC AWS N THRESNT-4-o0H 7%y b GEHE., NER. 446, BXL W
DMZ) #HAT-N—T v R 7747 U4 —/LE— KD ASA K48 ?Eﬁd\ e YAE R LT
7,

1: AWS ~D ASA {18 DEAHI

AWS VPC

D
"

Inside Dut5|de
Subnet Subnet
DMZ
Subnet

Management Subnet

[connected to all devices -not
shown)

EEFELF

IPv6 RO
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ASAv IPv6 Deployment Topology

VNET
Management Subnet -
2600:1f11:a22:¢400:/56 e * East-West Traffic Topology
Memt 0/0
2600:1f11:a2a:e433:a9e5:248d:28e3:e54a
Inside Subnet e Outside Subnet N
2600:1f11:a2a:e411::/64 2600:1f11:a2a:e422::/64
Inside |eth0 Gig 0/0 : =T . Gig 0/1 eth0 | Outside
Linux | 2600: 1f11:a2a:e411:57d  2600:1f11:a2a:e411:66ad = __-I 2600:1f11:a2a:422:14d0: 2600:1f11:a2a:e422:3b5 Linux
:9be9:8813:7ecd 8270:040c:80a1 |, __ bb85:b571:57f0 7:3119:c34f:52d4
ASAV
Route Table on Inside Linux ‘\\ Route Table on Outside Linux
Destination 2600:1f11:a2a:e422::/64 Destination 2600:1f11:a2a:e411::/64
Next Hop 2600:1f11:a2a:e411:66ad Next Hop 2600:1f11:a2a:e422:14d0:
8270:c40c:80al bb85:b571:57f0

ASA 78 DE A

WROTFNAIL, ASAFIE TAWS 2ty 87 v 7 T2 FIEOHEIE 2R L TWET, FEMZRTIEIC
DWTIX,  [Getting Started with AWS] S LT 7230,

FIE

AT w71 aws.amazon.com |12 7 A > L, Huika 8K UF 3,

(6=
AWS [ZEWZ G NI EREOHIBIZ aE STV ES, HlliE, ~—Yof EBlcFRRshES, HoOH
TR ATREZR Y Y — R T, BIOHBRICITFR RSN EE A, BROHBIANICAEL TWD 2 & 2 EHRIC
ER LTS TEE Y,

AT9 T2 [RA4T7HI2~ (MyAccount) 1>[AWSEHE D> —)L (AWSManagement Console) | 27 U v 7 LT
[*> RU—F > 2 (Networking) ] C[VPC]>[VPC 4 ¥ — FD#2E (Start VPC Wizard) 1 %27V v 7
L. =07 Y w7 %73y hE2BIRLTVPCEIER L, REFRELET BWFLOLWNED, 774
NVIEREEEALET)

c NI KON OY 7Ry bt VPCEB IO 73y FOATHTZ AT LET,

A VH =Xy NF— b Tz AV H =X M= T A DLREIEATILET, ZUTEY, 1~
HZ—F vy NES LT BRI ATREIC 72 D 97,

T —T N A F Ry EDIE N T T 4 v VAT DO N EBMLET (A
VA —Fy M=M= A120.0.000 ZBIMLET) .

G¥)
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IPVv6 720 2L C, Ry hU—J TRy b, A X —T 2 —AREEWBETHZ LT TEERE
Mo T 7 FV N TIXIPVA DMERH &L, IPv6 b — & ICANCTE £7, IPve DFEHIIZ OV TIL, TAWSIPv6
Overview] & [AWS VPC Migration] % &ML T 72 &0,

AT w73 [MyAccount] > [AWS Management Console] >[EC2] 27 U v 7 L, & 5IZ, [Create an Instance] &7 U v 7
LET,

« AMI (Ubuntu Server 14.04 LTS 72 &) Z3EIR L £ 7,

A A —VEFEM TR S AMI 2R L £,

« ASA B THR—FENDA AL AL AT (Blarge 72 L) ZBIRL £,
A VAF L AERELET (CPU & AEVITFEETT) .

s [EE7238M (Advanced Details) (227 v a v aREL, 7Y a0 [2—%—F—% (Userdata) ]
74—V RIZH 0 HMRZE AT TEET, ZiuE, ASA AE OEEEIRFIZEH S 41D ASA AR AL
EEteT XA NANTT, A~v—hTA U A EOFMIEHZFF S0 H AR OZEMIZ OV T,

MBEOHDary 7 4 FXal—ay 774 VO] #BBL TSN,

cEEA V=T AR HOHAEROFEMEZIEET D 2 L AERT2551%, Bl =T =
A ADFEMEEEST DHERH Y £3, ZAUIDHCP 2N T2 KO ICRET DLERH D £,

cT—RAVA—DIA R T—H AL H—T A ADIPT FL AL, ZOEREFO0 B HAELD
e LTHRE LG BICOAFID B THiL, RESINET, 77— A ¥ —7 A AL, DHCP
EEHTL2ELOICRETEET, 2L, BRI 23y V=T A 0 F—T = A AR TITIERK
SITWT, IPT RLARDNR> TWLEEIE, H0HHBKTIP T FRLAOFEMARETE
7T

FEOHBAEAAEL 50 MR ZHCEIC ASA AR 28 AT 5 &, ASA AR 1357 7 41 b
DO ASA AR A A L, AWS 2 ¥ T — X —N—mbiHisnizA v X —7 =4 ADIP T R
VAZEASL, IPT RLRAZREIOVYTEST (T—X A F—T oA AZIPT RLAFEIDETH
NETHMN, ENLZZ 7 LET) ., Management0/01 > % —7 = A ANEE L, DHCPT KL AT
RESNIZIP T FLAZEG L E4, Amazon EC2 3 X 8 Amazon VPC D IP 7 KL w ¥ > 72D
WTiE, [VPCTOIPT Kby 7| 2R LTLTEEN,

55 0 HRBEROH

! ASA Version 9.x.1.200

!

interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute
ipv6 enable

ipv6e address dhcp default

no shutdown
!

crypto key generate rsa modulus 2048
ssh 0 0 management
ssh ::/0 management
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ssh timeout 60

ssh version 2

username admin password Qlw2e3rd4 privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
access-list allow-all extended permit ip any any
access-list allow-all extended permit ip any6 anyé6
access-group allow-all global

!

interface GO0/0

nameif outside

ip address dhcp setroute

ipvé enable

ipvé address dhcp default

no shutdown

!

interface GO/1

nameif inside

ip address dhcp

ipvé enable

ipvé address dhcp default

no shutdown
|

e ARML— TN MEEZRFFLET,

B TAUARB A TN, RENET D0, ZEOX TEERTEET, T ALRTEAT
L TN RERBIIHETETET,

X2 VT AT N—T X2 VT A TN—TEER L CLRIE T ET, X2 T 0 TA—7
F. BEBIOREN T 74 vV 2BIHTHT-0DA L 2B ADIRIRT 74 7 7 +—)ILTF,

FIFNLEITIE, BFX2V T4 ZA0—F1 3T R_RCOT RLRICK LTI TWET, ASA A8 @

T RAHEHT DT RLANGO SSH #5285 X510, V= E2EFELET,

X2 VT A T N—TTrT 7 47 2T 5 HFECONTIE, AWSD K% = 2> b [Control traffic

to your AWS resources using security groups)] & ZH L T 72 &\,

o [EE723EM (Advanced Details) |27 v a &AL, [2—W—F—#% (Userdata) |7 4 —/L RiZ,

F7arTEO B E A TEET, Ziid. ASA (AR ORBIRHIIET 4125 ASA AR KRk

EELTHFAMANTT, F0AABMICA~—F T4 A7 EOFEMIGE @A RES D HIEDOFHM

IZOoOWTIZ, [FEoOHOa 74 Xalb—ay 77 A4 LVOHR] 2B L TLFEN,

EEAUA—T AR FH 0 IR ERIRT 25813, A =T A ADOFEMEEET
LWENDY £9, ZHUTLDHCP 2T 25 L 9 ICRETHLENRDH Y £7,

cT—RBAVB—TIA R T—EA L EF—T A ADIPT FL AL, FOHEREZFO0 B HRERLD
—HEE LTHRE LG RICOAFED B TH, REINET, 7—H# A ¥ —7 A AL, DHCP
EHEATHEIICRETEET, 0L, T D2F Y hT—7 A U F—T = A4 APRT TITHERL
ENTWT, IPT RLARDL- TWDEAIE, 0 HAMBKRCTIP Oz ETE £,

<EOBBABHEAL  F o HAEREZEEETICASA B 2B AT S L ASAAE X7 7 4L b
D ASARMEHRZEHA L, AWS A ZF — 2P — =M b#ER SN 24 —T =4 ZAD P #E
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Amazon GuardDuty ¥ — E' X & Threat Defense Virtual D& .

BL.IPT RLRAZEIDYETET (T XA Z—T oA AZIPIEEIV Y THNETA, ENIIT
27 L%E7T) . Management0/0 A > X —7 = A ANEE L, DHCP 7 RLATHEINTZIP &
B L ¥4, Amazon EC2 3L Amazon VPC D IP 7 KL v > 72\ ik, [VPC TO IP
TRy 7] ZZRLTIIEEN,

o REHEMEIR L, [Launch] 27 U v 7 LET,

ATV T8 F— XTEERLET,
FE
F=A_TIZOPYRTWARTZMT, F—2LEBR Gy v rye—NLEY, BE, FUre—K15%
TEETEEA, F=_TE2RSTHBIT, AV AF U AEWEL, TNOLHEEATLLEND Y
i‘j‘o

ATV TS [ AZ o ADE) (Launch Instance) 1% 27 U v 7 LT, ASA AR 2B AL £,

AT w76 [MyAccount] >[AWS Management Console] > [EC2] > [Launch an Instance] > [My AMIs] 227 U v 7 L%
7

AT9TT ASARE DA 2 —T x4 AT LI [EELE IS/ DM (Source/Destination Check) ] 2350272 >
TWSHZ & affEd LET,

AWS DF 7 3V FiRETIE, AV AZ LV RZZEDIP T LA (IPvAB LI VIPV6) DT 7 4 v 7 DRrZ
ZETE, AV AX U ATMADIPT KL A (IPVAB L OIPVG) NHDHRNT T 4 v 7 BklETEET,
ASARAE DN—T v Ry 7L LTOMEZGENTT HITE, ASABRIBO{Z NI 74 v 7 A8 —T =
A Z (NES, SMEE. B LU DMZ) @ [E{EI0E 721358 OREFR (Source/Destination Check) ] & #0127 %
WVERH Y £77,

Amazon GuardDuty H-— E X & Threat Defense Virtual D#% &

Amazon GuardDuty |3 AWS Bg5E12 35T, VPC 2 7| CloudTrail 24 X k2 2| CloudTrail
S3T—=H AR bhRZ  DNSRZ EWVWSTZESESERY —ANLOT =X 2B LT, AIE
DAREENRNHDEEOH DT 7T 4 BT 4 fET HEM— A TT,

Secure Firewall ASA Virtual & GuardDuty D#i&(ZDUNT

A 2E, SSH %41 L7z CLI Zf#H L C Amazon GuardDuty ¥ — E & & Secure Firewall ASA
Virtual #5575 Y V) a—va VERELTOET,

ZPY Y 22— 3 U TiX, Amazon GuardDuty 7> 552 T Bl - 72 & BT T — 2 Oof s 5 (&
B, WERELENTDEEDH D IP) ML T, ZOFHR (EEDH LD IP) % Secure
Firewall ASA Virtual IZ7 4 — R L, 26D Y —R (BEOHDIP) NRARE 2D kD%
BRI DRy N =0T ) r—a v ERRELET,

AWs 759 K~D ASARE 0BA [}


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html

AWS 7579 KFA® ASA 8 DA |
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IVRY—IVFDOFIE

WKOMEY V) a—arkU—77a—0KI%, Amazon GuardDuty @ Secure Firewall Threat
Defense Virtual & OfEH % BAFS 2 DITHELH £ T,

WDYU—27 7u—XI%, Amazon GuardDuty & ASA Virtual DFEH YV 22— 3 VAR L TWNE
D

Y RI—=9 AT H b FIL—T%EH L 1= Secure Firewall Device Manager & D#fi &

WOV —r 7ua—KL, xy NI—27 7 =7 s 7 N—7%f L7 Secure Firewall Device
Manager & Amazon GuardDuty D5 Y U = —3 3 U ZRLTWET,

Amazon Amazon AWS
GuardDuty CloudWatch Lambda

~&— 4

\/
1
|
i
|
i

B

Amazon Amazon
S3 Bucket SNS

457813

(1) |GuardDuty »—E XL, BEOHDT 77 4 €T 4 ZHT D & BROBRMFRE
— CloudWatch (2165 L £ 97,

(5 |CloudWatch A~ NI XD, AWS Lambda B$4237 7 7 7L Sk §,
\

(’5\] Lambda BA%iZ. S3 N7 v DL ER— K77 A VNICEHEINT-EEZOHBERA N
| EH L. SNS EH TlmMELE LET,

(4) |Lambda BI#Z, EEDHLAA P T B L2 ZiBAI L T Secure Firewall Device
Manager D% b —27 A7V b TV —T R EEITEHTLET,
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5, Secure Firewall Device Manager ®7 72 2 fur—/)L KU v —F, FEINTT
T |7 a il ESWT N T T gy 7 BT D XS ISR T N RITHR L E T,
7o & 21E, GuardDuty IZ K> THESNTEEEDOH LKA NNPOD N T T 4 v 7 %7
a0y 7 LET,

o7 78R ary hr—/L R Y =&, Lambda BEIZ Lo TR ShZEEOH

ANV

HIPT RUAPMBEBMENTZRy NI—2 ATV =7 b TA—TEERLET,

COMENDEEaAUR—FRU K

avik—3+2 b Bz

Amazon GuardDuty | HEd U — g > (EC2, S3. IAM72Y) DEEEERAWS U VY —2R
WZHOWT, BB ROERZIT 5 Amazon —E &,

Amazon Simple YV a—va BT LI EIERT =T 4 777 bERGET DD

Storage Service B &5 Amazon — E R FLL T O L F 0 T,
(S3)
* Lambda BI%LD zip 7 7 1 /v
«Lambda L' A YD zip 7 7 A /L
« ASA Virtual # D A1 7 7 A /L (.ini)
e Lambda B3IZ L » THE ENTZEEDOH AL IP T FLAD Y A BA
BEINEHOLVR—= 7 740 (txt)
Amazon Amazon —E R IO HBTEASINET,
CloudWatch

¢ GuardDuty tr— B2 THRE SRR OWTE=2 U 7 L,
Lambda B3%% b U #— L TRRHFERZQMEE L £ 57,

* CloudWatch & 7' 7 /L —=7"C Lambda B33 BE+T 27 7 T 4 BT 4
aX o LET,

Amazon Simple BT A= NVIEHNE T v 2T 57D SN D Amazon — B A T4,

Notification Service | = g7 x —LiBAICIE, KONEDREENET,
(SNS)

« Lambda B4Z X » TIEH ITALEL X 7172 GuardDuty 5 HH 5 F O FFH,

+ Lambda B%%(Z & > T Cisco Secure Firewall Manager TF{T S #17-
B OFER,

e Lambda FAEIC K- TRALZE KR T —,

AWs 759 K~D ASARE 0BA [}
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AWS & 5 RK~® ASA 518 DEA |

AWS Lambda Bk

AWS B —R_R—=L R a v Ea—TF 47 =R TA X MULLET
a— REFITL, BELR2a 0 Ea—T 4070 Y =R HEIRICE
FLLE9, CloudWatch 1 X2 k/L— L3 GuardDuty O ff S BRI FE-Du
CLambdaB%k% b U 47— L %9, LambdaB%tid = O#EHE CLLIT &2 FAT
LET,

* GuardDuty DR HHAERZWMBE L C, ERE, Hfiim, BEOH D
IP7 RUADIER E | BB TN TOREN - TnDH L
THERLET,

e (BEISLT) EEOHBIPT NLAEBI LT, Cisco Secure
Firewall Manager D% v b —27 A7 V=7 N FV—T%HH L E
—g—o

eI FDLER— N7 7 ANTEEOHLAIP T RLAZFEH L
F9,

» Cisco Secure Firewall DEHLFIZK LT, & EFh~vr—TV v DE
HRT T —|ZoOWVWTHEMLET,

CloudFor mation 7
>7L—k

AWS TOBHEICMNER ST IER) V=R BHTA-0IEH S
iﬁ‘o

CloudFormation 7 > 7 L — MZiX, ROV YV —AREENTWVET,
« AWS::SNS::Topic : B A —/VitiFZ 7 > ¥ 2§ 572850 SNS |k
vy 7,
« AWS::Lambda::Function, AWS::Lambda::L ayer Version : Lambda B
BELAY 77 A0,

+ AWS::Events::Rule : GuardDuty D& 5 RA < MZESWT
Lambda B8#%% Y %7 —3 5% CloudWatch A > hL—/L

« AWS::Lambda::Permission : Lambda B8%t% ~ V %' —3 % CloudWatch
AR "MV— )L DT 7 AT,

+ AWS::IAM::Role, AWS::IAM::Policy : %-FE AWS U /—Z ® Lambda
B A~DSESERT 7 AT T2 G HIAM e —/L e R Y o —
Vy—=,

ZOTUTL— NI, BHEIAS A RXTDHEODOL—Y— A2
DIAZET,

HR—rESNBY IOz T7 TS5V b TH—LA

* GuardDuty f55 U = —3 3 0%, SSH # 4> L7= CLI Z ] L TEFL & 415 Secure Firewall
ASA Virtual (|2 T& £,
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Amazon GuardDuty & Secure Firewall ASA Virtual D#i& D H A K54 > L FIREBIE .

e Lambda P Z 5 ] L C. Secure Firewall ASA Virtual NOR >y NI —20 77 ~ 7
N—T%FEHTEFET, Lambda B3/ X7V » 7 IP7 KL A %4 L C Secure Firewall ASA
Virtual [IZEf CTX 5 2 A MR L T 72 &0,

Amazon GuardDuty & Secure Firewall ASA Virtual D#& D
HA Fo4 2 EHIREIE

* Lambda B3, BEOHDIP T RLAREENDI Xy NU—T TV b T—F
OEHOHLEFITLET, BRSNS UT, RER NI 74w 0870yl T57 78R
=T 7 AR) —aERRLET,

c TOMATHEAINA AWS O —E R (XY —V g VEETT, BAEAV—TUa o
GuardDuty fRINFEERZFEHTH5A81E. V—a v BEOA VA X A RET 24N
HYFEI,

« SSHEEH CTCLIZ{H LT, ASAVirtual D7 v 75— M &R ETXE4, ASDM, CSM,
BLOCDO IZVAR—FINTWETA,

e NRAT— RKR—20u /A v OHEfEATEET, MoOFEFRTR—- S TnEE
/\/o

AN 7 7 ANTHESILENTZANAT = REfH L T LHAIE, RORMISERLTZS
A%

« KFRKMS F— 2 LI SLO BB YR — b SvET,

s TRTO/NAT— KL, Lambda B2 7 7 & 2 A[fE/e B — D KMS F—Z 6 H L THE
AT DRERH Y T,

Amazon GuardDuty & D& ASA {18

WD H ALY %34T L C, Amazon GuardDuty & ASA (AR Z A L E7,

AWs 759 K~D ASARE 0BA [}
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. AWS T Amazon GuardDuty — E ZDEZE

(&) ;
AWS (1) Enable (5 upload (7) Deploy the
Management ~ Amazon ;irl]:s”t\;egrr:;ggn integration
Console GuardDuty 3 buskor solution
N l N N )
Local Machine (2 ) Download the (4 ) Prepare the ‘\6/‘ Collect input
~ scripts and ~ Amazon ~ parameters
template from GuardDuty for the
the Cisco integration files CloudFormation
GitHub for deployment template
repository
i 3 ) Configure Secure
Securg Firewall | (3 ) ROV
ASA Virtual Virtual appliances
to work with
Amazon
GuardDuty
=9 AR—R FIE
(1) AWS EHLz v Y —)L AWS T® Amazon GuardDuty ¥— B2 DA
- B (16 <—2)
5 Local Machine Secure Firewall ASA Virtual & Amazon

GuardDuty YV =2 —> a7 7 L— kD
Fyrn—FR (17=2)

(3) ASA A8 Amazon GuardDuty & 3#E#57 2% K 9 (C & Bt
~ BT NA AERET D (18 4—)
4 Local Machine JEBRIZ AT 72 Amazon GuardDuty U V — &
77 A NVOREf (20 R—)
::-/"5"\-] AWS EHla L ) —)L Amazon Simple Storage Service ~D 7 7 A L
S DT v7r—F (24 3—)
6 Local Machine CloudFormation 7 > 7 L — N D ASJ/8F A —
X DIV (24 R—)
,7 AWS Bz ) — )L 28y 7 DR (26 ~—)
N

AWS T® Amazon GuardDuty —E X DHF XL

Z ZTlE. AWS T Amazon GuardDuty ¥— Y A ZHNZT D HIEICHOW T L £,

IR B I
TRTHOAWS YV Y —=ARE LY =V a ihHdZ & xMERLET,
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Secure Firewall ASA Virtual & Amazon GuardDuty %/ ') 2 —> 3 > F > TL— DA O—F .

FIE

AT 71 https://aws.amazon.com/marketplace (Amazon ~—7%7 > N7 LA Z) [ZBHLTHA A LET,
ATFwF2 [h—E R (Services) ]>[GuardDuty] &K L £,

AT v 73 [GuardDuty] ~—C [FIH % BT 5 (GetStarted) 1 %27V v 7 LET,

AT v 74 [GuardDuty®A%h{t (Enable GuardDuty) 1% 2 U v 2 LT, Amazon GuardDuty % —E A& Gz L E T,

GuardDuty DA ZMEDOFEHIZ OV TIE, AWS R = 2 > h @ [Getting started with GuardDuty)| [#5E] 25
LT ZEN,

RDBERY

Cisco GitHub Y AR b U 235 Amazon GuardDuty Y J = —3 a7 7 AV (T 7L —F L X
JUTR) Ay ya—RLET, 2B LT &V, Secure Firewall ASA Virtual & Amazon
GuardDuty ¥V 2 —> a7 o7 L— DX T ra—FK (173—)

~ (e]

Secure Firewall ASA Virtual & Amazon GuardDuty ¥/ ') 22— 3> 75727
L—kDHFoa—F

Amazon GuardDuty Y U = —> a VIIMBER T 7 A VEHF T a— R LET, Secure Firewall
ASA Virtual Di%4 5 58—V a VHOEAR 7 )T N ET 7 L— ME, RO Cisco GitHub
URY FUMBAFTEET,

https://github.com/CiscoDevNet/cisco-asav
PUFIE, Cisco GitHub UARY Y U Y —2ADY A K TH,

T7ANL B

READ.MD ReadMe 7 7 A /L

configuration/ Secure Firewall ASA Virtual %7 7 A V7 7 L — b,

images/ Secure Firewall ASA Virtual 35 & U8 Amazon GuardDuty &4
VU a—va ORPEMINTOET,

lambda/ Lambda B84%® Python 7 7 A /L,

templates/ EAH® CloudFormation 7 > 7 L — k
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https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://github.com/CiscoDevNet/cisco-asav
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. Amazon GuardDuty & BT B LS ICEEMET/NAI RERET S

Amazon GuardDuty &HEET 5 K S ICEEBRET /NS RAEHET S

Lambda B9#%/% Amazon GuardDuty O HHfE R 2 ALBE L, CloudWatch 4 X2 b & MU — L7z
EEOHDLIPT RUAZRELET, KIZ, Lambda B2 HL T, BEOHDHIPT KL
AMEENTZASAV DTy NT—2 ATVl N I A—T%28HLEd, KkIZ, ZOF v b
D=0 F 72 NITN—T%5EH LT RNI 74y BB 57 78X ar ba—/L R
V—ERETEET,

FYRID—=0 AT b TIL—TDERK

ASA Virtual ¢ Lambda B> VT —27 A7V =7 b I A—T EBREETITER L T,
Amazon GuardDuty (Z X > THRIHSNTZEEDH L IPT FLAZEFTLMLENRH Y £7°,

Lambda BA(CH > NV —2 A7V =2 N JN—THHRELRWVGE. 77 4/V M
aws-gd-suspicioushosts D% v kU —2 F 7= 7 + 7 /L—77 Lambda BI$IC L - TIERL &
. BEOHLHIPT RLUAREHF INET,

Secure Firewall ASA Virtual Ty FT—H AT 149 b FIL—TOERK

Secure Firewall ASA Virtual C Lambda B8O %~ NI —2 A7V =7 b ZA—T%/ER L.
Amazon GuardDuty |2 L » THRHSINTZEEOH D IP T KL AZEHTILERNH Y £,

Lambda A CH > NV —2 A7V =7 N JNV—THHRELRWGE. 77 4/V M
aws-gd-suspicious-hosts D% v b U —27 47V =7 k J—7") Lambda BB X > THERK S
., BEOHLHIP T RUAREHENET,

EHINZ, ACLV—/LTXxy b= 3720 N ITN—T%EHT A2, FI—DIPT K
VAEMHLCAT V= NI NA—TEERT DHERNH Y £3, 1 DD ASAv THED % v
NO—0 F Tl b I N—TEHERTEE T,

Fy NT—=I F TV =T N ITN—=TET I EARY —DFEHMIC OV TIE,  [Cisco ASA Series
Firewall CLI Configuration Guide] ZZ M L T 723\,

Xy NI —=7 FT7 V=7 b TN—TEERT HI2IE, ROFIREZFETLET,
FIE

AT 1 Secure Firewall ASA Virtual I2 2 74 > LE9,
ATy T2 BHEEAL XY NI—2 AT V=7 N T A—T%EK LET, 20T, fERSnExy hU—2
FT 2 N INN—TWEI—DRABNIPT FLA1212.12.12 BBEIMENE T,

B -

hostname (config) # object-group network aws-gd-suspicious-hosts
hostname (config) # description Malicious Hosts reported by AWS GuardDuty
hostname (config) # network-object host 12.12.12.12

RTFYT3 Ry MU= F TV b IA—TE2EH LTI 74 v 7 BT 572007 7 AR o —T /&
AR — VBB E IS L E T, \
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ASAv T Lambda B85 FIR T 5700 1—F—7h5 >ttt [

BV

F72, Lambda B L CEBEOHDIPT RLAREGENDI XY NI —7 AT V= N IV—T %
HLTWDZEEMR LRI, 778 A a2 hr— LR v —7 7 B AL — V& VB & 72 1 5T
TLHILELTEET,

51

hostname (config) # access-1list out-iface-access line 1 extended deny ip object-group
aws-gd-suspicious-hosts any

ASAv T Lambda B8 Z#FIRAT 5 =-OD1—F—7HhHo > FOER

FIE

ATy T

ATy T2

ATvT3

Lambda BAZXTIE., REDHEFHEZAIET 572 0I1C ASAV O — P —NUETT, HER L
N5 E, 22— =BT R TOHEREZFF> TNDH I EERIEL ET,

Z— P —{ERRDOFERIZ DUV TIX,  [Cisco ASA Series Firewall CLI Configuration Guide] % 2 L

a—H—ZER L E7,

username name [ passwor d password] privilege level

i -

hostname (config) # username aws-gd password MyPassword@2021 privilege 15
a—WF—AEEERELET,

username username attributes

i
hostname (config) # username aws-gd attributes

FTRTCOP—EA~DEHEL VDT 7 A e 2—P—2f 5 LET,
service-type admin

51

hostname (config) # service-type admin
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(&) "R7—FOBESE

(EFE) "RAT—FDOES1E

VB C Ty ATRERR T 7 A W b SN2/ AT — RERETEET, TL—rT7F A
MEXTRAT—REBETLHIZ L TEET,

LambdaB#ICT 7 B A CEX 2 H—ODKMS ¥ — % LT, X TORRT— REREFLE
9, awskmsencrypt --key-id <KMS-ARN> --plaintext <password> =~ > R Z{# ffl L THf 51k &
NI AT — REARLET, Z0avy FEETT 5121, AWSCLIZA VA h—/L LT
HETHLENDHY 7,

\)

GE)  NRATU—RFPBXFRKMS F—%2H L TR B{bEnTnD Z L 2R L E7,

AWS CLLIZOW T, AWS Da~v > R T4 A U2 7 2 — A [JGE] 2R L T E a0,
~ AL —F— LI SALOFEHNZ OV T, /SA T — ROBEEAL & KMSIZEIT % AWS K F = £
Y hOX—DOVERK [FE] &£ AWSCLI 2~ KU 77 LU A [BEEE] #2 L T 72 &0,

il

$ aws kms encrypt --key-id <KMS-ARN> --plaintext <password>
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJIvY/x/rfHnKI3clFPpSXUU7THQRNCAFwEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
G9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZQMEAS4wEQQOM4 5ATkTgj SekX2mniAgEQgCcOav6Hhol
+wxpWKtXY4y121d0z1P4£x0jTdosfCobPNUExXxMNJI4 zdx8=""

}
$

CiphertextBlob ¥ — Dz /NA U — R & LTHEHT20ERH D £7°,

R EAIZM 7 1= Amazon GuardDuty ') V —RX T 7 A LD #(i

Amazon GuardDuty ' U =—3 3 Y DJER Y ¥V — A7 7 A UL, CiscoGitHub U R kU TAT
TEET,

AWS |Z Amazon GuardDuty ¥ U = —3 3 U ZJRBIT DA, RO T 7 A V& HEii+ 5 MER™ &
0 ET,

« Cisco Secure FirewallASA Virtual ¥ % —> ¥ O A 7 7 14 L
» Lambda B D zip 7 7 A /v

« Lambda L' A YD zip 7 7 A )V

BRANT 714 ILDEH

iRk 7T 7 L — K CTiX, Amazon GuardDuty Y U = —3 =3 > L9 5 ASAv OFEM % E %
LMENDH Y T,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html
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FIE
ATy T

ATy T2
ATvT3

ATvT4

wAn77 Loz

1R BHHIIZ

HERL T 7 A M= =T AT NOFEMEIEET DRI, TS AvR—V X D—
P—TH U b EBIER I ORGEL £9,
cHERL T 7 AV TASAY % 1 D2 E L TL 72 &V, ASAv ZHHGEET 5 & Lambda B

BiL7 7 AV TREINIZTRTO ASAY & [RFFICHFFT DR REMENH Y . ZORER, B
AIRBECIEME E I R B ENN S A L £ T,

cASAVDIP T RV AL ARTIZ AT L TESMLERNDY 17,

cASAV TINOGDXRY NI —0 FT V=7 8 IA—FZT7 72 L TEHTHITE.
Lambda A% OB HEMER ZF o2 —V—T h 7 v FE/ER L TEBL LERH Y £,

Amazon GuardDuty U YV — A7 7 A V& X U u—RLize—hl<in /A LET,
asav-template > configuration 7 4+ /L& &S L £,
T ¥ A NTT 4 ¥V —)LTasav-manager-config-input.ini 77 A VEREET, ZOT7 7 A MIZ

I%. Amazon GuardDuty Y U = — 2  OftH & B ZFHE L T\ 5D ASAy OFEIZ A )T 20BN H D £
—g—O

RD ASAV /3T A =2 NS LET,

INT A=A E5BA

[asav-1] I vavh s T A VNO—ED ASAv kBT
public-ip ASAV D37 U w7 IPT RLA

24 ASAV a7 A o Ha—F—4,

IRAT— R ASAVIZE A U F B8 AT — K, /SAT— RIZIX,

=T XA MERX, £/2I1XKMS 2 L TR
Flean= s e cE £,

enable password ASAV DA X —T JLNAT— R, N2 TU— N2,
T —rT7 XX MEA EIEKMS ZEH LT
Bleani=xxFs e T Ed,

object-group-name Lambda BN BEZ DI DR A b IP 23800 L CHEH
FTE5Fy NT—2 FF V=l N I A—F D4R

BHOXy NT—07 T N IN—TF 4T A
HTHEAF. Do ~REKU0EICR>TNWDE D %
MR LT E &,
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B emviamso7—n 777 L0%E

AT 75 asav-manager-config-input.ini 7 7 A VERFELTH U £,

RDBERY
Lambda PO T —HA 77 7 A VZAERR L £97,

Lambda B8O 7 —hA4 T 771 LD #EfE
Z 2T, Linux 3285 C Lambda BT 7 A V%2 T — A T 5 HFEICONTHBLET,

N

GE)  T—IAT7TubRE, TrANDT —NATEFTT2Rn—AIN~T DAL =T 4 T
VAT AZE o TRBRDGERDY T,

1R BHHIIZ

Linux 75 A ;€ Python 73— 3 > 3.6 LIENR A > A h—/L S 17z Ubuntu /S—37 2 > 18.04 % 5E
TLTWDZ Lz LET,

FIE

AT w71 Amazon GuardDuty V ¥V —A%&Z X u—RLla—hL~L > CCLl ay Y —LalEEd,
ATY T2 lambda 7+ NFIIBEIL, 77 A NET —A 7 LET, UFIL Linux KA FpH0H 7L b7 02
7 )7 R TY,

$ cd lambda

$ zip asav-gd-lambda.zip *.py
adding: aws.py (deflated 71%)
adding: asav.py (deflated 79%)
adding: main.py (deflated 73%)
adding: utils.py (deflated 65%)
$

zip 7 7 A /v asav-gd-lambda.zip DMER IV E T,
RT9T3 ETLTCCLI a2y Y —LEHALET,

RDBRY

zip 7 7 A /v asav-gd-lambda.zip Zf#H L, Lambda L' A ¥ D zip 7 7 A V& AEK L F
j‘o

Lambda L4 V27 7 1 )LD %4E
ZZTlX. Linux BEECLambda L' A Y 7 7 A V& T — 0 A 75 IFEICONTEHBA L E9,
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Lambda L1 v 7 7 1 L& ]

\)

CE) 7—hAT77ukvXE, TrANDT —IATE2FTTHru—Lr~ DR —F 47
VAT AL o TERRDIGENH Y FT,

FIE

AT 971 Amazon GuardDuty J VY — A% XU ra—KL/lca—h L~ CCLLay Y —LxfEET,
ATYT2 CLLaryY—=VTROT 7 varzFTLET,

PUFIZ, Python3.9 234 > A b —/L &3 T3 Ubuntu22.04 72 £ Linux IR A K TOH TV RTF A7 Y

7 T,

$ mkdir -p layer

$ virtualenv -p /usr/bin/python3.9 ./layer/

$ source ./layer/bin/activate

$ pip3.9 install cffi==1.15.0

$ pip3.9 install cryptography==37.0.2

$ pip3.9 install paramiko==2.7.1

$ mkdir -p ./python/.libs cffi backend/

$ cp -r ./layer/lib/python3.9/site-packages/* ./python/
$ zip -r asav-gd-lambda-layer.zip ./python

zip 7 7 A /L asav-gd-lambda-layer.zip BMER SV E T,
Lambda L A ¥ Z{Epd 5121, Python3.9 & ZDIKFERRE A VA M — T 2MENRHLHZ LITHERELT

<TZ&vy,

PUFI, Ubuntu22.04 72 £ @ Linux 8 A MZ Python3.9 %A VA =NV 570D TV NT A7 )T
kT,

$ sudo apt update

$ sudo apt install software-properties-common
$ sudo add-apt-repository ppa:deadsnakes/ppa
$ sudo apt install python3.9

$ sudo apt install python3-virtualenv

$ sudo apt install zip

$ sudo apt-get install python3.9-distutils

$ sudo apt-get install python3.9-dev

$ sudo apt-get install libffi-dev

ATYT3 KTLTCLL=>Y—LZHALET,

RDEZRY

Amazon S3 /X% k Tl&, Cisco Secure FirewallASA Virtual D#§:%~ 7 o /L. Lambda BI%® zip
T AN, BEXOLambda L' A YD zip 7 7 A N%ET v 7 u— KT 50ENHY £9, Amazon
Simple Storage Service ~D 7 7 A /LDT v T — R (24 X—) ZZRLTEIN
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. Amazon Simple Storage Service ~ND 77 A/ JLDTF v FA— K

Amazon Simple Storage Service ~D 7 7 A/ IJILDT7 v TA—F

9 TP Amazon GuardDuty YV = —> 5> T—T 4 777 Fa¥fF L7125, AWS R—% /L

?® Amazon Simple Storage Service (S3) N7y N T A NVHIZT 7 A NET v T a— R HMNE
N ET,

FIE

AT 71 https://aws.amazon.com/marketplace (Amazon ~—7% > N7 LA X)) [ZBELTHA A LET,
RATv T2 AmazonS3 2>V — VA& ET,

AT w73 AmazonGuardDuty 7 —7 4 7 7 7 N & T v 7 u— K4 57250 Amazon S3 /37 > h & VERK L £9, Amazon
S3 OFERK [#E5E] 2L T 230,

AT v 74 RO Amazon GuardDuty 7 —7 4 7 7 7 b % Amazon S3 /N7 v MIT v u— KL ET,
« Cisco Secure Firewall ASA Virtualt#/% 7 7 A /L : asav-config-input.ini

GE)
EBHYE L A —TExXa2 VT4 AT VP2 ADFy NI —7 74— K XYy R&#EH LT Amazon
GuardDuty Y U = —> a VY ERERET GG, 2077 AVET v 7 u— RTH0ETIH Y FHA,

e Lambda L' 1 ¥ zip 7 7 A /L : asav-gd-lambda-layer.zip

 Lambda Bd#% zip 7 7 £ /V : asav-gd-lambda.zip

RDEZRY

Amazon GuardDuty U V' — XD EBHIZfEH % CloudFormation 7> 7' L — M ¥ L £7°,
CloudFormation 7 > 7' L — kD AJJ/RT A —Z DIUEE (24 <X—) SR LTLIEIW,

CloudFormation 7> JL— FDAA/INTA—2DYNE

A A TiX, AWS @ Amazon GuardDuty Y U = —3 3 NIMER Y V) — R % BB 5 BRI
4% CloudFormation 7> 7 L — b 2L L TWE4, BETAENC. kOT T L— kT
A =L DEZEINELET,

FIE

Template Parameter s
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CloudFormation 7> 7 L— FDAN/35 A —2 DILE .

INTA—4

i

1

JEE B 4 *

ZDRT A—=ZIZANTIT D44
1X. Cloud Formation 7 > 7" L — K
WX TEREn T XTDY
V=ADT VT 4y AL LTE
HEhEd,

cisco-asav-gd

GD R RE R D F/ N D TR L~
JL*

Amazon GuardDuty D H i 5 TAL
BRI & 72 D e/ NEREE L~
X, 1.02>5 8.9 O#IPHIZ T B 3E
WY FET, WS BHRER
DERED /N &0 IR
Al ENET,

EREOHFEIIRD LBV T,
o A%
H:4.0~69

:1.0~39

:7.0~89

It

4.0%

BHEDOE A A —/L ID*

Cisco Secure Firewall ASA Virtual @
Lambda B3%%12 L » TEITSNT-E
BT 2@ % %59 % Cisco
Secure Firewall ASA Virtual D% H
FEDOBELFA =T FL A,

abc@xyz.com

S3 Ny N4

Amazon GuardDuty 7 —7 4 7 7 7
N7 7 A4/ (Lambda B4t zip
7 7 A /b, Lambda L' YO zip
7 7 AV, ¥ LT Cisco Secure
FirewallASA Virtual 5 €~ 1 —3 ¥
77 AN) PN S L7 Amazon
S3 /3w b DA,

1 : asav-gd-bucket

S3 NNy NI NEIINRT L R 7 7 A VBMRIFES LTS |l T ) F721% [ciscolasav-gd!/ |
TA T A Amazon S3 /N7y FD/NAET2IE

THINE L, T A NVEPRIRNGE

. 207 44—V REZEHOEE

WZLET,
Lambda L' A ¥ D zip 7 7 A /V44* |Lambda L' A ¥ D zip 7 7 A V4, |Hl:

asav-gd-lambda-layer.zip

Lambda BAELD zip 7 7 A /L44*

Lambda B3 zip 7 7 A /L4,

il

asav-gd-lambda.zip
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B x5v70mm

AWS & 5 RK~® ASA 518 DEA |

INT A=A #1EA 15|
Cisco Secure Firewall ASA Virtual = | Cisco Secure Firewall ASA Virtual @ | f§] : asav-config-input.ini
S— o DRERE T 7 A V4 VA=V X REOHEMB T IN
erini 7 7y AN (7Y w7 1P,
= —F RRAT =K TS
AEAT Ry NIT—=I ATV =
J N ITN—TTE)
INRAY — RO SALIER S5 [BEfFOKMS (XA T — RO EAL [

KMS #—@ ARN

(A & 41D AWS KMS F—) 0
ARN, Cisco Secure FirewallASA
Virtual DA 7 7 A VT
L= T XA MRAT — RPRFEE
SNTVDLHAET, DT A—
HHEZEOFEFFIZLTELZENT
xFE9, fBETDHH%A. Cisco
Secure FirewallASA Virtual DAEx%
ANT 7 AR ST D T
RTO/NAY — REESbd 20
ERHY ET, NATU— RO 5
BICiE, $5E S 72 ARN DA%
T HLERHY £3, Bk
/SAY — ROARL . awskms encrypt
--key-id <KMS ARN> --plaintext
<password>

ananskms<raja<ansaanuntic>kakapic>

Ty Ja T ORI/ b

CloudWatch C Lambda B>
Ny a7 EGhETITEDICL
e

1] : enable % 721 disable

¥ WHT 4 —IV R

RDBERY

CloudFormation 7 > 'L — " ZFH L TAX v 7 # B LET, AZ v 7 DEHR 262—2)

BERLTLLZEN

A3 0D REH

Amazon GuardDuty Y V = —3 3 Y ZEAT L0 T X TCORHEFRME T 0B A58 T Liz#%

L,
=~

(templates/cisco-asav-gd-integration.yaml) Z{FEH L.

AWS CloudFormation A % v 7 Z{ER LE T, ®H&ET L7 FVDOT T L—rT77 AL

[CloudFormation 7 > 7’

L= FDANNRTA=2ORE] TRELIEARTA—=ZZHELET,

B AWS 257 FAd ASA 718 DEA



| AWS 959 FA® ASA {718 DEA

FIE

grx—rEnozi [

ATy 1 AWS ar Yy —icu /4 LET,

ATwv T2 [h—E A (Services) ]>[CloudFormation]>[A % v 7 (Stacks) ]>[A% v 7 OVER (Create stack) ] (BrL
WU Y —2X&FH) >[7T 7 — FOYEfR (Preparetemplate) | (7> 7L — MITZ A ALFRICHYD £7)
>[7 7 L— hDFEE (Specify template) 1>[7 7 L— kY —RZ (Template source) ] (¥ —%"> b7 1 L
7 bV templates/cisco-asav-gd-integration.yaml 67 L — K7 7 A V% T v a—R)
>[A % 7 OVERL (Create Stack) | DNEIZEEE TV E T,

AWS TR Y v 7 BT 2 FIEOFEHRIC OV T, AWS R =2 A2 b [HFE] 22 L T 7E a0,

RDBERY
RBAEMEEL £9, BEAOKGE 27 X—) 2ZRL TSV,

F72. Amazon GuardDuty (T & > THE SN/ BMEOEFHIBT HE T A — VB EZ(E
THEICHELES, BT A BEMORE 27—Y) ZZBLTIEEN,

BF A —ILERDE X

FIE

CloudFormation 7 > 7 L — k Tl&, GuardDuty D& HfE RO FHHICET @M EZETH L9
2, BT A—/VID BRESNTWET, Zhid Lambda B K> TEITESRET, AWSIC
CloudFormation 7 > 'L — b % J&BA9 % & | Amazon Simple Notification Service (SNS) #—FE
A%ENLTCIOEFA—/VID ICEF A —/VBRIARE S, BROEH 2 BT 5 X5 IcE
KEnET,

ATYT1 EFA—NVBEREHE ET,
ATY T2 BEFA—VBMTHAARRYITRIY T av v ra22) v 7 LET,

BB DREL

RDBERY
RBAEMGEL £9, BEAOKEE 27 X—Y) 2ZRL TSV,

ZOWHTHMHAIN TS X HI1Z, AWSIZ1E Amazon GuardDuty V' V = — 3 3 U ZRGET 547
T aryhdH Y £7, CloudFormation DEFAMNTE T Lc b, LLFICART R OMAEFIEL 17T
TET,

AWs 759 K~D ASARE 0BA [}
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B =ooz
1R BHEIIZ
B ERIETA7-0DDa~vy REETT AL, AWS A< R I3 A X —T = A R
(CLD) DAV AR —LBIOREINTWVAHLZ 2R LET, AWSCLID R¥ =2 A MZ
ONTIE, AWS Da~2r R I A v H—T = A [ 2B L T &,

F|i§

ATy 1 AWSEHa Y —icn /A o LET,
ATw T2 [—ER (Services) ]>[GuardDuty]>[%7E (Settings) ]>[GuardDuty® 2 %% (About GuardDuty) ]>[7 «
727 Z1D (Detector ID) 1IZBEILC, T4 77 ¥ ID 2 EEZHDET,

ZOT 477 & ID X, Amazon GuardDuty DY > 7 /U RS R 2 kT 25 7o DI ETT,

RATw T3 AWSCLI = Y — V&R & | RO =~ K%3ET L T Amazon GuardDuty D> 7 Ui G R Ak L &
D

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

AT w74 Amazon GuardDuty 2> Y —/LOFER Y 2 N TH U TV OBEERZ MR L F9,

U TR, VT 0 v 7 A[sample] BEENTWET, #EiH M, VE—RMPT KL AL
DEMEEZSZRLT, b7 UREEROFEM AR TE £ T,

ATw 75 Lambda AR FEITENLDEHEHE T,
Lambda B3 b U H—&n7=6, LT 2R L E T,

* %15 L7z Amazon GuardDuty DR HF5EF: & Lambda BI%Z X » TFE4T & 417z Cisco Secure Firewall ASA
Virtual O 8BS DRI GEHl S LT EA A — /Ll AL

« LIR— 7 7 A7) Amazon S3 /N7 v MIAERISNTWLMNE I AR LET, LR—F7 7 AL
2%, 7LD Amazon GuardDuty DR HEFERIZ L > THESINTZEZEOH D IP T RLAREGEN
TWET, LAR—F 77 A 1V41X, <deployment-name>-report.txt OFEHRUT/R > TWOET,

e {BEINT-~¥F—T % (Cisco Secure Firewall ASA Virtual) T. %o L OMHFEENSFEEH I
EEOHLDHIPT RVAZEBIML TRy NT—2 A7Vl b T—TREHINTND & iR
LET,

ATv 76 [AWS= Y —/L (AWS Console) ]>[%—E A (Services) ]>[CloudWatch]>[ 2" (Logs) ]>[v ¥ 7 /L —
7 (Log groups) JIZBEIL, » 7 7 —7 %@L T, CloudWatch = > —/L"C Lambda = 7 Z 7 L £
¥, CloudWatch D1 7 7 )L —7 41X, <deployment-name>-lambda DERIT/L > TWET,

ATv T EREBGE LI, RO X ICH T BEERIC L > TERSNTZT—2 %227 V=0T v 7352 L%
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a)

b)

IREAD

BEnyvy1— 3 ERERoES ]

AWS 22> Y — L5 [—E R (Services) ]>[GuardDuty] > [#&£ (Findings) 1> [f&F %3N (Select
the finding) ]>[7 2 ¥ = (Actions) |>[7—HF A 7 (Archive) | IZBEIL T, ¥ 7 /L ORHRER
T—HERRLET,

Py NI—=7 ATV N IA—TITBMSNTZEEDOSHLIP T RUAZHIBRLT, Frvirad
N 7=F—# % Cisco Secure Firewall ASA Virtual 7> 53§25 L E 7,

Amazon STy FDOVR—= T 7 ANEI ) =0T v LET, o7 VoBERRTHE S
HEOHDHIP T FLAZHIRT 22L& T, 77 A VEEHTEET,

Va— a3 VEFEROER

EEIZICS3 N hRS3ANAT w RT3 AFENRAT LT w7 ZMEEZFEH LW L A HER
LET, 2L, BRALLY ) 2—2a COMRE EHT 208 RH 55013, AWS =2 Y —
JL® [CloudFormation] ~<—C [A ¥ v 7 OFH (Update Stack) | A7 > a v AMHLET,

ITRDNTG A =2 28 TE £,

"5 A—4 3

Cisco Secure FirewallASA Virtual ¥ % —" % ® | Amazon S3 /X7 v N DI T 7 A V& BINE
AR 7 7 A V4 TTHEFH LE T, LD 7 7 A v & [ CA4RI
T 7ANVEEHTEET, M7 7 A4V 4
NEEINTHEIEL, AWS 2V — LD [

X 7 DR (Update stack) |47V a &
HALT, ZONRITA—ZETHFRTEET,

GD B R D E/ NDOEKFE L~ L* AWS Y — )LD [AH v 7 OFH (Update
stack) | A7V a v EEHLT, NTA—FH
EREHLET,

EEH OE A A —/V ID* AWS 22> Y — )LD [AH v 7 OFEH (Update

stack) | A7 a UEMEHLT, EF AL

IDD/RT A= EZHHLET, SNSH—E
Aay ) —=)ENLTELFA—NDOYT AT

V7 yavBMERIEIESRT528HTE

7

S3 /Ny Rk AmazonS3 /37 v NN®D zip 7 7 A L EFT LD
AETCEHLTHE, AWS 22 Y —/L D [A
X7 OFH (Update Stack) 147> 3 v %
AL TR A= EZETHLET,

Lambda L' A ¥ @ zip 7 7 A V4 * Amazon S3 /3% FN® Lambda L 1 -V zip
T ANGHEFH UNARTCTERH L TG, AWS
a2 —)VD[AH v 7 OEHF (Updatestack) ]

AWs 759 K~D ASARE 0BA [}
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FIE

ATy T
ATy T2
ATvT3

AWS & 5 RK~® ASA 518 DEA |

B

F T arEHFHALT, ZORTA—FiEE
THLET,

Lambda BI#5 D zip 7 7 A V44 *

Amazon S3 /3% v kN ® Lambda BI%k zip 7 7
ANEH LOARTTEFH L THE, AWS =2
V=)D AL 7 OEH (Update stack) ] 4
TvarEFERLT, ZORTA—ZEEE
FLET,

INAT — ROBFZLIZEH S D KMS F—0
ARN

AWS =t Y — LD [A X v 7 OFEH (Update
stack) 1472 gAML T, NTA-FE
AR LET,

S8 a7 oA R L

AWS Y — LD [AH v 7 OFH (Update
stack) 147 aryBEHLT, NI A—FHE
AR LET,

AWS FHla Y — VL FE T,
VMBI U T, LWy b7 3V ERERR L £,
PLFICRTT—T 4777 RBEHEWATy M LH LWy MZab—SnTnAZ 2R LET,

» Cisco Secure Firewall ASA Virtual## i ~7 7 1 /L : asav-config-input.ini

e Lambda LA ¥ zip 7 7 A /L : asav-gd-lambda-layer.zip

» Lambda Bd%% zip 7 7 A /V : asav-gd-lambda.zip

« Output L/ R— h 7 7 A )L : <deployment-name>-report.txt

ATy T4

RT A=A EEFHT DI, Services> CloudFormation > Stacks > > Update (Update Stack) > Prepare

template > Use current template > Next > <update parameters>> Update Stack (28 L £ 77,

INDA—T VAN

VPN O &1t

AWSCc5 AV AZ AL, LIRITD 3, ¢4, BLUOmAA V AZ ALY HIZEMNITEWNT 3 —
VAR LET, SAVAF AT I TOBBEIEDRAVPN AL—7 >  (AES-CBC
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ven ot [

516 & % 450BTCP b7 7 « v 7 219 % DTLS) &, UTDOL D THLHMLERDH Y *
ﬂ—o

* 0.5 Gbps (c5.large)
* 1 Gbps (c5.xlarge)

2 Gbps (c5.2xlarge)
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



