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!ASA Version 9.15.1.10
!Interface Config
interface GO0/0

nameif inside
security-level 100

ip address dhcp setroute
no shutdown

interface GO/1

nameif management
security-level 50

ip address dhcp setroute
no shutdown

interface M0/0

no management-only

nameif outside

security-level O

ip address dhcp setroute

no shutdown

|

same-security-traffic permit inter-interface

|

'Due to some constraints in GCP,
!"GigabitEthernet0/0" will be used as a Management interface
!"Management0/0" will be used as a data interface
crypto key generate rsa modulus 2048

ssh 0.0.0.0 0.0.0.0 management

ssh version 2

ssh timeout 60
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aaa authentication ssh console LOCAL

ssh authentication publickey {{ properties["publicKey"] }}
username admin privilege 15

username admin attributes

service-type admin

! required config end
dns domain-lookup management
dns server—-group DefaultDNS
name-server 8.8.8.8
|
access-list all extended permit ip any any
access-list out standard permit any4
access—-group all global
! Objects
object network metadata
host 169.254.169.254
object network ilb
host $(ref.{{ properties|["resourceNamePrefix"] }}-ilb-ip.address)
object network hcl
subnet 35.191.0.0 255.255.0.0
object network hc2
subnet 130.211.0.0 255.255.63.0
object network elb
host $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network appServer
host 10.61.2.3
object network defaultGateway
subnet 0.0.0.0 0.0.0.0
! Nat Rules
nat (inside,outside) source dynamic hcl ilb destination static ilb metadata
nat (inside,outside) source dynamic hc2 ilb destination static ilb metadata
nat (inside,outside) source dynamic defaultGateway interface
|
object network appServer
nat (inside,outside) static $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network defaultGateway
nat (outside,inside) dynamic interface
! Route Add
route inside 0.0.0.0 0.0.0.0 10.61.1.1 2
route management 0.0.0.0 0.0.0.0 10.61.3.1 3
license smart register idtoken <licenseIDToken>
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Tavxy NRERS
nNHI—Ta 4,

5] : us-centrall

serviceAccountMailld

741 [ Email 1d]
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BT A A—LT KL
Xo

vpcConnectorName

pa2l

P N— L R &
VPC * v hU—7 D
T 74T BT
DAy X OLEL,

i

demo-test-vpc-connector
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A8 VPC TOIEIE &
FATAE T AT
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7,

51

demo-test-outside-allowall

outsideVPCName

Pl

S VPC D44 T,

1] : demo-test-outside

outsideVPCSubnet

Pl

NEY TRy hDA4
ﬁILJ‘O
1) -

demo-test-outside-subnt

publicKey

pa=ll

ASA {48 VM @ SSH
F—,

sourcelmageURL

pall

Tuayx s NCEHT
5D ASA AR DA A —
‘:/“O

B
https:/Avww.googleapis.com/
compute/v1/projects/
cisco-public/global/
images/
cisco-asav-9-15-1-15

Application server I[P
address

Pl

PN Linux < > > DN
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51 : 10.61.1.2
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INTGA—H5 2 FRATESE/24 7 |5 1)) —ADERRE A T
Inside VPC Gateway IP | 52241 B VPC @ 47— k
address VoA,

5] : 10.61.1.1

Management VPC P2l B VPC O — |k
Gateway IP address A,

1] : 10.61.3.1

Auto Scale V') 21— 3 VD EH

FIE

ATvT1 Gt VAT P 2= 7 3 L ZITERLET,
git clone git url -b branch name
i

Last login: Thu Jun 3 13 ttysae:
it clone https://bitbucket-eng-bgld cisco.con/bithucket/scn/veb/cloud_autoscale.git -b sasarwar_asa_sutoscals public_key

Bl, pack-reused B
8 | B.54 MiBfs, done.

ATw T2  geloud CLI TN h&EAERR L £,
gsutil mb -c nearline gs://bucket name

1 -
Cloud Shell Editor

533 lasavgcp-poc-dkrm) X 4 «

(asavgep-poc-dkrn)$ gsutil mb -c nearline fdemo-function-bucket
ncti t/
|as

;vgcp-poc--ikrn] $ [

AT T3 ZIPADEHMi Sy =V E AR L £ T,
a) scalein action BL W scaleout action 7+ AE N6, LLFOT 7 A /LT END Zip ¥
KOEME N r—V & ERLE T,

* main.py
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ATv74

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

* basic_functions.py
requirements.txt
b) Zip B DEME/ > r— Y D4R % scaleout-action.zip B L Wscalein-action.zip ICAH
LET,

(6=3))
THANE—NEBENL, 77 A NVERIRLTAEZ Uy L, [EME| ] ZBRLET, archive' ZfH
M LT, GCP BHiHliLd zip ZAE L E 7,

Zip B DJEAi /N> 77— (scaleout-action.zip 8L Wscalein-action.zip) % Cloud Editor
U= AR—=Z|ZT v 7 u— RFLET,

LLF @D 7 7 A L% Deployment Manager 7 > 7' L — k7> 5 Cloud Editor V—2 AX—X |7 v u— KL
\iﬁ—o

* asav_autoscale.jinja
* asav_autoscale params.yaml
* pre_deployment.jinja

* pre_deployment.yaml

ZIP D JERE/ Ny r—P %y FA ML —VIZab—LET,
®* gsutil cp scaleout-action.zip gs://bucket name

®* gsutil cp scalein-action.zip gs://bucket name

1

« |asavgcp-poc-dkrn

R, ZM, BLOEEA ¥ —T7 =24 AHDO VPC VT 3y R EERLET,

EHLVPC Tit, 287 % v b (10.8.2.0/28 72 &) MAHLE T,

NER, A, BIOEHA L X —T =24 A3 DD T 7 AT T4 —WI— L BWNETTE, £/-. 77
AT VA==V TIEINNVATF =y 7 =T %7 T 5 0ERH Y £7,

HATREBE OV ASA 48 Auto Scale @ Jinja 7 7 A /L& YAML 7 7 A VDT A —F ZHH LET,

a) asav autoscale params.yaml 7 7 A V&P E, LTFONRT A= EHH L ET,

 resour ceNamePr efix: <resourceNamePrefix>

* region: <region>
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* serviceAccountMaill d: <serviceAccountMailld>

* publicKey: <publicKey>

+ insideVPCName: <Inside-VPC-Name>

* insideVPCSubnet: <Inside-VPC-Subnet>

+ outsideVPCName: <Outside-VPC-Name>

+ outsideVPCSubnet: <Outside-VPC-Subnet>

« mgmtVPCName: <Mgmt-VPC-Name>

» mgmtVPCSubnet: <Mgmt-VPC-Subnet>

« insideFirewallRuleName: <Inside-Network-Firewall-Tag>

« outsideFirewallRuleName: <Outside-Network-Firewall-Tag>
» mgmtFirewallRuleName: <Mgmt-Network-Firewall-Tag>

* healthCheckFirewallRuleName :<HealthCheck-IP-Firewall-Tag>

» machineType: <machineType>

Gx)
ASA 8 Auto Scale D54 . cpuUtilizationTarget: 0.5 /37 A =X "R ESNTEY . BEIIELT
fRETE E T,

ZOfEIE. TRTOASAEIE A L AZ AT —T O CPUMHEN 50% THHZ L A2 R LET,

b) asav_autoscale.jinja 77 A NVEBRE, LFONTFA =2 HHHLET,
* host: <Application server IP address>
* routeinside 0.0.0.0 0.0.0.0: <Inside VPC Gateway IP address> 2
« route management 0.0.0.0 0.0.0.0: <Management VPC Gateway IP address> 3

* license smart register idtoken: <licenseIDToken>

¢) pre deployment.yaml 77 A VEHE, UTONRTA=FEZHEHLET,
* resour ceNamePr efix: <resourceNamePrefix>
* region: <region>
* serviceAccountMailld: <serviceAccountMailld>
» vpcConnector Name: <VPC-Connector-Name>

* bucketName: <bucketName>
AT v 10 SecretManager GUI Zfi I L T, kD3 H>D>—27 L v FZ1ER L ET, Thttps:/console.cloud.google.com/

security/secret-manager] % ZM L T 7230,

* asav-en-password
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* asav-new-password

* asav-private-key

Secret Manager lets you store, manage, and secure access 10 your application secrets

Ll
= Filter Enter propesty name or value
D Name Location Encryption Labels Created Expiration Actions
D asav-en-password Automatically replicated Google-managed Mang E
D asav-new-passwond Automatically raplicated Google-managed Mang E
D asav-private-key Automatically replicated Google-managed Mane 4426727, 3:35 PM E

ATYv TN VPC ax7 ZEEMRLET,

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

1 -

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

ATw 712 EREEO YAML k2 R L E9,

gcloud deployment-manager deployments create <pre-deployment-name>
--config pre deployment.yaml

1

gcloud deployment-manager deployments create demo-predeployment
--config pre deployment.yaml

The fingerprint of the deployment is b'9NOy0gsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025c]...done.
Create operation operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢C

completed successfully

NAME TYPE STATE

demo-asav-delete-sink gcp-typesflogaing-v2:projects.sinks COMPLETED
demo-asav-insert-sink gcp-types/iogaing-v2:projects.sinks COMPLETED
demo-asav-pubsub-topic-delete pubsub.v1._topic COMPLETED
demo-asav-pubsub-topic-insert pubsub.v1.topic COMPLETED
demo-asav-scalein-gction gep-types/cloudfunctions-v1:projects.locations.functions COMPLETED
demo-agsav-scaleout-action gep-types/cloudfunctions-v1:projects.locations. functions COMPLETED

AT w13  ASA {K48 Auto Scale DEFZ/ERL L E 7,

gcloud deployment-manager deployments create <deployment-name>
--config asav_autoscale params.yaml

1

gcloud deployment-manager deployments create demo-asav-autoscale
--config asav_autoscale params.yaml
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The fingerprint of the deployment is b'l1JCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5¢c55e51d79d01-1a3acf92-4£f3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6

completed successfully.

NAME TYPE STATE

demo-asav-autoscaler compute.vl.regionAutoscaler COMPLETED
demo-asav-backend-service-elb compute.vl.regionBackendService COMPLETED
demo-asav-backend-service-ilb compute.vl.regionBackendService COMPLETED
demo-asav-fr-elb compute.vl. forwardingRule COMPLETED
demo-asav-fr-ilb compute.vl.forwardingRule COMPLETED
demo-asav-hc-elb compute.vl.regionHealthChecks COMPLETED
demo-asav-hc-ilb compute.vl.healthCheck COMPLETED
demo-asav-health-check compute.vl. healthCheck COMPLETED
demo-asav-instance-group compute.vl.regioninstanceGroupManager COMPLETED
demo-asav-instance-template compute.vl.instance Template COMPLETED
demo-elb-ip compute.vl.address COMPLETED

ATy T8 WEHT TV r—rarhb A2 —Fy M7y ha#akd 5 ILB O— h&ER L £,

gcloud beta compute routes create <ilb-route-name>
--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>

1

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global
/routes/demo-ilb].

NAME NETWORK DEST_RANGE NEXT_HOP PRIORITY
demo-ilb sdt-test-asov-inside 0.0.0.0/0 10.7.1.60 1000

AT w15 Cloud Router & Cloud NAT Z#1ERk L £,

gcloud compute routers create <cloud-router-name>
--project=<project-name> --region <region> --network=<outside-vpc-name>
--advertisement-mode=custom

gcloud compute routers nats create <cloud-nat-name>
--router=<cloud-router-name> --nat-all-subnet-ip-ranges --auto-allocate-nat-external-ips
--region=<region>

1

gcloud compute routers create demo-cloud-router --project=asavgcp-poc-4krn

--region us-centrall --network=sdt-test-asav-outside --advertisement-mode=custom
Creating router [demo-cloud-router]...done.
NAME REGION NETWORK
demo-cloud-router us-centrall sdt-test-asav-outside

gcloud compute routers nats create demo-cloud-nat
--router=demo-cloud-router --nat-all-subnet-ip-ranges
--auto-allocate nat-external-ips --region=us-centrall

Creating NAT [demo-cloud-nat] in router [demo-cloud-router]...done.
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A= AT —FX, X—F v FCPUMEHARL~VE, LV AX AT N—THNO—EH
R 722 T _XTCTO vCPU OIEHfEHEDO—F & L THRWET,

o BFFVCPU O RN X — 7w MEAREZBEZX D E, A— M ATF—FI2L->TVMA
VAR ANBIMENE T, BFF vCPU OEBFEHRNZ —F v MERAR LD IRV
B, A= AT —FIA A ATHIRLET,

e ZIE, 075D =7y MERARERETDHE, A— MAT—TFA LV AZ AT )L—
TNDOFTRTD vCPU OFEREFARE 75% (CHEFFT 2 L o IS nE 7,

c A —U VT DOWRETIX, CPUFHEXA RN v 7 OHANMEHINET,

cZpuYy UL, B— RART YN, TRTO ASA ICEREA SIS LIS &L, F
VL TT_NTOASA BYEIZo— REND &V I RIFRICESHTWET,

Ox> 5T /\v s
FRTEHI7TU Nseoa Z1ZUU T LB Y T,

« A —)VT 7 MERED R 7
7: R —ILT ) hgEED DY

Here we see hostname ciscoasav-thg6
cmd been executed in the scaled-out
ASAv instance , which means we
scale-out function has executed
successfully.

tem-asyi-scalenit-artion  2IESTepcleld Banld you Like to enaale enompeses ercor regerting L belp leares

fem-as-sceleout-actien  2aE3Topadeld e progzt? [V]es, 8] |4

fem-asr-sealeout-actien  2abddepcdelf Pasmeord changed Swezassiully

fem-asyv-pealemt-retion  cibiispcalf Changdng Hastrams
demeanyy-ncalemt-aetion  piB3apicield
aiE3Tspictedt

femeasaescalout-acidon  2iERspcdedl

demean e -sealeout -aenion oanf ¢

Ao o

femeasae-scaleout-aciden  2iE3Tspededd

Sea-asdi-scaleoub-aciien  Zlbsiapelsd
fem-asyy-scaleout-action  zikREEpkRalf
demp-asyg-ncaleout-nction  2iEREEpKalS

ot g b piE3apicte ¥

PR

Svmai iRl -aenion  2iESTapclalY

1

temasyi-scalemt-actien  2iE3Tepedeld noehecines: TaGTI ebfbble JedhSa7 TEEdehil

il
4

fem-asy-toaleout-artien  2aE3depdeld
fem-asy-sealemt-aetien  dabiispceld 3585 bytes capied in 9.186 oeos
fem-anyy-ncalemt-aetion  pibEapcda ¥ It
femanae-ncalemt-aenion  pifiiapciald aaseoesn -thgkdconf L)

Semeanaeescaleout-acnion  2iE3Tapcleld

Al o o

femeasaescaleout-acidon  2iE3Tspeledf

femr-asai-staleout-aciion  ZiERTepidelf

Al

« A=A URERED R T
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Here we see the license smart deregister cmd has

B

A ey -8 L1 BETLA

B

duse=gay -seedaln-scilom

aLyEj s

ol ol

il

Cofaguratian Saved

sl T Sy
B il BTy USRI ey I Ty been executed for the scaled-in ASAv instances, which
L et s e ensures the license has been deregistered before the
s 4 am detar-scelelation TAliaet o bownss s | smetere o] 30w gets removed from the Instance Group and the
3 = desg-pey-sraletn-action  healigjeddts T clszcasav-pckad Scale_in functiUn has executed Su{:cessfu”?

] - desg-zeyy-sraletn-aeiion  hEALiBjedsth X

H - Asg-wey-seeletn-setion | healymjedsts F Llessse Found

3 i) desg-agay-sraletn-aciion  hZaLiBjedith & Litasde Fosid

] o A Ase-sayy-seeletn-perion | hEAlijedst: T lizesse amarc deregister

) mn dmeg-poyy-scelein-aoion  hRALjEjedEth  E clacoecuveicbis

I - dmse-goay-sreletn-aetion  REALiHeEtd &

3 i dmsg-gayy-scedein-peion  hEALiEjedity O Lizetae DerEgiztered

H o Amg-poay-seeletn-aesion | RRALIEjEts T Zavarg tw Seefiguravion

H T2 desg-agai-sreleln-aciion  hEALiEjeEts X

0 mam dsne-payy-sreletn-gerion REALIEmER E

i m desg-poae-sceletn-aciion  hEALIEjeETE R Crystochwcorsm; wdaelfi JedcbSIT elnfelel B350 7F

31 T debe-gaay-sreleli-ation  REALIHeBH  E

) i dese-paay-scelein-aesion  REELIEjeditd X EEIS bles copied Dn B pecs

] B deme-paysteleln-artion  hRALjEjedEts T [

»ol dwse-sgayseadeln-action  WEALjEjedh Glasoad-jofd
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IPV4 2T MY AR— SN ET,

e
haaLjEjedsrh
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ALjE bt
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Furztien scecution trok 19284 we, Fardshed with stetue: ‘a¢

e IR—FEINTWNDETA B ATBYOL DA TY, PAYG iZ GCP LD ASA AR TIXF|

MATEEEA,

AT — RART U ET oL — Mk o TEREN D72, b —RKRXZ P07 v
7 TP \ZR81 A% DNS B X&ipEs T,

e T FVr— g NTa—Y—RNER Lo — RRT U0 HICH D LESIL. ASAK
BIX (M 742 2BEDOT 7Y r—a  IPICEHEEET 2RI +XTo b
T4 0O — KT UV —TFT 4 T LET,

+ TAG, JUEM, BEIUa—RRRT oW 77 4 =7 RO LEMEICET 25T EE IR

TWERA,

* ASA AR = 7 A AMEFHIFTIR ORI TRRSNET,
e P —NR—L 2= FDI IV TTFA L,

A VAR VAT INN—=THNDT R TCDA VAR,

A ABLAT L — EHEGCP T AT AL TWHES) .

ZDX DB T — 1%, GCP OABF—V—E A& L TR#ETE 9,
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EE v RaTiE, A4 RAY— 33—~ ASA (U OBERE EHICBHIL T, AFr—AT vk

SENTASAVRHIFEBVICT A U AP —N—TBEEINTWND D, AT —/LA 72 ASA
R ALV AZ L ANTA B AP —R=DGHIRINTWVANERT A EAHELEL TUvE
7,

kSIS —TFT425

I, ASA {48 Auto Scale for GCP O — kM7 —2F U A LT Ny DO baRrLE

emain.py BNEONGRN : Zip/ X r—UNT 7 A IVINEDIER SN TN D Z & B R

LET, 777 FERBIIBIHI LTI 7 ANV Y =20 TEEd, 741203 H - THIn
TJEEA

T T L= DEAHRDOTT —: [<>] AOTRTO/NNT A —ZfED jinja & .yaml TAJ)

INTWHZE, BIORIUEALNT TIIIFAET LI L 2R LET,

* Google B%cAY ASA AR ICEETE 720 : VPC 217 Z MER SN TEY . YAML /%7
A—=H T 7 ANTRICLARBIDBESNTND Z 2R LET,

« ASA {48 (2 SSH #%#t FICREBAEIZ R : ABF— LB — DT BRIE LW & 28 L
7,

e TA B ADBRERITRKE : TA B AID b= UNIELWZ EZMERLET, 7.
Cloud NAT 23MERR ENTE Y . ASA REE 23 tools.cisco.com IZT7 7 B A TX A Z & MR L
9,
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