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AWS Azure ASA
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64GB AWS OClI ASA
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[
ASA CPU
ASAv30/2Gbps ASAV50/10Gbps
*vCPU ASA VMware KVM 1 16
vCPU
. AWS OCI ASA
ASA 2GB 64GB RAM AWS OCl ASA
128GB
. ASA 8GB
8GB 10GB
VM
[
1 vCPU ASA 4GB
9.14 ASA
* ASAV5 ASAv10 2 GB RAM 1vCPU
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TLS ASA
1: ASA
TLS
Premium

100M 50 500 150 Mbps

1G 250 500 1 Gbps

2G 750 1000 2 Gbps

10G 10,000 10,000 10 Gbps

20G 20,000 20,000 20 Gbhps

ASA
2: ASA
Premium TLS
2GB 79GB 250 500
8GB 15.9GB 750 1000
16GB 31.9GB 10,000 10,000
32GB 64 GB 20,000 20,000
64GB 128GB 20,000 20,000
VLAN ASA
\)
ASA 100
ASA 2GB
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VMware KVM Hyper-V
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ASA VLAN
2GB 79GB 100,000 50
8GB 159GB 500,000 200
16GB 31.9 2,000,000 1024
32GB 64GB 4,000,000 1024
VMware KVM Hyper-V
ASA ASA vCPU/
VMware KVM Hyper-V ASA
TLS ASA
ASA
“
ASA ASA
2: ASA 3
4 : VMware/KVM/HyperV ASA
RAM *
GB
100M 1G 2G 10G 20G
2 |7.9]50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500/20G
8 |159|50/500/100M 250/500/1G 750/1000/2G 750/1000/10G 750/1000/20G
16 |319|50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 10K/10K/20G
32 |64 |50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 20K/20K/20G
* ITLS /
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ASA aws I}
ASA AWS
ASA ASA vCPU/
AWS ASA
TLS ASA
AWS
AWS VM vCPU

AWS ASA

5:AWS  ASA
BYOL PAYG =+

100M 1G 2G 10G
c5.xlarge 50/500/100M 250/500/1G 750/1000/2G 750/1000/10G 750/1000
c5.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 10K/10K
cd.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c4.xlarge 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c4.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 750/1000
c3.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c3.xlarge 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c3.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 750/1000
m4.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
m4.xlarge | 50/500/100M 250/500/1G 250/500/2G 250/500/10G 10K/10K
m4.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 10K/10K
* ITLS
** /TLS PAYG
Pay-As-You-Go PAYG

PAYG

PAYG
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6:AWS ASA PAYG
RAM GB
2GB 100M ASAv5
2GB 8GB 1G ASAvi10
8GB 16GB 2G ASAv30
16GB 32GB 10G ASAvV50
30GB 20G ASAv100
ASA Azure
ASA ASA vCPU/
Azure ASA
TLS ASA
Azure
Azure VM vCPU
Microsoft Azure ASA
~
Pay-As-You-Go PAYG Azure ASA
7:Azure ASA
BYOL *
100M 1G 2G 10G 20G
D1 50/500/100M | 250/500/1G 250/500/2G 250/500/10G 250/500/20G
D1 v2DS1
DS1 v2
D2 D2 v2 50/500/100M | 250/500/1G 250/500/2G 250/500/10G 250/500/20G
DS2 DS2 v2
D3 D3 .v2 50/500/100M | 250/500/1G 750/1000/2G 750/1000/10G | 750/1000/20G
DS3 DS3 v2
D4 D4 v2 50/500/100M | 250/500/1G 750/1000/2G 10K/10K/10G | 10K/10K/20G
DS4 DS4 v2
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BYOL *
100M 16 26 10G 20G
D5 D5v2 |50/500/100M |250/500/1G | 750/1000/2G | 10K/L0K/10G |10K/20K/20G
DS5 DS5 v2
D2_v3 50/500/100M | 250/500/1G ~ |750/1000/2G | 750/1000/10G | 750/1000/20G
D4 v3 50/500/100M | 250/500/1G ~ [750/1000/2G | 10K/10K/10G |10K/10K/20G
D8 v3 50/500/100M | 250/500/1G  [750/1000/2G | 10K/10K/10G | 10K/10K/20G
F4 Fds 50/500/100M | 250/500/1G  |750/1000/2G | 750/1000/10G | 750/1000/20G
F8 F8s 50/500/100M | 250/500/1G ~ [750/1000/2G | 10K/10K/10G |10K/20K/20G
F16 Fl6s  |50/500/100M |250/500/1G  |750/1000/2G  |10K/10K/10G |10K/20K/20G
* ITLS
ASA ASA
ASA
. vCPU 16 AWS  OCI
ASA 64GB AWS
ocl ASA 128GB
ASA ASA  VCPU/
VM
. TLS ASA
ASA
ASAV5/10/30/50/100
. VM
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. SKU

ASAv5/10/30/50/100
ASA 8 GB 8
GB VM

2Ghps
&
* ASA HA
ASA
ASA ASA
. 2 ASA virtual HA
8GB RAM 16GB RAM
HA
* Cisco ASA Virtual  Primary-Standby Secondary-Active
Secondary-Active 3 4 ping
HA
MAC IP
ASA
ASA ASA
. AWS KVM  VMware
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168 B

. /
 EtherChannel

« AnyConnect Premium

* ASA X710 NIC  1.9.5i40en
VMware
1GB
9 1000 1GB
8
8
10 GB
. 10 Gbps
* ASA
* NUMA
. RX
* SR-IOV
. 43
68
. CPU ESXi
43 KVM 68
. 1000 i40e-vf
i40e-vf
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B »cs

e1000 i40e-vf
* ASA X710 NIC  1.9.5i40en
VMware
* Hyper-V
. 20 Gbps
* ASA
* NUMA
. RX
* SR-IOV
. 43
68
. CPU ESXi
43 KVM
* ASA X710 NIC  1.9.5i40en
VMware
* Amazon Web Services AWS Hyper-V
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ASA

ASA

vNIC
* ASA

. VvNIC

\}

ASA nic i

NIC

ASA NIC

Cisco ASA Virtual

ASA

ASA
» Management 0/0
AWS  Azure

* GigabitEthernet 0/0  0/8 ASA

GigabitEthernet 0/8

N

Management 0/0

ASA E1000

VMware E1000

Ten GigabitEthernet VMXNET3

GigabitEthernet

1 Gbps

e Hyper-V 8
GigabitEthernet 0/0  0/6

vNIC

ASA vNIC
vmxnet3
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VNIC
8: VNIC
ASA
vNIC VMware KVM
VMXNET3 9.9(2) VMware
vmxnet3 TCP
LRO
VMware VMXNET3
LRO 12
e1000 9.2(1) VMware
virtio 9.3(2.200) KVM
ixgbe-vf 9.8(1) AWS SR-IOV
ESXi KVM
i40e-vf 9.10(1) SR-I0V KVM
VMware VMXNET3  LRO
Large Receive Offload LRO CPU
1
LRO
TCP
€
VMware LRO
ASA LRO
ASA LRO
1. vSphere Web Client ASA

1

2. [Related Objects]
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2. [Edit Settings]

[VM Options]

> »w

[Advanced]

5. [Configuration Parameters]
6. [Add Parameter] LRO
* Net.VmxnetSWLROSL | 0

» Net.Vmxnet3SWLRO | 0

* Net.Vmxnet3HWLRO | 0

* Net.Vmxnet2SwWLRO | 0

* Net.Vmxnet2HWLRO | 0

A\

SR-IOV B

[Edit Configuration]

LRO
1 LRO

0 LRO

7. [OK]

8 [ Save ]

VMware
* VMware KB 1027511

* VMware KB 2055140

ASA SR-I0V

Single Root 1/0O Virtualization SR-10V

VM
SR-IOV VM
CPU x86
SR-10V 2
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. PF NIC PF SR-10V PCle
PF PCle PF
VF
« Virtual Function VF vNIC VF
PCle VF
PF 1 VF 1 VM
SR-10V PCI Peripheral Component
Interconnect Special Interest Group  PCI SIG SR-I0V
PCI-SIG SR-10V Primer: An Introduction to SR-IOV Technology
ASA SR-I0V
CPU
SR-I0V
ASA
ASA 1 ASA
SR-I0V

SR-IOV VF

e Linux 2.6.30
SR-IOV ASA

» VMware vSphere/ESXi

* QEMU/KVM

* AWS

S
x86 CPU

ASA
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SR-10V

* SR-IOV

A

SR-10V
SR-IOV
SR-10V PCle
SR-IOV NIC
SR-10V

PCle

SR-I0V
* VT-d CPU virtualization-capable
IOMMU supporting hardware VT-d SR-10V
BIOS
* VMware Compatibility Guide SR-10V
* KVM CPU compatibility KVM ASA x86
S
ASA CiscoUCS C
Cisco UCS-B ixgbe-vf vNIC
SR-10V NIC
* Intel X710
ASA X710 NIC  1.9.5i40en
VMware

* Intel Ethernet Server Adapter X520 - DA2
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CPU
* x86_64 CPU
Intel Sandy Bridge

A

ASA 2.3GHz Intel Broadwell CPU
E5-2699-v4
* CPU 8
. 8
A\
CPU ASAV50 ASAv100
ESXi
43 KVM
68

BIOS

SR-10V BIOS
BIOS

* SR-I0V
e VT-X

*VT-d

BIOS

ixgbe-vf
. VM VF ixgbe-vf

. VM VF MAC HA MAC
ASA
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SR-IOV B

HA IP
A\
i40e-vf
« Cisco UCSB ixgbe-vf  vNIC
. ASA
ASA
IP ASA MAC
ASA Gratuitous Address Resolution Protocol ARP
IP MAC
Gratuitous
ARP IP IP
NAT PAT IP
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VMware ASA

ASA VMware ESXi x86 CPU

ASA 2GB ASA 2GB
ASA 9.13(1)
ASA
. 19
* ASA VMware 25
. 26
* ASA 0 27
* VMware vSphere Web Client ASA 31
* VMware vSphere 0 ASA
37
* OVF 0 ASA 38
* ASA 39
* vCPU 41
. 43
ESXi ASA ASA
CPU
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VMware  ASA |

ASA 8GB

ASA

VMWare ESXi ASA

ASA ASA
. CPU x86 Intel AMD
CPU
ASA 2.6GHz Intel® Xeon®
CPU E5-2690v4 Cisco Unified Computing System™  Cisco UCS® C
M4
*« ASA ESXi 6.0 65 6.7 ASA virtual

ESXi Cisco Secure Firewall ASA

« Cisco ASA Virtual 9.24 VMware vSphere/ESXi 8.0

* Cisco ASA Virtual 9.22 ASAvU

vNIC
vNIC
* PCI i40e NIC VM DMA
NIC VM
CPU
* i40evf/ixgbe-vf NIC VM DMA NIC
VM SR-IOV
48
e vmxnet3 10Ghps CPU
VMware
vmxnet3 TCP
LRO
ASA VM

43
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| vMware  Asa
* NUMA VM CPU Non-Uniform Memory Access NUMA
ASA

NUMA 43

* Receive Side Scaling ASA Receive Side Scaling RSS
9.13(1)
Receive Side Scaling RSS RX 45
* VPN ASA VPN
VPN 74
9.17 VMware ASA
ASA Cluster for the ASAv
OVF
asav-vi.ovf asav-esxi.ovf
e asav-vi vCenter
* asav-esxi ESXi vCenter
« ASA OVF
VMware vCenter  LDAP

ASCII
* ASA VM [United States

English]
* ASA 2 1ISO ESXi

. vSphere OVF
. 2 day0.iso
ASA
[ Connectat PowerOn ]
1 OVF
ASA /
OVF
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/general/asa-917-general-config/ha-cluster-asav.html

VMware  ASA |

vSphere  OVF ASA
OVF OVF
ASA
OVF vSphere  ASA
OVF

ASA OVF

1. OVF

2. OVF

3. <vmw:ExtraConfig vmw:key="monitor_control.pseudo_perfctr"

vmw:value="TRUE"></vmw:ExtraConfig>

4. <rasd:ResourceSubType>vmware.cdrom.iso</rasd:ResourceSubType>

<rasd:ResourceSubType>vmware.cdrom. iso</rasd:ResourceSubType>

<rasd:ResourceSubType>vmware.cdrom.remotepassthrough</rasd:ResourceSubType>

VMware Deploying an OVF fails on vCenter Server 5.1/5.5 when
VMware tools are installed (2034422)

5. UserPrivilege OvfDeployment ControllerType

- <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer'}" ovf:type="string"
ovf:key="0vfDeployment'>

+ <Property ovf:qualifiers="ValueMap{' ovf", "ignore", "installer"}" ovf:type="string"
ovf:key="0vfDeployment" ovf:value="ovf">

- <Property ovf:type="string"” ovf:key="ControllerType'>
+ <Property ovf:type="string"” ovf:key="ControllerType"” ovf:value="ASAv'>

- <Property ovf:qualifiers="MinValue(0) MaxValue(255)" ovf:type="uint8"
ovf:key="UserPrivilege'>

+ <Property ovf:qualifiers="MinValue(0) MaxValue(255)" ovf:type="uint8"
ovf:key="UserPrivilege" ovf:value="15">

6. OVF

7. OVF ASA VVMware vSphere Web Client
ASA [ ]

2Gbps
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| vmware

ASA
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&
ASA ASA
ASA
ASA
ASA ASA
ESX 2 NIC ESX
1 1
2 VM ping ASA
IPv6
VMware vSphere Web ASA OVF
IPv6 ASDM CLI
IPv6
vMotion
* VMware vMotion
ASA
ASA vMotion
vCPU
« ASA
[Edit Settings]
vCPU
“
vCPU
ASA 1
VMware
CPU
. ASA CPU 1000 MHz
[ EditSettings 1>[ Resources ]>[CPU]
ASA CPU




ASA
1000 Mhz ASA
[Performance] [Home]
CPU
CPU
VMware

ASA show vm
[ Home ]>[
Device Information ] > [
Monitoring 1>[
Graphs ]>[CPU]

* ASA 9.16.x
ASAv10
UCS B
MAC Cisco UCS B
MAC
VMware ASA
* VVMware NIC UCS B
1
NIC
* ARP ASA ARP
MAC ARP

VMware  ASA |

CPU
CPU

[CPU Usage (MHz)]
ASA
CPU

CPU Performance Enhancement Advice

show cpu ASDM

Device Dashboard ] >

Virtual Resources ] [
Properties ]>[

System Resour ces

16 vCPU 32GBRAM  ASAv100
1vCPU 4GB RAM
ASA
MAC
ASA
vCenter VMwareNIC
VMware
ARP

Cisco Secure Firewall ASA

[ ]

*« ESXi 6.7 vCenter 6.7 ASA Virtual 9.12
CD/DVD IDE
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/basic-arp-mac.html

| vMware  Asa

ASA VMware .
* vSphere Web Client  ASA OVA vSphere Client
ASA VMware
ASA VMware
9:ASA VMware
/
VM
DRS
VM _
VM _
VM _
VM
VM _
vCloud Director VM _
VM VM _
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VMware ASA

/
VMotion VM
vMotion
23
VMware FT VM  HA ASA
ASA
VMware HA ESXi ASA
ASA
VM VM ASA
VMware HA ASA
VMware vSphere VM
Windows B
VMware vSphere Web | M _
Client
VMware vSphere Web Client  vSphere OVF
ASA Cisco Secure Firewall ASA
[ ]
vSphere
vSphere 2 ASA
* MAC
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| vMware  Asa

ASA 0 .

ASA
vSphere
10:
< > < >
MAC < > < >
< >

ASA 0

ASA 0 ASA
ASA
day0-config
day0.iso day0.iso
0
SSH
ASA day0-config
day0.iso day0.iso day0
day0.iso
Linux Windows
. ASA Cisco Smart Software Manager
Smart Licensing Identity 1D idtoken
0
. VGA ASA
0
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http://www.vmware.com/products/vsphere.html

B s 0

. ASA

*1SO ESXi
19 OVF

1 ZIP Cisco.com

https://www.cisco.com/go/asa-software

Cisco.com

* asav-vi.ovf vCenter

* asav-esxi.ovf vCenter

* boot.vmdk

* diskO.vmdk ASA

« day0.iso  dayO-config idtoken
e asav-vi.nf vCenter

* asav-esxi.mf vCenter

3 dayO-config ASA CLI

ASA day0-config
day0-config ASA ASA
day0-config

day0-config 2 1
ASA day0-config 2
ASA day0-config
SR-10V ASA

ASA Version 9.4.1
!

. Cisco Cisco Secure Firewall ASA Virtual 9.19

VMware  ASA |

ASA

ISO
3
ASA
show running-config
10
day0-config
48


https://www.cisco.com/go/asa-software

| vMware  Asa

ASA 0 .

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

ASA Version 9.8.1

1

console serial

interface management 0/0
management-only

nameif management

security-level 0

ip address 192.168.0.230 255.255.255.0
1

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0
ipv6 address 2001:10::1/64

1

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 10.10.20.10 255.255.255.0
ipv6 address 2001:20::1/64

1

route management 0.0.0.0 0.0.0.0 192.168.0.254
1

username cisco password ciscol23 privilege 15
!

aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2

1

http 0.0.0.0 0.0.0.0 management
!
logging enable

logging timestamp
logging buffer-size 99999

Cisco Cisco Secure Firewall ASA Virtual 9.19 .




VMware

logging buffered debugging
logging trap debugging
1

dns domain-lookup management
DNS server-group Defaul tDNS
name-server 64.102.6.247

1

license smart

feature tier standard
throughput level 106G

1

crypto key generate rsa modulus 2048

4 Cisco Smart Software Manager Smart License ID
5 ID ID

ID Smart Licensing ASA
6 I1ISO CD-ROM

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o dayO.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0O MB)

stack@user-ubuntu:-/KvmAsa$

7 day0.iso Linux SHA1
openssl dgst -shal dayO.iso
SHA1(dayO. iso)= e5bee36elebla2b109311c59e2flec9f731ecb66 dayO.iso

8 asav-vi.mf day0.iso SHA1

SHAl(asav-vi.ovf)= de0f1l878b8F1260e379ef853db4e790c8e92F2h2
SHA1(disk0.vmdk)= 898b26891cc68fa0c94ebd91532Fc450da418b02
SHA1(boot.vmdk)= 6b0000ddebfc38ccc99ac2d4d5dbfb8abfbh3d9c4
SHA1(dayO. iso)= e5bee36elebla2b109311c59e2flec9f731lech66

9 ZIP day0.iso

VM day0.iso

. Cisco Cisco Secure Firewall ASA Virtual 9.19
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| vMware  Asa
VMware vSphere Web Client ASA .

VMware vSphere Web Client ASA

VVMware vSphere Web Client ASA
Web vCenter vCenter VMware vSphere
0 ASA OVF
0 ASA
« vSphere Web Client 31
* VMware vSphere Web Client ASA 31
vSphere Web Client
vSphere Web Client ASA
Web Macintosh
VMware Web
1 VMware vSphere Web Client
https.//vCenter_server:port/vsphere-client/
port 9443
2 1 ASA
1 [Download the Client Integration Plug-in]
2.
3. vSphere Web Client
3 [Login] [Use Windows session authentication]
Windows

Cisco Cisco Secure Firewall ASA Virtual 9.19




. VMware vSphere Web Client ASA
VMware vSphere Web Client ASA
ASA VMware vSphere Web Client
OVF
vSphere Web Client
ASA OVA
VMware

VMware vSphere Web Client

VMware  ASA |

vSphere Client
ASA

Deploy OVF Template

ASA

Deploy OVF Template

ASA vSphere 1

1 ASA ZIP Cisco.com PC

http://www.cisco.com/go/asa-software

Cisco.com
2 vSphere Web Client  [Navigator] [vCenter]
3 [Hosts and Clusters]
4  ASA [Deploy OVF Template]

[Deploy OVF Template]
5
6  [Setup networks] ASA

[ Edit Settings ]
ASA [ Edit Settings ] [
Edit Settings ] ASA
ID ID ID
ASA ID
ID |ASA ID

1 | Management 0/0

2 | GigabitEthernet 0/0

3 | GigabitEthernet 0/1
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| vMware  Asa

VMware vSphere Web Client ASA .
ID [ASA ID
4 | GigabitEthernet 0/2
5 | GigabitEthernet 0/3
6 | GigabitEthernet 0/4
7 | GigabitEthernet 0/5
8 | GigabitEthernet 0/6
9 | GigabitEthernet 0/7
10 | GigabitEthernet 0/8
ASA vSphere Web Client
ASA ASA
vSphere Web Client [Edit Settings]

vSphere Web Client

HA GigabitEthernet 0/8
7 HTTP [Smart Call Home Settings]
Smart Call Home
8 HA [Customize]
. IP
IP IP
IP MAC
IP MAC
MAC IP
ARP
« [HA Connection Settings]
2
GigabitEthernet 0/8
IP IP
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VMware ASA

. VMware vSphere Web Client ASA
9 OVF [ Enable Delayed Watchdog Timer ]
110
VM
110
NFS
10 vSphere Web Client VM [Global Information] [Recent
Tasks] [Initialize OVF deployment]
f}
* || RecentTasks 0

| Al | Running Failed 1

Initialize OVF deployment

w“#-M“j

[OVF Deploy OVF Template ]

@ DE-Testing

e

amane
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| vMware  Asa

VMware vSphere Web Client ASA

~ [7] Recent Tasks :‘
|f All | RuNning Failed {
« Deploy OVF template ’
th -asav3 |
+ |nitialize OVF deployment '
B} DE-Testing

II'u'I].rTasks b Mare Tasks’

ASA

371280
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VMware  ASA |

. VMware vSphere Web Client

11

12

&
1

ASA

vmware® vSphere Web Client #

i < Home

3

ASA

ASDM

[Console]

3, Search:

(3 Vitual Machines [ 3]

Virtuzl Machines

J Getting Started | Summary  Monilar  Manags

VWhat is a Virtual Machine?

Avirtual machine is 3 software computer that
like a physical computer, runs an operating
syetem and applications. An operating
system installed on avirual machine is
called a guest aperating system.

Because every virual maching is an isclated
computing environment, you can use virual
machines as deskiop or workstation
endronments, as lesting environments. or 1o
consolidate server applications.

In vCenter Server, virlual machinas run on
hosts or clusters. The same host can run
many virtual machines

Basic Tasks

B Power Off the virtual machine
il Suspend the virtual machine
@ Edit virtual machine settings

ASA
OVF

ASA
ASA

HA

amas

Power onthe virtual machine ]

ASA
ASA
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| vMware  Asa
VMware vSphere 0 ASA .

Cisco Licensing Authority ~ ASA ASA

VMware vSphere 0
ASA

ASA VMware vSphere Client OVF

vCenter asav-vi.ovf vCenter

asav-esxi.ovf ASA vSphere Client

[OVF Deploy OVF Template ]

ASA OVA ASA
VMware [Deploy OVF Template]

VMware vSphere

* ASA vSphere 1

* ASA 0 27

0
1 VMware vSphere [File] > [Deploy OVF Template]

[Deploy OVF Template]

2 asav-vi.ovf

3 [OVF Template Details] 0
4 [Finish] VM

5 ASA VMware 2

6 ASA SSH 0

VMware

Cisco Cisco Secure Firewall ASA Virtual 9.19 .




B o~ 0 ASA

ASA

OVF

* OVF

* OVF

1 OVF

linuxprompt# which ovftool

linuxprompt# cat launch.cmd
ovftool \
--name=""asav-941-demo" \
--powerOn \

VMware

0 ASA

0 OVF
ASA day0.iso
day0.iso
0 0
ASA 0
Linux Windows PC
.cmd

--deploymentOption=4Core8GB \

--diskMode=thin \
--datastore=datastorel \
--acceptAllEulas \

--net:ManagementO-0=""Portgroup_Mgmt" \
--net:GigabitEthernetO-1="Portgroup_Inside" \
--net:GigabitEthernet0-0=""Portgroup_Outside" \

--prop:HARole=Standalone \
asav-esxi.ovf \
vi://root@10.1.2.3/

3 cmd

. Cisco Cisco Secure Firewall ASA Virtual 9.19
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| vMware  Asa

linuxprompt# ./launch.cmd

ASA B

ASA 2
4 ASA SSH ASA
VMware
ASA
ASDM CLI
VMware vSphere
* VMware vSphere
S
0 ASA
VGA
ASA 0 27
VMware vSphere
VVMware vSphere Web Client
CLI Telnet SSH CLlI
vSphere Web Client ASA
ASA [Open Console]

1 VMware vSphere Web Client

[Summary]

[Launch Console]

Cisco Cisco Secure Firewall ASA Virtual 9.19
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VMware ASA
. VMware vSphere

2 Enter Ctrl + Alt
ASA
ASA OVF ASA

ASA

100 Kbps

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

ciscoasa>
EXEC EXEC
3 EXEC
ciscoasa> enable
Password:
4 Enter
Enter
ciscoasa#
EXEC EXEC
disable exit quit

ciscoasa# configure terminal

ciscoasa(config)#

ASA
exit quit end

. Cisco Cisco Secure Firewall ASA Virtual 9.19



| vMware  Asa

vSPC
VMware vSphere
ASA
1 VMware vSphere VMware vSphere
2 ASA use_ttySO disk0
diskO:/use_ttySO
* ASDM [ Tools ]>] FileManagement ]
* vSphere
ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg diskO:/use_ttySO
3 ASA
* ASDM [Toolg] > [System Reload]
* vSphere reload
ASA
4 vSphere IP Telnet
vSPC IP Telnet
vCPU
ASA vCPU
ASA vCPU
VMware VM
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VMware  ASA |

B
S
vCPU ASA CPU
RAM vCPU
vCPU
ASA
1
2
3
. vSphere Web Client ASA
ASA [ Power Off the virtual machine ]
ASA [ (O] Shut Down Guest
0os 1]
. vSphere Web ASA
ASA [ Power Off the virtual machine ]
ASA [ 0S Shut Down Guest OS ]
4  ASA [ Edit Virtual machine settings ]
ASA [ Edit Settings ]

[Edit Settings]
5 vCPU ASA 1 CPU
6  [Virtual Hardware] [CPU]
7 [Memory] RAM
8 [OK]
9 ASA [Power On the Virtual Machine]
10

1 ASDM

2.

« ASDM [Monitoring] > [Properties] > [Failover] > [Status] [Make Standby]

e CLI failover active
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| vMware  Asa

3 3 9
ASA 1
ESXi
ESXi CPU ESXi ASA
[Scheduling Affinity]
CPU
VMware
* Administering CPU Resources vSphere Resource Management

» Performance Best Practices for VMware vSphere

« vSphere Client

NUMA

Non-uniform Memory Access NUMA

NUMA
X86
CPU 110 NUMA
NIC
ASA
* ASA 1 NUMA 1 ASA
2
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https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-60-resource-management-guide.pdf
http://www.vmware.com/pdf/Perf_Best_Practices_vSphere5.0.pdf
https://pubs.vmware.com/vsphere-50/index.jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc_50%2FGUID-3D5F6146-5F9C-46BC-B1D3-DCA856E98137.html

VMware ASA

-

8 ASA 1:8 NUMA 44
CPU 8
VM
« 16 ASA 2:16 ASA NUMA 45
CPU 16
VM
* NIC ASA NUMA
A\
ASA Non-uniform Memory Access NUMA
CPU
2 CPU CPU 18

8 ASA CPU 8

1:8 NUMA

— numa 0 numa 1 -
8 core ASA virtual
CPU Socket 0 CPU Socket 1
oores
§ EREEEN g
. — EEEEEE |
¥ EEEEEN
WO Controlor VO Controlion
o]
NIC
2 CPU CPU 18

16 ASA CPU 16
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| vMware  Asa
Receive Side Scaling RSS RX .

2:16 ASA NUMA

— numa 0 numa 1 -
16 core ASA virtual
CPU Socket 0 CPU Socket 1
oores
I}
I

H EaaEER
e [ & DR

¥ ) W

O Controlor WO Controlion

~t]  [m] nc] [m]

NIC
NUMA ESXi VMware vSphere
Resource Management VMware ESXi

http://mww.vmware.com/support/pubs

Receive Side Scaling RSS RX
ASA
Receive Side Scaling RSS
vCPU NIC RX
RA VPN 1 /
[‘f_'J-‘:
RX ASA 9.13(1)
/ 8 VM 3:8 ASA RSS RX
46 4 RX
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https://www.vmware.com/support/pubs/

VMware ASA

. Receive Side Scaling RSS RX

3:8 ASA RSS RX

ASA Virtual
8vCPUs =8 physical cores on host

[
LLLLLL

= 8
— 1
o g
: :
o Z
-
Inside RX Outside RX
/ 16 VM 4:16 ASA RSS RX
46 8 RX

4:16 ASA RSS RX

ASA Virtual 16vCPUs = Jl 6 physical cores on host

Ll L] Lkl

L4
z
:
oA (o)
O
3 z
-3
Inside RX Qutside RX
VMware ASA vNIC RX
vNIC vNIC 20
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| vMware  Asa
Receive Side Scaling RSS RX .
11: VMware NIC/vNIC
NIC VvNIC RX
X710* i40e PCI 8 PCI
NIC
NIC ASA
i40evf SR-IOV 4 X710 NIC SR-IOV
PCI
30%
VMware  i40evf
i40evf 4 RX
16 VM
8 RX
x520 ixgbe-vf SR-10V 2 —
ixgbe PCI 6 ixgbe PCI
6 RX
i40evf SR-I0V
N/A VMXNET3 8 ASAV100
N/A €1000 VMware
*ASA X710NIC  1.9.5i40en
NIC
ESXCLI NIC
47
NIC
ESXCLI
. NIC SSH

esxcli network nic list
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VMware  ASA |

B scov
. NIC
NIC esxcli network nic get esxcli
network nic get —n <nic name>
“
VMware vSphere
[Configure] [Physical Adapters]
SR-10V VM 1 PCle
SR-I0V
. PF PF SR-I0V PCle
NIC
. VF VF PCle VF PF
PF
VF ASA
10 Gbps KVM VF
ASA SR-I0V ASA SR-10V
13
ASAV5 ASAvV10 VMXNET3
SR-10V
CPU ASA
SR-I0V
VMware vSphere 5.1 SR-10V
vSphere SR-IOV
SR-10V 14
ASA SR-10V VMware  SR-10V
NIC VMware
Supported Configurations for Using SR-10V
SR-10V VMware ASA
SR-I0V VMXNET3
SR-10V
VMware SR-10V

. Cisco Cisco Secure Firewall ASA Virtual 9.19
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| vMware  Asa

ESXi BIOS B
VMware ESXi 6.0  vSphere Web Client Cisco UCS C Intel Ethernet
Server Adapter X520 - DA2
SR-10V
ASA ESXi SR-IOV
ASA
ASA SR-I0V
VM MAC
ASA MAC
showinterface MAC
show
kernel ifconfig MAC
ESXi BIOS
VMware  SR-I0V ASA
VMware SR-IOV
Compatibility Guide CPU
Identification Utility
ESXi BIOS
1 ESXi
. Alt+F2
. SSH
2
3

esxcfg-info]lgrep "\----\HV Support"
HV Support
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http://www.vmware.com/resources/compatibility/search.php
https://my.vmware.com/web/vmware/details?productId=136&downloadGroup=CPU%20IDENTIFICATION%20UTILITY
https://my.vmware.com/web/vmware/details?productId=136&downloadGroup=CPU%20IDENTIFICATION%20UTILITY

VMware ASA

SR-10V
0 VT/AMD-V
1 VT/AMD-V VT AMD-V
2 VT/AMD-V VT AMD-V BIOS
3 VT/AMD-V VT AMD-V  BIOS

~ # esxcfg-info|grep '"\----\HV Support"

|-—-—-HV Support. ... ... 3
3
. SR-I0V
SR-10V
vSphere Web Client SR-10V
* SR-IOV NIC
SR-IOV NIC 15
1 vSphere Web Client SR-10V ESXi
2 [Manage] [Networking] [Physical adapters]
SR-IOV SR-IOV

3 [Edit adapter settings]
4 SR-IOV [Status] [Enabled]

5 [Number of virtual functions]

ASAV50 2 VF
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| vMware  Asa

vSphere .
6 [OK]
7 ESXi
NIC
[Settings] [PCI Devices]
* SR-IOV vSwitch
vSphere
SR-10V vSphere
1 vSphere Web Client ESXi
2 [Manage] [Networking] [Virtual switches]
3 + [Add host networking]
4 [ Virtual Machine Port Group for a Standard Switch ]
[ Next ]

5 [New standard switch] [Next]
6

a) +

b) SR-IOV Intel(R) 82599

10 Gigabit Dual Port Network Connection

c) [Failover order group] [Active adapters]

d) [OK]
7 SR-IOV vSwitch  [Network label] [Next]
8 [Ready to complete] [Finish]

Cisco Cisco Secure Firewall ASA Virtual 9.19 .




VMware ASA

5:SR-IoV vSwitch

Gelting Started  Summary  Mondlor | Manage | Relaled Objects

.

| semngs [We Storage | Mam Detinitons | Tags | Permissions |
# Wirtua | switche s
Virtual switches
0 Reama /s X0
Ted HMHS Swwitch ipeevaied ued
Pinysical adapters i vewitcho
TCPAP configuration £ vewilen! i
Adbwanced

Sndard swiich: viwitch [no fem sebecied)

c
® 1556-5RIOV 0| ]| | [* Physical Adapters
WVLAM IDr = — | Bl vmnicO 10000 Full i
| > Virtual Machines (1) —
ASA 10
SR-I0V ASA
ASA
vSphere

1 vSphere Web Client vCenter Server
2 ASA
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| vmware

ASA

ASA

a)

b) [

Virtual Machines ]

ASA [ Actions ]>]
Actions ]>] Compatibility ]>[VM

[ Yes ]
[ESXi 5.5 ESXi5.5and later ]
[ (OF]
OS shutdown ]
[Compatibility]
[Summary]
* SR-IOV

SR-IOV NIC

ASA NIC

vSphere Web Client

vSphere Web Client vCenter Server

ASA
a)
b) [ Virtual Machines ]

[Manage] [Settings] > [VM Hardware]

[Edit] [Virtual Hardware]
[New device] [Network]
[New Network]
[New Network] SRIOV

Cisco Cisco Secure Firewall ASA Virtual 9.19

ASA SR-IOV NIC .
[Related Objects]
ASA
vCenter All vCenter

Upgrade VM Compatibility ]

Only upgrade after normal guest

ASA
ASA SR-I0V
SR-IOV NIC  ASA
[Related Objects]
ASA
[Add]




VMware ASA
B s SR-IOV NIC

7 [Adapter Type] [SR-10V passthrough]
8 [Physical function]

ESXi
SR-10V
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KVM x86 CPU
ASA

ASA 2GB ASA 2GB
ASA 9.13(1)
ASA

. 59
. 59

. XML 63
* ASA 64

. 68

* CPU 80

ASA

CPU

ASA 8GB
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ASA KVM |

\)

ASA 9.16.x 16 vCPU 32GB RAM  ASAv100
ASAv10 1vCPU 4GB RAM
ASA
KVM ASA
ASA
. CPU x86 Intel AMD
CPU
ASA 2.6GHz Intel® Xeon®
CPU E5-2690v4 Cisco Unified Computing System™  Cisco UCS® C
M4
VNIC
vNIC
« PCI i40e NIC VM DMA
NIC VM
CPU
* i40evf/ixgbe-vf NIC VM DMA NIC
VM SR-I0V
e virtio 10Gbps CPU
D
KVM ASA VvNIC i40e
2.17.4 SR-I0V
VvNIC
ASA VM
68
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* NUMA VM CPU Non-Uniform Memory Access NUMA
ASA
NUMA 69
* Receive Side Scaling ASA Receive Side Scaling RSS

Receive Side Scaling
RSS RX 72

* VPN ASA VPN
VPN 74

9.17 KVM ASA
ASA Cluster for the ASAv

CPU
KVM ASA CPU CPU
68
2Gbps
[
ASA ASA
ASA
ASA
Proxmox VE ASA
Proxmox Virtual Environment VE KVM
Proxmox VE Web
ProxmoxVE ASA
VM ASA

Proxmox VE Web
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/general/asa-917-general-config/ha-cluster-asav.html

ASA KVM |
A
Unix Windows Powershell Proxmox VE
UNIX man
ASA VM
1 Management Center ASA
2.
3. Hardware> Add > Network Device
4,
5. Xterm.js ASA
/ Proxmox
IPv6
KVM  IPv6 vNIC IPv6
XML virsh net-create<<interface
configuration XML file name>> XML
IPv6 vNIC
XML

. mgmt-vnic.xml

. diag-vnic.xml

. inside-vnic.xml

. outside-vnic.xml
IPv6 XML
<network>

<name>mgmt-vnic</name>
<bridge name="mgmt-vnic® stp="on" delay="0" />

<ip family="ipv6" address="2001:db8::a111:b220:0:abcd" prefix="96"/>

</network>
XML
KVM
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| Asa KVM

virsh net-list
brctl show
ASA KVM
ASA
6:KVM ASA
10.1.1.2 188.51.100.2
gOio g0’
.

Linux Guest Limux Guest Linux Guest
Inside Mgmt Ourtside
iﬂ.1_i|_.rg "-._ , 192_153% ,."'IEI:B.ELID[I.E-

et i |1 1
Insid v o Outsich ethl
Metwork Metwork Metwork
[l 1 E : .l-: m
wirbr2 virbr 1 virbe3
10.1.1.10 182 168.1.10 1985110010
: athi E
Linue Host 1015230 B
« Cisco.com ASA gcow?2 Linux

http://www.cisco.com/go/asa-software

N

Cisco.com

. Ubuntu 18.04 LTS
Ubuntu 18.04 LTS

* gemu-kvm
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http://software.cisco.com/download/navigator.html?mdfid=279513386

ASA KVM |

* libvirt bin

* bridge-utils

* Virt-Manager
* virtinst

» virsh tools

* genisoimage

* ASAvU Cisco ASA 9.22

. KVM
ASA
NFV Delivers Packet Processing Performance with Intel

« Ubuntu 18.04

* macvtap Linux Linux macvtap
Linux macvtap

* Transparent Huge Pages Ubuntu 18.04

Hyperthread disabled 2 vCPU 1

* txqueuelength txqueuelength 4000
e pinning gemu vhost CPU
* RHEL Red Hat Enterprise Linux 7
Virtualization Tuning and Optimization Guide
* ASA ASA Cisco Secure
Firewall ASA [ ]
ASA 0 ASA
ASA
day0-config
day0.iso day0.iso
0
SSH
ASA
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| Asa KVM

day0.iso day0.iso day0.iso

. ASA Cisco Smart Software Manager

Smart Licensing Identity 1D idtoken

0
. VGA ASA

0
. ASA ASA
0
0

Linux Windows
1 day0O-config ASA CLI 3
ASA day0-config ASA
day0-config ASA ASA
day0-config show running-config

ASA Version

1

interface management0/0

ipv6 enable

ipv6 address 2001:db8::a111:b220:0:abcd/96
nameif management

security-level 100

no shut

interface gigabitethernet0/0

ipv6 enable

ipv6 address 2001:db8::al111:b221:0:abcd/96
nameif inside

security-level 100

no shut

interface gigabitethernetl/0

ipv6 enable

ipv6 address 2001:db8::al1l11:b222:0:abcd/96
nameif outside

security-level 100
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no shut

crypto key generate rsa general-keys modulus 4096
ssh ::/0 inside

ssh timeout 60

ssh version 2

aaa authentication ssh console LOCAL

dns domain-lookup management

dns server-group Defaul tDNS
name-server 2001:4860:4860::8888

2 ASA

. IP
. SSmart Licensing HTTP
« HTTP

* tools.cisco.com  IP DNS
. ASA

. CSSM ASA

3 Cisco Smart Software Manager
ID

4 I1ISO

tools.cisco.com

ASA KVM

day0-config

route

Smart Licensing

Smart License ID
ID idtoken

CD-ROM

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o dayO.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252
Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0O MB)
stack@user-ubuntu:-/KvmAsa$

ID Smart Licensing

ASA

. Cisco Cisco Secure Firewall ASA Virtual 9.19
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1

KVM
XML B
ASA KVM
A\
KVM
KVM XML 0 60
3
virbrl.xml virbr2.xml virbr3.xml 3
virbrO
MAC IP
3 XML virbrl.xml virbr2.xml
virbr3.xml
<network>

<name>virbrl</name>

<bridge name="virbrl® stp="on® delay="0" />

<mac address="52:54:00:05:6e:00" />

<ip address="192.168.1.10" netmask="255.255.255.0" />
</network>

<network>

<name>Vvirbr2</name>

<bridge name="virbr2® stp="on® delay="0" />

<mac address="52:54:00:05:6e:01" />

<ip address="10.1.1.10" netmask="255.255.255.0" />
</network>

<network>

<name>virbr3</name>

<bridge name="virbr3® stp="on® delay="0" />

<mac address="52:54:00:05:6e:02" />

<ip address="198.51.100.10" netmask="255.255.255.0" />
</network>

virt_network_setup.sh
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ASA KVM

B s

virsh net-create virbrl._.xml
virsh net-create virbr2._.xml
virsh net-create virbr3.xml

KVM

stack@user-ubuntu:-/KvmAsa$ virt_network_setup.sh

Linux virt_network_setup.sh

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

5 virbrl IP XML

stack@user-ubuntu:-/KvmAsa$ ip address show virbril

S: virbrl: <NO-CARRIER,BROADCAST ,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:fF-FF:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid_Ift forever preferred_Ilft forever

ASA

virt-install ASA
1 virt_install_asav.sh virt-install
ASA KVM VM
ASA 10 3
ASA
Management 0/0 2 ASA GigabitEthernet 0/0 3 ASA
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KVM

GigabitEthernet 0/1 GigabitEthernet 0/8

virt-install \

—--connect=gemu:///system \

--network network=default,model=virtio \
--network network=default,model=virtio \
--network network=default,model=virtio \
--name=asav \

--cpu host \

--arch=x86_64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

—-virt-type=kvm \

——import \

--disk path=<ASA_filepath/name>.qgcow2,format=gcow2,device=disk,bus=virtio,cache=none \

NIC  Virtio

--disk path=<day0_filepath/day0_filename>. iso,format=iso,device=cdrom \

--console pty,target_type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

virt_install

stack@user-ubuntu:-/KvmAsa$ ./virt_install_asav.sh

Starting install.._.
Creating domain. ..

VM VM VM
VM CLI
GUI KVM
virt-manager Virtual Machine Manager ASA
Virtual virt-manager
S
KVM CPU VM
CPU
CPU CPU VM CPU
VM CPU
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ASA KVM

1 virt-manager [ Applications > System Tools ] >
[ Virtual Machine Manager |
2 [VM New VM ]
3
a) [ Import existing disk
image ]
b) [ Forward ]
4
a) [ ... Browse... ]
b) [OS OStype ] [ Generic ]
o [ Forward ]
5 CPU
a) ASA Virtual RAM
b) ASA Virtual CPU
o [ Forward ]
6 [ Customize configuration before install ]
[ Name ] [ Finish ]
7 CPU
[ Processor ] [ Configuration ]>] CPU
Copy host CPU configuration ]
CPU VM
8
a) [ 1 Disk1l ]
b) [ Advanced Options ]
o [ Disk bus ] [Virtio]
d [ Storage format ]  [gcow?2]
9
a) [ Console ]
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10

11

12

13
14

KVM

b)
C) Add Hardware ]

[ Remove ]
[

d [ Device Type ] [TCP net console (tcp)]
[
[

Mode ] [ Server mode (bind) ]
f) Host ] 0.0.0.0 IP

g) [Telnet Use Telnet ]

h)

KVM

a) [ Add Hardware ]
b) [ Model ] [ default ]
o [ Action ] [ Forcefully reset the guest ]

[ Add Hardware ] macvtap

vnicO
vhicl
vhic2
vhic3

vnic4 10

vnicO vnicl vnic3

0 ISO CD-ROM
a) [ Add Hardware ]
b) [ Storage ]
o [ Select managed or other existing storage ]
ISO

d [ Device type ] [IDE CDROM]

[ Apply ]
virt-manager [ Begininstallation ]

virt-manager  ASA Virtual SPICE
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virsh nodeinfo

. Cisco Cisco Secure Firewall ASA Virtual 9.19

ASA KVM
[ View ] - [ Consoles ] - [ Console ] [
Serial ]
TCP telnet
virt-manager
KVM
KVM KVM ASA
Red Hat Enterprise Linux 7.0 KVM
CPU KVM
CPU
ASA KVM ASA KVM CPU
CPU
CPU CPU
CPU CPU
CPU CPU
NUMA NUMA
KVM CPU
1 KVM vCPU



| Asa KVM

NUMA B

2 vCPU

virsh capabilities

3 vCPU

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virsh vepupin ASA vCPU vCPU 4
ASA 8 KVM

virsh vcpupin asav 0 2
virsh vcpupin asav 1 3
virsh vcpupin asav 2 4
virsh vcpupin asav 3 5

0o 7 KVM

CPU CPU
CPU

KVM

NUMA

Non-uniform Memory Access NUMA

NUMA
X86
CPU 110 NUMA
NIC
ASA
* ASA 1 NUMA 1 ASA
2
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ASA KVM

-

*8 ASA 7:8 ASA NUMA 70

CPU 8

VM
* 16 ASA 8:16 ASA NUMA 71
CPU 16
VM
* NIC ASA NUMA
2 CPU CPU 18
8 ASA CPU 8

7:8 ASA NUMA

— numa 0 numa 1 -
B core ASA virtual

CPU Socket0 CPU Socket 1

}5 EEEEEN

- .. e
t EEEEEE
WO Controbor VO Controlor
NIC
2 CPU CPU 18
16 ASA CPU 16
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KVM

NUMA
8:16 ASA NUMA
— numa 0 numa 1 -
16 core ASA virtual
CPU Socket 0 CPU Socket 1
oores

S0y Reuagy

NIC
NUMA
ASA NIC NUMA
1 Istopo NIC
NIC
2. KVM virsh list ASA
3. virsh edit <VM Number> VM
4, ASA 18

<vcpu placement="static" cpuset="0-17">16</vcpu>
<numatune>

<memory mode="strict" nodeset="0"/>
</numatune>

1

<vcpu placement="static” cpuset="18-35">16</vcpu>

<numatune>
<memory mode="strict" nodeset="1"/>
</numatune>
5. xml ASA
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ASA KVM |

. Receive Side Scaling RSS RX
6. VM ps aux | grep <name of your
ASAV VM> ID
7. sudo numastat -c <ASAv VM Process ID> ASA
KVM NUMA RedHat 9.3. libvirt
NUMA Tuning
Receive Side Scaling RSS RX
ASA
Receive Side Scaling RSS
vCPU NIC RX
RA VPN 1 /
[
RX ASA 9.13(2) KVM
libvirt 1.0.6
/ 8 VM 9:8 ASA RSS RX
72 4 RX

9:8 ASA RSS RX

ASA Virtual
8vCPUs = 8 phyical cores on host

(. \
=N =
N A O A

z 3
6 2
o 0
? 2
-
Inside RX Outside RX
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| Asa KVM

Receive Side Scaling RSS RX .
/ 16 VM 10:16 ASA RSSRX
73 8 RX

10:16 ASA RSS RX

ASA Virtual 16vCPUs = 16 physical cores on host

(LLLLL LI LI LI L)

|
<
z
2 o
5 2
-
Inside RX Outside RX
KVM ASA VNIC RX
VvNIC VNIC 56
12:KVM NIC/VNIC
NIC VvNIC RX
X710 i40e PCI 8 x710 PCI
; SR-I0V
i40evf SR-IOV 8
VM
NIC
SR-I0V
x520 ixgbe PCI 6 x520 NIC X710 10
- 30%
ixgbe-vf SR-I0V 2 X520 PCI
SR-I0V
VM
NIC
SR-I0V
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ASA KVM

NIC vNIC RX
N/A virtio 8 ASAv100
KVM
Virtio
74
KVM Virtio
libvirt xml Virtio NIC RX 4

<interface type="bridge">

<mac address="52:54:00:43:6e:3f"/>
<source bridge="clients"/>

<model type="virtio"/>

<driver name="vhost" queues="4"/>
<address type="pci” domain="0x0000" bus="0x00" slot="0x04" function="0x0"/>

</interface>

|
RX libvirt 106
ASA VPN
« IPSec DTLS
« GCM CBC 2
SR-IOV VM PCle
SR-IOV
. PF PF  SR-IOV
NIC
. VF  VF PCle VF  PF
PF
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SR-10V

KVM

KVM

SR-I0V .
VE ASA
10 Gbps KVM VF
ASA SR-10V ASA SR-10V
13
ASAV5 ASAv10 VMXNET3
SR-10V
CPU ASA
SR-10V NIC SR-10V VF NIC vNIC ASA
SR-10V BIOS
KVM ASA SR-10V
. SR-IOV NIC SR-IOV
14

. BIOS

. BIOS IOMMU SR-10V

* SR-IOV KVM ASA

SR-IOV VMXNET3
SR-I0V
BIOS 0S
KVM SR-10V
Intel

Ethernet Server Adapter X520 - DA2 CiscoUCSC Ubuntu 14.04

* SR-IOV NIC

o Intel VT-x VT-d
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ASA KVM
B v BIOS 0s

BIOS

. Linux KVM

59

. ifconfig <ethname>

1 "root"
2 Intel VT-d

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e 10MMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (vO1l CiscoO CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

VT-d
3 /etc/default/grub GRUB_CMDLINE_LINUX intel_iommu=on
Intel VT-d
# vi /etc/default/grub
ééOB_CMDLINE_LINUX="nofb splash=quiet console=tty0 ... intel_iommu=on"
AMD amd_iommu=on
4 iommu
> shutdown -r now
5 sysfs sriov_numvfs

VE

#echo n > /sys/class/net/device name/device/sriov_numvfs
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ASA PCI B

VF [etc/re.d/
rc.local Linux OS rc.local

echo "1 > /sys/class/net/eth4/device/sriov_numvfs
echo "1 > /sys/class/net/eth5/device/sriov_numvfs
echo "1 > /sys/class/net/eth6/device/sriov_numvfs
echo "1 > /sys/class/net/eth7/device/sriov_numvfs
6
> shutdown -r now
7 lspci VF

> Ispci | grep -i "Virtual Function”

kvmuser@kvm-racetrack:~$ Ispci | grep -i "Virtual Function"
0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

ifconfig

ASA PCI

VF PCI VF ASA
virt-manager VF
ASA

1 ASA [Add Hardware]
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ASA

KVM

PCI

11:

whuntulé Virtusl Machine

Ble virusl Machine  Wiew Send Sey

R

L=

=, CAiieew
= Basic Details

Parformancs
Hame wbunt
D Processor I L
URAD: [ SR g —
o Status: = Shutoff
{:F Book Optaces Dascrgion;
B vevooisk 1
(&) 1O COROM 1
B rac £7a10d
Mouse Mfr u-q::;
Hypanasor:
:: ceg Architecture: x86_84
5: T, Emudator: jJusrbsnfom-spice
= il Firrrreace: Dafauk
a Serial 1
. PCIG000:86:10.2 Oparating System
HGREFATS
B Poiotoosaio: =“"""'""
Video Cimus
B cCorarcles USo * applications
I Controbar pei ¥ Machine Settings
B controler OF Ul
T — Roonce | o aooy |
[Hardware] [PCI Host Device]
VF PCI
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| Asa KVM

ASA PCI B

12:

Add New Virtual Hardwar &

D

Farse PCl Device
Hetwork

input Mease indicate what physical device
te connect to the virtual machine,

Graphic s

Sound HGRE nAck:
~& Senal 06:00:20 interface ethd (WIC Ethermet MIC) m
=4 Paralsl 07000 nterface ethl (\VIC Ethermet NIC) |
=& Channel 08:00:0 WIC FOOE HEA J

USE Host Daice 00050 VIE FCOE HEA

0A:00:0 Interface sthd (BZ599ES 10-Gigaba SFIYSFP+ Network Connectson)
0A:00:1 Interface ethS (BZS99ES 10-Gigabst SFSFP+ Netwark Connection)
0A:10:0 Interface ethe (82599 Ethernet Controber Virtual Functicn)

! watchdog
Flesystem

0A:10:1 interface eth1d (82599 Ethemet Controller Wirtual Function)
Srmartcard

s 0102 Interface eth1l (22599 Ethemet Controller Wirtual Function)
-@, USE Redirection

@A 10:3 Interface eth1S (82599 Ethemnet Controller Wirtwal Function)
Qa:10:4 Interface eth12 (82599 Ethemet Controller Wirtual Function)
Q108 interface eth16 (82599 Ethemaet Controller Wirtual Function)
Q81068 Interface eth13 (B2499% Ethemat Controller Witual Function)

Q8107 Interface sth17 (82999 Ethemat Controfler Wirtual Function)
OC:00:0 MegaRalD SAS.3 3108 [Immader)

1020020 MGA G200 [Filot] SerserEngines [SEF1) |
i |
¥ cancel l ] Eirssh |

3 [Finish]

PCI Ethernet Controller Virtual Function
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ASA

KVM

B -~

13:

ubufntuls Virtual Machene (on kvm-racetrack)

Ele  Vitual Machine  igw Send Kay

;.ﬁ:" ne- &

B overview = Physical PCI Device
parfarmance Denice: 0Az10:3 82599 Ethemet Controller Virtual Function

) Processer
B Maemory

@ Boot Opticas
B} vimo oisk 1
(2] 10E COROM 1
|Bh rac 874194
R

Inpuk

Duslay WVHE
Sound: ighi

Gy Senal 1

M roocoossana:
B Fooooosei0z

Vides Covus
B controller Usa
B controller pei

! Controller IDE [=
s Add Hardware = Famave | X cance ] off naply |
* ASA show interface
* ASA
Cisco Secure
Firewall ASA CLI Basic
Interface Configuration
CPU CPU
CPU 30  40% 60
70%
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| Asa KVM

ASAVirtual  vCPU B
'
9.13(2) ASA Virtual vCPU/ ASA
Virtual ASA Virtual
VM

ASA Virtual vCPU

ASA Virtual vCPU

vCPU
vSphere vCPU ASA Virtual
* ASA Virtual
* ASA Virtual %SYS
« vSwitch  vNIC pNIC
CPU
CPU show cpu usage

Ciscoasa#fshow cpu usage

CPU 5 1% 1 2% 5 1%
vCPU
* ASA Virtual 40%
*DP  35%
. 5%
* ASA ASA Virtual 40%
* ASA 10%
. 45%

vSwitch NIC

Cisco Cisco Secure Firewall ASA Virtual 9.19
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KVM CPU

virsh cpu-stats domain --total start count

CPU
--count
OProfile top
KVM VM CPU
Xen
VM
OpenNebula
VM CPU
ASA Virtual KVM
ASA Virtual KVM CPU %
* KVM ASA Virtual
« KVM %CPU usage

%CPU utilization
* CPU utilization CPU

e CPU usage CPU
1 vCPU

KVM %CPU usage
CPU

CPU
CPU
CPU

1 CPU
CPU
CPU

. Cisco Cisco Secure Firewall ASA Virtual 9.19

%CPU usage

ASA KVM |

CPU
--total
count CPU

VM CPU
Xen VMM XenMon
DomO CPU

ASA Virtual %CPU utilization

CPU

CPU

CPU

4 CPU 1
100% 1 CPU
MHz / CPU X



AWS ASA

Amazon Web Services AWS ASA
€
9.13(1) ASA vCPU/ ASA
ASA
VM
AWS
. 83
. 86
. 87
. SSH 88
. 89
* ASA 90
* Amazon GuardDuty Firewall Threat Defense Virtual 93
« Secure Firewall ASA Virtual  GuardDuty 93
. 96
* Amazon GuardDuty  Secure Firewall ASA Virtual 97
* Amazon GuardDuty ASA 97
. 111
. 113
ASA ASA
ASA AWS
ASA AWS
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AWS

ASA

13: AWS Cisco ASA Virtual
AWS Cisco ASA Virtual
vCPU GB
c3.large 2 3.75 3 9.12
c3.xlarge 4 7.5 4 9.12
c3.2xlarge 8 15 4 9.13
cd.large 2 3.75 3 9.12
c4.xlarge 4 75 4 9.12
c4.2xlarge 8 15 4 9.13
cb.large 2 4 3 9.13
c5.xlarge 4 8 4 9.13
c5.2xlarge 8 16 4 9.13
c5.4xlarge 16 32 8 9.14
cba.large 2 4 3 9.17
c5a.xlarge 4 8 4 9.17
c5a.2xlarge 8 16 4 9.17
cha.4xlarge 16 32 8 9.17
chad.large 2 4 3 9.17
c5ad.xlarge 4 8 4 9.17
c5ad.2xlarge 8 16 4 9.17
c5ad.4xlarge 16 32 8 9.17
c5d.large 2 4 3 9.17
c5d.xlarge 4 8 4 9.17
c5d.2xlarge 8 16 4 9.17
c5d.4xlarge 16 32 8 9.17
c5n.large 2 5.3 3 9.13
c5n.xlarge 4 10.5 4 9.13
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ASA

N
AWS Cisco ASA Virtual
vCPU GB

c5n.2xlarge 8 21 4 9.13

c5n.4xlarge 16 42 8 9.13

m4.large 2 8 2 9.12

m4.xlarge 4 16 4 9.12

m4.2xlarge 8 32 4 9.13

m5n.large 2 8 3 9.17

mb5n.xlarge 4 16 4 9.17

mb5n.2xlarge 8 32 4 9.17

mb5n.4xlarge 16 64 8 9.17

m5zn.large 2 8 3 9.17

mb5zn.xlarge 4 16 4 9.17

mb5zn.2xlarge 8 32 4 9.17

je
M4 C4
Nitro Elastic Network Adapter ENA
M5 C5
je)
C4 Nitro
Elastic Network Adapter ENA C5
14: ASA
RA VPN
/RAM
ASAV5 c5.large 100 Mbps 50
2 /4 GB

Cisco Cisco Secure Firewall ASA Virtual 9.19




AWS ASA

RAVPN
/IRAM

ASAv10 c5.large 1 Gbps 250
2 /4 GB

ASAv30 c5.xlarge 2 Gbps 750
4 /8 GB

ASAV50 c5.2xlarge 10 Gbps 10,000
8 /16 GB

ASAv100 cbn.4xlarge 16 Gbps 20,000
16 /42 GB

AWS AWS ASA

Amazon Machine Image AMI AMI

| &
AMI AWS
* aws.amazon.com
* ASA ASA 100
100 Kbps ASA
1
\
ASA Virtual
IPv6
. DMZ

. Cisco Cisco Secure Firewall ASA Virtual 9.19


https://aws.amazon.com/

| Aaws  Asa

. ASDM  ASA
. ASA
. ASA
« DMZ c3.xlarge DMz
ASA
* ASA Cisco Secure Firewall ASA [ ]
AWS ASA
. Amazon EC2 Compute Optimized Amazon EC2 C5
. VPC
. SR-I0V
* Amazon
*L3
* IPv6

* Amazon CloudWatch

AWS ASA
. SSH ASDM
* VLAN

Cisco Cisco Secure Firewall ASA Virtual 9.19



http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

AWS  ASA |
SSH

* ASA HA
« EtherChannel

*VM /

* VMware ESXi

. /
AWS /
AWS VXLAN
* Gratuitous/ ARP
ARPS  AWS Gratuitous ARP ARP
NAT
SSH SSH SSH
SSH Amazon Web
Services AWS ASA AWS
SSH
ASDM ASDM

admin

username admin nopassword privilege 15

username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1f:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

ssh authentication

aaa authentication ssh console LOCAL
username admin password <password> privilege 15
nopasswor d
nopasswor d
9.6(2)
aaa SSH

Cisco Cisco Secure Firewall ASA Virtual 9.19
Illliﬂlll



| Aws  Asa

nopasswor d 9.6(2) aaa
password nopasswor d username
username password nopasswor d
username

username admin privilege 15

ASA AWS 4
DMZ ASA

14: AWS ASA

AWS VPC

o ® o
W

N ._

Inside Dut5|de
Subnet Subnet
DMZ
Subnet

Management Subnet

{connected to all devices -not
shown)

GEFELY

IPv6

Cisco Cisco Secure Firewall ASA Virtual 9.19 .




AWS ASA

B s

ASAv IPv6 Deployment Topology

VNET
Management Subnet . .
2600:111:a2a:¢400:1/56 e East-West Traffic Topology
Megmt 0/0 1

2600:1f11:a2a:e433:a965:248d:28e3:e54a

Inside Subnet / ) Outside Subnet ) \
2600:1f11:a2a:e411::/64 2600:1f11:a2a:e422::/64

) | P
Inside |eth0 Gig 0/0 : s Gig 0/1 eth0 | Outside
Linux 2600:1f11:a2a:e411:57d  2600:1f11:a2a:e411:66ad | | 2600:1f11:a2a:422:14d0: 2600:1f11:a2a:e422:3b5 Linux

c:9be9:8813:7ecd :8270:c40c:80a1 |, _ _ _ , bb85:bS71:5710 7:3119:c34f:52d4

ASAv
Route Table on Inside Linux ‘\\ Route Table on Outside Linux
Destination 2600:1f11:a2a:e422::/64 Destination 2600:1f11:a2a:e411::/64
Next Hop 2600:1f11:a2a:e411:66ad Next Hop 2600:1f11:a2a:e422:14d0:
8270:c40c:80al bb85:b571:57f0

Getting Started with AWS

1 aws.amazon.com

AWS
2 [ My Account ]>[AWS AWS Management Console |
Networking ] [VPC]>[VPC Start VPC Wizard ]
VPC
. VPC
0.0.0.0/0

. Cisco Cisco Secure Firewall ASA Virtual 9.19


https://aws.amazon.com/documentation/gettingstarted/
https://aws.amazon.com/

| Aaws  Asa
ASA B

IPv6
IPv4 IPv6 IPv6 AWS IPv6
Overview AWS VPC Migration
3 [My Account] > [AWS M anagement Console] > [EC2] [Create an Instance]

« AMI Ubuntu Server 14.04 LTS

AMI
« ASA c3.large
. CPU
o[ Advanced Details ] [ User data ]
0 ASA ASA
0
0
. 0
DHCP
. IP 0
DHCP
1P 0 IP
« 0 0 ASA ASA
ASA AWS IP
IP IP
ENI Management0/0 DHCP
IP Amazon EC2 Amazon VPC IP
VPC IP
0

I ASA Version 9.x.1.200

1

interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute
ipv6 enable

ipv6 address dhcp default

no shutdown
1

crypto key generate rsa modulus 2048
ssh 0 0 management
ssh ::/0 management

Cisco Cisco Secure Firewall ASA Virtual 9.19 .



https://docs.aws.amazon.com/vpc/latest/userguide/get-started-ipv6.html
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B s

ssh timeout 60
ssh version 2

AWS ASA

username admin password Qlw2e3r4 privilege 15

username admin attributes
service-type admin

aaa authentication ssh console LOCAL

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
access-list allow-all extended permit ip any any
access-list allow-all extended permit ip any6 any6

access-group allow-all global
1

interface G0/0

nameif outside

ip address dhcp setroute
ipv6 enable

ipv6 address dhcp default
no shutdown

1

interface G0/1

nameif inside

ip address dhcp

ipv6 enable

ipv6 address dhcp default

no shutdown
1

SSH

to your AWS resources using security groups

o[ Advanced Details ]
0
0
0
. 0
DHCP
IP
« 0 0
ASA AWS

. Cisco Cisco Secure Firewall ASA Virtual 9.19

ASA
AWS Control traffic
[ Userdata ]
ASA ASA
IP 0
DHCP
0 IP
ASA ASA
IP


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html

| Aaws  Asa

Amazon GuardDuty Firewall Threat Defense Virtual .
IP IP ENI
Management0/0 DHCP IP
Amazon EC2 Amazon VPC IP VPC IP
. [Launch]
4
5[ Launch Instance ] ASA

6 [My Account] > [AWS Management Console] > [EC2] > [Launch an Instance] > [My AMI ]

7 ASA [ Source/Destination Check ]
AWS IP IPv4 IPv6
IP IPv4 IPv6
ASA ASA
DMZ [ Source/Destination Check ]
Amazon GuardDuty Firewall Threat Defense Virtual
Amazon GuardDuty ~ AWS VPC CloudTrail CloudTrail
S3 DNS

Secure Firewall ASA Virtual ~ GuardDuty

SSH CLI Amazon GuardDuty Secure Firewall ASA
Virtual

Amazon GuardDuty
IP IP Secure

Cisco Cisco Secure Firewall ASA Virtual 9.19 .
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AWS ASA

Firewall ASA Virtual IP

Amazon GuardDuty  Cisco Secure Firewall
Threat Defense Virtual

Amazon GuardDuty  Cisco ASA Virtual

Cisco Secure Firewall Device Manager

Cisco Secure Firewall
Device Manager  Amazon GuardDuty

Amazon Amazon AWS
GuardDuty CloudWatch Lambda

| : : =

\
|
i
1
|
i

|
| |
: App 1 App n :
| |
I_ _______________ -l
@ E
Amazon Amazon
S3 Bucket SNS -
{'i R GuardDuty
N~ CloudWatch
(oY |CloudWatch AWS Lambda
&/
(2 |Lambda S3
— SNS
(1\] Lambda IP Cisco Secure Firewall Device
" | Manager

. Cisco Cisco Secure Firewall ASA Virtual 9.19




| Aws

ASA

5 Cisco Secure Firewall Device Manager
GuardDuty
Lambda
IP
Amazon GuardDuty EC2 S3 IAM AWS
Amazon
Amazon Simple
Storage Service Amazon
% -
e Lambda zip
e Lambda zip
« Cisco ASA Virtual Jini
e Lambda IP
Ixt
Amazon Amazon
CloudWatch
« GuardDuty
Lambda
* CloudWatch Lambda
Amazon Simple Amazon
Notification Service
SNS
« Lambda GuardDuty
e Lambda Cisco Secure Firewall Manager
e Lambda

Cisco Cisco Secure Firewall ASA Virtual 9.19 .




AWS ASA

AWS Lambda AWS

CloudWatch GuardDuty
Lambda Lambda

e GuardDuty
IP

. IP Cisco Secure
Firewall Manager

«S3 IP

« Cisco Secure Firewall

CloudFormation AWS

CloudFormation

*« AWS::SNS:: Topic SNS

* AWS::Lambda::Function, AWS::Lambda::LayerVersion Lambda

« AWS::Events::Rule GuardDuty

Lambda CloudWatch
* AWS::Lambda::Permisson Lambda CloudWatch
* AWS::IAM::Role AWS::IAM::Policy AWS Lambda
1AM
 GuardDuty SSH CLI Secure Firewall

ASA Virtual

. Cisco Cisco Secure Firewall ASA Virtual 9.19




| Aaws  Asa

Amazon GuardDuty ~ Secure Firewall ASA Virtual .
» Lambda Secure Firewall ASA Virtual
Lambda IP Secure Firewall ASA

Virtual

Amazon GuardDuty  Secure Firewall ASA Virtual

* Lambda IP
. AWS
GuardDuty
* SSH CLI ASA Virtual ASDM CSM

Security Cloud Control

. KMS

. Lambda KMS

Amazon GuardDuty ASA

Amazon GuardDuty ~ ASA

Cisco Cisco Secure Firewall ASA Virtual 9.19 .




B s

AWS

Amazon GuardDuty

AWS ASA

AWS (1) Enable <5> Upload <7> Deploy the
Management ~ Amazon ~ the integration ~ integration
Console GuardDuty ggsbhocﬁgazon solution
Local Machine (2) Downloladme (a Prepare the /é\ Collect input
N scripts and e Amazon g paramete’:s
template from GuardDuty for the
the Cisco integration files CloudFormation
GitHub for deployment template
repository
Secure Firewall @ Sifr’gai“': SS:C“’G‘
ASA Virtual Virtual appliances
to work with
Amazon
GuardDuty
‘I ™ AWS AWS Amazon GuardDuty
./ 98
2 Secure Firewall ASA Virtual ~Amazon
GuardDuty
99
(3) ASA Amazon GuardDuty
S 100
4 Amazon GuardDuty
102
(5) AWS Amazon Simple Storage Service
~— 106
6 CloudFormation
106
AWS 108
Amazon GuardDuty
AWS  Amazon GuardDuty
AWS

. Cisco Cisco Secure Firewall ASA Virtual 9.19




| Aaws  Asa
Secure Firewall ASA Virtual ~ Amazon GuardDuty .

1 https://aws.amazon.com/marketplace Amazon

2 [ Services ] > [GuardDuty]
3 [GuardDuty] [ Get Started ]
4 [GuardDuty Enable GuardDuty ] Amazon GuardDuty
GuardDuty AWS Getting started with GuardDuty [ ]
Cisco GitHub Amazon GuardDuty
Secure Firewall ASA Virtual
Amazon GuardDuty 99

Secure Firewall ASA Virtual ~ Amazon GuardDuty

Amazon GuardDuty Secure Firewall
ASA Virtual Cisco GitHub

https://github.com/CiscoDevNet/cisco-asav

Cisco GitHub
READ.MD ReadMe
configuration/ Secure Firewall ASA Virtual
images/ Secure Firewall ASA Virtual Amazon GuardDuty
lambda/ Lambda Python
templates/ CloudFormation

Cisco Cisco Secure Firewall ASA Virtual 9.19 .



https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://github.com/CiscoDevNet/cisco-asav

AWS  ASA |
. Amazon GuardDuty

Amazon GuardDuty

Lambda Amazon GuardDuty CloudWatch
IP Lambda IP
ASAv

Cisco ASA Virtual Lambda
Amazon GuardDuty IP

Lambda
aws-gd-suspicious-hosts Lambda
IP

Secure Firewall ASA Virtual

Secure Firewall ASA Virtual Lambda

Amazon GuardDuty IP
Lambda
aws-gd-suspicious-hosts Lambda
IP
ACL IP
1 ASAvV
Cisco ASA Series

Firewall CLI Configuration Guide

1 Secure Firewall ASA Virtual

2
IP 12.12.12.12

hostname(config)# object-group network aws-gd-suspicious-hosts
hostname(config)# description Malicious Hosts reported by AWS GuardDuty
hostname(config)# network-object host 12.12.12.12

. Cisco Cisco Secure Firewall ASA Virtual 9.19



| Aaws  Asa
ASAv  Lambda .

Lambda IP

hostname(config)# access-list out-iface-access line 1 extended deny ip object-group
aws-gd-suspicious-hosts any

ASAv  Lambda

Lambda ASAv
15

Cisco ASA Series Firewall CLI Configuration Guide

username name [ passwor d password] privilege level

hostname(config)# username aws-gd password MyPassword@2021 privilege 15

username username attributes

hostname(config)# username aws-gd attributes

service-type admin

hostname(config)# service-type admin

Cisco Cisco Secure Firewall ASA Virtual 9.19 .




AWS  ASA |

Lambda KMS
awskmsencrypt --key-id <KMS-ARN> --plaintext <password>
AWS CLI
)
KMS
AWS CLI AWS [ 1]
KMS AWS
[ 1 AwSCLI 1

$ aws kms encrypt --key-id <KMS-ARN> --plaintext <password>

{
"Keyld": "KMS-ARN",
"CiphertextBlob":

"'AQ I CAHGCQFAGtz/hvaxMtIvY/x/ rFHnK 1 3¢ IFPpSXUUZHQRNCAFWFXhXHIAHL8 tcVmDgurALAAAAaj BoBgkghki
GIWOBBwagWzBZAgEAMFQGCSGGS 1 b3DQEHATAeBg | ghkgBZQMEASAWEQQMASA I KTq j SekX2mn i AgEQgCcOavEHhol

+wWXpWKtXY4y171d0z1P4fx0j TdosTFCbPNUEXmMNI4zdx8=""

}
$

CiphertextBlob

Amazon GuardDuty

Amazon GuardDuty
AWS  Amazon GuardDuty

* Cisco Secure FirewallCisco ASA Virtual
» Lambda zip

e Lambda zip

Amazon GuardDuty

. Cisco Cisco Secure Firewall ASA Virtual 9.19

Cisco GitHub

ASAv


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html

| Aaws  Asa

. ASAv 1 ASAv Lambda
ASAv
«ASAv IP
* ASAvV
Lambda
1 Amazon GuardDuty
2 asav-template > configuration
3 asav-manager-config-input.ini
Amazon GuardDuty ASAv
4 ASAv
[asav-1] ASAv
public-ip ASAv IP
user name ASAvV
password ASAV
KMS
enable_password ASAv
KMS
object-group-name Lambda IP

Cisco Cisco Secure Firewall ASA Virtual 9.19




. Lambda

5 asav-manager-config-input.ini

Lambda

Lambda

Lambda

Linux Lambda

)

AWS

ASA

Linux Python 3.6

1 Amazon GuardDuty

2 /lambda

$ cd lambda
$ zip asav-gd-lambda.zip *.py

adding:
adding:
adding:
adding:
$

zip

aws.py (deflated 71%)

asav.py (deflated 79%)
main.py (deflated 73%)
utils.py (deflated 65%)

asav-gd-lambda.zip
CLI

zip asav-gd-lambda.zip

Linux Lambda

. Cisco Cisco Secure Firewall ASA Virtual 9.19

CLI
Linux

Lambda

Ubuntu

zip

18.04



| Aaws  Asa

Lambda .

1 Amazon GuardDuty CLI
2 CLI

Python 3.9 Ubuntu 22.04 Linux

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3.9 install cffi==1.15.0

pip3.9 install cryptography==37.0.2

pip3.9 install paramiko==2.7.1

mkdir -p ./python/.libs_cffi_backend/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r asav-gd-lambda-layer.zip ./python

LR R R R R

zip asav-gd-lambda-layer.zip

Lambda Python 3.9

Ubuntu 22.04 Linux Python 3.9

sudo apt update

sudo apt install software-properties-common
sudo add-apt-repository ppa:deadsnakes/ppa
sudo apt install python3.9

sudo apt install python3-virtualenv

sudo apt install zip

sudo apt-get install python3.9-distutils
sudo apt-get install python3.9-dev

sudo apt-get install libffi-dev

LR R R R R R R

3 CLI

Amazon S3 Cisco Secure FirewallCisco ASA Virtual Lambda
zip Lambda zip
Amazon Simple Storage Service 106

Cisco Cisco Secure Firewall ASA Virtual 9.19




AWS
. Amazon Simple Storage Service

Amazon Simple Storage Service

Amazon GuardDuty
Amazon Simple Storage Service S3

1 https://aws.amazon.com/marketplace Amazon
2 Amazon S3

3 Amazon GuardDuty Amazon S3
S3 [ ]

4 Amazon GuardDuty Amazon S3

* Cisco Secure Firewall Cisco ASA Virtual asav-config-input.ini

GuardDuty

e Lambda zip asav-gd-lambda-layer.zip

« Lambda zip asav-gd-lambda.zip

Amazon GuardDuty CloudFormation
CloudFormation 106

CloudFormation

AWS  Amazon GuardDuty
CloudFormation

Template Parameter s

. Cisco Cisco Secure Firewall ASA Virtual 9.19

ASA

AWS

Amazon

Amazon


https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

| Aaws  Asa

CloudFormation

* cisco-asav-gd
Cloud Formation
GD Amazon GuardDuty 4.0%
1.0 89
. 1.0 39
40 6.9
70 8.9
ID* Cisco Secure Firewall Cisco ASA abc@xyz.com
Virtual Lambda
Cisco Secure Firewall Cisco ASA
Virtual
S3 * Amazon GuardDuty asav-gd-bucket
Lambda zip
Lambda zip
Cisco Secure
FirewallCisco ASA Virtual
Amazon S3
S3 / cisco/asav-gd/
Amazon S3
Lambda zip Lambda zip
asav-gd-lambda-layer.zip
Lambda zip Lambda zip asav-gd-lambda.zip

Cisco Cisco Secure Firewall ASA Virtual 9.
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AWS  ASA |

Cisco Secure Firewall Cisco ASA
Virtual

Cisco Secure Firewall Cisco ASA
Virtual
*.ini
IP

asav-config-input.ini

KMS ARN

KMS
AWS KMS
ARN Cisco Secure FirewallCisco
ASA Virtual

Cisco
Secure FirewallCisco ASA Virtual

ARN

aws kms
encrypt --key-id <KMS ARN>
--plaintext <password>

ananskms<raja<ansaanuntic>kakapic>

CloudWatch  Lambda

enable disable

CloudFormation

Amazon GuardDuty

AWS CloudFormation

. Cisco Cisco Secure Firewall ASA Virtual 9.19

108




| Aaws  Asa

templates/cisco-asav-gd-integration.yaml CloudFormation
1 AWS
2 [ Services ] > [CloudFormation] > [ Stacks 1> Create stack ]
> Prepare template ]
>[ Specify template ]>[ Template source ]
templates/cisco-asav-gd-integration.yaml
> Create Stack ]
AWS AWS [ ]
110
Amazon GuardDuty
109
CloudFormation GuardDuty
ID Lambda AWS
CloudFormation Amazon Simple Notification Service SNS
ID
1
2
110

Cisco Cisco Secure Firewall ASA Virtual 9.19 .



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.html

AWS  ASA |

AWS Amazon GuardDuty
CloudFormation

AWS
CLI AWS CLI

AWS [ ]
1 AWS
2 [ Services ]>[GuardDuty]>[ Settings ]>[GuardDuty About GuardDuty 1>

ID Detector ID ] ID
ID Amazon GuardDuty

3 AWS CLI Amazon GuardDuty

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types
UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types
UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

4 Amazon GuardDuty

[sampl€] IP
5 Lambda
Lambda
. Amazon GuardDuty Lambda Cisco Secure Firewall Cisco
ASA Virtual
. Amazon S3
Amazon GuardDuty IP
<deployment-name>-report.txt
. Cisco Secure Firewall Cisco ASA Virtual

. Cisco Cisco Secure Firewall ASA Virtual 9.19


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

| Aaws  Asa

6 [AWS AWS Console 1> Services ]>[CloudWatch] > [ Logs 1>]
Log groups ] CloudWatch Lambda
CloudWatch <deployment-name>-lambda
7
a) AWS [ Services ]> [GuardDuty] > [ Findings 1> Select
the finding ]>[ Actions 1> Archive ]
b) IP

Cisco Secure Firewall Cisco ASA Virtual
c) Amazon S3

IP
S3 S3
AWS
[CloudFormation] [ Update Stack ]
Cisco Secure FirewallCisco ASA Virtual Amazon S3
AWS [
Update stack ]
GD * AWS [ Update
stack ]
ID* AWS [ Update
stack ]
ID SNS
S3 * Amazon S3 zip
AWS [

Cisco Cisco Secure Firewall ASA Virtual 9.19 .




AWS ASA

Update Stack ]

Lambda zip * Amazon S3 Lambda zip
AWS
[ Updatestack ]
Lambda zZip * Amazon S3 Lambda zZip
AWS
[ Update stack ]
KMS AWS [ Update
ARN stack ]
/ * AWS [ Update
stack ]

1 AWS

« Cisco Secure Firewall Cisco ASA Virtual

e Lambda zip
» Lambda zip

* Output

asav-gd-lambda.zip

asav-config-input._ini

asav-gd-lambda-layer.zip

<deployment-name>-report.txt

4 Services > CloudFormation > Stacks > > Update (Update Stack) > Prepare
template > Use current template > Next > <update parameters>> Update Stack

. Cisco Cisco Secure Firewall ASA Virtual 9.19




| Aaws  Asa

VPN

AWS c5 c3 c4 m4
c5 RAVPN AES-CBC
450B TCP DTLS

* 0.5 Gbps c5.large
» 1 Ghps cb.xlarge

* 2 Ghps cb.2xlarge

AWS
CPU

Cisco Cisco Secure Firewall ASA Virtual 9.19 .
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AWS ASA Auto Scale

« AWS ASAv Auto Scale 115

*« AWS  ASAv Auto Scale 119
« Auto Scale 123

. 131

. 135

AWS ASAv Auto Scale

Auto Scale AWS  Cisco ASA Virtual
Lambda Auto Scaling Elastic Load Balancing ELB Amazon S3
SNS CloudWatch AWS Cisco ASA Virtual
Auto Scaling CloudFormation
AWS  Cisco ASA Virtual Auto Scale AWS Cisco ASA Virtual
Auto Scaling
VM 6.4 Auto Scale
Firewall Management Center
Cisco ASA Virtual Auto Scale CloudFormation
o ASA
» Auto Scale

Cisco Cisco Secure Firewall ASA Virtual 9.19




Customer’s Application
Infrastructure

AWS ASA Auto Scale
Auto Scale
Auto Scale
ASA AWS Auto Scale
AWS
ASA
N
SSL 122
SSL/TLS
AWS
ASA
“
ASA
15: ASA Auto Scale
[Availablity zone - 1 i :
i i 1
i 1 App | o !
o i i
b L4 | Internal |, | L
B Autoscaling nLB i virtual 1
! ! { s i
e :
| toemeceeeeseo-. 2 |
_____________________ | {~»| Internet
S |
o o i :
o b !
e e | AR |
| i i | i
i i App |+ E i R Aatoscaling i Inside virtual n Outside
] o Apps I
: i i | | ASA virtual Autoscale Group _
| vec

. Cisco Cisco Secure Firewall ASA Virtual 9.19
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| Aws  AsA  AutoScale

AWS

AWS Auto Scale .

88 2

Auto Scale

ASA AWS Gateway Load Balancer GWLB Auto Scale

AWS GWLB
Cisco ASA
AWS

GWLBe GWLBe GWLB
ASA AWS

ASA
ASA GWLB

A\
ASA
16: ASA AWS GWLB Auto Scale

Managed by customer

Application VPC

W GWLB-E «— 4+ » GWLB Tz

Created & Configured by Cisco Cloud Formation Template

Security VPC

ASA virtual

1
1
1
1
1
1
: Auto Scaling Group
1

I oig 0/0

Internet
| Routes ]I aw

II Subnets J

I Security | Other
groups resources

Auto Scale

Cisco ASA Virtual
Manager
ASA Virtual

Auto Scale Manager
ASA

Security Serverless |Storage;
| groups | I Subnets I ICﬁmponantsI 3

Health Zone 1AM role
probes distribution

Auto Scale
Auto Scale Cisco
Cisco ASA Virtual

AWS AWS
Auto Scale Manager

Cisco Cisco Secure Firewall ASA Virtual 9.19




AWS ASA Auto Scale

. Auto Scale
CloudFormation
A\
Auto Scale CloudWatch

Auto Scale

Auto Scale

CloudFormation

CloudFormation AWS  Auto Scale

» Auto Scale

~

Lambda

Auto Scale Python Lambda

SNS CloudWatch

. Gig0/0 Gig 0/1 /
. Gig0/1
* ASA ASA
Lambda Python
. Cisco ASA Virtual
IP
Lambda

. Cisco Cisco Secure Firewall ASA Virtual 9.19



| Aaws  Asa

AWS

Auto Scale
AWS  ASAv Auto Scale .
. Lambda
Cisco ASA Virtual
Simple Notification Service SNS
* AWS  Simple Notification Service SNS
* AWS Lambda Orchestrator
Lambda
SNS
ASAv Auto Scale
AWS  ASAv Auto Scale
ASAv  AWS
ASA Virtual Auto Scale for AWS
ASA GitHub
Auto Scale
Cisco TAC
ReadMe GitHub
/ GitHub infrastructure.yaml
CFT VPC
ACL VPC S3
CFT
Auto Scale
Auto Scale

Cisco Cisco Secure Firewall ASA Virtual 9.19 .



https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/aws

AWS

ASA Auto Scale

B
A\
infrastructure.yami VPC ACL S3
VPC SSL Lambda
KMS
VPC
VPC VPC
1
Cisco ASA Virtual 3
N
AWS
0.0.0.0/0
Cisco ASA Virtual
NLB
NAT/
Cisco ASA Virtual 80 AWS
169.254.169.254
N
AutoScale inside/Gig0/0

AWS
Cisco ASA Virtual
AWS
IP

. Cisco Cisco Secure Firewall ASA Virtual 9.19



| Aws  AsA  AutoScale

Cisco ASA Virtual
Lambda
AWS Lambda NAT 2
Lambda VPC Lambda
Lambda
AWS
Auto Scale
VPC
AWS Elastic Load Balancing [ ]
Auto Scale Auto Scale
15:
8080
Amazon S3

Amazon Simple Storage Service Amazon S3

S3

S3 Zip Lambda

S3
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/elb-ug.pdf

B s

SSL

Lambda

KMS

AWS ASA Auto Scale

TLS/SSL
ARN
. SSL AWS ELB
ARN arn:aws:iam::[AWS Account]:server-certificate/[Certificate Name]
autoscale layer.zip Python 3.9 Ubuntu 18.04

#1/bin/bash

mkdir -p layer

virtualenv -p Zusr/bin/python3.9 _/layer/

source ./layer/bin/activate

pip3 install cffi==1.15.1

pip3 install cryptography==2.9.1

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install pycryptodome==3.15.0

echo "Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale_layer.zip ./python

autoscale layer.zip lambda-python-files

ASA
KMS
KMSARN CFT

KMS
[ 1 AwsCLI [ 1]

Linux

AWS

$ aws kms encrypt --key-id <KMS-ARN> --plaintext "MyCOmpllc@tedProtectloN”

"Keyld": "KMS-ARN",
"CiphertextBlob":

. Cisco Cisco Secure Firewall ASA Virtual 9.19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://developer.amazon.com/docs/custom-skills/configure-web-service-self-signed-certificate.html
https://medium.com/@francisyzy/create-aws-elb-with-self-signed-ssl-cert-cd1c352331f
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html

| Aws  AsA  AutoScale

Python 3 .

"'AQ 1 CAHGCQFAGtz/hvaxMtIvY/x/ rFHnK 1 3¢ IFPpSXUU7HQRNCAFWFXhXHJAHL8 tcVmDgurALAAAAaj BoBgkghki
GIWOBBwagWzBZAgEAMFQGCSGGS 1 b3DQEHATAeBg | ghkgBZOMEASAWEQQMA5A I KTq j SekX2mn i AgEQgCcOavEHhol
+WXpWKEXY4y171d0z1PAFX0j TdosFChPNUEXMNI4zdx8=""

3

$

CiphertextBlob

Python 3

make.py
python Zip
Python 3
Auto Scale
S
AWS Gateway Load Balancer GWLB LoadBalancer Type L oadBalancer SG
L cadBalancer Port SSL certificate
16 : Auto Scale
/
PodNumber Auto Scale
Cisco ASA Virtual-Group-Name
'Md{1,3}$' 1

Cisco ASA VMirtual-Group-Name-1.
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AWS ASA Auto Scale

/
AutoscaleGrpNamePrefix Auto Scale
18
Cisco-Cisco ASA Virtual-1
NotifyEmaillD Auto Scale
admin@company.com
Vpcld VPCID
AWS
AWS::EC2::VPC::Id
infrastructure.yam
LambdaSubnets Lambda
List<AWS::EC2::Subnet::1d>
infrastructure.yaml
LambdaSG Lambda
List<AWS::EC2::SecurityGroup::1d>
infrastructure.yaml
S3BktName S3 AWS
infrastructure.yaml
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| Aws  AsA  AutoScale

/
LoadBalancerType
LoadBalancerSG
ID
List<AWS::EC2::SecurityGroup::1d>
infrastructure.yaml
LoadBalancerPort
HTTP/HTTPS TCP/TLS LB
TCP
80
SSL certificate SSL ARN
TCP/HTTP
TLS/HTTPS
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AWS ASA

Auto Scale

TgHealthPort
Cisco ASA Virtual
AWS
TCP
ASA Virtual
NAT
ASA Virtual
Unhealthy
8080
AssignPubliclP true IP
BYOL Cisco ASA Virtual
TRUE
ASAvInstanceType Amazon AMI
Cisco ASA Virtual AMI
c4.2xlarge
ASAvLicenseType Cisco ASA Virtual BYOL
PAYG AMI ID
BYOL
ASAvAmild ASA Virtual AMI ID Cisco Cisco ASA Virtual

AMI ID

AWS::EC2::Image::1d

AMI ID
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| Aws  AsA  AutoScale

ConfigFileURL ASA HTTP URL AZ
URL
Lambda

HTTP
AWS S3 Web

URL

infrastructure.yaml

https://myserver/asavconfig/asaconfig .txt/

NoOfAZs Cisco ASA Virtual
1 3 ALB AWS
2

ListOfAzs

infrastructure.yaml

us-east-la us-east-1b  us-east-1c
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AWS ASA Auto Scale

ASAvMgmtSubnetid

List<AWS::EC2::SecurityGroup::l1d>

infrastructure.yaml

ASAvInsideSubnetld

/Gigo/0 ID

List<AWS::EC2::SecurityGroup::l1d>

infrastructure.yaml

ASAvOutsideSubnetld

IGigo/1 ID

List<AWS::EC2::SecurityGroup::1d>

infrastructure.yaml
KmsArn KMS ARN
AWS KMS ASA

ARN

" aws kms encrypt
--key-id <KMS ARN> --plaintext <password> "

arn:aws:kms:us-east-1:[AWS
Account]:key/7d586a25-5875-43b1-bh68-a452e2f6468e
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| Aws  AsA  AutoScale

ASA B

/
CpuThresholds CPU CPU
0 99
10, 70
30,70
ASA
ASA ASA HTTP/HTTPS
ASA ASA
Auto Scale ASA
NAT
ASA NAT

1 Load Balancer Health probe Configuration

object network aws-metadata-server

host 169.254.169.254

object service aws-health-port

service tcp destination eq 7777

object service aws-metadata-http-port

service tcp destination eq 80

route inside 169.254.169.254 255.255.255.255 10.0.100.1 1

nat (outside,inside) source static any interface destination static interface
aws-metadata-server service aws-health-port aws-metadata-http-port
1

\)

ASA

1 Data Plane Configuration

route inside 10.0.0.0 255.255.0.0 10.0.100.1 1

object network http-server-80

host 10.0.50.40

object network file-server-8000

host 10.0.51.27

object service http-server-80-port

service tcp destination eq 80

nat (outside,inside) source static any interface destination static interface
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AWS  ASA  AutoScale |
. Amazon Simple Storage Service S3

http-server-80 service http-server-80-port http-server-80-port

object service file-server-8000-port

service tcp destination eq 8000

nat (outside,inside) source static any interface destination static interface
file-server-8000 service file-server-8000-port file-server-8000-port

object service https-server-443-port

service tcp destination eq 443

nat (outside,inside) source static any interface destination static interface
http-server-80 service https-server-443-port http-server-80-port

1

ASA azl-connfiguration.txt az2-configuration.txt az3-configuration.txt

3 AZ
aws-metadata-server AZ
deploy_autoscale.yaml LaunchTemplate [
UserData ] [ UserData ]
name-server VPC
DNS IP BYOL idtoken

1

dns domain-lookup management

DNS server-group Defaul tDNS

name-server <VPC DNS IP>

1

! License configuration
call-home
profile License
destination transport-method http
destination address http <url>
license smart
feature tier standard
throughput level <entitlement>
license smart register idtoken <token>

Amazon Simple Storage Service S3

target Amazon S3

CLI target Amazon
S3

$ cd ./target
$ aws s3 cp . s3://<bucket-name> --recursive
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| Aws  AsA  AutoScale

AWS CloudFormation
target deploy_autoscale.yaml
target deploy_ngfw_autoscale with_gwlb.yaml

\)

deploy_ngfw_autoscale with_gwlb.yaml AWS GWLB
infrastructure_gwlb.yaml
deploy_autoscale with_gwlb.yaml GWLB
GWLB-E GWLBe
GWLBe

https://docs.amazonaws.cn/en_us/vpc/latest/privatelink/
create-endpoint-service-gwlbe.html

123

Lambda CloudWatch
Auto Scale
AWSEC2 Auto Scale
Cisco ASA Virtual

Cisco ASA Virtual
AWS
Cisco ASA Virtual

Auto Scale 1
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https://docs.amazonaws.cn/en_us/vpc/latest/privatelink/create-endpoint-service-gwlbe.html
https://docs.amazonaws.cn/en_us/vpc/latest/privatelink/create-endpoint-service-gwlbe.html

AWS  ASA  AutoScale |

* AWS
60 CloudWatch Cron Health Doctor Auto Scale Manager Lambda
. Cisco ASA Virtual VM IP Cisco ASA Virtual
1
. IP Cisco ASA Virtual IP IP

constant.py  constant True

constant.py False

Cisco ASA Virtual

Auto Scale Manager

Auto Scale Manager CloudWatch notify-instance-launch
notify-instance-terminate
Lambda Lambda
Auto Scale Manager

. Cisco Cisco Secure Firewall ASA Virtual 9.19


https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-suspend-resume-processes.html#choosing-suspend-resume

| Aws  AsA  AutoScale

AWS
Gigabit0/1 IP
AWS Auto
Scale IP
IP
Auto Scale
Cisco ASA Virtual Gigabit0/1 IP
IP
Cisco ASA Virtual Gigabit0/1
IP
IP
AWS Auto Scale
Cisco ASA Virtual
IP
IP
133
IP Auto Scaling
IP

133
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html#register-ip-addresses
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html#register-ip-addresses
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html#register-ip-addresses
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-enter-exit-standby.htm

AWS ASA Auto Scale

AWS News Blog

Auto Scale

Auto Scale

Auto Scaling
EC2

133

Auto Scale

https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html

| A

EC2 IP

ASA Virtual

Cisco ASA Virtual
Cisco ASA Virtual
Cisco ASA Virtual Lambda AWS Lambda
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https://aws.amazon.com/blogs/aws/auto-scaling-update-lifecycle-standby-detach/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/detach-instance-asg.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/detach-instance-asg.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html
https://docs.aws.amazon.com/lambda/latest/dg/env_variables.html
https://docs.aws.amazon.com/lambda/latest/dg/env_variables.html

| Aws  AsA  AutoScale
AWS Auto Scale CloudWatch
CloudFormation
AWS

CloudWatch

CloudFormation

CloudWatch AWS CLI

AWS CloudFormation

AWS CloudFormation
Web

CloudFormation

[ parameter ]
Lambda Functions environment variables ] Lambda

AWS CloudFormation
AWS CloudFormation User Guide

Amazon CloudWatch

Lambda AWS Lambda
Amazon CloudWatch
Lambda
Amazon CloudWatch
Lambda CloudWatch AWS CLI
Lambda CloudWatch
Amazon CloudWatch
User Guide
ping

Cisco Cisco Secure Firewall ASA Virtual 9.19

AWS B

Amazon S3

[Lambda

AWS CloudFormation

Lambda

CloudWatch API

Amazon CloudWatch

ping
200



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3ExportTasks.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3ExportTasks.html

AWS  ASA  AutoScale |

OutOfService
Instance has failed
at least the Unhealthy Threshold number of health checks consecutively

ASA NAT
Troubleshoot a Classic Load Balancer: Health checks

Cisco ASA Virtual
NAT Cisco ASA Virtual
AWS /
/ EC2

Troubleshooting EC2 instances https://docs.aws.amazon.com/AWSEC2/
latest/UserGuide/ec2-instance-troubleshoot.html AWS
ASA
ASA Amazon S3 HTTP Web

Amazon S3 Web

Hosting a static website on Amazon S3 https://docs.aws.amazon.com/AmazonS3/
latest/dev/WebsiteHosting.html

ASA
ASA CSSM ASA

ASA Virtual SSH

Cisco ASA Virtual SSH Cisco
ASA Virtual
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https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/ts-elb-healthcheck.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html

Azure ASA

Microsoft Azure ASA

9.13(2) ASA vCPU/ ASA
ASA
VM
Azure

9.13(2) ASA vCPU/ ASA
ASA
VM
Azure

. 138

. 140

. 142

. 145

* Azure 146

. VM 147
*IP 148

*DNS 148

« Accelerated Networking AN 149

* ASA 150

. Azure 176
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Azure  ASA |

ASA Azure ASA
ASA vCPU/
Azure VM ASA
Azure VM
17 : Azure VM Cisco ASA Virtual
Azure VM vNIC Cisco ASA Virtual
vCPU GB
Standard_D3 4 14 4 9.23
Standard_D3 v2 |4 14 4 9.23
Standard_DS3 4 14 4 9.13
Standard_DS3 v2 (4 14 4 9.13
Standard_D4 8 36 8 9.13
Standard_D4 v2 |8 36 8 9.13 9.23
Standard_DS4 8 36 8 9.13
Standard_DS4 v2 |8 36 8 9.13
Standard_D5 v2 |16 72 8 9.13 9.23
Standard_DS5 v2 |16 72 8 9.15.1
Standard D8 v3 |8 32 4 9.13
Standard_D16 v3 |16 64 8 9.15.1
Standard_D8s v3 |8 32 4 9.17.1
Standard_D16s v3 |16 64 8 9.17.1
Standard_F4 4 8 4 9.13
Standard_F4s 4 8 4 9.13
Standard_F8 8 16 4 9.13
Standard_F8s 8 16 4 9.13
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| Awre  Asa

N
Azure VM vNIC Cisco ASA Virtual
vCPU GB

Standard_F16 16 32 4 9.15.1
Standard_F16s 16 32 4 9.15.1
Standard_F8s v2 |8 32 4 9.17.1
Standard_F16s v2 |16 64 8 9.17.1

Microsoft Azure Cisco ASA Virtual 9.18 VM

« Standard_D8s_v3
« Standard_D16s_v3
* Standard_F8s_v2

« Standard_F16s_v2
« Standard_D8s_v5
« Standard_D16s_v5
« Standard_D8 v4

e Standard_D16_v4
« Standard_D8s_v4
« Standard_D16s_v4
« Standard_D8 v5

e Standard_D16_v5
« Standard_D8s_v5
« Standard_D16s_v5

\}

ASAv100 Microsoft Azure

18:ASA
VM RA VPN
/RAM
ASAV5 Standard_D3_v2 100 Mbps 50
4 /14 GB
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Azure ASA

VM RA VPN
/RAM

ASAv10 Standard_D3_v2 1 Gbps 250
4 /14 GB

ASAv30 Standard_D3 v2 2 Gbps 750
4 /14 GB

ASAV50 Standard_D4 v2 5.5 Gbps 10,000
8 /28 GB

ASAv100 Standard_D5 v2 11 Gbps 20,000
16 /56 GB

Microsoft Azure ~ ASA

. Azure Azure Government Azure Resource
Manager

 Azure Security Center

. Azure Azure Government Azure Resource
Manager HA
A\

ASA HA
ASA Azure

DHCP
IP
IP

Azure Resource Manager ASA 151
Azure Azure Government ASA HA

e Azure.com

Microsoft Azure Microsoft Azure Marketplace
ASA ASA

* ASA
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https://azure.microsoft.com/en-us/

| Awre  Asa

ASA 100 100 Kbps
Smart Software Licensing for the ASA
)
Azure ASA 2Gbps
100Mbps 1Gbps
100Mbps 1Gbps
4 4 ASA
IP
IP IP Azure
IP [ ]
Azure
)
IPv6 VNet IPv6
. SSH ASA ASDM
)
Azure Accelerated Networking
. ASA
. ASA
« DMZ Standard_D3
ASA DMZ
* ASA Cisco
Secure Firewall ASA [ ]
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http://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/general/asa-96-general-config/intro-license-smart.html
https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Azure ASA

* Microsoft Azure
 Azure Accelerated Networking AN

. VM 16 vCPU

N

Azure L2 vSwitch

. IP
IP
IP IP Azure
IP [ ]
A\
ASA
3
IP Azure  VLAN
IP

* |Pv6
Azure DDoS Protection
Microsoft Azure ~ Azure DDoS Protection ASA

1

Azure DDoS Protection Azure DDoS Protection Standard overview [

]
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https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
https://docs.microsoft.com/en-us/azure/ddos-protection/ddos-protection-overview

| Awre  Asa

*12 72
. \ -
« ASCII 3

* 0S Provisioning failed for VM "TEST-CISCO-TDV-QC*" due to an internal error. (Code:
OSProvisioninglnternal Error)

* 0S Provisioning failed for VM "TEST-CISCO-ASAVM® due to an internal error.
InternalDetail: RolelnstanceContainerProvisioningDetails:
MediaStorageAccountName:ProvisionVmWithUpdate;
MediaStorageHostName:ProvisionVmWithUpdate; MediaRelativeUrl:ProvisionVmWithUpdate;
MediaTenantSecretld:00000000-0000-0000-0000-000000000000; ProvisioningResult:Failure;

ProvisioningResultMessage: [ProtocolError] [CopyOvfEnv]
Error mounting dvd: [OSUtilError] Failed to mount dvd device Inner error: [mount -o
ro -t udf,is09660 /dev/hdc /mnt/cdrom/secure] returned 32:
mount: /mnt/cdrom/secure: no medium found on /dev/hdc

10150 bytes copied in 0.80 secs

Waagent - 2024-08-02T00:46:55.889400Z INFO Daemon Create user account if not exists
Waagent - 2024-08-02100:46:55.890685Z INFO Daemon Set user password.

ERROR: Password must contain:

ERROR: a value that has less than 3 repetitive or sequential ASCIIl characters.
Invalid Eg:aaaauser, user4321, aaabc789

Failed to add username "‘cisco"

ADD_USER reply indicates failure

Azure ASA VM
4 30 SSH 5
60

ASA SSH

VM SSH

ASA ASA
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Azure ASA

Azure ASA HA Azure ASA
ASA Azure
ASA ASA
ASA hello
ASA hello
ASA
ASA 19
30 2
ASA hello
ASA ASA
A
IPv4 ASA Virtual HA  IPv6

. SSH ASDM

. VLAN

* Azure IP ARP
A\

Azure
ASA

* ASA HA

~
/ HA
ASA Azure
* VM /
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I Azure

ASA

. Azure ASA FIPS
A\
FIPS ssh key-exchange group
dh-group14-shal Diffie-Helman
Diffie-Helman
ASA SSH
ASA
e Azure Gen 2 VM
. VM
VM OS Azure SKU  Premium Standard SKU
Azure  ASA
* ASA
ASA
e vm name-NicO vm name-Nicl vm name-Nic2 vm name-Nic3 4 NIC
NIC ASA Management0/0 GigabitEthernet
0/0 GigabitEthernet 0/1 GigabitEthernet 0/2

A

IPv4 IPv4
IPv6 VNet

*VM  -SSH-SecurityGroup
ASA Management 0/0 VM  Nic0

VPN SSH UDP 500 UDP 4500
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Azure ASA

. Azure

IP IPv4 IPv4 IPv6
IP
IP IP Azure
IP
4
-ASAv-RouteTable
ASA IP 3
. VHD 2
vm name-disk.vhd vm name-<uuid>.status
A\
VM
Azure
Azure
A\
ASA Azure EIGRP OSPF
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https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses

I Azure

ASA

M B
Azure
0.0.0.0/0

Azure

ASA ASA ASA
3
ASA 0.0.0.0/0
ASA
ASA
NAT/PAT
ASA
ASA

Azure

DHCP 1

VM
1
ASA
Azure VM ARP MAC
1234.5678.9abc Azure VM
Azure
A\
ASA Azure EIGRP OSPF
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Azure  ASA |

IPv6
IPv4 IPv6
Azure IP
* ASA IP DHCP
DHCP IPv6 ASA
NIC Management 0/0
Azure Azure IP ASA
» Management 0/0 IP
IP IP Azure
NAT
. IP
. VMSS ASA
IP
IP
IP IP
IP Azure
Enable or disable IP forwarding
. IP Azure /
Azure ASA IP
. IP Azure
Azure 168.63.129.16 DNS

configure terminal

dns domain-lookup management

dns server-group Defaul tDNS
name-server 168.63.129.16

end

. Cisco Cisco Secure Firewall ASA Virtual 9.19


https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=network-interface-portal#enable-or-disable-ip-forwarding

| Awre  Asa
Accelerated Networking AN .

Smart Licensing DNS

Accelerated Networking AN

Azure  Accelerated Networking AN VM 110

SR-IOV VMNIC

PCle AN VM

VM
AN Azure
AN Azure VM
enabl eAccel eratedNetworking true
Microsoft VM
VM

Mellanox
Microsoft Azure AN Mellanox 4 MLX4 Mellanox 5

MLX5 2 ASA 9.15

Mellanox AN

+D3 D3 v2 DS3 DS3 v2
«D4 D4 v2 DS4 DS4 v2
D5 D5v2 DS5 DS5_v2
+D8_v3 D8s_v3

+D16_v3 D16s_v3

*F4 F4s

*F8 F8s F8s_v2

*F16 F16s F16s_v2

\)

MLX4 Mellanox 4 connectx3 = cx3 MLX5 Mellanox 5 connectx4 = cx4
VM Azure NIC MLX4 MLX5
ASA 9.15
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https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-powershell#enable-accelerated-networking-on-existing-vms

Azure  ASA |
B s
Microsoft Azure ~ ASA
. Azure Azure Government Azure Resource Manager
ASA Azure
Resource Manager ASAv
 Azure Security Center Azure ASA
Azure
ASA
Azure Security
Center ASAv
» Azure Resource Manager ASA
ASA / HA
HA ASA ASA
/
Azure Resource Manager ASA
for High Availability 154
* VHD cisco.com
ASA ASA
VHD VHD  Azure ASA
2 JSON
ASA
VHD Azure ASA
156
D
2
VMSR
/
» Cisco Secure Firewall ASA Virtual BYOL PAYG
» Cisco Secure Firewall ASA Virtual BYOL
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https://portal.azure.com/#create/cisco.cisco-adaptive-security-appliancecisco-asav-four-nic-byol
https://portal.azure.com/#create/cisco.cisco-adaptive-security-appliance-hacisco-asav-four-nic-byol-ha

| Awre  Asa
Azure Resource Manager ASA .

Azure Resource Manager ASA

ASA Microsoft Azure
Azure Azure

Azure  ASA IP

1 Azure Resource Manager ARM

Azure

2 Cisco ASAv ASA

a) Azure

b)
c) [ Password ] [SSH SSHpublickey ]

[Password]

d)
e) [Resource group]

f)

9) [OK]
4 ASA

2)
b)
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https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3d2VY4R804-d5gaK3qdwEwGvGHtudVBe4yovizm-D_Pa0fafLwweakNSpPPgX8lArLs_rsVNmX4YnMZ-NBGAkjry-088n-RVK63S5DomhsQwsZgo1KF8vsFjROAI9MzDj2TktcV2kp6X0HLZ1SR8pHHT2oBD1EjaZ9qteZDdg3JJ0epOqhZo47BkUEUACwrqZ0PjUE2g&nonce=636246850636096080.OWNhNTU2MWEtMmQ0Zi00MDc0LTlkYjItODlhNmE4OWFhNjMyZWJmYWIxMjQtNjM0NC00ZWE5LTgwNDktNjc4NDE5ODRkMzEx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f%3fsignIn%3d1&site_id=501430

. Azure Security Center ASA
c) [Name] IP
Azure VM
IP
d) DNS
DNS

f)

9)

Azure Security Center

Microsoft Azure Security Center

. Cisco Cisco Secure Firewall ASA Virtual 9.19

Azure

[OK]

Azure URL

<dnslabel> .<location>.cloupapp.azure.com

ASA 4

[OK]
[OK]
[ Create ]

* SSH
ASDM

Center

Security Center Azure

Azure

Security Center

Security Center
Security Center

ASA

[OK]

CLI ASDM
ASDM

Azure

ASA

ASA

ASA

Security

ASA

Azure


https://azure.microsoft.com/en-us/services/security-center/
https://azure.microsoft.com/en-us/services/security-center/

I Azure

ASA

Azure Security Center ASA

Azure

Azure

Microsoft Azure [Security Center]

Security Center [Welcome] [Yes! | want to Launch
Azure Security Center] [Security Center]

[Security Center] [Policy]

[Security policy] [Prevention policy]

[Prevention policy]

a) [Nextgenerationfirewall] [On] ASA Security Center
b)

[Security Center] [Recommendations]

Security Center Azure Security Center
[Recommendations]

[Recommendations] [Add a Next Generation Firewall]

[ Create New ] [ Use existing solution ]
ASA

a) Azure

b)
c) SSH

d)

€)

f)

Cisco Cisco Secure Firewall ASA Virtual 9.19 .



https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554

Azure ASA

. Azure Resource Manager ASA for High Availability
9) [OK]
10 ASA
a)
ASA Standard D3 Standard D3_v2
b)
c) [Name] IP [OK] IP
Azure VM IP
IP IP
d) DNS
DNS Azure URL
<dndlabel>.<location>.cloupapp.azure.com
€)
f) ASA 4 [OK]
9) [OK]
1 [OK]
12 [ Create ]
e SSH CLI ASDM
ASDM ASDM
« Security Center Azure
Security Center
Azure Resource Manager ASA for High Availability
Microsoft Azure HA ASA
Azure Azure

. Cisco Cisco Secure Firewall ASA Virtual 9.19


https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
https://azure.microsoft.com/en-us/get-started/

| Awre  Asa
Azure Resource Manager ASA for High Availability .

Azure  ASA HA 2 ASA
IP

1 Azure

Azure

2 [Cisco ASAV] [ASAV 4 NIC HA] ASA

3 [Basics]
a) ASA ASA -A

b)

Azure admin

c) [Password] [SSH public key]

[Password]

d)
e) [Resource group]

[Create new] [Use existing]

f) [Location]

9) [OK]
4 [Cisco ASAv settings]

a)
b) [Managed] [Unmanaged OS disk]

ASA HA [Managed]

Cisco Cisco Secure Firewall ASA Virtual 9.19 .



https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554

Azure  ASA |

B o Aaure ASA

5 [ASAv-A]

a) [Create new] [Name] IP [OK]

IP IP [None]
Azure VM IP
1P IP
b) DNS
DNS Azure URL
<dnslabel>.<location>.cloupapp.azure.com

c) ASAv-A
6 [ASAv-B]
7

a) ASA 4 [OK]

b) [OK]
8 [Summary] [OK]
9 [ Create ]

* SSH CLI ASDM
ASDM ASDM
e Azure ASA HA ASA Series General Operations Configuration
Guide Failover for High Availability in the Public Cloud
VHD Azure ASA
VHD ASA
VHD Azure VHD
Azure Resource Manager Azure
JSON
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html

I Azure

ASA
VHD Aaure ASA B
* ASA JSON JSON
GitHub
https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
. Azure
176
. Azure  Linux VM Linux VM
Ubuntu 16.04 Azure VHD
50GB
Azure  Linux VM Azure
VM
» Azure CLI Linux
* Azure Linux
e Azure ASA
1 https://software.cisco.com/download/home ASA VHD

a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance
(ASA) Software]
b) [Adaptive Security Virtual Appliance (ASAV)]

asav9-14-1.vhd.bz2

2 Azure Linux VM VHD

Azure
SCP

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>

3  Azure Linux VM VHD
4  ASA VHD

Bzip2

Windows
# bunzip2 asav9-14-1.vhd.bz2
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https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

B o Aaure ASA
5  Azure VHD
VHD
AzCopy Azure Storage Copy Blob APl Azure Storage Explorer
Azure
Azure CLI

azure storage blob upload \
--Ffile <unzipped vhd> \
--account-name <azure storage account> \
—--account-key yX7txxxxxxxx1ldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

6 VHD

a) Azure [ Images ]

b) [ Add ]

c)
o[ Subscription ]
o[ Resourcegroup ]
o[ Name ]
o[ Region ] VM
« [0S OStype ] OS [Linux]
*VM
BIOS [ 1 Generation1 ]

[ 2 Gen2 ]

o[ Storageblob ]
o[ Accounttype ]
[Standard SSD] [Premium SSD]
VM
VM
o[ Host caching ]

Read/write ]

. Cisco Cisco Secure Firewall ASA Virtual 9.19
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ASA

VHD

[Standard HDD]



| Awre  Asa

VHD Aaure ASA B
o[ Datadisks ]
d [ Create ]
Successfully created image [
Notifications ]
VHD
7 ID
Azure ID ID
ASA
a) Azure [ Images ]
b)
c) [ Overview ]
d) ID
ID
/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>
/provider ¥Microsoft.Compute/<container>/ <vhdname>
8 ASA
a) [ New ] [ Template
Deployment ]
b) [ Create ]
o [ Build your own template in the editor ]
177
d) JSON [ Save ]
e) [ Subscription ]
f) [ Resourcegroup ]
9) [ Location ]
h) [ ID ResourcelD ] [VM ID Vm
Managed Image Id ]
9 Custom deployment ] [ Edit parameters ]

Cisco Cisco Secure Firewall ASA Virtual 9.19




Azure  ASA |

Azure Azure
a) [ Load file ] ASA
186
b) JSON [ Save ]
10 [ Basics 1 | Settings ] [ ID Resource
ID ]
11 [ | agree to the terms and conditions stated above ]
12 [ Purchase ] ASA
* SSH CLI ASDM
ASDM ASDM
Azure Azure
Azure Azure
. ID cisco
« Cisco Secure Firewall ASA Virtual VM Cisco Secure Firewall ASA Virtual
. ID cisco-asav
* BYOL ID asav-azure-byol
* PAYG ID asav-azure-payg
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| Awre  Asa

Azure Azure .
PAYG BYOL VM
VM Azure
/
VM
Azure

o Azure

[ ]
. [ ]

« Set-AzMarketplacePrivateStoreOffer [ ]

Azure Ul

CLI
CLI

Cisco Secure Firewall ASA Virtual BYOL

$Params = @{
privateStoreld = “<private-store-id>’
offerld = “<publisher-id>.<vm-offer-id>~
SpecificPlanldsLimitation =@(“<plan-id-under-vm-offer>?)
3

Set-AzMarketplacePrivateStoreOffer @Params

$Params = @{
privateStoreld = “<private-store-id>’
offerld = “cisco.cisco-asav’
SpecificPlanldsLimitation =@(“asav-azure-byol”)
b

Set-AzMarketplacePrivateStoreOffer @Params

\)

Azure

{
"'code': "MarketplacePurchaseEligibilityFailed"”,

"details": [
{
"'code': '"'BadRequest",
"message'': "Offer with Publisherld: "cisco”, Offerld: "cisco-XXXX" cannot be
purchased due to validation errors. For more information see details.
Correlation Id: "XXXXX~

Cisco Cisco Secure Firewall ASA Virtual 9.19 .


https://learn.microsoft.com/en-us/marketplace/create-manage-private-azure-marketplace-new
https://learn.microsoft.com/en-us/marketplace/manage-private-azure-marketplace-powershell#add-an-offer-to-a-private-marketplace
https://learn.microsoft.com/en-us/powershell/module/az.marketplace/set-azmarketplaceprivatestoreoffer?view=azps-13.4.0

Azure ASA
B orwe P ASA

This plan is not available for purchase because it needs to be added to your tenant"s
Private Marketplace. Contact your admin to request adding the plan.

Link to plan: <URL>.

Plan: "<PLAN NAME>"(planld=<VM-OFFER-PLAN-1D>),

Offer: <OFFER_NAME>, Publisher: "Cisco Systems, Inc."(publisherld="cisco").

b
1.
""message'': "Marketplace purchase eligibilty check returned errors. See inner errors
for details. "
b
VM Azure /
Azure IPv6 ASA
Azure IPv6 ASA
Azure IPv6
ASA 9.19 IPv4  IPV6 Azure
Marketplace ASA
Azure Marketplace IPv4 VNet/
IPv6 VNet
IPv6 VNet ASA
Azure Marketplace
IPv6 ASA 2
2 IPv6
o[ IPv6 ARM Custom IPv6 template (ARM template) ]
Azure Marketplace Azure Resource Manager ARM
IPv6 ASA
IPv6 ASA
JSON
Marketplace IPv6 Azure
164
PowerShell Azure CLI ARM API
Azure Marketplace VM
VM
VM
VM

. Cisco Cisco Secure Firewall ASA Virtual 9.19



I Azure

ASA

Azure IPv6 .

Legal terms have not been accepted for this item on this subscription. To accept legal terms ....and
configure programmatic deployment for the Marketplaceitem .....

Azure Marketplace
IPv6 ARM
* Azure IPv6 ARM
Azure Marketplace ASA
* AzureCLI CLI IPv6 ARM
. VHD IPv6 ARM Azure  VHD
ARM
VHD ASA
IPv6 ASA
Azure ARM VHD
IPv6 Azure 170
IPv6 Marketplace VHD
IPv6 ARM ASA
ASA
19:
1 |Ipve ASA Azure Linux VM
2 | Marketplace IPv6 ASA
Azure AzureCLI
3
* Azure Marketplace IPv6
IPv6 ARM VHD

Cisco Cisco Secure Firewall ASA Virtual 9.19 .




Azure  ASA |
. Marketplace IPv6 Azure

4 IPv6 ARM IPv6

Marketplace

Marketplace IPv6 ASA
5 | Azure Azure CLI ARM
Marketplace IPv6
Azure
Marketplace IPv6 ARM
ASA
1 Azure
Azure
2 Azure Azure CLI
Azure
a) [Azure Azure Services |1 [ Subscriptions ]
b) [ Settings ] [ Programmatic Deployment ]
VM
c) [ Status ] IPv6
ASA [ Enable ]
Azure CLI
a) Linux VM
b) CLI IPvé ARM
1
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| Awre  Asa
Marketplace IPv6 Azure .

# Accept terms
az vm image terms accept -p <publisher> -f <offer> --plan <SK U/plan>
# Review that terms were accepted (i.e., accepted=true)

az vm image terms show -p <publisher> -f <offer> --plan <SKU/plan>

e <publisher> ‘cisco'
» <offer> 'cisco-asav'

 <sku/plan> ‘asav-azure-byol'

BYOL ASA
» az vm image terms show -p cisco -f cisco-ftdv --plan asav-azure-byol

3 Marketplace
az vm imagelist --all -p <publisher> -f <offer> -s <sku>
e <publisher> ‘cisco'

» <offer> 'cisco-asav'

e <sku> ‘asav-azure-byol'

ASA Marketplace

az vm image list --all -p cisco -f cisco-ftdv -s asav-azure-byol

4 Marketplace ASA
ASA IPv6 ASA 919*
5 Cisco GitHub Marketplace IPv6 ARM
6 JSON
ASA IPv6
/
vmName cisco-asav Azure  ASA VM

Cisco Cisco Secure Firewall ASA Virtual 9.19 .




. Marketplace

Azure ASA
IPv6 Azure
/
softwareVersion 919.0.24 Marketplace
adminUsername hjohn ASA
admin
adminPassword E28@40iUrhx!
12
72
vmStorageAccount hjohnvmsa Azure
24
availabilityZone 0
IP
0
0 3
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I Azure

ASA

Marketplace IPv6

Azure .

userData

\ninterface
managementO\/0\nmanagement-only\nnameif
management\nsecurity-level 100\nip
address dhcp setroute\nipv6
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 O management\nssh
timeout 60\nssh version 2\nusername
admin password E28@40iUrhx! privilege
15\nenable password
E28@40i1Urhx!\nusername admin
attributes\nservice-type admin\naaa
authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any
any\naccess-group allow-all
global\n!\ndns domain-lookup
management\ndns server-group
DefaultDNS\nname-server 8.8.8.8\n!

virtualNetworkResourceGroup

cisco-asav-rg

virtualNetworkNewOrEXxisting
new

virtualNetworkName

cisco-asav-vnet

virtualNetworkNewOrExisting

new

virtualNetworkAddressPrefixes

10.151.0.0/16

IPv4

virtualNetworkNewOTrEXxisting
new

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

IPv6

virtualNetworkNewOTrEXxisting
new

SubnetlName

mgmt
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. Marketplace IPv6

Azure

Azure ASA

Subnet1Prefix

10.151.1.0/24

IPv4

virtualNetworkNewOTrEXxisting
new

Subnet1IPv6Prefix

ace:cab:deca:1111::/64

IPv6

virtualNetworkNewOrEXxisting

new
subnet1StartAddress 10.151.1.4 IPv4
subnetlv6StartAddress ace:cab:deca:1111::6 IPV6
Subnet2Name diag 1
Subnet2Prefix 10.151.2.0/24
1 IPv4

virtualNetworkNewOrEXxisting
new

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

1 IPv6

virtualNetworkNewOrExisting

new
subnet2StartAddress 10.151.2.4 1
IPv4
subnet2v6StartAddress ace:cab:deca:2222::6 1
IPv6
Subnet3Name inside 2
Subnet3Prefix 10.151.3.0/24
2 IPv4
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| Awre  Asa

Marketplace IPv6

Azure

virtualNetworkNewOTrEXxisting
new

Subnet31Pv6Prefix

ace:cab:deca:3333::/64

2 IPv6

virtualNetworkNewOTrEXxisting

new
subnet3StartAddress 10.151.3.4 2
IPv4
subnet3v6StartAddress ace:cab:deca:3333::6 2
IPv6
Subnet4Name outside 3
Subnet4Prefix 10.151.4.0/24
3 IPv4

virtualNetworkNewOTrEXxisting
new

Subnet41Pv6Prefix

ace:cab:deca:4444::/64

3 IPv6

virtualNetworkNewOTrEXxisting

new

subnet4StartAddress 10.151.4.4 3
IPv4

subnet4v6StartAddress ace:cab:deca:4444::6 3
IPv6

vmSize Standard_D4 v2 ASA VM

Standard_D3 v2

Cisco Cisco Secure Firewall ASA Virtual 9.19




Azure ASA

B o IPv6 Aaure
7 ARM Azure Azure CLI  ASA
Azure ARM Azure
» Create and deploy ARM templates by using the Azure portal
» Deploy a local ARM template through CLI
SSH CLli ASDM
ASDM ASDM
Security Center Azure
Security Center
VHD IPv6 Azure
VHD ASA
VHD ASA
e Github  VHD ARM ASA
JSON
. Azure  Linux VM
Ubuntu 16.04 Azure VHD
50GB
Azure  Linux VM Azure
VM
» Azure CLI Linux
* Azure Linux
* Azure ASA
1 ASA VHD *bz2

. Cisco Cisco Secure Firewall ASA Virtual 9.19
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

| Awre  Asa
VHD IPv6 Aaure B

a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance
(ASA) Software]

b) [Adaptive Security Virtual Appliance (ASAV)]

asav9-14-1.vhd.bz2

2 VHD Azure ASA Virtual 2
8
3 [ Custom deployment ] [ Edit parameters ]
a) [ Load file ] ASA
VHD IPv6 ARM Azure ASA
Github
b) JSON [ Save ]
ASA IPv6
/
vmName cisco-asav Azure  ASA VM
vmlmageld : S DRI D
Mlcrosoft Compute/ |mages/{|mage-name Azure
ID
adminUsername hjohn ASA
admin
adminPassword E28@40iUrhx!
12
72
vmStorageAccount hjohnvmsa Azure
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/asav/getting-started/asa-virtual-919-gsg/asav_azure.html#id_87923

B o IPv6

Azure

Azure

ASA

availabilityZone

userData

N\ninterface
managementO\/0\nmanagement-only\nnameif
management\nsecurity-level 100\nip
address dhcp setroute\nipv6
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 O management\nssh
timeout 60\nssh version 2\nusername
admin password E28@40iUrhx! privilege
15\nenable password
E28@401Urhx!\nusername admin
attributes\nservice-type admin\naaa
authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any
any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group
DefaultDNS\nname-server 8.8.8.8\n!

customData

{\"AdminPassword\":
\"E28@40i1UrhxI\",\""Hostname\""
:\"cisco-tdv\",
\""ManageLocal Iy\"" :\""No\"", \"1Pv6Mode\':
\""DHCP\""}

e admin

* CSF-MCv

ASA
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| Awre  Asa

VHD IPv6 Aaure B
/
. CSF-MCv
CSF-DM
ManageLocally : yes
CSF-DM  Firewall Threat
Defense Virtual
CSF-MCv  Firewall Threat Defense
Virtual
CSF-MCv
virtualNetworkResourceGroup | cisco-asav
virtualNetworkNewOrExisting  new
virtualNetworkName cisco-asav-vnet
virtualNetworkNewOrExisting | new
virtualNetworkAddressPrefixes | 10.151.0.0/16 IPV4
virtualNetworkNewOTrEXxisting
new
virtualNetworkveAddressPrefixes | ace:cab:deca::/48 IPV6
virtualNetworkNewOTrExisting
new
SubnetlName mgmt-ipv6
Subnet1Prefix 10.151.1.0/24 IPv4
virtualNetworkNewOTrEXisting
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B o IPv6

Azure

Azure ASA

new

Subnet1IPv6Prefix

ace:cab:deca:1111::/64

IPv6

virtualNetworkNewOrEXxisting
new

subnet1StartAddress 10.151.1.4 IPV4
subnetlv6StartAddress ace:cab:deca:1111::6 IPV6
Subnet2Name diag 1
Subnet2Prefix 10.151.2.0/24 1
IPv4
virtualNetworkNewOTrEXisting
new
Subnet2IPv6Prefix ace:cab:deca:2222::/64 1
IPv6
virtualNetworkNewOTrEXxisting
new
subnet2StartAddress 10.151.2.4 1 IPV4
subnet2v6StartAddress ace:cab:deca:2222::6 1 IPV6
Subnet3Name inside 2
Subnet3Prefix 10.151.3.0/24 2

1Pv4

virtualNetworkNewOTrEXisting
new
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Azure ASA
I
VHD IPv6 Aaure B
/
Subnet3IPv6Prefix ace:cab:deca:3333::/64 2
IPv6
virtualNetworkNewOTrExisting
new
subnet3StartAddress 10.151.3.4 2  IPv4
subnet3v6StartAddress ace:cab:deca:3333::6 2  IPV6
Subnet4Name outside 3
Subnet4Prefix 10.151.4.0/24 3
IPv4
virtualNetworkNewOrEXxisting
new
Subnet4IPv6Prefix ace:cab:deca:4444::/64 3
IPv6
virtualNetworkNewOrEXxisting
new
subnet4StartAddress 10.151.4.4 3  IPv4
subnet4v6StartAddress ace:cab:deca:4444::6 3 IPV6
vmSize Standard_D4 v2 ASA VM
Standard_D3 v2
4 ARM Azure Azure CLI  ASA
Azure ARM Azure

» Create and deploy ARM templates by using the Azure portal
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal

Azure ASA

Azure

» Deploy a local ARM template through CLI

* SSH CLI ASDM
ASDM ASDM
Azure
ASA Azure Resource Manager
Azure JSON

2 JSON

. ASA

ASA

Azure Stack Hub

Azure Resource Manager

Azure Resource Manager JSON

{

“"$schema™:
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate. json#",

“contentVersion®: "'

“"parameters™: { },

“variables”: { },

“resources”: [ 1,

"outputs': { }
}

ASA JSON

. Cisco Cisco Secure Firewall ASA Virtual 9.19


https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820

| Awre  Asa

20: Azure Resource Manager JSON

$schema JSON
URL

content\ersion 1.0.0.0

parameters

JSON

variables
JSON

resources

outputs

JSON
ASA

"$schema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion”: "1.0.0.0",
"parameters': {
"vmName': {
"type': "string",

Cisco Cisco Secure Firewall ASA Virtual 9.19 .




Azure  ASA |

“"defaultvalue': "ngfw",
"metadata’: {

"description': ""Name of the NGFW VM"
T

T,
"vmManagedlImageld”: {
"type'': ''string",
“"defaultvalue':
""/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/mylmage’,

"metadata’: {
"description”: "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

b

T,

"adminUsername': {
“"type'': ''string",

“defaultvalue™: ",
"metadata’: {
"description': "Username for the Virtual Machine. admin, Administrator among other
values are disallowed - see Azure docs"
T
T,
"adminPassword": {
""type'': ''securestring",
“defaultvalue”™ : ",
"metadata’: {
"description': "Password for the Virtual Machine. Passwords must be 12 to 72 chars
and have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
T
T,

"'vmStorageAccount™: {
"type'': ''string",

"defaultvalue™: "',
"metadata’: {
"description': "A storage account name (boot diags require a storage account).
Between 3 and 24 characters. Lowercase letters and numbers only"
b

}

“virtualNetworkResourceGroup': {
“"type'': ''string",
“"defaultvalue™: ",
"metadata’: {
"description’: "Name of the virtual network®s Resource Group"
T
3,

"virtualNetworkName'": {
"type'': ''string",
“defaultvalue™: ",
"metadata’: {
"description': ""Name of the virtual network™
T
T,

"mgmtSubnetName': {
“"type'': ''string",
“defaultvalue™: ",
"metadata’: {
"description': "The FTDv management interface will attach to this subnet"
T
b

mgmtSubnetlIP": {
“"type'': ''string",
“"defaultvalue™: ",
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"metadata’: {
"description': "NGFW IP on the mgmt interface (example: 192.168.0.10)"
}

T,
"diagSubnetName': {

"type'': ''string",

“defaultvalue™: ",

"metadata’: {

"description': "The FTDv diagnostic0/0 interface will attach to this subnet™

T

b

“diagSubnetlIP": {
""type'': "string",
"defaultvalue™: "',
"metadata’: {
"description': "NGFW IP on the diag interface (example: 192.168.1.10)"
b
T,

"'gig00SubnetName™: {
“"type'': ''string",
“defaultvalue™: ",
"metadata”: {
"description': "The FTDv Gigabit 0/0 interface will attach to this subnet”
T
T,

"'gig00SubnetlIP": {
"type'': ''string",
"defaultvalue™: "',
"metadata”: {
"description': "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"
b
T,

"'gig01SubnetName™: {
"type'': ''string",
"defaultvalue™: "',
"metadata’: {
"description': "The FTDv Gigabit 0/1 interface will attach to this subnet”
T
T,

"'gig01SubnetlIP": {
"type'': ''string",
"defaultvalue™: "',
"metadata”: {
"description’: "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

T
T,
"VmSize": {
"type'': ''string",
"defaultvalue': "Standard_D3_v2",
"allowedvValues': [ "Standard_D3_v2" , "Standard_D3" ],
"metadata”: {
"description”: "NGFW VM Size (Standard_D3_v2 or Standard_D3)"
T
T

}

ariables": {

“virtualNetworkID":
"[resourceld(parameters("virtualNetworkResourceGroup®), "Microsoft.Network/virtualNetworks",
parameters("virtualNetworkName®))]",

"vmNicOName" :""[concat(parameters(“vmName®), "-nic0")]",

"vmNiclName": " [concat(parameters(“vmName®), "-nicl")]",
"vmNic2Name' :""[concat(parameters(“vmName®), "-nic2")]",
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“vmNic3Name" :""[concat(parameters(“vmName®), "-nic3")]",
"vmNicONsgName' :""[concat(variables("vmNicOName®), "-NSG")]"",
“vmMgmtPubliclPAddressName': "[concat(parameters("vmName®), "nicO-ip*)]",

“vmMgmtPubliclPAddressType': "Static",
“vmMgmtPubliclPAddressDnsName™: *"[variables("vmMgmtPubliclPAddressName®)]"

3,
"resources”: [
{
"apiVersion': "2017-03-01",
"type': "Microsoft_Network/publiclPAddresses",
“"name': ""[variables("vmMgmtPubliclPAddressName®")]",
“location": "[resourceGroup().location]",
“properties": {
“publiclPAllocationMethod": "[variables("vmMgmtPubliclpAddressType®)]",
"dnsSettings': {
“"domainNameLabel”: "[variables("vmMgmtPubliclPAddressDnsName®)]""
3
3
3,
{
"apiVersion": '"2015-06-15",
"type'': "Microsoft.Network/networkSecurityGroups",
“name': "'[variables("vmNicONsgName®)]",
“location": "[resourceGroup().location]",
“properties": {
“securityRules'": [
{
"name': "SSH-Rule",
“properties': {
"description': "Allow SSH",
“protocol™: "Tcp",
"'sourcePortRange': ""*',
"destinationPortRange': "22",
"'sourceAddressPrefix': "Internet",
""destinationAddressPrefix': "*",
faccess': "Allow",
“priority": 100,
“direction”: "Inbound"
3
3,
{
name': "'SFtunnel-Rule",
“properties": {
"description’: "Allow tcp 8305",
“protocol™: "Tcp",
"'sourcePortRange': ""*',
"destinationPortRange': "8305",
"'sourceAddressPrefix': "Internet",
""destinationAddressPrefix': "*",
faccess': "Allow",
“priority": 101,
“direction”: "Inbound"
3
3
1
3
3,
{
"apiVersion': *"2017-03-01",
"type': "Microsoft.Network/networklnterfaces",
"name': "[variables("vmNicOName®)]",
"location": "[resourceGroup().location]",
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"dependsOn™: [
""[concat("Microsoft.Network/networkSecurityGroups/* ,variables("vmNicONsgName®))]",
"[concat("Microsoft_Network/publiclPAddresses/",

variables("vmMgmtPubliclPAddressName®))]""

1.

"properties': {

"ipConfigurations™: [
{
"name': "ipconfigl"”,
“properties": {
"privatelPAllocationMethod": "Static",

“privatelPAddress" : "'[parameters("mgmtSubnetIP*)]",
"subnet': {
"id": "[concat(variables("virtualNetworklID"), "/subnets/",

parameters("mgmtSubnetName®))]"

“publiclPAddress":{
"id": "[resourceld("Microsoft.Network/publiclPAddresses/",
variables("vmMgmtPubliclPAddressName®))]""

b
b
b
1.
"networkSecurityGroup™: {
"id": "[resourceld("Microsoft.Network/networkSecurityGroups”,

variables("vmNicONsgName®))]""

"enablelPForwarding': true

b

T,

{
"apiVersion': "2017-03-01",
"type': "Microsoft.Network/networklnterfaces",
"name': "[variables("vmNiclName®)]",
"location": "[resourceGroup().location]",
"dependsOn™: [
1.

“properties": {
"ipConfigurations™: [
{
"name': "ipconfigl"”,
“properties": {
"privatelPAllocationMethod": "Static",

“privatelPAddress"™ : "'[parameters(“diagSubnetIP*)]",
"subnet': {
"id": "[concat(variables("virtualNetworklID"), "/subnets/",
parameters(“diagSubnetName®))]"
b b
b
1.
"enablelPForwarding': true
b
T,
{
"apiVersion': "2017-03-01",
"type': "Microsoft.Network/networklnterfaces",
"name': "[variables("vmNic2Name®)]",
"location": "[resourceGroup().location]",
"dependsOn™: [
1.

“properties": {
"ipConfigurations™: [

{

"name': "ipconfigl"”,
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“properties': {
"privatelPAllocationMethod": "Static",

"privatelPAddress™ : "'[parameters("gig00SubnetIP*)]",
"subnet': {
"id": "[concat(variables("virtualNetworklID"), "/subnets/",
parameters("gig00SubnetName®))]""
T T
T
1.
"enablelPForwarding': true
T
3,
{
"apiVersion': "2017-03-01",
"type': "Microsoft.Network/networklnterfaces",
"name': "[variables("vmNic3Name®)]",
"location": "[resourceGroup().location]",
"dependsOn™: [
1.

“properties": {
"ipConfigurations™: [
{
"name': "ipconfigl",
“properties": {
"privatelPAllocationMethod": "Static",

"privatelPAddress™ : "'[parameters("gig01SubnetIP")]",
"subnet': {
"id": "[concat(variables("virtualNetworklID"), "/subnets/",

parameters("gig0lSubnetName®))]"

} }
}
1

"enablelPForwarding': true

"type': "Microsoft.Storage/storageAccounts”,
"name': "'[concat(parameters(”vmStorageAccount®))]",
"apiVersion": ""2015-06-15",
"location": "[resourceGroup().location]",
“properties": {

"faccountType': '"'Standard_LRS"
b

"apiVersion': "2017-12-01",

“"type': "Microsoft.Compute/virtualMachines",

"name': "[parameters(“vmName®)]",

"location": "[resourceGroup().location]",

"dependsOn™: [
""[concat("Microsoft.Storage/storageAccounts/*, parameters("vmStorageAccount®))]",
""[concat("Microsoft.Network/networklnterfaces/" ,variables("vmNicOName®))]",
""[concat("Microsoft.Network/networklnterfaces/" ,variables("vmNiclName®))]",
""[concat("Microsoft.Network/networklnterfaces/" ,variables("vmNic2Name*))]",
""[concat(“Microsoft.Network/networklnterfaces/" ,variables("vmNic3Name®))]"

1.

“'properties”: {
"hardwareProfile": {

"vmSize'": "[parameters("vmSize®)]"

T,

"osProfile": {
“‘computername': "[parameters("vmName®)]",
"adminUsername': "‘[parameters(*AdminUsername®)]",
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"adminPassword': "[parameters(*AdminPassword®)]"
3,
"storageProfile": {

""imageReference': {

"id": "[parameters(“vmManagedlImageld®)]"
T,
"osDisk™: {

"osType': "Linux",

"‘caching': "ReadWrite",

"‘createOption': "Fromlmage"
T

3,
"networkProfile": {
“"networkInterfaces": [
{
“properties': {
"primary': true

3.
"id": "[resourceld("Microsoft.Network/networklnterfaces”,
variables("vmNicOName®))]"
3
{

“properties': {
"primary': false

3.
"id": "[resourceld("Microsoft.Network/networklnterfaces”,
variables("vmNiclName®))]"
3
{

“properties': {
“primary': false

3.
"id": "[resourceld("Microsoft.Network/networklInterfaces”,
variables("vmNic2Name*"))]"
3
{

“properties": {
“primary': false
3,
"id": "[resourceld("Microsoft.Network/networklnterfaces”,
variables("vmNic3Name®))]"
3
1
3,
"diagnosticsProfile”: {
"bootDiagnostics™: {
“enabled": true,

"storageUri'':
"[concat("http://" ,parameters(“vmStorageAccount®), " .blob.core.windows.net")]"
T
T
T

1.

“"outputs': { }
T

2 azureDeploy.json JSON
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4 VHD Azure ASA 156
ASA
JSON
186
ASA
21:ASA
vmName Azure ASA cisco-asav
vmManagedimageld [subscriptions/73d2537e-ca44-46aa-b
ID Azure eb2-74ff1dd61b41/
resourceGroups/ew
D Managedimages-rg/providers/Microsoft
.Compute/
images/ASAv910-Managed-I
mage
adminUsername ASA jdoe
admin
adminPassword Pw0987654321
12 72
1 1
1 1
3
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ASA

vmStorageAccount Azure ciscoasavstorage
3
24
virtualNetworkResourceGroup ew-west8-rg
ASA
virtualNetworkName ew-west8-vnet
mgmtSubnetName mgmt
NicO
mgmtSubnetIP IP 10.8.0.55
gig00SubnetName GigabitEthernet 0/0 inside
Nicl
2
gig00SubnetIP GigabitEthernet 0/0 10.8.2.55

IP
ASA
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Standard_D3_V2
Standard_D3
Standard_D3_V2

gig01SubnetName GigabitEthernet 0/1 outside
Nic2
3
gig01SubnetIP GigabitEthernet 0/1 10.8.3.55
IP
ASA 2
gig02SubnetName GigabitEthernet 0/2 dmz
Nic3
4
gig02SubnetlP GigabitEthernet 0/2 10.8.4.55
IP
ASA 3
vmSize ASA VM VM | Standard_D3 V2

Standard_D3

IPV4
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"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters': {

"vmName': {

"value': "cisco-asavl"
3
"vmManagedlImageld": {
"value':
"/Alsriptias/3305] 7e-ca88-46ee- b P-7AF1d 611/ resouraeGroups/enveregedimeges—g/rovidersAviiarosofit. Conpute/ ineges/ASA~9.10.1-81-Mereged-Inece
3
"adminUsername': {
"value': "jdoe"
3

"adminPassword": {
"value™: "Pw0987654321"
3,
"'vmStorageAccount™: {
"value': '"'ciscoasavstorage"
3,
"virtualNetworkResourceGroup": {
"value': "ew-west8-rg"
3,
"virtualNetworkName": {
"value™: "ew-west8-vn"
3,
""'mgmtSubnetName': {
"value': "mgmt"
3,
""mgmtSubnetlIP": {
"value™: "10.8.3.77"
3,
""gig00SubnetName™: {
"value™™: "inside"
3,
"'gig00SubnetlIP": {
"value™: "10.8.2.77"
3,
""gig01SubnetName": {
"value'™: "outside”
3,
"'gig01SubnetlIP": {
"value™: "10.8.1.77"
3,
""gig02SubnetName™: {
"value™: "dmz"
3,
"'gig02SubnetlIP": {
"value™: "10.8.0.77"
3,
"VmSize": {
"value': '"'Standard_D3 v2"

}
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}
}
2 azurePar ameters.,json JSON
3
4 VHD Azure ASA 156

ASA
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;

Azure ASA Auto Scale

» Azure ASA Virtual  Auto Scale 189
. 194

« Auto Scale 195

. 196

« Auto Scale 206

 Auto Scale 222

* Auto Scale 222

* Auto Scale 224

. 224

. Azure 225

Azure ASA Virtual  Auto Scale

Auto Scale

ASA Virtual Auto Scale for Azure Azure Logic
App Azure

ASA Virtual Auto Scale for Azure
* Azure Resource Manager ARM

* CPU
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Azure ASA Auto Scale

Auto Scale
A\
Auto Scale 222
» ASA Virtual
. ASA
» Auto Scale

Azure  ASA Virtual Auto Scale
ILB
e Azure
ASA Auto Scale for Azure
ILB Azure
«ELB
*ILB
ASA
. ASA

. Cisco Cisco Secure Firewall ASA Virtual 9.19

Auto Scale for Azure

2
Auto Scale ASA Virtual Azure
Azure ELB
GWLB Auto Scale Azure GWLB
Auto Scale
ASA Azure
ELB

ASA



Azure Gateway Load Balancer Auto Scale .

| Awre ASA Auto Scale
17: ASA Auto Scale
Virtual Machine Scale Set
! Inside Oulside
g - |
p ASAviual1
Resource ‘ -] -
Resource
Resourca
Resource
“ 2 “
< —
Inbound traffic (Internet >ELB-=ASA virtual-=Application)
Outbound traffic (Tnternet->I1.B-=ASA virtual->Application)
Azure Gateway Load Balancer Auto Scale
GWLB Azure VM
Secure Firewall

Azure Gateway Load Balancer

Azure GWLB  Secure Firewall

ASA Virtual

Azure GWLB Auto Scale

\)

2

NAT

* Azure GWLB

« IPv4

BYOL
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Azure  ASA  AutoScale |
. Azure Gateway Load Balancer Auto Scale
A 0 Inbognd flow uses public IP of
public load balancer
@ Gateway load Flow is forwarded transparently
Public load balancer

balancer 4 % .

|
) o]
° O P )

Internal Servers Cisco Secure
(VMs or VMSS) Firewalls

(2) from the public load balancer t
the gateway load balancer

Flow is inspected by a firewall
and returned to the gateway
load balancer

@ Flow is returned to the public
load balancer

@ Flow is forwarded to an interna
server
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ASA

Auto Scale

net

Public load I

Azure Gateway Load Balancer Auto Scale .

@ Outbound flow leaves the
internal server

balancer ‘ %

|
@

Internal Servers
(VMs or VMSS)

VNet

ELB

GWLB VXLAN
GWLB
2 ASA Virtual
VXLAN
GWLB

Gateway load Flow is forwarded transparer

balancer (2) from the public load balance
> the gateway load balancer

t Flow is inspected by a firews

\ and returned to the gateway

| | load balancer
o]
e

™ @ Flow is returned to the public
load balancer
Cisco Secure .
Firewalls ©) Flow is forwarded to the
Internet by the public load
balancer

VNet

GWLB
GWLB

ASA Virtual
2 VXLAN
ASA Virtual
GWLB
ELB
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Azure ASA Auto Scale |

Managed by customer [ Created & Configured by Cisco ARM templates
I
I
internet I
I
:: Security VPC
I
ELB-GWLB :: ASAv Auto
O Association s Scaling Group
o P VXLAN tunnel
> O [EAR—— >
c I
= Externjal-NLB -
= ! GWLB
= !
— ]
g: I Security VPC/ Serverless
< Application :: groups Subnets components
I
:: PHriat:ter; Storage IAM role
I
ASA Virtual Auto Scale for Azure
(&
ASA Virtual Auto Scale for Azure Azure
LogicApp Azure
Azure Resource Manager ARM
ASA Virtual Auto Scale for Azure
GitHub
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| Awre ASA Auto Scale
Auto Scale

Auto Scale
Cisco TAC
ReadMe GitHub

ASM_Function.zip Azure
225

Auto Scale

ASA Virtual Auto Scale for Azure

Azure Function App
Function App Azure

e Azure

* ASA Virtual /

Zip Azure Function App
200

Orchestrator Logic App

Auto Scale Logic App Azure
Orchestrator

* Logic App Auto Scale Azure

. Auto Scale Azure
e Logic App JSON
« Logic App GUI JSON

VMSS
VMSS ASA Virtual
* VMSS VM

* VMSS VM
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Azure ASA Auto Scale

* VMSS Auto Scale ASA Virtual for Azure

*VMSS  ASA Virtual

Azure Resource Manager ARM

ARM ASA Virtual Auto Scale for Azure

ASA Virtual Auto Scale for Azure ARM azure asav_autoscale,json
Auto Scale Manager

* Azure Function App
 Azure Logic App

. VMSS

ASA Virtual Auto Scale for Azure GWLB ARM
azure asav_autoscale with_GWLB.json Auto Scale Manager

* Azure Function App
* Azure Logic App

. VM VMSS

ARM

e Azure

e Azure Azure
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Azure .

* NLB CCL

* GWLB CCL

« Management Center
» Management Center Virtual

. Sz NLB
SZ
GWLB SZ

» Azure Threat Defense Virtual
Management Center Virtual

. Azure CLI
 Azure Clustering Auto scale GitHub
python3 make.py build Azure zip

Azure

Azure ID
Auto Scale
Azure GWLB Auto Scale
ASA Virtual 3

3
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Azure ASA Auto Scale |
B s

2.
3.

*SSH TCP/22

ASA Virtual
ASA Virtual
TCP/80
~
CIDR 3
IP
ASA ASA HTTP/HTTPS
ASA ASA

ASA

. DHCP IP

« GigabitEthernet0/1

* GigabitEthernet0/0
N

Auto Scale 2
Azure GWLB
Auto Scale 1
. Azure IP SSH
* NAT
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ASA B

. PAYG

Azure ASA Auto Scale  ASA

ASA Version 9.13(1)

!

interface GigabitEthernet0/1
nameif inside

security-level 100

ip address dhcp setroute

!

interface GigabitEthernet0/0
nameif outside
security-level 0

ip address dhcp setroute

1

route outside 0.0.0.0 0.0.0.0 10.12.3.1 2
1

route inside 0.0.0.0 0.0.0.0 10.12.2.1 3
1

ssh 168.63.129.0 255.255.255.0 outside
1

ssh 168.63.129.0 255.255.255.0 inside

1

object network webserver

host 10.12.2.5

object service myport

service tcp source range 1 65535 destination range 1 65535

access-list outowebaccess extended permit object myport any any log disable
access-group outowebaccess in interface outside

object service app

service tcp source eq www

nat (inside,outside) source static webserver interface destination static interface any
service app app

object network obj-any

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) source dynamic obj-any interface destination static obj-any obj-any
configure terminal

dns domain-lookup management

policy-map global_policy

class inspection_default

inspect icmp

call-home

profile License

destination transport-method http

destination address http

license smart

feature tier standard

throughput level 2G

license smart register idtoken <TOKEN>

> end

Cisco Cisco Secure Firewall ASA Virtual 9.19 .




. Azure Function App

Azure Function

Azure ASA

Azure GWLB ASA Auto Scale

interface G0/0
nameif outside
ip address dhcp setroute

no shut

Is

sh 168.63.129.0 255.255.255.0 outside

route outside 0.0.0.0 0.0.0.0 192.168.2.1 2

nve 1

encapsulation vxlan
source-interface outside
peer ip 192.168.2.100

i

nterface vnil

proxy paired

nameif GWLB-backend-pool
internal-port 2000
internal-segment-id 800
external-port 2001
external-segment-id 801
vtep-nve 1

Is

ame-security-traffic permit intra-interface

App

ASA Virtual Auto Scale ASM_Function.zip
ZIP

ASM_Function.zip
225

ARM
Virtual Auto Scale ARM

Auto Scale

ASA

Azure

206

Azure GWLB Auto Scale
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22:
/
resourceNamePrefix * 3
10

asav
virtualNetworkRg

cisco-virtualnet-rg
virtualNetworkName

cisco-virtualnet
mgmtSubnet

cisco-mgmt-subnet
insideSubnet

cisco-inside-subnet
internalLblp

IP

1.2.34
outsideSubnet

cisco-outside-subnet
softwareVersion ASA Virtual

914.1.0
914.1.0, 913.1.0
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/
vmSize ASA Virtual N/A
asaAdminUserName ASA admin
12 72
2
admin
VM
Azure
asaAdminUserPassword ASA
12 72
2
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scalingPolicy POLICY-IPOLICY2 | POLICY-1 N/A
ASA Virtual

POLICY-2
Auto Scale
ASA Virtual

ASA Virtual

scalingMetricsList N/A

CPU
CPU

scalelnThreshold N/A

10
ASA Virtual CPU

Auto Scale 222
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scaleOutThreshold N/A

80
ASA Virtual CPU

scaleOutThreshold
scalelnThreshold

Auto Scale 222

minAsaCount N/A
ASA Virtual

maxAsaCount N/A
ASA Virtual

10

Auto Scale
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/
metricsAverageDuration N/A
5 5
Auto Scale Manager
5
Azure
1 5 15 30
initDeploymentMode BULK/STEP
ASA Virtual
BULK Auto Scale Manager
minAsaCount ASA
Virtual
STEP  Auto Scale Manager
minAsaCount ASA
Virtual 1
configurationFile ASA N/A
https://myserver/asavconfig/asaconfig
Ixt
* Azure
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Azure ASA Auto Scale |
. Auto Scale

Auto Scale

Auto Scale ARM
Azure ASA virtual Auto Scale ARM
azure_asav_autoscale,json Azure  ASA Virtual Auto Scale
ARM
. VMSS
« Azure Function App
* Logic App
AzureGWLB ASA virtual Auto Scale ARM
azure asav_autoscale with_ GWLB.json Azure GWLB ASA
Virtual Auto Scale ARM
. VM VMSS
» Azure Function App
* Logic App
* GitHub https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/azure
ARM
1 Azure ASA Virtual
ARM
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Azure ASA Auto Scale

Auto Scale ARM .
“'zones": [
ne
nor
g
1.
3 Central US
2 json
{
“"type": "Microsoft._Network/loadBalancers",
"name": "[variables("elbName®)]",
"location': "[resourceGroup().location]",
"apiVersion": ''2018-06-01",
sku": {
"name™: '‘Standard"
3

""dependsOn™: [
"[concat("Microsoft_Network/publiclPAddresses/", variables("elbPubliclpName®))]"

1.
“properties™: {
"“frontendlPConfigurations™: [

{
"name": *‘LoadBalancerFrontEnd",
“properties™: {
“publiclPAddress": {
"1d": "[resourceld("Microsoft.Network/publiclPAddresses/",
variables("elbPubliclpName®))]"
¥
¥
1.
"backendAddressPools": [
{
"name": "backendPool"’
¥
1,
""loadBalancingRules": [
{
“properties™: {
"frontendIPConfiguration: {
"1d": "[concat(resourceld("Microsoft.Network/loadBalancers®, variables("elbName*)),
*/frontendlpConfigurations/LoadBalancerFrontend™)]""
T,
""backendAddressPool": {
"1d": "[concat(resourceld("Microsoft.Network/loadBalancers®, variables("elbName*)),
" /backendAddressPools/BackendPool *)]""
T,
“probe": {
"1d": "[concat(resourceld("Microsoft.Network/loadBalancers®, variables("elbName*)),
*/probes/Ilbprobe")]"
T,

“protocol*: "TCP",
"frontendPort': 80",
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Auto Scale ARM
"backendPort": "80",
"idleTimeoutInMinutes': "[variables("idleTimeoutInMinutes®)]"
T,
“Name™: "lbrule"
3
1.
Azure
3 Microsoft Microsoft Azure
4 [ Resource Groups ]
Resource groups ]
Virtual_AutoScale
18 : Azure
o ASAw_AutoScabe =
 m
5 [ + Create a resource (+) ]
[ Create Resource Group ]
6 [ Search the Marketplace ]

Template deployment (deploy using custom templates)

. Cisco Cisco Secure Firewall ASA Virtual 9.19
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Azure ASA Auto Scale

Auto Scale ARM

19:

S Geanh respurcer, sevions, and docs 1o -

Template deployment (deploy using custom templates) (preview) =

{ - Template deployment (deploy using custom templates) (preview) - .
| ===

Cwmiview P Uinign infoematicn

= Support

Appikaions running i Mrotolt Aers ussally rely on 8 cmbimation of Feigur

B depliny @ e TS et 85 v TOR Sanripes ol

ke clatabiates, 1aners, sncd web appt. krune Fascurcs Manuger emplates snable you

D el M Mty ool T

it yoor template with inteliderria wnd daplay £ 02 fatw f EXHERG INSSUOR (ROUE.

e clery froen Micrenoly

0

Workapace Wiee Dtz 20 L]
Mhorcach Mcroech
L e Prpesigr The ety 18 g

oty e e by et

7 0 Create ]
8 [
Build your own template in editor ]
20:
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