SR VPN /NS5 A —4

N=F ¥ ) T T A R_—h Ry bT—27 O ASADFIEIIT, BT TV OF% B - EH 2 b aE
DO ET, ZOETIE, ZNLDOEREOWN OO WTHH LET,

s FEEFH LG FE (1 —)

« ACL Z /34 /XA F 57200 IPsec DRE (2 2—)

AV B—T 2 A ANKNT T 4 v T DFHFA] (~NTE=UT)  (3—)

e T VT 47l IPsec By g FIZSSLVPN By v a VR KEORE (5—)

c A ENDIPsec 7 TAT L F UETD gy LULHERDEOD I FGAT Vv N T w5 —

RO (6 X—2)

N7 Y w7 IPHEHGEA~D NAT EID B TIZEDIP T RLADEE (8 X—)

* VPN t v a VHIRORE (10 X—)

«IDFEHEO X I = — FEEOMEH (12 3—)

B b2 T OT— L OFE (12 %—)

cHAF Iy ATy b bRV T ORE (13 =)

EPL VPN h U RLDOFRE (14 2—)

e T U T 47 IRVPNE v a v OFR (153—2)

¢ISEARY T —Mico>nT (16 2—3)

« SSL OFEfliERE (22 ~X—)

o KEEHIIPSec L 7a— (27 R—)

FIEFEEHIRNSEIA

ZOHTIE, ZOBBEDOTA RTA4 » LHIIRFHEICHOW TR L £,

AVTEXERNE—FDOAHA FSA Y

VUV AT HRARNE—REYAT AT XA - R T R—FENTWET, [ASA
General Operations CLI Configuration Guidel] D@87V U —A CTif, vV F a7 F R h £T—
RTHR—=FSNTHRNEDOD Y A MO\ TIE [Guideines for Multiple Context Mode] %

ZRLTLZE, 72 INewFeatures) 121%, VU —X%&@ELCEBNINZdDOOBHMAR
EhTnET,
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B Ac 251525 3700 IPsec D3

T7A4T94—ILE—FDHA KA

N—Tv R 77T U4 — )V E—RCEFIE—FrSNTWET, hTAXT LK E—
RiZ¥FA—FENTWHEREA,

Network Address Translation (NAT)

NAT #ERIC BT 2R EHE 2 Klc o\ T, [Cisco Secure Firewall ASA Series Firewall CLI
Configuration Guide]l @ INATfor VPN| =7 v a S L T 7ZE0,

ACL /N1 INR S 51=8D IPsec DEXTE

IPsec | RIINBIRESNDTXTONRT y MIKH LT, ACL TEELA v F—T =4 AL
SideA LA —T = A Ak F =y JHPICHFAT B, Fo— b ar 7 4 ¥al—v gy
% — NC sysopt connection permit-vpn =t~ R& A LET,

IPsec N7 7 4 v 7 DAY Z—T A AACLENA NRATHLENHHDIX, ASA DER THI
DVPN 2t hL—XEEHA L, RBIDOASA DT 3 —< L A RIRICT B8
T4, . IPsec /37 v M EFFA[T 5 ACL % access-list =~ Rafif L CER L. 2hzx
BGIHA A —T oA AW LET, ACLZMEMATHE, ASAZBIBTED NT 7 47
ZIEMICHRE TEE T,

WOHITIE, ACLEZT = v 78 3IZ ASA Zilimd D IPsec N T 7 4 v 7 & A F—T NI LE
j‘o

hostname (config) # sysopt connection permit-vpn
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\)

(F)  nosysopt connection permit-vpn 2EXE AL TN D & X, NS v X —T =2 A ADT 7
v X Z—T7h denyipanyany ACL #FFOMH T L S ITRESNTWE LThH, 774
Ty R OE S LSl N T T 4 ZITEFR S NET,

RSNy NU—T~D, A MY —HA NEZIZVE—FT 7 EXAVPNKEHRTO
TR Ay hu—)LT 572D, nosysopt permit-vpn 2~ REHNEA X —T =
A ALOT7®A ara— UAK (ACL) E#HMAGLETHEHALEIELTH, 9
FLNEFEHA,

sysopt connection permit-vpn i, FDOXNRDO 8T 7 4 v 7 OEFE~< v T NH DT> T
HALE—=Tx2 A RIKTHACL (AT T MORS) &, fOTXTDOA 4 —T =
A 2D (7D b)) ACL (AJ) (£ ) ACL Tid7e\) Z/3A /A LET,

ZOX IR TIE, WEOBEET 7 B AR A X—T /> TW\W5H &, ACL (3 &
T, 22— —IXSSHZMEMH L TASAICH| & T Ed, NExy hU—7 kA~
DRARD T 7 4 v 7IZACLIZE>TELL 7 ay 7 SNETHR, WEA v F—
T o A~OEFALENTZB@B N T 7 v 737 eyl ERNFERA,

shBLWhttp 2~ RiE, ACLEXYV &7 T4 AV T 4 BREL< 72V ET, VPNEY 3
VBN Y 7 A~D SSH, Telnet, £721XICMP 7 7 ¢ v 7 &4 5I12iE, ssh,
telnet, BEWiemp =2~ R&2EHA L £,

AIB—TTARRA LT T4 YT DHR] (NTE=Z2Y)

ASA IZIZ, TPsec THR#ESNTZ N T 7 4 v 712K LT, RCA Y F—T A4 ZADHAY ZFFH]
THZEIWLEY, VPN Z T4 T2 F3BIOD VPN 22— —(Z IPsec TIR#ESNT- N T 7 4 v 7

BEETEDLHENDY T, [~ATE=2T) ELHMEEND Z OMAEIZ, VPN/NT (ASA)

ERNLTHERH LTS VPN AR —2 (I T7AT 2 F) ERBRTIENTETET,

AT LD, BIEVPN b T 7 4 v 7 ZBRUA v Z—T =2 AN L THEEILENT
WRWRT 747 LTIUEALY NTHZELTEET, ZOBREIX, =& 21E »7
Uy b bR U TRRUVIREET, VPN ~DT 7B R L Web DT T 7 RO 5 %247 5 HBEHN
B VPN 7 AT 2 MIESLOFREMEDN B Y £77,

TOXIEZ, VPNZ AT MLIBVPNIZ IA T F2IZKLTEF=2T 2 1Psec b T 7 1 v
D EEE L, ST 92 Web H—"—|Ck LCHIEEAL SN TWARN R T 7 4 v 7 23%E L
TVWB I LERLTOET,
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B sz xmrs7 0B NTOEESE

LATEZVTISA V3 —T oA ANEEEEERTHVWPN I 547 2 +

Public web
server

g Client VPN
Security ﬁ\ laptop 2

appliance o
192.168.0.0 el L

¢ 192.168.0.11

Client VPN

— Unencrypted traffic
1 Ipsec/SSL encrypted traffic 192.168.0.10

143170

COMREARET AICIE., Fue— )L a7 4 ¥ 2 L—3 g F— N T intra-interface 5|4 %
fBELT mme—securlty-trafflc av s REETLET,

o< ROMELIE, same-security-traffic permit {inter-interface| intra-interface} ¢,

WO TIE, £V H—T 2 A AN T T4 v T A FZ—TMITBHFEERLTNET,

hostname (config) # same-security-traffic permit intra-interface
hostname (config) #

)

()  samesecurity-traffic =~ > KiZ inter-interface 5|3 25 E 425 &, X2V T 4 L~UL
BR—DA 2 H—T oA AW OBEDPFTEINET, ZOHEEIX., Psec HERICEAD L
DTIEHY FH A, FEHICONTIE, ZOF=2T LD ([ F—T o f A NRNFA—H

DFRTE| ODEEZBRLTIE I,

AT TR FEHTAIZE, A =T A ANNT 7 4 v 7 I128I1F 5 NAT DJEEEIH |
ICEHEMENTVD L DT, WU NATL—L A ASA A VF—T =2 A ACEHATIHILENH Y
F7,

ARA—TARRA LS 7499125175 NAT D FEEIE

ASAMNA LV F—T 2 A ZAZEN L THBLENTWARW R T 7 4 v 7 BIRETHITIE, TDA v
H—T 2 AZKTHNAT A X —T NI L, TTAX=FIPT RLRENRT Y v 7T —
T4 VT AREIR T RV AICEMT ANERHY £ (7272L, e— DNV IPT KL A F—LT
FTTIEATY T IPT RLAZEH L TWAEAIEREET) . ROFITIE, 7747
IP /= IWINBRIESNTZ N T 74 v 712, AV F—T 24 APAT b—/L &AL TWET,

hostname (config)# ip local pool clientpool 192.168.0.10-192.168.0.100
hostname (config) # object network vpn_nat

hostname (config-network-object) # subnet 192.168.0.0 255.255.255.0
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7974 I IPsec v a L ERESSLVPN £y L 3 v ogxs0EE [

hostname (config-network-object) # nat (outside,outside) interface

72720, ASARZDRICA VZ—T 2 A ANLEFLSNIZ VPN T 7 4 v 7 2 X515
Ay NAT /IR TT, VPNEANTE=2 2703, NATZ AL T LA ThiiEL £3, T
RTCOFRIFENT 7 4 v Z7IINAT 23 5121%, Eitoa~y R&EFEEST 57217 TF, VPN
M R7 7427 % NAT PHRERT DI, RO X DI, VPN N7 7 1 > 7 D NAT ffrz
FitFLavr FE (FRoa<wr Ri2) BiMLET,

hostname (config) # nat (outside,outside) source static vpn_nat vpn_nat destination static
vpn_nat vpn_nat

NAT L— L DOEEHICOWTIE, ZO~==o27/L® [NAT DiEH | O=EEZHR LT EW,

797475 IPseczy 3 F=ILSSLVPN 7 2 3
VDBRRBDETE

VPN & v a O % ASA DFFAl T 28 KL 0 b/ SWEICHIR T 2121%, Z7r—r0r 3
74F¥a2lb—varyE—RKTvpn-sessiondb =~ K& AL ET,

vpn-sessiondb {max-anyconnect-premium-or-essentials-limit <number> | max-other-vpn-limit
<number>}

max-anyconnect-premium-or-essentials-limit ¥ —V— Ni&, X277/ 7 kv a v
DI KB E NV L ETA B ATFRERBU T THRELET,

\}

GE) FELWwISA kA, HE., BE, BXO0a—¥F—¥iI. 2nboa~vy RTHREINA

<V FELi, TEF=27277A47 2k Ordering Guidel  (http://www.cisco.com/c/dam/en/
us/products/collateral/security/anyconnect-og.pdf) ZZHMR L T 720y,

max-other-vpn-limit ¥ —7 — RiX, (X277 74 7 kv albio) VPNEY T =
Y DIRKREE 1 LA BT A v AR KRBT THRE L 4, ZhiZiE, Cisco VPN Client
(IPsec IKEvl) B L O'LAN-to-LANVPN v v a U EENFE T,

Oty va YHORIRILZ, VPNr— AT v ZRICER SN zn— RRICEELET,
RIZ, K Anyconnect VPN & v 3 3 U OHIR%E 450 IR ET 5612~ LET,

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 450
hostname (config) #
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B omchapsecs5 70 UES Y LALEROEDHDISAT Yk 7y TF— kO

BFalENndIPsec 7V A7 M JED 3 LANVHERD
=D ZA4F7 Ty ITT— FOFER
A\

GE) ZoOHEOERIZ, Psec HftlcORMMA I NET,

ATy

ATy T2

IIAT N T T T — MERREFERT L L. FRICWHWDEREIL, VPN I T~ V7
N TET v 7T — T HEE VPN 7 54 7> b 22—V —ICHBIIZEHTE F9,

JE—haz—F =%, BROVPN Y 7 b =27 "=V g o F3N—Fo=T7 7547 b
W=V a v EFEHLTWDAEEERH Y £7°, dient-updatea~> REHEHATHE, WOTH
JIAT RNV EYa DT v T T— A X —TMILT, Ty 7 T— el T 52774
TURDEATEBIRNI Y a VB SEREL, 7Ty 77— haelf33 5 URL £721LIP 7 K
L AZERBETEET, £72, Windows 7 74 7 hOBEIE, A7 a T, VPNZ T4 T
VERN—=T g ET T T = NTAMNERHDH I LB —YF—ZBHTE £7, Windows 7
FGAT VMR LTIE, EHaFETTHA = A b ea—F— 2t TxE4, Zoav
IZ. IPsec UE— K 727 EBR RV TN—TF A FICOHRBEHEINE T,

IIAT N T T TF—= b EFTTHIE, K74 Xalb—varE—RERIT Y
Fb T N—Tipsec @7 4 ¥ 2 L—3 3 E— R Cdient-update =~ > K& AL %
T, VEVa vFEBOVANMIBHLY 7 by =T "=V a 2T TICETLTND I IA4T
OB, Y7 N T EREHTAINETHY FHA, VANIHDLY T T =2T A=V 3
VEFITLTCWRWI TAT U NOBFEIE, Y7 MU =T EEHTHLENDY £, ROTF
B X, 2947 N7 v — b hOFATHEEZRLTWET,

FIE

Jua—\) a7 4F¥al—aryE—RFTC, ROaA<w REANLTIITAT N T v
T—heA X =T M LET,

hostname (config) # client-update enable
hostname (config) #

Fa—s\ ) ary7 4 X¥al—arET—RT, FEDXATDTXTOITA4T 2 MIEH
THI ATV NT T T—RNONRTA—ZERELET, DFEV, V7 IAT L NDOXAT|
T T—=r A A=V ERETHURLEIZIPT RLA, BIOHFAIESND Y BV a &
FLIRGE I TAT o NOFFZEHRELET, RRK4ODI Y a v FESE I~ TRY-T
HETEET,

2—HP—=DITA T NI ETa rFEN, HELZYEYa v EEOWTANE T 5
B EDIITAT U NeT v T T — T BAREIIHY FHA, ZOa<wr NI, ASAEKIZH
o THREINTWDEEA TDTRCDITATV  NDIIFTAT U NT v 7T — MEEZRTEL
3
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ATvT3

BTSN IPsec V54T b UEDaY LALERDEOOS 547> b7y F5— oA [l

ROWL 2L ET,

hostname (config) # client-update type type url url-string rev-nums rev-numbers
hostname (config) #

FERFREZR Y T A4 7 RO XA 71X, win9X (Windows 95, Windows 98, 35 & " Windows ME
7T v b7 —2L&xEEe) . winnt (Windows NT 4.0, Windows 2000, 3 J O Windows XP 7
Ty N7 3 —2%%ET) . windows (Windows X—ADTXTDOT T N7 +—AhLxEie) T
ﬁ—o

JEVarEBEDVARNMIDDLY T 2T N=Va v a T TICETLTWE Y I T bD
e, Y7 N2 TEEFTHLEETHY FEREA, VANIHD Y7 b =T RX—=Ta %
FATL QW WI FA TV bOBAIZ, Y7 N =T 2FHTHLERHVET, Zhbn
TAT U N T 7T T— b 2 NUNGL3DOETHETDHZ ENTEET, F—7— Fwindows
FRETDHE. FAENDTTO Windows 77 v b7 +—L 08B 3—XE$, windows

ERETHHEIE. 4 O Windows 7 7 AT > b A4 FIFRELRWTLIEEN,

G¥) T TOWindows 7 747 > FTlX, URLOF' L7 4 v 7 AL LT r ka/Lhtp://
F 7oL https:/ AT H20ER BV £,

wOBTIZ, VE—FT 78X MRV ITN—TDIFAT v N T v 7T — kT
A—HEBRELTVET, Va0 %&F461ET v 7T — M BiGd 572500 URL
(https://support/updates) #5E L £,

hostname (config) # client-update type windows url https://support/updates/ rev-nums 4.6.1
hostname (config) #

HDENE, BHTEDXATDTRTOITTAT 2 FTERL, lxD N2 T A—FEF 00k
ODITFTAT L N T v T—haeRETEET (AT v 73 %25H)

(F) URLOKRRBIZT IV r—varaxGH52L7T Bl
https://support/updates/vpnclient.exe) . 7 7/ VU 7 —3 3 & HERIZE
T L5007 T U ERETCEET,

FFED ipsec-ra k> RV 7 /V—T7 O client-update /N7 A —HX Dty NEERLET,

bV T =T ipsec JBMEE— R T, bRV ITN—=THLZDIAT T T TF—FSh
oA A—TERSTAHAURLELIFZIP T FLA, BIWIEYVa v FersEELET, 2—
P—DI F7AT L OV BV a UFEEN, HESNTHWDHIEYa UFEEonTnne—&%L
TWAEE, 27947 NeT v 7T — T 08I £ A, =& 21X, Windows 7 7 A
T MDA, Oa~vwy REASLET,

hostname (config) # tunnel-group remotegrp type ipsec-ra

hostname (config) # tunnel-group remotegrp ipsec-attributes

hostname (config-tunnel-ipsec)# client-update type windows url https://support/updates/
rev-nums 4.6.1

hostname (config-tunnel-ipsec) #
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B ovvrrag~onTaysTiEs P T KLROEE

/3
),

AN

7
=

ATy T4

UEE) 72947 o7 v 77— bHRMERIHXO Windows 7 74 7> FEFEH LTS
TIT 4T =Pl EEE LET, N0 —F—ZFRy T v T T 4 KRR
FoREN, 77UV EEELC, URLCTHRELEYA b OT v 7T — a7 hu=T
FEUO— RTABaENRtENEST, 20X v — TCRETRERER X URL 721 TF
(AT v 2 FEREF3EBR) . 77T 47 TRO—Y—(F, KEO 74 HHE A >
t—UEZELET, ZOBHL, TRTO MRV TNV—TDOTXCODTIT 4T 774
TV MIEET D, FREBEED MRV ITN—TDI T4 T v MIEETEET, &1
X, TRTCDO RN TIN—T DT RCDT I T 47 77472 Ma@mT 585505, Fitk
EXEC E— FTRDa~vr R AN LET,

hostname# client-update all
hostname#

2—PF—=DITAT L FDY BV a UFESBEEINTND I BV a VEFOWT AN E —E
LCWAEHE, TDIIAT Y N7 v 77— T 20837R<, @A v —ViFa—HP—
WICIEE SN ER A,

RDBERY

)

CE) 27947 MEBFOHX A 7% windows (Windows X—ZADTXTDF T v b7 4—.L0)

WHEL, 20k, MU= T 4T 41l2windx £721Zwinnt D27 54 7> NEH LA 7
EANTAVLERELZESIT. FT20a<wy FonoEX Twindows 7 54 7> F &
A 7 E=HIBREL TG, B L client-update 2~ > REEHA L THLWI IA4 T b 2 A7
wHRELET,

) IPEHADONATEIY Y TIZKEIP7RLRA

+
i<

A

Fhi, W%y hU—27 T, B0 Y ToHNRZa—D/LIP T RLATIEARL, VPN ETDHE
B IP 7 R AZMHAT 258050 £, VPN Tld@s, Wity hU—21c7 7824
BT, BB Ton-u—HVIPT RLARETIHRESNET, =720, WY — 1 —
BIOXY hT—27 EF a2 UT 4 BETOEBEOIP T RLACHESS AR LI, v—hL
IP7 RLAZEBL CETOEBEONRT Y v 7 T RUVRIZERTHARH Y £7°,

ASA Tix, WE/MEENRF Y NT—=T D VPN 7 TA T hOED B THNZIPT KL A%
NT YT (FEIL) IPT RURICEMRT Z2HENEAINE Lz, ZOMIZ, NExy b
U= BLORy U= X2 UT 4 R v—0F—F >y b —R_—/HF—E 20N N
F v hU—=7DOEY B THNTZIP TER<, VPNZ FA T hONRT Y v 7 EFIHIP LD
WEEMNEETDHIUSTVAETR— N LET,
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ZOMEEIX., PR TN —TF LI oD, v H =T 2 ATA =TT LI LN TX
¥4, VPNt v a UBRHESLEZITUI S NS &, 7Y =7 b NAT L— /L2 8RB
JUOHIBRENE T,

N—F 4 7 ORMBEDD . Z OBENLETRWVEA T, - OBREOHEAITHER L WA,
L HY— (IKEV) 7 9A4 T b ¥FaT 7747 N EFEFR—bLET,

*NAT RV —BIXOVPNARY U—R@#EHIND LI, XT VT IPT RLA~DY
H—2 NFTT7 4TI ASAICN—T 4 VT SNAVERH Y F3,

cHDBTOHNTEIPVABEIONRT Y v 7 T RUVAREFEZYR—FLET,

* NAT/PAT 7 /34 ZDEHRIZH HEEOET 1TV R— F S EH A,

e B—= RN ART UV TIER—-FENFEEAL V=T 4 VT DREDTZD)
e —IVTEFY AR FESNEREA,

FIE

ATFY Tl ZJu—r a7 4 Fal— gy £— KT, tunnd general # A )L £,
ATV T2 7 RVALEWE A F—T T DITIE, RO EFEHALET,

hostname (config-tunnel-general) # nat-assigned-to-public-ip interface

o<y RNiE, EELCORTY 7 IPT RLRIC, B Y THNEIP T RLAD NAT &~
Vo—% KA v 7124 A =L LET, interface (L. NAT DML 2R ELET,

ATV T3 T RUVAERAET 4 B—T T B0, ROETEHHALET,

hostname (config-tunnel-general) # no nat-assigned-to-public-ip

VPN NAT 7R & —DRR

T RU AL, L4 T2 BNAT A=A LZEALET, D, VPN
NAT RV > —ik, FEREINTAT V=7 FNATRY — L RERICERESNET, kOB
T, B0 YBTHNIPE LTI5.1.2264%H LT, 7 DO/RT YU w7 IPE L TT75.1.224.21
EREALET,

hostname# show nat

Auto NAT Policies (Section 2)

1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315

prompt# show nat detail

Auto NAT Policies (Section 2)
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1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315
Source - Origin: 95.1.226.4/32, Translated: 75.1.224.21/32

outside T X a7 7547 F BERT AL L EZ—T A ATHY ., insdelTH LW L2
NI N—TZEHEDA L H—T = A ATT,

\ )

GE)  VPNNATR YU v—R3¥AF Iy 7 ThY, REITBMINZRNZH, VPNNATA 7Y =
7 FEBIO'NAT R U —I%, show run object L' 7" — k33 X O show runnat LR — k5 IE
FRITR D F7,

~ )
VPN v > 3 VHIBRDEKRE
IPsec vy g SSLVPNEy g id., 7y b7 +—b L ASA TA B ANYHR— K
FTHRY, WS OTHIITTEET, ASADIRKRKEY v a vV EBEELTA U A EFREETT
AT, Zu— )L ary 7 X2 lb—3i g F— RTshowversion 2> REZA AL, T4
o 2D a BB LET, kOFIE, 2o~y RO hnboavw L NS4V A
DFEHRZTRLTCWVET, b —HOHNIIZT A7-DICmEINTWVET,

hostname (config) # show version

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 500 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual
Security Contexts : 100 perpetual
Carrier : Enabled perpetual
AnyConnect Premium Peers : 5000 perpetual
AnyConnect Essentials : 5000 perpetual
Other VPN Peers : 5000 perpetual
Total VPN Peers : 5000 perpetual
AnyConnect for Mobile : Enabled perpetual
AnyConnect for Cisco VPN Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
Shared License : Disabled perpetual
Total TLS Proxy Sessions : 3000 perpetual
Botnet Traffic Filter : Disabled perpetual
IPS Module : Disabled perpetual
Cluster : Enabled perpetual
Cluster Members : 2 perpetual

This platform has an ASA5555 VPN Premium license.

FAEVR ) Y—RENY BTORT

Y —=2E0 B TaFoRnT 5123, Roa~vr FefHLET,
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asa2 (config)# sh resource allocation

Resource Total % of Avail
Conns[rate] 100 (U) 0.00%
Inspects[rate] unlimited
Syslogs[rate] unlimited

Conns unlimited

Hosts unlimited

IPsec unlimited
Mac-addresses unlimited

ASDM 10 5.00%
SSH 10 10.00%
Telnet 10 10.0%
Xlates unlimited
AnyConnect 1000 10%
AnyConnectBurst 200 2%
OtherVPN 2000 20%
OtherVPNBurst 1000 10%

A4 R ) V—RERAEO R
YV AR A R HIC, KOy KA LT

)

() shresourceusagesystem controller all0 =~ RZEH LT, 77 v h 7+ —AHRE L
THIRR DD AT I LNVOEREERRTHIEHTEET,

ASA (config-ca-trustpoint) # sh resource usage

Resource Current Peak Limit Denied Context
Conns 1 16 280000 O System
Hosts 2 10 N/A 0 System
AnyConnect 2 25 1000 0 custl
AnyConnectBurst 0 0 200 0 custl
OtherVPN 1 1 2000 0 cust2
OtherVPNBurst 0 0 1000 0 cust2

VPN v < 3 > DOHIR

AnyConnect VPN £ > 3 & (IPsec/IKEv2 £721X SSL) % ASA TFFAISNL TS LD H/hE
UVMEIZHIBRS 5121E, Zr—230 a7 4 ¥ 2 L—3 3 > F— KT vpn-sessiondb
max-anyconnect-premium-or-essentials-limit =~ > RZEH L £, &> a »ORlRZHIBRT
HIZF, Zoavwr Fono A A—ya rEERALET,

ASA DT A ¥ A T500DSSLVPN v a U 3FFAf STV T, AnyConnect VPN & & 3 =
VA 250 ICHIFR T B 5A1E. ko a~<w > REATILET,

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (config) #

o a VORIRERIRTAICIE. Z0a<vr ROono A A—Ta Y EEHALET,

hostname (config) # no vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (confiqg) #
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B vavzorssr—reomm

IDEEBAZEN RIS IT— FEDFER

X2 T I T5A4T > h TIKEV2 ho X a 32Ty To— 325 L %12, ASAITID FEHE % H
TAHAVERHVET, IKERUYE—KT7¥R NFAXMNFAL Y FOBREICITE, RKOa~<v R
A LET,

crypto ikev2 remote-access trustpoint <name> [line<number>]

IDa<wry REERTLE, XTI T7A4 T ME, v Fa—YP—D L —T7ERE Y
R—RTEDLEITRVET, 20O T A RKA LV NEFRFICRETEET, RSAZ 2D,
ECDSA %2>, FRIFENEFN 1 DTOERETEET, ASAIX, BELIZFNTFA KA b
VARNEAFXY L, 77947 MR R— b TE5KPID 1 D%&BEIN L F7, ECDSA = {FH
THEAIE. RSA T A RKRA LV FOFNS, ZORTARKRA V bEBRETILERDH Y £
7

THEFA T aid, NTARNRA Y NEHAT T ZOEZEELET, @, 204
Tva ik, BoOTEEIRBLOFEEMLZ2NWT—FEIC N T A FRA V bEFFEATDHZDIC
FERHEINET, ITRHEESNTORWEA, ASAIZU A FDOKREIZN T A MRA v bEBINL
£7,

TTIHFET DR TAMRA L FEBEBMLES L3258, =T —NERINET, HIFRT S b
T A NKRA > M ZEFRE L72\) T no crypto ikev2 remote-access trustpoint =~ > K& 9%
ELTFTRTORTFRAMRA U b ar7 4 X¥ab—ya rPEIBRESNET,

BEEa7DT—ILDEKRTE

MR~ VFTraty 7 (SMP) 77 v b7+ —LATOM a7 OB 4 Ta2LHEL
T, Bx%aT72IA47 Y FTLSDILS h T 7 4 v 7 DAN—T"y b ESEDH 2N TEE
T, ZOEHIZE ST, SSLVPNT —# A"Axp3mdfb s, %2727 47 0 Av—F
R, BROFR— MERICBNT, 22— V=238 C& 287+ —~ A0 ERFEH L &
T WOFIATIE, 7N arTFFANE—RELEFIVAVTFT arTFA R E— FNTH L
AT DT =N ERELET,

FIE

We7r st L —2 7oty YoR0 S TEHEELET,
crypto engine acceler ator-bias

+ [balanced] : B 5k N— Ko =7 1 YV —2&Z¥HEI1Z5E L E£T (Admin/SSL 5 L OV IPsec =
7) o

* [ipsec] : IPsec ZHBET2 KO 1T Bl N—FRD =27 U Y —2%ZH Y 5 TET (SRTP W5
ICEF ST 74 v 7 2ET)
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T4 2y

ATy T

ATy T2

ATvT3

g4+399 270y bk tvryvingz |

* [ssl] : Admin/SSL #8535 K oI5k — R =7 VY —2ZH 0 4 TE¥, SSL
R=2D¥HFa2T 54T VE— T Z7EAVPNEY Va2 R— 5854
X, TONRAL T AEFEHLET,

1 -

hostname (config) # crypto engine accelerator-bias ssl

DRTVy b bORYDTDETE

EAFIw 7 ATy b U7 TlE, P RIVORENEZIC, DNS KA A 4412 S0
TERIICAT ) v MR PR U T R2ITH N TEET, ¥4 FIv 7 2T v b b
RV T HFBRETDHITIE, DAZLBEEEIER L, 70— R o —TEBMLET,

1R BRI

Z OREEEFE T 5121%. AnyConnect U U — 2 4.5 (F72IXFNLIE) BHETT, G
WX, [About Dynamic Split Tunneling] ZZH L T 7230,

FIE

ROA~ 2 KT, WebVPN 27T F XA MIBITF LW AZ LBMES A TEHEZLET,
anyconnect-custom-attr dynamic-split-exclude-domains description dynamic split exclude

domains

VPN h U RN D 7 F AT 2 MZ XL DT 7B ABRRERK 7 T U R/Web ¥ —E DT,
EEAEERLET, =& 21X, Google Web H—E R |ZBIF 5 DNS RAA L ZADY A REL
T. Google domains ZEBN L E9, BYEMEIX VPN R R BERINTD RAAL 4D Y A B
EE. WOBDE S, Hr~KEVE (CSV) BT 2480350 £,
anyconnect-custom-data dynamic-split-exclude-domains webex.com, webexconnect.com,

tags.tigcdn.com

ROA L RT, UANZERSNTWDHA AL LEWEEZFFEDRY o — 7 —7FI5BEM L E
‘@—o Z hﬂi\ gI'Oup-pOliCy E‘lﬁ@ = ‘/5: 3,\’;( ]\ T%ﬁi é hi ﬁ_o anyconnect-custom

dynamic-split-exclude-domains value webex service domains

RDBERY

ATV haeGL bR YV ITRBRESNTWDIEAE, XA T Iy 7 A7 Y v MNshE, A7
Vo haE Xty hU—ZIZDNSJEEIP T RLAN I DL EGENDHEEDH, FITENTE
T DNSIGEIP 7 RLAERT Y v haGlery NT—T7 OWNTNIDOMICE -T2 ERY
DARWEE, T_XTODNSJSEIPT FLAIC—HTEH I 74 v 2713 TTIZh kU o7
BN ENTNWDTD, XA T v 7 A7 Y v MRAADEITIIAETT,
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B ==vnrorione

EIR VPN k

ATy T

ATy T2
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URILDERTE

EHE VPN kL kb, :yPa%ﬁ’;ofww%ﬁﬁ%ﬁéMékgﬁﬁf&<\7
FTAT Y N VAT LAOBEBRNADLT-NHERNR Y T —7 ORISR SNET, £7 1 A
v U —27|Z VPN %41 Lfaw%#ﬁé (ZHERE L7220 T 8 ATk L CIIRRIS, Ao
*7 4 A>T RARA > kT Patch Management 2179 Z L3 TE £9, Z OREREIZIX, N
Iy NU—T DB A MNELETHZ U RARA L FOSO T A A7 YT MIXTHAY v b
HFET,

BWELVPN oMty R a—PFIC LiBElN chr720, 22— 77V r— g 02k -
TR ENTR Yy NT—2 NI 74 w7137 74V N TEEBLZZITERAD, (b |2&H
VPN k> ROAEICERE S ILET,

B A PMMERTHD L —F—nbWESNTHGE, BHE N CORADBEUIIRE ST
WATREMED B 0 E 3, BB, FER SN, IR, BLOEE VPN X LD R 7 7L
Ya—T 4 7OV TIL,  [Cisco Secure Client Administration Guide] Z &R L T 72 &0y,

15 H B HIIC
AnyConnect Y UV —2 4.7 (E721XZNLIRE) D03

FIE

Ty Zma—RKLTr 77 AL (profileMgmt) A8 b o R CHEM S TWD b xr
TN—TIw v B 7 INTNWDH T N—7 K v— (MgmtTunGrpPolicy) (ZiBH1L F7,

717 7 A V3 AnyConnect HELVPN 7' 7 7 A )L Th 5 Z & Z/r 77121, anyconnect profiles
a2 RIZ typevpn-mgmt =& &£ 7, i#% ? AnyConnect VPN 7' 12 7 7 A /LT type user C
hd‘o

group-policy MgmtTunGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt

a—H bR AEER A L TEBL VPN e 7y AV ERBT HI2IE, Ty r— RER
a7 7 A (profileMgmt) Z=—H R RV THER SN TVD L Z—l~v
v s n—>71Y — (DfitGrpPolicy) (ZiEML £9,

group-policy DfltGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt
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755747t WNEy v avozs [l

TOT47IEVPNEY S 3 VDRTR

WO RE w7 TE, VPNE® Y v g UIERERRT D HECHOWVTEHALET,

IP7 RLREATRDT I T4 75 Fa2T795347 0ty 3
VDR
G RIA L AV ST 2 A ARMIILT, 7774 TR EFaT I TAT Y ks

VEFRT DL, FFHE EXEC £— R show vpn-sessiondb anyconnect filter p-ipversion & 7=
IZ show vpn-sessiondb anyconnect filter a-ipversion =~ K& AT L E 7,

e T RIRA L FDRT Y w7 IPvA ET2LIPV6 T RV AT A NZ ) T ENTT 7T 4
ThReXaT /74T beyvaraRRLET, X7V v 7 7 RLRAE, fFECEL-
Ty FARA L MZHID B THNEZT FLATT,
show vpn-sessiondb anyconnect filter p-ipversion {v4 | v6}

e LU RRA Y FOEIY Y THNTIPVE F720XIPV6 T RLATT 4 NVE ) U T ENT-T 7
TATIREXaTIIA4 T by varaRRrLET, B0 Y THEAT FL AL, ASA
WZEoTE®EXFaT 7747 MIZEDYToNET RLATY,

show vpn-sessiondb anyconnect filter a-ipversion {v4 | v6}

show vpn-sessiondb anyconnect filter p-ipversion [v4 | v6] O < > KD H S

hostname (config) # show vpn-sessiondb anyconnect filter p-ipversion v4

Session Type: AnyConnect

Username : userl Index : 40

Assigned IP : 192.168.17.10 Public IP :198.51.100.1
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1) SHAL
Bytes Tx : 10570 Bytes Rx : 8085

Group Policy : GroupPolicy SSLACCLIENT
Tunnel Group : SSLACCLIENT

Login Time : 15:17:12 UTC Mon Oct 22 2012

Duration : 0h:00m:09s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

show vpn-sessiondb anyconnect filter a-ipversion [v4 | v6] 2 < > FDE 5

hostname (config) # show vpn-sessiondb anyconnect filter a-ipversion vé
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B r7eLx 547310755 ¢ 75 LAN-LANVPN £ v & 3~ OE R

IP7 LR &
N

Session Type: AnyConnect

Username : userl Index : 45
Assigned IP : 192.168.17.10

Public IP : 2001:DB8:8:1:90eb:3feb5:9%eea:fb29

Assigned IPv6: 2001:DB8:9:1::24

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHAL
Bytes Tx : 10662 Bytes Rx : 17248
Group Policy : GroupPolicy SSL_IPv6 Tunnel Group : SSL_IPv6
Login Time : 17:42:42 UTC Mon Oct 22 2012

Duration : 0h:00m:33s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

A4 TRDFT Y T4 T LAN-to-LANVPN v < 3 > DFE

A RIA A E =T A REEH LT, 7274777747 L ASSLVPN kv
va v EFRT DI, $iHE EXEC & — R T show vpn-sessiondb 12! filter ipversion =~ K%
AN LET,

Zoawy NI, BEONRTY v 7 IPvA T RLAEFIFIANT Y v 7 IPv6 7 RLATT 4 LA
Vo T ENTZT 7T 4 77 LAN-to-LANVPN v > g VAF R LET,

NRTZY w7 T RVAZ, RECL STy FRAV MIEIDETHENET RLATT,

show vpn-sessiondb 121 filter ipversion {v4 | v6}

ISE7R1) —@ERIZDLT

Cisco Identity Services Engine (ISE) 1%, t¥ =V 7 4 RY o —FHB L OHE7Z v b7 4 —
LATY, AR VA VLA, VPNEROT 7 At x2 VT 1 27T I7A4T7 A% H
b, 7ML ET, CiscoISE (FFIZ, Cisco TrustSec LHHEL TEX a7 77 2R &
FANT 7R L MAFAT A AR DBIAR (BYOD) A =77 4 7 &Y R— |
L., EAARY >—%@EHT 27D I ET,

ISE Change of Authorization (CoA) FEREIZ. FEFE. 7], BEIORT U T 17 (AAA) B>
varoEhE, By v a VHENIRICEE T D200 A D= A 8w L E T, AAA D2 —
P—Fllda—— 7 NV—TDORY > —%EHT5HE, ISEND ASA ~CoA N7 v M EHE
EELUGREZEOELEL, LAY o—2@HATEET, 10 T4 RATFT ¥ EHiRA >
k (IPEP) 1%, ASAIZL > THENLENZK VPN Yy v a 778X ar fr—L U X b
(ACL) Z#MAT20EIIHY ¥ A,

ISERU v—DFEfEiX, RO VPN 7 747 > hTHR—FZNTWET,
* [PSec
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ISE K & —EMAI<ET 5 RADIUS H—/i— T L— Tz ]

XTI TAT U
* L2TP/IPSec

\)

GE) ZA4FIvZ7ACL (dACL) R®tX=2 VT 4 ZV—F %27 (SGT) R ED—HDORY >—
BRIV ER—FEINTWETN, VLANED LB TLIP T RLARAED Y TR EDORY) v—
BRIV FR—FEINTWHEEA,

VAT A T7a—IkOLEEBD TY,
1. =R a—¥P—2RNVPN#EREALERLET,

2. ASAE, ISEIZR L Ca—Y—%FFEL., X v MU~ ~DRET 7 B A2 #MHTH2—
W— ACL 2T HD £9°,

3. THULT AU TBREA v E—UNISEWCEREEN, By a B EgEEnE1,

4., RAF¥ TEAALV FPNACT—V 2 M EISERICTESZTONET, 207 ok AL,
ASA |ZFEEM) T,

5. ISENCoA D KRV —Fvia] A LTASAICKRI U —DFEHFEZEXELET, Zh
XV, Xy hU—F TR AMEREED DH La—P— ACL Nikpl S E 9,

)

GE)  HBRDOCoAEHZIN L., B D T A 7 X A LAPITEBMDR Y ¥ —FHlA ASA IZFEEAYIC
ThN35E1H Y £,

ISE A1) > —EAIZEE9 % RADIUS H—/\— F)L—TDHETE
ISE RV > — DMt & ] 2 1 2 —7 29 512iE, ISE 3—/3— D RADIUS AAA H—/3—
TN—THHFREL, == TV —TIZBMLET, VPNIZ PRV TNV —T2RET D
BT, IV —TFTAAA P —E R Z DY —R"— T —T%2EE L ET,

FIE

AT w71 RADIUS AAA Y —"— J—TZERE L E 7,

aaa-server group_name protocol radius

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) #

ATv T2 AAA V—— J)L—T7® RADIUS BHJF8 7] (CoA) V—E A% A X —T NI LET,

dynamic-authorization [port number]
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B se &y o —ERIzEET 3 RADIUS $—/\— S L— T DRE

R— FOEIMEETT, T 744 FME 1700 T, $5E T LEHIT 1024 ~ 65535 T1,

VPN b & L TH == =T % T 5 & 55T % RADIUS H—/3— 7 /L— 743 CoA
WA B S L, ASAIZISE S0 CoA R Y v —HHMAR— &Y v A LET,

hostname (config-aaa-server-group) # dynamic-authorization

ATFw 3 FHFICISE ] LAaWEE1E. RADIUS — " — Z L — 7|25 LER A& — RE G0
F7,

authorize-only

L, == TN —TERAIEH T 5 & &I, RADIUS 7 7 B RELR A v &— 78,
fMA#~N~%;ﬁﬁéhfméAxU~bﬁﬁ;ﬁbf\ FEPTEE ) 2k & LTS
nzzZEuaRrLTWET, radiuscommon-pw =~ > K& L C RADIUS H—/X—p i@ <
AT — RERETDHE, TONRAT— RFERSNLET,

f:ki— \ mhuE 0)“&‘—‘/\‘—‘7/]/‘—‘7‘( if£< uE%i%'fﬁﬁﬁj‘éia/\ \ ntujiﬁrﬁﬁq}b‘ \‘
PHEHALET, VPN N RV TORAETH T T 4TI @#%Aﬂyw%7%ﬁ%#
BEREME N 8 B 36 T,

hostname (config-aaa-server-group) # authorize-only

AFv T4 RADIUSHTIT O T 407 T o 7T —h A=V AREA X —7 I LE
7,

interim-accounting-update [periodic [hours]]

ISElX, ASAREDNAS THAANSLZETHT IO T 47 La— RiZESWT, 77
TATEyvarOT v NI ERFFLET, 2L, By a BT 2T 40T THDLEN
VEE (THIT 4T AvB—VFREIRATF Yy hToF s ay) 25 AMZELR
Mol=GE., ISEIZT —#RXR=—2AnbLZDEyardlba— REfRLET, FHiFRORE
W VPN B S HIBR S NN E D I T 5I12iE, T XTOT 7T 47 By a U IDWTISEIZ
EWNCH T IO T4V THEFA Y E—VEEETLHLIIC, IV—TERXELET,

« periodic[hours] 1Z., ROV — = T N—IZT T 47 La—RekET5K59
WCRESNEZTRXTOVPN Yy a v DT AT 407 La— ROTHH AR &R
EEARX—TMILET, A7 a T, ZhoOEFOXRGHRE (FFFEAM) 2595
TENTEET, 7740 ME24 R T, fEETE HHPAIT 1 ~ 120 FFET9,

e (RTFRA—=H2L) , peiodicF—TU—RRLTZDa~vy REFEHTHE. ASA L,
VPN b > RGN 7 AT BV AVPN &y v a NBIMENT & XICORFRT B
TUT 4 T A /Jz~~‘/%a£{m LET, TUBRELEEA, HilicElv Y Tonss
IP7 KL A%ZRADIUSIZHEINT D720ODT ho T 47 T v 7T — MR ERSNET,

hostname (config-aaa-server-group) # interim-accounting-update periodic 12

ATvTE (fEE) 7 m— RFAalfE ACL & . RADIUS /% v k5 Cisco AV X7 T/ L7- ACL %
mELET,
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ATvT6

ATy 17

ISE K & —EMAI<ET 5 RADIUS H—/i— T L— Tz ]

merge-dacl {before-avpair | after-avpair }

ZOF T v a s, VPNERICOAEA S ET, VPN 2 —HF—D451%, ACL IX Cisco AV
N7 ACL, #7 > n— KA ACL, BLOASA TRESND ACL DB £4, 20
FFar T, F7ru— RABEACL & AV <7 ACL ZfEBT 50 E I 0ERELET,
ASA TREENTWD ACL IZI3EA S EH A,

77 4V hEEEIX nomergedacl T, ¥ 7 > v — KA[fig7e ACL IL Cisco AV X7 ACL & A &
NEHA, AVAATBIOF U n— KalEE ACL O 5255 LIZ35A 1L, AV 2T 2385

L, fEEhET,

before-avpair 47> = &, ¥ U m— RA[RE ACL = |k U 73 Cisco-AV-Pair = kU DHIZ
BESND L OITHELET,

after-avpair =7 > =3 X, # U m— KA ACL =2 | U %3 Cisco-AV-Pair = kU D%
BESND X OITHELET,

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) # merge-dacl before-avpair

(FE) ROV —_R—ZHT /N7 /L —THNDRADIUS H— R — 2 IRET HBR O ERE AR
}\’:._E’L/i‘@‘O

max-failed-attempts number
P, 1 ~5TY, 774/ ME3TT,

0—HNT—=FRX=2EFHL T T =Ny 7 FA (BT 7 v AHH) ZREL TN
BT, INV—THNOTRXTOH— "= ELRNE X, JV—T0E 7R L& RS,
Tx =Ny 7 FAPRPEITENET, b= =TT, BIO AAA BERIZE DT /A
DR, FERE L e SNAREIN 10 50 (T 740 8) Hi &, ZEBICT7+—n "y
FAMER SN ET, FRBERMET 74V b DLERT HITIE, IROAT v 7D
reactivation-mode =~ > KZ& L T 7Z&0,

T =Ny HRE LU TERESHLTWARWES., ASAITBIEFHEE 7 L—TNOY—R— 2T
JEALLHIELET,

hostname (config-aaa-server—-group) # max-failed-attempts 2

(EE) ZNV—TNTHEEDRLE LI —"—2@{ET 77 4 7T 251k (7277 1471k
RYv—) ZfRELET,

reactivation-mode {depletion [deadtime minutes] | timed}
ETNENOFPITRDO LBV T,

- depletion [deadtime minutes] I, 7V —7NOTXTOH— N—3IET 7T 4 Tl oTc
BTOI, WENEE LY —N—%F{T7 774 7L LET, TR T 74V NOFT Y
T4 7T — R TT, INA—TNOEEDY— =BT =T/l lesThb, TDOHKk
TRTCOY—N—%F{EA X —TWIZT HE TORRZ 0~ 1440 7y OFPACTIEETE £
T T 74 ML 105 TT,
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B st xy s —ommRoBEs

ATvT8

ATvT9

«timed 30 D & 7 U O, BEENEE LY —N—2@{T 7T 0 TELET,
hostname (config-aaa-server-group) # reactivation-mode deadtime 20

(&) IN—THNOTRCOY—NR—CT AT 47 A=A ELET,
accounting-mode simultaneous

TIT 4T P AN=EHEEA =Y ET 7 40 MZETITIE, accounting-mode single =
~ R AN LET,

hostname (config-aaa-server—-group) # accounting-mode simultaneous

7' )—7IZ ISE RADIUS #— N—Z B L 7,
aaa-server group_name [(interface_name)] host {server_ip | name} [key]
FNENOBMBAITIKRD LB Y TT,
- group_name |%, RADIUS #—/3— Z /L —T7DA4RITTT,
s (interface_name) I, Y — N—NEZET H7-DIHEHT A4 > X —T = A4 ADLRITYT, T
7 # /v M (inside) TY, H w 2 FTMEHTT,
» host {server_ip | name} iZ, ISE RADIUS ¥—/ 3—®D 1P 7 KL A £ IH A R TT,
skeyld, B a5 b T 270D A7 T g F—"T7, aaa-server-host & — RIZ A% T
key 2~ REZMEHT22E T, ZOF—2 L OHICANTEET, F—Z2RELRWV
L BRI B LSRN ERA (L= T FRN) , ZOFXF X R2TFE TORET M,

DR S, RICFE/NLFOXFNH Y . RADIUS —3— LD F — L[ UfEIZ 72 0 £
—a—o

T N—FINIEE DY —_"—Z2 BN Tx £3,

hostname (config) # aaa-server servergroupl (inside) host 10.1.1.3
hostname (config-aaa-server-host) # key sharedsecret
hostname (config-aaa-server-host) # exit

ISE 7R 1) < — & A D E% TE

NAT—FRIZKBDISEZAAFT IV HEAED-ODVPN k2 RILDRTE

WOHNE, ISE Y— 33— Z—712, IR (CoA) DT v 77— b LR Z L o E i /e
THIUT 4 T RRETDHHEERLTCNET, ISEICLD/RATU— RFRGEEARTET D b
FIV T NN—THRENEGEENTHET,

ciscoasa(config) # aaa-server ise protocol radius
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ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa(config-aaa-server-group) # dynamic-authorization
ciscoasa (config-aaa-server-group) # exit

ciscoasa(config) # aaa-server ise (inside) host 10.1.1.3

ciscoasa (config-aaa-server-host) # key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa (config-tunnel-general) # address-pool vpn

ciscoasa (config-tunnel-general) # authentication-server-group ise
ciscoasa (config-tunnel-general) # accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

ISEZZSEDAHD VPN kU RILDBTE

Iz, ISE f‘m—jwv?ftﬁﬂimﬁéﬁk BAHAD bR TN—T R ET DR ERLET,
P — J—FIIFREEH I 4720 728, authorize-only 2~ > K& ¥ — _— 7 )L—7
a7 4 Falb— g SRR FE T,

ciscoasa (config) # aaa-server ise protocol radius
ciscoasa(config-aaa-server-group) # authorize-only
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa (config-aaa-server-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa (config-aaa-server-host) # key sharedsecret
ciscoasa(config-aaa-server-host) # exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general) # address-pool vpn
ciscoasa(config-tunnel-general) # authentication certificate
ciscoasa (config-tunnel-general) # authorization-server-group ise
ciscoasa(config-tunnel-general)# accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

R)O—DERAD NS TN a—TaT

WDa<r Rit, Ty I TEET,
CoA DT 7T 4 BT 4 ZiBHf+ 51T

debug radius dynamic-authorization

U & A L7 k URL #&RE & BB 51213

debug aaa url-redirect

URL U # A L7 MEBEIZXRTINT D NP 8L — /LB KoRT B

show asp table classify domain url-redirect
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ASA lZ. Secure Sockets Layer (SSL) 7'& k =1/L & Transport Layer Security (TLS) Z M/ L C.
ASDM, 7 7A4 7 FLASSLVPN, VPN, BL VT 7 UHPFX—2DK Ly arDEFaT
Ay —VREEFEB L £, ASA A SSL X— 2D VPN #Efi & FHEE TR — kLT
H7m k=i, SSLv3, TLSvl, TLSvl.l, TLSvl.2 T9, 72, DTLS % AnyConnect VPN

7747 FOBERICHEH S ET,

A L7z &k 212, ROBESHANYR—FShTHWET,

ESEAR

TLSv1.1/DTLS
Vi

TLSV1.2/DTLSV
1.2

AES128-GCM-SHA256

X

AES128-SHA

O

AES128-SHA256

AES256-GCM-SHA384

AES256-SHA

AES256-SHA256

OlO0|O0lO0]0O|0O

DERS-CBC-SHA

X

DES-CBC-SHA

DHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-SHA

DHE-RSA-AES128-SHA256

O]0]0O|0O

DHE-RSA-AES256-GCM-SHA384

—

DHE-RSA-AES256-SHA

ECDHE-ECDSA-AES128-GCM-SHA256

ECDHE-ECDSA-AES128-SHA256

ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-SHA256

ECDHE-RSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-SHA384

OlO0]|OlO0O]O0|OIO0]0|0O

NULL-SHA

X
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S TLSv1.1/DTLS |TLSV1.2/DTLSV
Vi 1.2

RC4-MD5 x x

RC4-SHA x x

)

GE)  UVU—294 (1) TlE, SSLV3F—U— RIZT X CTASAHENLHIFREIITE Y, SSLv3
DY R—=FNASALGHIBRS N E Lz, SSLV3 A F— T /T2 > T DAL, SSLv3
AT varvERELEaY RS T7— MR T —RNFoRSnET, ASAIZT 74/ b
@ TLSVI IZR Y £9,

Citrix E/NA L L — NI TLS 1.1/12 72 ha v zHR— K L TWRWARER A H D £

T AHEMEIZ OV TR,
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf

EZRLTLES N,

ASA 73 SSL/TLS B X UNDTLS #fia x> o — M A%/ o ha)L X—T g VEIEET S
Wi, WOFIEEZFEITLET,

FIE

ATYT1 ASA Nt * v o— b5/ e hal "=V a U ERELET,
sdl server-version [tlsvl | tlsvl.l | tlsvl.2] [dtlsvl | dtlsvl.2]
ZTNENOFHAEFKRDO LB T,

stlsvl : SSLv2 7 Z 4 7> b @hello 517 Afv, TLSvl (LAKR) Zx v =— T 51213,
ZOF—U— R AN LET,

s tlsvl.1: SSLv2 7 7 A4 7> b ® hello 3 F Adv, TLSvl.l (LK) 22 =— T 5I(C
. ZOF—U—FEANLET,

stlsvl.2 : SSLv2 7 4 7> b @ hello 51} AdL, TLSv1.2 (LIf) 2RI =— T 5IC
X, 2OF—U—RKEANLET,

e dtlsvl : DTLSv] 7 7 A 7> b ® hello %3} AL, DTLSvl (LIf&) Z#x2vx=—hd 5
i, 2OF—U—FZATTLET,

«dtlsvl.2 : DTLSV1.2 7 A4 7 h® hello &%} AfL, DTLSv1.2 (LIfg) Zxrdvm=— |
TAHIZIE, ZOFXF—U—FREANLFET,
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GE) DILSOREBILIMEAIL, ¥X=2T7 27747 MU E— T 7 BRBEHROAITTHEH
SnET,

DTLS &A% EDOTLS N—V 3 U ZFEH LT, TLStEvy v a % DILS Yy v a ¥
ERIE EICEF 2T THH0ERHY £, ZHIZXY, diisl.2 28N LIz E X
W2, UsvI2 DR ENHME—D TLS N— 3 20 9, 72, §_XTHOTLS N—
¥ a3 IDTLS 1.0 L AU ETH D720, EED TLS N— 3 % dilsl & —FEIZfE
HA+szncafd,

51
i -

hostname (config)# ssl server-version tlsvl.1l

hostname (config)# ssl server-version tlsvl.2 dtlsl.2

ATV T2 ASANI TAT v M LTEETDHAICHAT S SSL 7 e ha /LB L WNTLS 7' a2 h2/vo)
NR=VarzHELET,

sdl client-version [tlsvl | tlsvll | tlsvl.2]
ZZ T,

ctlsvl: ZOXF—TU— RZFET S L. ASAIZTLSVI 7 54 7 k@ hello #3%{Z L. TLSvl
Llk) Zxadyvxz—FLET,

ctlsvll: ZOF—U— RERETHE. ASAILTLSvVI.l 754 7> F® hello #2%(E L.
TLSvl.l (BAE) #x=av=—FLET,

ctlvl2: ZOF—U— REETH L, ASAILTLSVI2 7 T4 T 2 h® hello Z%{E L.
TLSvl2 (UItk) Zxravxz—FLET,
SSLZ 947 ba—niZxf LCDILS #4252 L3 TcE i,

51
i -

hostname (config)# ssl client-version tlsvl

AT 73 SSL., DTLS., BLWRTLS 71 F 2 LOREALT7T LT Y ZLEEELET,

ssl cipher version [ level | custom string
ENENOFPNIIRD LBV T,

e version 3%, SSL. DTLS., F/7IITLS u haiL N—U g o 2EELET, HR—h
ENTNAER=T g UIROEBY T,

o default : BEFEHFHOEEE v K,

o dtlsvl : DTLSv1 EH{E 86 FH OKE 75,
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« dtlsvl.2 : DTLSv1.2 &{E ke H D55,
e tlsvl : TLSv1 H{E ke H DI 5,
e tlsvl.1 : TLSvI.1 Z& 5kt F O 75,
e tlsv1.2 : TLSv1.2 Z& (5 Bkt F DI 75,
level 51%iT, BESEZIEEL, RESH TV A EOREKLLVERLET, &I, #
FEDF N 72l % 58 DR WIIEI R L E T,
call : TRTOWSHAREGENE T,
« low : NULL-SHA Z[&< TR COM SN G ENET,

emedium (ZHUTTRTOTa ha X—T g 00OF 744 METT) : NULL-SHA.
DES-CBC-SHA. RC4-MD5. RC4-SHA. $ J U!DES-CBC3-SHA %% < ¢ _RTCORE =
NEENET,

« fips : NULL-SHA, DES-CBC-SHA. RC4-MD5. RC4-SHA. 3 J U'DES-CBC3-SHA %
%< FIPS #EHLO T R TORE N E ENE T,

«high (TLSv1.2 \ZOZA#H) : TLSv1.2 D SHA-2 552 9% AES-256 DA G
ENFET,

. customstring 47> a U A FRET S & OpenSSL B 5 EFH LTFHN A L T3 AA — b
ZEEANCEH CE 9, FEMIC OV TIL, https:/www.openssl.org/docs/apps/ciphers.html %
ZRL TSN,

HELERR 1T [medium] T, [high] 2T 2 &, BEEAHIBINS Z 2380 £9°, custom
PHEHTHE. DEOBEBSOLPRESNTWAEAIE., BENHIRINSZ EnHY 1,
TN INDOH AN MEEFKIBT D E, 7 TAXZ ) TGO TRIBERMBHIRIND Z &N
HET,

ASAIZ L > THR— K ENDLFEEOELIBEMNITRD LBV T, FEMICOWTIR, avw R
V77 LU AESZRLTLLTEEN,

Zoavy RiE, N— = 29312) b EEIL S 47 sslencryption = v KI5 6 O T,

W

RTFYT4 1 OO B =T oA ATHEBO N T A MKRA V bEARRICLET,
ssl trust-point name [ [interfacevpnlb-ip ] | domain domain-name]

hostname (config) # ssl trust-point www-cert domain www.example.com

names| &%, 7 A MARA  MOLRIEFEEL T, interface 5180%. P 7 A AL bR
REINTNDAS U F—T oA ADA4RTEHELE T, vpnlb-ip ¥—T— KL, /1 ¥ —7 =
A AZDOHBEHEN, ZORTAIKRA L  eZDA X —TxA A LD VPN o— K T
VT T AFOIP T KU AIZEEST T £9, domaindomain-name & — U — K L5 DT
i, A E =T 2 A ADT 7 BRMEHINDRFED AL CAICBEEMT B2 F T A B
RA YV NEfRELET,
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A B =T A ZABTEVRRICBEDO NTF A IRA v "R ETEXET,

A H =T 2 AFTFIEI R AL VERELLZWESIZ. FTAMKRA YV FRREZIINL TN
FTRXTDOAL LB —T A ZAHADT =Ny FTFARKRA Y FBERRSHET,

sd trustpoint ? @2~ R&2 AN 25 &, MHFRERBREREHAD 8T A MRA v MRERRINE
9, sd trust-point name? =< K (7= & 21X, sd trust-point mysdcert ?) & AJj L7=54A.
trustpoint-SSLFERAE T ¥V v m—3 g VT FTRERBR EHF DA F—T7 = A ANKRINE

Zoavwy REFHTLHEXE, ROTA RTA4 VIS TLTEEN,

« trustpoint DL, cryptocatrustpoint name =~ R CREINTZCA h T A hARA > b
@D name THOILENH Y £7,

s interface DfEIZ. HONULOREINTA X —T7 = A AD nameif &4 THHILERZH D F

c FTAMRA U FEHIBRT DL, TD TR MRA M EZRT S s trust-point = k
UbHIFRSHET,

ssl trust-point =2 F UL, A F—T A AT L1 DE, AU F—T oA ALFELR
WHD 1 OERFFTE £,

ML FTAMRA Y beBOxs M) THAMTE £,

domain ¥ — 7 — RCHELTE N TR MRA L ME, HEOA v 2 —T7 oA RTINS
ZENBYVFET @ERFBEICLTERYET) |

domain-name DL = L 12 1 5 ® sd trust-point DA Z REFCE £4,
ZOavr REANTDHE, ROZT—RERINDIGAEDRH Y 77,

error:0B080074:x509 certificate routines:X509 check private key:key values
mismatch@x509_ cmp.c:339

ZHuE, == LVGEAE 2 RE LT, UENCERESNCRENF LES B2 &
ZARLTWET, FRHOHLORLETH Y FHE A,

AEAF TR ONEF THRIRSE N E T,

« #f2% domain ¥ — 7 — ROEIC—E L7256, £ OFEENRINCERIR S E T,
(ssl trust-pointnamedomaindomain-name =~ > )

e — R NRT UV T T R U ASOERNMEST SIT254 . vpnlb-ip iEB E 2R IR S
9, (sdtrust-point nameinterface vpnlb-ip =2~ )

o A B —T = A RTK U TERE SIVZFENFE,  (sdl trust-point name interface =~ >
)
o f B —T = A AZEET BTV RWT 7 40 hOFEHE,  (sdtrust-point name)

* ASA O H B4 & B A MGERAE,
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s psec ko 70— [

AT w75 TLS ® DHE-RSA 55 F X CHEHEINS DH /v —7 %2 ELET,

ATvT6

ssl dh-group [groupl4 | groupl5 | groupl6 | group 19 | group 20 | group2l]

hostname (config) # ssl dh-group groupl4

groupl4d, 15, 16, 19, 20, BL 21 F—U—FiZ, DHZ/L—7 14 Q048 v hET a7
A, 24y NEHENEY T INV—T) BHRELET,

JN—7 141X Java7 & AMERH Y A, TXTOT—TF 3 Java8 & FHMERH Y 7,
7' )V—7 14 [X FIPS LTI, 7 7 # /L MEIZ ssl dh-group groupl4 T3,

TLS @ ECDHE-ECDSA i 5 X CEHEIND 7V —7"%2 B E L £,

ssl ecdh-group [groupl9 | group20 | group2l]
hostname (config) # ssl ecdh-group group20
groupl9 ¥ —U — &, Z/L—719 (256 ' M EC) Z&E L £¥, group20 ¥— 7 — L,

TN—720 (384 £ M EC) ZXELE T, group2l ¥—U— RiL, 7 —721 (521> K
EC) #RELET,

7 7 # )V MEIZ ssl ecdh-group groupl9 T,
GE)  BEENE D&V OIL ECDSA 545 X OV DHE K5 T,

1

KR IPSec k>R 7 O—

JU—2804 KV BEIDASA V7 b =T N—Va v EETTLH% Y hU—27 T, IPSec
kv BB T D BEF D IPsec LAN-to-LAN £721XVE— K 727 E®ATCP FT77 4 v 7
n—iL, hFAR ey FT5L ey rInETd, Zhbo7e—iX, MU RABITICRE
Hé, BBESUTHERSNLET, 2R —iF, VYV —2EFHBLOEX2V T 42 O
BB HENTT, 72720, 20X ) EER—V— (FFIZ PIX 2°5 ASA DA DEREIZBEAT
LTWba—H¥—) BIRLH—TCP 77UV r—ray (RETHEHEH LR, 2T b
VHNVERBIZ Ny ST HS— N oA REENT Ry N NICH D) ICHEE S &k
ZTHARDHY 9 GEMIC OV T, CSCsjd0681 35 L NCSCsid7630 &R L TL 72 &)

AKHEHI72 IPsec b /L 70 —EE T, ZOMBICHHL L ET, ZOKEEZ A X —7 T 5
LU ASAIZAT— 70 (TCP) by 7u—ZiHF L THBALET, ot _XTo7o—
X, FRAR Ry I LIZEXIZ Ry 7 &, HLW R RURERE SV & S IR
THMENRD Y 7,
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B ismpsec kox 70—

\)

GE) ZoiEd. Xy MU —Z¥EEE— R THEITEIN TV 5 IPsec LAN-to-LAN k> /LB &
W IPsec Y E— h 778X bR ZH AR — b LET, IPSec T 7=1F AnyConnect/SSL VPN
VE—RFT727%RA P VEIHR—FLTWER A,

I, KFiHIIPSec b p/L 7 a—KEEEN ED X D ICEMET 200 & R LE T,
R2:%y kT—5 LF Ut

ASA BXB Tunnel ASARTF
f
& | )
B gt 2 e e ey
I » e
. ; 4
A D

ZOHITIH, BXBEBXORIP Xy hU—2I B 1/ T4 TFI7A4T L RIZEDE

% =7 LAN-to-LAN k> %% L TR L CWEd, BXB v hU—2 @ PC |Z RTP X% v
NI =2 DY —N—pbtXxaT MRV ENLTFTPEIELZFETLTVET, 20T
AT, PC3Y—n—lza AL, BikEB LB TR RIAMILOBE T Re v
TLEEHELTWET, ZORERTHT —ZIdiL 2 & LTWAHH, R RVIXEEN
SNTWETA, FTPEEENTE T LETA, 2=V =1, +—_"—lZu /(L THRELZ KT
S, b ERYVETHLENDY FT, 7275, A IPsec bRV T — A X—T )L
W7o TWIUE, # A A7 0 MREIFRLAPIZ R RADREERENAIRY . X2 0T 4 777
AT LRI ZOT7 a—DERE CIREEFHR) ZHERFT 2720, 7—ZIF3H L a2 C T
BRIV T £7,

FyF
WOETIE., Ry 7RICEIRSNE Py RLOTF—2 70— RMES . K IPsec b2 %
V7 a—REEENT 4 B —T TR TV DA L. T OEENA X —T W7o TV DL HED
NEIZEH LET, EH60EEE. XY R —20OA F 2 MZOWTIIEIOKAZZR L TL 7
IV, ZOROEE
« 70 —B-Clt, PRV EEHFEL., KL EINTZESP T — X Z 55 LET,
e 7u—A-DIX. FTPHEIXED TCPHE: T, 7u—B-C CEZIN/- ML a@EBLET,
ZoOT7a—ZiE, 77 AT 74—/ TTCPFTP 7 u—% &4 2 L X IfH I 5 R0
BWbLEEFNTOET, IREFRITEETHY ., @ENEITTE2E 77 A T U4 —IZ
KX oTHkEMIC T v 7T — FENET,

N

GE)  #HMowi7 v — IR0 OE M SN TWET,
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CLI % & L= kiins Psec kot 7o—nzz [

T4 t—T I Snt=Kk &R IPsec > RJL 70—

LAN-2-LAN F o RPN Ry 745E, AAD7a—ELBC7ue—0Wie, FRDIZET D
TRTOREFERDPABRSNET, TOH%, NSRBI, 78— B-C DE{ERS
e NoRV U7 ENTET—2OBEEEHATEL L2V £4, 727 L, TCP/FTP 7 v —
A-DICHIENREAELET, ZOHSE TOFTPERED 7 v — & it 2 RIEF R AHIFR ST
WHTeD, AT—hKIN T AT OF—E, A 7T7A4A NFIPT—X¥%7 2>y 27 L, A-D
Tu—DEREESLET, SETHFEL W07 a—BENEDND L, 77 AT 74—
VL FTPHRiEZ KT D TCP /Xy FE LT L, Fuey 7 LET, ZUIT 74/ hOH)
ET9,

A4 2= SN =k M7 IPsec bR 70—

KEeH) IPsec b o kb 7 ua —HEREN A R—T L DOBE . A LT 7 NEFRINIZ b o RV EAE
RSADIREYD . ASA X A-D 7 —DREBFMRICT 7 BATE L7700, 7 —XIFXIEFIZH VR
JET,

ZOKRENA F—T NV OBE . ASAIZ T u—AMEBNCABE L £, OFV, B-CT7r—|lko
TEBEINTE M ZANR R Yy F7ENTEH, A-D 7o —3HIBENEEA, ASA AT — K
7/ (TCP) hr i 7u—%#RL, HELET, tho7e—3+_XC ey 7&h, #HL
WK RIVTHIEL SN AVERHY £3, ZhiE, brxl7o—0ktx2) T4 R) —
FRHOLZEEFHYETA, ASAIZT R U RIARET T LTND EEIZAD 70— |ZE8ET D
Ny NeERay X T5056TT,

MRV TCP 7u—lI Fa vy 7SiZeWnWizd, 7V —2T v IXTCP ¥ A A7 7 MIKFEL
9, L. BEO R T —DEA LT Y RN T 4 =TI THEE, Tk
T3 5E (ET7MHBDO TCPRST 72 8) K- TZ VT ENDHET, O T7 0 — LT AT
ANTERFEFSILET,

CLl Z{FERA LT-k&H IPsec R JO0—NDERTE

A E

KEER L IPsec Fo R JO—D RS T a—TF 405

show asp table =< K& showconn =~ > R & b, KB IPsec b /L 7 —DfH]
DO RNT TNy a—T 4V TIESLHEET,

JKEEEY IPsec b RJL 7 O—#EEIXA R—TILICHE > TWWVETH?

FRED b2 LTI OREREN A X — T T2 5> T D 0 & i7" 5 I21%, show asp table =~
Y REMEHL TR RVICEREHT Hivz VPN 27 % 2 R & FEJ, show asp table
vpn-context 2 ¥ 2 N, IROBNIRT LI GEART T HEDITKFZEM) . hrxr
MRay ZFULIRICAT — M7 7 —%iffEfid 5427 % 2 MZ [+PRESERVE] 777
ERALET,

hostname (config) # show asp table vpn-context
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VPN CTX=0x0005FF54, Ptr=0x6DE62DA0, DECR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,

gc=0

VPN CTX=0x0005B234, Ptr=0x6DE635E0, ENCR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,

gc=0

hostname (config) # show asp table vpn-context detail

VPN CTX = 0x0005FF54
Peer IP = ASA Private
Pointer = 0x6DE62DA0
State = UP

Flags = DECR+ESP+PRESERVE
SA = 0x001659BF
SPI = 0xB326496C
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI = 0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

VPN CTX = 0x0005B234
Peer IP = ASA Private
Pointer = 0x6DE635EQ
State = UP

Flags = ENCR+ESP+PRESERVE
SA = 0x0017988D
SPI = 0x9AA50F43
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI =0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

hostname (config) #
Configuration and Restrictions

This configuration option is subject to the same CLI configuration restrictions as other

sysopt VPN CLI.

MiZLf-70—D&%R

LAN-to-LAN £7213 % v U —ZIERE— K b RAB RKu v L, ¥4 L5707 MaIZERL
ol E, N LI bRV 7 —NEELS BAET L BBV ET, ZOXH57T7r—
LR RNV T AL > THBISNEFADR, ZNH6DO7r—%4 L Gl ZRA LT T
DF—EZNFny7ENnEd, Zhb07a—%ER4 5121, showconn =2~ > K& ROHF
WCRT IR LET GEFAT L7720, BLXO2—F—ANERTTDITKTEZBMN)

asa2 (config)# show conn detail
9 in use, 14 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

@ &= w

. ZiZVPN /S5 A —4

- initial SYN from outside, C - CTIQBE media, D - DNS,
- outside back connection, F - outside FIN, f - inside FIN,
- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

d - dump,



| £mvPN/S52—%

muLt-7o—ow% ||

- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, M - SMTP data, m - SIP media, n - GUP

- outbound data, P - inside back connection, p - Phone-proxy TFTP connection,
- SQL*Net data, R - outside acknowledged FIN,

UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,

- awaiting outside SYN, T - SIP, t - SIP transient, U - up,

- VPN orphan, W - WAAS,

- inspected by service module

wOFNZ, showeonn <> FOHIFIZRLET, VI 7 TTRENTWSLEERY ., sZL
-7 —MNEELET,

x < wwWwa O W
|

hostname# show conn

16 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:21 idle 0:00:00 bytes 1048 flags UOVB
TCP out 192.168.110.251:21137 in 192.168.150.252:21 idle bytes 1048 flags UIOB

N LT=7 =385 20X 5 Iefgki~D LR — FEHIRT 212iE, ROBITRT X I,
show conn state =~ > KZ vpn_orphan 47> 3 » BN L £,

hostname# show conn state vpn_orphan

14 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:5013 idle 0:00:00 bytes 2841019 flags
UOVB
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



