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T) . BRI =T D IPsec AMENZENET, JV—TIZBMNT 5T XTOTA
A AZIE, INV—THNTOT A AOERNAMLZBRE | [F—D 7 V— TR ERET Db
ERHY ET,

*TNAATVPN B—= FRT U T HAPL, NTV v I T VAL T T A=K7
RUVARBREDT NARAEFEDOT O RT 4 ZERTHI LI, BINT LT A AZEE
LET, INODMEIFT NA AL - TR 5,

A— KNSV VTRADINT )Y IAVRA—DT A RETSFAR— MM IUE—TITAR

D

=n
A

=

X JE

ATy T

VPN — RGP NN—F DTN, ZAONRT Y v 7 M) A v BZ—T oA AT T
AR—K (NER) A H—T A ZAEHETHITIE, ROFNEEZEITLET,

FIE

VPN —RARF oy v/ a7 4¥2b—3var £— KT, lbpublicF—U— RZHHEEL T
interface 2~ RE AL, ASAICNRT Y w7 AV H—T 2 A AEFRELET, ZOavy
RiZ, ZOTRAAD VPN 00— RNNT U T DImODRT ) v I A B —T = A ADLHI
FITIP T FLAZEELET,

51
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hostname (config) # vpn load-balancing
hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

ATw T2 VPNE—FRRFG v/ ary 7 4¥al—i g F— T, |bprivate ¥ —7U— F&$EEL T
interface 2~ RZ AL, ASAICTFARXR— N AV F—T oA RAEHELET, ZDa~
Y RiZ, ZOF XA ZADVPN O — RT3 T DODTTAR—=h f L Z—T A AD
ZRTETIXIP T RLAZEELE T,

51

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #

AT T3 TN —THNTZOT A R ZE HCTHENEN Z25%E LET, EO®HIX 1~ 10 T, &
SENARLIX, TA ADOEENGFE TG DOT 4 L7 X CRENFEELIZ L XL, ZOT A R
WIN—TFT 4 L7 ZIZe b eEEaR LET, BRIEMZESRETSE (28 2iF10) |
ZDTINNAANTN—TT 4 L7 X B aRetEnim < 720 £,

51

Tzl ZE, ZOT AL AT N—TNTOBEIAN 6 2HIV U THITIE, kDa~r Re AT
L/ij‘o

hostname (config-load-balancing) # priority 6
hostname (config-load-balancing) #

ATV T8 ZOTNRAAZFy NI =7 T RUAEHBEETAT 2553, T35 AZE ) 4 CTHNT-NAT
TRLRZRELCnat a2~ FEASLET, IPEMBLONIPV6 7 KL AZERT D0, T
NA ADKRA ML ERRECTE T,

51

72 21X, ZOF A RTNAT 7 R LR 192.168.30.3 33 L 18 2001:DB8::1 #El 0 24T 51213,
WhDa<r ReASLET,

hostname (config-load-balancing)# nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

VPN O— KRNSO VT T I—TRHEDRE
TN—THNDOETINA ZAD VPN B — RARF o PN —F @l Z2&RTET 51203, IROFIE
FEITLET,

W

INCAYFIVEEE AP |



NTRASEYF4ATvay |

B vwno—rns oy —TREORE

ATy

ATy T2

ATvT3

ATvT4

FIE

Ja—/\)v a7 4 ¥ alb—3 a3 E— FTvpnload-balancing =~ > R4 A/ LT, VPN
B—R ARV T ERELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

Z LT vpn-load-balancing 2> 7 4 ¥ 2 L — 3 T— RIZADZH, T2 THEYOr— RN
TV TR ERETEET,

ZOTNAARBLTND I V=T DIPT FURAETFFEREM FAA AEBELET,

Zoawy RiE, VPN — RT3y v P PN —F k&2 RTH—~DIPT FL A £ 721X FQDN
ERELET, ZV—THNOTRTOASABNEETET7Y v 7% 73y hOT KL A
WT, IPT7T RLAZRIRLET, IPvd 7 RLAEILIPV6 7 KL AZFRETE 77,

% -

7 2iE, RIEIP T RL 2% IPv6 7 R L2 2001:DB8::1 IZERET ST, (kDa~r FEA
HLET,

hostname (config-load-balancing) # cluster ip address 2001:DB8::1
hostname (config-load-balancing) #

ITN—TR—=F eRELET, Z0a~vr R, ZOTAL ANRSNMT 5 VPN 2— RNT
VT ITN—TDOUDP R — NEfRELET, 7 74V MEIX 9023 T, BlOT 7Y r—g
YCZDOR—=EIMERHESNTWAIGAEIL, =n— R AAZ 72T % UDP O%E5EAR— k
K re AN LET,

B -
722X, IN—T R — & 444 [ TRET DI, ko~ FEASILET,

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

(EE) VPN uE— RS oo P —F 2%t 4 % IPsec Wi BAbE A 2—T I LFET,

F7 4 F IR IR I NE A, ZDa<wr RiE, IPsec B2t x4 X —7 VET-IT
TAE—=TNMILET, ZOF =y 7 BEEERETH2HE1T. FTHAMELZEE L TRIET
HULBERHY FT, VPN 2 — RT3 77— ND ASA 1. IPsec 2 LT
LAN-to-LAN F U FUBEHTHEE LE T, 74 A TEEINLITXTOr— RRZT v
TIEMMEE AL END KO+ 512k, Zo@EtEs A r—7 iz LET,
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ATy T5

ATvT6

VPN O— RNV T —TRMEDEE .

G¥)  VPNE— RNRZ U T T N—T O3 b 2T 512i%, £9. WA v ¥ —7 =
A A% LCoryptoikevlenable 2~ REZFETTH 2L T, WA v X —T =4
ATIKEVl A F—T7NWICTHMENRH Y T, £ 95 LAaWgEE, VPN 2 — KT
VT IN—TOREFLERELLI) ETHE, 2T A v E—URERINE
R

TN—T DR ERE LT L ZIZIKEVI A X—7 LT LThH, ZA—T~DF N
A ADBIMNEFZRET DENCT 4 B—7 M LEEHEIL, participate 2~ > K& A9
HETT— Ay —UREREIN, ZOTN—TITx LTHBLIZA F—T 272 Y
FH A,

1 -

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

T N—TF DR T A F—T T DA, duster key =~ > K& AJ) LT IPsec LA T
LIRETHOMERH Y F7, ZDa~<r Rk, Psechi5{ba A Fx—7 ML ThHEAE. IPsec
ETRICHEEREARELET, Ry 7 RACANTLHEIE, EHTH7AX VA7 LFE LT
KRINFET, TTEEELENTEXF—ZANTHLERD GG (T8 21X, MO
o —L7=%—) 1%, cluster key8key =~ KE AN LET,

1 -
728 2 iE, HAWBEBRE 123456789 [Z5RET DL, kDa~<r FEANLET,

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

participate 2~ > K& AN LT, ZN—T~DZDFT A ADBIMNEA X —T M LET,
i

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

RDEZRY

BEDASA /) — KB a— KT o TOEDIZTNV—bEN., BXa2T7 7747 b
B2 N —7 URL OFEHRLE/2EAS . HAx D ASA J — RTUTEITOLERH Y T3,

R VE— " NT I BRGS0 T AN, K — FNART U RET R (IPvdB &
W IPv6) DY )L—7F URL R ELET,

e ZD/—FKDVPNE—RKRZ 27 X7y 7 7T RLRIZKH LTI L—7 URL &%
E[/ij‘o
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B et asmALEY LYY a0 D 2—T i

tunnel-group, general-attributes, group-url =< K& LT, kD7 /L—7 0 URL Zi%E
LET,

TEBEH A VEREFERALEVEALY D3 0D/ =T I)LE

&

ATy T2

ATvT3

ATvT4

F 7 R TIE, ASAIZVPNE— ATy 7DV E ALY N TIPT RLAE T 27 54
Ty MIEELET, DNSAHICESGEHERNMEH SN TV AELE, A NA—T A R 2T H
AV7 NEND EZOFEHEIIENC/2Y 9,

TOASAIZIVPN R —RRT v T 472 LT, VPNZ 747 v MEGERID A
=T NA R (T NV—TNORHD ASA) [V XA VT "NT5 LI, DNSWLy 7T v 7%
LT, TOANR=FT A A0 GMBIPT KL ATIERL) 2B KA A 4 (FQDN)
EEETEET,

VPN — RT3 78— RCREEM NAA 4R LIZ) XA VY baAf x—T L E
FIET 4 =7 M T 52, Fa— L ar 7 4 X o L—v 3 E— KT redirect-fgdn

enable 2~ REFEHLET, ZO;MEX. T 74V M TET =7 MR >TWET,

1R BHIIC
TNL—TFHND VPN B — RNRG U FFRL 20T _RTONEBLONE Ry N —2 A
B—T A A, WUIP Ry U —27 FICHET HHERNH Y 9,

FIE

VPN 12— RKXF 7 CTO FQDN Off % A % —7 Wz LET,
redirect-fqdn {enable| disable}
i -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) #

DNS H—X— |2, K ASANA o A —T 2 A ADO= M) ZBEBIMLET (= MU BNFEHEL
RVEE) o ENENRD ASASEIP T RLRIZ, Ny 7 7y 7RICEDT LA ZEEA T
HDIIZDNS = FUDNHRESNTWDORERH Y £, ZHAHDODNS = kU LTIE,
WLy 7T v T HA FX—TNWMCTHLERHY £,

dnsdomain-lookup inside =~ > RZfEH LT, ASATDNS/V >/ 7 v 7 h A X—T I LE
9, inside DA ITIL, DNS = 8= ~D)L— h BEATLED A v X —T = AHFFE L E
7

ASA TDNS ¥ —_—1P 7 FL A% EF LET, I : dns name-server 10.2.3.4 (DNS H—/3—
DIPT RLRA)
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>

VPN O— K /N5

veno—k nsvvusniEs ]

VU DERES

HEADVPNO—K /NS> U5 CLERE

WIZ, BREM RAAL LDV EA VT NeA F—T ML, FN—TDNT Y v
A HE—=Txf Ak test LIEEL, V=T DT FTARX—h 4 X —T =1 A% foo
EHRETHA A —T oA Aa~vy ReEte, VPNR—RRT vV avw s Ri—
T ADEIERLET,

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if)# ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing)# nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) # cluster port 9023

hostname (config-load-balancing) # redirect-fgdn enable
hostname (config-load-balancing) # participate

VPN O— RN\ U U T EHRORTR

VPN B — RGO T ITN—T DT 4 VI X, TIT 477X aT7 7747 &y
var, JIAT MRy ay, FLUTHESNZHIREIXT A & o A RIZES
SEKHFAE Y arBNHbDT7N—THNDOE ASA NDH A v —V 2 EMMICZELES, 7
N—THNDH D ASA DFEEN 100% W ENTH DL ERENDIGHE. IN—TT 4 L7 X%
THICH L TCEBICEREZ VA A LT F T D2 LIETEEREA, ASARWVASIENTHD LIRS
NTH, 2=V —IZL-oTIHT 7/ T4 7 E2ITHMFBELREL Y, T4 22 METD
AREMEN BV F, EERE LT, By v a VAR TIEARL., By va VARG IET
T4 TIREDE v a VEEGIWEENE ASA I > TIRILENETASA s~ R 77 L
VAD-sessondbsummary v 2 REZ LTS EEW, 2F0, 77747k yvay
WETN—TFT 4 L7 ZITHESNE T A, ASAD GET 77477ty aildio7T) Vo
EWZR2 o TWABEATH, JA—T"7 4 L7 Z XML U THERiE ASA 125 X ) ¥
ALV 7 bLET, ASADBH LWEREZZETL L, ROELIIET V774 7o Tty
varnulir s, BILWERNED T A B AR ST ET,

WOBENL, 100D SSLEyay (FTI7T7470DH) & 2% DSSLAWERLTWET, I
NEOHFIZIL, FET 7T 407y a TG ENTWERA, DFD., FET VT 4772
Ty g I VPN B — RT3 U FOARIZHZ ONER A,

hostname# show vpn load-balancing
Status : enabled
Role : Master
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Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %
Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL
192.168.1.9 Master 7 ASA-5540 4 2 216 100

192.168.1.19 Backup 9 ASA-5520 0 0 0 0

VPN O— RN\S 2 VT DEERERE
HaEE

Jjyy—= FEEETEER

ASA 1%, SAML ZREFAfEH L
7Z-VPNa— KRF T %
YR—brTDLo1220FL
776

COBRENTEASHE LT,

SAML Z{# L7~ VPN = — K |9.17(1)
RS AT/

VPN o — RRXZ o7

7.2(1)
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



