EHEIJOD7AIL, JIL—T K1) o —,
B 1 —H—

ZOETIE, VPN#R 7T e 7 7 A0 (LN Thrxn Z—7) LT THhELE) |
IN—TRY) v— BRO2—F—OREHFEZOWTHIALET, ZOWIE, KOETHER
SNTWET,

CHET BT AN ST Y v BLEUE—F—OfE (14—)

BT T AL (3N—)

BT U T A NDHRE (8 —)

« IN—T HY v— (38 )

* Zone Labs Integrity h—/N—®DfFH (85 ~X—)

s 2P BEORE (93 )

* VPN 7 4 L% ACL OfRE & RIS DA N T T 7T 4 2 (102 2—2)

BRI 7ML, JIL—TR)— B&LU01—H—

DELE

ITN—Tla—P—F, N=F ¥/ TFTAX—=F Ry hT—27 (VPN) OtFx=V 7 1 EFH
& ASA OREITB T HHENEE T, IA—Tta—P—THREShD Bt L - T,
VPN ~D 22— — 7 782 L VPN DEHFIENRESNES, 70— %, 22— —DESL
E1ODTT 4T 4 ELTHI bOTYT, 2a—HF—DFMEL, 7= RY = blfFS
NWET, #7077 A VT FEOHEGHO 7 NV—TRY) o—%EELET, 2—F—(C
K UTRED I N—T RY o —%ED B ThRWEGAEIX, BiOT 74V s Z—7 R —
NEAENET,

TR 5L, BANCER e 7 ANV ERELT, EHOEERELET, KIZ, FJv—7
RV —%HELET, Z7V—7R) o—TiL, 2= —DEFICHETL2EIREINET,
FOH%, a—HW—Z2RELET, a—PF =37V —TDEEMPETE, SISO —H—
B EDEZRETHZENTEET, ZOETIE., IO VT AT 4 ZRETH)
EEHEBIZOWTHALET,
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BEITOT7AL. TL—TF K o— B&v0a1—H— |
B 5700740, S—THY— BEUI—F—0BE

\)

(X)) BT o7 7 AL, tunnd-group 2~ > RZ2EA L CERELET, Z0ETIE, [H
TaTzy AN b TRV T N—7" ) [IHBEICIZE AR CERTHEH SN TOET,

e 7 m 7y ANE T N—T R =T L L. VAT LAERERMERILINET, 3
TA4FXa2lb—vay FATEMFILT D202, ASA IZIET 7 4V F D LAN-to-LAN 25t~
17 7 AL (DefaultL2Lgroup) . IKEV2ZVPN DT 7 4 /L hD Y T— T 7 AT 7 7
A /v (DefaultRAgroup) . 7 7A T FLVASSLBLI N t¥=aT 7T 47 b SSL B D
T 7 4V OB v 7 7 A v (DefaultWEBVPNgroup) . BEX T 74 /L hD I IL—TF R
v — (DfltGrpPolicy) ZHAEINTWET, T 74V MO T e 77 A VT V—T K
V=T, L o2 —PF—cH@mT DL EBEX ONIREN RSN EST, =—F—%BINT 5
XD, IN—T RV —NoNRTA—=F% [{fK] THECHETEET, ZHITLy,
%< Oa—H—1Z% L CTHEIC VPN 77 B A ZRETE T,

TRTO VPN 22— —|Z[[— DR ZFF T 2551, FFEOHER T r 7 7 A L7 —T
R —%RETHVLEIH Y FEAN, VPNRZOLHIIHEHINAZ LI EALEHD F
Hh, FEE, BREIN—T HAF~v—FKR—b Z—7F BIOMIS FEFHRS A
TL) TN—TN, TITAX— KXy NT =T DENENRLRDEH T 7 8ATEDHE I
THHERBEZONET, £/, MISIZHTBET AFED = —FIZIX, oo MIS = —HF|ZiX 7
JEATERWS AT AT 7 EAZHATLHGERHD T, BT a7y A e n—7
RV —=IZED, ZOXIRFREBRELRRICETT LI ENTEET,

\ )

GE)  ASAIIF, A7 V=7 F I A—TL i lEbdb T, Zhix, xy bU—27 URA L
DA—=N—Fy NTT, ATVl N ITN—TE2ERATDHE, R—FCRy U= (T
KTHVPN T VA ERTDHIENTEET, A7V b IV—T1F, 71—
R —8e 70 77 A0 K0 G, ACL EEENRHD F4, 7027 b 7 —T7D
ERAFEOFERICON TR, —RAEBIEH a7 4 Fab— a0 A RO 20 =

[Objects] ZZML T 7EE VN,

X2 VT4 T TIATUATIE, SFESEhy—2nbEtEr@EHcEEd, ROBEREIC
WE-T, BHEEEALET,

1. Dynamic Access Policy (DAP) L =2— R
2. 1—¥—4

3. InN—T7 KU —

4, BT a 7y ANVHO T N—F KY L—

5. 74NV EDITNL—T KU —

FD=, BIED DAPEIX, 22—V —, JA—F RY I — Fd#m 7 e 7 7 A VIR
EINTMELVETITAF VT 4 mEL o TWET,

B 5oz L. S—TFRYS— BEUI—F—
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DAP L a2— ROEMNEZA X —T NV ETET =T MZT 5 L, ASAIXZTOEAEA L CHE
fTLEJ, =& 21E, DAPwebvpn 2> 7 4 X2l —31 3> T— R THITP 7B X %27 ¢

=TT HE ASAITENLL HMEAZBRE L ETA, RV IZ, hitp-proxy 2~ > KD no fii
%ﬁ%#ék\E@in@ua~*;ifﬁbﬁmtw‘ﬁ%;)%47f§47yxmﬁ
BT 2EE2ROT 57010, 2=V —ABIOLEICIE LT r— UL R —0 AAA B
WCRBEN L THERLET, ASAZ A7 hLASSLVPN 27 4 X2 b—3 g 0d, TRF
1o http-proxy 2~ K& 1 DD https-proxy 2~ > ROHVHR—F LTWET, ASDM
ML TDAP #RETDHZ 2 BEIDLET,

EHmoOoJ274)0

Vi a7 7y A, hURAERAR ) = ERETHLa— ROty FTHERINET, 2
oo a— K&, b a—F—nERRE— N — BIOBEEROREILERDTH
DT AT == (FETAHE) ERELET, £, Ibo L a— NZiE, Bk
DT 74N E TN—T R —bEEISN, b7 e FaVEfoER 7 A —2 a8 %
NTCWET, Bt e 7 74 ik, bRV BEROIERICBEEST 2 08O RENE £ E
T, T m 7 AR, 22—V —BEEOBMNEERT LI N—T R =D F
BENET,

ASA (2%, LAN-to-LAN #%f¢/H © DefaultL2Lgroup, IPSEC U &— k7 7 & A&l D
DefaultRAgroup, 3L NSSLVPN (7T UHFR—2ABI R X277 T4 T F X—R) #
f5¢ FH O Default WEBVPNGroup & W\ 9 7 7 4 /L MEfe 7 0 7 7 A V3V £F, T HDT 7+
VN R T 7 A VTEETEETN, HIFRIITEETA, o, BEICEA OB =
T ANEIDUENT 22 b TEET, #t7 v 7 7 AW, ASAD B — LI ET
HY | SN — N—TILHETEET A,

)

GE) —fporaryryrAn (Z7z2—X1OIKEvl 2 F) I, =0 RRA w3 VE—hKT7%
AFE T LAN-to-LAN 2 E D BB TERWZ EMH Y F£3, b Z—7 %
BITERWEE, T 74V 8T

tunnel-group-map default-group <tunnel-group-name>

WCERE SN ET (77 /0 MET DefaultRAGroup TF)

BRIA T 74 IILO—RRET/ANT A —’5‘

—RNT A—=ZIE, FNTO VPN #56ICl T, — /37 A—=HZIZiE, RObDOBHY %
—é—O

BT T AN T e T A NVAE, BT R T A NV EBINE T ISRET D &
XIZHRELET, ROTFEHELH Y £,

o FRFRICERIHEE X — 2T A T4 T NOBE, BT 7 ANGITT TAT
VR ASAIZTET S —T 4 LR LT,
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.

AFICIEAEZ T 527 947 > MIZOLRIZIFHEO—E & LTHEL., ASAN
FEBAENS Z LRI L ET,

cHEE A A T B Z A 7121, IKEVL U E— F 7 7 & A, IPsec LAN-to-LAN, ¥ X}
AnyConnect (SSL/IKEv2) WEHENET, #fi 7w 7 7 AL TIL, 1| DOEHEHZ A 7720
RECTxET,

CEEE, BE[ TAT LT 4T R—  THH DT A— 2 TIE, ASA BWIRO HIYT
ﬁ%?é#%ﬂ%@?w%7iti)2F%%ﬁbiﬁo

OJL‘——"H‘ @nhn
c =P —RT 7w RAERA SN — E AT 5 E RO R
T HIT 4T L a— ROMRAF

P—R— Z—T1F, 1 DL LDV —— TR S E T,

HEGHDT T AN N IN—TRY — s TA—TRY —L, 22— —EHEOBMEDOE v
T4, T4V TN—T R —iL. ASAN bRV 2 —P—%FREEFE 72133874
HBUCT 74V FTHERAT AR EGEATE I NV—T R —T7,

e IITAT U N T RLZOE Y Y THA  Z2oFRUCiE, ASANTZ T4 T2 MIEID YT
%512 E®DHCP —_R—F7137 FL A F—LOEREGENE T,

e NAT—REH . ZORTA—E 52T 5L, BIEONRATU— KPR ERK (F7 41
NI 14 ) THIRRUINIZ/RD Z L2 a—P— 2 E LT, RAUY—RNE2EETIHHSE
a—P— 2Rt TE £,

c IN—TBREBLOVIVARE : ZNHONRT A—=X|ZX D, ASANZETH2—H—4
AR 5 5ENRE D £9, 25T, user@realm OECTZIET 52—V —4 12720
WHINET,

FHIT @7V IAFETC2—F—LIHIMINEEH FA AL TT (user@abe) , L /L
A%I‘T%j—é%é\\ ASA| ;t:!-*—"j‘“—%:l‘ock(}&ﬂ/»—7 (&)é%é\) %wuu :,fi)zﬁb\iﬁ—o
TN—T%RETDHE, ASAITHIECZ—F 2BV LA (BD%GE) ZEHLE
‘j‘o

LV MER T2 BRET D121 strip-realm =<2 K& A L, BiEH iz —HF =405 7
JNo—TER T & HIERT D 12 strip-group 2~ > K& AN LE9, Wi OB ZEHIRT 5
&, BRI username 72 IO W TITONE T, RS OYE . FREEIT username@realm
SCFHN AR F 721F username<delimiter> group SCFESNZFESWCIrbvE T, —/X—TF
U I X BT TE W EAT, striprealm ZHEET AL ERNH Y £,

S HIZ, L2TP/APsec 7 74 7 > b DA strip-group 2~ > REFEET 5 &, ASA L VPN
I IAT Y EBER Lica—F =4 7 V—T 4 205 L Ca— W O 7 1
T7 AN (M Z—7) ZRIRLET,

RAOER . ZONRTA=Z 2T 5L, 2= —ERORIRBTZER LY, £
TEDEREZRY FiF2v TEET,
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IPSec kLo L— T 52 —4 [

« WADNJEME : ZONT A =2 (F, A EZFTT L L SITHMT REEARIEELEE L
\i‘g—(}

IPSec kU RILY IL— THEER/INS A —4
IPSec /NT A —XZ\ZIE. ROLDONRH Y £,
IV IA T ]\nquﬁJ‘ %HU ﬁﬂ’r‘—\ %E%%\ if:biﬁﬁﬁo
o FRILA X —ITHESWIZ IKE B O A, #5iAR Y O —IZBEAHT D738 8T o
F—HAMKTT (K128 X7) o
« V7 IDMERRDER : ZDONRT A= TiX, VT OFHELEH LT T ID OFER
BRTAHME I NEIEELET,

%ﬁ?ﬁﬁfﬂlﬁt%%if:&i[ﬁﬁ%?‘aﬁﬁﬁ—é%ﬁ\ T ]\:’-—*f— utunE@fg_ &:ﬁ;‘j}fcﬁ
FEAEARE T OMENDH D £,

s WEBEANA 7V w REBEFSFE : XAUTH B LA 7V » K XAUTH,

isakmp ikevl-user-authentication =~ R} i ASA FREICT U Z VEERE AT 5 0
N DG, BEIOY E— K VPN = —H —F83EIZ RADIUS, TACACS+, F721% SecurlD
&&@vw/—&ﬁt%%@ﬁﬁﬁébgﬂké e, ™A 7 U v R XAUTH §8GE %
Lad B0 EA L £,

« ISAKMP (IKE) —77 74 7ORE : ZOMEEICE D, ASAITZY £— h BT Ok
REEEE=A—L, BOHEOFEELZETICRE TEET, ET7HRRE LR D L,
ASA IR ZHIBR L E T, IKEX—T7 7 74 72 A 3—TNWICT 5 L, IKE VT 238k
Kole b I8N N7 LEE A,

IKEFX =77 74 73S ESERBAR DY £, ZOENEIEST 21213, ASA LY
F— P ETREDOEAEZ Y R—F L TWDLERDH Y £, ZOKREIT. ROETITH
LTEMELET,

* Cisco AnyConnet VPN Client
*CiscolOS Y7 b =7
* Cisco Secure PIX Firewall
VAAUSND VPN 7 FA4 T2 MIIKEXF—7T 74 7% R—FLEHA,

IKEXx—7T7 79472 R—1rFT2ET7 VR —FLARWETWNRET DI NV—T%
FETHHEEIL, I —T2EKIKH LU TCIKEXF—FT 54 T A X —T M LET,
CZOMBEEZYR—FLARWETIZHEIILH ¥ A,

IKEX—T 77347 %T 48— MITDL, IGELRVWET EOERIZXYA LT Y
MIRBETT I T AT DEFIRDI2D, TA KVEALLT T I\%’fﬁ<ﬁ‘6:k%

HWRLET, 74 KV ZALT D MEEET DL, Z7V—7 R —0ORE (42
N=Y) EBRLTIEZS N,

gHInoraL, =T Ry o— s&U1—F— |
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\}

(GE)  ISDN E#ERH TRt T 527 74T > "7 A—TIZEEN
HHEE. Bt A NEHT 57 OICIKEXR—T7 T 747
T 4 =7 LTL &, @, ISDN #fkiii7 1 K
M B EOIENFETHN, IKEF—TT T4 TDAHI=R
DX o THERN T A RVIRIBIZ R B2, Yl S 7
<72 FET,

IKEX—FT7I9A4 757 48— Nt 5HE, 7947 b
IXIKE % — & IPSec ¥ — D EH LOHARM T L 72551
PO S E T, IKEX—TT 74 THBA =TIz o
TWAGELITELRD BEEXSEAELZ T 7 1 v 7 1% Peer
Timeout Profile fEZ > b A bYEr S E ¥ A,

IKEAA v F— R&E#EHT5LAN-to-LAN2 > 7 ¢ X2 L —
T arOBEIE. 20D TDIKEXF—FT I T Day
T4 X2l —alrPBRILTHD I EEMERL TN,
WHFOET TIKEX—77 74 T HA X —T /Il >TW5D
M FREWFOET CIKEX—7 7 74 TR T 4 &—T )b
W2 TWARENDH Y 7,

« TUSNVGERE MM L GRREERET 250, iEAETF = -2k 2 X595 (DFE
PELFETT LT XTOMAFL ETIEET D) . REAELTE2RTT 5 Ob— biE
HELTXTO T CAFEHEZEG D) NERBETEET,

*Windows 7 A7 N V7 My =T O WA—=T g UEEH LTS 2—W—lZ, 7T
AT NeT v 7 T— NTHMERHDLEE@BHML, Ty T— b SN2 747 b
N=V g v ea—F=RNEET 570D A N = A LZ R TEET, T XTOER T =
77 ANVETTREDORE T v 7 7 A W% LT, client-update Z %X ERB L NEHL T £
R

s TUXNNGEREAZFEH L GRIEEZRET 25 E1E. IKEETIZRET HEAELHMIT S
FZANKRA LV FOARTIZIBETEET,

EHETOTD74ILD SSLVPN v S 3 VIEE/NS A —4

WDFIL, SSLVPN (X277 74T hBIOZ T4 T2 b L R) #5ICEA OB 7 0
TrANBHEDOY A FTY, TRHOBMEICIZ T, 3T VPN #5512 Hom o — ks 7
a7 7 A NDOREMEEFRELET,

\)

CE)  LRETOY JV—ATix, ERTm 77 A0 8 Thrpu Z0—7) LFERTHEL
7mo BERi7 0 7 7 A ME, tunnel-group 2~ > REFEHLTHRELET, ZOETIE, =
D2 OOHFENFZINC LS FEHS N TOET,
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R 1:SSLVPN BiER TR 7274 LDOEM

BHETO 774 LOSSLWPN £y o aviEmis2i—4 ||

HaE

authentication

REH . AAAFEITEAEEZRTELE T,

customization

HHT 2T CICEREFHDAAZ~ A E—T 3
VOARIEEELET, WAL E—T 3
NZEHo T, vl A VIR —IZFRR S
NHU 4 RUDOHBNIRED £, WA
A= ar RXTA=HF, T TFTAT b
LA SSL VPN O%ED—H & L THE L E
7

nbns-server

CIFS 4 RifiE A -3 % NetBIOS & — A H—
B A Y—s3— (nbns-server) DARIZFEE L
*9,

group-alias

P R= T r T AN ESRTE D
1 DL EORBAZIRELET, vra Uk
W2, =P —lI FheyFET s A=a—rb
TN—T e BRLET,

group-url

1oL D7 V—FURL #F8ELET, 20D
BMEE R ET DA, fEE LIZURLIZT 7 &
AT Ha—F =L, vl A VR IN—T %
BIRTHMENTIH Y FHA,

XTI TA T MR V—7 URL &
R+ 0 — KT TRETIE, 77
AZNDKASA /) — RT, /J—Roa— KA
T TONRT YT T RVAD T —T
URL & [RERIC, IRARYZ T AZT RLAD T )L—
7'URL AR ET HMENRH Y £7°,

dns-group

DNS Hh— "—% RAA %, F—2h P—
N— UMM, BLXOHEHT 7 AL T
R ENDDNS Y — =D X A LT 7 MlZ
F8ET 5 DNS —_— F L —T7EIRE L E
7T

hic-fail-group-policy

Cisco Secure Desktop Manager & i/ LT, 7
N—TRX—=Z R —J@M% [Use Failure
Group-Policy] F7-1% [Use Success

— ZJU

Group-Policy, if criteria match] (ZFXET DG
X, VPNH§RERY v —&4ELE7,
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HaE

override-svc-download AnyConnect VPN 7 7 A4 7 b & U £ — b = —
P—=IZF U= FF5701l, RESNT
WL T N—T R =B E T ——4
BYDOF T v m— R EEEIRET,

radius-r g ect-message FRENEGR SN E X, vl A CHEEIZ
RADIUS HEfS A v —V 2 FR L ET,

EHIADD 74 ILDOHETE

TITHE, YN ary TR AR E—RELIEIYALT 2T R AN E— ROWHT TOH 7
077 A NVORNEBIOREICOWTIRHLET,

N

() ~AFarsxARE— RNIIKEv BEWIKEV2 A bV —H%A MIOHEH S,
IKEVI IPSec D EX =7 27747, 77472 L ASSLVPN, L # ¥ — Cisco VPN
7747 . Apple %A 7 4 7 VPN 2 747~ Microsoft *1 7 4 7 VPN 27 7 A4 7T
by FEIECTCP IZITEA SN ER A,

FIFNNOERT O T 7 A NVEEE L, 300 o J AT N—T Z AL TONTNNTH LI
Bliom 7 s ANVERETETET, B m 7 7 A VN THRIICEHEE L WEMEIZx LT
1. TOMNT 73V O T 07 7 A VINBESENET, T 74 ORI 0T 7 A
NWEATIZIVE—RNT 7 BATYT, ZOBRONRTA—=FF, BRLIZ MV FA4T7128-
THRRVET, 77NV NERT R 7 7 AL EEFD T, TXTOHER 27 7 A VOBIED =
VI UAX2 L= a T IR NDa T 4 X2 b — g L EERT HITIE. show
running-config all tunnel-group =~> R AT L E 7,

EHEJO7 74 ILORKRE

1 ODASANYR—FTELET 077 A (R T—") OKREIZ. 77 vk
74— LD VPN & v ¥ a  ORKRE+5 OBk T, HIREZ#x5 b xv S—T%
BIML X5 &3 25E, [ERROR: The limit of 30 configured tunnel groups has been reached] A
E—UNERRINET,

FTIHILEDIPsec JE—F PO EREZETO T 74 LDHRE

FIFN MDY E— K TR0 77 A LVONKIT. ROLEBY TT,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipv6-address-pool

B 5oz L. S—TFRYS— BEUI—F—
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FIAL D IPsec YE— bk 7o uREHETO 774 L0BE [

authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl
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no authentication ms-chap-v2
no authentication eap-proxy

IPsec > RILTIL—TO—EEH
— BT, D RN T N—TF H A ST HEm T T, IPSec UE— K T /A hrpab
L7747 MLV ASSLVPN kv TlE, A U—BEDRE 52 A L Tu\hET, IPSec
LAN-to-LAN k> puid, 7y bE2FEHLET, T XTO a2 ROFEMIIOWTIL,
['Cisco Secure Firewall ASA Series Command Reference] #& L TL 72 &W, ZZTix, UV E—
N T 7B RS 0 7 7 A LE LTV LAN-to-LAN #5571 7 7 A VAR ET HHFEICHONT
JIEGZELRA L&,

JE—F 7O RREHRITOT 74 ILDERTE

WD) FE—hr 7 T4 T hEHRYA SO ASA ODRNCHERERTETI2H5E81F. VE—FT 72
YRR T T s ANVEFEHLET,

» Secure Client (SSL F 7213 IPsec/IKEv2 & B5#5¢)
« 7747 hLASSLVPN (SSL & D7 T 7 ~_— 2 D)

* Cisco ASA 5500 Easy VPN "— K7 =7 7 5 A 7> & (IPsec/IKEv1 & #fit

F 72, DfitGrpPolicy & WD ARIDOT 74/ K J)—T KU —p gt L7,

UE—F 77RO 7 7 A NVERET DR, BN o 2 —7 gz
EL, WICVE—F 778 2ARMEZRELET, ROHEZZML TIZSW,

cUE— RN TR T T v A NVDLETIE ZA TOFEE (10 2—)

cVE—RN T RAER T e 7 A NVO—EEEORE (11 X—) ZH L TEDICT
HTENTEET,

o THGEORTE (16 X—)

e UE— K TR T 1 7 7 A /LD IPSec IKEvl @it E (18 X—) ZFHEHALT
W HZ ENTEET,

sIPSec Y E— K 77 B AEEH T 7 7 A /LD PPP OB IE (20 X—)

JE—FNT7IORRAEHGETO I 74 ILDERTIER A1 TDIEE
Fg
SR XA T HFEE L Ttunnd-group 2~ > REANTHZ LT, #i7r a7 7 A VEIERL

i—a‘o
VE— N T 278X N RAVDGE, # A4 71X remote-access T,
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YE—F 7o eREGTOT 7 Lo—pERORE [

tunnel-group tunnel_group_name type remote-access

&1

72 & 2%, TunnelGroupl E WO AFIDO Y E— | 77 v AR T 0 7 7 A VEIERT DI,
oA~ R ANJLET,

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #

JE— K FPHRRIEETOT7AILO—IREEDETE

ATy T

ATvT2

ATvT3

7 7 7 AN O RIEMEEZREEIITELET DT, ROFIETART A—ZEHELE
—éqO

FIE

—RBMEERET DI, YN a TR AN E—RERIEYALT A TFANE-RT
tunnel-group general-attributes # A7 # AHJL£4, Zh T, brxAsn—7—fk@E=a
T4 X alb—arE— KRB ENET, e RRELLT, B RREEINZZ L
B £7,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

RRES —N— 7 N—T oD% E. AT 27 V=T OaniERELET, HELL——
TN—TIEERRE L L E TR =NV T = I R=ABREEH 25 613, ¥—V—F
LOCAL Z#iBML £,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

RRRES —N— T =T OARNT, KK 16 LFTT,

FFar T, IN—TFLOBHA v E—T 2 A/ ERETH LI, A4 —T =
A ABEFORAEZRETHZELTEET, M RVOKTHFZEET A 4 —T oA A
AL, Ahy a THDKERSH Y £, RO~ RTIE, RBEEIC Y —/3— servergroupl % fi#
AT D test EWVIARDA L H—T 2 A ADA U H—T = A AFEHOBFEDRE S NET,

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

AT 2BAI— = TNV —T DA ERELET (FETLHE) . ZOEERET L%
By =PI T 2R T — A RN R FHET DRERH D £,

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 7rexg8707 7 LO—REEORE

ATvT4

ATvT5
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hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

A — = T —T DL4HFNE, K16 LFTT, &z, Roa~r RiE, @BAlth— 13—
7 )V—"7 FinGroup Z T2 Z L Z#$EEL TWE T,

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

TAHTDLT AT == TN=TR3b556. BT —T04FE2EELET,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

THYT 4 T F—=N—= T N—=TOHENE, KK 16 LFTT, 72LxiE koazs R
L. T T 4 T —R— J—"7 comptroller Z T 52 L EEEL TVET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI s TN—F R o —DAHIEIEELET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

TN—"T" R —OL4HNEL, K64 FTT, ROFITIX, 774K TA—T K —D
411 & LT DitGrpPolicy &% /E L CTWET,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP #—/3— (K10 ¥ —/3—) OLRFTEILIPT FL A, BLODHCP 7 KL A 7 —)1
(K67 —/N) ODARTERELET, 774/ T, DHCP Y —/"—& 7 RL R 7 —/L{Z
ER S £ A, dhep-server A~ FIZED, VPNZ IA4 T FDIPT FLAZESEL XD
L9 5 & EIT, FED DHCP Hr—"—ZBMA T a3 VERETDH LI ASA ZRETED
X2z 9, FEMIZ OV TIE,  [Cisco Secure Firewall ASA Series Command Referencel 77
A R® dhep-server 2~ RESML TS0,

hostname (config-tunnel-general) # dhcp-server serverl [...serverlO]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address _pool6]

hostname (config-tunnel-general) #

GE) AV —=T=A AL EHRETLHHEIE. AWy a3 THELLENDH Y £7,

T RLVA =L, Fe— a7 4 Fab—3 g E— KT iplocal pool =~
VREFEHLTERELET,
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ATvT8

ATvT9

YE—F 7o eREGTOT 7 Lo—pERORE [

Ky hU— 77F\//3/2/Fu%w%ﬁmbfw5FAj Xy NT—2 7 RIvig
vary hu—) RAF Y RRIECHH SN DA — =D 7 N —T 2 EET H7-9DIZ, NAC
AL — = TN =T OL4HTEFRELE T, NACEZHAR—FF25L91c, A< sb 120D
TRy ha— L= N—EBELET, ACSV NV—T DLARIZERET HI1L, asa-server
av s REFEHLET, RIC, 2O CARTZ Y —— ZL—T Il LT,
nac-authentication-server-group =~ > R&fliH L £,

RIZ, NAC R AT ¥ MEEICEH S HRGEY—/3— 7 L—7"& LT acs-groupl %kl 3 2 3]
ERLET,

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

WIZ, T7FNVEDY)E—F T IR TN —TNERIEY—— T —TF &+ 56 %2R
L/iﬁ—o

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

GE)  NAC ZEHAT 521X, UE—F KA b _EIT Cisco Trust Agent 23MFAET D LENRH Y
\i‘a—(}

Z—W =L % AAA YV — = ZET RN, 22— =007 N —TEI3EkERET 0 E
IMERELET, TNV T, IA—74b LA b BREINETA,

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

LIVAEITEBR RN AL DZ LT, LLVLAERETDHAG. ASAIT2—VF—4AB L L—
7 (bHEGE) WitaHLET, I—TERETDH L. ASAITREREC—F -4 B LU0
Wi (bDHGE) ZHERLET, LLLMMERT-ZHIBRT DT sriprealm =z~ > REZ AL,

AREHIC 2 — Y — %7?67/1/»—7{!5‘@@%%%”3?T5 I strip-group 2~ REEAHLET, M
OB E2HIBRT S &L FRAET username 72T IZ IS W T TV E T, LA DEE, §R
1T username@realm 35414 K & 7213 username<delimiter> group LT3N HESW Tt E
To b—="—=TT VU I FZMT TERVIGAEIL, strip-realm Zf5ETHHLERH Y £7°,

H—/3—73 RADIUS. RADIUS with NT, F£721X LDAP +— X—DFH, A7 a T, /XX
— NEH A A X —T I TEET,

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 7rexsTno 7 Lo—BEEORE

(51) nun L LDAPT/]' 1/7 ]\ ) ﬂ‘“*/\*‘%{ffﬁ LTb\éiEé\\ INA U — F%fibi Sun
Microsystems JAVA System Directory Server (IH4:F#7i% Sun ONE Directory Server) 35 &
Y Microsoft Active Directory Z i/ L THAR— h S E T,

Sun:Sun7 4 L7 RU = _—{ZT7 7 BATH-HOIZ ASA I E ST 5 DN
B, P—=R—=DFT 7 )V RATV—=R R —|IT IV BATELHLERHY 7,
DN &L LT, T4 L7 FUEHE, £/237 417 N EHEHEREZFFO 22—V —%
AT LA LET, £, T 74 F RRTU—RRY 2 —IZ ACI ZRE
TEET,

Microsoft : Microsoft Active Directory TS A U — & ELZ A R —7 /L2 T 521X, LDAP
over SSL Z#i%ET DR H Y £,

COMREIZT 7 ANV P TT =T NI o TRY . BED/RAY — ROFRIAR
AL ba—P—ZEELFXRLET, T 740 b TiE, RO 14 A EHCES
DR ENE T,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P R—NLDAP — R—DFE, AR N TN S IZBET 2 EERBEINS ETORE
(0~180) =fETXET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE) Mo xN I N—TF—fkEtEa 7 4 ¥a2b—vary = RFRTAJLE
password-management =~ > I k> T, b~ RV —7 ipsec BYEE— RN THA]
WA ENT=IEHELE O radiuswith-expiry =~ > RQVEE#z S ET,

password-management =~ K& &ETH L, VE—ha—HF—prrsof 95L& &I2, ASA
IE, 2= —DBHED /AT — ROFHRNBLESNTND Z & EREHBERIATWA Z
CEBMLET, FhND ASA L, 22— PR RRAU— RELEFECXLLII1CLET, BT
DINAT — RBRRZH L TGS, 22— —ZZ DA T — REFHLTe /1 v LT 5
ZEMTEET, RADIUS F 7203 LDAP FRREN R E SN TV RWEA, ASA Tl a~y
RN v E T,

ZHUIC K2 TARRY = FRHIRUINICR D ETOHBNEL IS DI TlER<, ASA75‘5/\°7\
T — RAMIBRGIAUIZ 22 240 A Bl — P —~ DL LG T 2 0B EE I ND &V ) RICHEER
LTL &,

password-expire-in-days ¥ — 7 — RZ$5ET 5515, BEBIEET OLERH Y £7,

Toa~vry RTHEIZOZIBET AL, Z0a~vry NiEF s B—7 020 £9, ASA I,
22— PR LTEFDE-> TNDH I AR LERADR, BB —F — 32T — %

EHETEET,
SRR OW T, XA U — REHLH O Microsoft Active Directory DF%E (33 X—3) &ML
TLTEENY,

B 5oz L. S—TFRYS— BEUI—F—
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ATy 710
ATy I N

ATvT12

YE—F 7o eREGTOT 7 Lo—pERORE [

ASA Version 7.1 LA ClX, LDAP % 721X MS-CHAPv2 % #7R— k9% RADIUS #4f5¢ CRlaE & 1T
9 & X|Z. AnyConnect VPN Client #%f¢. Cisco IPSec VPN Client #f¢. SSL VPN 584 k> Z\ )
YT ITAT Y M ER, BEOZ TA T b L RERICHT S8R T — REEN—fRAIC
R—FENTWET, Kerberos/AD (Windows SA T — R) F721XNT 4.0 KA A 1 ﬂ?‘é z
NHOEGEZ A TONTNTE, RAT— REHIIVR—FENTWHETA,

MS-CHAP % 74—k LTV 5 —#d RADIUS ¥ —/3— (%, BIfE MS-CHAPV2 Z ¥R — kLT
WEH A, password-management =~ K& H T 512 i MS-CHAPV2 BTz, N
—IZHER L TL 2 &0,

(G£)  RADIUS ¥ —,3— (Cisco ACS 72 &) 1%, FRFEERZHIOFEFEY — =27 m 7
LEENHY FT, 7277 L. ASA 7 DHIZRADIUS — =L DAEELTWVDH LD
Rz £9,

LDAP CT/XA T — REZEH T 5I21F, THIRKO LDAP H—/3—Z L2 H O 57 {EME
SN TWET, BIfE. ASA TlE Microsoft Active Directory 33 2 U" Sun LDAP #—/3—
WKL TDIH, MEDRAT — REHn Y v 7 23 L CTnET, XA T 1 7 LDAP
(2%, SSL #&gi AL BT, LDAP DN AU — REH A EIT4 512, SSL LT

LDAP %A X —T M T HMERH Y 3, 774/ FTIEL, LDAP IEAR— b 636 %
HHRALEY,

SERAEMN SR AI 7 =) —HOLRTIE A T-DIEHT 51> - 13EEOBHZEE L E 4,
TOBMICEY, YT DN 74— /)L RO E DO ZFHATHO—Y—4 L U TR
DN ESINET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

el ziE Woa<xr FiE, CN BHEEZRAIHOaA—VF -4 L LTHREMT2Z L 2EELTWY
3

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes /X, C (E) . CN ((@%4) . DNQ (DN &fifiv) . EA (BFA—
T RLRA) | GENQ (HAVERfT) . GN (&) . | (A= %/) [ L (#if) . N (%
A . O GHf%) . oU (Mlffk~=+ k) | SER (U T /&) . SN () | SP UNE7/iX
HEAL) | T () . UID (=—#—ID) | BXVUPN (=—HF =TV /L x—2n)
BV ET,

a— Y — IR AT AT HENC, FO—Y—RNEFICRAIENTWEIRENDLLINE ) hE
HBELET, 774/ b TITERMIZER SN EE A,

hostname (config-tunnel-general) # authorization-required

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-tunnel-general) #

TERGEL, 2=V —RNu A VEEIGEMOTEEZ LT vl 2 OB O2—Y—4 LR
AT — KAL) ZANTAHIEIERTAT S 9 o OEETY, “EHEFMARETAITIE. K
Davwy RERELET,

FIE

vV —N— TN —TERELET, Z0a<wr Ndeh o F ) AAA — =L
LTHERAT 2 AAA —— Z L —F 2 ELE T,

G¥)  Zo=a~<r Kid. AnyConnect VPN #5272 A S £,

v H o F) DY —R— T —FTILSDl Y —_— F L —TEEECEEEAL, T4/ T
. B XAV REEISNEDH Y A,

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]

{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥ — 7V — RZ$EET DL, B X UGREEHTER S VEH A, groupname fElL AAA H—
Ne TN—=T %R LET, B—AVEIRNEY— = T —=F_XR—=2 2T L5 L 2R L,
groupname fE & fFH3 25 & LOCALIZ7 +— /"y 7 2R LET,

Tz, 94~ VREEY—/"— NV —T"% sdi_group |2, B FVRGEY—/— J L —
7% ldap_server [IZEXET DX, ROa~vr REASHLET,

hostname (config-tunnel-general)# authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

(G¥)  useprimary-name¥x—VU— RzHHAT 2546, vr/ A4 X470 731 2O —H%—
ZTEFERLET, £, 22— 42T VXA ENSTHETAEBE, I~
U 22— — T2 DS ERRE A A énjﬁ—é«o

THH ) =Y =4 & EN LS 584513, secondary-username-from-certificate %
AN LET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

EhHY) =YL L LTHEMAT 2 72DIGERENSHIE T 5DN 7  —/L ROfEIX, 77
4 < U @ username-from-certificate 2~ > R LR U TF, FE72iX, use-script ¥—V — NZFEE
LT, ASDMIZE > THERINTEATZ VTN 77 ANV EFEHTDH LD ASAICHERTEET,

B 5oz L. S—TFRYS— BEUI—F—
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ATvT3

ATv74

ATy TH

—szinzz |

72exE, IIO9A~) a—Y LT 4 — LV RELTEFLE, BV X)) oa—P—4 7 ¢ —
LRE LTz =y FREEETAITE. ROavw FE AT LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

EECHERAT A0 T4 T v FEAEN OB L F ) =P —Z 2 T2 X 91275
km\b/%»7w—fw%wnﬁﬁ%—F?%meymHmemmeZVVP%Q%L
Y, Z0avr RKEI7ITAT Y MUAERETZIZISSLVPN 7 74 7>k (AnyConnect)
BECHEH T 200890, i Shlca— -2y Ra—WF—|ZIERRITT D008 9 a i
ETLHX—TU—REFEHLET, ZOKERIZT 74V F TEDNCRESNTWET, 7747
YRV AFT L arESSLYTAT VN AT a AIFEICHERTE £, EnEnsE
Da~y RTHRETLHLENRHD £,

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

e ZIE, DT T4~V Leh o Z U O OFGEZ pre-fill-username % {75 121%
WOa~v ReANJLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

el E AT 2R EMEEZ G T 57T 2RI — =2 ELET, T 74+ D
@*ﬁ&i\ 703/])'7) ntD\uE"j‘*‘/\*‘T—a«o Zhavwy }‘ s Entuumf@#iﬁ%%?ﬁ%ij«

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

e 2, B VRIS — AN —FIEET DI, ROoa~vr Fe AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Yty va r EEEMT LRI —% (I~ ERRiFe X)) BREELET, T

TN MEIZT T A< TT, ZEHBGEEA XTI MITHE, 20D Oa—F—4 Ty

Ta vERITEXET, BHEHEITIE Yy aroa—F—4 L L RIS —F—4 DT

NOEIBETHVLENHY T, By aroa—W—£, 7ThHhoorT407, Bvvay
— 2 _X— 2 syslog, TNy FHAICRE S D 22— —4 TT,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

72k, By va v EBEMT ARG EL— £ X ) BEE— R L EST B &
SETETHICIE., koa~wr FE A LET,

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 75 £RBETOT 7 1 L0 IPSec KEVI BIEDRE

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authenticated-session-username secondary

JE—FT7ORREHETOT 74 ILD IPSec IKEV1 BTEDERTE

ATvT1

ATy T2

ATvT3

UEe—h 727828717 7 A /LD IPSec IKEV] B AR ET HI1C1E, ROFIEAZEITL £
T ROBMAIX, VE— T 78RR T m 7 7 A V&2 T TIHER L TWD Z L aRifEE LT
WET, VE— 77 BRER 70 7 7 A LICIE, LAN-to-LAN#Sfe 7 7 7 A L L W $ %<
DEMENRH Y T,

FIE

VE—h T778%A by Z—7 0O 1PSec BMEZIFET 5121, YTV arTHA L
F—RFELEFYLT 2 THFANE—RTROaA~v REASN LT R RAVT0—T ipsec J&
PEE—REBMBLET, Yo7 IR L T, E— FRERINTZ ERb0D £7°,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

Zoaxry RIZEY, bR T —Tipsec@Ea T 4 FaL—a v E— RRRBESN
¥4, ZTOF—RFTIE, Yo7 arydxA N E—REHIIvLVF ar5F AN EF—RTY
E—FNT I ERAX M RATIL—TD IPSec BIEEHRELET,

el ziX, WOa~v Rk, TGL E WO ARIOER 7 v 7 7 A VIR T 5 o xr s —7
ipsec BHEE—FDOa~v L R ZEE2BELTWET, Yo7 MAEL T, horxn
T Nn—"7ipsec BT — RIZA-T2Z LD 7,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

FHEHFF—ICES IKEVI 2R — N T 57-010, Faifdkax—2BEELET, =& 2
1Z. ROz~ RiZ, IPsec IKEvl UV E—F 727 v 2# k7 v 7 7 A /L0 IKEv] ki 2 R —
57201z, FaiEAEF— xyzx ZEEELTWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

BT OFEAEZFEH L TET O ID MG 5208 9 hEfREL 7,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

B 5oz L. S—TFRYS— BEUI—F—
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ATy T4

ATy Th

ATvT6

UE—k 7O RREGTOT7 4 L0 IPSec kvt Bt0zE [

ERTE A7 Y a AEE, req (W) | cart( GEHETYR— S TWH5E) . nocheck
( GA~=72\v) TF, 774/ Mireq T7,

el 21X, RO~ Nidpeer-id BGEENSMLE L Z L A fRE L TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

SEAEF = — L AEETELINEINEZEBELET, kO~ NiE, — FEFHE L T
D FAL CAFEHEZXELTWET,

hostname (config-tunnel-ipsec)# chain
hostname (config-tunnel-ipsec) #

ZORBMIX. TRTDIPsec bR TN—TF A4 FITEAINET,
IKE B TICEETHREAEZF#INT L F T A MKRA  FOLAFIZHEELE T,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

WD~ RiL, IKE E7IZEET 2REEOARTE LT mytrustpoint Z 5 E L TV E 7,

hostname (config-ipsec) # ikevl trust-point mytrustpoint

ISAKMP ¥ —7 7 A4 7D LEWVMELFTFENDY N TABIEERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 A —X TliE, E7 N =TT I7A4 7 F=FX V) T 2MET5ETORETA K
VIR 2 F0% (10 ~3600) THREL £, retry /X7 A —Z L, =77 T4 TIENZ[F &
N pol2%0) FIAMOBETT Q~108) , IKEX—77 54 7%, 74/ KT
A FR—TNTT, ISAKMP X —7"7 74 7 %7 4 &—7/MZT 5HIZIL, isakmpkeepalivedisable
EABDLET,

72 ziE, koa<v R, IKEF—7 7794 7DOLEWVMERE ISHIZREL, U RTA4 A
2= 10 RICRELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X7 A —H# DT 7 5/ MEX, VE— 727 B ADEEIL 300, LAN-to-LAN DI5H&
X110 TF, Fio, retry XT A =X DT 7 4V MEZ 2 TH,

it b (BX=2T7 F—bTUxA) T, ISAKMPE=X VU 72 L TCHIBLARVWE I
WET LI HEAIX, koa~ RE AN LET,

gHInoraL, =T Ry o— s&U1—F— |
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B rsecUE—F 7o EREHETOT 71 L0 PPPRIORE

ATy 71

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /~A 7'V v REEFES . XAUTH F72131 7V v FXAUTH 2 6E L ¥ 7,

|sakmp ikevl-user-authentication =t~ > I\ :L ASA BRREIZT VX NVGIEREZ LT 2 L E R &
5846, BELOU E— b VPN = —H%—38GEIZ RADIUS, TACACS+, F72i% SecurlD 72 XD L
w/wﬁﬁt%%éﬁmféz%W%éﬁA 2. ™A 7V RXAUTHRGRER KT 572012
EALEST, "7V vy FXAUTHIZ L > T, IKED 7 =— R 1 3RO 2 SO FIAIZ5E &4
F9, 2068 TAAT Yy RRBAEE I E T,

a) ASA X, DA —HIFZHEH LT, VE—F VPN 2—H—{Zxt L THIEL £,
ZHCEY, BERICRIETAIKE X2 T4 7Y v m—ya UKL S E T,

b) WIT, XAUTHZHEN U £ — F VPN 22— —ZZFEL £3°, Z OIEERFETIEL, AR —
ENTWAUERDONT N OFRIEF A FEHTE £,

(51) uuniE&/r7%/\/])7 ) b4 ]\ L_&H}:Eﬂﬁ‘é j: %HIJ \.HL,HJ‘.E‘H-\_/\_% /:EL/ %HU
HEHEXF—ZFEH L, FTAPIRAS U FERET OLENRDH Y £,

isakmp ikev1-user-authentication =~ > K & 47> 2 > @ interface /37 A — X & L C,
BEDA 2 —T 2 AZFEETEET, interface N T A —H ZEMT 2L, ZDav
NZT_XTOAL U F—=T oA ATEH I, AV F—T oA AT LIZa~vy RREEI N
TWARWEADARy 77 o7 LTHRELET, #7107 7 A1 112 2 ©D isakmp
ikevl-user-authentication =~ > RZ4EE L TV C, 1 Didinterface/NT A — & ZfliH L.
HO1IDIMMEA LRGSR, A v —T 2 ABRETDa~r RFZFORHEDA 4 —
Tz A AEBELET,

7o & 2, WO a~ 2 RiE, example-group & FEIEAL D458 7' 2 7 7 A W DONERA o &Z —
T2 A ATNAAT Y v FXAUTH 214 R—7 /W LET,

hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

IPSec V E— 7O REHTOT 74 )LD PPP BHENDHRTE

VE—RNT 28RBS 77 A VDRA L VY —RA 2 F7a haLVglas®RET 512
ﬁ@im%iﬁbifoWPE@iI%w)%~F7?%2@%&7m77%»;t#@%
SNFET, ROBBIL, IPSec VE— R T 27270 7 7 A VAT TIHER L TWA Z &
ZHifEE LTWET,
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ATy

ATy T2

IPSec ) E— k 77t EETO 77 1 Lo Prp BEDEE [

FIE

NV TN—T pppBlEa 7 4 Fal—2 a3 EF—RICADET, ZOFE— KT, kD=
~U REANLT, VE—FT7 2 A R RATL—TFPPP@MELARELET, Y7 b
DA LT, T FRRERINTZZ ERbnrh £7°,

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

Tz, Roa<2 Rt TGl E WO A4RiDERe 7 a7 7 A )VICERT D horxvr—7
ppp BEE— R a<y Rz Z & 2MELTChWET, a7 (kL <, hrxis
J—"7 ppp BIEE— RICA-S -2 L Rb7Y £,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

PPP #4f5\2xf 9 2 EA D71 b a Ve T 55852 A X — 7T D E I EfRELE
T, 78 b avoFEIZROWT AN £T,

« pap : PPP #%#5i C Password Authentication Protocol (/XA U — RFBFEZ' 1 h2)L) O %2 A
2=V LET,

» chap : PPP 4%t C Challenge Handshake Authentication (F% L' > Ny Ry = A Z3GET 1
fan) OfHEZA X—7 VI LET,

 ms-chap-v1 F 721X ms-chap-v2 : PPP ##¢ C Microsoft Challenge Handshake Authentication
Protocol (Microsoft 7% L'>' ¥ N> R =4 ZFRFET 1 L) o= a1 £720F
N—=Va 20 EA RX—7 VI LET,

« eap : PPP $%f¢ C Extensible Authentication Protocol (JEIEFRFEZ v h=2/L) OfiH%Z A 1 —
T LET,

CHAP & MSCHAPv] 1%, T 7 #/V h TA X —7 I > TWET,
ZOa<wy ROEIIRO EBY TT,

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

KD b avORiEET 4 B—7 T AL, Zoa<xwr Ko noBEXE2#HEHLET,

hostname (config-tunnel-ppp) # no authentication protocol
hostname (config-tunnel-ppp) #

723, RO~ RIZPPPEETPAP 1 ha a4 2—7 W LET,
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hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a< 2 R, PPP#ii TMS-CHAP X— g > 2 7 haLofEHa2 A x—7 W LE
7,

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

’D < Ri%, PPP #:5i T EAP-PROXY 72 /L Z A r—7 Wiz LT,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a2 R, PPPE TMS-CHAP X— g v 1 7a halofFERE2T 4 —7Lic LE
j—O

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

LAN-to-LAN i85 R D 7 € JLDERTE

IPSec LAN-to-LAN VPN #f: 7 17 7 7 A /L{%. LAN-to-LANIPSec 27 7 A 7 > b #3172 1) 36
ENFET, RETDHNRNTA—ZDELIIPSec Y E— T 7B ADE/RGL T2 7 7 A NLDHLOD L
[ U C7 A, LAN-to-LAN k> RILDFFN/NT A —2OEITV 72y £9, T 2T,
LAN-to-LAN 835t 7' 10 7 7 A V&R ET D HIEIC OV TR L E T,

« LAN-to-LAN #55s 7' 10 7 7 A VDA T & XA TOHE (23 ~2—)
¢ LAN-to-LAN B35 7' 0 7 7 A LD — R BIEDOHRTE (23 =—)

« LAN-to-LAN IPSec IKEv1 BHEDFRE (24 ~—)

T4 FDOLANto-LAN 8 O D7/ JILDaAV T4 Fal—3 Y

77 4/ k@ LAN-to-LAN 8t 7' 0 7 7 A LORNEIL, RO EBY T,

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2
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TRY)— B —H—
LAN-to-LAN #5701 7 7 A L& di e 52 1 ToiE [

LAN-to-LAN#5i 7 0 7 7 A VDRT A =R TV E— NT VAT 0 7 7 A VDIRT A —
ALV FOREALLIZELELO N —FTHEILTY, EBICHEELZHRETLHED
FfEMEEZEZE 2, ZZTRIDOITNA—T DT A —2 2E5NZEHA L E3, FARICEERE L7eWn
WNIA=ZIFTTXT, T 74NV NOERT 07 7 A VD EDEEMHRALET,

LAN-to-LAN i O D 7/ LD BRI EZ 1 TDIETE

BT 7 vy A VOLARTE XA TEIRET DI, RO X 9 Ztunnd-group =~ > K& AL
\i—g—o

hostname (config) # tunnel-group tunnel group name type tunnel type

LAN-to-LAN k> R /VDAE, # A Fiipsec-12l (12720 £3°, 72 & 21X, does &) £4RETD
LAN-to-LAN #5672 7 7 A W ZAFR T 2121, ROoa~x > Fe A LET,

hostname (config) # tunnel-group docs type ipsec-121
hostname (config) #

LAN-to-LAN 5 7O 7 7/ ILDO—RETEDHRTE

&

ATy T2

i 70 7 7 A NORIEMEEZRET DI, ROFIEEZFEITLET,

FIE

VTN aryTXARN T RERIIYIVTF 3T XA R E— RN T general-attributes ¥ — 7 —
REHEEL T, bR —T7— R — FEBRBLET,

tunnel-group tunnel-group-name gener al-attributes

B -
docs E WA LFIDESFET O T 7y A NLDPAIL. kD a<wr REATLET,

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

a7 IEL LT, config-general T — RICA-7=Z 0¥ bn0 £4, Fr XTI N—TFD
—fEMIT, ZoFE—FRTRELET,

TITHNE TN—T R —OLARTERELET,
default-group-policy policyname

1 -
KDa<y RiE, 7740 K~ Z—7 KU > —DARINI MyPolicy Z#HE L TWET,

hostname (config-tunnel-general) # default-group-policy MyPolicy
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B an-o-LaN Psec IKEV Bt DR E

hostname (config-tunnel-general) #

LAN-to-LAN IPSec IKEv1 B £ DEXE

ATy T

ATy T2

ATvT3

IPsec IKEv]l B2 ET HI2iE. IROFNEEFZITLET,

FIE

ko ZV T N—71PSecIKEV] JEMEERTET DX, o/ ary7FxAME—RERT~L
F 2T F A N E— R T IPSec-attributes F— 7 — R Zf57E L C tunnel-group 2~ > N & AJJ
L. b n—Tipsec @Ear 7 4 Xab— a3y T— RERBELET,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

=& 21X, o a~> R T, config-ipsec — RZBAtE L. TGl LW IO ARiIOERE 717 7
ANDINTA—=BERETEET,

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

Tuar T IRE LT, P —Tpsec@tEa 7 4 X2l —va v E— RICA-T
ZERDLNY FET,

A F—IZHS < IKEV] e YR — M 272012, FREAF—2HEL £,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

72L& z21E, kD~ Fid, LAN-to-LAN #5717 7 A VD IKEv] ##5ia R— b3 5729
12, FHETHE X — XYZX ZHEELTWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

7 OFEAELZEH L TE T O ID 2T 2089 hEEELET,

hostname (config-tunnel-ipsec)# peer-id-validate option
hostname (config-tunnel-ipsec) #

EHTEL2A T a 03, req (W) | cert( GEBFETYH AR — F S TWD5E) . nocheck
( GAXZ2vY) TF, 7740 Mireq T, 722X, kD a~> KX, peer-id-validate 4~
i3 % nocheck ICERTE L TWET,
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ATv74

ATy TH

ATvT6

LAN-to-LAN IPSec IKEv1 B0z [}

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

SEHHEF = — L BRETEAINE I ERELET, kOT 7 v a i, /b— MEEHE L 4
TO L CAFEHAEZEEFE L TCWVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZOBMIE., TRTO RN R TA—F A FICHATEET,
IKE BT E T DEAEEZRINT D2 F T A RKRA  FOLA4RIZRELET,

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

7ol zE, oa~y Rk, b7 A RMRA > b4 % mytrustpoint [ZFRE L CTWVET,

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

ZOBMIX, TRTO MRV TN—T BZ AT ITHEATEET,

ISAKMP (IKE) ¥—77 74 7DOLEVMELFHFAISNDY M7 A AR EL 7, threshold
IRTGRA—=R T, ETNRX—TTI7A T =4V T HBRETDE TORET A RAVER 21
# (10 ~3600) THRELET, retry X7 2A—X %, F—T 7 74 TIREBRZE IR ho
HOY FTAMORBTT Q~108) , IKEX—77 74 71X, T 74/ hTAF—T b
T, IKEXF—7T 747 %7 4 8—7MICT5HI21E, isskmp =2~ RO no XA AT L E
R

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

72 21X, oa<r R, ISAKMP ¥ — 7794 7O LEVMEZ I5FIZHEL, UV FTFA
A LB =N E I0RIZERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /85 A —#% OF 7 4L MiilZ, LAN-to-LAN OHA1E 10 TF, retry /85 A — & DF
7 4V MEIZ 2 T,

et b (BEFa7 F—hU=xA) T, ISAKMPE=Z U L 72 HRLTHBELRNE I
BETAEASIE. koa<wr REAHLET,

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #
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AT ST ISAKMP /~A 7'V v F#FE TR, XAUTH £7213~1 7 U v K XAUTH #$E L £

isakmp ikevl-user-authentication =~ > R, ASA FEFEICT VX N GEAEZ M T 2 0N H
L6, BLOY E— bk VPN = —H—3GE RMmB’MQW&—itJSmMDﬁng
=12 FREREENT D2 MERHD5EI1T, A7V v NXAUTHRRAEZ EHET 5729
EHLET, "7V v FRXAUTHIZ L > T, IKED 7 =—X 1 28K D 2 DO FJAEIC Aﬂém
F9, 2206 TAA T U » REBREE I E T,

a) ASA X, DA —HIFZHEAH LT, VE—F VPN 22—V — {2kt L CFEFEL £ 77,
ZHICED ., BHBICEHETAIKE EX 2T 4 T/ vm—ya UKL S NE T,

b) WIZ, XAUTH AL Y E— N VPN 22— W —Z3GE L £ 7, ZOIRERAETIX, AR — b
ENTWAUERDNT N OFRIEF XA FEHTE £,

GE) n:unE&/l)7ff/\/])7 Uy RIZRET DI [ il \—munJ—.E‘ﬁ_“—/\“—fan/EL i
EHEXF—ZERKL, PTANKRA U NERETHILELRDHY T,

7o & 2, Mo a~ 2 Rk, example-group & ML D457 0 7 7 A VDA T Y » R
XAUTH A 32— WMIZLET,

hostname (config) # tunnel-group example-group type remote-access
hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

BER—ZDIKEV29SAT72U MDD RRIL TIL—TIZDUNT

Mo TN—T01%, PR R Y U—%2 L7 a— Koty F T, AAAY—/3—
BT A RN TN—TEREL, BT A—XEREL, T 74NV DT NV—T IR
UV —%EFRLUET, ASA L., Fr R Z—T HNEHICARTE L 97,

IPSec UV &— hT7 7B ADT 7 4L b b3V 7 )L—71% DefaultRAGroup T4, 5 7 /L b
Mo TN—T1F, BETLHZEIETEETD, HIBRTL2Z LTI TEERA,

m&afm\%@D—ﬁwﬁi@)%—%mﬁcu%ﬁﬁbf#ﬁﬁmﬁﬁﬁ%mﬁféif
(DF VY, EEITICH L UIFHLA X —RE25%0E L, BN 5 U CIEREEREE £ 721X
EAPRGEZXECTEZET) . Lo T, m&d%ﬁ%?ék\ﬁﬁ@M#%ﬂ%mﬂﬁéﬂ
LT oV )V CRRAET D IEFRRRBRE A C& 3 (FaidkA S —. FEE, £72ILEAP) |

DefaultRAGroup X EAP FBFEHICERET 20N H D £3°, ik, FEPEFRIENFENE DN
AlEA STV ARITHIE \_h%®7747/%ﬁﬁ%%m®F/ZW7w— e =
VITHIENTE WD T,
EER—ZXD IKEV2 BHED Y HR—
ASA TiX, D IKEV2 gMEnHAR— I ET,
« INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS : IPv4 £7-1X IPv6 7 K L &
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par oo i—t+ [

\}

GE) Ta7n0 A&y (IPvd & IPV6 DO T KL REID Y4
T) X, IKEV2 ClE¥rAR— b SvEHA, IPv4T RL R L
IPv6 7 RUADM G NER I, WHFOT RUANEIY 4T
AHEZR A X, IPv4 7 KL ADLNE D 4 THNET,

« INTERNAL IP4 NETMASK : IPv4 7 KL X X v hU—2 <2/

« INTERNAL_IP4 DNS/INTERNAL IP6 DNS : 75 A < U/ H > %1 DNS 7 R L 2

« INTERNAL_IP4 NBNS : 7F A < U/t H > Z U WINS 7 R L A

« INTERNAL_IP4 SUBNET/INTERNAL IP6 SUBNET : 27U v b kU 7Y & |

« APPLICATION _VERSION : S Ed, £X =2 U7 1 EOBENL, ASADNN—TV 3
UERELELRONL VIS EIEREINEFA, EEL, 7747 MRESXA 2 — R
FRICZOBHE GO DH T ENTE, XFHID ASA D vpn-sessiondb =2~ > KHJJ & syslog
ICERRINET,

DAP OHH— +
VA AT ZEDODAP R Y U—FREEHATHIZE, HTILWITAT s XA TD

IPsec-IKEv2-Generic-RA Z{#f L CZ DG X A TIIEEDOR Y —%@#HT L5 LN TE F
j—O

JE—FTFO9ERI9SA4AT7MD RFURIL TIL—TEIRR
WDFEIZ, VE—FTIRVAITITAT U NEFERARER N RNV TN—T F T a0 DU A

FERLET,

VE—h 727 | b | ZV—7URL |GFBHEDN MR [T 74/~ 7 | ZDfh
YA IAT | N—T VU AL & ="

< b (DefuiRAGp)
AnyConnect | 5 fis ESIIN i ESIIN ML
VPN 7 54T

vk
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Windows X x . 5t o Sk L
L2TP/IPsec (o —%

(A E— Ve
K IKEv1) DREYIE
ZAEHY

L858)

L
(PSK #
AT

5o

o | » s | e L
IKEv2 (m—2 )  DefaullRAGroup
/1/47“/‘/ NV
DREDE N—AE A
eI T 5 REAR B
L5%6) N EI
mL
(EAP 38
AlE 2 i 1
5%

‘)

o

BER—ZXDIKEV2 7 5472 ORI R— b+
WDFIZ, fBUER—ZADIKEV2 7 7A TV eV R—FEINTWEREFESFRADOY XA &2 RLE
7,

\)

GE)  FERESFROHIBRIZ, ASA LT/, 27947 b LOVR— FofFEICESEET,
T _XTO EAP FROFRFEIL, 7747 h& EAP H—_"—TASAICL > T ¥
SNFET, EAP F ROV KR — NI, 7747 k& EAPH——DEAP DO H R — |k
DX FET,
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gE~—20 K22 547> boREsE—+ [

5547 k%4 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEEAZENDH PSK
TIBEEAK
Linux £ ML « ISE : )i « ISE : )i s s
StrongSwan B B
« ACS : xfIi&s « ACS : %t~
* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % « FreeRadius #%
o AD : xf o AD : %f
Android £ PP « ISE : xf)is FExHIES e ML
StrongSwan .
« ACS : %fIis
* FreeRadius :
PSS
« FreeRadius #%
D AD : %
l[:‘\
Windows 7/8/8.1 «ISE : % « ISE : %t)is L % bt NA
« ACS : %fIis « ACS : %fhi
 FreeRadius :  FreeRadius :
PSS PSS
« FreeRadius #% « FreeRadius #%
D AD : %f o AD : xf
;[L\ ‘I:D
Windows Phone « ISE : %) * ISE : %t P ML ML

« ACS : Xt~
* FreeRadius :

* FreeRadius #%
H® AD : %I

~
L

« ACS : Xt

FreeRadius :

FreeRadius #%
H® AD : %I

~
L
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B sasamzmoen

254 F7> k44 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEBRZE ) A PSK
TIBEEAK
Samsung Knox ML « ISE : )i « ISE : )i K hix ML
« ACS : Xf)in « ACS : Xf)in
* FreeRadius : * FreeRadius :
PSS PSS
« FreeRadius % * FreeRadius %
o AD : %f o AD : %f
Jits Jits
i0S 8 « ISE : %) - ISE : R |REMAeL i i
« ACS : %fIis « ACS : %fhis
* FreeRadius : * FreeRadius :
%f s % It
« FreeRadius % « FreeRadius %
Hd AD : xf Hd AD : xf
Bt Bt
Android 14 7 4 |f%%7e L « ISE : % ALY XFhE K his
77547 b -
« ACS : %fhi
 FreeRadius :
PSS
« FreeRadius #%
HD AD : xf
l[:‘\

BEHEIEAZ R DEM

v»%ﬁ%%ﬁ&@7mk:»x@% #L, hEmotyyar 24 FTHHATES X
ERERGET e ha N EEEINE Lis, 7 T4 T 2 MASSSLEE AT o THENRGEE

%%?5&\ﬁ@$Lﬁﬁ#ﬁ@bﬂwﬁAﬁ\7747/%ﬂ£%§ﬁ&%%%&b77

ATV FIEAELZTERL TWAHZ EE2HERLET,

ASA X, VE—FT I RAZATD RN RN TN—TD XTI T7A47T 2 b BRI

AEERELET, bR N—T = U7, GEHEL—L <y B S group-url 72

EORGFOHETEITEINE TN, LEREEAFETZ JA4T7 v b xravo—ranEd,
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EAPID 25134 57-060s U D4 T 308z [

il
tunnel-group <name> webvpn-attributes

authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa | saml] | saml
[certificate | multiple-certificate]}

FREA T Y a . AAA OB GEHEO L, BEGEHEO S, AAA LFEAE, AAA
L EEGEE . SAML, SAML LREMAE, EI3EEBGEENAE L SAML T,

ASA (config)# tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication

certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication

saml Use SAML for authentication

ASA (config-tunnel-webvpn)# authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
saml Use SAML for authentication

<cr>

ASA (config-tunnel-webvpn) # authentication aaa?

tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
<cr>ASA (config-tunnel-webvpn)# authentication aaa?

ASA (config-tunnel-webvpn) # authentication saml?
tunnel-group-webvpn mode commands/options:
certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication
<cr>

EAPID ZB T 3=HDVTYIDATLa > nDETE

Microsoft Windows 7 IKEv2 7 5 A 7 > bhiZ, Cisco ASA H— 3—M k R/ T )—T B ITfHE
HATERVWEICT DD, IPT RLRAZA ¥ —Fy b ¥—%H (IKE) ID & LTE(E

LET, ASAIZ. ASANZ FA4 7 LA EAPID Z B3 T&E 5 & 912, EAP GEREH

® query-identity 7> a U AMH L TRET HMENH D £77,

SFRHENR— 2 OFGEOHREIE. D X 912, ASA ¥— 3— & Microsoft Windows 7 7 7 A 7
k OFEAEIZIER S — AL (BEKU) 74—V RREEN TV DL ERH Y 7,

« 7 TA T MEMETIE, EKU 74—V R =27 T4 7 FRAEGEHETY,
o B— N—FFHETIL, EKU 7 4 —/L K = $— " —FFEHE T,
FEFAEIL. Microsoft Certificate Server F 721L% DD CA r— =L EETE £97,

EAP #FEE DA 1%, Microsoft Windows 7 IKEvV2 7 7 A 7 > M EAP BE:ROREIC EAP ID 2
RE/HGHET, 7747 MIEAPID R %ZEET 5121%. IKEV2 ASA ——ED h oz
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B evroEnsTaroosTunt T aomE

v T N—T" T 7 7 A LNTquery-identity ¥ — U — RARESNTWND Z L ZERL TS
I,

\ )

(GE¥)  Windows TAZU v kb b U U7 MFEITTE D K 9 ITIKEV2 Tid DHCP fRATZAE 234
R—=FEINFET, ZOHREIX, IPvd A7V v b b x U T RETOREIEL £,

FIE

ATy T BigiX A 7% IPsec U E— F 77 B AICHET HITIE, tunne-group =~ > K& AHLET,
##3C1Z, tunnel-group nametypetype T9, = :T\ name | b > RV T —T1ZEIN B TEHL
AICHY . typelX o FXNVDXA T TT,

W ORFITIE, IKEV2 FRiIHEA 3 — 7% 44kkaol59636jnfx [ZF%E S E 7,

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

GE)  FREESE T BI2iE. ikev2remote-authentication pre-shared-key =< > R & 721 ikev2
remoteauthentlcatlon certificate 2~ > FERETHHLERH Y £7,

ATy T2 EHESXR—2DY — R X—F L KEV2 VE—F T 78R 54T F%ﬁﬂﬂ L7z ——38G

EHAR— T 5 E UTRIRRGEY = k2L (EAP) ZHEET HI12iE, ikev2
remote-authentication eap [query-identity] =~ > KZfEH L 9,
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ATvT3

INRA ) — REIEFHD Microsoft Active Directory D E%E .

GE) U &— FF¥FLET EAP A - :f/bizjfné&zbi SFAEZMERH L Co— I VERGEE A %
7E L. ikev2local-authentication {certificatetrustpoint} =~ > R&fEH L CHZR b F
A LKA L NERETDMENDY £T, €95 Lanrolchaid. BEAPREREERNE
HINET,

TIAT 2 "R, VE— FRGERICGRESINTZA T v a DT _RTTIERL, —#%
FERATEA LT H2EEOFTTarPNhHyET,

IKEV2ERt D%, R RV I N—T DO~y B 7T, UVE— MNEREIEHATE 53
AEFEC (PSK. FEAAE %i@m@)&n~ﬁwmu’ﬁ%f%émﬁﬁﬁ(ka
FOGENE) | ki0u~ﬁwmﬁfﬁﬁﬁéb7XbT4/k%%m¢6ﬁ%@%
DET, BE, v v BV OEFIE, BT ERIEETHERED T 4 —/L RO
S GEHE~ Y 7&2HH) SNZIKEID MEHSHET, Mot 7y a ik
LEESAIE, BEERENT 74V DY E— N T 78 A hrpb S v—F
DefaultRAGroup vy vrranEd, aREY Yy L. VE—F ET7PFEEHET
AL SN BEICOBEHINAEIA T a T, 2Oy A2k, Birdhox
w&w%7~®7/t/&#7 ETT, iEAZRFIEOLHEDH, V—IVET1XT 7+
IV EDOBREEFEHLT R xL Z—70ERN 7o E 3, EAP #iFE L O PSK
HAEOBEIE, 794 T b (RN ITN—TZN 8T 527747 ) OIKE
ID /3T 74V bOBREEZHEHA LT R L T A—TOBBMNTHORET,

EAPZREEC. 7 9 A4 7 N IKEID & 22— —4 ZHEBNI R E TEX R2WIHAIT.
DefaultRAGroup k> /v ZN—T%EHT 208N’ H Y £,

WOHFITIE, EAP FRFEERMER S TWVET,

ciscoasa(config-tunnel-ipsec)# ikev2 remote-authentication eap query-identity
ciscoasa (config-tunnel-ipsec)# ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa (config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

KHEERFLET

hostname (config) # write memory
hostname (config) #

N RV Ch D I & AT 5 I21E, showvpn-sessiondb summary % 72 1% show crypto
ipsecsa a2~ RZMHH L EI,

INA ) — P%EE%O) Microsoft Active Directory D 3% E

FEEIZLDAP 7 4 L7 R U = _—ZffH L T 554G, /XA T — REBLL Sun Microsystems
JAVA System Directory Server (IH4:F5i% Sun ONE Directory Server) %3 & U Microsoft Active
Directory ZffH L CHAR— hSivE 7,
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. REIOY A VBIZ/ISRT— FOEFRF 31— —I258H 3 5 72 H D Active Directory O {%

*Sun:Sun7 o L7 b Y HF— ST 7 E AT BI0IC ASA ICRE STV S DN A,
P—=R—=DFT T ANV N NATV—=RRY =T 7V EATELMERHY £7, DN & L
T, T4 V7 NUERE, 70037 4 L7 N EHRBEHERELFO—F—Z2HT5 2L
EHAEELF3, F1E. T4V R RRATU— R RY T —IZACI AR ETEET,

* Microsoft : Microsoft Active Directory C/XA U — REH % A R —7 /LI T 5121, LDAP
over SSL i ET D MENH Y 7,

Microsoft Active Directory T/N AU — REELAMI 3 5121%, —E D Active Directory /37 A —
HAEREL, ASAT/HARAY — NEHERET OLERNHY £9, ZOHTIE, SEIER/A
U— REELT 7 v a VIZBE T 5 Active Directory DX EIZ DWW T LET, T b O

%, ASATO/NRYT — REFIRA R—T W7 > TWT, T 532 T — NER RPN R E
SINTNDHZ EEFHEE LTOWET, ZOHOFFEDFIETIL, Windows20001Z351F % Active
Directory D HFEICE LK L TWET, ZOIHTIX, FBAEC LDAP 7 1 L7 b U H——%ffH

LTWbZ ExfifEd LTWET,

REIOG A UBEIZ/INRAT— ROEEZ1—H—[Z58%]9 5 = H D Active Directory D {5 F

WlEa 7 A VR — Y — N2 T — ROEH & o — W — (T35 12i%, ASAD L
N—7 k@t 7 4 ¥ 2 L— 3 F— K Tpassword-management =~ > R&f5E L T,
Active Directory TIROFNEZ FEITLET,

FIE

AT w71 [Start] > [Programs| > [Administrative Tools] > [Active Directory Usersand Computers] MDJIE|Z 5
RLET,

ATFwF2 £V v LT, [Username] > [Properties] > [Account] &R L £,

AT w73 [User must change password at next logon] = v 7 R v 7 A% AN LET,
IOa—Y—NRE T A THEXIZ, ASATROT v 7 ERERENET [Newpassword
required. Password change required. You must enter a new password with a minimum length n to
continue.] fg/PNE/NA T — RE niL, [Start] > [Programs] > [Administrative Tools] > [Domain
Security Policy] > [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] T
Active Directory ¥ ED—# & L T E TE £7, [Minimum password length] Z#4R L 9,

Active Directory ZFER L=/ \XAJ— FOZKEHBRDIEE

X274 &b T 572010, —EDHBERGREGESA T — RBFIREINIZ D X D IZHET
EFET, 2= RNRT = RFOFERKADHEZEET DI21E. ASA D R 7 N —7 %
EME= 7 4 2 L— 3 > F— KT password-management =~ > K& 457 L, Active Directory
TIROTFIEEETLET,
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Active Directory Z i L f=F/N IR T — F R D& .

\)

GE)  LDART, NATU— RFORZABOREWEL FITT H72DIC bRV NV—T VE— T
IR T 4 Fal—TarO—fE LTEEII TV radiuswith-expiry =2~ >
TR > TWET, Zoavr L, PRI V=T —fKEHEE— R TAD S
1% password-management 1~ > RIZEE# I HILET,

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy] Z#R L £ 9,
AT w72 [Maximum password age] # % 7 V7 U v 7 LET,

AT 73 [Define this policy setting] 7= » 7 /R v 7 A% A2 LT, #F A3 % [Maximum password age] %
HHEACTHRELET,

Active Directory = L f=f//NXRX T — KR D&

RAT — ROR/INEEEEIT DI12IE, ASAD b FN T N—T—fkEtEar 7 4 ¥ 21— g
> E— KT password-management =~ > K457 L, Active Directory TIRDOFINAZFATL £
7

FIE

AT 71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] % &R L £,

AT w72 [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] % R L £,

AT w73 [Minimum Password Length] 2% 7L 7 UV v 7 LE7,

AT w 7 4 [Define this policy setting] = v 7 R v 7 A% A N LT, /NAT— RIZE D DLEND DI/
TR ERELET,

Active Directory Z{§FH L 1=/\X 7 — FDEH DR

BHEZe AT — R T2k 21X, KXFEDLTF, B BIXORSR T2 50\ A Y — R& 3
KT BITIE, ASAD R RNV T N—T R 7 4 X2l — g F—RT
password-management =~ > K% AJj L. Active Directory TIRD FNAZFEITL £ 7,

FIE

AT v 71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] 34k L £9", [Windows
Settings] > [Security Settings] > [Account Policies] > [Password Policy] %2 L 7,
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AT 72 [Password must meet complexity requirements] z 4 7 /L'~ ) = 7 LT, [Security Policy Setting] %
AT7arRy 7 AEREET,

AT 73 [Define this policy setting] 7= » 7 iR v 7 A% 42 L C, [Enable] Z &R L £,

IRAT — ROEMEMEORRENL, 2 —F—N 2T — REEFEF R L X CFTEICY £97,
7o b X, Wala 7 A VIRFIZ R A T — REBZ5EHT 5, E2iEn B%RIZ/ SR T — RAHRY)
MU D EDICRELIESGAETT, al A4 VS, HiLWSRAT—ROANEZRDL T T
FRFRSI, VAT LIEMEISAT — RET 2= ANE T,

X179 54F7 b Y HR— 9 5 RADIUS/SDI A vt — DR
JOJ7A4ILDETE

ZOIETIEL, RSASecurelD V7 FU =7 h—2 U&7 % AnyConnect VPN 77 7 A 7 |
2, SDIHV—"—2 7B ¥ T 25 RADIUSH—"—KHBE TV 747> MIEfESND 22— —
Ta 7 MIELLSETE L X522 FEICOWTHAL £7,

N

(5I) Euih thE*%%ﬁb% Ebf\_ = SDIutuu 170:7‘/])7 ) BN _H-P«/\H"Cfg. j--]j-j“—‘ }‘ éﬂi
R

U E— h =—%—7»% AnyConnect VPN 7 7 A 7 > kT ASA |[Z#%#5i L. RSA SecurID h—7 >
L CREREA A D & ASAIEXRADIUS —/3— L5 21T\, KIZ, FRFEIZ-DUT SDI
Y= = LWBEEITVET,

SREEDOEINC, RADIUS M — NZASAICT 7V BEA F ¥ LY Ay —U% R LET, 205
DF ¥ LI AyvE—URNIC, SDIV—NEDTH A MEGLINEA =00 £97,
DA yE—T FTHA NI, ASA 23 SDI H— — L EHESGREE L TV AHEA L RADIUS 7R %
VEMRHLTEE L TWDIGAELETRRVET, 20D, BEFXaT7 7 74T MIXRAT 4
7 SDI H—3— L L TRk S 572912, ASA X RADIUS — =50 A v & — P & il
TOHOMERDY £,

F72, SDI A v =L SDI P — " TREFETHDH-H, ASADAvE—Y TFAMOL
RETZIT 0, SDIV—"DRA =T THFANE—HTHMNERHY T3, —H LW
/*\ VE—KNIIAT v b a—WIEREINDIT T A, BFETICHNELINDT 7 Vs

KT L THEI TARWVEARH D £, 2070, ©X2T7 277472 FRSETEPIC, &
REDN KRS D Al REMED N B D £ 77,

RADIUS/SDI A v — 2R — 572002 T 4 7794 T ADOHE (36 2—
V) 7747 hE SDI Y — R—[HOFRFE AT S5 L I ASA #TET D HIEIZ
Ob‘fnﬂﬂﬂbijﬁo

RADIUS/SDI * vt — L HHR— T 500X ) T4 FTSAT7UVADETE

SDI [## @ RADIUS & A v E—T B fRIR L, t%;?ﬁ?%?yﬁn~%~mﬁ@&77
varEROATa T NERRTAHLIICTASA ZRETHIZIE. ROFIEEZFITLET,
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ATy

ATy T2

RADIUS/SDI % v £ — S &4 HK— kT 20D tF2yT 1 775472 20%E [

Fg

MRV T —"7 webvpn 227 4 ¥ 2 b—3 3 F— RTproxy-authsdi =~ RZEH L
T, SDIH— =L OEHEBEL S I 2 L— F T2 HET, RADIUS EA A v — P& frikd
BIEOOERT BT 7 AL (b FA—F) %@ELET, SDIY— A —ICRBIES D
L= —F, ZOEKT BT 7 A VB L TERT OMER DD £,

i -

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

Mo AN T N—F webvpn 227 4 F o L—3 3 > F— KT proxy-auth_map sdi =< > K& {#
MLT, RADIUSH—N—Z Lo THEESNDA vE—V T HF X M EREREIT—HR 8T
% RADIUS JE A v E—Y TF X M ASA TRELET,

ASANRERTHT 74V hD A »E—T 7 F A M, CiscoSecure Access Control Server (ACS)
THEHINDGT 74V FDAvE—Y TF A2 M T, Cisco Secure ACS LT\ T, 7
7%WF@}/?%VT%XF%ﬁmLTw5%Q<wAT%/ﬁ VITRAMNERET D

VEEH Y FHA, ENUSAOEEIE, proxy-auth mapsdi 2~ REEH LT, AvkE—
7‘3'\*2 FR—EHFT 5L Li'fo

WDOFRIZ, AvE—Ya—K, T74/VEDRADIUSIGZEA v =V THF AN, BLIOKA Y

T —VOMEEE TR LET, EX 2 VT 4 T T IA T AL, T—T MR SN DNEF T

SRR T 5720, A vE—YTF A MUEHT XTI O XTI OY 78 v hTidlawn
INTTDHDRENDLY £7,

72& 21X, TnewPIN] 73 new-pin-sup & next-ccode-and-reauth D FIZk§ 5T 7 4/ D X v
=Y TXA MDY TEY N THDHELET, new-pin-sup %~ new PIN] & U TEE L7725
a. BX=2VT7 10 77747 AT RADIUS H— 3725 [new PIN with the next card code] %
2fE4 % & . next-ccode-and-reauth = — R Tid72 < new-pin-sup = — R & 7 F X M Z MG LE T,

SDIfEa— R, TT7HNLFDA v E—Y FTFRA R, BEOA vE—OHEE

Ayt—Ya—F T 74 )L FORADIUSEHE A v | #dE
=P TEXbE
next-code Enter Next PASSCODE Z—HWIX PIN 2 ASjE912k

Dhr—=rrva—KaEAT5
VERHDZLERLET,

new-pin-sup Please remember your new PIN | 37 L\ 25 A D PIN 73NEfik
SNTEY, 2—FIZZLDPIN
ERRTHIEERLET,

new-pin-meth Do you want to enter your own | 357 LU PIN OERLIC E D L
pin W PIN A 2 0%

a—WizmhaE T,
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Aytg—va—F

T 74 )L D RADIUS FEE A v
=Y TEXb

new-pin-req

Enter your new Alpha-Numerical
PIN

a—WHERO PIN Z AT 5
T EHEBERTDHLEERLE
‘d_o

new-pin-reenter

Reenter PIN:

Z— 3L L7z PIN ORER
DT ASA BINERHIfE
LEd, 2—Hicrer 7k
EFRRETIC, 7 T4 T b
23 PIN Zffgsd L £,

new-pin-sys-ok

New PIN Accepted

a— R L 72 PIN 2852 1)
aneshizz xR LET,

next-ccode-and-reauth

new PIN with the next card code

PIN#E%, D h—2 v a—
REFRESTH D, BREDTZD
[ZH LWPIN RO h—2
a— RO & AN+ 50
NHDHZELEa—WFITRLE
R

ready-for-sys- pin

ACCEPT A SYSTEM
GENERATED PIN

2—FR L ZTFT MR O PIN
ZXT DA TE TS Z
L BRI ASA BSINERY
WZERA L ET,

ROBITIL, aaa-server-host E— RNIZ AV | RADIUS i A v &£—3 new-pin-sup D7 F A k%

EELET,

hostname (config) $ aaa-server radius_sales host 10.10.10.1
hostname (config-aaa-server-host) # proxy-auth map sdi new-pin-sup “This is your

new PIN”

ON—T K1) —

COWETIH, INA—T R = ZORETFIEIZOWTIHHL £,

TN—7" R —IL, IPSec #ftH D=2 —F—BEDBEHELEOT Bty MZlo72H D
T, T AZHERRY (B —)V) IZRTESIVD D, A D RADIUS Y — N— (TR F & v E
T BT R 7 7 ALTIE, UV, 22— —BEROSR AR ET D7 NV—T K
venNMERHENET, AT RV —EEHTLE, - —F T —F—D I V=T

B 5oz L. S—TFRYS— BEUI—F—



| #eTnorq0, YL—FRYS— BEUa1—¥—
Frrnros—T Ky —ozE |

Bty MR EZEATE 20T, 2a— P - LIZEBHEEAENCHEET O2LERH Y £
/\/o

A=Y= N—=T R —=2EHV YT, BEDL—Y—D I N—T RY =2 LHEL
0T HICE, Fa—bar 7 X alb— 3y E— KTgroup-policy =2~ REZ AL
iﬁqo

ASAIZIX, 774NV MDD N—TF R —NEENTVET, BRI TETHHIRIEITE R
WF T IV MDD N—F R =2z, BOOBREICEAD 1 DU EDO T LV—TF R 2—
PERTAZ b TEXET,
W%ﬁw—f%)y—&%%ﬁw—f%)y~%§ifﬁi¢ WER 7 LV — 7 1% ASA DNHES

—HR—=ATHRESINE T, BT —T 1L RADIUS 72 & OISR — R — IR E SN E
#oﬁw—7ﬂikw— X, WOBMERH Y £,

* Identity

o —N—DEFH

cITAT VN T7AT T4 —ILORE

e hrRUL S Fubhan

s IPsec DFXTE

eN—KRUxT 7747 NORE

* Filters

c JIAT U N a7 4 Fal—a VORE

2 gl g ZTL
'?ﬁr‘ﬁ_ﬁ@ﬁﬁﬂi

FIAXILEDTIL—TR)S—DER

MAT@\?71»%@7»—7ﬁuy—ﬁ%&éhi¢o:@?7%»%7»—7ﬁ9
FEETEETN, HIFRIITEETA, 774V OV V—7 R Y > —%, DfitGrpPolicy
EWQ%WTAMV#’TTLTMiT# IDOF TN DI NA—TF RY —i%, ASA T
ENEFHEHAT DL IICHELRVRBY AT A, TOMDITN—T R o —% R E
T 580, HRIICHEE LRWBHEOEIZT 74V b NA—F R —MbikE SN E7,

\}

GE)  DfltGrpPolicy I[ZFREIN TN D (ZDOHKIZHIV Y THNTZ) TRTO X 2T 277347
vk TFa7y A NE A7 (Network Access Manager, Cisco Umbrella 72 &) &1 ¥ =
777 FAT N TaT A ML, DT —T K U 2 —0 DAItGrpPolicy 7> H KT 5 &
WCHIRIICERE SAVTWRWRY | o 7 —T R o —IC Ko TR S E/ A,
Oi D, BEDEX2T 7747 N TaT7 7 ANRITN—TR) —TREINTN
%4, DfitGrpPolicy \ZBE# AT B TCWD ¥XF 2T 7 T4 7 v b 7a 7 7 A Wik
SNFEHA,
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TIZHNV DT N—T R o—%FRTHITIE, WOa<wr Re AN LET,

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

TIZAN DT N—T R —%FET DI, kOa<wr REANLET,

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

)

CE) TN bOTNA—=T7 RY —iF, WICHE (internal) TY, =~ RO,
hostname(config)# group-policy DfltGrpPolicy {internal | external} T 723, & A 7 %456
(external) IZZEHT 25 Z LIXTEEHA,

TI7AN DT N—T R I —DIEEDORYEEET T 535551, group-policy attributes =<
Y REMBEHLTEREE—RNCAD, 20%, EEMNROBRMAEE T L7200 a~r RERE
L/i‘g—o

hostname (config) # group-policy DfltGrpPolicy attributes

\)

GE BME— FEIRMIZA—7 RY =T EH SN ET,

ASA TR END T 7 4V F D7 —7 K Y v — DfitGrpPolicy (£, KD L0 T,

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes

banner none

wins-server none

dns-server value 10.10.10.1.1

dhcp-network-scope none

vpn-access-hours none

vpn-simultaneous-logins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client

password-storage disable

ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipvé-split-tunnel-policy tunnelall
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split-tunnel-network-list none
default-domain value cisco.com
split-dns none
split-tunnel-all-dns disable

intercept-dhcp 255.255.255.255 disable

secure-unit-authentication disable
user-authentication disable
user-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable
nem disable
backup-servers keep-client-config
msie-proxy server none
msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none
msie-proxy lockdown enable
vlan none

nac-settings none

address-pools none
ipv6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
client-access-rule none
webvpn

url-list none

filter none

homepage none

html-content-filter none

http-proxy disable

anyconnect ssl dtls enable
anyconnect mtu 1406

Frrnros—T Ky —ozE |

anyconnect firewall-rule client-interface private none
anyconnect firewall-rule client-interface public none

anyconnect keep-installer installed
anyconnect ssl keepalive 20
anyconnect ssl rekey time none
anyconnect ssl rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ssl compression none
anyconnect dtls compression lzs
anyconnect modules none

anyconnect profiles none
anyconnect ask none

customization none
keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647
upload-max-size 2147483647
post-max-size 2147483647
user-storage none

storage-objects value cookies,credentials

storage-key none
hidden-shares none

activex-relay enable
unix-auth-uid 65534
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unix-auth-gid 65534

file-entry enable

file-browsing enable

url-entry enable

deny-message value Login was successful, but because certain criteria have not been
met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information

anyconnect ssl df-bit-ignore disable
anyconnect routing-filtering-ignore disable

always-on-vpn profile-setting

FTIT NN TN—T R = IEFEARETT, Fiz, BEICEAD 1 DU EO T V—7 K
—HEERT AL TEET,

GI—T R —DEFE

TN—TRY =%, T_XTCOFEED F R NVCHEATEET, EFHEL08EL, T A—X
BRI ES N TWARITE, 207NV —F1TF 74V 8 T —7 R > —DfEZ
LET,

REFAAZIL, Yo 7N arTxFAFE—-—FELEISALTF a7 F X b F— RO THET
TEET,

\)

GE) <~ F a7 FRA b E— FNIIKEvlI BEXWIKEV2 ¥4 bY—H A MZOZEH S,
IKEv1 IPSec @ AnyConnect, 77 71 7 > ks LA SSL VPN, Apple *1 7 4+ 7 VPN 7 5 A
7> k. Microsoft %147 4 7 VPN 7 A4 7 b, F721T cTCPITITHEA S ER A,

NETI—T R O—DHRTE

SN T N—T R Y — D BIEICIE, FEET HIMNBY — A —DENEE S ET, SN —
TR —DYAIE, ASABBMED S =) — %R FITTEDLAAAT — =T N —TEREL,
ZDINB AAA Y —_— TNV —T IO RUEEZRGT 5 L ST 2 AT — REfRET D4
ENRBH Y 3, SEBERIEY— N—ZEH L T\ T, AR —F R Y — @, AT AT
ED2—H—L[E URADIUS ——Zd 5556, TR O ORI TAMMPEELRVWE ST S
VERH Y £79,

\}

(GE)  ASA TOHEI NV—T41F, RADIUS—N"—Da—F—£EZMLTCET, DFD,
ASA AN NV—T" X B3 E LTc8fr. RADIUS Hh— _— (37 = J —%& 2 — % — X |Zxf
TOMREER E 2 LET, Lo T, M7 —713, ASAIZE o TR B %
O RADIUS ——EDa2—W— T h 7 MITEEHA, ST V— 7 @A GRGE
T 5 PEDZ—H — L[ U RADIUS H— N—IZFET D56, £ b O CARTZ EHE
SHEDHZEIFTEEREA,
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ASA 1%, 4N LDAP F£721% RADIUS ¥ — _R—TO 2 —H =332 PR — b L TWET, SR
P R—Z T 5 L HICASA ZRET DS, @Y ASARAEMEAIEEL TH—1—%
FEL, FNOHORBEOY Ty hxbx Do —HF— ’iﬁ“‘é%mmfﬂ%ﬂ@ WMCHNLE

N £4, S — —ZFHRET HITIL. VPN O AAA Y — R — D% E OFBICHE > T
CTEENY,

FiE

SR N—T" R 2 —ZRET DITIE, ROFNAZFEITL T, server-group 44 & /XA T — K&

BT N—TF R /~®% A& XA TEBELET,

hostname (config) # group-policy group policy name type server-group server group name
password server password
hostname (config) #

GE)  AERTN—T R Y —DGAE. AR — & D AAA —N— ¥ 1 7 I RADIUS 72
T,

72 & 21E, o a~ > Rk, ExtGroup & W) ZRIONEE 7 V—7 R —MEKLET, =
DI N—T"RY > —DEMIT, ExtRAD &9 AHTOIHBRADIUS — = LG S, &
MERET D & EITHH SN D782 T — R newpassword (ZH5E S FE T,

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (confiqg) #

GE)  VPNOAHBAAA YV — _R— DR EIZHAINTND L 2, WL OO Z—[EHE
JEME (VSA) Z#E%ETEE 9, RADIUSH— N—Class |\ (#25) #iKT L 5 IZ7%
EESNTWAEE, ASA 1L, VN —T 4 OGS D@tz L £4, RADIUS
= "—Tlix, BHEFROEXTRET 245N H Y £9, OU=groupname, = Z T,
groupname (X, ASA TRREIN/=ZN—74 L[A—T9, . OU=Finance,

REBTIL—T R —DERK

WE N —TF R —2RETHITIE, a3 T4 X2l —ar B— N2l LET,
group-policy 2~ RZEH LT, Z7A—7 R > —DA4HIE internal ¥4 7 E2fELET,

hostname (config) # group-policy group policy name internal
hostname (config) #

7o & 21X, WD 3~ R GroupPolicyl & W I A RTONEZ V—7" KR Y v —%AE L ET,

hostname (config) # group-policy GroupPolicyl internal
hostname (confiqg) #

gHInoraL, =T Ry o— s&U1—F— |
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BEITOT7AL. TL—TF K o— B&v0a1—H— |
B —eosnmon—7 %y o —REromE

\)

GE)  WolmAERRLEZA—F R S —OAFTNIEETX EH A,

F—U—FfromZBMLTEFORY > —DARMAEET S22 LIy, BEFO Vv —7 K
Jo—0fExabe—L7T, NEZL—7 R —DEHELTRETCEET,

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

7= & 23X, kD 2= RiZ GroupPolicyl D% = £°— L T, GroupPolicy2 & > 9 4 i D NH
IN—T KY —%ER L ET,

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #

— BRI RESIOIL—T R O—BHEDHRTE

GIL—TKR)o—%
TN—T R —OAFNINER T N—T R > —DOERRFISRIRE N TWET, Woz AfE
BRENTZ T N—F R —OAFNILEFETEEH A, B OWTIE, NEZIL—TF R 2—
DOYERR (43 =) ZZBIRL T EEW,

BIL—THRY)—DINF— A vtE—DEBRTE
FoRTHNT—F WA v v— (BDHE) #EELET, 774/ NTE, AN —1F
BRENETFA, HBELTEA =T, VE—F I T7A4T7 2 "R LIZEXIZ, T T
AT MIEREINET, N —2BETHIZNE, V=T R)—ar7 4 Xalb—3
¥ E—RThanner =2~ REANLET, X —TFTFAFOREIIL500 LFFETTT, &
IRUATEIRAT HEE81E. ) =7 AE AN LET,

VPN U E—h 77T hTOOT A L HBICFERIND BRI —DFE XX, ASA —
23 279.5.1 T510 ~ 4000 SCFITHEM L E L7z,

)

GE)  ANF—HNOERYATIZ, 2 XFL L THALNET,

Nl —%HIET5120%, Zoa<wr FonBEXE AN LEST, Zoa~vr Rono a2 H
THE, TN—T R —DFTRXRTONRFT—=NHIBREINDZ LIZHEE LT ZEN,
TN—T KR —F, MOITN—T R —nbZOEEMKTEET, EHEMK L2V XK
INTT DI, RO LS, NF—XFHOEERET ROV I nonexF—Y—FK&Z AL
i—a‘o

B 5oz L. S—TFRYS— BEUI—F—
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hostname (config-group-policy) # banner {value banner string | none}

OB, FirstGroup & \W\9 ARTD T )V—"T R Y L —I3F—2ERT 5 HiEEZR L TNE
T

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# banner value Welcome to Cisco Systems ASA 9.0.

JE—F 7O EREHEDT7 FLA T—ILDIETE

VE—NT 78R TZIA47T 2 MRASAICHET 256, ASAIX, EticiEEc i/ —7
RY S —IZHEASNTIPVE F7201XIPv6 T RL AR 7 54T MIEIV Y TAHZ ENTEFET,
o—Hh)L 7 RUADOEY) B CIZERATAHRK6HOa—IL 7 RLRA F—L1DY XA NEIRE

TEXFET, P NOEEEFIZTEETT, ASATIE., Z0avwy R E2EE LEIEFIC
HE-T, FNHDT—INBET RUANRED B THENET,

RETI—T R)—~DIPVET7 FLRA T—ILDEIY KT

ATy T

ATy T2

IR BHHIIC
IPvd 7 LA F—LaE L £,

FIE

IN—TF RV —ar 74 X¥al—var E— FEBBLET,
group-policy value attributes

i

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv4-pooll, ipv4-pool2, # KT ipvd-pool3d &\ AHTDT R LA 7 —/L% FirstGroup 7 /L —7
RN =B S TET, FNA—T KR o—=ZF, K6HDOT FL A F—VEEETEE
R

address-pooals value pool-namel pool-name2 pool-name6

11

asa4 (config-group-policy)# address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asad (config-group-policy) #

gHInoraL, =T Ry o— s&U1—F— |
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B sss—F Ko~ IPET FLR T—LDFY 4T

ATvT3

ATy T4

ATy T5

EE) IN—T R —FENDLT FLA T—L&ZHIBRL, 7 RLVA T— @ EEZR LT
DefltGroupPolicy 72 £ DD YV —ZnHD 7 K LA 7 — Ui Z & 95 121X, noaddress-pools
valuepool-name =~ > K& A L £,
no addr ess-pools value pool-namel pool-name2 pool-name6

1 -

hostname (config-group-policy) # no address-pools value ipvé4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

({LE) address-poolsnone 2~ > R, RY T —DRID Y —A (DefltGrpPolicy 72 &) b =
DIEMEEMWART D 2T 4 E—T NI LET,

hostname (config-group-policy) # address-pools none
hostname (config-group-policy) #

({:E) noaddresspoolsnone =~ > Ri%, address-poolsnone =~ K& 7 L—7 KUY I —
MHHIRL T, 7740 ME (fFEKOFFA) IZRLET,

hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

RETI—T R)—~DIPV6 7 FLRA T—ILDEIY KT

ATy I

ATy T2

IR HEIIZ
IPv6 7 RL A F— LB LET, VPNDIP 7 FLZEZBL T X\,

FIE

IN—TF R —ar7 4 Xalb—varE—RREBLET,
group-policy value attributes
11 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv6-pool &\ 9 AHTDT KL A 7' —)V% FirstGroup 7 /L— 7" 7R U o —ZHI Y Y TEF, 7L —
TR =T KOO IPV6 T KL A =L &ED S THZENTEET,

51
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ATvT3

ATy T4

ATy TH

Ir—F Ky s—orvryyy 7oraroiz [

Z OFITTIE, ipv6-pooll, ipv6-pool2, I3 L TN ipv6-pool3 73 FirstGroup 7 /b—7 7R U 2 —IZHE| D
BTHNATWET,

hostname (config-group-policy)# ipvé-address-pools value ipvé6-pooll ipvé6-pool2 ipv6-pool3
hostname (config-group-policy) #

EE) ZN—T RV —RENSGT FLVAT—=V&ZHIERL, 7 LA 7= AREZRLT
DfltGroupPolicy 72 £ DD Y — 2B DT R LA F— G R &2 #kAT 5121, no
ipv6-address-pools value pool-name =~ > RZfEH L £7,

no ipv6-address-pools value pool-namel pool-name2 pool-name6

&1

hostname (config-group-policy) # no ipvé-address-pools value ipv6-pooll ipvé6-pool2 ipvé-pool3
hostname (config-group-policy) #

(£ Z OEPED DAtGrpPolicy 72 ELDR Y v —D YV — AN HfE SNV E 51T 51
X, ipv6-address-pools none 2~ FZfFEH L 7,

hostname (config-group-policy)# ipvé-address-pools none
hostname (config-group-policy) #

(f£E) noipv6-addresspoolsnone =~ > R LT, ipv6-address-poolsnone =~ > K%
ITN—T R —=D0BHIBRLT, 774/ ME (&R ICELET,

hostname (config-group-policy) # no ipv6-address-pools none
hostname (config-group-policy) #

GI—THRYS—D o) 7FOMIILDIEE

TN—TRY)r— a7 ¥z lb— 3 F— R Tvpn-tunne-protocol { ikevl | ikev2 | 12tp-ipsec
|ssl-client} =~ > REZ AN LT, ZOFN—TKRY P —DVPN b ¥ A THBELET,

FI7FNVMEIZ. TN TA—F R —DRBMEEREAT L T, ZOBMEEYFT
O T 4 X2 b= g UNBHIBRT AT, Zoavwr FonoEREANLET,

TDawy RONRTA—FZDEIZIFRODORHY £9°,

sikevl : 2 2D E T (Cisco VPN Client £7= 13Dt ¥ =27 ¥ —F 7 x1) [ED IPsec IKEv]
Mo xrITm=—FLET, BiE Kb, 178, BXOF—FHEHIET 5
X2V T4 TV —va v EERLET,

eikev2 : 2 ODET (BXaT I IAT N FREMNOBXFAT A —FU () BD IPsec
IKEV2 h vz adym— |k LET, Wik, 5k, 772k, BLOF—EFHAH
HWTrEXa )T T — g U E2ERLET,

« [2tp-ipsec : L2TP #4520 IPsec b > k& x T x—k LET,

gHInoraL, =T Ry o— s&U1—F— |
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B /= 70t RO VANDIEEE BT L—T KU S —~DHAET IR 2> FO—IL L— LOER

esslclient : ¥¥ =272 747 b TTLS £7/2I1EDTLS ZfEH LT, SSL h>pribm 3
— kL%,

ZOa<wr REASLT, 12U ED M XY T E—RERELET, VPN F X% I
TEHTAZ—F—0iF, D eb1ODO M R V7B — REBRETAILERSH Y ia“o

WOFNE, FirstGroup & WD A FTD 7 N—7 7R > —I|Z IPsec IKEvl h >RV 7 E— R&EFK
ET D HEEZRLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #

JE—FT7O9EADVIANDIEE X -IZTIL—TR) Oo—~DHEET7 VR FO—

JLIL—)LDiE A

T ANBNTEEDONL— LIRS TWEST, 2 bDL—E, ASAZNLTERELE b
YRV T T =H Ry NEFFRTANER T A0E, EBEILT RUA, 5T RLA,
0 hal R BIlESWTIRELET, JA—F R —0DIPv4 721X IPV6 BT 7 B & o
Yhue— L VR RNERET L0, 3T 740 N ZV—T KU —THE Iz ACL &k
KTHLOICTEET,

WDOFT arONTRNEEINLT, VE—F 7278 AHDOH I VLAN ( [VLAN ¥ v v°
VT EBREEND) | FEE N T T4 0BT 4N EZ ) T B ACL BZFRELE T,

\)

GE)  IPv6Z2fEH L CVLAN~ v B 72 EITT 256, Bk b7 7 4 v 7 BN >

N —Z =T 4 7 END LT D7D, AME (3658) 7 KL AT VLAN 2 &
WCHEAIZTANENH Y £, B2A VLANBLUOL— K X MU v Z712x L CFE Usst
Iy NT—J BHEHTDHZ LI TEEEA,

c IN—TFRY—ar T 4 FXal—TaryE— RTROaI REANLT, ZDOFL—
TR —FRFIOTN—T R =T BT N—T R —IZE Y ETHNT
WARYE— 727 EAVPNEY g o HOH S VLAN 2 5E L E T,

[no] vlan {vlan_id |none}

novianix, Z—7 R —rbvan id ZHIBRLET, FA—FRY v—lX, T 7+
FOTN—T R =5 vian EEFHEA L 7,

nonelx, ZN—7 R —rbvanid ZHIfRL., ZO7N—T7 RY > —TkF % VLAN
~ oI ETF 4 E—T NI LET, INA—T R =L, TIHIN DT I—T R
=5 vian EE A L E A,

vian idix, o7 N—7R ) o —%2HTHVE—F 77 EAVPNE Y v g AZHID Y

T5% VLAN OF 5 (10 ##£FE) T7, VLAN X, —fRBEH =7 4 Fal—va v

A K@ [Configuring VLAN Subinterfaces and 802.1Q Trunking| OFNEIZHES T, 2D ASA
TRETLHMENDH Y £7°,
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| #eTnorq0, YL—FRYS— BEUa1—¥—
UE— b THLRAD VAN DIEEEETL—T K o—~o#a7 o2 3> ba—u L—roEm [

\}

GE)  HiJ1 VLAN (%, HTTP #5#5E CI3HHE L £ 9723, FTP & CIFS
TITHEE L ¥ A,

« I N—T7 KU —F— RTCvpnfilter a~> REFEHLT, VPNt v a @A+ 2
T7EA Ay hr—/b—)L (ACL) OARTZIEE L E T, vpnfilter =~ RAfH L
T, IPv4 £721X IPv6 ACL 245 ETE £,

Y

G Zotiia—Y—4ET—FCTHRETIZLELTEET, £
DI, =V —ZDO T TRESINIMER I N—T KR —
DELY bELINET,

hostname (config-group-policy)# vpn-filter {value ACL name | none}
hostname (config-group-policy) #

ACLEZHRELT, 2O N—F R —ZHONWT, SFEXFEREATDONT T 4 v 7 ZFFA]
FIFESE L ET, KIS, vpndilter 2~ FEZ AN LT, 2 HDACL A L £,

vpn-filter none =~ > K& AN L THER L= X UEZ & T, ACL 2Bl 512iE, Zoa<
Y RO WRKEADLET, nod 7y a 2T 5L, HEMNOZAN—TRY > —bifk
KTEHLIITRY ET,

Th—T R —F, BOTN—T R —nb ZOEEMATEET, HEMALZRWE
T AHIZIE, ACLAZIEETARDOVIZ, nonex—T— REZAHLET, noneF—7— R
X, ACL WRWZ EZRLET, ZOF—U—RIZkD, XMENRHREIN., ACL DPHEAE

nEJ,
RIZ, FirstGroup & W9 ARTD V7 NV—"7 KU > —@ acl vpn &5 ACL ZFFONHT 7 4 L4
ERET DB R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter =~ Fi&, P RANOHTEBROEGIEDO T 7 v 7 &0 BRI ADHI
DOBEFALRTIO 8T 7 4w 7 IZ#EH SVE T, vpn-filter |26 H S 415 ACL % interface access-group
BTS2 LT TEERA, vpndfilter =~ F&2, VE—FT727EBAVPNZ T4 7k
Pt 2 7 0—7 RY —IC#EMT 25815, ACL O sre_ip DAED 7 T4 7 >
DUTIPT FLABLWACL D dest_ip DAED R —H )V 1 hU—27 2% LT ACL %€
TAOMENRDY 7,

vpn-filter @< > K%, LAN-to-LAN VPN #&fe & il 4% 7 /v —7" R U > —IC# M+ 2 5613,
ACL @ sre_ip DALED Y E— K F v b —27 B LN ACL ® dest_ip DALEDO R —T1/V F v b
U—271Zx LT ACL R ET DMENRH Y £,

gHInoraL, =T Ry o— s&U1—F— |
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B /=70t RO VAN DIEEE LRI L—T K S—~DHETH£R 3> FO—IL L—LOER

vpn-filter BERE CHEFH T 272012 ACL 2% ET 25413, HEETHLENRH Y £9, ACL I,
TEEAED N T 7 4 v 7 Ik L TERESN TS Z EICEELTLEEN, 272 L, ACLIEK
KIFMONT 7 4y 7KL THEHAINET, RS TO, BEBALRTOZD NTF 7 1 v
JIZOWTIE, ACL X sre_ip D& & dest_ip DALEZ AN Z 72 OITx L THEFE I LTV
£7,

VPN 7 ¢ L Z IR OABA SN Z L ICHLEEL K ESY, 7F YV r—var A
VAR a DT 7 a Al Ko TRMPNTESIP AT ¢ TE IR E O &) B 13
HahEHA,

WOBITIE, vpn-filter 2V E—h 77 AVPN 7 747 hEITHERHLES, ZoOHIT
X, 72947 FMEID YK TIPT FLUA%10.10.10.1/24, v —H/)V F > N T —7 % 192.168.1.0/24

LLTWET,
WDACEIZE>T, VE—FT727EBAVPN I AT bNa—H/L X bU—27Z Telnet
AT ENTFIENET,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

WD ACEIZL>TC, v— NV Xy U= R UE—hTI78RA T TAT 2 MI Telnet Zfl
AT 5 L0 EnEd,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

)

GE) ACE @ access-1list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23 (2L~ T, B—Hh/L Xy hU—27 %, *ET
R—=F 23 ZFEALTCODIHEIEEDTCP R— OV ET—F T27R®A T4 7 b
OGN AT SN ET, ACE D access-list vpnfilt-ra permit
10.10.10.1 255.255.255.255 eq 23 192.168.1.0 255.255.255.0(2L~> C,
VE—RNT 7R IZITA4T 2 ME, #ELAR—F 23 2HHL D5 ITTED TCP
A= R ToOa—=HI Fy T =7 ~OEFHRGEPTFAI S ET,

R OB TIL, vpn-filter 2 LAN-to-LAN VPN £t & LI L £, ZofTid, VE— kx>
N —27 % 10.0.0.024, @ —H)L X U —77 % 192.168.1.0/24 & L TW\E9, kD ACE 2
LoT, VE— bRy NI R =Ry hU—ZZTelnet #3252 L NFR S E
7,

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

WD ACEIZE>T, a—h)bxy hT—7 RN FE—]h Xy hT—27|Z Telnet fEHT 52 &
PR SNET,

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq

B 5oz L. S—TFRYS— BEUI—F—
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23 192.168.1.0 255.255.255.0

)

((¥)  ACE ® access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0

192.168.1.0 255.255.255.0 eq 23 (2L~ T, m—Hh/L Xy hU—2 %, *ET
R 23 ZFEHA L TCODHAITUEED TCP R— R TO Y ET— b v hU—27 ~DH
BRIAEF AT SNV E T, ACE @ access-list vpnfilt-121 permit 10.0.0.0
255.255.255.0 eq 23 192.168.1.0 255.255.255.0(2Lk~> T, UE—FxRv b
T—2701%, FELAR— N2 E2FEHL TCWAGEEITEEDTCPAR— M TORr—HI /Xy |k
T — 7 ~OEERE BRI T AT S E T,

SI—THRY—DVPN 75 & AEBNDIETE

ATy T

ATy T2

1R BRI

e OFPH 2 ER L ET, —BAER =2 7 4 X2 L— a3 > H A KD [Configuring Time
Ranges| #ZML T3,

FIE

IN—T K)o —ar7 4 F¥alb—rarEe— Rl LET,
group-policy value attributes

1 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

IN—TR)—ar7 4X¥alb— 3 E— KT vpn-access-hours =~ > RafiH LT,
TN—"" R r— LR EW D time-range 7R U > —ZBEfTITHZ LI X ->T, VPN 7 7 &
AR ZHETEET, ZTDa~ 2 KX, business-hours & D 44 HTD VPN 7 7 &2 A W] #iFH
% FirstGroup & WO LRIO 7 NV—7" R o —{ZED ¥ TET,

TN—T" R =X, 774V MNERIFRESNTZIV—T K Y 2 —>O time-range DfE %k
KTHZENTEET, ZOMEDBEAELRZNELIIZT DI, T D=2~ T time-range D
AATTIEZRLS none ¥ —T— FEZ AN LET, ZOF—U—FZEY, VPN 7 7 & AKFH] 2 X
JUAEIZERE S 4L, time-range AR Y O —dFFrf 72 <72 0 £7,
vpn-access-hour s value{time-range-name | none}

1 -

hostname (config-group-policy)# vpn-access-hours value business-hours

gHInoraL, =T Ry o— s&U1—F— |
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B /7% —orsveNoss o nEE

hostname (config-group-policy) #

GIL—TFT R —OREIBEVPNOS A4 O DIEE

FEED 2 —HF— RN —TF R Y 2 —Ik U CHERF T DL v > 2 S HOBIRERE TS £
T, T 74N hORKEE v 3 VL3 T,

KWLl xaT 74T b, IPsecZ 74T b, T2 79A4T7 0 L A®BYy 3 (B
R T Ly ay) ifk RACa——2T Ly Eyva RIS TH, By
VAT AR R IR BBER DY £,

TR SNDERE Yy g VBN 1T BREKTRICAICa—F—0HlEn 7 A LI2a.
Lzt y v a AET —2_X—2ApbHIERSL, FiLnvtey va VRIS ET, 2L,
BEfFO®y v a v ERET 7T 4 T REEH THDLIHEE. R U2—F =230 PC 72 En b F
EuarsA4rotnl ROy arnu st 7L, T2 _X=ZAnLHIRERT, HLn
Ty g UL ESNET,

TSR Y v a VHED L XD REWEE, TORKREICELIDREC —F —0HE
oA ERLDE, LT A RAEERRENWEy a4+ 7 3nEd, BIEDTRT
DOty varRREILL LVEWVWHET A RVREOEEIT, Kbk yvarBersr47LE
T, 2T vaiAlLy, By va MRS RTH LWL R 7 A URRBRICR Y £,

Rty v a VHIRICET S &0 VAT AR b VR Y v a CEHIBRT D E TIZKRA 2
VEF, 20D, 2—HF 3T ICn 7 A TET, BIRAIERIZE T 50T L
EHRITTOBENECLHERHY £, 2=V —PRELBV I 747 LichE, Zh
ISR Y E A, BEITRE T, HIBROTE T 25723184 I Lo — 3 — 5 & 7 n]
TOEOICVATLERET HZ LT, BIEELRETEET,

FIig
ARV RFERIETI VI Y By
AT TN I N—T KR — a7 F 2L — |vpn-simultaneous-loginst&#x

¥ 3 ' &— R T vpn-simultaneous-logins
integer =~ > RZfEH LT, fEFED—
el te ST RV g WY LS = 7 GV~ o =Y
LET,

T 7 4V MEIL3 TF, EOFFHIX0 ~
2147483647 DL T, T N—T R
—E, BT N—F RY) —inb o
DIEZMEKTCEET, v A %7+
=T ML Ca—Y—DT 7 & A %Lk
T2, 0 A LET, KIZ,
FirstGroup & W) ZBID 7 /V—7 R
Iz L TR KR4AODFREER 7o %
T oplERLET,

hostname (config) # group-policy
FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-logins 4
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pEoGEIO 77 L~07 s 208R [

AV RFERIETIYaY B

GE)  [FFEe 7 A o BORKHIRIT
HEFIZREWETT R, B
DOIEEa 7' A v &7l 5
L. EX 2 VT BREIN
720, NTH—< U ABKT
L72035Z2EnbY ET,

279 T2| (A7 a) R 2 A ORI & | vpn-simultaneous-login-deleteno-delay
Lk%ém\%ﬁﬁ?tyVayﬁw% ZOFT Y a NET 7 A b TIRERIC
SNDDERLFITH LN Yy v a & |y vx 4

WS 5 L DIV AT DEBRELET,
hostname (config) # group-policy
FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-login-delete-no-delay

BREDER ITOT7AILADT V£ ZADHIR

IN—T K)o —ar7 Falb—arF—RKTgroup-lock 2~ RZMHH LT, #7
07y ANEN L TCDORT 7 EATHEICYE—F a—F—ZHIRT 50 E I nEIEELE
ﬁ‘o

hostname (config-group-policy) # group-lock {value tunnel-grp-name | none}
hostname (config-group-policy)# no group-lock
hostname (config-group-policy) #

tunnel-grp-nameZE L, ASA 23—V — DI L TERT 2 BEF Ok 7' n 7 7 A L D4
A& FEE LET, group-lock X, VPN 74 72 FTHEINTZTN—TR, ZO2—F =N
OB THNTWOER T R 7 7 A NVERILNEIDETF v/ T5Z LIk T, 2—H—
ZHIRLET, —HLTWRWEE, ASAIFa—V—2EgHcEanwr oL Ed, Fr—7
2y ERELZWEE, ASAIX, Bl Y ToN s —7 L3R, =—F—%ZRiEL
FI, =T ouyriE, TIANVRTET =T Mo TVET,

group-lock EMEZFEITa 7 4 X a b —a U BHIRT AI2iE. Zoa<r Fono ks
ANLET, ZoFTvarzlifldse, o7 —7RY) —OEEZMHATE 7,
group-lock %7 4 Z—7/LIZT HI21E, noneF—Y— RZ4EE L Tgroup-lock =2~ R& A
JILET, none F¥—T— RIZX V| group-lock | X /VAEIZFRE S 4L, group-lock DR HELS
SNFET, Flo, TIANNERIFBEESNTZ T AV—T KU —D25 group-lock DA X
N £,

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |

B /7 %s—nvenosxzsmmoEs

JI—T R —0D VPN DR KEFEFFEDIEE

ATy T

ATy T2

FIE

UEE) IV—TF RV —ar 74 ¥al—ary F—RELFa—HF—LZar 7 ¥
L —3 3 » F— KT vpn-session-timeout {minutes ==~ > R & LT, VPN 8t D KIFE]
ERELET,
/RN 143 CL BeRIEIRNIE 35791394 73 T4, 7 7 4L MEIZH Y 8 A, ZOHIRAH
THDHE. ASAITHSRAK T LET,
KIZ, FirstGroup & WO ARTD 7 /V—TF R —IZk L TI80 5D VPN Yy v ay XA LT
U NERETHH R LET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

OB, anyuser & W) A RTO L —H—|{Z 18053 D VPN v a v XA LT U NERET H
FiEERLTNET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZH L7=ZDMO7T 7 > a Ik LB
<,
s ZORY =0 BEMEERHIBR L, MKZFFAT 221X, 203~ RO no
vpn-session-timeout FEX % A1 L £ 7,
c BEHIROZ A L7 0 MM ZFFI L, ZA L7 7 MEZAKALRWE SITT DI,
vpn-session-timeout none = A/ L £,

vpn-session-timeout alert-interval {minutes| } =~ R&ZHFHL T, tvyvar XA LT DU RO
TT7—h AvE—URa—P—IRRENDFEMERELET,

ZOT7T— bk AvE—UF, VPN v a URHEINICEIE S D £ T s H0E 2 —
P—I5ZAET, RIS, VPN v a CYIrsh s 20 R —Y —iZ@fmEnsd L o5
ETHHIERLET, 1 ~3000HMEEETEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes|none} =~ > K& L7=FDo7T 72 a v
TR LY TT,

*VPNEY T a v XA LT NT 77— NEARBMERT 740 8 T A—T7 KU = bikA
ENAHZEERTICE. Zoa<vry ROon BEREFHLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval
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IL—F R o—DWPNEy o3> 74 B 24679 rokE |

* vpn-session-timeout alert-interval none (%, = —#—2N@EMEZZE LW L AR LET,

GIN—TRY)O—DVWPNEYL 3V TARILBALT D FDIEE

FIE

AT9T1 (&) VPNTA RV XA LT 7 MIBZRET DI, V=T R —ar7 4¥a
L—yaryE—REhida—Y -4 7 F2 L — 3 F— FTvpn-idletimeout mnutes
av REFEHALET,

Z OIS LTIIET 2 7 A T 4 2720 ASARBERER RS T LETL A
147, B RIEMIE 35791394 53 TH V. 7 7 4/ ML 304 TY,

OB, FirstGroup & W I AFTD I NN—T" KU —IZ 153D VPNT A RV Z A LT 7 N
RETDHEEZRLTNET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes| none} =~ > REMH L7=ZDMOT 7 a 3RO EBYH T
D

VPN T A RV ZA LT U MWL, XA LT 0 MEEZMA LWL ST DITIE,
vpn-idle-timeout none # A ) L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

TSI, BXaT 7T 4T (SSL & IPsec/IKEV2 DftiF) BL 7 74T L
A VPN 787 12— /%)L webvpn default-idle-timeout seconds % {42 L o272 v £,
ZOa<wy RiE, webvpn 227 4 ¥ alb— g F—RTAHLET, =&z,
hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 K]\jj Li@—o '7:71‘11/ ]‘ X
1800 # (30 77) T. #iPHIE 60 ~ 86400 F T,

4T D webvon 651235\ T, default-idletimeout fEASEHA SN A DIL, ZV—TF R
v/ —F =4 B vpn-idle-timeout none A F%E SN TV AHEDHRTT, T3TD
YXa2T I TAT U N EEET, ASAICE VB a7 A4 RLE A L7 7 MENEER S
ﬂ\ij—o
B4 MR (IKEvl, IKEv2) BLXOIKEVI UE— K 7272 A VPN OBEAIL, XA LT 7 K
EF 4w —T ML, EHIROT A RV AT+ 52 &AWL £,

c ZDITN—T R —FF == RV —DT A KV XA LT T NEERNTDHIT
I%. novpn-idletimeout # AJ) L E7, fEITMHFEKINLET,

gHInoraL, =T Ry o— s&U1—F— |
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B /7%y o—oWINs —/i— & DNS 4 —i—D5E

ATy T2

SIL—TFRY

ATy T

e vpn-idle-timeout % £ 72 < BRE LR WGE, HITREKSNE T, 774/ ME3045T
R

(LE) A7+ a3 T, vpn-idlietimeout alert-interval {minutes} =~ > KA LT, 7A K
N EL BT Y RDT F— b A= VRa—F— R S DM &R ETE £,
ZOTT7— kK AvE—UF, VPNt v a VBT 7T 4 TIREOT-DYIE S5 F TS
oo nEI—YFIBAET, T4 bOT T — MR 15T

WORFNL, anyuser &\ ) ARTDOZ—F—IZ355DVPNT A KV XA LT 7 hOT 77— Mg
RET HHEER L TVET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ > RZHHL7=ZFDMOT 7 >3 0%
WD LB TT,
enone /N7 A—2x, a—P—pNEMmEZE LN EERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s ZOIN—TFE T =P =R v —DT 7 — MEIEZHIFRT 521X, novpn-idle-timeout
alert-interval # A LE7, fEITMASILET,
cIDNTA=BEHFE ST RELBRWES, 774V 07 77— MAWRIZ 14 TT,

S —@ WINS H—/3— & DNS H—/N\—DEETF

TIA<IVBIOEIF YO WINS —3—& DNS b —R—%RETEx T, FNTho
T 7 4/ MElX none TT, ZNHDV—R—%FEET DL, KOFIEEZFEITLET,

FIE

T4~V e HH YD WINS —_—%iEELET,

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONHRETHIP T FLANT T4~ WINS $—_"—DIP 7 FLATY, 2&H ((FE)
DIPT KL AT H L H Y WINS B — "—DIPT7 KL AT, IPT KL ZATiE7< nones—
U — RERETD L. WINS B—R—ZXUMENRBREINE T, TOREICEIY ., WINS —
N=ITFFAENT, T 74NV PERIFRECD I N—T R —nbEBE SN2 72 £
7
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ATy T2

ATvT3

RTv74

H—T K Y S —0 WINS #—/3i— & DNS H—ri—0 Bz |

wins-server 2 v 2 R&E AT 57N, BEfFORENA— =T 4 FEhET, 72L& 2T,
WINS H— 3 —xxxx ZFHELTHD WINS — N—vyyyy ZHETH L, 2FDDOa~v N
L5 TIRAIOFEN EEE I, yyyy DBZME—D WINS —_— {220 £9, b—_—%H
R ETHHEALEETT, REFHLOP—N—% LEXT L0 TIEAL . WINS H—r_—%
BT 512F, Z0avry REANTLEEIC, $RTOWINS = =D P T RLAZE
HET,

WOBFNL, FirstGroup &9 ZHID 7 N—7" KR Y 2 —IZ, IPT KL A7310.10.10.15 & 10.10.10.30
TH D WINS = N—2BRET L HEERLTHNET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

TIA~) e HYDDNS = R—ERELET,

hostname (config-group-policy) # dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONHRETDIP T FLANRT T A~ Y DNSH—_"—DIPT7 KLATY, 2%&H ((EE) O
IP7 RLRTEDZUDNSH—X—=DIPT KL ATY, IPT KL ATIE7< noneFf—7 —
RZFEET H L. DNS = "—CXVEDHREINET, ZOREICEY, DNS — 13—
FAENT, T4 FNERITEED I N—T R =Sl S 72 < 720 £, DNS
P R— 7 FL A FTHZKRK4E4D, IPVAT RL AL IPv6 7 RL A T2 5T ETX £,

dnsserver =~ REANT DN, BEFORENA——F 4 NS ET, 72& 2L, DNS
P— = xxxx ZEE L, RIZDNS — "—yyyy ZixE LGS, 2 /OO~ Nidi
MDa~<y Re EEX L, yyyy 23— DNS H— "—|272 0 7, P —N"—Z2EHEHET

LA BREERTT, BIRNCEE SN2 DNS — " —% FEEX 7500 2 — " —%BnT
DX, Z0avr FEANTLHEEIZTXTODNS Y — =D IP 7 RLAZFDET,

WIZ. FirstGroup &\ 9 ARID 7 V—7F KRV 2 —T, IP 7 KL A7 10.10.10.15, 10.10.10.30,
2001:DBS::1, 35X 082001:DBS::2 @ DNS H— —%2RET L5012~ L ET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

DefaultDNS DNS % —/R— 7 /L —FIZF 7 4 /L b D KA A VAR E SN TV RWEESIZ, T
TANV KN RAL VERETLOZLENRS Y £9, 72& 2L, examplecom. &9 KA A 4k K
DPhy 7 L RAAL UEFERALET,

asa4 (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asa4 (config-group-policy) #

(7> a) DHCP %y hU—27 ZAa—F 2RO I IITHRELET,

BEIOJ7M4IL, SIL—TFTRY—, BLU1—H—
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B <7t roruvsgkys—onE

dhcp-network-scope {ip_address| none}

W7 7 7 A VDT KL AT —/VIZDHCP Y — "—% 3% E L7=5A&. DHCPAa—7 32D
TN—T DT —=ERAT DT Ry &SI LET, DHCPH——2iF, TDAa—T7|T
KXo THMNENZRESPT XY FNOT RLALBRESIN TWLMERHY £§, Aa—T%
HERTEE. ZOREDO I NV—I2FEHT 5 DHCP Y — "X—TERINTWVBET RLAT—
DYV Ty FEERTEET,

Sy FU—7 2a—7F%EEHLBLWEES. DHCP ——I7 FL A F—)LOFRENEIC T —
NHNEELTIP T RLVAZEIN Y CTET, REVYTOT RLVARROMNDET, 7—n
NEIZHREE SV E T,
Aa—FHEETHICNE. BOT =L ERUES T Xy b RICHY ., Z2OT—LNITIT RN
N—T 4 VT HRERT RLABASILET, DHCP V—_—%, ZDOIP T RLARNET LY
Txy FEHBIL, FOT—LNHDIP T RLRAZE D Y TES,

N—T 4 T OHBITHRERGBEIIEIC, AV Z—T 2 ADIPT FLAZHEHAT L L%
SR LU ES, =& 21E. 7—/1%310.100.10.2 ~ 10.100.10254 T, A > Z—T = A AT FL &
73 10.100.10.1/24 O34, DHCP A =2—7 & LT 10.100.10.1 ZEHA L E£d, v hU—27 &5
WEEEA LWL &V, DHCP X IPv4 7 RL RIEEBIZOBEAT A Z LN TX 4, BN
L7Z2T RLANA L E—T 24 AT RLATEH WS, Aa—T T RLADAZT 47
N— N EERTHHENH Y £,

none Z48ET 5 &, & 2iE. T AN M ERIFME SN V—T K Y —)>5 DHCP 7
RUANREID Y CTonR 2 FT,

1 -

WOFTIE, FirstGroup D)@ 7 4 FaLb— g F— REBMA L, DHCP A a— 7%
10.100.10.1 [Z3%E LT,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# dhcp-network-scope 10.100.10.1

ATy kbR T R O—DERE
IPvd 77 4 v I DAT ) v b bRV 7 R —%BELT, FF7 74y 7D Y
YT N—VERELET,
split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no split-tunnel-policy
IPv6 T 7 47 DATY v b bRV R —2EELT, FT7 747D RY
YT NV EBRELET,
ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no ipv6-split-tunnel-policy
RY o — A7 a ATRD LB TT,

B 5oz L. S—TFRYS— BEUI—F—



Ly 7 }|/~ 7}'/_7 w~y)v ~ ct a U
Zj)/ J;I“IJJ‘jl\)/ wuxi .

« tunnelspecified : F> XV EZBBL TRy FU—27 VA MIFEESN TSRy U= (T

HTHT_XTDOI T 74w 7% bR YT LET, ZOMTXTOT FLATHT D
T, 7V T TXFARCTRERSIN, VE— b 2P —DAf L F—Fy b - RS
QR Z—Z Lo TNh—T 4T ENET,

ASA9.1A4 LD NN— g o TlE, AV 70— R VR NEEETDHEEIC, A7 0—F
HPENOT T Xy M7 A7 V— R U A MLRETEET, IS TRy T
RLARZ, horrU o7 E&8NRT, A 70— FUAROEYDEHD 2 7 ERE
Ty TIAIN—Var UARDFRy hU—ZIE b2V Z2 N L THESNERA, =7
AIN—yay JANMNIEGZ M) EFERHLTREESN, 41> 70— ay UR N
Ay MU AL CHEESRET,

excludespecified v hV—27 U XA MIIEESNTWA Ry NU—7 LDORFGHD 8T 7 1 v
I hoRY T LERA, FOMTRTOT RLRICKTH T 7 v 73 bl v
TENET, VIAT U NETT I T 477> TWA VPN FA T N Far7r7 A
X, 2= /NVLANT 7B 22N L THBLLERHD T, ZOF T a i, EFa
TIIGAT N I7T7A4T 2 N TOHEREL F9,

N

CE) A IN—FRURMOY TRy FTIERWVWZ I R T L—V g
YIUARNNORY NT—TE, 794 T FTCEEINE
7,

stunnélall — 3 _RCO T 7 4 v IR b F L EBEBTHEIBELET, ZOFRY »—
Z. A7V b bRV T BT 4 =TI LET, VE— b 2=V —Z0ER Y b
T—=J T 7 EATEETN, B— IV Ry NT—INIT 7 EATEERFA, ThBT
TN NDOF T a T,

GE) AFU vy b bRV 73X 7 o TIERL, NI 7 0 v 7 EBEETT, &
KIBOE®F2 )T 4 2RI DHITE. ATy b bV T X—T /W LRNT
EEHELEL F9,

1

RIZ, IPv4 & IPv6 O FirstGroup & W9 A RTD 7 /—7 R Y —IZxt LT, fEE LT
2y NT—=0ORHE NX VT THATY v b bR TR —%RET HH
ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified

gHInoraL, =T Ry o— s&U1—F— |
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B <7t roruvrvmoRy bo—5 Uz roEE

ATYy b boRYTHDORY FT—9 R FDIEE

ATV bR TTEH, PR EBRTA R VU= NI T 4 v IRy NU—T
VJARMIELSTHREINET, BX=2T7 27747 Mid, ACLTHDFRy hU—27 U X MZ
HANWTAFTY v b b I AREEZITWVET,

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1list name]

s valueaccess-listname : h > RV T HFETTHR Y NU—T F3FIT L0V R Yy hU—
7 HHEE LT ACL #+E LET, ACLIZIX, IPv4 & IPv6 Dl DT KL AEFRETH
ACE BREENTWDHMA ACL ZHEETE £,

enone : A7V v b bRV UTHDOEX Y NU—27 UARNBPFELRNT L &R L, ASA
I _RTCON T 7472 bV LET, nonex—7— REEETHE, A7V v
M bRV T ORy NT—7 JRAMIXIUENRRKRESN, A7 Uy b bRV VIMN
HEEINET, F/2, ZHUCEY, 73V FERIFBRESNEZTITN—TRY —hb,
TI7ANVIDATY >y b bRV T Xy hT—27 R BRI 720 £7,

Xy NU—27 UZNZHIRTAI2E, 20a~vr RonBEREANLET, T XTORYS
Uy b bV 7 %y hU—27 URXMEHIRT DI, 51EE2HEETIno
split-tunnel-network-list =~ > FZ AN LET, ZDa~v NZLV, nonex—YV— K&z AJ)
LTHER LTV U R IRHNIEEN L ED T, EEFH-DOTXTOFRy hT—27 U R IR
HiBR S vE 7,

27V N bRV T Xy bU—7 A IRRWEE, 2—F— 37 74+ b T V—TF
RY —FIRE LI N—T R —WNIZHFEETH Ry hU—7 U R REELET,
2= —=NZDX IRy NU—7 URAREHA LWL 92T 5HI2iE, split-tunne-network-list
none =2~ REAJTLET,

1

WIZ, FirstList LW A4 FTOFR >y hU—27 U R R&/ER L, FirstGroup &5 £ RID 7 )—7
AN —ITEBNT 50 %RLET, Fistlistidm/ A7 V— 3 VA RTHY, =27 A7 )—
Cary UARNOYT Ry NTHBIA I NV—Tar JRARNTT,

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

RIZ, v6 E WO LFTIDORy hU—2 U A MZER L. GroupPolicy ipvé-ikev2 &\ 9 44 {7
N—T KR —lZv6 A7V > b RV RY —%BMT 562 RLET, v6lxTs A7
N—=Vary UARTHY, 2T AT N—=Var JARDF TRy NThHLA I N—Va v
JABTY,

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 any6
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hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipv6-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value v6

ATy b FORIVERTEDHEE

show runn group-policy attributes =~ > FZ 34T L T, RELMR L ET, KOG, EFEE
DIPv4 L IPV6 DI DRy b U —27 R o—%REL, MFORY =X L TRy hT—
7 UA L (BA ACL) FirstList ZffEH L7 Z L 2R L TWET,

hostname (config-group-policy) # show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

ATy b FORYDTHD KA VEHEDERE

FIHN N RAAL L, FFRIFATY v b hop BN LUTHIRT S, 27U >  DNS &I
END RAL DY A NEIEETEET,

AnyConnect 3.1 £, Windows 5L U MacOSX D77 v b7+ —AD kv /l— X7 Y » | DNS
BREZ VR —F L ET, ¥X2 VT4 TTIAT L AD I N—T 7RI > —IZ L Y Split-Include
MRV TRA Z—=T W25 TEY, bR U IRGODNSABIEE SN TWAHEGE,
AnyConnect |£, ZODARNI—ETHTXTHODNS 7=V —% 77 A ~X— | DNS #—,3—(Z
roxV o7 LET, bwb— 27Uy NDNSEMHT DL, ASAICE T I7A4 T T
Ty aZ T ENTE RAAL N —ET D DNS BHRAD bRV T 78 AOHNFFAT S E
T, TNHOERIL, 7 VT THRAPTILEESNETA, —F, DNSERBASAIZE-T
Ty ad U ENTE RAAL AT B LR WEEATL, AnyConnect (X, 7 7 A 7> hDA XL —
T AT VAT AZHDHDNS U VNG DNS RIS S D R A N4 B SbE T
EESEET,

)

GE) 27V v FDNSIE, U/ ) —BIUOHEH I U — (A, AAAA. NS, TXT. MX.
SOA. ANY. SRV, PTR, CNAME 72 &) #H% R —FLTWVWEJ, hrrU o 7Enk
Fw NT—=7 O —ET A PTR 72U —F., b x/URRATHEATINET,

MacOS X D4, AnyConnect |, IROWTNNDOSKMEEMIZTIHEDHR, HDHIP 70 hajL
DO ry—A7Y v FDNS ZEHTEET,

TN —TF RY—T, Z7Y Y FDNSHB1ODIP 7 =)L (IPvd 72 &) ITHRESN
TRBY, 779AT7 L b RARXRTa ha By HI /7 FOIP 7Fa o (IPve7ay) 1Tk
EINTWE (BEOIP 7o FhaLiZid7 FLRA T— TR EESNTWHRWY) |

e 27U RDNS AW HFDIP 7 3 LIZHTEISNTWS,

gHInoraL, =T Ry o— s&U1—F— |
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B 7o rroriqaoEsn

FIHILEDFAAL VRBDES

ASA X ®EXaT V74TV NICT 7ANVERAL A EELET, 7747 MM, RAA
V74—V REAME LIZDNS 7 2 —Z RAL U4 EBIMLET, ZORAAL 4, b
Iy MZETEHSNE T, T 740 bD RAAL AR WGA, 22—V —FFT 7 4L
N IN—=F R —DFT 7 x /N RAL B EHEKLET,

ITN—T RN —Da—F—DT 7V AL VA ERET DL, FV—T R — 2
V7 4Fal— g F— FTddault-domain =2~ REAHNLET, FAAL L E2HIRT
A%, Zoa<wr FonEREATTLET,

hostname (config-group-policy) # default-domain {value domain-name | none}
hostname (config-group-policy)# no default-domain [domain-name]

value domain-name /X7 A — XX, FN—T DT T x 1k AL VL EZHIILET, T 741
b RAL CEADNFE LW E2BETHITE,. noneF—TV— K2 AN LET, ZDa~vr
RIZED, 75N RAL VAT XIMERRESIL, T 74V~ RAL UABERESNE
T, £, TN FERITBEEENTZ I N—T R =T 7 3V b FAA LDk
SN 7Y ET,

TRTCOT 7/ RAAL UAEHIBRT 5I21E, 518% 8 E 712 nodefault-domain ==~ >
REAJTLET, Z0a<w RiZLD, none ¥—U— F&E$EE L. default-domain =<2 K
EASTLUTHER LIV U A RBRHNIZEN D ED T, REFHDTXTOT 74/ K KA
AVHDPHIBRINET, noBREMEHT DL, FAAL A OYAENRTF AT IIET,

RIZ., FirstGroup & V> 9 LETD T —"T R Y 2 —IZ% LT, FirstDomain D7 7 /L b KA A
VAERETDHHE R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

ATYY b FORYDTRHD ALY VA CDESE
FITFIVED RAAL ZDIFENT, ATV b b f A EZNLUTHRIREND RAAL DY R B
EANNLET, /=T R v—ar74Xal—rvaryET—RTylit-dnsa~> K& AT
LET, URMNEHIETAICIE. o<y FonnEREADLET,

ATy b hRYV T RAL DY A IRV E, 22— =137 74V hO T —T K
U —RNICFET DV A REMALET, 2—F—NZDOLIRATY v~ horV 7 R
AA VA RERHAL2NE HIZTBI2IE, none F—T— F&4RE L T split-dns 2~ > N &
ANTLET,

FTRTORT Yy b bRV T RAAL L U MEHIBRT D121, 5I3EfREE T2 no
split-dns 2~ > REZASHLET, ZHiZE D, none ¥—7U— REZHHEEL T split-dns 2~ R
EFITLUTER LIV VR FE2GEO T, REFHDOTXTOATY v b bR 7 FA
A VA MDBHIBRESES,

sNF X —# value domain-name TiL, ASANBA Y v b ho XNV ZN LU THET DL RAAL Y
ZEBELET, none ¥ —U—RiZ, A7V FDNSU X FNBFELBRNI EEZRLET,
/-, ZOF—U—FRIZEkD, 27U v FDNS U A MIXIVERRESNET, FD=H

B 5oz L. S—TFRYS— BEUI—F—
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Windows XP & UZ T v b oy > 5 FAd DHEP k32En®E ]

A7V FDNS U A MIEGEEIN, T 74N MERITEESINTZIN—T R —DATS Y v
F DNS U R DA I N2 D EST, Z0a<wy ROEIIRO EBY TT,

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy)# no split-dns [domain-name domain-name2 domain-nameN]

RAAL DY A MATEZ Y M) EZXEISIZIE, AX—2&Z1DOANLET, =2 b U EITHI
Rz FHAN, A M) T RIKOESIT492 LFLTFICLET, =7 72 (1)
BLOEUA R () ORFFHTEEST, T 748 RAL VAN MRV EN LTS
NAEEIE. FDORAA L EZDOY A MIBFRIZEDDLERNH Y £97,

WOFE, FirstGroup & W9 A HTD 7 NV—7" 7" ) 2 —"T, Domainl, Domain2, Domain3,
Domaind D% RAA U NAT Y w N N R Y U 7% LTRSS KO ICRET 5 HikE R
LTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

\)

G¥) 27U v DNSEZHRETDHH BE L7277 A ~X— K DNS H— 3—23, 7?47V
NTTy N T — A_ﬁﬁéﬂfwém%%%ﬂ%kﬁﬁbfw&w & AR
T, BELTWD L, AR SELLEEET, 72V —R ke vy 7S5 AH ﬁ#
HFEI,

Windows XP & UR T w b b2 x1) 45 D DHCP (KITRIEDHRTE

A7 b MRV AT T a R 255 8, R EBZ TS &, Microsoft XP THEF A3FEAE L,
RAAL PR LET, ZOMEZERET D121, ASA TEE/L— FDEE 27 ~ 40 [ZH[R
LET, V—FOKIIN—FDI F AT L > TR F9,

DHCP {47518 12 & - T. Microsoft Windows XP 7 7 A4 7> FMI ASA TAF U v h bRV
VI EREATES LI £9, ASA 1L, Microsoft Windows XP 7 7 A 7 >  DHCP Inform
AvB—VICEHEIGE LT, 7794 T M bRV IPT RLAHOY 7Ry b ~A7 [ R
A, BIORTTAVA RS T v 7 — FERMA L £, Windows XP LLHI[ Windows
7547 bO%AE, DHCPRRITZBICL - TRAAL LA eV TRy b w27 Rl E
T, ZAUE, DHCP — =% HT 2 ORI TRWVERE CHEILLET,

intercept-dncp =~ > Rix, DHCP fIT%(E54 4 *—T7 NEITT 4 E—7 M LET,

hostname (config-group-policy)# intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask 23 C. N RA P T RLADOH TRy N A7 58 LET, 20z~ Fdno
BRIZ, 27 4 X 21— 3006 DHCP (RIT=EZYIR L ET,

[no] intercept-dhcp
WIZ, FirstGroup &9 7 L—7 R 2 —|Z DHCP (RIT% G 2% ET Dz R LET,

gHInoraL, =T Ry o— s&U1—F— |
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RE

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

JE—F TR IVSAT7 2 MTCERAT SOOI JOoxS

RED

=1 ]

axX AE

&M

ATy T2

VAT DT XY P —N= NTA=FERET DI, ROFIEZFEITLET,

FIE

TNh—TR)o—ar74Xalb—aE— RFTmdeproxyserver 2~ Ra AL, 7
FGATY NTFARAADT TUHFOT Xy —R— LR — " ERELET,

hostname (config-group-policy) # msie—proxy server {value server|[:port] | none}
hostname (config-group-policy) #

T 7 4V MElZnone T, 7I9A TV N TNRXAADT T o CFaxy h—R_R—DRELIT
LTWEHA, ar74Falb—rarnb@BEaillRdsicid, Z2oa~vr FonoBEX%E
ERALET,

hostname (config-group-policy) # NO msie-proxy server
hostname (config-group-policy) #

TaX TP —R—=DIPT RLVAFEIIFRA MBI OR— FEENEENTWHDIITORE I,
100 XFRETHLILENH Y 97,

W, 75998 Faxs —_"—L LTIPT FL- 2 192.168.10.1 #FZE L. &R— | 880 & f&
A L. FirstGroup &\ ZN—7 R I —%2 BRI T 52~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

TN—FRK)—ar7 ¥z lb— 32— KTmseproxymethod =2~ K& AL T,
IIATY N TRAADT I Faxy 7r7vary ([AVyR)) ZFELET,

hostname (config-group-policy) # msie-proxy method [auto-detect | no-modify |

Nno-proxy | use-server]
hostname (config-group-policy) #

77 4V MElE no-modify T4, a7 4 Xal—Ta b BELREIRT 512, Zoav
Y RO no A EHEHLET,

B #5707 0 GL—TFRY— BLUFa1—¥—



| #eTnorq0, YL—FRYS— BEUa1—¥—

ATy T3

YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify
| Nno-proxy | use-server]
hostname (config-group-policy) #

R TE 5H5EIF, RO LBH TT,

sauto-detect : 77 A T N TARAADT T T a Xy ="~ HIHMREOMEHE
A F—T iz LET,

eno-modify : ZOZ 747 8T AL ZATHEHALTWEL T ZUFDOHTTP 7 7 0% 7r¥
VY= NR—DREEEDEEICLET,

*NO-Proxy—= DI FA T N TNRA AT, 77UV DOHITP 7V X vk EET 4 —7
M LET,

— 2L

* Use-server—msie-proxy server 2~ NIZRESINTEEZEHT L o1, 77 ¥
HTTP 7' u & — "—REZHEL LT,

TRy P —R—=DIPT RLAFETIIHRA MBIOR—- FEENEEN TV DIITOR I,
100 XFRIETHHILENRH Y £,

WIZ, FirstGroup LW 7 —T KUY —DT7 7 ¥ 7axUREL L CTHERMNEZHRET S
BlaRLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# msie-proxy method auto-detect
hostname (config-group-policy) #

Wi, 7747~ THAADY—s3—& L TH—s3— QASERVER, K~— bk 1001 # 5
5 & DT, FirstGroup E WD I N—T KRV o—DT7 ZuH Fax UEARET DA ERLE
R

hostname (config) # group-policy FirstGroup attributes
config-group-policy) # msie-proxy server QAserver:port 1001
config-group-policy)# msie-proxy method use-server

hostname (config-group-policy) #

hostname

hostname

(
(
(
(

ITN—F R — a7 4F¥alb—ar E— KT mdeproxy except-lis =<2 K&EAJJL
T I TAT Y R TRA AT Z R =N TTaXx v N, NRATH=OIfEH]T 57
BXTOFNY A NERELET, ZRHDOT RLARE, 77X P —R"—llLoTT 7 kA
SINFEFA, ZDYU R KM, [Proxy Stteings] & A 7 1 7 7R v 7 A& % [Exceptions] 74 v 27 A
WY LET,

hostname (config-group-policy) # msie—proxy except—list {value server[:port] |

none}
hostname (config-group-policy) #

a7 4 X2l —arnb AT AR, Zoavr Fono R EFHHLET,

gHInoraL, =T Ry o— s&U1—F— |
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ATy T4

hostname (config-group-policy)# NO msie-proxy except-list
hostname (config-group-policy) #

evalueserver:port : 2D T A7 b T8 ANT#HT D MSIE h—/3—D P 7 L AFE
ToIZA4E. BLOR—FE2HEELET, A— MESIHMEETT,

enone: IP7 RLAEIFIARA M ELIIR— BRI L&KL, S 2 Ml LE
A,

7 7 4V b TIL, msie-proxy except-list (£7 1 E—7 /T > TWET,

TuaX T —N—=DIPT FLAEIEHR AR MBLOR— FEENEGEENTWVBITORE IIT,
100 XFRITHDILENH Y £,

WIZ, 77007 axfIs) A NERETHEZ R LET, IP 7 KL A 192.168.20.1 O
P—N—THEK S, R— b 880 Zf#i I L. FirstGroup &\ 9 7 /L —7 KU o —&%fHL LE
—éqo

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

IN—TF R — a7 4Fal—a E— KT mdeproxy local-bypass =~ > K& A7
L. 24T T A ATHMT 27 708N, T axiaa—h LTSN ZATIREE
AR—=TNVEIT A =TT LET,

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

a7 4 X2 b—arnLEREEERTAIE. Zoavr FonoBRXEHALET,

hostname (config-group-policy) # no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

7 7 # )V K ClE, msie-proxy local-bypass |£7 4 E—7 /Wl > TWET,
WIZ, FirstGroup &9 V' N—T" R > —DT7 T UHFOTaxy a— ) NA XAk A F—
T DHERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy local-bypass enable
hostname (config-group-policy) #

B 5oz L. S—TFRYS— BEUI—F—
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IPSec (IKEv1)

ATvT1

ATy T2

IPSec (KEV) 254 7> kot¥a 74 BinEE [

D547 DEXF2) TABHEDETE
IN—F D = ) T A REEARET DI, ROFIEET LET,

FIE

IN—F RV —ar7 4F¥al— a3 F—RT, enable $—UV—RZHEELT
password-storage =~ RZfH L, 2—HF—2Ba s/ AU —RE27 T4 T K VAT
ARGFTEDEICTDIMNEIDERELET, XAV NRGFET 4 E—7/WZT HIC
I%. disable ¥—7U — KZ#5 L C password-storage =~ > R&HA L £7,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

X UT 4 EOBANS, RAU—RNREFERXT 74NV FTT 4 2—T Mo TWET, &
XaT7 A MZHDZERDLP>TND VAT A ETORH, NAY— ROREEEA X —T T
LTL7EEN,

password-storage B EI T 7 4 X2 L—2 g UnBHIRTAIZIE, Zoa~vwr Ko nofE
XE AN LET,

hostname (config-group-policy) # no password-storage
hostname (config-group-policy) #

no IEX A FEET 5 &, password-storage DIEZBID 7 /—"7" 7R Y U —MHfkK$ 25 2 LR TX
£

Zoavy RiE, MEEHRN— R =T 74T 2 FRAERN— R =7 7747 FOf#
Bl — =GR T S EHE A,

WIZ, FirstGroup & W) L HID T N—T" R 2 —IZxf L TRAT — RRFE A F—T MIT 5
FlaErRLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

T 7 FNINTIET A B—T MR o TCHDBIPENEE A X —T M TEMNE I MNERELET,
GE)  IPSec IKEV2 #f5 Clx. IP JEfEIZH R— F SN TWEH AL

hostname (config-group-policy)# ip-comp {enable | disable}
hostname (config-group-policy) #

gHInoraL, =T Ry o— s&U1—F— |
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B esec aken) H547  roEFL T BHEOEE

LZSIP JEfG &2 A X —7WICT DIk, JV—T R v—ar7 4 Fal—var E— T,
enable ¥—U— RZ4RE L Cip-comp 2~ KE AN LET, IPEMET 4 E—7 T 5
(21X, disable ¥—7— K&$EE L Tip-comp =2~> K& A LET,

ip-comp BMHEEZFATaL 7 4 X2 b—a o HllRTHICE. Zoavr RO noBEXAE A
NLET, ZHCED, BIoZ7V—T7 R > —DfEEMEATE £,

hostname (config-group-policy)# no ip-comp
hostname (config-group-policy) #

T—H A R—T T DL, ETLATERTDVE—F XA YA 2—F—DF —
Ik L— F A LT L5603 £,

Evh F—REMAFEHTLE, a—PF— v ar T LD AEY HERE CPU M RN
ML, FERELTASADANL—T"y MEEMETLET, 20720, 7 —FJEHEE
TTFLATEH L TWAS Y T— h 2—HF— TR LT A % — fw’fé’k%%ﬁb
I, BT L 22—V —ZEFEOIN—T KR —%FFH L, TNHDO2—F—ITx%t
L CRETEMEA X —T M LET,

AFYT3 IA—F RV —ar 7 4 Fal—r g F—RT, enable ¥—7U— R&$E L T rexauth

avy R L, IKEF—0FAERSN DB — Y =R HRREE 2T D UENRH DN E D
MEEELET,

GE)  IKEV2 # Cid., IKE F—FERIIV R — SN TWEREA,

IKE % — A RO FRGEE A X — 7 /WIZT 5 L, ASA Tit, YO 7 =— X 1IKE
FIAT— g BN —F—IZ L Ca2—%— %&NwiF@AﬁﬁﬁwB
. FODOHIKE ¥ —FHARMTbN D - N2 —P —F8FEA RO I ET, FHRGE
FoT, X2V T b EnEd,

BREIN TV DX —FARMBES BRGNS, o — W — 3G 2 0 K LR 5

zh‘é’k IAEEE LD ERHD FT, MT%?M%TFM%DJ&%:W‘N\C)Eoﬂ_ﬁ“
X, BREREET A= M LET, RESN TV DX —FERA ¥ — L%
‘3‘5 X, ®E=#% VU 7 £— R Tshowcryptoipsecsa 2~ KZ AN LT, &

%:J747//E~VH/®®$u®747&4A BLOTFT—#DXu,of b

NDTATHALEERLET, IKE F—2DHAEKIN DO —F—DFHEGEE

T A4 —=TMIT DT, disablex—T— K& AN LET, IKEF—NHERIND

BROFREFEL. T 7 4/ b TET 4 B—T R > TOET,

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #

IKE % — ﬁﬁiﬁéhé@@ﬁm£%®ﬁ%%@7w TR =K T L L E A R—
TMZTHIZIE, Zoa<wr FonfEE AJLT, FTar 7 ¥ 2 L—3 3 )5 re-xauth
J%ﬁ%ﬁ%%biﬁ]

hostname (config-group-policy)# no re-xauth

B 5oz L. S—TFRYS— BEUI—F—
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ATy T4

FRYS—, BLUBL—H—
IKEv1 2 54 7 > 0 IPsec-UDP @itz [

hostname (config-group-policy) #
GF) kil == FELRWGE . FRibld kL E7,

SERHRERME A A X —T I T DM E I DERELE T, Psec T — 3 »TlE, %R
HRERAEIC L D . T LA SR — 3RO E D — & BN N 2 EMEES N E T,
IN—T" R —Z, BIOTN—TF R =5 mBimEMEOEEMK T £, B2k
EWEIX, T 74NV N TET 4 B—T MR T ET, BREBEMEZ A X — 7 MIT DI
X, V=7 R —ar74¥al— a3 F— KT, enablex—VU— F&fEE LT pfs
a~wy REFERLET,

hostname (config-group-policy) # pfs {enable | disable}
hostname (config-group-policy) #

SERRVEERIE E T 4 £ —T7 T HI2IE, disable ¥—TU— K&FREELTpfs a2~ K& AS
L/iﬁ‘o

FERMBEE B A FITa L 74 X2 L—a U BHIR LT, EMALARNWE ST 51
i, Zoavwr RonBEXEALLET,

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

IKEv1 7S5 4 7 > @ IPsec-UDP B DL E

IPsec over UDP (IPsec through NAT & MRS Z &bV F9) AEHTLHE, N"—Fu =T
7747 ME. NAT 2F4T LT\ 5 ASA IC UDP R CTHERE CE 3, ZOMiRIZT 7 +
N RTIET 4 B—T 22> TWET, IPsecover UDP 1L, VU E— hT7 7 & AT A
ENLZEHAOWAET, T—Far 74 Fal—Ta UPRLETT, ASAIL, SAOFRIT L T—
MFIZT TAT U FEDOETar 7 4 X2l —ya RT3 2A—=H 20 Y LET, IPSecover
UDP 2T 25 &, VAT A NI 3 —<v U ARBEFRTFTLET,

IPsec over UDP & A X — 7 /LZ ¢+ BI1E, F—F R —ar7 4 Fal— g3 F—FK
T, kDO K 9| enable ¥—VU— REHEE L Tipsec-udp 2~ RERELET,

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy)# no ipsec-udp

IPsecoverUDP Z i 192 121%, Z DIHOFIZNE-> T, ipsec-udp-port =~ > R HERET 54
TR £7,

IPsec over UDP #F ( B —7 /L2952, disable ¥—7U— K% A ) LE9, IPSec over UDP
B EFEITa 7 4 X2 b= a U BHIRT AT, Zoa<vwr FonoBERXE AT LET,
Zhic kY., BT —F R S —h5 IPSec over UDP DEZ (A TX A X 512720 £4,

gHInoraL, =T Ry o— s&U1—F— |
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B ko7 o570 roRRORE

KIZ. FirstGroup &\ 9 7 /b—7 7R U 2 —® IPSec over UDP %% ET 562~ L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# ipsec-udp enable

IPsec over UDP & A X — 7 /WIZ LT23HEIE, FVv—7 Ry — a7 4 Xalb— g F—

R ipsec-udp-port 2= > REBRETHAMERH Y £, ZOa<2 RiZL Y, IPSecover UDP
D UDP iR— FEBNREEINFE T, IPSec F AT —3 3 2 TlE, ASA IR EINT-HR—
FCU R L, D7 4V Z NV—)LTUDP 77 4 v 7B Ry 7ENTNTEH, TOR—
FETHOUDP N7 7 ¢ v 7 Zinik LET, A— MEBOHPIL 4001 ~ 49151 TT, 77 4L
kDA — MEIE 10000 TT,

UDP B— r2F 4 =T NIZT B2, Z0a<ry RonEXE2 AT LET, 2Ly,
BD T —T RY > —h 5 IPsec over UDP R — M DEZ KR TXH L 912720 £9,

hostname (config-group-policy) # ipsec—udp—port port

WIZ. FirstGroup &9 7 /L—7 R 2 — IPsec UDP H— k&R — | 4025 (23 ET 2 61%
%Liﬁ‘o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp-port 4025

VPN N—FDOzT7 95472 FOREREDERTE

ATy T

FIE

(EE) ROoa<xr FefER LT, Xy NV —7H0ERE—REREL T,
[no] nem [enable |disable]

Fy NU—ZHEE— REFEMATL E, N~ U7 7747 M, B—D)—F 4 W]
B Ry NU—2ZVPN b L Z N LTCVE—K FIA4_R—F Ry hU—7 (TRt CE £
9, PAT (@ S EH A, L7eh-> T, Easy VPN h—_—DEFKITH DT /31 AL, Easy
VPN U E— hOHRIZHDTTA X=Xy NU—T LOT A A2, hrrxz4r LT (b
YHANENLTOR) BET 7 EATEET, HOLEAELERTT, hrxuidn—~Fy=7
I IAT LV MZESTRRBSNAMERH Y T8, A RT v 7 IREIZ->T-b &I,
WO S T — 2 A BRI TE £ 7,

1 :
WIZ, FirstGroup &\ 9 7 /L—7" 7R 2 —DO NEM Zi%ET D02~ L 7,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # nem enable

B 5oz L. S—TFRYS— BEUI—F—
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ATvT2

ATvT3

VWNA—ES 7 55170 roBoRE |

NEM %7 4 £ —7 /W2 F 5I2id, disable F—U—FZ AN LET, 2D NEM EMEa 3T
Y74 X2 —va nbEIRT 212E, Zoavr ROonoBEREATLET, 0T v e
VEERTAE, MOIN—T R — DA PR X ET,

(EH) ROa<wry FEEHLT, %27 2=y MREERELET,

[no] secure-unit-authentication [enable |disable ]

t¥aT 2=y FEEETIE, VPNNN—FRU =T 75472 "B b 2V EBET 72N —
P—H e NAT— R LIZRGEEZERTHZ LT, X2 U T o nmibENnES, o
HBEA X—TNMZTDHE, "N—FRUxT 77472 MIRFEESN TN D 2—H—4 L )RR T —
REFHLEFAL GRESNTWDIEHS) . EXaT7 2=y NEGEHIT 74V FTT 4 E—7
72> TWET,

X a7 2=y NERET NS R 2T I IAT 2 NBMERT D8 e T 7 A VTR L

pwfﬂf—/v—?ﬂ/~7ﬁ> RESNTWDOILERHY ET, 7714~ ASA TEX 2T =
= FREEDMERGAIL, EONy I T v T —N_—lbtx a7 2=y MNGEARET
HVERDHY ET,

G¥) ZOMRER A R —T NI LTEBAIZ VPN RV ERENLT B I21E, 22— —RNa—
Y=g L XA T — F‘%)\J‘J*ﬁéﬁ%ﬂ&”@ D FE9,

£l
ROBNZL, FirstGroup & WO AFTDO T N—T RY —IZxf LT, BF a7 2=y FHiExZ A
R—=TMTT D AR L TWET,

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy)# secure-unit-authentication enable

tXaT 2=y MNEEER T 4 B—TWIZT BITIE, disable ¥—TU—FKEZ AN LET, BEX =
7 L=y l“wunft@l\i%i??:l/7/f Fal—3 Vﬁ)%\ﬁﬂﬁ%‘f%ﬂdi\ ZDhavr KD noﬂ‘ﬁ
REANDLET, ZOFTvarz2HETDHE, MOITL—T KR —nbEXaT 2=y
MEREDEZ MK T £7,

(FEE) koa<wr FEHALT, 22— —S8GE2RELET,
[no] user-authentication [enable| disable]
:l‘—-]j_ uAL‘uE%/{Z\ 7/1/ ’Té& \'—I\'?I777/])77/ ]\@ ?(ﬁ l/\%)ﬂil/f(@:l‘_‘ﬂ_‘_
ﬁj: ]\/Z‘ﬂ/% LVCZ‘/ ]\]7 7 77"‘2%?57‘_ uutunﬁ%%j—é kﬁ Jé\g&foﬁ@i

ﬁ‘o ﬂE]/J@:l”—‘H_ = ﬁzbf\_nunﬁﬂ_“—/\“—@mér ufiéofuuniéhiﬁ‘ :L‘_‘"j_‘_‘uuu
?7¢wkf?4t—7waﬁofwi#o

7T A4~ ASA T—P—FENNLELRIFAIT, EORv I T v ==l b a—V—3
FEEABRETHMENDHY 7,

i :
WOBNE, FirstGroup & WD AFTOZ )—T" R —Zxf LT, 2—P—iEx A X —7/Z
T 5 HEEZRLTVET,

hostname (config) # group-policy FirstGroup attributes

gHInoraL, =T Ry o— s&U1—F— |
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ATy T4

ATy TH

hostname (config-group-policy)# user-authentication enable

a—H— uunft%fT/]”E TN T BHIT 1%, disable ¥— U — FZAHLFET, 2 — PR
MEETa T4 Fab—2a UnBHIRT DI \_@37/F®nw%iékﬁbi#
ZOFTvareflTL e Mo —7RY “/‘—Z)xg:b—‘ljf WAL DAE Z K T X £,

WKDa<wy REFERALT, RIELAHar Da2—F—DT7 A NV ZA LT 7 FERELET,

[no] user-authentication-idle-timeout minutes| none |

minutes/ N7 A —X T, TA R ZA LT 0 M (HALD) 288 LET, SAERHix 15y
T 7 4V ME 30 4y, BeRMERIE 35791394 43T,

TA RV EALLT T MABTICAN— R 27 72947 bOE#RDO2—YF—ICL2@ET 7
FTAET AR WES, ASAIZFD I FA TV " OT 7 BAZKTIEET, 20X A ~—
IZ. VPN o2V BEAETIEARL, VPN bRV E@IBTE 7 94T bOT 7B R7EZ1T &2 #%&
TLET,

1 :

OB, FirstGroup & WO ARTD T )V—"T KU —I24553DT A4 KV XA LT 07 MEEFK
ET DI EEZRLTWET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

TA RV EALTY MEZFYIRTAICIE, Zoa~vr RonEXEANLET, Z047
vay%ﬁﬁﬁé&\M@fw—fﬁvy~ﬁ674Fw&4A7W%@%W%T%i¢O
TA RNVEALT DT MEZMALZZNE DIZT DI, none ¥—7— REZ4RE
user-authentication-idle-timeout =~> R&Z AN LFET, ZDa~vr Rz, 7/( K XA
AT T MCXUERERESNE T, IIUEZRETHE, TA4 VA LT 7 MBER S,
FIFIN N ERIIRRESNZIIN—T R o= a—F—FEDOT A KV XA LT 7 MA
DR SN2 e 7,

(¥)  showuauth =~ FADIFETRINDT A KV ZA LT D I, HIT Cisco Easy
VPN U‘:E“_‘ ]\ 7_/\/])X0) ]“/Z‘/l/%munﬁbf’ '_“bl_‘_‘@T/]) ]\‘\/1/ &/]) AT? ]\fﬁ&:
R0 FET,

WD a< > RaH LT, IP Phone Bypass ##% € L 7,
ip-phone-bypass enable
IPPhoneBypass #ffi 95 &, "—RKU =7 7747 hOBHRIZHDHIP 7 4+ 3, 2—HF—

FEE mE R L TR CE £, IPPhoneBypass 1. 774NV BNTT 4 E—=T N> TW
F79. ZHE VA DA R—=T IR > TV L HEICOREH SN ET,

GE) F, NI IA T FNORFEEGRETHIZIE, 7 94T MITMACT RLA
GRERETHVLERH Y 7,

B 5oz L. S—TFRYS— BEUI—F—
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VWNA—ES 7 55170 roBoRE |

IP Phone Bypass & 7 4 ©—7 /W29 5 1Z1%, disable ﬂ? U — K% AJ)L %79, IPPhoneBypass
BYEEZFATA L T 4 X2 b—2a UBHIRT HIZIE, Zoavr RonoBE AL ET,
ZOX T a Ntk BlD I —F KU 2 —)>5 IP Phone Bypass Ofi & {7k T& £,

WD a~r R&EMiH LT, LEAP Bypass % T L £,
leap-bypass enable

LEAP Bypass %, user-authentication 284 r— 7 /LiZ72 > TWAEEICOABEHINET, =
Da<y RZEY, Cisco VA VLR T 7EA T‘% VN TR ANSD LEAP X7 v M
LEAP iBFEZFENL L T D, a— Y —38iE D L ICREZ FEITTE H L 91272 v £4, LEAP
Bypass IZ. 7 7 4 /L b TT 4 B—T /Tl > TWET,

N=RU T 7 TA4T 2 FDOHAIINDLEAP 2 —H— (2%, mEIRMENH Y £9, Fox
NWTHIRA A § TNA ZADH%AIZH D RADIUS h— =27 LT o oY Va2 EETH 2 En
T&72\W0W e, LEAPFRREA X IV =— T EHA, MU FURETY LT vy L EEE
TERWVEBE, BRE Y hY—7 TRIEIN TV RN T, ZOMBEEET 5729
(2, LEAP /3o /SA1X, {HRB D= — W —WEEOFIZ LEAP 237 > b (LEAP /X7 > R2U) %
bRV THRE L, RADIUS*}‘—A‘~I\0),4?§#7??£%7T WRAECE DL 9ICLET, Zhick»
T, 2—¥—i%, ElOx—V —FFEIcEL = LN TEET,

LEAP Bypass £, RO T CHEUNIHEREL £7,

« secure-unit-authentication 235 4 ¥ —7 Wl >TCWAZ L, A V¥ TV T 47 2= k
mmw F—TNVDOEE. PRV EFH L TCLEAP T /3 ANEERTX 5 L 91272 DR
. FELEAP (F#) THRAANMN—R T =T 7547 v b AT HLENRH Y £,

user-authentication 34 2 —7 NIZ/ > CNDH T L, A X —T W7 > TV & LEAP
Bypass 25 H SN EH A,

HERERBED T 72 A IR A 2 3, Cisco Discovery Protocol (CDP) % 5217 L C\»% Cisco
Aironet Access Point TH5HZ &, PCONIC h— Rix, o7 Z7 > RO TchnENE
A,

51

WOHENL, FirstGroup & VWD A RIDZ /V—7" 7K U - —IZ LEAP Bypass # X €7 5 HiE&E R LT
I/\ivé—o
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) # leap-bypass enable

LEAP Bypass %7 « £ —7 /WZF HITIL, dlsable ﬂv U— R%& AJJL%£¥ ., LEAP Bypass J&
PEFETa 74 Fab—2a UPHHIRT 212, Zoavr RonBEXE A LET,
ZOFT v a &I 5 &, LEAPBypass 0)1@%%% TN—T R =K TE £,

gHInoraL, =T Ry o— s&U1—F— |
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ATy T2
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ATy TH

[ AnyConnect VPN Client ##5¢] (29X 92, ¥Xa2T7 27747 b #ie A x—7 ML
TeBI, IN—TRI—=DkXaT 7747 MEREA RX— T NVEITNAIZTE LT,
IN—T R —webvpn 27 4 Falb—ar F— FTROFIEZEITLET,

FIE

TN—7HRY —webvpn 2> 7 A X2 b—T a3 ET— RERHBLET, KRIZHEZRLET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

TURRA LV baArEa—X ETEXaT 77472 b OKGERA VA NV ET 4 E—
TZT HITIE,. noneF— U — KZ$87E L T anyconnect keep-installer 2~ > K& L F 97,
WITH 2R L ET,

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

TI7HNETE, 77472 FOKFHIRA VA M —/UZA X—=T N> T0ET, 774
Ty MI, BEXaT 24T U ey a O TRIZZ Y RARA  MZA VA =Sz
FFRITAD ES

TN—THRK) =D X277 T A7 SSL Hfihk i C HTTP 7 — % D Efi & A 1 —7 /b
(29 % 121X, anyconnect ssl compression 2~ > K&Z AN LET, 7744 FTiE, EfiEE none
(THE—7N) CRESNTWET, EMEA Rr—7MZT DI, deflate ¥—7— K%

EHLET, wiZBlZrLET,

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

7 v FET BRI ORKRE

T ZADEREDT A RAREA R T 2R A2 IR T 255 Th, 7r¥y, 7747 U4 —
v ETENAT T A ARBAD BF 2T 7 747 2 M EERERWCE LT LN TEE
9, IR ELT 9 IZiX. anyconnect ssl kegpalivecommand: L CH—7 7 74 7 A vt —
COMBEZTELET,

anyconnect ssl keepalive {none | seconds}

Fio, F—TTIA T EFET L L, UE— h—P—7) Microsoft Outlook F 7= (% Microsoft
Internet Explorer 78 E DY 7y b _X—=A 7 F U r—2a a7 7T 4 TIZET LTRSS
Th, BXaT7 7 I79A4T7 0 8 7747 MIUIB L OEER S NEE A,

WOFITIE, EX2T 774 T I NF—TTI7A4T A0 —=T%3008 (547) OMEE TR
BETE2I90I8Xa2 VT 4T T IAT UV AERTELET,

B 5oz L. S—TFRYS— BEUI—F—
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hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

XTI IA4T7 U RBSSLEYy Y a TR —EFHAEMRTED L DT DT, anyconnect
sslrekey 2~ > REMEHLET,

anyconnect ssl rekey {method {ssl | new-tunnel} | time minutes| none} }
T 74N M, FHERITT 4 =T IR TWET,

method % new-tunnel IZF§ET D &, SVCF—DOFHARTIC EX2T 7747 F BF LWL K
VAIWVERESLT S X O ICHRE SN E T, method & none IZFRET H & F—FHERITT B —
T2 ) £, method & ssl IZHRET D & SSL OFF R T m— g 3 —FARFIAT
PIET, method HEETLHRDVIC, By a v OBEND F—HERNTHOND F TOR
filZ 1~ 10080 (1) DO THETEET,

WO TIL, F—BHERPICEXF2T7I9A4T7 0 M BSSL EFEXIA— 5 L9 ICRE
L., F—FAEER Y 3 VEIEO 30 DBICRAET DL OICHEELTWHOET,

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

T4 T b han A RREREEFERTLOE, BX 2T I TA T MBIPV6 N T T 4
TIEETETHML WA EEDIPvE T 7 4 v 7 OEBFIESS, IPv4 N7 7 4 v 7120 % T
LTWBEEDIPVE T 7 4 v 7 OEHHIEZRETDHZENTEET,

TXa2T 7 TA4T b A ASAIZ VPN 832 & 12, ASA 1L IPv4 & IPv6 O — 5 F 7= 1%
FOT RLAREID YU TET, ASAR X2 T 7 T7A47T 2 b BEFEICIPVET KL A E 721X IPv6
T RUVARETZE Y Y THGEAIC, ASANIP T RLAEEID Y CTlhnolzory hU—27 R
TATIZONWT, 7I7AT7 b 7B halt XA RAZEL>TED NI T4 v 7B Ky
EEDLMN, FITASA ZNRALRALTCIZ ITA TV EbOREF bR L, 2%V 7V 77X
AN ELTOEBEHATINERECTEDEIITRDE LT,

ToE ZIE ASABBEX 2T 7 TAT 2 M ERUSIPVA T L ADHZE) BT, =2 FARA >
FRAT 2T NAL Y7 SPTOBEMBELET, ZOTY FHEA L P IP6 7 FLA~DF
EEARIZ LT, 7 TAT 2 b AR T m b AR T B =T L OBEIE, 1PV b
TIA IRy TENETH, 7 T4 T2 38270 ha g =T LOBAE,
IPV6 KT 7 4 w7130 FA T M7 U7 TFAME LTERFESNET,

SSL i Tid 7 < IPsec b FAZFENLL TWDERIT, 7T 47 FTIPV6 A>T
WDDE D IS ASAIZHEEI S 72T, ASAIXHEIZY T4 T > M XA 82 7 a h )V E
BTy vaf s LET,

client-bypass-protocol 2~ > RZHEH LT, 7747 F "M/ F'a haUiEx A r—7
NETTT 4 E—T7 M LET, a~vy MEUIRD EBY TT,

client-bypass-protocol {enable | disable}

WIZ, 7 TAT 2V F XA R2 T a harke,f x—7MIT50%RrLET,

BEIOJ7M4IL, SIL—TFTRY—, BLU1—H—
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hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

WIZ, 74T b XA RA T harzcsA—71zd 502 RrLET,

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

WIZ, A3 —=TNVEFRITIT A E—T NI TWDEITTAT v s XA Fa haLVREL
HIFRT 202 R~RLET,

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

ASAMIZE — R NNT v T aBRELESGAIL. VPN v v a COFMNIZER &b ASA
IP7 RUAEFRRT 5722, ASADFQDN ZHELET, ZOREIT, SEIERIP T2
haroxry NO—IBO7 74T s v—I 07 %Y R— 192592 TEHETT (IPv4 H»
51IPv6 72 &)

Y XTI TAT N T T A0S ASAFQDN 2 L T —3 0 7 %IZ ASAIP 7
RLRAZBETLZEETEERA, TRLABRT—R ARG F U FOELNTAN
AA (RUFIBHESLENTNDT N, R) E—ELBRWGERH Y £,

TNAADFQDNNR Y A 7 > MIEE SN2 WIGE. 7747 > ME, LR b > RV D3
SNENTWASIP T R A~OFEERZRAET, B bH P 71 h=av (IPvd 725 IPve) D
Iy hI—Jloe—I a2y R—FTDI00%, ¥X=2T7 27747 MX, b rIVOFHE
SAZHERT 2 ASA 7 RLAZRETE D L 9I1C, a—3 U 7IZT /31 A FQDN D4 Fififik
EATOMER DY T, 7747 M, IR PIZT 2 7 7 A VITHEAET % ASA FQDN
ZERLET, oty g UEER TR, EAERGEIIFIC, ASAICL T yia
SNt (Fle, IN—T7 RV —TEHEENKE L) 754 AFQDN #fEH L £7, FQDN
MDERE I N TV 4A . ASA IE, [Device Setup] > [Device Name/Password and Domain Name]
DERENKNGHT SA AFQDN % (BXW7 747 MIERE) LET,

TNA AFQDN N ASAIZ L o T v v a2 ENTWRWEGEA, 7947 ME, £42:51p 7 n
fardOxry hU—7 Mo —I 0 J%ICVPN Yy v a VAL T E£E A,

gateway-fqdn =~ > RZ{EH LT, ASADFQDNZRELET, a~r FEXIKRDOEEBY T
ﬁ—o

gateway-fqdn { value FQDN_Name| none} ¥ 7213 no gateway-fqdn
&IZ. ASA @ FQDN % ASAName.example.cisco.com & L CEFKT DB &2 R L E T,

hostname (config-group-policy) # gateway-fgdn value ASAName.example.cisco.com
hostname (config-group-policy) #

WIZ, Z—7 KU —n5 ASA D FQDN ZHIBRT 2412~ LET, 71— KU —Iid,
FIT NV TN—T R —nb ZOEEMHAL £7,

B 5oz L. S—TFRYS— BEUI—F—
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hostname (config-group-policy) # no gateway-fgdn
hostname (config-group-policy) #

KIZ, FQDN 22D & L CEFHET DB %~ L E£7, hostname =< NI X N domain-name =
<~ REFALCRESNEZ 2 — VUL FQDN MEA S Ed (A TEEREA) .

hostname (config-group-policy)# gateway-fqdn none
hostname (config-group-policy) #

Ny 9T TH—N—BHEDHRE

Ny T o T h—N—%BELET FEHATLITERDDIELE) , IPsec Xy I T v 7 H—
NR=%fH{T25L, VPN TA T MIT T4~V ASA DMEARATOBE S g1 Mok
MTHZENTEET, NI T v —N"—2RETHE., ASAIL, IPsec b RV ZFEST
THEENWZITAT L MY ==V R ZELET, 7747 b EERITT T4~ U ASA
FeRy 2T T = R—ERELRVRY, Ny I T T PN IHFELE A,

N DT T ==L, 7747 b EFERITTT A~V ASA LIZEEEL £7, ASA LIZ
NPT T P—=R—BETDHE, NI T v T ==K —=NITNV—TNDT T A
TN vvasiv, VAT N ORI T T == RN (BREINTNWDLHY
B) NDEEHEDY 7,

\)

GE) HAAMEHEHTIHEARIE. Ny 277 v 7 DNS b= _"—=BLO Ny 77 v 7 WINS ¥—
W%, TF74<UDNSH—"N"—BILOTT7A4 <Y WINS —_—L13HDOFR >y T —
7 FICRET A EEHELEST, ZoLoiclinwe, "—~KNUx=T V74T FD
EHDOI 74T FISDHCP N LTC/— KU =T 7547 kD DNS fE#E L O
WINS fE# 2 G L CW DG, 774~ h—n"—LoEminkbihv, Ny 77 v
P—N—|ZH 72 % DNS i & WINS {3 d 5 &, DHCP YV —ANHIRGINIZ/ 5 £ T
IIAT > M EHTERLS D E9, £/, FAMEZHEHL TW55EI2 DNS H—
PWN=DMERARFNZ 25 &, RIERBIEDNBET HBEZNNH Y £7°,

Ry I T T P—=N—TBETHIZE, V=T R)v—ar74FXal—3EF—KT
backup-servers =~ K& AJJLE7,

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

RNy 27 T HP=N=ZHIBRT DI, Ny 7T v 7T = "—ZHELTIDaA~L FDno
B & AT LET, backup-servers BEAZFATaL 7 1 F o L— 3 U BHIBR L. backup-servers
DIEZMD 7 NV—T" R =Dk TE 5 LT DI2iE, sIEERBEETIczoav s N
D noXEANLET,

hostname (config-group-policy) # no backup-servers [serverl server2... serverlO |

gHInoraL, =T Ry o— s&U1—F— |
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clear-client-config | keep-client-config]

clear-client-config ¥—U— RiX, 7 747 b TR I T v 7 b—R—%fFEH LRI L%
FBELET, ASAIZ, XNVDOY—R— VU X 2T v =2 LET,

keep-client-config ¥ — 7 — Rid, ASAN Ny 7T v 7 h—N_—{FWE 7 747 MIERFL
BNWZEERBELET, Z7I7A T ME MADOANY 7T o7 == U X EEHLET
RESNTWDIHE) . ZHUTT 74V FTT,

serverl server 2. serverl0 /X7 A —4% U R M, 774~ VU D ASA BPMEHRRTOEAEIZ VPN
TIAT L NBMERTEZ— =% T T4 F VT 4 NAICAR—ATRY >V A NTT, ZD
UARIE, —R_"—ZIPT7 FLRAEZIEIAA M THEELET, 20U 2 FDEE1X500
LFEETT, BT FUIIRK10E TTT,

WOFNL, FirstGroup EWIHLZRBIOTN—T KR S —Z, IPT KL ZA2310.10.10.1 & 192.168.10.14
THHINN I T o7 =B ET D HEERLTNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup-servers 10.10.10.1 192.168.10.14

ZYRI)—H PRIy 3 aYFA—ILINTA—SDHETF

ATy T

COWETHBAT LN —T RY —NAC o= R, T XTF 740 hOfERH Y £,
EIOLTHLMELRGAZRE, TNHDNRTA—HDOT 7 /L MEIFEFE LARNTL 7ZEN,

ASA X, YEIEFRFEZ 1 k2L (EAP) overUDP (EAPoUDP) DA vt —UZHHL T, UE—
N ARARNDORAF X ZMRLET, RAFYREETIL, VE—FFANMNIRY NU—2 T2
TARY —%ED Y THENT, TORA MR EF2 YT 0 OLBERMAEMWTZLTNDINED
MINTHARENET, ¥X2 VT4 TTIA TV ATHRYy U= T RIvvay arybo—
LR FRET HETC, NAC HIZ Access Control Server 3% E L TR LERH Y 17,

Access Control Server X, Y AT LADE=X VY 7 LR—sDER, T3y 7, BLUOrX
TSR E R T RAF ¥ =27 (ACS TREFRRLTFS) 2x=20T7 4 777
AT AHE T a—RLET, —RIRARAF v h—2 1L, Healthy, Checkup, Quarantine,
Infected, F 72/ Unknown TF, RAF ¥ RILEI1F7 T4 7 > M LORFENKEIDD &, ACS
BTty aHOoT778A R v—2txa2 T4 77747 AFVun—RLET,

FTIFNL DT IN—T R —F IR NN—T R —DFy NU—7 T RIvay
oy br—VERETDHIZIE, ROFINEEZFZITLET,

FIE

ER) AT—4A 7)) —AA~—OHMEHRELET, EX2VT 4 TFI7A4T A

X, RAF Y HEEDRFER KDY, AT —Z A7 2V —DREEZZITAT-NZ, AT —#
AT —DH A~ —%EEN ST FE T, ZOXA~—DHRBUIND L. FARDEAF ¥ D
EREFRD 72— (AT =X A 72V —) PRITESNET, ¥4 ~—OHIR%E 30 ~ 1800
OB TANILET, T 74/ hOKEIF 300 TI,

B 5oz L. S—TFRYS— BEUI—F—
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ATy T2

vy kD=5 7RIvvavavra—L 5 i—20EE [

KXy b= T RIvvararybao—LOtyiarT, RAFYRIEDRER KDY,
INAF ¥ DEREFRDIRO 7 ) =375 E TOMREEET DI2IE. 70 —7KY
v—ary 7 4¥al—v a3y E— KTnacsg-period 2~ REFHALET,

hostname (config-group-policy) # nac-sg-period seconds
hostname (config-group-policy) #

FIFINVEIDITN—T RY)—=MBEAT—H A I — F A ~—DEZEMET DITIE, fkK
TOREITN—F R —I2T7 78X LT, Z0avwr RO nEXE2FEHLET,

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy

W, AT—HA T — FA~<—0DfE% 1800 PICEFET 202 R LET,

hostname (config-group-policy) # nac-sqgq-period 1800
hostname (config-group-policy) #

WOBTIEX, TIFNV S ITN—T R —InHAT—FZ AT ) — A ~v—DfEEMEK LT
b\iﬁ‘o

hostname (config-group-policy)# no nac-sq-period
hostname (config-group-policy) #

(EE) NAC OFMIOHMEARELET, X2 UT 4 T 794 T A%, RAF ¥ e
WRER DD TN, BGEY A v — 2B S ¥ E T, 20X A ~v—2nHRINICR S
&L ROBEEEDORAF Y EEN Y H—SNET, ¥XF2 VT4 T FIAT R L, FNE
TERUFETRAT v 2 BFREEL £, RAFT Y REEEIIFRIETIZT 78X a2 hu—
WA= R=PERTERVEA, F7 4V DI A—T RY =BT £, BAF ¥
R MEET DR AT AT LET, #PHIL 300 ~ 86400 b T, F 7 4L b DR EIL 36000
BT,

Fv FNU—2 7 RIvyvararba—Lotyyar TRAF Y 2T oMEEfRES
B2, I—7F R —ar7 4¥alb—ar E— FTnacreval-period 2~ > R&ff
MALET,

hostname (config-group-policy) # nac-reval-period seconds
hostname (config-group-policy) #

FRGEXZ A ~—DEET 74V kN I —7 R =Bk 5120%, #EcoRE 7 L —
TRV —IZT IV EALT, Z0avy Kono XA FEHLET,

hostname (config-group-policy)# NO nac-reval-period [seconds]
hostname (config-group-policy) #

WIZ, FREES A ~—% 86400 L E T 2442~ LE T,

hostname (config-group-policy) # nac-reval-period 86400

gHInoraL, =T Ry o— s&U1—F— |
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. FYybhIT—Y 7RIy ararbA—I)LNSA—2DETE

ATvT3

hostname (config-group-policy)

WO T, T TNV DT N—T R o —NEFMAEZ A ~—DfEZ & L TWET,

hostname (config-group-policy) # no nac-reval-period
hostname (config-group-policy) #

(&) NACHIT 74NV MACLEZRELET, ¥X2 VT4 T I7AT AL, RAF ¥
ERGETE R2WEEIC, BIRS 72 ACL ICBEMITF N TV D EFXF 2T ¢ RY v —%iH
L%, nonex7= i}ﬂEACL ERELET, 774/ FREIXnoneTY, none |l ET D
EL X2V T4 TTIATURE, RARAF Y ZREETERDP ST EZICT 74NV RO T L—
TR —E#EHALET,

RAF ¥ ERIECE RN ol-Ry NI —7 T RIvyvaryaryio— Lyl a5 7%
VM ACL & LTHEHEND ACL 2 EETHICIE, FV—T RV —ar7 X2l —3
v F— R T nac-default-acl =~ > R&HEHLET,

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

TN NDOTN—T K =6 ACL kAT B121%, A TOREIN—F R o—|C
TI7EALT, Z0a<vr RO nERE2HEHLET,

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

ZDavy ROBRITIROLEELBY TH,

« acl-name : aaa-server host 2~ RZfEH L TASAICREENTWD, RAF ¥ ZHEET
LY== T N—TOLHERE LET, ZOARNL, FDa~ Y RIZHEE S U7 server-tag
BN~ T DMENDH Y 97,

enone: F 7NN TNA—TF R —5D ACL Ok %257 1 —7 L2 L, NAC & v
L a VCRAF Y RFEN CTE R -T2 L T ACL i L EH A,

NACIZTT 74/ b TTF 4 B—T IR >TN5720, ASAZ:ETAVPN T 7 0 v 7 1%
NAC 284 X —T NI B E T, NACT 7 4/ F® ACL ORI Z 1T 8 A

WO TIE, RAF Y EZRIETERNo72E &2, acl-l EWH ACL 2T 2 L9 EL
Tb\\i—g—o

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

WOFITIX, T4V ZT—F R Y —5 ACL k& L CTWET,

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #
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TL—FRYI— L1 —H—

vy kD=5 7RIvvavavra—L 5 i—20EE [

WOFITIE, T4V N ITNA—TRY =MD ACLOMAZT 1 E—7 2L, NACE v
TV TRAF ¥ BRIETER -2 ZICACL # WA LEH A,

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

ATw T4 VPNONACHIKREZHRTELET, T 74/ FTiE, iU 2 MIZEIh-oTWET, 74L&

BYEDT 7 v MElLnone T, RAF ¥ RGEA%GIRT 2V E—F AA MDAV —F 1~
7 VAT A (BEOVACL) Z &2 vpn-nac-exempt ==~ > K% 1 BIAS LET,

RAF ¥ REEEGFRT D2V E— R a v Ea—2 DX A 7DY A MYy b 2B 5120,
TN—TRY)v—ar7 4X¥a2l— g F— KTvpn-nac-exempt 2~ > REZEH L £,

hostname (config-group-policy)# vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

WA ZT 4 2—T I L, TXTORR MEZRAF ¥ BEEORRIZT 5I21E. vpn-nac-exempt
DFHAIZnonex—U—KFE AN LET,

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

GRY A ROy Y EEIRTAICE, coavr RO noERAER L, HRT 54~ —
TAUT VAT A (BELWWACL) ZHELET,

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name
none}] [disable]
hostname (config-group-policy) #

ZOIN—T R —IZBEHEMT LN TR A MZhDL T MY RHIBRL, T 74V
N ZN—F RY) —DHRREY A M EMKTHIZIE, F—V—FEZETETICZoavr Ko
nolEX&EfEHLET,

hostname (config-group-policy)# NO vpn-nac-exempt
hostname (config-group-policy) #

ZDawy ROMXERITIKRO EEY T,

cacl-name: ASA D> 7 4 X =2 L—3 3 VIZHEET S ACL DA R,

e disable : bR YU A hoOxT > b ZHIBRETICT =T M LET,

ofilter : (AFvay) ava—FOFX—FT 47 AT LADOLEIN—FHLI-L X
NI 7490742 ) T T B ACL 2 H LET,

enone: Z O F—TU— K% vpn-nac-exempt D3 & AIZAT LIEGAR. AR T « &—
TR Y TRTOFRA DR RAF Y RIEOKM BRI FI, ZOF—TU— K% filter
DT HAIIATILIZSEF, = FY TACLEZRELRWI L2 R LET,
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B vnoscrororaror—n Ry v —omE

ATy T5

cOS: ARV —F 4 U7 VAT AERAF Y REAN SRR LET,
sosname : AL —TF 4 T VAT ADLAITTT, BAHICAN—ANGENTWDHEHAEIZ
OIHB|IAGNMHETT (72 & 21X "Windows XP") .

WOBITIE, MEDRT 4 =TT SH, TXTORA FPRRAF ¥ BEEDO M RIZ SN ET,

hostname (config-group-policy)# no vpn-nac-exempt none
hostname (config-group-policy)

WIZ, RV A S b3 _XRToO= MY ZHIBRT 56127 L ET,

hostname (config-group-policy) # no vpn-nac-exempt
hostname (config-group-policy)

WDa< REANLT, Fy b= T RKIvvararba— i 32— NVEHET 4
=7 LET,

hostname (config-group-policy) # nac {enable | disable}
hostname (config-group-policy) #

772“/1/ s ZN—F R =5 NAC OFREEMAT HI121E, MATORBEIL—T7 KR
— 277X LT, ZOa<wy Ko no a2 1{# 4 Lifh}

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

F 74 FTlE, NACIET 4 B—T VR >TCWET, NACEZA RX—7 T nE, UE—
N7 7 BATHRAFYREENLEIZR2DET, VE—F a2 Ea—HDRATFYNELWND
CRHEREIND & ACS P — =R ASA THHATAHT7 7 AR) v—2 Xy o—RLFE
T, NACIX. T 74V FTlET 4 =T N2> TWET,

Access Control Server (T2 hU —727 FIZFEETAMLENH D £4°,

OB TIE, Z—7 RY T —IZ L TNAC A F—T7 WM LET,

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

VPN SA T2 D747 04—ILRY O—DEHETE

T7AT T4 —ME, T—FDOEENT Yy NEREAT Yy VEENENRAEL T, 7> bD
T AT VA NVERETFAT O, FRENTy b E Ry T TENEINERETDHI &
LD, avBa— 224 02—y MO OBELCTIRELET, 77 A7 U+ —IE, 7
N—7DVE—F 2—HF—NAT Vv § hRV U TEFELTNWDIEE, EX2UT7 40
mMExb7EBLET, ZOHA, 7747 UA—NAN, A X —Xy MERIT2—F—Dr—
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WN5S5470k 7747 9r—n Ky o—nkE |

HIVLAN Z T AR ER AN 2= —Da Vo — X Z25# L, OV Tt ER Y hU—
TOIRELET, VPNZ 947 2L TASAICERE L TWS Y E— h 2a—F—(X, @
R 77 AT O — AT g ZBRCEET,

IN—TF R —ar7 Xal—3 g F— RTdientfirewall =~ > FZ&{#H LT, ASA
MWIKE b f L 2 I m—2 g VHIIZVPNY A4 72 MIEET A=Y F N T 74T 74—
WK —RRELET, 77A T 74—V R —Z2HIRT5120F, Z0avr RonolE
XE AN LET,

TRTOT7 7 AT U4 —/VARY —%HIBRT 5121, 518 EEEETIZnoclient-firewall =~
YREANDLET, ZOa<wr RiZLY, none F¥—U— F%&HEE L Tdient-firewall =<2 K
EAITUTER LIZXV R Y O —BHIULEN L EZD T, KEEADTXTOT 7 AT U4 —
VAR —DEIRESET,

T7AT UA— VR =Nl hbé, 2—HF—FT7 74V NERIFTZOMD 7 V—T K
Vo—WNICFHET D77 AT 04— VR =% LET, 2—HF—RZDOXIRT77A47T
TV R —EHEK LN E D29 BITIE. none F—TU — K& $5E L T client-firewall

a<w> REANLET,

[Client Firewall] % 7 ® [Add or Edit Group Policy] # 4 7 v 77K v 7 A Tid, BIMEZIFEET
HIN—T R) = LTCVPN I TAT U hDT 7 AT 74— i EERETE T,

\}

GE) ZhboD77AT U4 —/UIEREA M TE 5 DI, Microsoft Windows % FE179 5 VPN 27
FAT LV RNETTY, BAE, N— R =T 7547 hE-IE (Windows LLAL) D Y
T MU =T IIAT TR, IRHOBREIIMER T EY A,

OOV ATE, VE—F 22— —OPCLEIZNN—VFNV T 7 AT T4 —LABA LA F—
NENTWET, VPNZ TA T ME, 0—HL 77 AT U — IV TERINTWDLT 7 A
TUA—NRI—%WHL, TOT7 74T U4 —VIRFITINTND Z L 2R T D201
F=H—LET, 77AT U NVDOEITHEIET D E, VPN 7 T4 7 2 MM ASA ~D#EfF
Ry 7 LET (ZO7 747 U4 —/ViEH A 1 =X A% Are You There (AYT) & MR
F9, VPNZ 74 7> B EHINC Tareyouthere?] A v —TaRETHZ LICk-TT 7
AT T —INET=H—TDHNLTT, IWEDRINLWGE, VPN ZA4 T ME, 774
T —IVBNE T LToTod) ASA ~OEHE T L2 Bk LET) . *y NV — 7 EFHE
MINGDOPCT 7 AT U+ —/VEMBICRET 2HEbH D T, ZOHEEZEHTII,
2P IEBOREL N AZ A A TEET,

H2DTF YA TIE, VPNZ FA4 T2 RPCONR—VF IV T 7 AT 74—/t pil 7 »
AT AR —%#ATHIENRIRINDZENHY 7, — B F L LTI, X
Ty b bRV T EFEHLTINAN—=TDYE— K PC~DA L H—Fv b N T T 4T %
Tyl TAHIEREFTONET, TOHEEL FURABHLINTWAM, A ¥ —F
NMEHORANS PC ZR#ET LD T, HERI A FORESNE T, ZOT77 AT U4 —/LD
U AL, 7y =2 AR U 2 —F 7213 Central Protection Policy (CPP) & FEZILET, ASA T
X, VPNZ A7 MCEHT D M7 7 4 v 7EHL—LOE Yy FZ2{ERL, ZLbDL—/b
7 ANVHICEAEMNT T, FOT AN E T AT U — AR =L LTHRELET, ASA
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B 2775470 274791 —ky v—0mE

TR —% VPN I A4 T FETEELET, TDH%, VPN T4 T2 MIKRY v —
EO—N T7ATUOF—NEL, TZTRI —NEHINET,

XA TISATUoR T7AT94£—ILR) O—DERTE

ATy T

ATy T2

ATvT3

RTvT4

XTI FGAT L N DT AT T — A — /LTI, IPvd T RLUABILOIPV6 7 RL A%
BETEET,

IR B
IPv6 7 RLUANFRESINTZHAET 78 A — IV EERLET,

FIE

webvpn 7 —7 R — a7 4 Fal— gy T— REBBLET,
webvpn
1 -

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy) # webvpn

FIAR—NEFFIAATY o7 Xy NT—Z — DT Ay ha—/L L— L& EEL
F9, TITAR—F Ry NU—T =)L, I FTAT L FOVPNIEET X T H L H—T =
A AEA SN D NL— T,

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

IN—T"RY) =D N—T R —@EL webvpn R > —J@HEEZFRRLET,
show runn group-policy [value]

51

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

TIAR=F Ry NT—=T = VInb T TAT N 77 AT Ut —)L =L BHIRESNE
ﬁ‘o

no anyconnect firewall-rule client-interface private value [RuleName]

1 -

hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value

B 5oz L. S—TFRYS— BEUI—F—
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Zone Labs Integrity —/\—®D{# .

hostname (config-group-webvpn) #

Zone Labs Integrity —/\— D {FEH

Z DIA T Zone Labs Integrity #—/3— (Check Point Integrity ¥—/3— & L FEEIL D) (12O
TatBl L. Zone Labs Integrity % —/S—Z YR — h 925 X 512 ASA 25X ET D FIHOHI 2R L
£9, Integrity &—/X—(F, VE—FPC ETEXxaVT 4 R —2REBLOEITTHT-
DORIERAT — 3 T, UE— bk PC A Integrity h—N—IZ X o> THRESNTZtEX =
V74 R —LilE LRWEE, Integrity V—S—FB X ONASABR#ET H 774 X—h R v
NI =7 ~DT 78 AMENGZHIVER A,

VPN A7 h Y7 by =T L Integrity 7 747~ Y7 hwv=71%, VE—kFPC EIZ
HIZHEEEL TWET, ROFIETIE, VE—FPC EREDTTAX—F Xy FT—FRIC
Ty va v EMELTHEEO Y £ — h PC, ASA, B X Wintegrity h——D7 7 a ik F L
DET,

1. VPNZ A7 s Y7 =T (ntegrity 7 7A 7 b V7 houxT7 L[RELYE— b PC
WHEEE) 1. ASAWCEER L., ZNNREDH A TDT7 7 AT 05—V 7734 T 2 hThD
ME ASA I BHHEFET,

2. ASATUIAT UV RN T 7AT U —NDEATPKBEIINDE, ASA 72D Integrity 7 7
A 7> MIZ Integrity —/3—D 7 R L A fFRANK SV ET,

3. ASAIFT X & LTEMEL, Integrity 7 7 A 7 2 M Integrity H—/3— & Ofi|fRff & £
fea N L kT, HIRRAT X BEEIL, Integrity 7 74 72 b & Integrity —/N— D721 T
L SALET,

4. Integrity —/N—[%, Integrity 7 7 A 7> PR ESINIZEX 2V 7 4 AU U—ITHERLL
TWEMNEIMERFELET, Integrity 7 7 A4 7 "3 EF 2 VT 4 RU —IZHEMLL T
WAYA . Integrity Hh—/3—7205 ASAIZKF LT, #Ef A W TR O EMA 7 747 > b
WZERET D X o IR EnE T,

5 UE—hKPCTIL, VPNZ T4 7 hinD Integrity 7 7 4 7 > MR OFEMNIE i,
WY —DFEMPIZIZHIERMIND Z &, £z, Integrity 7 7 A 7 W T T A4 X— |
Xy MU=V ICHRRTEDLZEnMbINET,

6. VPNEATENLT D &, Integrity h——IX, 7747 o —bFE— KAy E—U%
FI L Clntegrity 7 74 7 > N OIRREDE =X — & fil T £7,

(B =2V — A =T A APREKKS5 OO Integrity hr—"—Da 7 4 Fal—Talk
PR=FLTWDEHETEH, BEDO U U —ZAD ASA B—E |2V KR — b3 5 Integrity H—
N=X1DTT, 777 177 Integrity — SN—IZEENFE LTSE1X. ASA LR
O Integrity —/S—ZFHELTHH, VPN I T bty a v EHEMRILET,

gHInoraL, =T Ry o— s&U1—F— |
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. Zone Labs Integrity H—/\— D {# F

&

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

Integrity h—/N\—ZFRET HIZ1X. ROFIEEZFITLET,

FIE

IP 7 KL% 10.0.0.5 2 L T Integrity — X—Z &% E L£7,

zonelabs-Integrity server-address {hostnamel | ip-addressl}

51

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

A= 1300 ZFEELET (F 744 b A= ML 5054 TT)

zonelabs-integrity port port-number

1 -

hostname (config) # zonelabs-integrity port 300

Integrity —/N— & OBEMICHEA v X —7 =4 ZZHFEL £,
zonelabs-integrity interface interface

1

hostname (config) # zonelabs-integrity interface inside

Integrity " — N—(ZEENRH L L EZES L TCVPN 7 747 > Mg 2 B USRI, ASA 2

T VT AT ETNXAZ 31 Integrity b — "= b OINEZ 12 RIFOEL I ICLET,

GE)  ASA & Integrity v —"—OM OB CEENBAELZHEG, =4 —7 714 X VPN
28 Integrity — N—DFEEIZ L > THEI SN RWE 212, 774/ N TVPN T 74
7 NEGHIBW I E F 12720 F£9°, 7272 L. ZoneLabs Integrity — /N — TR A3 5
AELTESA, REIDSUTVPNERAPA LD Z &M TEET,

zonelabs-integrity fail-timeout timeout

1 -

hostname (config) # zonelabs-integrity fail-timeout 12

ASA & Zone Labs Integrity % —/3— & OB FEENIAELIZHEGIC VPN T4 7 2 b & D&
BN LD X9, ASA ZRELET,

zonelabs-integrity fail-close

1 -

hostname (config) # zonelabs-integrity fail-close

RIEINTZ VPN 7 74T > MNMEGOEEFEIREEEZT 7 4V MR LT, 774 7 > M
WiEFIIhRDd Lo LET,

zonelabs-integrity fail-open

B 5oz L. S—TFRYS— BEUI—F—
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ATy 17

ATvT8

IFLTIE—NIS54F >k 24 TD 2onelabs ~0&E [

1 :

hostname (config) # zonelabs-integrity fail-open

Integrity ¥—/3—28 ASA O 7R — k 300 (7 7 /L MEIAR— K 80) Ikt L T, H—,3—SSL
FAEEAZERTH LI ELET,

zonelabs-integrity ssl-certificate-port cert-port-number

51

hostname (config) # zonelabs-integrity ssl-certificate-port 300

‘]j“_‘/{“_‘m SSL HE%EZ)) T \—n:u\niEéz/L}:) F”i Integrlty ‘]j“_‘/\“_‘m 7 74’ T ]\ SSL HE%EZ))WD
REESND KO ITHRELET,

zonelabs-integrity ssl-client-authentication {enable | disable}

51 -

hostname (config) # zonelabs-integrity ssl-client-authentication enable

TJ27AT794—ILOS5A4T7 2 kB4 TD Zone Labs ~DHTFE

FIE

ARV RFFEERTIVa Y S]]

RTFYINV T AT U= 74T 247 clientfirewall {opt | req}
% Zone Labs Integrity % 1 7 IZEET 5 zonelabs-integrity
Wik, koa~vr ReE A LET,

1

hostname (config)# client-firewall req
zonelabs-integrity

RDBARY

FEIZOWTIE, VPN IA T b 77 AT 04—V R —0OfkiE (82 X—) 25H
LCLEE, 774 T U 4—I)LDX A7) zonelabs-integrity ®H54 . Integrity H—/N—I{Z

KoTZNOEDORY —NRESNDTZD, 77 AT U= VAR =% ETDHa~vr Nyl
BIEH S EE A,

gHInoraL, =T Ry o— s&U1—F— |
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B 570574791105 r—s08%E

DI3AT o T7ATOF—ILDINTG A —FDERTE

WDa< REASLT, @RI IAT U N7 7 AT O —NDRTA—FEHRELET,
Favw  RIZRETXAAL L AZ AT DT TT, IOV TIE, VPNZ 547>
T7AT AR —0DFE 823—) ZBRELTILEIN,

s Cisco B 7 74T U4 —/b

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

* Cisco Security Agent

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent

s T AT Ur—NI2L

hostname (config-group-policy) # client-firewall none

CHAZN Ty AT UA—)b

hostname (config-group-policy) # client-firewall {opt | req} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

e Zone Labs 7 7 A 7 U 4 —/)L

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-integrity

N

GE) 7747 Ur—LDHA 7% zondabsintegrity (2T D55
I, BIEERELZR2NWTLEEW, AU v —%, Zone Labs
Integrity % —/N—IZ X > TRO HILET,

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

* Sygate Personal 7 7 A 7 U A+ —/L

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | req} sygate-personal-pro

hostname (config-group-policy) # client-firewall {opt | req} sygate-security-agent

B #6707 740, FL—TRYL— H&V1—H—
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» Network Ice, BlackIce 7 7 A4 7 U 4 —/b

5547k 274791 —10r5 4 —s0%E ||

hostname (config-group-policy) # client-firewall {opt | reqg} networkice-blackice

% 2:client-firewall AT > FOX—7— R ET#

INTA—=H

B!

acl-in ACL

AT MBRERNT T4 v 7 IHHETS
RY —ZfRELET,

acl-out ACL

IIATRBREENT T 4 v 7 IMET S
RY—afEELET,

AYT

JIFGAT L NPCOT 7 AT OF—L T 7Y
r—=a N7 AT U F— R =%l
WTHZLERELET, ASAIZIT7 747
T A —IVIREITEINTWDZ EEMEER L E T,
lAre You There?] & W) FERR A v —TU Nk
IRENFET, IWENRWEAIL, ASA L -
ThrRARTEINET,

cisco-integrated

Cisco Integrated 7 7 A 7 U 4 —/L X A T %45
i’ L\ij—o

Cisco-secur ity-agent

Cisco Intrusion Prevention Security Agent 7 7 1

TOF = AL TERTELET,

CPP

VPN AT b7 7 AT 75—V RV
v —@ Y —A & LT Policy Pushed # 57 € L &
TO

custom

HARNT AT O F—NEATERELE
R

description string

T AT U F—LOFHPERLET,

networ kice-blackice

Network ICE Black ICE 7 7 A 7 7 4 —/v X A
TERELET,

none

IIAT N T7AT T4 —/LRY =7
WZEERELET, 77 AT U — R
V—IZXNWVEERE LT, I AT U —Ib
RY—%ERLET, T 74V DT —
TR V—FIFRESN TS I V—T R
Y=o 77 AT U4 /LR I —&fkK
LZ2WE9IZLET,
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B /s 770z —nomE

opt FTa DT AT U —) B AT ELRE
]\_/i‘j—‘o

product-id T AT VA= NVREERELET,

req WMEEIRT 7 AT O — NI A TafEELET,

sygate-per sonal Sygate Personal 7 7 A 7 U 4+ —)V ¥ A T &5
i’ L\ij—o

sygate-per sonal-pro Sygate Personal Pro 7 7 A 7 7 4 — /)L Z A 7%
BELET,

sygate-secur ity-agent Sygate Security Agent 7 7 A 7 U A —/L XA
ZHRELET,

vendor-id T AT T — AR =5 ELET,

zonelabs-integrity Zone Labs Integrity y—/X— 7 7 4 7 U +—/L
A TEREELET,

zonelabs-zonealarm Zone Labs Zone Alarm 7 7 A 7 U +—)L Z A
TEREELET,

zonelabs-zonealar mor pro policy Zone Labs Zone Alarm £72(3 Pro 7 714 T
U A TERELET,

zonelabs-zonealar mpro policy Zone Labs Zone Alarm Pro 7 7 A 7V % —/L ¥
AT ERBELET,

WKIZ, FirstGroup & W) A HIDZ /V—7 R Y 2 —|Z-2\ T, Cisco Intrusion Prevention Security
Agent Z LB LT TA T N T AT U4 — VR —ZRET 0 ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# client-firewall req cisco-security-agent
hostname (config-group-policy) #

TR IL—ILDEE

TN—T RV — a7 4 FXal—3 g F— FNTdient-accessrule =~ R&ZEH L T,
ASA # LT IPsec THHR TEAVE— LN T I RAIZIAT LU NDEAL T L= g L& H]
B H2L—NVERELET, WOHA FT7A4 0o TA—VEERLET,

s =NV EEFRLIZWVIEGE, ASAIZT XN TOERF A TE2FRLET,

e I ITAT LV IPRNTHDNL—IHE = LRWES. ASAITEERZIES L £, HEL—
LNEERTIESIT. FAIL— LG 1D FEETALERHY FT, FAL—ILE2EE
L7anE, ASA X3 _RCoEmREER LET,
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T NI =T I TAT U NEN—RT=T 7747 DOELLTYH, A TENRN—T3
>I% showvpn-sessiondbremote TERINDOAR EZERIC—H L TVWDHLLERDH Y £7°,

o * LFFTT AN KA —RTT, VAN RI— REEL— IV TEEEANTHZ LN TEE
T, 7= & X, client-accessrul 3denytype* version 3.* Tik, X—TY a3 3xDY 7k
TxT HZFITLTCWDLTRXTCDIITAT 2 N EATEHERT D, T7I9A4F VT 43075
AT N TR L—IAPERENET,

1 ODITN—T R —IZOE KK 25 DIL—VEERTE ET,

e =)L &y PERITR LT 255 SCFOHIRNH 0 £,

I IAT U MNDXATERIFINR=T gy (BDHVIFDONY) ZEELRNWI T T b
IZIE, naZ AJTEFES,

=N EHIBRET HICE, Zoa~vr RonEXE2 AT LET, Zoa~vr N, koa~vy
K& E%ETY,

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

T RTONL—VEHIRT DI120E, 515 % 5 EE 912 no client-access-rule command z A /) L %
T, ZhIZEY . none ¥—U— FZIEE L T cient-accessrule =< > R&34T L THERL L 7=
KOV = RNHIEZEN B ED T, BEBFHDOTXTONL—/LRHIRENET,

FIHNTH, TZRA A= MEDHD EXA, 7 TAT 2~ T I EAL—ARENEE,
B EF T A S OT =T RY C—IAFHET 5T ST O~ E R LE T

=P NI TAT U N T IR NL—ILEMHEL72WNE D12 5I12iE, none F¥—VU— F%&f5
7E L Cdlient-accessrule 2~ > REANLET, Z0a~<wr ROBER, 3 XCTOX AT L/~
TarOUIAT VU MR ERTEDLLOITRY ET,

hostname (config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny}
type type version version]

WDOFIZ, TNHDavwy ROF—T—RERTRA—ZOEKEL T LET,

% 3:client-accessrule A > FDF—T— KL EH

15 4—% 559
deny WEED S A T L N— 3 VDT A, DS
FHEAELET,

gHInoraL, =T Ry o— s&U1—F— |
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none

TIAT v N T IV RANL—LEHFTLER
Juo client-access-rule % X JWAEIZFRE L E T,
ZAUCE VHIRBF RS20 ET, 7
THN DT N—T R —F TR ESN
TWB T N—T" R =B E A L7220
XoizLET,

per mit

BRED R A T L= 3 DT 8, AD
ZEFAILET,

priority

N—NDTFTAF VT 4 ZRELET, /b
DB FFON—NT, T4V T 408
KbmEm<RVEdT, LEN-T, 29447
cDXATENR—=T gy (FlRFZonTh
D) BT DR B/ S WD — L,
WHEXND L= R0 ET, HEOLSWT
TAFT VT 4 V—IVIZFIEDNH D55, ASA
IZZE DN —LZ B L ET,

typetype

7V —AROLFINEN L TT A ADF A
TERALET, CFFNE, show
vpn-sessiondb remote THE/R SN DA & B4
WL TV ARERHY £3, 72720, VU
ANRI—=RELT*LFEANTEET,

version version

7072 EOBBEROIXFHEFEH LT, T
AAN=Va rEfRELET, CFINL,
show vpn-sessiondb remote THE/R S5 NE
EERIIHLTVWDORERDY £9, 7272
L., VANV —RELT*LFHAITX
£,

WIZ, FirstGroup & WO ARID I N—T RV —DI FA T s T 7 vAN—IVEEKT D
BlZRLET, ZNHDNL—LE, RN—=a34xDY T N7 =T % EFTT 5 Cisco VPN Client
ZEFA L, TTD Windows NT 7 A4 7 > FEESLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-access-rule 1 deny type WinNT version

*

hostname (config-group-policy) # client-access-rule 2 permit “Cisco VPN Client”

version 4.%*
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6= ltype] 7 4 —/V Rit, (EEOEDFFAI SN HBHEXOXFIITT, EOMEIE, Bk
BRZZ AT "D ASAICEESNDIEEME B L W AIRENRH Y £,

o X =1L =
A—HY—FHNEE
ZOWETIX, a—Y— @Bt FORETIEICHOWVWTHHALET,

T 74NN THE, 2P —F, FOETOERTVDEIN—T R v—nbTRCOL—F—F
MK L £9, £72. ASA T, 2—%— LUV TEBNICEEEZE Y 4T, FTO2—H—
WHEHASND 7 NV—7 R —DfEx EEZX TR TEET, L2, TXTo=2—
P ERERINO T 7 2 A& L, HED2—V—IZ 248 DT 7 2 A& FFa[4 5 7 N —
TR —EEETHIENTEET,

A—H—2Z2DaA T4 X2 L— a3 DRT

TN—T" R —=mbiE LT 74V MEL GO T, T XTOZ—F—HDaL T 1F=
L—a rEFRTDHICIE, RO X HIZ, alF—7— R&FE L T showrunning-configusername
av> REANLET,

hostname# show running-config all username
hostname#

Zoawy R, $RXTO2—P—F IR EO2— — (2—F—HEEELHEA) O
FALSNTNAT — RERHEL NV ERRLET, al ¥—U— RE2EKT 5 & BIRMICE
ESNTAELZT NI D) A MIERESNET, ROBIE, ZD =~ FT testuser & VY9 L—
WP—%/E LS EOMNERLET,

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BA2D1—Y—DEHEDRE

HEDZ—WF—%HET HIZIE, username=z~ > REFH L T —F—ZF— RITAD, 22—
PR T —F (RNRTU—=RALHA) EEEEZEV Y TET, HELR»STT X TORE
MIX, ZV—TF RY—OKkENET,

Wb — P —FFET — # _X— A%, username 2~ > &M L CAN &Nz — —CTHK
SNTWET, login=a~y KT, 207 —F_X—2%BaEHICEHLET, =—%—% ASA
T A R= 2 BENT HIE, S ar 7 4 Xalb— g E— R Cusername 2~ >
REANLET, 2—PF—%HIRT212E, HIFRT 22— —AZEEL T, Z0avr Ko
no—>a U EFEHLET, T TO2—F—LZHIRTHI2E, 2—F—AZHEETTIC,
clear configureusername =~ > R&MHH L E7,

gHInoraL, =T Ry o— s&U1—F— |
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A—H—DINAT— FEEHELRILDERTE

AP TNAT — R L~V 2 E YT HITIE, username 2~ > RE AN LET,
nopassword ¥ —V— R&EZANTH L, 2OV —IZRAT—=RKBLRECTHLHZ L ERET
XFT, NAU— REBETAEAIL. ZTORRAT— REME(LIERCTIRGET 20089 it
ETEET,

A7 arOprivileged—T—RIZED, ZO2—VP—DORHEL LV EHETEET, FHFiEL
~LVOFIZ0 (BIR) ~15TH, —MRIZ, AT DEHZTREOREL V2R HET,
T 74N D LALT2 TY,

hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv_levell}

hostname (config) # NO username [name]

TROFIIZ, Z0avy FCHEMATAF—U—RFLEAHOE®ERLET,

username 1< RO F—T — R L5

F—7— R/EH Bk

encrypted IRAT— ROREFbZEE L ET,

name a—YF—DAFTEfRELET,

nopassword ZDZ—P—|Z/NAT— FRRLERNT &%
RLET,

password password ZDA—P—TRRAT — RRFETDHZ L &

AL, NAU—RzEELET,

privilege priv_level O —WF—DEEL L ERELET,
PHIZ0~15Td, ZOHEMNMRNTE, o<
¥ ROMEHR ASA DE FIZ RIS 2 HERE A IR E
ENFET, TT AN NOEREL T2 TT,
AT LEBE OB ORHEL LT 15 T
R

TN NTIE, ZOa<y RCEMLULEZ VPN a——ZidEE 137/ —7 R o—n
BT O ERFA, TRNTOMEEZHRMICRET DVLERHY £7,

WOBNL, Wb ST /XA T — K23 pw 12345678 T, FiHEL~UL7A3 12 @ anyuser &9 4
AiD—W—ZRET HHEEZ R L TWET,

hostname (config) 4 username anyuser password pw_12345678 encrypted privilege
12

hostname (config) #
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A—H—EHED

1—v-Enonz [

=1 —]

A A

=P —DNRRT— K (FETDIHE) CHHEL LV ORERIL. %@ﬂﬁd)ﬁfi% RELE
T, TNUHIMEBEOIEFCRETEET, EEOBMELEOT ZHIRT 521X, Zoa~vy
RO noEXRE AT LET,

attributes ¥ — 7 — F&##EE L Cusername =2~ > REZ AN LT, =2—HF—ZAEF— RIZAD F
7,

hostname (config) # username name attributes
hostname (config-username) #

Ty IBREL, BILWE— NIRRT ZERINET, ZhTRMEERETEET,

VPN 1 —H— B DERTE

WADERTE

7Y REED

)4:

it

VPN —V— BT, OB THAT S X912, VPNERICEAOMEERTELET,

a—W—n, FNETI :L*"'j” HLILTRESIWTOWRWEEDELZ 7 V—T R =0
LA T 2 LI TEET, ZOax—F—DREEZMEAT L7V —T7 R —D4HiZEET
521X, vpn-group-policy =~ > K& AJLET, 774/ FTiL, VPN —H—{ZiE 71—
TRY —=RNEEMAT O TV ER A,

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

:%%%g%%Ffﬁ%T%éﬁﬁ@ﬁé AP —HE— RTHRET D&, FFEOLT—H—
LTI/ A—7 KY v—icki 2 BlOEE FEXTxET,

WIZ, FirstGroup & W) ARID T N—TF KUY —0 b EMZMEH T2 K 912 anyuser £V H 4
RO 2—Y—Z2RET D02~ LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

RIEWHD time-range N U —DLAFZIEEL T, ZO2—HF—RL AT L~DT 7 & X & i
A S 4L 2 R A& BAEAT I 5,

ZOEMEETA T 4 Fa L= a U BHIBRT DI, Zoavr FOnoEAE AL
I, ZoOFTvarEERATLE, MO NV—T K Y —M D time-range fEE AR TE
9, fEAEMA L2V X 9129 5121%. vpn-access-hoursnone 2~ > K& AN LET, 57 41
FTlX., 77 7 R EHIR T,

hostname (config-username) # vpn—access—hours value {time-range | none}

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-username) # vpn-access-hours value none
hostname (confiqg) #

WOBE, anyuser &\ 9 A RTOD L—H —% 824 L FEEH 5 time-range 7R U o — ZBE AT T 5 5
HEETRLTOWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn—-access-hours 824
hostname (config-username) #

RRRKOT A U HOFRE

IO —F—IZHFAI SNARFEE 7 A L ORKREERELET, HETE HFMAIT 0~
2147483647 CT9, T 7 AV FORIFFR 7 A V8T, 3T, ZORMEEZFETa 7 4 F2lb—
varhLEIRT AL, Zoavr FonERXEANLET, v /A0 E2T =T
LCa—H—DT 7 BRAEEIETAHIZIE, 0ZADNLET,

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # no vpn-simultaneous-logins
hostname (config-username) # vpn-session-timeout alert-interval none

)

4.

GE) [ r 7 A »ORKREOHIRIIIEFICRE R bO TR, BEROFR T 7 A 27

B, BEX2UTAMET L, N7 4 —v L R IEEBLRIFTTZENHY 97,

WOBIE, anyuser &) AFTO 2 —H —ZHRK 4 DOFRER 7 A A2 FFA[§ 2 FiEE R LT
WET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-simultaneous-logins 4
hostname (config-username) #

FTARILEALT I FDERE

ATy T

FIE

(fEE) VPNT A B ZA L7 0 MIHZRETDICE, V=7 R v—ar7 ¥z
L—varE—RERiEa—Y—£ a7 X =L — 3 F— FTvpn-idle-timeout minutes

avr REFEHLET,

COHBTICESE L CIBET 7T 4 BT 4 D WEEE . ASAITERE AKX T LET, R/NERIE
145, B REFMINT 35791394 43 TH V. 5 7 /L ML 30 5 T9,

ﬁ@%i FirstGroup & W) ZFTD 7 NV—7 R 2 —IZ 155D VPNT A KV XA LT 0 &
RET D HIEERLTWET,
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hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idletimeout {minutes| none} =~ > K& L7cEDMOT 7 > a 3kD & B0 T
ﬁ—o

*VPNT A BV ZA LT Y FEBEHTL, ZA LT U MEZHKA LWL ST DITIT.
vpn-idle-timeout none = A ) L £,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

ZHIZEY, X 2T 27 T47 2k (SSL & IPsec/IKEV2 Difi ) BLOZ 74T b
A VPN 737 12— /3L webvpn default-idle-timeout seconds 6% 32 L 2127 b £7,
ZOawry RiE, webvpn 27 4 Falb—var E—RTAHNLET, =& 2T,
hostnamee (config-webvpn) # default-idle-timeout 300 (D) J: 5 5:)\j] Li'@‘o ?7%/[/ ]\ ﬂi
1800 7 (30 4y) T. #ilHIL 60 ~ 86400 F» T,

T~ T D webvon ##EIZ BT, default-idletimeout fEAEH SN 5D%, ZL—F R
=/ —HP—F EIEIC vpn-idletimeout none 23R E SN TV D HEDHTT, T

Y XTI TAT b BT, ASAICE DBl T A RAVZA LT 0 MENERS
nEJ,

H4 M (UKEvl, IKEv2) BLOIKEvI UV E— s 727 EAVPNOEAIZ, A L7k
T 42— L, EHIBOT A A ZFT5Z L2 HERLET,

ZOITN—=T R —F 7 Fa—P =R —DT A NV HA LT MEBEHITBHIC
I%. novpn-idletimeout Z A7) LE3, fEIFMA S ET,

e vpn-idle-timeout & £ 72 < BRE L2 WGE | HITREKSNE T, 774/ ME305T
R

(LE) A7+ a3 T, vpn-idletimeout alert-interval {minutes} =~ > KA LT, 7A K
N EL BT Y RDT F— b A= VRa—F— | HR S DM ETRETE £,
ZO7T7—h AvE—=UE VPNt v a o3 kT 77 4 TIREBO T2 DIl S 5 E T
Lk —YF—IUmZET. T4V MOT T — MERIE 1 ST,

WORFNL, anyuser &) ARTDOZ—F—IZ355DVPNT A RV & A LT 7 hOT 77— Mg
R ET HHEER L TVET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ > RZHHL7=ZFDMOT 7 >3 0%
WD LB TT,

snone /N7 A —H I, a—HF—NEHrzE LRVt E R LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-username) #

s ZOTN—TE T ==K v —DT 7 — MEIEZHIFRT 512X, novpn-idle-timeout
alert-interval # A LE7, fEITMASLET,
c IDNTA=BEHF ST RELRWEE, 774V 07 77— MAWIZ 14 TT,

FIE

frEm) I—7FR ) —ar 74 ¥al—vary T—RNEHFa—HF—4ar7 ¥
L —3 3 ¥ % — R vpn-session-timeout {minutes =~ > K& L T, VPN H5i D i KIRFH]
EERELET,

B/NRERIIE 123 C, BeREERNE 35791394 73 T3, 7 740 MEIEH 0 FHA, Z O
TTHE, ASA IFEHE A T LET,

RIZ, FirstGroup & WO ARTDO T N—T RY —IZxf L TI803D VPN v a XA LT
U ERETLEERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

OB, anyuser & WD AFTO L —HF—I{Z180 3D VPN v a v XA LT U MNERET D
TEERLTOET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZEH L7=Z DD T 7 > a kDO EEBY
T,
« ZORY =L EEZHIRL, MKEZFFATT5I2IE, Zoa<wr Ko no
vpn-session-timeout =& A L E 7,
s BHIRDO X A LT 0 MIMAEFFAI L, Z A4 L7 U MEZA L2WE 5125121,
vpn-session-timeout none = A/ L £,

AT w72 vpn-sesson-timeout alert-interval {minutes|} =~ > K&EH LT, By ar XA LT T D

TI—h A=V NP IEREIN DO ERELET,

ZOTTI—hF AvE®—IlF, VPN 3 U RNHBMICUI SN D F TSy d H 0k =2 —
P52 FT, KIZ, VPNE v a UREIE S5 20 a2 —F —IZ@BamInd L o4
ETHEZRLUET, 1 ~3000&HEIEETEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20
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[no] vpn-session-timeout alert-interval {minutes|none} =~ > K& L7=Z DT 7 v a >
TROEFLY TT,
VPNt ar ZA LT 0T 77— MARBIENRT 740~ 70— R = biflkK
ENBIEETRTICE. Z0a<vy FOno B EHEALET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

« vpn-session-timeout alert-interval none |, = —%—RN@MEZE LW 2R LET,

ACL 7 1 L2 DEH

VPN #ftH D7 4 v & LTEMAT 5, FRNCRE SN2 — —[EH D ACL D4R ZIEE
LEd, ACLZHEL, Z—F KU =26 ACL Z#k& L7220 X 9129 5121%, none F—
U — RZ45% L Cvpn-ilter 2~ K& AS LE, vpnfilter none=z~ > F&317 L CTER L
XM Z &GS T, ACLZHIRT 5I1IC1Z. Zoa<wr RonoBERXE AN LET, nod 7=
vEBEHTLE, TA—T R —NOEEMKTEET, ZOav L RIX, T4V D
EECEIEH 0 THA,

ACLEZHEL T, ZO2—H—ZON\WT, SEIERFATDNT T 4 v el I3RS
LET, VPN 7 4 V23R ICOLER ESNET, 7V r—Yar A AT gy
DT 7 a AT Ko THPNTZSIP AT ¢ TH e EOv T o2 ) Skl ShER A,
Wiz, vpnfilter 2~ REFEHA LT, ZNHO ACL ZH L E9,

hostname (config-username) # vpn—-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

)

G¥) 277472 hLASSLVPN TlE, vpndfilter 2~ R TERINT- ACL IIMEH S EH
Ao

WIZ, anyuser &) ARTOL—H —@D acl vpn &5 ACL ZFFONHT 7 4 VX 2R TET D
BlzmLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

P47 FLRERY FIYRTDIEE

BEOLZ—F—IZEH VY THIPT RLALE Ry h~ATEZHEELET, IPT RLAZHIRT
HIIE, Zoa<wr RFonBEXE AL LET,

hostname (config-username) # vpn-framed-ip-address {ip address}
hostname (config-username) # no vpn-framed-ip-address
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hostname (config-username)

WIZ, anyuser &) ARIDOZ—F—|(ZIP 7 KL X 10.92.166.7 2% ET HHl 2~ L ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)

RIOFIETHELZIP T RVRAIERT 2Ry hUV—27 v A7 ZHEELET,
novpn-framed-ip-address =~ > FZEA L725613, *y NV —2 w27 ZHEE L2 TL
I, TRy AT EHIBRTAHICIE, Zoavr FonEXE AN LET, T 741
N OEWEREIZH D 5 A,

hostname (config-username) # vpn-framed-ip-netmask {netmask}

hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

WROBIE, anyuser & W) ARTDOL—HF—(Z, TRy b v A7 255255255.254 %R ET D)7
HEETRLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

IPv6 7 KLRERY IR DIEE

BEDZ—P—IZEY Y TCTHIPV6 T RL AL Ry =R EZELET, IP 7 KL X ZHIER
T2, Zoa<wr RonBEREANLET,

hostname (config-username) # vpn-framed-ipvé-address {ip address}

hostname (config-username) # no vpn-framed-ipvé6-address
hostname (config-username)

WIZ, anyuser & W ARTOZ—F—(ZIP 7 KL A LRy b~ A7 2001::3000:1000:2000:1/64
ERETHHZRLET, ZO7 FLRIX, V7 ¢ v 7 ZAfE 2001:0000:0000:0000 35 S VA
VB —7 x4 A ID 3000:1000:2000:1 Z < L CTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé6-address 2001::3000:1000:2000:1/64
hostname (config-username)

fox)L 7O RaLDIEE

ZOa—Y =0 FEHTEXSH VPN h o xDHX A7 (IPsec £721%7 74 7 F LA SSLVPN)
ERELET, 774NV MNE TN ITNA—T R = EEE S DT, Psec |T72
DET, ZORMEFITaL 74X 2L —a bR TA1I21F. Z0a~vy FonoJER
EANNDLET,
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hostname (config-username) # vpn—-tunnel-protocol {webvpn | IPsec}

hostname (config-username) # N0 vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

ZOAavw Ly RONRTA—=ZDEIZ, ROLEBY TT,

e IPsec—2 DT (VE— b T8RRI IAT7 2 bEZIFHIOEX 2T F— T x=A)
M IPsec b pERrITvT—hLET, ik, Bk, B 7, BLOF—EH
PHIET A X2 VT 7YY —2a VEERLET,

 webvpn—HTTPS %fiix Web 7 7 U H#EH TV E— h = —H#—|227 714 7 > h L ASSLVPN
TR ERMLES, 7747 MIARETT,

TOavwy REANLT, 129U EDO R T EB—REHRELET, VPN o252 L
T T Ha—P—12iT, PR b1 2oD kY VI E— REZRETHLERD Y £3,

WORFNL, anyuser &) AFTOL—HW—IZ27 T A7 b LA SSLVPN 5L N IPsec ko U
YT ' RERETDHHEEZRLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn—tunnel-protocol webvpn

(
(
hostname (config-username) # vpn—-tunnel-protocol IPsec
hostname (config-username)

JE—F 1= T EZADHIR

value ¥ — 7 — RZ 45 L Cgroup-lock BIEZFXET L2 LIC LV, 88 LIEBEfFoEE 7 1
Tr7ANTETENLTT 7 8ATHLIICYE—F 2—HF—%ZHIR L ET, group-lock IX,
VPNZ FA4 7T N CRESNT T N—T0B, ZO2—F=nNEY HTHNTWHEER 27 7
ANERUMNEIDETF 2w/ TE52LI0LoT, a—HF—%HIBRLET, —HL WAV
B ASA T —VF =R TERVEIICLET, I —Tr v 7 ZRELRWES, ASA
X, FoBToONTE T NV—T L3RR, 22— —%2FFEL £7,

group-lock JEMEZFfTar 7 4 X a2 b— a U BHIBRT AI2iE. Zoa~r Fono ks
ANLET, ZoFTva T E, B2 7V—7 R o= bk TEET, group-lock
BT AT ML, T 74N NERITRE SN 7 N—T R Y 2 —) b group-lock DA % ik
ALZRNWE ST 2I2IE, none ¥—U— RZ&#EL T group-lock =2~ REATLET,

hostname (config-username) # group—-lock {value tunnel-grp-name | none}

hostname (config-username) # no group-lock
hostname (config-username)

WOFNZL, anyuser & WO ARTDL—PF—(Z T NV—T 10 v 7 ZFET HHEZRLTNET,

hostname (config) # username anyuser attributes

hostname (config-username) # group-lock value tunnel-group-name
hostname (config-username)

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |

B o oro705470 b 1027 — FREDAF—T L

YILIZT VATV b 2—HF—DIRRT— FREDA +—T )Lt

=P —RNa T A NAT—=REI TA TV NV AT A RIRGFETHENE I DERELET,
NAT—REFIE, T74V R TT 42— Mo T0ET, BFaT A MZhHDHZ LN
DIPo> TNV AT L ETOR, NAT—=ROREEZA F—T /I LTLIZE, NAT—=F
W% T 4 B—7 T 5I21L, disable +—7 — K& H5E L T password-storage =~ K%
AJILET, password-storage B EZFITa L 7 4 F a2 b—a ULHIBRT DL, Z0aw
YROnoRAEASILES, ZTHUTE Y, password-storage DIEZ 7 /L—7" R Y > —7 b7k
TEET,

hostname (config-username) # password-storage {enable | disable}

hostname (config-username) # No password-storage
hostname (config-username)

oA REF NN—= R T IIAT MDA ETIT AT NN—=R =T 77T b
FORE F 7B B 2 — W —FEREIC X R H W FH A,

WOHNE, anyuser &) ARTOZ—H—T/HNAT— REFE A X —TWIZT D HEERLT
WEJ,

hostname (config) # username anyuser attributes
hostname (config-username) # password-storage enable
hostname (config-username)

VPN 7 4 JLZ ACL DERTE L RARICEHT HARRA TS Y

TA4AX

TDvIZTaryTIE, N T T 4 w7 OFRR LICEEFD VPN 7 ¢ V2 ACL % FHr4 5 BRICHE
IRERRXANTFTI7T 4 RERmLET,

BEFD VPN 7 4 L2 ACLZEHT S

ASA T3 AZiE ] STV D vpn-filter ACL 2 Wi+ 51213, ROFNEEZEITLET,
1. AT L TH LU vpn-filter ACL Z1ERL L £9° (f5] : new_acl.txt) .

2. THA ANGEIED vpn-filter ACL 24 7 m— RLET (f : old_acl.txt) .

3. WDEHIT, ACL DEEFIEZIER L ET,

* Add update in-progress to ACL remark
echo ?access-list <name> line 1 ACL update in-progress? > push.txt
* Delete old rules
sed ?s/"/no /g? old.acl >> push.txt
* Add new rules
cat new.acl >> push.txt
* Remove update in-progress to ACL remark
echo ?no access-list <name> ACL update in-progress? >> push.txt

B #5707 0 GL—TFRY— BLUFa1—¥—



| #eTnorq0, YL—FRYS— BEUa1—¥—
VPN 74 L% ACL DRE L HRICET 5 X 7555742 [

4. push.txt 7 /"4 A 27 v 77— RLET,

BEIFFDVPN 7 4 LR ACLZH LWL DICESRZ S

ASA T A AT STV 5 vpn-filter ACL B & #12 5 121%, ROFINEEZEITLET,
1. BE1FO vpnfilter ACL & & 2 5 & IXERIFH L O Z1ER L £,

2. VERK L7z vpn-filter ACL 2l L CO/N—T R —5HH L ET,

3. T8 AT TV 20 vpn-filter ACL % HlBR L £ 97,

gHInoraL, =T Ry o— s&U1—F— |
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B v s AL oBELERICET AR TSI T 1R
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



