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anyconnect image filename order
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hostname (config-webvpn) # anyconnect image
anyconnect-win-2.3.0254-k9.pkg 1

hostname (config-webvpn) # anyconnect image
anyconnect-macosx-i386-2.3.0254-k9.pkg 2
hostname (config-webvpn) # anyconnect image
anyconnect-linux-2.3.0254-k9.pkg 3
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B /57> r2web BT 210000 ASA DEEE

ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T

(G¥)  anyconnectimage 2~ RTEXaT 7 T4 7 b A A—T%FKE L7#%IZ anyconnect
enable =~ REFITTHMLERHVET, EXaT7 27747 N B2 X—TMIZ
L72WE . AnyConnect DEIEIIARTEAIZ/2 D | show webvpn anyconnect =~ > K
IXSSLVPN 7 7 A4 72 bIBA X —TMIZENTWRINERZRL, 4 A F—L3 1
X277 I73A4T 0 N RNy —UO Y R MNIFERENETA,

TIAT vV PV AR ELIT ¥X2T 774 T FSSLEEHDOA v X —T = A AD SSL A
F—T NI LET,

enableinterface

1 -

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

Zoav Uy RERITLARNWE, BEX 2T 7747 0 MIEELZ LBV ITHEREE T, show
webvpnanyconnect =< > Nix, f VA M=V ENEF2T 77347 X r—TDU R
FEFoRT 5P VIZ, [SSL VPNisnotenabled)] &9 A v E—T %KL ET,

AnyConnect DA +—7J )L

(EE) 7RV A F—=A %L £, DHCP X2 —H —IC X 2%V K TDT FL ADFE
mEMOT RLAEID S TOHEZENTLHZ L TEET,
ip local pool poolname startaddr-endaddr mask mask

&1

hostname (config) # ip local pool vpn_users 209.165.200.225-209.165.200.254
mask 255.255.255.224

7 RLUA =% b Z—7 1280 B TET,
address-pool poolname

1 -

hostname (config) # tunnel-group telecommuters general-attributes
hostname (config-tunnel-general) # address-pool vpn_users

TN NDIN—T RY =% bRV TN—TIZE) B TET,
default-group-policy name

hostname (config-tunnel-general) # default-group-policy sales

IIAT VP VAR—INLEBIRNEX2T 7747 MGUIOBR T A =T TO kL RIL
ITN—=T VA RNDORREAT—TWMIZLET, =AUV T AD Y X ME, group-aliasnameenable
a<wy RiZkoTCEZINTT,

group-alias name enable
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hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias sales_department enable

TN—TF 3= —DFENZ VPN hoRrx ) 7 7a bhanrt Ll T®%aT7 7747
M EBEELET,

tunnel-group-list enable
11

hostname (config) # webvpn
hostname (config-webvpn) # tunnel-group-list enable

IN—TFE LI —OFF A &N VPN bR U 7 7Fa hal LTSSL ZHE L
T FOMOTE N LEBIMLUTHEET 2 bTEET, MO N, 2vr R
7 7 L2 2D vpn-tunnel-protocol 2 v REZHR L T3V,

vpn-tunnel-protocol

1 -

hostname (config) # group-policy sales attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # vpn-tunnel-protocol

RDBERY

IN—T"RY =T 52— —DF D B TOFEMIONTIE, FowE MHwrnr A
Ny TN—=T R v— BROa2—HF—0RE] 2L TIZEN,

KGO SATIUO AR M=ILDA 2—TILL
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b= BEREDNT 4 B =T IR EF, 7 T4 T 2 M, BROEROTZDIZY E— K 3
Ea—ZIlA VA M=V SNEEROT, UVE— | 2—F -0 ER S L E 5,

FrED 7 N—T EIFT 2 =P =TT DK R TA T b A VA =LA =T WY
L2, Z—7 KV v — webvpn E— R E /22— —4 webvpn “&— KT anyconnect
keep-installer =~ > R&fH L 9,

T TNV ENTIE, 77472 bOXKFRIIRA VA B —UEIA X —T o> TWET, By
varyORTIRFZ, 7747 MIVE—F v a—F% BBV ET, ROFITIE, &Y
VavORTHRTIE—N ava—XDI 747y NeHlbRT LI FED 7 V—T
AU —saleszHELET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn
hostname (config-group-policy) # anyconnect keep-installer installed none
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Datagram Transport Layer Security (DTLS) Z{Ef9" % &, SSLVPNEHEA ML L T\ D ¥ =
TIIAT KT, 220 L (SSL Ry kb DTLS b opob) ZRIFFICEACE £
9. DTLS Zffi 13 % & SSL #&f5e CHRAET DL LR OREDN BRI, 7 v b
BIEOHEEZTROT VI TAEA LT TV r—a v ORT =< VAR ELET,

1R BHIIC

ZD~y R=2 RTDTLS % E L. T2 DILS O/ 3~ g o 2 #EET 5I21%. SSL Dif
HERE ZBRLTLIEEN,

DTLS % TLS #5502 7 #—/V Ny 7 S¥BH12i%. T v RETHM (DPD) A 31— Wil
HULENRHY 9, DPD A F—T7 W LRWEA, DTLS it CRIEN AT 5 &, TLSIZ
T A= Ny 7T HROICHERITKT LET, DPD OFFMICOVWTIE, 7 FETHRHEO
HE (19—=) R L TLIEEN,
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AnyConnect VPN ##5il2%f L C DTLS A 7> a Y #HEL T,

a) webvpn € — RDA ¥ —7 A ATSSL & DTLS ZHhNZ LET,
F 7 4V hTlX, DTLS A X —T T2 D DL, A >4 —7 =A A TSSLVPN T 7 & A
EAF—T M LIZHATT,

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

webvpn 227 4 F 2 L—3 3 v F— KT, enableinterfacetis-only =~ > K&EH L, ¥
RCDOEXaT I I7A4T 2 h 2—HF—ZH LTDILS #7 4 E—7 /M LET,

DTLS %5 4 ©—7 245 &, SSL VPN #fi1% SSL VPN ko R A HIC#R L9,

hostname (config) # webvpn
hostname (config-webvpn) # enable outside tls-only

b) port 8L Wdtlsport =~ R&ZMH L TSSL BLUDTLS OAFR— hEFHELET,

hostname (config) # webvpn

hostname (config-webvpn) # enable outside
hostname (config-webvpn) # port 555
hostname (config-webvpn) # dtls port 556

ATFVT2 BEOIN—TF R —IZ L TDILS A7 a v EELET,

a) JN—7 KU —webvpn 27 4 X2l — gy T— FEIL2—V—4 webvpn 22
74 X2l —v 3 EF— KT, anyconnectsddtlsa~ > K& L TRHRED I/ V—T%7-
lF=2—H—1Zx L TDTLS & A 12 —7 /M LET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
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hostname (config-group-webvpn) # anyconnect ssl dtls enable

b) HEIZS LT, anyconnect dtls compression 2~ > RZ i L T DTLS JEffi & A R —7 /LT
L7,

hostname (config-group-webvpn) # anyconnect dtls compression lzs

J)E— bk 1—Y—(xd5T0TF

FIE

ASAT, UE—HFSSLVPNZ IA T h a—H—NI 74T ey ra—RT 5700
Tar S e F—TMITDHIE, FA—THR) —webvypn 2T 4 Fal— gV E—
RE72iZ2— —4 webvpn =27 4 ¥ =2 L—3 3 > £ — K Tanyconnect ask =~ > K& ff
LET,

[no] anyconnect ask {none | enable [default {webvpn |} timeout value]}

« anyconnectenable 25 ET 5 &, 7 I7A T heX U —RT50, 74T FLA
R—=BNX=VIIBET o0Emns7 a7 ha) E—bha—F—tRRL, 2—H%—
DIE Z HEHRRICFE L £,

- anyconnect ask enabledefault 5 €35 &, T <IC7 T4 T R F U rr—RahE
‘j‘o

« anyconnect ask enable default webvpn Zf5E+ 5 &, T <IZR—Z /L R=VICBH L %
j—O

« anyconnect ask enable default timeoutvalue 28 ET 5 &, 7 74 T haeX v n— K9
L0, EZZTAT UV RV AR=ZNR=VIIBET O hEemRs7n 7 el E—
=P —ZFRL, TIFNV T Iay (UIFAT L OE D a—R) 2FETT
AHEMNZ, value DR L £,

« anyconnect ask enable default clientlesstimeoutvalue Zf§EJ 5 &, 7 74T haX T
0= RT 50, FETTAT U MVAR—Z N X=VIIBETL0Esmkb 70y~
FelE—h 2=V =LKL, 774NV T 7vay (VIFA4T 2 FLVARABR—H)L
N—=VDOFRIR) FEITTDHANT. value DEFHE L £,

R ODOIKIZ, default anyconnect timeout value & 7= 1% default webvpn timeout value 2352 & S 417z
Hall)E— b a—V—lFrEnd7n 7 bR L ET,
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R—=H N _R=DIBEATINEe 22— —ZHNL T T NeER LT, 79T
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hostname (config-group-webvpn) # anyconnect ask enable default anyconnect timeout
10
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TarRE. BXOFA T a0l 54T RN EYa— DAy 7 4 X al—i g VREER S
XML 77 AN) TEXaT7 7747 NEREEARX—TVIZLET, ASAIT EX=T7 2
TAT U MDA VA= VBLOEHHIC T r 77 A VERLET, 2—FR7m 77 A1
DEEELZIT) Z LT TEEEA,

a7 rAME, BEXaT I IA TN TR s AN T X B L TRETCEET, 2
DT 4 #1X, ASDM FE 72X ISE N> b L) T & 28572 GUIN— 2 DR Y —/L T3, Windows
HEXaT7 72747 M7 02T N —I3 T4 2 BREENTWET, 20T ¢
2L, VAT "Ry r—U BB LA~y Ry T AL R Zr— KL, %2727 74
T MAA=VELTRETHET VT 47120 77,

ASDM F 72X ISEIZHA SN a7 v A =7 4 Z DV 2, Windows 7' 17 7 A /L
ITFTAHXDAF L RT R NN=Va i TEET, 79470 FeFERiERTHE6E
VI NI T EBRU AT AEEHLTa sy a—4] %%?é\wwﬁ%txm@7m774
LABIOREFOMOE 2 —VE, A2 RT7rrO7a7dyANVET 0 ZEFH L TER T
£7,

EXaT 7 T4 T N BT R T r A VT 0 X OFEMICOWTIE,  [Cisco AnyConnect
Secure Mobility Configuration Guide] D@72 Y U —R ZZHL TS 7E 30,
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GE) X277 I7A4T7 0 h7FabardF 740 MESSL TY, IPsecIKEV2 & A F— 7 /LiZ

&

ATy T2

ATvT3

RTv74

T 521X, ASA CTIKEV2 REEREL, 72, 794 T7 v N 7Tu7Zr7ANVDTT74~<Y
a3l UTIKEV2 #%ET HMENH Y £9°, IKEv2enabled 7' 12 7 7 A /L1, —
VRARA U N a v Ba—X BT AMLENRHY T, TNLUNOEE, 7 T4 T b
ILSSL 2 H L T AT LE T,

FIE

ASDM/ISEOQ 70 7 7 A )T 4 R ELIIAZ L RTur a7y A VT 4 X &R LT,
a7 7 A NVEERLET,

thp TR T REFEH LT, ASADT7 T v va AEVIZT0 Ty A NV T7 A VER—R
LET,

webvpn 227 ¥ = L—3 3 » E— R CTanyconnect profiles =~ REFHAL T, Fvvi=
AEVICE—RTHIIFIAT N TIaTdZrA N LTZO7 7 A NEZRIILET,

1 :

Wiz, a7 7 AL LT7 7 A /b sales hostsxml & engineering hosts.xml % f§7E 7 5 B & 71~
LET,

asal (config-webvpn) # anyconnect profiles sales
disk0:/sales_hosts.xml

asal (config-webvpn) # anyconnect profiles engineering
disk0:/engineering hosts.xml

INT, P77 ANET V=T KR —ICFHTEET,

dir cache:ste/profiles =2~ > FEfEH LT, ¥¥ v a AEVIZr— RSN mw 77 M V%
FrRLET,

hostname (config-webvpn) # dir cache:/stc/profiles

Directory of cache:stc/profiles/

0 --—= 774 11:54:41 Nov 22 2006 engineering.xml
0 -—-= 774 11:54:29 Nov 22 2006 sales.xml

2428928 bytes total (18219008 bytes free)
hostname (config-webvpn) #

IN—TF KU —webvpn 227 4 Fa L — g T— R&BA L, anyconnect profiles =~
YREFEHLT, A= RIS —DI 7347 N Tan 77 ANVERELET,

1

EFATRE/R 7 0 7 7 A V& FoRT 5 ITIE, client profiles value =1~ > RIZfelS T, BT (2)
ZANNLET, RIHIZRLES,
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asal (config-group-webvpn) # anyconnect profiles value ?

config-group-webvpn mode commands/options:
Available configured profile packages: engineering sales

WOFITIX, 7I9AT N Ta7dZrANVZAT7Bvpnd7a 7y A salesaFEHTHEH1
TN—T R —%EELET,

asal (config-group-webvpn) # anyconnect profiles value sales type vpn
asal (config-group-webvpn) #

XA TFIOSATUONERT7TY TSI L—FDA41r—TILiE

XTI ITAT b ==L, BET v 7= FFEHEALT, 2 I9A T T v 7T
L— RO a—REBLEL N TEET, 77947V N7 v 7T — MBMERHTE 545
B BX 2T I IAT U N, BET L0, FET v TV — REEST A0 ERNRL XA
TuarsEHEET, X2 T I IAT N T T s A VEET[HEBEH (AutoUpdate) ] 53
[A5%) (Enabled) JIZBERESINTWARWRY, ZOT7 v 77 L —RKZA T u 7 dFrInts
Ao

BIET v 7T L— R A =TI T DI, DAX LEEX A 7 L4 OfEZ ASA (2
BIMLT, IA— R —TINobDEMEEZSHREBIURELET,

WD AL LEHITEET v 77— FEYR— K LET,

RI1IEET7 YT L—FOARE LEKE

AL LB AT BWE FOALME |EE

DeferredUpdateAllowed true false false true IHRIE T ~ 75— h AT UES, JRITE
Ty 7T — NS (false) DG, IROEE
IR S E T,
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NAELEESAT BME TI7HILNME [ERE

DeferredUpdateMinimum Version X.y.Z 0.0.0 TS TF = NEREBETXALICA A F—
NTDHMERSDL BXaT 7747~ Ok
INRI—=T g

BINR—=TarDF =71, ~y R R
THNI 2> TNDTRTOEY 2—/UITH
MEnEd, Ao TVDHEY 2—)b
(VPN &%) DA VA F—/LEN TN
D, /hoN— 3 VRN L TRV
P XBIE T » 7T — FOXRIZ/e D EH A,

CORBMENEESHTWARWES, = FR
AL MIA VA PR=NLENTNEINN—T g
WCRfReL, BT o I RAERESNET
(FFaEsEEESnET) |

DeferredUpdateDismissTimeout 0~ 300 () none (F4t— |BET v FTF—F a7 NRFRRIN, B
7v) BICiHESN D ETORE, ORI,

BIET v 7T —h a7 MRFRREINDE
IRV EHINET (Fh3—va VR
DIRANCFHI SV ET) o
ZDRMENIR NG S, BENE SR I
720 2—FPIEETLHETHA T rIRE
RENET WEREGE)

ZORMEE 0ICRET D & WITESWTHR
A HBRIE £ 721X T v 77 b— R Ei
SNET,
A VAR=LEINTNDE A=V g B X
" DeferredUpdateMinimum Version D1,

* DeferredUpdateDismissResponse D1,

DeferredUpdateDismissResponse defer update update DeferredUpdateDismissTimeout 23585 L7235 &
TS AT Vv a s,

FIE

AT9 1 webvpn 2> 7 ¢ ¥ 2 L—3 3 > F— KT anyconnnect-custom-attr =~ > KZfEH L CTh A%
LEtEZ A T HER L £

[no] anyconnect-custom-attr attr-type [description description ]
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WIZ, T AZ LJEMES A 7 DeferredUpdateAllowed 35 & UY DeferredUpdateDismissTimeout % 18/l
ToBlERLET,

hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateAllowed
description Indicates if the deferred update feature is enabled or not
hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateDismissTimeout

Jra—)b a7 4 X2 Lb—3 g F— KT anyconnect-custom-data =~ > RafffH L ThH
A Z NEPEDOLARITE OMEZBIMLET, RWEZFOBHEOSLEGIE, BT ) 24
ETE, HEENRETY, 2L, RETY MU DNEME L TWHEE . [Defer Update] % 1 7
n ZxEREINT, 2= —FT7 v T L= RERE T EEA, bV, Ty T L—F
NABATONET,

[no] anyconnect-custom-data attr-type attr-name attr-value

i

W, T3 A% Ngt 4 A 7 DeferredUpdateDismissTimeout D4 Biifh & OfE & |
DeferredUpdateAllowed % A % — 7 /WZ T % 72O DA HIfT & OEZBINT 562~ LET,

hostname (config) # anyconnect-custom-data DeferredUpdateDismissTimeout
def-timeout 150

hostname (config) # anyconnect-custom-data DeferredUpdateAllowed
def-allowed true

anyconnect-custom =~ > REMHEH LT, ZAX LBEOAFITEDEE 7 V—7 KR Y v —IT
BN 50, Z—7 KU —nbHlBRLET,

* anyconnect-customattr-type value attr-name
* anyconnect-custom attr-type none

* N0 anyconnect-custom attr-type

Bl -
WIZ, sales EWIOIARID I N—T R o —TCTHMT v 7T — 2N L THEA LT U b
150 IR ET Pl 2R L ET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# anyconnect-custom DeferredUpdateAllowed

value def-allowed

hostname (config-group-policy) # anyconnect-custom DeferredUpdateDismissTimeout
value def-timeout

DSCP D IRFD AL

Windows £72130SX 77 v b 7 3 — A TlL. DILS #HDOHAICO BB DB A X L@t % ik
ETDHZ & TDiffServ = — K ARA >+ (DSCP) %l Tx £9, DSCP DIRIEEZ AT D
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emexa7ss547 raensx—Iut

LTS RAFBEOEEEZIFTROT VN T Ty I BB T AN TEES, L—F T
L, TADBEESILTWNAENE I DRKBLE L, 70 "X T 2 REEGSVE O M LD 7= I
N4 I R~—T ENET,

FIE

ATYF1 webvpn 27 ¢ ¥ =2 L—3 3 > F— KT anyconnect-custom-attr =~ > RZfEH L TH A ¥
LRt A TERER L E T,

[no] anyconnect-custom-attr DSCPPreservationAllowed description Set to control Differentiated

Services Code Point (DSCP) on Windows or OS X platformsfor DTL S connections only.
AFwT2 Ju—s )L a7 4 Falb— g F— KT anyconnect-custom-data =~ > R&fH L TH

AL LEPEDA I & OfEZ BN L E£7,

[no] anyconnect-custom-data DSCPPreservationAllowed true

GE) FTI7FNVEFTIE, BEXa2T 277472 FIEDSCP DIREEZFEITLET (true) . EL)
2T B2, ~y R RTHRZ LEM%E false IR E L., e BHFIEITLET,

BN X279 347 2 kDA —T )L

Xy rua— RREZ 5/NRICI A 572012, 7747 2 NMIERaT £V a— VDX T
17— K (ASA F72IXISE D) ZFE2ERLET, BIEEN ¥X=2T7 277447 b THEA
HREIC 7o b, ZNOLOMREEZHEHTE AL IICTHEDICVE— N FA4 TV NETHT
HMENRDH Y FT,

BHLVREEZ A 2 —7 C T D12i%, 70— 7RV v— webvpn £ 72132 — % —4 webvpn =
V7 4 F 2 lb—3 3y EF— FTanyconnect modules =2~ REFEH LT, HILWEY 22—/
HEIRET DMERDHY £7,

[nolanyconnect modules {none| value string}

HEOARN) VT RIBET D HAIE. W< TRED £,

Start Before Logon @O 1 ~—J L1k

Start Before Logon (SBL) Zfifl3 5 &, Windows PCIZA VA b—/LENTWNDE X 2T
FAT NIRRT AR TA LAY T N, RAT—RX ¥ vy RIATwo L 7Ry
DEHTES L 912720 £F, SBL ClE, B¥ =727 747 > b @ Graphical Identification and
Authentication (GINA) ZA R—T NMIZTHEY 2 —LEF U o0— K45 L9512 ASA A
RX—=T VT HRERHY £3, WOFIAIL, SBLEZA R—T WM T D HEEZRLTVET,
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B ts277547 b a—v—sve—vosENLR

ATy

ATy T2
ATvT3

ATvT4

FIE

TN—"7" RV — webvpn 72 iF L —H—% webvpn 27 4 Fa L — 5 E— RNT
anyconnect modules vpngina =~ > K& LT, FFED 7 )V—F Eizlda—H —~0 VPN £
FEDT=HD GINA TV 2— /L% ASA TH U u— KT HHREE AN LT,

1 -

WOFITIL, 2—H =X/ —7 R > — tdlecommuters T/ /L—7 R v —@rEE— K%
WL, 20T N—7KRI T —CTwebypn 2> 7 4 F a2 b—TarE— &KL, AN 7
vpngina Z 5 E L £ 7,

hostname (config) # group-policy telecommuters attributes

hostname (config-group-policy)# webvpn
hostame (config-group-webvpn) #anyconnect modules value vpngina

24T 77y A 77 A/ (AnyConnectProfile.tmpl) @ =2 & —ZHfF L £7°,

TuT7 7 AN T 7 ANERELTSBL A XA—T N ThHhD I EEEELET, ROFITIE
Windows HD 717 7 A )L 7 7 4 /L (AnyConnectProfile.tmpl) DBIfRH5T %~ L Tl \if

<Configuration>
<ClientInitialization>
<UseStartBeforeLogon>false</UseStartBeforeLogon>
</ClientInitialization>

<UseStartBeforeLogon> % Z'\Z X > T, 7747 RSSBLEFEHAT M E I DBIREY £,
SBL & A4 T 21214, false & true TEEHZ ¥, IROHIX, SBLAF T >TWNDHH
TR LTOET,

<ClientInitialization>

<UseStartBeforeLogon>true</UseStartBeforeLogon>
</ClientInitialization>

AnyConnectProfile.tmpl (2%} 2 ZEH A /{7 L., webvpn 27 4 ¥ =2 L—3 3 > F— KT profile
av FEfAL T ASADIN—TEida—F—IZHT 27077 AV T ANV ET ¥
TT—=bhLET, RIHIZRLET,

asal (config-webvpn) #anyconnect profiles sales disk0:/sales_hosts.xml

XTIV IAT o A —AyvtE—CDEEDOLEH

ASA 121X, 7T UHPR—RDY T4 7T kLA SSL VPN #fi & it 52— —lc KR
BHAR—4 v &, 3 L U Cisco AnyConnect VPN Client = —H—|ZRKRINHA » F—T = A
ADEBEBIEREN H D £,

ZOWETHEH, INHD2—W— A v =% EWMT 70T ASA ZRET D HIEIC OV THL
E)q L/iﬁ‘o
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SELTHIZDONT

szzmouT |

VE—h =P —IZRTHIMET IV T EZNEDA v E—iF, B RAAL RNITELED
5N TWET, FXTD Cisco AnyConnect VPN Client D 2—H—A > ¥ — 7 = A AIFKREN
HAE—=VE, XTI TAT U RALUVNIZHY £,

ASADY T " 2T A A=Y Ror—0F., ¥Fa2T77I73A4T 2 8 RAAL VOB T —T
NT o T L—FRNEENTHET, 20T 7 b—hIxzs AR—FT&, AJJT5 URLIC
T L= DXML 7 7 A NDMERRENE T, TOT77ANVDA =T T 4 —)L RFZET
T AvE—VERELTC, TV L—bEA VAR —IL, 7T v a AEVITEINLDIHL
WEHT — TN ATV =7 FEIERTE £,

BEFOERT —T N T ) AR— T52HTEET, 1B L7 XML 7 7 A VS HRTN B
LAY E—UNRERENET, ZOXML 77 A VEZRUEEL THA VAR— T 5L,
BT —T N AT 27 FOFLOA—D g UIMER S, BETOX v —IU 0N EEXSNE
T, EXaT 2747 8N ALV OEMRT — T NMIKTHERIZ, ELIZEXaT 7
ATV RN I TAT v ha—HF—ICERINET,

T —JILOERK

ATy T

WKOFIETIZ, X 2T 7534 T2 F RAL L OEWRT— T NVEERT B FIEIZOWTEHBL
F7,

FIE

¥5HE EXEC &— R T export webvpn trandation-table =~ > R&H LT, a2 o —X (%
BTr—T N T T = eI AR—FLET,

W OFITIE, show import webvpn trandation-table =~ > RiZ X - T, i AJRE/AR T — 7
NTrT—h e T —TNERRLTNET,

hostname# show import webvpn translation-table
Translation Tables' Templates:

customization

AnyConnect

PortForwarder
url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:

WIZ, EXaT7 2 I9AT L "E RN AL LV HOE T —T V227 28— LET, EREN
72XML 7 7 A NVDT 7 A NVEIL dient LW ZFIBFHT B, ZBORA vB2—T 70—/ KR
HENTVET,
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hostname# export webvpn translation-table AnyConnect
template tftp://209.165.200.225/client

WOFITIL, 7o 7= b A VR —FLIzzh EWIARIOEWRT —T V=7 AR — |k
L %7, zh & Microsoft Internet Explorer (Z331F % HREFEDEMIE TT,

hostname# export webvpn translation-table customization
language zh tftp://209.165.200.225/chinese_client

BT —T7NVDXML 7 7 A VEMRELET, ROHFINL, EX=2T7 7747 T 7 L—Fh
D—ERLTWET, ZOHITDEEIZIE, Connected X vy T —Y DA v E—TID7 44—/
K (msgid) & A vE—UXFH 7 —/ K (msgstr) DEENTWET, ZDO X vE—I0F,
AT NISVPNESRAMN T DX EXaT 7747 FGUILIZERESNET, BL
BRFLTL—RME, 2L DA vE—Y T 4= L FOXTREENTVET,

# SOME DESCRIPTIVE TITLE.

# Copyright (C) YEAR THE PACKAGE'S COPYRIGHT HOLDER

# This file is distributed under the same license as the PACKAGE package.
# FIRST AUTHOR <EMAILQ@ADDRESS>, YEAR.

#

#, fuzzy

msgid ""

msgstr ""

"Project-Id-Version: PACKAGE VERSION\n"
"Report-Msgid-Bugs-To: \n"

"POT-Creation-Date: 2006-11-01 16:39-0700\n"
"PO-Revision-Date: YEAR-MO-DA HO:MI+ZONE\n"
"Last-Translator: FULL NAME <EMAIL@ADDRESS>\n"
"Language-Team: LANGUAGE <LL@li.org>\n"
"MIME-Version: 1.0\n"

"Content-Type: text/plain; charset=CHARSET\n"
"Content-Transfer-Encoding: 8bit\n"

:\cygwin\home\<user>\cvc\main\Api\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\check\AgentIfc.cpp:22
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp~:20

: C:\cygwin\home\<user>\cvc\main\Api\save\older\AgentIfc.cpp:22
msgid "Connected"

msgstr ""

C
C
C
C

H H H o

msgid ([Z1%, 7 7 4V FEENEENTWET, msgid (ZHE< msgstr NEH AU L £7,
BazAERCT HITIE, msgstr SCFHNOFHGORICEBRIIZEOT XA N2 AT LET, Lz
X, A wt— [Connected] % AA LEETEMT HITIL, SIAFOMICARA VEEOT X
A NEHALET,

msgid "Connected"
msgstr "Conectado"

T 7 AWTHTHRFELTLIEIN,
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zmr—ILobk ]

AT w73 HiME EXEC &— K Timport webvpn trandation-table ==~ > RZf L C, BT —7 %A
YIR—RMLET, 77UV L NN S D EFEOEME 2T TH LWERT — 7 L D4 i &
RELET,

WOFITIL, KE AL 55 D Microsoft Internet Explorer T ] S 1L 5 E M TH % esus T
XML 7 7 A VA v iR— b &N E T,

hostname# import webvpn translation-table AnyConnect
language es-us tftp://209.165.200.225/client
hostname# !!!!Liirrrrrrrrrrrrrrrrrrrrrrrrrtd
hostname# show import webvpn translation-table
Translation Tables' Templates:

AnyConnect

PortForwarder

customization
keepout

url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:
es-us AnyConnect

T —JILDOHIR

BT — T NN L o T2 5501%, HIBRTE £,

FIE

ATV TN BREOEHRT —T Ve R R LET,

W OFITIiL, show import webvpn translation-table =< > NiZ k- T, A R[RER LT —7
NT o T—= e T =T N ERRLTVWET, 77 A5 (fr) . BARE (Ga) . w758
() OSFEIERT—TANHESNLTVET,

hostname# show import webvpn translation-table
Translation Tables' Templates:
AnyConnect
PortForwarder
banners
csd
customization
url-list
webvpn
Translation Tables:
fr PortForwarder
fr AnyConnect
fr customization
fr webvpn
ja PortForwarder
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B =xntexa795470 Fssugmoms

ja AnyConnect

Jja customization
ja webvpn

ru PortForwarder
ru customization
ru webvpn

ATV T2 REREWT —T N aHIRLET,
revert webvpn translation-table trandationdomain language language

trandationdomain (% _EFRIZ R TEEET — 7 L OAMNCFLE STV D KA A 2T, language &
2 LFDFFELHL T,

KT =T NEMEBNCHIBRT 208N H Y £F, 1 2Oa~v s REfHLT, FFEDSHEDT —
TN XTHIBRT 5 Z LT TEEEA,

TEzIE, BXaT I IAT U NDT T REOERT — TV EEIRT BI2IE, kOawr R
EREHLET,

ciscoasa# revert webvpn translation-table anyconnect language fr
ciscoasa#

ot

EEEEXF1T7I547 2+ SSLIEREDERTE

WDETIX, BX% 2727 T4 7 b+ SSLVPN #B55i % iH% 9 2 mE RS EEIZ W TR L £,

F—BEROAEME

ASA & ©F =T 7T 47 A SSLVPN#5 CX—FAEMRA2ITH & &1k, BE3x— vk
R MVEHRIVT— a3 LT, #Eotxa2 T E2EmOET,

FED I N—TE 11T —HF—D SSLVPN T, 7 747 MILDF—HEKRDETE
BT HI2iE, 7 —7 KU > —webvpn E— K& 72 1L2— —4 webvpn E— KT anyconnect
sdrekey 2~ R&2MHHL 7,

[noJanyconnect ssl rekey {method {new-tunnel | none| ssl} | time minutes}

» method new-tunnel = —DOFAKFINZ T TA T2 ML o2TH LW b RAADBFELEIND
ZLEEBRELET,

e method sd F—DFHAERKRFIZZ FAT 2 MZEoTH LW R RAABFELSNDE 2 L5
Eb\iﬁqo

« method none ¥ — DO HAE R E BN L £,

o timeminutesix., &> > a VOBREIS ELIEHIEO X —FHAERN S, F—OHARKIMTH
N5 ETOREEZ 125 10080 (1 #[E]) OO THEELET,
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7y reritonz ]

\)

GE) X —0OHAERMRGEL s £721% new-tunne IZRET D & F—FEARFIC SSL Hr I
T aryPMThbinT, 7747 R —FAERRFICHH R RV BRI H 2 e
FRE &£, anyconnectsslrekey 2~ ROBEREIZHOWNWTIL, a~ KU 77 L0 A%
ZRLTLZEN,

WOHFITIE, By a UBED 30 DEICER I DT —FAKRFIC, BEFEO 7 V—7 R
v—saes I T A SSL L ORI T —2 g U EEBTAILICIIAT U M ERELTD

£

hostname
hostname
hostname
hostname

config) # group-policy sales attributes
config-group-policy) # webvpn

config-group-webvpn) # anyconnect ssl rekey method ssl
config-group-webvpn) # anyconnect ssl rekey time 30

Ty FE7RHEDERTE
Dead Peer Detection (DPD) (2L 0. BT DOISEMN 72 < BN L L TWAEEIZIE. ASA

(F—bUxA) 2137 747 MUTHBERFICHRIECX E9, 7 v RET i (DPD) &4
NI, BX a7 27947 FEFRIZASATY — M7 = A4 BNDPD 2 EfT T H2HEARETHIC

X T OFNEEZFTLET,

1R BRI
« ZOFEREIZ. ASA 7 — 7 = A & AnyConnect SSL VPN 7 7 A 7 >~ D5t D 2 i
SNET, DPD /ST ¢ > T EFFA] L7aVMEHED I 2SN TV B 728 IPsec 2 I T
x4, /5447 F LA SSLVPN BNHHR— éhit‘m

¢ DTLS % A X — 7 /WZ¢ 5% & . DeadPeer Detection (DPD) &1 Rr—7 /L2720 £4, DPD
LD, RMLZZDTLS# it D TLS ~D 7 4 — /Ny 7 3, F—T /IR0 £9, FiLL
SOYE . BRIk T LET,

« ASA TDPD BNAZNZ /2> T 5 & &, Optimal MTU (OMTU) #REAERA+2 &, 77
A7 MM DILS Ny FEEFIZET I ENTEIHERODT L RARA b MTU % 75
JAHZENTEET, MAMIU £TRT 4 U7 ENTZDPD X7y hERETHI LI
XoT, OMTU #3#ELET, XM r— ]\“O)Ebb\:ﬂﬂ o~y Ry RInBZET 5
&L MTU A ARZIF ANORET, T ARLNRD -6, MTUIZ/NE L &,
7u Fa L THFASNTWDAER/NIMIUIZEZET S E T, MORLTYe—T7REESNE
7,

FIE

RATFYT1 BOIZN—F R) o— BB L7,
TNh—T KR o —Fda—WF—4 webvpn T— RZEBH L £,
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hostname (config) # group-policy group-policy-name attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) #

Eyl e

hostname# username username attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn #

TF—=hrU A MO ZRELE T,
[no] anyconnect dpd-interval {[gateway {seconds|none}] =~ > RZfEH L £,

gateway (X, ASA DZ & TJ, DPD ZHNT L, ASANRY T4 7 2 bbb DTy b ZFi
THRHIZ 308 (T 74/ ) 205 3600 B (1 Wef]) OFEPH CTHIE LE T, fH 300 235 X
NE4, TORBRENIC T v FBRZE SRR WEE . ASA IZ[E UM T DPD 7 A k% 3 [
fTLET, ASA LY AT 2 "B DISENRNEE . TLS/DTLS b vz Yk L £,

GE)  nonexf5ET DL, ASANFEITTLHDPDT A MIT =TTV EST, ZD=
~ v REfERD HHIBRT 5121, no anyconnect dpd-interval Z i/ L £,

nonex+8ET 5 &, ASANEITTHDPDT A MIT 4 =T MRV 9, ZDavy K
RENLHIBRT 5121E, no anyconnect dpd-interval Z i L %7,

7747 MIOKREEZRELET,
[no] anyconnect dpd-interval {[client {seconds|none}]} =~ K&fHL 7,
client (X EX a7 27747 D& TY, DPDEZHMIL, 7747 N DPD 7 A b &

ETTHEEEZ300 (T4 k) 53600 (1 EH) O#FMPBETIHEELET, 5300 23H
BINET,

cientnone 45 E+25 &, 7747 MTLVFEITESND DPDIIT 4 =772 £,
Zoawy RERENGHIFRT 521X, noanyconnect dpd-interval Z i L £,

1

OB TiE, ASAIZE D DPD OFEITHENR 0O ICERESN, 774 T MTLB8E
FOTN—7 R L — saleslZxtT 5 DPD O FEITAHEEN 10 TR ES N TWET,

hostname
hostname
hostname
hostname

config) # group-policy sales attributes
config-group-policy)# webvpn

config-group-webvpn) # anyconnect dpd-interval gateway 30
config-group-webvpn) # anyconnect dpd-interval client 10

F—T7514 TDEMIE

=TT IAT A —VOHERTRT S 2 LT, BEENT A KL TOHNHEMNT A
AW LS THIBENTWDHEAETYH, Tuaxy, 77 A7 U —/b, 721X NAT T 351 A%
O SSLVPN#Giz A —7 L OF FHFFLE T, T2, HEZWEILZE, VE—Fa2—P—
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EfEDER

ewosd [

73 Microsoft Outlook ¥ 7213 Microsoft Internet Explorer 72 ED Y 77 b X—ZXA 7Y Fr—3 3 >
BT VT A TICFETLTORWEETYS, 7747 2 NItk KOHER S VERE A,

=TT ITATNET 74V FTA R =TI >TWET, F—TTI73A4T7%T 4 =TT
THE, Tx— A —R—OFIZ, SSLVPN 7 T A4 T b By g NI AF N FTNA R
IR E RN ER A

X—TTIAT Ayt —VOBEERET HITIE, FNV—TKY > —webvpn F oL —H—
4 webvpn 227 4 Fab—3 3 F— Kb keepalive 2~ REHEHALET, HEND 2
~ FEHIBR L TEPHRASND KO T52iE, Zoa~vr Fono B aH L E7,

[no] anyconnect ssl keepalive {none | seconds}
enoneld, 774 TV bOXF—TTIAT AvE—UEBHILET,

esecondsiE, 7 I9A TV MZEAX—TTIAT AvE—OFEEZAR—T NI L, Ay
Y= OHEEE 15 ~ 600 O CTHRTE LE 7,

ROBITIZ, BEAFO 7 NV—T R —sallesiZx LT, 7947 FinFx—77 74
T AvE—=U&3008 (577) OHETEETELLIICASAZHRELTVET,
hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl keepalive 300

JEREIZ L0 | RHHISRIE OBEHR ICHR A SN D Ny b OV A AR L, ASA L7 T4 T v M
®@hﬂ7ﬁ%7/zﬂﬁibi# 7 7 4V 8 TliE. ASA TiE. ﬁm%ﬂwVka%ﬁ
DI N—TFIE2—F =D FITEW T, §XTD SSL VPN ##Ex15 2 [EME 31—
AT TR o TWET,

\}

GCE)  To— RV FEEROIEM 2 RIET 25813, ERBBEBDROERIEFL TS

ZCHREBICEETALENDD T, NN, Tu— KU RERTIET 74 8T
JEFERSA X — T N2> TV W ERIRH T,

V%’ﬁli &“n—/w a7 4 F¥alb— 3 E— K Tcompression 2~ RZEH LT/ e—
avige WTBDHERHVET, £HTHZET, =T R r—BLPa2—¥—4
Weprn £ — KT anyconnect ssl compression =2~ > K& LT, FFED I/ NV—TFd2—
P EMERET D ENTEET,

EfEDS O—/NLEEER
Tua— NV REEOBRERLEET BT, Jue—L a7 4 Xal— g3 F—RT

it~

anyconnect ssl compression =~ > FZEH L £ 7, RENDL I~ REHIBRT SI121F, a2~
RO noFEAZMEH L £,

WOFITIE, TP SSL VPN 855 D /LML, 70— VST 4 —T N> T ET,
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hostname (config) # no compression

T—TEEVL—H—IHT HERDER

FED I N—T% 32— =T DIEMEERT DIE, ZA—7 R v—BL2—
' —4 webvpn & — K C anyconnect ssl compression =~ > Kz L 9,

[no] anyconnect ssl compression {deflate| none}

T 74 hTE, =T B IO — P —ITx3 5 SSLEAE L deflate (f R —7 /1) ITRIES
NTWET,

a7 4 X a2 b— 3 5 anyconnect sd compression v > REHIBR L, 70— LR ED
SEPHERSND LT 5icid, Zoavr RonoBRXEHEHLET,

W2, Z7e—sL R —sales DIEMNEE T 4 B—T7 T B0 2R LET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # no anyconnect ssl compression none

MTU H 1 XD %

7747 MTE > THESL S AL7z SSL VPN 456t D MTU B X (576 ~ 1406 /XA 1) X, 7
JL—"7" 7R U 2 —webvpn £ 72— —4 webvpn 2> 7 ¢ ¥ 2 L— 3 3 > E— K Tanyconnect
mtu 2~ RE2EH LTl TE £,

[no] anyconnect mtu size

TDa<wry NI, BXaT T4 T N DORIEELET, L H I —CiscoSSLVPN Y T4 T
b (SVO) 1F, & FEIFRMTU A RCHHE T EHA, £/, SSL THENL SNV T4
T EEGEE DTLS 12X 5 SSL CHENL SN 7-8kiL, o a~r FOEELZITET,

FIFN DI N—F R —TDZDa~x ROF 7 +/L ML, noanyconnect mtu T4,
MTU ¥ A X%, B THHEINTWAEA Z—7 =4 2D MTU (253 % . IP/UDP/DTLS O
F—=rR—y FEZELGIWT, HEIWICHHEE S £,

7= & 21X, ISE Posture AnyConnect E 3 = —/L D FFTHFIZ,  MTU configuration sent from the
secure gateway is too small] &9 A v EB—UNRFREND T ENH Y 9, anyconnect sdl
df-bit-ignore disable & —#&Z anyconnect mtu 1200 Z A JJ 95 &, ZHNHDV AT A AF¥ v
TT—%ZEEETE XTI,

1

WOFITIE, Z—7 R YU 2 — telecommuters O MTU H A X% 1200 /54 MIZHE L
ij‘o

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect mtu 1200
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t%279547v k4 2—v0EF [

XTIV AT UM AA—DDEE

ATvT1

ATy T2

ASADI FA T A A=V, ROFEEFEHL WS THLT v 77— TEET,

FIE

FFHEEXECE— RTceopy 2~ REMHL T, FLEFHOFETHLN FA4T 2 b A A—
PHEASAICaE—LET,

LW TAT U M A A=Y T7ANVDOAFIN, TTIZrR—RFENTWDL 7 7 AL EE U
Al &END anyconnectimage =~ R AN LET, HILWT 7 A VAR RL>TND
Y&, [noJanyconnect imageimage =~ > R&EfEH L THWI7 7 A vE2 T A VA F—L L
F£9, WIZ, anyconnectimage~ > REMH LT, 4 A—VIZAFZHID 24T, ASADHTL
WA A=V —RT5L91CLET,

IPV6 VPN 7 7 2 XD A +— T )Lt

ATy T

IPv6 77 v AZRETDHHEAF. 2~ R4 A v —T A A%EHLET, ASADY
J—290 (x) Tlx. A% —7 x4 A~DIPv6 VPN Hift (SSL 3 L N IKEV2/IPsec 7' 1
caZfEH) oV R— M BEMENTWET,

IPv6 7 7 & A% A X2 —7 M BHIZ1E. SSLVPN 8kt DA % — 7 A bd—#k & L Cipv6enable
gy REMHALET, KIL. SMBA 2 —7 = A ZATIPV6 A R— 7 /W 5 IPv6 B D
B9,

hostname (config) # interface GigabitEthernet0/0
hostname (config-if) # ipv6é enable

IPV6 SSL VPN % A 32— 7 /I T HI2i%, RO— 77 7 v a v EFITLET,

1 A v H—T A ATIPV6 A X —TIZT D,

2. WA > H—T A ATIPV6 BELWIPV6 T KL A% A F—T T 5,

3 I IAT U REIVYTIP Y RUAMIZIPVG 7 RV A B—H )V F—VERET D,

4. TPv6 ho FIVDT 73V N F—hr U= A ZRET D,

FIE

AR —T 2 ZAEHELFT,

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 192.168.0.1 255.255.255.0
ipvé enable ; Needed for IPvé6.
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interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.0.1 255.255.0.0

ipvé address 2001:DB8::1/32 ; Needed for IPvé6.
ipv6 enable ; Needed for IPvé6.

lipv6 local pool]  (IPv6 7 KL ZDEN Y Y TITMEH) #ELET,

ipv6é local pool ipvépool 2001:DB8:1:1::5/32 100 ; Use your IPv6 prefix here

GE) ®BXaTI2I9A4T7 L MICIPVET RLALIPV6 T RLZADO—FE-IZWFE2EID 4T
HEIICASAREETEET, TOLIICEHETHITIE, ASA ETHET KL AT —
VEVERRT D7 . ASA Foa—hLa—HF—CHHAT FL 2AE2E Y 4CTEF,

ipv6 7 RV A F— L% bRV N—T R — (EFZ T N—7 RY o—) ([TBEMLE
j—o

tunnel-group YourTunGrpl general-attributes ipvé-address-pool ipvépool

G¥) 2 ZCid Taddress-pool] =~ REMH L TIPvA 7 KL A P — )L b RET D MEN
HoET,

IPv6 F RNADT 74N F—h U= ZRELET,

ipv6é route inside ::/0 X:X:X:X::X tunneled

ASA X SAML20 ZHR—FLTWADT, VPNDOxT Ra—HF—|E, ZLF i ¥y % 1
FANTEHET T, T7I9A4= "Ry NT—=THDOMMDSAAST 7V r—a w280z 5
TENTED IR ET,

7ol 2I1E, BEOEEOLEIL. SAMLT AT V7 47 4 7 a3 X —(1dP) & L Pingldentity
A F—7WIZ LT, SAML 2.0 SSO %f/i~® Rally, Salesforce, Oracle OEM, Microsoft ADFS,
onelogin, % 721% Dropbox O 7 v k&L E T, #wfxfmﬂ4ﬁ%(w)&bfzo
SAML SSO %R —FTDHEIICASAZRET D&, =y Ra—H— %, —FES 1A T
LT THLDDLY—ERIZT V7 EATEDL LR ET,

AnyConnect4.4 7 7 A4 7 > 3 SAML 2.0 Z{HH L T SAAS XR—2ADT 7V r—a NIT 7
T ATE 5 X912, AnyConnect SAML 7R — R8BI &AL E L7z, AnyConnect4.6 Tik, LIl
DV IV —=ADRAT 47 ) 77 7FRED, MBIABRT T 7 LD SAML #iha DL
W=D g VNIEEHZONE LTz, MABRALT T OV EEE L8 LWIEIEAS—2 a v &2
F5121%, AnyConnectd.6 (F721XZNLIE) BLOASA9.7.1.24 (F721XZNLIFE) | 9.8.2.28
(F7TENLIE) | 72039921 (F71FENLRE) ~OT v 77 L— KRBRLETT,
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sam20 i

ASA U U—29.17.1/ASDM U Y —Z7.17.1 TiX, AnyConnect4.10.04065 (F7=1TF LK) %
i1l L 7= AnyConnect VPN SAML AN 7 7 7 F DO H AR — R AMEA I E L7z, AnyConnect VPN
B 7 7 ANDT T A4~ Ui LT SAML Z 34 58415, Web i8iED TR
WX aT 2 74T B BX2T 77347 bMABPIAART Z O TiEIRia—LvrI v
PEMBHTIHELRIRTEET, ZOMREICLY, X277 747> b IZ WebAuthN 55
L O SAML _X—Z D Web #8iEA 7> a v (T AYA Ay AREGE, £33
ABT T 7 TITFH TE W EOMOIER LR E) 29 AR— M LET, SAMLAMET T ¥
PEMEHT 121X, [SAMLIBFGEHOT 74V h 0S 77 U OFRE (31 2—) | Tt
TOREERITTHLERDHY £,

Fo g TN—TRF 7 5k bV F—TF i EOREE RS LT SAML AR E SN T
WAHEE . ASA ISP Ik LET, VPN D2—H— L, 4 F—T LI ->TW5 ASA £7-
IZSAMLIPIZT7 7B A LT, YU I AP A A BB LET, UTTIE, 2h b0+
U IOV TCHBI L £,

SAML SP [ & > THAtR =1 % SSO

2PN ASA LT 7R ALCuad A U E2BRE LGS, VA A VEEIRDO L H I
LET,

1. VPN O —H =7 SAML fiaD b RV TN —FZT 7B R T B0, 037V —T7%
BIRT DL, ZOa2—YP—TRIFDZOIC SAMLIP I XA L7 hEanEd, Z—7
URL ICHEEET 7 A LRWRY , 2=V —FANWZERINET, BEET 7 EA LS
G, VEAAL VT NI fTbhbivERA,

ASAX, 7T UWFIZLH>TSAMLIAP 2V #A L7 &5 SAML BFFE R & % L F
j‘o

2. IdP Ry Ra—HF—D I LF ooy LEERAL, = Ra—¥F—n"un /1 LEd, A
NENT=T VT vy v T 1dP OFBGEREICAE L TW R ITIER Y 8 A,

3. WP DISENRT T UHFITIRIESI., ASA DY A A » URLIZERE ENET, ASA ITIEE
BHER L., n AV ERETIEET,

SAMLIdP IZ& > TRtR & h 5 SSL

Ty Ra—H—RIPICT 7 A LTl A 2B LSS, VA A 8EIIRD L H I
HWITLUET,

1. = RFa—WF—RIdPIZT7 7 A LET, [dPIE. ME OFEFHREIE> Ty Ra—HF—

DIVTF Uy NVEMRLET, = Fa—HF— 37 L5y Ara AN, IdPIitr s
A4 LET,

2. —REIZIE, =v Ra—W—i%, IdP TRE SN SAML ki —E 2D U 2 M EE&E L
T4, T Fa—% =728 ASA IR L £,

3. SAML DJGENT T UG &, ASA DV A A URLIZERE SN E T, ASA TS
BrERL, nl A4 2% T 88FE9,
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B savi2o0icpt 2 rEFEL HIEE

EEDH

ASA &L SAML 7 AT T 4T 4 Tung X —LOEEBERIL. RESNTWDHIEAE (ASA
RIARKRAUR) o THESILENET,

T Ra—HY—LSAMLT AT VT 4T 4 Tang Z—LOEEBEFRIL, dPICRESN T,
DGR K> THENL S vE T,

H

SAML®D % A L7 b

SAML 7% —3 3 Zi%. RO X 5 72 NotBefore & NotOnOrAfter 233 ¥ F 7 : <saml:Conditions
NotBefore="2015-03-10T19:47:41Z" NotOnOrAfter="2015-03-10T20:47:41Z2">

ASA TRREINTWAD SAML O % A4 A7 v k & NotBefore D4 7t7% NotOnOrAfter & ¥ ¢ Fu»
LEld., £DOHX A LT U A NotOnOrAfter & 0 HEL I E T, NotBefore + # 4 L7 7 ks
NotOnOrAfter £ ¥ & 1BV 5413, NotOnOrAfter 23 H N/ D F77,

HA LT T MMEIZT—a 2> THAA éz"bfoﬁb\i T, XA LT T MUTIT < EVE
2R E LT3V, SAMLIEEZ T 57-DI121%. ASA @ Network Time Protocol (NTP)
#*A%%MPM?ﬁ%N%kﬂﬂfézgﬂ%UiTo

IS4 R— b Fy bT—H TOYH—

SAML 2.0 XR—ADH—E R TN (X —IdP 1L, 7T X—h Fv hU—7 THR—-FrZh
£7, SAMLIAP X774 X— K 777 NICEBENDS &, ASA B L OZEDOMO SAML xt)is
P—ERIET OMEIZRY, TXITTTIA_X—h 2y NT—=TWNIZ/2 D F9, ASA 22—
W= —ERMDF—F T = A & LT, IdP OFEFEILHIR S 7= E4 O webvpn £ v 23 v
TRE S, IdP L2 —F—ROTXTO T T4 v 7 IFERINET, 2=V —nnr A1
THE, ASAITXISTHEMEOE Yy a VEEEL, Py a VERFELET, £0%
W, VT oy VEREANTLEZERSTTFIA =K Xy U= DOV —ERX a1
F—wfHTEET,

SAML IdP NamelD &%, =2 —V—Da—V—LZ 2R E L, k. 7THUv 7407, BX
QRVPN gy T —F_R—REHENET,

\}

GE) TIAR—F Ry hT—I LTV T Ry hT— 7F‘§Tm a2 W3 52 &13T
TEHA, WEBIOSEOE T O —E R 7 a (X —ZF U IdP 2 H3 554
ERNCRIAET D LERH Y £, WHEADOIP 2/ Y — A THEMAT L LirTa
i, IMTEHDO AP 1L, 7 I7A4X—F Xy NV =27 NOH—E R Fa (X —TiIfl
HATEEHA,

SAML2.0 [ZR89 % IMEIEH%IJ%’J%E

¢ ASA 1T, SAML RREEHICRD Y V' =F ¥ ¥R — s LTWET,
* RSA B X U'HMAC #{# /4% SHAL

* RSA B X UHMAC #{# /4% SHA2
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samL20 BT ZxEgEesinsE |

¢ ASA IX., T_T® SAML IdP TH R — k &5 SAML 2.0 Redirect-POST /XA 5 4
Y AR—FLTNET,

*ASAIZSAMLSP L LTOAEKRELET, Y'—FV=A E—RLOET E—RTTAT
FTAT 4 TR EF—L LTEET D ZLIITEET A,

« Z 0 SP SAML SSO #EREIIAR BHHMEREE T T, ZDHRUT. AAARGEHE LR T
FHA,

:L‘_‘“‘j‘ %//\X]jb‘}\nuu uft%%?&uﬁ iDJ:_U\KCD %O<F£§ﬁ%@iﬁ‘7ﬁ‘—‘]\éhiﬁ
loo Tob ZUE, 22—V —L/RAT— ROFRFI7 4 VE Y VTR, 74— X—ADH
;A A, v nERS—AO B A 4 KCDSSO 72 & T,

* ASA X, AnyConnect SAML FBAEA i L7 VPN R— RNRT o> F S R— 9559
W72 £ L7,

SAML FRZFIC Safari 2 L CW A A1%, Safari 7 v 75— b 14.1.2 LA A > A b —
/l/éhfb‘é LEMER LT IEEN,

HAET Y — g UNEYNCER S L, XA LT T R NEENICHERET S X 9 1T, ASA DE PR
H1X., ASA & SAMLIAP & D7 v v 7 R ZHHET ILENH Y £,

ASA OEFE L, ROBZEE LT, ASA & IdP Ol T CAES R BAFEHEAZRHE T 5
BEENRHY £,

¢ ASA |2 IdP ZERET HBRITIE, 1dP OBELFENEN VA TT,
¢ ASA T, IdP O IT W B AFEAEICH L TR T = v 7 2TV ER A,

SAML 7 #—3 3 1%, NotBefore & NotOnOrAfter 554238 Y £9°, ASA SAML IZFRE
ENTVWDEEALTIRE, ZROHDOEME OMBRBRIZKDO LB T,

* NotBefore & Z A AT 7 ~DEEFD NotOnOrAfter £ U b BWEEIL, XA AT 7 k3
NotOnOrAfter (284 L £9,

* NotBefore + # A L7 7 b 728 NotOnOrAfter £ 0 & IEWEA L. NotOnOrAfter 28 A %&hiZ
e ET,

« NotBefore BIENTEE LR WS, ASA 11 7/ 1 U BERAZHER LE9, NotOnOrAfter
BIENTFAERE T, SAMLY A A7 U FBRERESNTORWEA, ASAIIn 74 Bk
PHEAELET,

THRRIE (Fyva, a— K, RRT—R) OF ¥ L2 VA PIZ FQDN RNEE X
D72, ASANT TA T v hEDT X ElmlHICERRET 5, NE SAML i L7z
B TlX ASA IZ Duo L HEHE L FH A,

B TE oWV — N—ZEE, HAART T P TIEFFAT SN EE A,
o LIAIHT T 7Y SAML AL, CLIT— FE72I1ESBLE— KTV FR— FENFEHA,
« Web 7' 7 7 IZHENT S 417= SAML #2GEIE AnyConnect & 2 ¢, ZDwWiHFE LT,
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B saviz07 s 7o7 074 Fangg— aP) oEE

REIIN U T, fAART T IO~y Ry RICHERT D & X2, SESERGE
PEAESNET, =& %L, AnyConnect TIZIPvoBERi LV & IPVA RO F 3 FE L <,
FIIAT T T T TIXIPV6 DB ELWEELH D ET, HOHWIEL, ZOoHbLH D F
I, RUL, 7o a2 L CREENEA L7ZDIZ AnyConnect S E DT 2 X N2 H 7 4 —
ARy 7 LIS BV, 7 a2 L CREENAE L% THAGAL T T 730N
FEF— g EELTARES LY FT.

« SAML #$REZ i 4 5 7= ®I21X. ASA @ Network Time Protocol (NTP) #—/3% IdP NTP
= NERATIVLENH D 7,

« ASDM @ VPN U ¢ ¥— RIZHFE, SAML HEA T HR—F L TWHEFA,

s NESIdP ZfEA L Cua /A » L72#IZSSO THEN Y —R—IZ T 7B AT HZ LidTEFH
/\/0

« SAML IdP NamelD E#:i%, 22—V —Da—V—ZZE L., RiE. THhUT 47,
BXOVPN Yy v ay T— R EHEINET,

e v LFaLTHFAME— RTSAML XV AR—FINFEHA,

SAML20 7 A4 T>T 4T« 70144 — (IdP) DERTE

1R BRI

SAML (IdP) 7w A F—DH A2 A URL &H A7 7 K URL BB L £3, URL X
ONRAZ—D Web A "L ERBTEET, £, TuXf T —NRAEZTFT—% 77 LTI
WAL TWDLZ LB £,

FIE

ATYT1 webvpn 227 4 F a2 b —2 g E—RTSAML 7 AT U7 4T 4 T aA Z—%ER L,
webvpn C saml-idp 7 & — K& B4 L £7,

[no] saml idp idp-entitylD

idp-entitylD : SAML IdP O entityID (21 4 ~ 256 LT 2+ E L £7°,

SAML IdP ZHIl&d 5121%, Zoa~<r Fono B4 L E7,
ATw 72 IdPURL 2% E L £,

url [sign-in | sign-out] value

value : IdP 2V A > A T B2 DURL, FIZ P oV A T U TR EEICVEALLY
k&M% URL CF, sign-in URLTMZETI A, sign-out URL (3473 3 > T, url DEIZIE
4~500 LFEHEELET,

ATY 73 1dP & SP (ASA) HID T A RMARA » PERELET,
trustpoint [idp | sp] trustpoint-name
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ATvT4

ATy T5

ATvT6

ATy 71
ATvT8

SAML20 74 T T4 T4 FRNA 45— (IdP) DHRTE .

idp : ASA 28 SAML 7% —3 3 U ZWFET 57200 IdP iFHELZ Gt b7 2 hRA v P 2T
LET,

sp : IdP 78 ASA (SP) DEARCHE 21 SAML 7% —3 a VA RRFET 572D ASA (SP) ZEHH
EEEDL NI ARMRA U MERRELET,

trustpoint-name : X E IV TWD F T A MKRA  FEFRELET,

(fEE) SAML Z A L7 v haiELET,

timeout assertion timeout-in-seconds

HE L7234 . NotBefore & timeout-in-seconds DA 73 NotOnOrAfter £ ¥ & FWEEEIE., 20D
uE#NMh&AmMC%%LiTO

FBELRWESIE., v 3 ® NotBefore & NotOnOrAfter 23 F ZhiIR OWeRICHE A S
—g‘o

GE)  BEfFD SAML IdP 23i% Eﬁﬁ@k/xw7»w7®%n\wmmf®mmmm11
WX 5T R TOEFEIL, MML#%@ﬁm@b/zw7w~ WCHEADCS
oL ZZDH RNV T NN—TITHEHINET, ¥A LT FaRETDH L, Eﬁé
NI=H A LT T MR Z—70 webvpn JBIED saml 74 T > T 47 4 71
A F— CLI FHATHRIZOHRA N2 Y £,

(EE) SAMLERDBAL A X—TINVEITT =TV (F7 4/ FRE) ITLET,
signature <value>
GE) SS0251~DO7T v 77 b— RIZHEW, T 74V b DELFIET SHAL >6 SHA256

ICZEH LU FE 9, valuell rsa-shal. rsa-sha256. rsa-sha384. = 721% rsa-sha512 & AJS14
HE, HLETHEBLTEOF T a vV ERETEET,

(A7 ay) WPHRHER Y NV—2 THHZ EERFET DT 7 7 H2RET HIZIE, internal
av REERLET, ASAIZY — U = A £— R THE ?éi99ﬁ0i¢o

show webvpn samlidp il L T2 7 4 FaLb—a v EFRLET,

SAML FRREZRMAFAE LT & 212, LRIOEX 2V T 4 a7 XA MIUEFT 5D Tix/z<
TATUT 4T 4 T ang X —NEHERIET 5 X 9127 %121%, forcere-authentication % fiff
HALET, ZOREFTT 74NV 2DT, 74 B—7 2T 55514 noforcere-authentication
ZRERALET,

1

WORFITIL, salesforce idp & VNI ARHTD IAP 23R E L. FHRE SNZ F T A hRA
Y hEMERLET,

ciscoasa(config) # webvpn
ciscoasa(config-webvpn) #saml idp salesforce idp

ciscoasa(config-webvpn-saml-idp) #url sign-in
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
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B saviz09—£x Fossg— (5P) &£ LTOASADRE

ciscoasa (config-webvpn-saml-idp) #url sign-out
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect

ciscoasa (config-webvpn-saml-idp) #trustpoint idp salesforce trustpoint
ciscoasa (config-webvpn-saml-idp) #trustpoint sp asa_trustpoint

ciscoasa (config) #show webvpn saml idp

saml idp salesforce_ idp

url sign-in https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
url sign-out https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
trustpoint idp salesforce trustpoint

trustpoint sp asa_trustpoint

KD Web ~—(Z1%, Onelogin @ URL O EAFIEIZOWTHIA /RS TWVET,
https://onelogin.zendesk.com/hc/en-us/articles/202767260-Configuring-SAML-for-Clarizen

WD Web ~<— 1%, A X T —H ZH LT Onelogin 7*5 URL /%4 5 HiklZ>
W, BB REINTUVWET,

http://onlinehelp.tableau.com/current/online/en-us/saml_config_onelogin.htm

RDZRY

SAML2.0 % —EZ a4 X — (SP) & LTDASA DFRE (30—) OFAICHES T,
SAML S8GEE B 7 n 7 7 A MZHEA L £,

SAML20 9 —EX O/ 4 — (SP) &L T®OASA DEETE

ATy

ATvT2

1R BHEIIZ
FHANCIAP ZREL TBLMLERNH Y £, SAML20T7 AT T 4T 4 a4 % — (1dP)
DORE 28 —V) LT TEEV,

FIE

tunnel-group webvpn # 7 E— K C, saml identify-provider =~ > RZ{HH L CIdP #H| W ¥ TE
—g‘o

saml identity-provider idp-entitylD

idp-entitylD : % /E S TWDBEAFED IdP O W T a2 fEE L £7,

SAMLSP %7 4 £ —7/MZ T 5I12i%, ZOa~vr RonoBRXEHEHLET,
SAMLIdP k7 R hARA > FEBRIRLET,

authentication saml

SAML F3EST AUIFA A PEMAY T,
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SAML

SAMLEBEERDT 7 4L 08 759 508E [

il

ciscoasa (config)# webvpn

config-webvpn) # tunnel-group-list enable

config) # tunnel-group cloud idp onelogin type remote-access
config) # tunnel-group cloud idp onelogin webvpn-attributes
config-tunnel-webvpn)# authentication saml
config-tunnel-webvpn) # group-alias cloud idp enable
ciscoasa (config-tunnel-webvpn) # saml identity-provider

https://app.onelogin.com/saml/metadata/462950

ciscoasa
ciscoasa
ciscoasa
ciscoasa

ciscoasa

nn..\nIEFHOD _\\77]')[/ ;~ 0S 7\5 rj"fd)ﬁ&fﬁ

ATy T

ATy T2

Awmmwﬁ\7?VF7¢%A®*4?477?7$(ﬁ&V*?4V772?A@?71
NV N7 Z W) FE721F AnyConnect IZHAIAE N TND 7 7 U 2 H LT SSO FRE~7 1 & &
AT 50 E S hERELET,
AmCmmm%%7??%Ny&~v(MHmmmAﬂmM%wmmmmmm@&E)%ﬁ?y

—RFLT, ASAILT v 7 a— RTLMLERHY E7, WIZ, SAML RiEH D SAML 7 7 A
/jﬂﬁ (AnyConnect DFLAIABRT T O ETIA XV —FT 4 VTV RTLDT 73V 8T T
W) EBRTXET,

FARV—=T 4T VATEADT 74V N T TV ERIRT S & VPNRRREE Lo FEn 71 v
DOREIOY > T Ay (SSO) BEMZRD £F, VPNZ T4 7 NOMARIAFZT Z 7
TIXFEITTERW Web il (BEFEFGER L) 2R — M LTEWEEL, 2047 a v
ERINLET, ANV —TFT 4 VT VAT LADT TV ERIRT LA, 7T UYTEITTED
Nolr—V%7 v 7r— R LT Web iBilEZ AN THLENRHY £,

FIE

FRXV—=F 4 VT VATLDT TN 87 T UY &R LT AnyConnect SAML 38k % A 201
F5IZI%, webvpn ¥ 7 & — KT anyconnect external-browser-pkg =~ > K& L 7,

anyconnect exter nal-browser-pkg path

SAMLIBFEHDA RV —TF 4 U TV AT LOT 7 4V N7 T O FEEHT DHI12F, Zoaw
Y RO noBXEHEHLET,

FRX—=T 4 VT VATADT T 4V 8T T U &M LT AnyConnect SAML #3GiE% A 212
9% |21, tunnel-group webvpn # 7 & — K C external-browser =~ > K& H L 9,

external-browser enable idp-entitylD

SAMLZRFAD AR L —F 4 VTV AT ADT 74 )V T T UV EREHT AL, ZDav
Y RFOnoEXEHEHLET,
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B sz samzsoss

il

ZOHITIX, AnyConnect M7 7 7 /3w r— L DA BRI L SAML FRGEH 24
7T (AR—=T 4 VT VATLADT T 4N N T T UY) BRI LET,

asa (config-webvpn) # anyconnect external-browser-pkg flashshow :
asa(config)# tunnel-group SAML webvpn-attributes

asa (config-tunnel-webvpn) # external-browser enable

asa (config-tunnel-webvpn) #

EFTEAZE & SAMLE2EEDERTE

ATy T

ATy T2

SAML R_R— 2Dk 70 7 7 A WVHDFEHE L SAML #BiE4 % EL T, HEDO 7 7 AL/ LY
ARV F—DT 1T 7 A NVEAERETIC, %E%ﬁ%ﬁ#éYt/%%@ﬁfﬁiﬁo%ML
NR—ZADFFEE, KRBEHOT Yy hBLWERIZ2—Y—ZBE T Z N TEET,
FOREIZIX, SAML 2 K2 H—OREEE 2 I3TEAR O ELFEH T T,

Y XTI TAT v N NG ABRIET S L. ASA £7-1XFTD 1%, SAML AN FEIT S ARl
12, T RRAL "N H0 1 DL EOFERELZER L CRIEL £,

SAML muul‘EzJ‘ﬁ:Tﬁ—z) L. SAML kuft%i@l“*qj‘ Zl iTL“CUfF%%ﬁ“C%iT

SAML FBFENZ T35 &, AR 7 = — R|ZH#ETeRiIC SAML & REFAED 2 — W —£ & ik T &
iTO

IR BHHEIIZ
FEAAE L SAML BRFEZ R ET HEIIZ, LF 72 SAML R EE#ER L T 723,

«SAML (IdP) Fm A Z—DHY A A URL ¥4 77 URL #Ef5 L £9, URL
X7 a A —D Web A Db EEBTEET, /2, 7o X —NRAXT—X T 7
ANTIEREPREL L TWAERZ L H Y F 1,

*SAMLID 7mNNA X —L T X FKRA 2 FNOFREEMER L ET, FEBAEE SAML FEFED
RE 32°—=V) LTI EZEWN

FIE

FEBAFE & SAML #BGREZ X ET S 12X, RO~ K% AJ) LT tunnel-group webvpn-attributes
T—RERBLET, 77 EABEL T, E—FRREREINZZ ERbMD £,

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-webvpn) #

T DRGEGIEARRET HI121E, koa~xr Fae AN LET,

hostname (config-tunnel-webvpn) #authentication authentication method

7L z2iE, Roa~< RiZ SAML & EEAEBIHEOm S 2T LET,
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ATvT3

ATvT4

SAML 2.0 &~ Onelogin 51 .

hostname (config-tunnel-webvpn) #authentication saml certificate

DA< N, FEHE L SAML GGEE 7R L£7,

hostname (config-tunnel-webvpn) #authentication certificate saml

WD o~ Rk, #EHOFHE S SAML 3aF0W i 27 LE7,

hostname (config-tunnel-webvpn) #authentication multiple-certificate saml

o 7 AN EBMELITRE L T, [FEA (Basic) ¥ n 7 7 A VB E L 3#
WLET,

FEAAE L SAML FAFO R FIEAEET AI21F. ey X r it SAML EEFE, £7-
ITEBOFFHE & SAML Z @R L1,

1

WOFITIL, sales_group #fic 7' 1 7 7 A JWATHELDOFENE & SAML #8GEZ 5% & L T\
iﬁqo

ciscoasa(config)# tunnel-group sales group webvpn
ciscoasa (config-tunnel-webvpn) #authentication multiple-certificate saml

SAML 2.0 & Onelogin D5

LT Ol %473 2 BRIE. Onelogin DfF# & r— I 7 ORIV IZH— F3—F ¢ fildd SAML
201dP ZfEH LT 72 &0,

1. IdP & ASA (SP) M ToOMZDRMAEZZRE L E7.

ciscoasa(config)# ntp server 209.244.0.4

2. Y= FA=7 JIdP THRE SN TV D FIRICHE > T, 1dP 25 1dP D SAML A & 77— 4
ERFLET,

3. FTFAPKRA L MIIP OBLFEHELZ A VFR—FLET,

ciscoasa(config)# crypto ca trustpoint onelogin
ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa (config-ca-trustpoint)# no ca-check

ciscoasa (config-ca-trustpoint)# crypto ca authenticate onelogin
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

quit

INFO: Certificate has the following attributes:
Fingerprint: 85de3781 07388f5b d92d9dl4 1e22a549
Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

4, FTAPMKRAL BMISP (ASA) B4 PKCSI2 #A ' AR— KM LFET
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ciscoasa (config)# crypto ca import asa saml sp pkcsl2 password
Enter the base 64 encoded pkcsl?2.

End with the word "quit" on a line by itself:

quit

INFO: Import PKCS12 operation completed successfully

5. SAMLIdP ZEIL £,

ciscoasa (config-webvpn)# saml idp https://app.onelogin.com/saml/metadata/462950
6. saml-idp 7 E— R CREM4EEZHEL ET,
IdP A > A URL &% A 7D b URL % E L7

ciscoasa (config-webvpn-saml-idp)# url sign-in
https://ross.onelogin.com/trust/saml2/http-post/sso/462950
ciscoasa (config-webvpn-saml-idp)# url sign-out
https://ross.onelogin.com/trust/saml2/http-redirect/slo/462950

IdP F 7 A RKRA L FESP FTAMRA LV MERELET

ciscoasa (config-webvpn-saml-idp)# trustpoint idp onelogin
ciscoasa (config-webvpn-saml-idp) # trustpoint sp asa saml_sp

7747 ML AVPN_X—ZURL, SAML ZRDE4, BLXPSAML 77—y a3 ZA
LT RERELET,

ciscoasa (config-webvpn-saml-idp)# base-url https://172.23.34.222
ciscoasa (config-webvpn-saml-idp)# signature
ciscoasa (config-webvpn-saml-idp)# timeout assertion 7200

7. bR ZA—TDIdP R E L. SAML #iF& A 2 —7 VI LET,

ciscoasa(config) # webvpn

ciscoasa (config-webvpn)# tunnel-group-list enable

ciscoasa(config)# tunnel-group cloud idp onelogin type remote-access
ciscoasa(config)# tunnel-group cloud idp onelogin webvpn-attributes
ciscoasa (config-tunnel-webvpn)# authentication saml

ciscoasa (config-tunnel-webvpn)# group-alias cloud idp enable

ciscoasa (config-tunnel-webvpn)# saml identity-provider
https://app.onelogin.com/saml/metadata/462950

8. ASADSAMLSP AX T —HEFERLET,

ASA @ SAML SP A % 7 — 4 |X,
https://172.23.34.222/saml/sp/metadata/cloud _idp onelogin NHHfFTE
F£9, ZOURL @ cloud idp onelogin X, kI RNV F/—T74TT,

9. H—FKNX—F 4B IdP THEINTWAFRIAIZHNE ST, £DIdP TSAMLSP 3 E L
7,

SAML20 ) S JILa—F a9

SAML 2.0 OEEEZ T /3 v 7925 1Z1%, debug webvpn samlvalue 2 L £ 9, value {2/t U T
WD SAML A v —UBNFERENET,

e8:.: LT —

« 16 HHEB LT T —
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tx170547 v rEgnE=2U>7 |}

¢ 128 F£721H 255 TR Y, L BT —

XTIV IAT UM EGEOE=F2) VT

TIT 4Tty a T AIERE FRT SITIE, show vpn-sessiondb =~ > K& L

£

avU kR B#

show vpn-sessiondb TIOT 4 Tty a T D ERE FOR
LET,

vpn-sessiondb logoff VPNt v arvazalZ+7LET,

show vpn-sessiondb anyconnect VPN t v a DX ZHL5E LT, OSPFv3
tyvaUEREERRLET,

show vpn-sessiondb ratio encryption Suite-B ® 7 /LY XA (AES-GCM-128,
AES-GCM-192, AES-GCM-256,
AES-GMAC-128 72 &) D F 2 Hk LT
/Q‘——{Zr/%»—f)%%ﬂ——\‘ L/i—a—o

Y

() AnyConnect i k>R )L
AnyConnect Bl b > F/UIZIXIP 7 RLAREI D ¥ THRERA,

ZhiE, Ry NI B OB E i3 SR = 3 UK CEER S L E R GA
Rty ary b=y N7 vy THEDIC, xT T — g UHTER S
NHEAAL LTy a L TT, #iA = ALIHESNT, Cisconilrrxa) 7477
FAT A (ASA) 1F, Byvar w2747 ML A (R—# /LA D Weblaunch) F
72138l (A% K7 a > AnyConnect) & L C—BEFERLET,

AnyConnect BliX, 7 7A T "R T 7T 4 TR INTWRWEAEDOE Yy a &R
LEd, FEL ZHEFREDZ FTA4 T 2 FRbOHERIC~Y vy B 7S5 ASA DT —
HRXR—ATy ") ThHhDHEWVD T, Cookie L [RIFRICHEREL T, 7 74T FRAY —
TINnAg RF—va VIREEIZAR D & b b (IPsec/f VX —Fy b F— I AF
¥ (IKE) /Transport Layer Security (TLS) /Datagram Transport Layer Security (DTLS) 7'm
kL) OIS ETA, BllZ, 74 RV A ~—F 3R RKER RN A2 5
FCHRELITES, 2K, 2= —IFHFBREL RN THER TE T,
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. AnyConnect VPN = > 3 >nOs+ 7

i

Inactivity 7 4 —/V RIZ, ¥F% 2727 747 bty v a VR E K-> To b ORIE
BN FE RSN TWET, By a7 77 4 7RREOBREAE, 07 4 —L FiC
1% 00:00m:00s 237~ S ET,

hostname# show vpn-sessiondb

Session Type: SSL VPN Client

Username : lee

Index 1 IP Addr : 209.165.200.232
Protocol : SSL VPN Client Encryption : 3DES

Hashing : SHAL Auth Mode : userPassword
TCP Dst Port : 443 TCP Src Port : 54230

Bytes Tx : 20178 Bytes Rx : 8662

Pkts Tx 27 Pkts Rx : 19

Client Ver : Cisco STC 1.1.0.117

Client Type : Internet Explorer

Group : DfltGrpPolicy

Login Time : 14:32:03 UTC Wed Mar 20 2007

Duration : Oh:00m:04s

Inactivity : Oh:00m:04s
Filter Name :

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type "" logged off : 1

hostname# vpn-sessiondb logoff name tester

Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name "tester" logged off : 1

AnyConnectVPN v 3>mnO45+ 7

TRCOVPNEyvavrcEzn sl 4 74A120F, /Ja—_)vary7 4Falb—v3g3 2 EF—RFT
vpn-sessiondb logoff =~ > K& H L 7,
WIZ, T_RTOVPNEy v avr2a 473+ 50a L ET,

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type “” logged off : 1

name 5148 F 7213 index 1 EDOWT N EFEH LT, lxDEyvarz2un /47 TEET,

vpn-sessiondb logoff name name
vpn-sessiondb logoff index index

TA BV ARRIZELTH LW —F—RNa (o TEx 52820k oi, IET7 7541
TOWRENFRERERW -y a 37 A4 FVREBICARY £+ (HEMice 747 &8h %
T) . TRy varpnFEHINdE, T IT 47 VA RDOLHIBRSNET,
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a7y

2P T v I AT (VTAT v b A A=V DIAFT
show vpn-sessiondb anyconnect =~ > RO /) THER TE 7, ROFIL, =—F—% lee &

txa175517> + gEeoEE [

A F I AFE1LERLTWVET,

hostname# show vpn-sessiondb anyconnect

Session Type:

Username
Assigned IP
Protocol
License
Encryption
Bytes Tx

Group Policy :

Login Time
Duration

Inactivity
NAC Result

VLAN Mapping :

AnyConnect

: lee Index 01
: 192.168.246.1
: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium

Public IP : 10.139.1.2

: RC4 AES128 Hashing ¢ SHAL

: 11079 Bytes Rx : 4942
EngPolicy Tunnel Group : EngGroup

: 15:25:13 EST Fri Jan 28 2011

: Oh:00m:15s

: 0h:00m:00s

: Unknown
N/A VLAN : none

RIESND) 1F, MHLD

OB, vpn-session-dblogoff =~ KD named 7> a v AFEHAL Ty a &K T LT

b\iTo

hostname# vpn-sessiondb logoff name lee
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name “lee” logged off :

hostname#

47 2+ EGEEDERE

ROFIZ, ZOWRED ) J — Az R LET,

R2:EFATI AT - ERHREEDBRE

HaE

iy

)1)—=A

HEEEHR

XTI TAT b e

7.2(1)

authentication eap-proxy.
authentication ms-chap-v1,
authentication ms-chap-v2,
authentication pap. 12tp tunnel
hello, BLT
vpn-tunnel-protocol 12tp-ipsec =
~V RPEANEIFEESIN
EJ Oy

IPsec IKEv2

8.4(1)

XTI TAT N BLD
LAN-to-LAN @ IPsec IKEv2 2
fiw A — b9 5 IKEv2 238
MEE LT,
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