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[no] servicetelemetry

1 :

ciscoasa(config)# service telemetry
ciscoasa(config)# no service telemetry
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show telemetry [history | last-report | sample]
1 -

ciscoasa# show telemetry history
17:38:24 PDT Apr 30 2019: Telemetry support on the blade: enabled
17:38:03 PDT Apr 30 2019: Telemetry support on the blade: disabled
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11:49:47 PDT Apr 29 2019: msgId 3.
11:48:47 PDT Apr 29 2019: msgId 2.

connector status:

connector status:
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Telemetry support on the chassis: disabled

Telemetry request from the chassis received. SSE
enabled. Telemetry config on the blade:
11:47:47 PDT Apr 29 2019: msgId 1.

enabled. Telemetry data Sent

Telemetry request from the chassis received. SSE
enabled. Telemetry config on the blade:

enabled. Telemetry data Sent.
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Device Model FRA A BT Cisco Adaptive Security
Appliance

U T INEE TNRAADY Y T INEF FCH183771EZ

System Time AT L OBEERATE 11658000
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®3: 54 U RIER

TR RA 2k HoL:L EDHI

Z2<w— R o4y AD T u— | HHMEEINTWD T A & |regid.2015-01.com.cisco.ASA -

INIVEEEL SSP-STRONG-ENCRYPTION,
1.0 555507€9-8518-4e41-96de-
860b59f10bbe

R4: T35y b T+—LICEHT B1ER

T—RKRA b & EA ED B
CPU B2 5 43R oo CPU i FH == fiveSecondsPercentage :
0.2000000,

oneMinutePercentage : 0,

fiveMinutesPercentage : 0

AEY AE V& freeMemoryInBytes :
225854966384,

usedMemoryInBytes :
17798281616,

totalMemoryInBytes :
243653248000

T4 RT T4 AT ERAE freeGB : 21.237285.
usedGB : 0.238805.
totalGB : 21.476090

Bandwidth IR O fE H 1k receivedPktsPerSec : 3.
receivedBytesPerSec : 212,
transmittedPktsPerSec : 3.

transmittedBytesPerSec : 399

E M e

T2 R4t Bl fEn!

FERE YU A R BN REREY A b name : cluster

status : enabled
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E2 clusterGroupName : ssp-cluster
interfaceMode : spanned
unitName : unit-3-3

unitState : SLAVE
otherMembers :

items :

memberName : unit-2-1

memberState : MASTER

memberSerialNum :
FCH183771BA
R7:Tx—ILA—/\—1ER
T—R RA 2k HoL:L EDH
7 b= — 7 = — )V A — R —{ER myRole : Primary,

peerRole : Secondary,

myState : active,

peerState : standby.
peerSerialNum : FCH183770EZ

®8:074 ER

TR RA b £ EA EDHI
=874 VG 07 A gk loginTimes : 2 times in last 2
days.

lastSuccessfulLogin : 12:25:36
PDT Mar 11 2019
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5 — & O "smartLicenseProductInstanceldentifier", "smartLicenseVirtualAccountName" 72 & %5 1)

Nb 0 ET,
{
"version": "1.0",
"metadata": {
"topic": "ASA.telemetry",
"contentType": "application/json"
}l
"payload": {
"recordType": "CST ASA",
"recordVersion": "1.0",
"recordedAt": 1557363423705,
"SSP": |
"SSPdeviceInfo": {
"deviceModel": "Cisco Firepower FP9300 Security Appliance",
"serialNumber": "JMX2235L01J",
"smartLicenseProductInstanceldentifier": "f85a5bb0- - - - ",
"smartLicenseVirtualAccountName": "SSP-general",
"systemUptime": 198599,
"udiProductIdentifier": "FPR-C9300-AC"
}l
"versions": {
"items": [
{
"type": "package version",
"version": "92.7(1.342g)"
}
]
}
}l
"asaDevices": {
"items": [
{
"deviceInfo": {
"deviceModel": "Cisco Adaptive Security Appliance",
"serialNumber": "AANNNXXX",
"systemUptime": 285,
"udiProductIdentifier": "FPRY9K-SM-36",
"deploymentType": "Native",
"securityContextMode": "Single"
}l
"versions": {
"items": [
{
"type": "asa version",
"version": "201.4(1)82"
}l
{
"type": "device mgr_version",
"version": "7.12(1)44"
}
]
}l
"licenseActivated": {
"items": [
{
"type": "Strong encryption",
"tag":

"regid.2015-01.com.cisco.ASA-SSP-STRONG-ENCRYPTION, 1.0 xXxXxXXXXX-XXXX-XxxxX-96de-860b59f10bbe",
"count": 1

}l
{
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"type": "Carrier",
Ttag":

"regid.2015-01.com.cisco.ASA-SSP-MOBILE-SP,1.0 - - - - ",
"count": 1

}

}I
"CPUUsage": {

"fiveSecondsPercentage": 0,
"oneMinutePercentage": O,
"fiveMinutesPercentage": 0
}I
"memoryUsage": {

"freeMemoryInBytes": 99545662064,
"usedMemoryInBytes": 20545378704,
"totalMemoryInBytes": 120091040768
}I
"diskUsage": {
"freeGB": 21.237027,
"usedGB": 0.239063,
"totalGB": 21.476090
}I
"bandwidthUsage": {
"receivedPktsPerSec": 3,
"receivedBytesPerSec": 268,
"transmittedPktsPerSec": 4,
"transmittedBytesPerSec": 461
}I
"featureStatus": {
"items": [
{
"name": "call-home",
"status": "enabled"

"name": "cluster",
"status": "enabled"

"name": "firewall user authentication",
"status": "enabled"

"name": "inspection-dns",
"status": "enabled"

"name": "inspection-esmtp",
"status": "enabled"

"name": "inspection-ftp",
"status": "enabled"

"name": "inspection-netbios",
"status": "enabled"

"name": "inspection-rsh",
"status": "enabled"

"name": "inspection-sip",
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"status": "enabled"
}I
{
"name": "inspection-sglnet",
"status": "enabled"
}I
{
"name": "inspection-sunrpc",
"status": "enabled"
}I
{
"name": "inspection-tftp",
"status": "enabled"
}I
{
"name": "inspection-xdmcp",
"status": "enabled"
}I
{
"name": "logging-console",
"status": "informational"
}I
{
"name": "management-mode",
"status": "normal"
}I
{
"name": "sctp-engine",
"status": "enabled"
}I
{
"name": "threat detection basic threat",
"status": "enabled"
}I
{
"name": "threat detection stat access_list",
"status": "enabled"
}I
{
"name": "webvpn-activex-relay",
"status": "enabled"
}I
{
"name": "webvpn-dtls",
"status": "enabled"
}
]
}I
"clusterInfo": ({
"clusterGroupName": "ssp-cluster",
"interfaceMode": "spanned",
"unitName": "unit-3-3",
"unitState": "SLAVE",
"otherMembers": ({
"items": [
{
"memberName": "unit-2-1",
"memberState": "MASTER",
"memberSerialNum": "FCH183771BA"
}I
{
"memberName": "unit-2-3",
"memberState": "SLAVE",
"memberSerialNum": "FLM1949C6JR"
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"memberName": "unit-2-2",
"memberState": "SLAVE",
"memberSerialNum": "xxxxxXxXxx"
}I
{
"memberName": "unit-3-2",
"memberState": "SLAVE",
"memberSerialNum": "xxxxxXxXxx"
}I
{
"memberName": "unit-3-1",
"memberState": "SLAVE",
"memberSerialNum": "xxxxXxXxx"
}
]
}
}I
"loginHistory": {
"loginTimes": "1 times in last 1 days",
"lastSuccessfulLogin": "12:25:36 PDT Mar 11 2019"
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debug telemetry<1-255>
B -

asa# debug telemetry ?
<1-255> Specify an optional debug level (default is 1)

TNy T TV A NI —EREWHT DT, Zoa~vr FonoBREEHLET,
ART9 T2 BRULET AN T L_AVDT NNy T T LA RN A ye—U5FoRT DT, ROa~> Refi

ALET,

show debug telemetry

&1

asa# show debug telemetry
debug telemetry enabled at level 1
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[telemetry collect device info]: telemetry successfully collected device info
[telemetry collect versions]: telemetry successfully collected version info
[telemetry collect licenses]: no smart-lic entitlement in use

[telemetry collect cpul: telemetry successfully collected cpu info

[telemetry collect memory]: telemetry successfully collected mem info
[telemetry collect disk usage]: telemetry successfully collected disk info
[telemetry collect bandwidth usage]: telemetry successfully collected bandwidth usage
info

[telemetry collect enabled feature status]: telemetry successfully collected enabled
feature info

[telemetry collect cluster info]: telemetry successfully collected cluster info
telemetry collect failover info]: ha is not configured
telemetry get user login _hist]: telemetry successfully collected login history
telemetry collect blocks]: telemetry successfully collected block info

telemetry collect perfmon]: telemetry successfully collected perfmon stats
telemetry collect resource usage]: telemetry successfully collected res usage
telemetry collect process_cpu usage]: telemetry successfully collected res usage
telemetry collect crashinfo]: telemetry successfully collected crashinfo

telemetry collect]: the serialized string is generated

telemetry collect]: successfully allocated mem for serialized string
telemetry history add record]: telemetry has a new history record: 16:23:29 PDT Oct 22
2019: Telemetry support on the blade: enabled

[telemetry history add record]: telemetry has a new history record: 16:24:01 PDT Oct 22
2019: Telemetry support on the blade: disabled
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