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V= AT R 48 LT,
RT9T2 A F—T oA RE —ITBIMLET,
interfaceid zone-member zone name

1 -

interface gigabitethernet0/0
zone-member outside

ATFYT3 AL HF—T oA AL EHITY—TBNLET, TNO6DA v E—T 2 ZADEF2UT 4
AOLR, BIILERPIOA v E—T 2 ZDEF 2T 4 L-YULERIUTHLZ L 2R L E
7,

&1

interface gigabitethernet0/1
zone-member outside

interface gigabitethernet0/2
zone-member outside

interface gigabitethernet0/3
zone-member outside

i
WOBITIZ, 4 DDA N— A H—T =2 f RGOy — L ZFELET,
zone outside
interface gigabitethernet0/0
zone-member outside
interface gigabitethernet0/1
zone-member outside
interface gigabitethernet0/2
zone-member outside

interface gigabitethernet0/3
zone-member outside

cST4 90 V—CDEZZYDY
COWETEH, "I 747 V== —FTDHHIECOWTHALET,
v —UIEHR
« show zone [name]

V—21ID, arTHFAL EX2UT 4 LbUL, BERAUAN—ZFRLET,
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show zone =< > RIZOWTIL, ROHNEZRL T &0,

ciscoasa# show zone outside-zone

Zone: zone-outside id: 2
Security-level: 0
Context: test-ctx

Zone Member (s) : 2
outsidel GigabitEthernet0/0
outside?2 GigabitEthernet0/1

show nameif zone
A B =T A AZBIONY - A 52FRLET,
show nameif zone =< > RiZHOWTIE, ROHENEZZBL T &V,

ciscoasa# show nameif zone

Interface Name zone-name Security
GigabitEthernet0/0 inside-1 inside-zone 100
GigabitEthernet0/1.21 inside inside-zone 100
GigabitEthernet0/1.31 4 0
GigabitEthernet0/2 outside outside-zone 0
Management0/0 lan 0

V— U

show conn [long | detail] [zone zone_name [zone zone_name] [...]]

show conn zone =~ > Rix, Y —rOkia R LET, long ¥ —V— R & detail F—
U— R, BRI NEZ T IA~ ) A v —T = AL, NT T 4 v OEEITHA
ENDHIEDA LV H—T = A Fr LET,

show conn long zone =~ > KOWRDH 1 EEML T &0,

ciscoasa# show conn long zone zone-inside zone zone-outside

TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

show asp table zone

TRy ZHINTEEEX 2T 4 XA T—TNEFRRLET,
show local-host [zone zone_name [zone zone_namg] [...]]

V= HNOBR—=NVRA DTy N =7 RKEEFRLET,

showlocal-host zone == > RIZOWTIE, RO DESRLTLESW, 7T~ 4
B—T 2 APNRHNCEREN, BAEDA B —T oA ANH v 2l ENTWET,

ciscoasa# show local-host zone outside-zone

Zone:outside-zone: 4 active, 5 maximum active, 0 denied
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local host: <10.122.122.1>,
TCP flow count/limit = 3/unlimited
TCP embryonic count to host = 0
TCP intercept watermark = unlimited
UDP flow count/limit = 0/unlimited

Conn:

FS524v9 V= |

TCP outside-zone:outsidel (outside2): 10.122.122.1:1080

inside-zone:insidel (inside2): 10.121.121.1:34254,

J—V—Ta T
« show route zone

V= B =T 2 ADN— b EERLET,

idle 0:00:02, bytes 10, flags UO

show routezone 1< > RiZOW T, RO FTEBRL T IZEW,

ciscoasa# show route zone

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF,

IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IsS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

OO nOOwm

show asp tablerouting

192.168.105.1 255.255.255.255 [1/0] via 172.16.1.1, outside-zone:outsidel
192.168.212.0 255.255.255.0 is directly connected, lan-zone:inside,
172.16.1.0 255.255.255.0 is directly connected, wan-zone:outside2
10.5.5.0 255.255.255.0 [1/0] via 172.16.1.1,
10.2.2.1 255.255.255.255 [110/11] via 192.168.212.3, 2:09:24, lan-zone:inside
10.1.1.1 255.255.255.255 [110/11] via 192.168.212.2, 2:09:24, lan-zone:inside

wan-zone:outside?2

TNy THRTEREEX 2 V7 4 XA T =T NV EFR R L, &/b— MCBEMT bz —

VEFRRLET,

show asp tablerouting =~ > RIZOWTIIRDH N A SR L T 72 &0,

ciscoasa# show asp table routing

route table timestamp: 60

in 255.255.255.255 255.255.255.255 identity
in 10.1.0.1 255.255.255.255 identity
in 10.2.0.1 255.255.255.255 identity
in 10.6.6.4 255.255.255.255 identity
in 10.4.4.4
in 172.0.0.67
in 172.0.0.0
in 10.85.43.0
in 10.85.45.0
in 192.168.0.0 255.255.255.0 mgmt
in 192.168.1.0 255.255.0.0
out 255.255.255.255 255.255.255.255 mgmt

255.255.255.255 identity
255.255.255.0
255.255.255.0
255.255.255.0

. bSO vH =2

255.255.255.255 via 10.4.0.10 (unresolved, timestamp: 49)

wan-zone:outside?2
via 10.4.0.3
via 10.4.0.20

(unresolved, timestamp: 50)
(unresolved, timestamp: 51)

lan-zone:inside
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out 172.0.0.67 255.255.255.255 mgmt

out 172.0.0.0 255.255.255.0 mgmt

out 10.4.0.0 240.0.0.0 mgmt

out 255.255.255.255 255.255.255.255 lan-zone:inside
out 10.1.0.1 255.255.255.255 lan-zone:inside
out 10.2.0.0 255.255.0.0 lan-zone:inside
out 10.4.0.0 240.0.0.0 lan-zone:inside

vy =Dl

WIZ, 4 DD VLAN A v X —T = A A& —AZEIN B TT, 40D R DT 7 )b
M — N ERETHHZRLET, PAT IZHEA > ¥ —7 = A AT E S 4L, Web —/3—
IXAET 4 v 7 NAT 2L TCDMZ A v F—7 = A ATHATE £,
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Inside Host ™ | pad Weh Server

192.168.9.6 103549

— (___ O e, U ___"I J/_. e "\.
I—‘ Inside .’J_L/ DMZ .—

A5

interface gigabitethernet0/0
no shutdown
description outside switch 1
interface gigabitethernet0/1
no shutdown
description outside switch 2

interface gigabitethernet0/2
no shutdown
description inside switch

zone outside

interface gigabitethernet0/0.101
vlan 101
nameif outsidel
security-level 0
ip address 209.165.200.225 255.255.255.224

cS2499 =2 .
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zone-member outside
no shutdown

interface gigabitethernet0/0.102
vlan 102
nameif outside2
security-level O
ip address 209.165.201.1 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/1.201
vlan 201
nameif outside3
security-level O
ip address 198.51.100.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/1.202
vlan 202
nameif outside4
security-level O
ip address 203.0.113.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/2.301
vlan 301
nameif inside
security-level 100
ip address 192.168.9.1 255.255.255.0
no shutdown

interface gigabitethernet0/2.302
vlan 302
nameif dmz
security-level 50
ip address 10.3.5.1 255.255.255.0
no shutdown

# Static NAT for DMZ web server on any destination interface
object network WEBSERVER

host 10.3.5.9 255.255.255.255

nat (dmz,any) static 209.165.202.129 dns

# Dynamic PAT for inside network on any destination interface
object network INSIDE

subnet 192.168.9.0 255.255.255.0

nat (inside,any) dynamic 209.165.202.130

# Global access rule for DMZ web server
access-list WEB-SERVER extended permit tcp any host WEBSERVER eqg 80
access—-group WEB-SERVER global

# 4 equal cost default routes for outside interfaces

route outsidel 0 0 209.165.200.230

route outside2 0 0 209.165.201.10

route outside3 0 0 198.51.100.99

route outside4 0 0 203.0.113.87

# Static routes for NAT addresses - see redistribute static command
route dmz 209.165.202.129 255.255.255.255 10.3.5.99

route inside 209.165.202.130 255.255.255.255 192.168.9.99

B +5ovsJ—>
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# The global service policy
class-map inspection default
match default-inspection-traffic
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite
policy-map global policy
class inspection default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225 default h323 map
inspect h323 ras _default h323 map
inspect ip-options _default ip options map
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp default esmtp map
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
service-policy global policy global

cS2499 =2
I
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T Ut A )L— L, NAT,
BLOY—ER KR —
ZEH L CTRRE S LT
L. B—= R NXZ o7
BIOIERNL—T 4 7
FELSEELET,

zone, zone-member, show
running-config zone, clear configure
zone, showzone, show asp tablezone,
show nameif zone, show conn long,
show local-host zone, show route zone,
show asp tablerouting, clear conn
zone, clear local-host zone D4 =2~ >~
RPREANEIIERSNE L,

clear local-host =~ >

9.14(1)

clear local-host =~ > FEB L OF D4
NRTCOEMEF—TU— FBEIEIE
L7 5%V ) —XTHIRENS T
ETT,
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