VLANH I B2 —T (4R

ZDOETIE, VLAN YT A v H—T 2 ZAZRETDHHECHOOTHBAL £,
Y

Gx) TNTFATHFARNE—RTIE, TOEOTRXTOHRY BV AT AFITAR—ATHEITLT
KISV, aryTFAMNL VAT AFTAR—R Y)Y F % 5121E, changetosystem =2~ >~
READLET,

s VLAN V7' A v Z—T = A ZIZONT (1 =)

*VLAN VT A L H—T 2 ADTA LA (2=)

cVLAN YT A L Z—T =2 ZADHA RTA o LHIBPFE 22—)

s VLANH T A v B2 —T oA ZADT 7 4V  NRE 3 _—)

cVLIAN YT A v H—T 24 AL 8021Q T o F L T DERTE (4 3—)
cVLAN BT A v 2 —T oA ZADE=Z Y LT (52—)

s VLAN O 7 A v Z—T = A ZDf| (6 2—)

sVLAN V7' A L B —T = A ZADJERE (7 2—2)

VLAN D4 B2 —TJ x4 XIZDLT

VLAN 7 A 2 —T oA AT 5 L. 1 DOWBEA » # —7 = A A F721% EtherChannel
A B —Tx A A%, Bi2% VLANID TH 73T SNTEEOFRIEA v ¥ — 7 = A AIZ5E
T&ET, VLAND T A X —T oA AN DU EH DA X —T = A AT, HENIIZ802.1Q
N7 LTRESNET, VLANTIE, FTEOYEA 4 —T = A A LTI 74 v 7 %
SEELTBLL ZENTED2D, WA L X —T7 oA ZAETITASA ZBEMLARL ThH, Xv
N —2 ETHERTE DA 0 F—T = ADKEWERLT ZLNTEET, ZOKREIL. F=
THXANMIEREDOA L H—T 2 A AZEVLETHIENTEHLDT, AT AL TFHARNE—
R CRECER] T,

150754~ VLAN & 1 >F 138O %Y VLAN #RETXFET, ASA Tt
VHEUVVLAN ChI 74 w0 2ZETHE, TNae 774~ VLANIZ~v Y S LET,
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VAN DA A8 —DJ x4 ADS5/4 1R

ETIL 4t REH
Firepower 1010 FEAE T 4B A 60
Firepower 1120 R T (A 512
Firepower 1140, 1150 P Z A2 A 1024
Firepower 2100 R Z (X ;1024
Cisco Secure Firewall 3100 R Z 4 A 1024
Firepower 4100 R Z (X ;1024
Firepower 9300 A Z 4 X 1024
ASA {48 AZN—"T" MR

100 Mbps : 25

1 Gbps : 50

2 Gbps : 200

10 Gbps : 1024
ISA 3000 Y 7 At A5

Security Plus 7 A &> : 100

)

GE)  VLANFIEOXZE L ThH Ty vTAHAL X —T x4 A2, VLAN ZEID Y TFES, 7-L %
X, RO X 512720 5,

interface gigabitethernet 0/0.100
vlan 100

VLANY A 3 —DJ x4 RADHA FS54 2 EFIREIE

ETFILDYR— b+

s Firepower 1010 : VLAN %7 A > ¥ —T = A A|E, AA vTF KR— ME/IT VLAN A > ¥ —
Tz A AT R— PSR TWEREA,
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VAN 4T 4 v 8—T x4 2077+ 0 hEE

cASAETNLTIE, BHA L H —T 2 A ADYTA L H—T 2 AZHRETEEEA, 7
B =T 2 A ADYR—MIOWTIL, BFHAgy MNR—b A F—T =24 2525
LTL &N,

ZOMDHA K514

WA L H—T 2 A A LD TR LNy FOEIE T H—T A AT D
GBS L H—T 2 A AT T 74 v 7 BRI ERNEIICTEHIEL LBV F
T MBA X —T A4 RIF T DRy MBS EH I ENRTEXH2DTY, 2
ORI, 77T 4 T eEiA X —7 = A A L EtherChannel U > 7 1264 TEEV £
T NI T4 I MY TA U H—T oA AE@BT DI, WA X —T oA AFET21T
EtherChannel 1 > # —7 = Af ANA X —T IR > TWVWAULENRD LT, VT 7 427
P A v H—T = A AF 721X EtherChannel £ > % —7 = A A& L2V & 912, nameif
a<w RERALTLIZE N, WA v % —7 = A A F 721X EtherChannel f > % —7 = A
ATH T DRy N EEESE L5501, @F B0 anenamef 2~ RERETE
F9,

FUEA L =T 2 A ADTRTCOVT A =T = AE, TV P T N—TF A R—
PV—T > RA U E—=T 24 ADWTNNTHILERH Y 7, REBLO—HITE
FH A,

ASA (3 Dynamic Trunking Protocol (DTP) Z % AR— kL TWRW®, SN TVND A
AYTFR—FEBEMHIC N T X T TDHEIICHETLHLENRHY 7,

BA % —7 =4 ZAD[FE U Burned-In MAC Address Z i f14 % DT, ASA TEFZSN-H
TAH—T 2 A—BEDOMACT RLAZEVYTAHZ Ly TExET, =L 203,
P—ER FTu L F =2k o5TiE, MACT RLRIZHEASNTT 7 & Al Z1T 5 HED
HVET, F/o. IPv6 ) 72— LT RLRAIIMACT RLAIZHESWTEREINS -
W, YT B =T 2 AT—BDOMACT RLZAZE VY THZ LT, —EDIPv6 Y
I =T RUARARRIZAR Y . ASATREDA VAL U ATDRNT 7 4 v 7 OF W%
BETAHZLEMTEET, “BOMACT RLAZHBMWICAKRTEXET, MACT RL 2R
OHBED B TESRLTIIEIN,

VIANH A A —DT A ADTIAIL FERTE

ZOIETIE, LHHEREOT 74/ a7 4 X2 b —va VBREINTWRWGEADA v
B =T 2 A ADT T4V "R EEZRLET,

AVB—DTAADTITAIL FDIKEE

A B =T A ADT 7 )V FORREIL, TOXATEIVNa U THA ME—RNIZLoTEAY
D E9,

“NVTF AT HRARN T RTIE, VAT LETAX—ANTOA X —T = A ADIRFEIT )
PHOLT, TRTOEN Y TELDAL L H—T 2 ANRNT 7 ) b TA X —T M7 >TWE
T, L, NG T4 I A B —T oA AZ BB THEDITITE., FOAL L E—T oAb
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VAT BE[TFAR—ANTA X—T N5 TWVWAMLERBVET, ¥ —T oA A% TR
T LAEITAR—ATU Yy MU UTDHE, FOA X —T oA AT, FNrIEHFLTNWDHT
NRTCOaAryTHRARTET L LET,

TN RERIIV AT AFTAN=ATI, AV F—T =2 A ADT 7 3/ hOIRFEITK
DERY TT,
WA A —T 2 A A T 4 B—=T I,

cVLANY I A v B —T =2 A A : A =T, T2, N7 49 I BTN EZ—T oA
A& TDHTDITIE, WEA A —T 2 A A A R —T IR > TODLERH D F
ﬁ‘o

VLANH JA 8 —2Jx4RE8021Q0 S F 05N

N

ATy I

ATy T2

VLANY T A v B —T = AP A X — T = A AF =% EtherChannel £ > % — 7 = A AT
BNL £,

I8 HHIIC

< IF arTHFANET— KT, VAT AETAN—ATCROFIEEZFEITLET, arTF
A RIDD VAT BFLTAR—=RA Y)Y 2 HI21E, changetosystem 2~ > RE AN LET,

FIE

LW TA =T =4 AEHRELET,

interface {physical_interface | port-channel number}.subinterface

1 -

ciscoasa(config) # interface gigabitethernet 0/1.100

port-channel number 5[%%i%. port-channel 1 7% £ @ EtherChannel A > % —7 = A A ID T9,
subinterface ID %, 1 ~ 4294967293 OFEE T,

Y TA B —T 2 A AD VLAN ZHEELET,

vlan vian_id [ secondary vian_range]

&1

ciscoasa(config-subif)# vlan 101 secondary 52 64,66-74
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N4 I(va—T x4 20E=40>5 |

vian idiZ, 1~ 4094 0¥ CTd, VLANID [ZiE, B SN TWD AL v FTPRINTND
HLONRH Y ET, FEMIZONTIL, A v TFOv=aT VEBZRLTIZIV,

v H o Z Y VLAN %, (EEETHHEPHICHONWT) A= hr~v, BI04 v =2 TRY]
HZEMTEFET, ASAITEI L HFUVLAN TR 74w I B2 ETHE, FORNTFT T 4w
2% 774~V VLANIZ~ v 7 LET,

[ U VLAN Z 88DV 7 A 8 —7 = A AZHEHT 5 Z L1 TEEH A, VLAN 298 A
VH—T 2 A RZENETHILIZTEERA, NTFT T4 v IR T A F—T = A A& Bl
TAHICIE, EV T A X —T A AT VLANID B ZEL 720 9, VLANID Z2EH 45720
IZno A7 a Tl VLANID ZHIBRT 208 3H D £ A, Bl VLANID Z$57E L T

vian =<2 REAJITHE, ASAICE» TEHWID AEEEINE T, VA RN ootk
7124 Y VLAN ZHIFRT 5120%, noa~> R&MiH L THIFRT 2 VLAN D&% U A 425 2
EMTEET, VA NS VLAN OAZRIMICHIBRCE £3, =& 20X, @END 12
® VLAN ZHIRT25Z LIx T EHA,

151
Wiz, —EDOEH 2 Z Y VLAN % VLAN 200 (2~ » 7T A% R LET,

interface gigabitethernet 0/6.200
vlan 200 secondary 500 503 600-700

I, VA D EDZY VLAN 503 #HIET 562" L ET,

no vlan 200 secondary 503
show running-config interface gigabitethernet0/6.200
|

interface GigabitEthernet0/6.200
vlan 200 secondary 500 600-700
no nameif

no security-level

no ip address

EENEYD
VLAN VT A B —T 2 A ZADTA LA (22—)

VLAN Y A A3 —T A RADE=Z) VT

WDa<wy RESRLTIEIN,
« show interface
AUHE—T oA AEHERER TR LET,

« show interfaceip brief

VIANY TS A2 —T (4R .



VIAN4 TS v8—Tz42 |
B vwwosro58—5z10z08

A VBE—T A ADIPT FL AL RAT—Z AZ2F R LET,
« show vlan mapping

vy T EINBA L E—T 2 A A, EHFY VLANBIVRF 74~ VLAN 2R L%
7,

VLAN DY T4 32— =4 Dl
KIS, o I T RCHFT A VBT = ADAT A — 3 ERET BIERLET,

interface gigabitethernet 0/1
no nameif
no security-level
no ip address
no shutdown

interface gigabitethernet 0/1.1
vlan 101
nameif inside
security-level 100
ip address 192.168.6.6 255.255.255.0
no shutdown

I, Catalyst 6500 TED X HIZ VLAN v v B 7 3 ET 200 &R LET, /—R%&
PVLANS (Z#5f5¢ 3 5 J7EIC OV T, Catalyst 6500 DR EH A A2 L T Z &0,

ASA Configuration

interface GigabitEthernetl/1
description Connected to Switch GigabitEthernetl/5
no nameif
no security-level
no ip address
no shutdown
|
interface GigabitEthernetl/1.70
vlan 70 secondary 71 72
nameif vlan mapl
security-level 50
ip address 10.11.1.2 255.255.255.0
no shutdown
|
interface GigabitEthernetl/2
nameif outside
security-level O
ip address 172.16.171.31 255.255.255.0
no shutdown

Catalyst 6500 Configuration

vlan 70
private-vlan primary
private-vlan association 71-72
|
vlan 71

private-vlan community
|
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VAN 4 T4 > 8—7 x4 20BE [

vlan 72
private-vlan isolated
|
interface GigabitEthernetl/5
description Connected to ASA GigabitEthernetl/1
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 70-72
switchport mode trunk

VLAN S DA U3 —T 24 ADERE

R1I:VIANY DA B3 —T 24 ADEE

HEe4 IN— | BERETRER
<3
v
VLAN £t T700) | R OHIFREA I S E L=,
¢« ASA 5510 AR TG A B ZAD VLAN BN 0705 10 1T 2 F LT,
« ASA 5510 Security Plus 7 1 = > A VLAN 275 10 775 25 I8 2 £ L
7.
¢ ASA 5520 @ VLAN 3473 25 775 100 I2HS 2 F L7=,
« ASA 5540 ® VLAN 373 100 7>5 200 1[Z¥ 2 F L7,
VLAN 280 722) | VLAN OF[MENET S E Lz, ASASSI0DIERT A XA TIX 1005
50 12, Security Plus 7 1 & 2 A TIE 25725 100 12, ASA 5520 Tl 100 75
150 1T, ASA 5550 TiZ 200 75 250 I2HI 2 TWET,
ASA 5580 ™ VLAN o0 812) | ASA 5580 L THAR— K &5 VLAN 28 100 225 250 ICB NS E L7,
EHL XY VLANDTFS5A4<Y |95 | % T Ao B —T A AT, 1 DL EDOED L FY VLAN ZHETX S L)
VLAN ~D~ v B2 7 OH FH— W72 E L7, ASAIZEH VXY VLAN ThI 7 4 v 0 %55 L, *
N7 A4~U VLANIZ~ v 7 LET,
WDa~y REBANEITAER L E L7, vilansecondary. showvlan mapping
ISA 3000 ™ VLAN DN 9131) | Security Plus 7 A & > A3 FH %072 ISA 3000 (22 T, K VLAN #5723 25 7
5100 122 F LT,
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