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AVE—=T 2 A AT, HOVDA =V Ry b A F =Tz RAFTAL v F F—h L LTRES
nEJ,

FIE

AV HE—=T 2 A a7 4 Fal—arE—ReltbLET,
interface ethernet1/port
eport : R—k (1 ~8) ZHFELET,

BHINA L E—T oA A AL v FIR—FE— RIIRETDHZLIITEET A,
51

ciscoasa(config)# interface ethernetl/4
ciscoasa(config-if) #

XA v F K= FE— FERARIC LET

switchport

IDA U HE =T oA APFTTIZAL vy FHR— M E— ROBFH, T— FELETLbVICR
{9 Fhm hRT A S B AT B E S CRD BT,

ciscoasa (config-if)# switchport

ciscoasa(config-if)# switchport ?
interface mode commands/options:

access Set access mode characteristics of the interface

mode Set trunking mode of the interface

monitor Monitor another interface

protected Configure an interface to be a protected port

trunk Set trunking characteristics of the interface
<cr>

ciscoasa (config-if)#

Ay FR—FE— FEBEHIILET,

no switchport

ciscoasa(config-if)# no switchport
ciscoasa(config-if)# switchport ?

interface mode commands/options:
<cr>

1

WIS, A= Xy PIBBLP 1A ZT 7 AT V4 —/VE— FICRET H02RLE
D
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ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa(config-if)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa (config-if)#

VLAN f B8 —2J 14 ADEFE

ATy

ATy T2

ZIZTIE, BEMT ORI AAS v F R— N THAT 720D VLAN £  H—T = A ZADFHRIE
FFEIZ DWW TCEH L £,

FIE

VLAN A > Z—7 =4 ZAZ&BILET,
interfacevlan id

cid: ZDOA L H—T A ADVLANID % 1 ~ 4070 OFFH THELET, -7 L., NEE
FADT=DIZTHRIEN TS 3968 ~ 4047 OFFHO ID 1T £,

1 -

ciscoasa(config)# interface vlan 100
ciscoasa (config-if) #

(EE) BID VLAN ~DEEEZ HahZ L E T,
no forward interfacevlan id

evVlan_id: ZOVLAN A > #—T7 =24 ATKT 7 4 v 7 ORMhEEIET 550 VLANID %
fRELET,

7l zIE 1 OO VLAN A VX —Fy b T7BADINFIZ, 9 1 2EREHERA Ry
FO—ZWNIZ, FLT3DHEZR—A Xy hT—2ZZFNENED B TET, mA—2b x> b
T—J I EEVR ARy NU—Z 2T 78 AT HMENR2NOT, F"—2A VLAN T noforward
interfacea~ > RZEHTEET, EVRARX Y NU—Z IR —L Xy NU—Z 2T VAT
TETN, ZOKFITEETA,

1

ciscoasa(config-if)# no forward interface 200
ciscoasa(config-if) #
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FDT O X R—FELTOEE

1 2D VLANIZAA v F R— b E2EN S THIZIE, T7®AR—FELTERELET, 77
tzﬁ~bi\57@L@%774/7@#%xfkni? 57 %)V TlZ. Ethernetl/2 ~
18 DAA v F R— F WA/ > TWT, VLAN L IZEID B THNTWET,

)

(GE)  Firepower 1010 TlX, X v T =27 NONL—TRHED DDA NR=0 7> ) — F'a b auid

ATy

ATy T2

ATvT3

R—FENFEHA, LENRST, ASA L DOEFIZIWWIN LRy N =7 L—T7NTKb LW
INZTDHDVENDH 77,

FIE

AV B =Tz A A AT 4 Fal—arT—NefbLET,
inter face ethernet1/port
eport: AR—F (1 ~8) Z&FELET,

&1

ciscoasa(config)# interface ethernetl/4
ciscoasa (config-if) #

TDAA v FAR— ~%& VLAN IZE Y B TEF,

switchport access vian number

s number : VLANID % 1 ~ 4070 O CRELEJ, T 74/ MEI VLAN1 T,

51

ciscoasa(config-if)# switchport access vlan 100
ciscoasa(config-if) #

(EE) ZOARA v FR— b ER#ENGELE L THRELET, ZNITEY . A v FAR— F2H
U VLAN EOfORES NI AL v FR—FEBETL20E2<CILNnTEET,

switchport protected

AL v F K=t EOT AL ZARFEITMO VLAN 05T 7 B A ENDHA, VLANNT 72
ﬁT?éM%w&w%é BLOBRERLZOMOEF 2V T 4 REIHAZ TT N A A
DEET DA, AL T AR—IMPMHEICEE LRI ICLET, =& xiE 320 Web
%%/\%%TX N2 DMZ BB H5GE. £ AA v FAR— hZ switchport protected =~ > K%
WHT2 &, Webh—_—ZMHAICHBECE ET, WERy NT—7 LANTER Y R T —27 130
T 3 DD Web h—"—FT RCTLWBETE, ZOWHAEETT S, Web Hh—/—TFHAIC
WETXERFA,
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1 :

ciscoasa(config-if)# switchport protected
ciscoasa (config-if)#
ATv74 (EE) #HEAZRELET,
speed {auto | 10| 100 | 1000}
7 7 4/ M auto T,
15'] .

ciscoasa(config-if)# speed 100
ciscoasa(config-if) #

ATFw7s ((EE) _—#HEEEZXRELET,
duplex {auto | full | half}
7 7 4/ M auto T,
i -

ciscoasa(config-if)# duplex half
ciscoasa (config-if)#

ATFYT6 A v FR— b A F—T M LET,

no shutdown
AA v FR— b eT 4 B—T N T DI, shutdown =< > REZ AT LET,
1 -

ciscoasa(config-if)# no shutdown
ciscoasa(config-if) #

il

WOFITIL, A —H x> F13, A=W x> b 14, BELOA—H > b 1/5% VLAN
101 iZED YT, /=Y Fxy M1BEA—V Ry M 1AEREGRE L TRELET,

ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
ciscoasa(config-if)# no shutdown
ciscoasa(config-if)# interface ethernetl/4
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
ciscoasa(config-if)# no shutdown
ciscoasa(config-if)# interface ethernetl/5

kg
filt
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ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# no shutdown

fD RSV R—FrELTOEE

ZOFNATIE, 802.1Q # VfF1F &M H L THE®D VLAN #5545 N7 7 AR— N OIERKTT
HEIZOWTHBHLEST, P I7R—=ME, 7R LBIOH I E N T 7 4 v 7 2% AN
F9, FAISNTEVLAND R 7 v 7%, 70 7R — haZEE3Icmml £7,

N2, TR LNT T4 v B2%ETHE, FEONT T 4 v 7 EBFXAT 47 VLANID
WZHE 7T LT, ASANIELWAASL v FR—MNI T 74 w7 HWELEY, BlOT77 47T
TA—NAE =T 2 A RN—T 4T LY TEBHLIICLET, ASAIL, N T 7 KR—
F22H% A7 47 VLANID b7 7 ¢ v 7 55T HBRIC VLAN ¥ 7 ZHIBRLET, #7722 L
c7 74 v 7 BRL VLANIZZ 7T snd Lo, oAy TFORNT7 7 R— NIRRT
FA T 47 VLAN Z 3% E L T 72 &0,

FIE

AV H—T A A AT 4 FXal— gy T— REBBELET,
interface ether net1/port
eport: R—F (1 ~8) ZRELET,

1

ciscoasa(config)# interface ethernetl/4

ciscoasa (config-if)#

DAL v FR—=F a2 T ITR=MILET,

switchport modetrunk

ZDOR— =T 7 BAE— FIZETLT DT, switchportmodeaccess 2~ RE AL ET,
£l

ciscoasa(config-if)# switchport mode trunk
ciscoasa (config-if)#

ZDO K7 7IZVLAN 250D 4 TET,
switchport trunk allowed vlan vian_range

«vlan_range : VLANID % 1 ~ 4070 O] TRRE L £ 7T, IROWT MO HETEK 20 D
ID Z#fRETE £7,

s H—D¥&5 (n)
o HiPH (n-x)
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B = o7t—torsosk—reLcomE

RTv74

ATy TH

ATvT6

c HEHBIUHERIZ, B~ TRED EF, ZEE ROXIITHEELET,
5,7-10,13,45-100

DR POVIZAR—RE AN TEETH, a~vr NIhor<ffHfECtarr7 s Xa1—
Va IR EEINET,

ZDa<wy RIZRAT A7 VLANEZEOTHIHRINET, hTI7FR— ML, 4T«
7 VLAN F 7 7 4 w7 R — DO EETDHEEIC, FICVLAN ¥ V52 HIBRLET, +
7. FFERAT 4 T VLAN Z 7B NWT WA NS 7 4 v 7 225 LER AL

i

ciscoasa(config-if) # switchport trunk allowed vlan 100,200,300
ciscoasa (config-if) #

XA T 47 VLAN Z IR L £,
switchport trunk native vlan vlian_id

- vlan_range : VLANID % 1 ~ 4070 O] CRE L £3, 7 7 4/ MEIZ VLAN 1 TT,

ER—=FDRAT 47 VLANIZ 1 DDHTTRN, +XTOR— MIEUARA T 47 VLAN £
71X E 2 A% 4T 4+ 7 VLAN 2 T& £,

1 -

ciscoasa(config-if)# switchport trunk native vlan 2
ciscoasa (config-if)#

UER) ZOAAL v FR—FERENRELTHELET, JUTEY, XA v TFHR— FRFE
U VLAN EOMDOR#EINTZAAL v FAR— N EEBETHOZESZENTEET,

switchport protected

AA v F R—=F~ EDOF A ZANFIHO VLAN 267 78 2SN 584, VLANNT 7 & &
RTINS B OERESCEOMOEX = U 7 4 REFICMATT A A& M A
WZHBEST 25802, A4y F A= FPHAIZEE LRWE I LET, & 2iE, 320 Web
Y= N—=Z% R A NTDHDMZ B L5E, % AA v FAR— NI switchport protected =~ > K%
WHT DL, Webh—_—ZtHEIZHBECE T, WXy hU—27 &Ry hT—27 130
THH 3 D0 Web br—"—FT XTLEBFETE, O ARETT 2, Web T — S—|TH AT
BIECTEEHA,

&1

ciscoasa(config-if)# switchport protected
ciscoasa(config-if) #

(EE) HEAZRELET,
speed {auto| 10| 100 | 1000}
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Power over Ethernet % .

7 7 4V MM auto T,
&1

ciscoasa(config-if)# speed 100
ciscoasa(config-if) #

(EE) —HEBEERELET,
duplex {auto | full | half}
7 7 4/ M auto T,
1

ciscoasa(config-if)# duplex half
ciscoasa (config-if) #

AAf v FR— oA F—T M LET,

no shutdown

AL v FHR— " &T 4 =T MIT BT, shutdown =~ K& AS LET,
41 -

ciscoasa(config-if)# no shutdown
ciscoasa(config-if) #

il

W, A —HFv F1/6ZFZVIAN20~30D NI 7 FR— R LTREL, XM T 47
VLAN % 4 [ZRET HH &= RLET,

ciscoasa(config)# interface ethernetl/6
ciscoasa(config-if)# switchport mode trunk
ciscoasa(config-if)# switchport trunk allowed vlan 20-30
ciscoasa(config-if)# switchport trunk native vlan 4
ciscoasa(config-if)# no shutdown

=L =

Power over Ethernet D ix &

Ethernet 1/7 45 & " Ethernet 1/8 (%, IP fEGECHEMR T 7 B AR A > b EDT /34 Z T Power
over Ethernet (PoE) % 73— Kk L CU £, Firepower 1010 /%, IEEE 802.3af (PoE) & 802.3at
(PoE+) Dl J57 %A — K L TUWEJ, PoE+ X, Link Layer Discovery Protocol (LLDP) % fi#
MLTE ﬁv«w%z:/i—kbiﬁ PoE+I3, W7 A ATHRKI0V v FOEEE
et £, TR EORME SN E T,
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. Power over Ethernet D%

ATvT1

ATy T2

AB=T2A A% Xy MU T DL TS ASDIEDENIRY 7,

PoE I%. 7 7 # /L b T Ethernet 1/7 3 £ O Ethernet 1/8 THINI 72> TWET, ZOFNETIL,
PoEZ BB L OEINCTHHEE, 7 a /TG A —FE2J/ETHHEIZOWTHH L E
ﬁ—o

FIE

A B =T A A AT Fal—aryET— RREEBLET,
interface ethernet1/{7 | 8}
B -

ciscoasa (config)# interface ethernetl/7
ciscoasa (config-if)#

PoE+ # AN E 7213z LE 7,
power inline {auto | never | consumption wattage milliwatts}

cauto : FAELET NA AD T T AT LT v MIEEMA L T, BELT A RTHBIRIZ
/& HAG U EJ, Firepower 1010 /X LLDP Z{E/H L C, #bl7e 7V » Mz S Hlcx T
T—hrLET,

s never : PoE Z##Zhic LE T,

- consumption wattage milliwatts : 7~ h{za IV 7w NEALCFEICTHEEL 7T (4000 ~
30000) . Vv MEAEFEITHEL, LLDP R I —v a3 VAT L2551E, o=
vV REHEHLET,

show power inline =~ R&fEHI L T, BIfED PoE+ AT — X A& KR LET,
i

ciscoasa(config-if) # power inline auto
ciscoasa(config-if) # show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 On 4 88.00 53.00
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il

WIZ, A =YXy b 1/TOU Y " EEFHTHEL, A1 —F x> b 1/8DEI% auto
WCRRET D PR L ET,

ciscoasa(config)# interface ethernetl/7
ciscoasa(config-if)# power inline consumption wattage 10000
ciscoasa(config-if)# interface ethernetl/8
ciscoasa(config-if) # power inline auto

ciscoasa (config-if)#

RAYFR—bDE=ZRYT
* show interface
A =T A AfEEHEREFR LE T,
« show interfaceip brief
AV HE—=T 2 A ADIPT RVALAT—H A HRRLET,
* show switch vlan

VLAN & 2 A v FR— FOEEMITEFRLET,

ciscoasa# show switch vlan

VLAN Name Status Ports

1 - down Ethernetl/3,
Ethernetl/4,
Ethernetl/5,
Ethernetl/6
Ethernetl/7,
Ethernetl/8

10 inside up Ethernetl/1

20 outside up Ethernetl/2

show switch mac-address-table

ABT 4 I BIXOFAT IV MACT RLA = M 2RRLET,

ciscoasa# show switch mac-address-table

Legend: Age - entry expiration time in seconds

Mac Address | VLAN | Type | Age | Port
0c75.bd11.c504 | 0010 | dynamic | 330 | In0/0
885a.92f6.c6e3 | 0010 | dynamic | 330 | Etl/1
0c75.bd11.c504 | 0020 | dynamic | 330 | In0/0
885a.92f6.c45b | 0020 | dynamic | 330 | Etl/2

* show arp
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B = o7k—ron

HAFIv T, AET 47, BIXOTFTaxT  ARP= U M ZFRLET, £14 T3y
7 ARP = hUIZIE, ARP = M) OMHMO=—T U IR GENTHET, =—T
JOMRDVIC, AT 4 v 7 ARPZ=V FUIZIFA v (1) B, 7aXx T ARP=V R
(213 Talias] &WOIRENEZENTWET, KIZ, showarp =~ FOHAHIZR L E
T, 1200z M X, 2BH=—Y 7SN TWAHELALFT Iy s = R T, 2D
OO NIFAZT 47 = b, 3900 MU E7 X  ARPO= FU T
T

ciscoasa# show arp

outside 10.86.194.61 0011.2094.1d2b 2

outside 10.86.194.1 001a.300c.8000 -

outside 10.86.195.2 00d0.02a8.440a alias
« show power inline

PoE+ AT — X A& F R LET,

ciscoasa# show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 On 4 88.00 53.00

AA Yy FiR— DA

WDOIE Y7 TiE, =Ty FE—FBLIOR N T VAT LY b E— RTAS v FR— &K
ETHEZ2RLET,

IL—T v FE— FDH

OB TIE, 2 OO VLAN A VX —T = A ZA&EERR L, 2 DDRA v F R — FERNEA X —
Tz AR, b1 DOEINRA LV H—T =2 A AZEID B TES,

interface Vlanll

nameif inside

security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface Vl1an20

nameif outside

security-level O

ip address 10.20.20.1 255.255.255.0
no shutdown
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|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

S UART LY FE— DO

rsvzx7Ly rE—rosl ]

WOFITIX, 7YV VTN —T1IZ22ODVLANA v H—T = A ZA%ERK L, 2 2DAA v F
R—=REWNEHA L HZ—T A R, I 1 DENTA L F—T A RZENY Y TET,

firewall transparent
|

interface BVI1

ip address 10.20.20.1 255.255.255.0

interface Vlanll
bridge-group 1

nameif inside
security-level 100

no shutdown

|

interface V1an20
bridge-group 1

nameif outside
security-level 0O

no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown
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B o7 791 18—z 42/24 9FR— rOREDH

TJ7AT7 94— I AEZ—T A RIAAL vFHR—FD;REEDH

WOEITIE, WEA v X —T A ZAHD 1 DD VLANA v Z—T = A4 AL HEE L dmz
ADO2o507 7 AT 03—V A0 F2—T x4 A%BEMRLET,

interface Vlanll

nameif inside
security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/4
nameif outside
security-level 0

ip address 10.12.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/5
nameif dmz

security-level 50

ip address 10.13.11.1 255.255.255.0
no shutdown

MEL—T 20XV T )y T0H

WOFITIE2oDT ) v P ITN—TE2ER LET, 7V P T N—7112220D VLAN A
H—7xAA (inside 1 & inside 2) . 7V w7 N—72121 DD VLAN A V' H—T =4 A
(outside) #&E0ET, 4 BZBHDVLANA VF—T =2 A AFTV o T N—TDO—ETiL7
<, BEDONV—T v RA v H—T 2 ATT, FMEVLAN EOAAL v FR—=K ED T 7 4 >
713, ASADEXF 2T 4R —DORRITIT AR FHA, 2L, 7TV vV T NA—THD
VLANRID T 7 4 w273 BX2 ) 7o R =N IND 70, FFEDOE T A FEO
LAY TV O ITN—T LA, v FHR— BRI D ENTEET,

interface BVI1

nameif inside bvi

security-level 100

ip address 10.30.1.10 255.255.255.0
|

interface BVI2

nameif outside bvi
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security-level O

ip address 10.40.1.10 255.255.255.0
|

interface VlanlO
bridge-group 1

nameif inside 1
security-level 100

no shutdown

|

interface Vl1an20
bridge-group 2

nameif outside
security-level O

no shutdown

|

interface V1an30
bridge-group 1

nameif inside 2
security-level 100

no shutdown

|

interface Vlan 100

nameif dmz

security-level O

ip address 10.1.1.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 10
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/4
switchport

switchport access vlan 20
security-level 100

no shutdown

|

interface Ethernetl/5
switchport

switchport access vlan 100
no shutdown

|

interface Ethernetl/6
switchport

switchport access vlan 10
no shutdown

|

interface Ethernetl/7
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/8

Firepower 1010 X 1 v FiR— FDEEXRA V2 —T =4 RRE .



Firepower 1010 21 v FR— hOEKA >4 —T 1 2HE |
. T =LA —N—Df

switchport
switchport access vlan 100
no shutdown

Jx—)LA—\—DH
wIZ, A=V Fy M B3ETz2—NF =R H =T 2 A AL LTRETHMERLET,

interface Vlanll

nameif inside

security-level 100

ip address 10.11.11.1 255.255.255.0 standby 10.11.11.2
no shutdown

|

interface V1an20

nameif outside

security-level 0

ip address 10.20.20.1 255.255.255.0 standby 10.20.20.2
no shutdown

|

interface Ethernetl/1

switchport

switchport access vlan 11

no shutdown

|

interface Ethernetl/2

switchport

switchport access vlan 20

no shutdown

|

interface Ethernetl/3

description LAN/STATE Failover Interface
no shutdown

|

failover

failover lan unit primary

failover lan interface folink Ethernetl/3
failover replication http

failover link folink Ethernetl/3

failover interface ip folink 10.90.90.1 255.255.255.0 standby 10.90.90.2

kg
filt
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AAYvFHR—FDERE

R1: R4 v FR— FOREE

HaE

iy

N— |

Tav

Firepower 1010 /~— R |9.13(1) | Firepower 1010 Ti&, &A1 —HV Xy N A v F—T =2 f A% AL v F R— METZ7 7
V=7 AL v FOY ATUF—IN AL H =Tz AL LTRETEET,

A b BrLVWWET IN/=a< 2 K : forward interface. interfacevlan. show switch

mac-address-table, show switch vian, switchport, switchport accessvlan, switchport
mode, switchport trunk allowed vlan

A —H x> bk 1/78 L [913(1) | Firepower 1010 1L, A —H x> ks /7B LA —H % b 1/8 TP Power over Ethernet-+
A —H xRy h1/8T (PoE+) ZHAR—FLTWET,
@ Firepower 1010 PoE+

D o | FLVWAEE Sz~ K : power inline, show power inline
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