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ERHVET, £ Flna=y Na—VEZEHEBNTEET, 7774722y
I G snmp-server user username group-namev3 =~ > K& A 19570, Kb ST/
WER D priv-password 47" = > & auth-password 47" > 5 VA L TAX VNS 2= v
CE#HANTHZ IR, Fa—PEHERELET,

ASAIZ. SNMP 7 S5A T v h Do o F— 25T LG LERA,

IEFICEEDOT 7 Ay Fr—Lb— )L ENAT L=V’ H D6, REDOTA RZL -
TERRBREDO LT ) r—a URIT oD RN H D . ZORER, AZ (2
= "R AF N EEE TIREBIGET D ETORFEPES< RV T, ik, 20V —
/lxit ISSHE v v a v &MLz r—ya A Z RS 2=y NIRRT D
REIC OB 525 REMRH Y £4, REDV TV r—a v ONRT 43—~ A%
Lét‘é ¥, asp rule-engine transactional-commit access-group 33 & O asp rule-engine

transactional-commit nat =~ > FZ#EH LT, 77 & A/L—/L & NAT Ofi 5T K7
svavaly NI LET,

AP NRAB—NIBATT AT AT T 4 _XT D=y NI, TI/T 47 2=>
Nevwvy 7 &ERILET,
il

firepower#show clock
01:00:52 UTC Mar 1 2022

01:01:18 UTC Mar 1 2022 <======= Incorrect (previous) clock

Cold Standby Sync Config Detected an Active mate
19:38:21 UTC Apr 9 2022 <======= Updated clock
Sync Config Sync File System Detected an Active mate

firepower/sec/stby#show clock
19:38:40 UTC Apr 9 2022

NAT_XATGEY T 4 (T=— A —"—) Ox=v MI, 7oy 7 =8ICFELESE
oo RIEIDMTOND EXDAXR OB ERIZFLET,

« HTLWHA T MMER EN D,
« HA N SN CTHEIERR S LA,
o« Tx—)VE ==Y I N L@mENTR SN, FiEL S5,
« no failover/failover & 7=1% configure high-availability suspend/resume (Threat Defense
CLISH) zi~> RZHEHA LT, 72— A —NR—RFT—F ZANFHTEFEINT,
e 7Ty N7 3 — AL THEITEIN TS ASA/Threat Defense HA 27 TliL. [FI#II% ASA/Threat
Defense 72 ED7 7V r— a IOHRBEH I, Uy —VITITEH I EE A,

cHA ZHNZT DL, TXTO/N— FBFREIICHIER S 3L, HA OEITRT 7 7 1 7IREE
WCE DT RICHEBINSNET, 207 2 — AP CEEN LD D ATREENH D 3,
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| M 7RASEYTFADEODT T —ILF—1—
Jr—nt—rni—o7F7int |

cEHY X —FTEIT A A =Ty — &M LB B E o @ e O BRI, 3
WUzl X VGRS #E=y FOTXTOBAFOMRNN, BIRLIZT T A ~ V&R
o=y b ERMINERICEESBEZ SN0, &Y HA) OFEKRFICTZ
A~V o=y PREEICERINLET, 2E2E BEFOT 74~ 2=y MIEENRIEA
L. EEFFAT (RMA) ZfEH L CTASHL L 7 BRI HA NN CTRMER S 72356, HA OFF
iR =y haet o XV a=y FELTERLT, BRLET S/~ V2= |
DR = MIER I ET,

TJx—I)LA—IN\—DTIT#I) k

T 74N MTIEH, 72— A== R = IROFENFENE T,
« 27— M7V T 2L A—R—TO HITP HEUI Tbh £ A,
CH—DA U H =T 2 AEETT = — = R=NMTbh T,
AU B =T A ZADR—Y TR S BT,
e AV B —T A ADK—/V RRFIL 25 BT,
AEEDOR—Y v TREHIZ 1T,
o BEE O R —L RRFRTIEL 15 B TF,
T MAC 7 RLAE~v AL FarTF A ME— RTEDHLSTWETR,
T RTOMEA L H—T A REE=X Y T LET,

o '} . N N L —
TIOT4TIRZ N, TJx—I)LA—I\—DETFE
TITATIARZ N, T 2= )V —=N—%FRETDHIZNE, T oA~ VEELEI T ) EE
DR S CHAN T = — LA — R —BE R R L ET, 20T _RCORERF T A ~ ) 48
COBITo Tt T H T U B E R A S

TIOTATIREUINA T2—IA—IN—DT AT EEDHRTE
COWEDOFEIH ST, TIT A TIRAZ NN, T 2=V —NR—ERDOT T4~ ZEREL
1, ZOFETIZ, FITATVEBTTc—NF— =% X =TI THEDITHNE T
INDaA T 4 F 2 —a ryRNHABESNLTWVWET,

IR BHEIIC
o Tx—)VF—N—= YT LRF— YT ERERSTRNTOAS U F—T 2 AD AL N
AIPT RVAZREST D EaMRLES, FA U PY—RA» MERIC3IEY b3
Txy b AT EHERATEHEE, AZUANALIPT FLAZRELZNTLLEZE N, W
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NA TRLASEYTADI=HDT z—)LA—/"— |

B 7705004 22— nt—n—0F513 v EBORE

&

ATy T2

ATvT3

DA HZ—T7 A ANDHCP HICRE SN TWAERE, 72— F—NR—% A X —T
WIZTBHZ LIETEEREA,

e Tx— )L F ==V I BILORT—F U 72 nameaf 2% E LRV TLIEEW,

cwNTF AT HFANET—RTIE, VAT LETAR—ATROFIEEZFATLET, =
THXARNNL VAT DFLTAR—RZYI D 2 %121, changetosystem =~ > K& AJ) L
i‘j‘o

FIE

CO¥BEBETTA~ VEBEITRELET,

failover lan unit primary

T2 NF == U7 L LTHERT A =T = AEHRELET,
failover lan interface if nameinterface id

1

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

DAV E—T 2 A AZ, OBMICIIMERATEEEAL T a AT — VU7 ER
<) o

if name 5L, A ¥ —7 = A AZARHTEEN Y HTET,

interface id518UziE, 7 —2WHiA L X —T = A A, BT A U H—T = A A F721%EtherChannel
AU H—T =2 A AIDZEFEETE £3, Firepower 1010 Tlix, A VX —T =A AIT7 7 AT 74—
NAVHE =T AIDTYT, AA vF K—HFID 72X VLANID Zf8ETHZ LI TE FH
A, Firepower 4100/9300 Tld, {LEDOT =X XA T A LV F—T = AT ET,

TITATIPT RVALERZ U NAIPT RV ARE T 2 — LA —"— U 728D Y TETS,
failover interfaceip failover_if_name {ip_address mask | ipv6_address/ prefix} standby ip_address
1 -

ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

F2E

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

ZOT7 RVAFRBEHOY 7Ry b EIZ2TERY EHA, 2O T Xy MIIP T RLA
M2O72F D31 By b (255.255.255.254) 12T HZ &N TEET, 169.254.0.0/16 & £d00:0:0:*::/64
NI ENLA YT %y FTHY, 72— AF—N"—J IR0 F— ) U7 IR
LHZrixTcEEEA,
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| M 7RASEYTFADEODT T —ILF—1—

ATvT4

ATy TH

ATvT6

FoF4IIRE A Tr—Nt—ni—nT54 7 EE0RE |

ABEUNRAIPT FLRAL, 77T 47 IPT7 RLALFE LY Ty NTHLLENDY £3,

Tx—VF == VT RX—=T VI LET,
interface failover_interface id

no shutdown

1 -

ciscoasa(config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

(FFay) ZAF—F ) o ZIZBDOA v 2 —T oA A RFEHRTHESIT. TOAL 2 F—T =«
AAERELET,

failover link if_nameinterface id

1 -

ciscoasa(config)# failover link folink gigabitethernet0/4

BDA LB —T oA ZAZBELRVES, 72— VA==V I NRATF— Y UV IERHE
nEd,

if name 5L, A V¥ —7 = A ATARHTEE Y Y TET,

interface id 51 802iL, MBS v X —T =2 A A, BT A ¥ —T = A A F72I% EtherChannel A
VA —T A AID EZ{ETEXET, Firepower 1010 TiX, A X —T 2 A A X7 7 AT U4 —
NAUHE =Tz AID T, AL vF H—FIDEIXVLANID ZfEETH 2 LIETE £
Ao

WMOAT—F V7 EBBELIZGE, AT =MV T 7T 4T IPT RLRERZ A
IP7 RLAZED Y TET,
failover interfaceip state if name {ip_addressmask | ipv6_address/prefix} standby ip_address

1 :

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

Ed =

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::a0a:b71

ZOT7 FUVRIE, 72— A== 7 L3RRI RMEHAOY 7%y b EIZR2Fidey £
HFh, ZOVTxy MIIPT RLUARAR227Z1F D31 By b (255.255.255.254) (2352 &N
T&EET, 169.254.0.0/16 & £d00:0:0:*::/64 |ZNEHNMHEH SN H TRy R THY, 7=—/b
==Y T RAT— RN VI TDHZ LI TEETA,

ABNRALIPT RVAIL, 7727747 IPT RLVAERUY TRy hTHALENDY £9,
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B 75525254 7z—nt—r—0T51 7 U EBORRE

ATy T17

ATvT8

NA TRLASEYTADI=HDT z—)LA—/"— |

27 =M V728355613, ZOFIEEZ LIXLTIEEN,

BOAT—F Vo7 E2BELEZEAE. AT V7843 —TMILET,

inter face state_interface id

no shutdown

1 -

ciscoasa(config) # interface gigabitethernet 0/4
ciscoasa(config-if) # no shutdown

27— h V7 26T 55813 ZOFIEEZ LIXLTIEEN,

(FFay) ZJoa—NF—R"— Uo7 BIORAT—F U7 DOBELKEELT 5101, &
DOWTNNEFEITLET,

() T _XTOT7 = — VA —"—@ELXES LT 2I121E, EERO 7 = — L F—/— 1
VI BEIORAT— K U2 @ IPsec LAN-to-LAN b > RV &S L £,

failover ipsec pre-shared-key [0 | 8] key
il

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

key I3Hc K 128 LF T, M HFOREBEIZFALF—2HBELET, F—ILIKEV IZL->Th
VANV ERENLT D IO S ET,

TYAB—=RAT =R (RAZ—=RAT L—ADFREEBR) ZEHLTWDL5E, ¥—
Tar 74X alb—rvaryNTHEHMELSNNTWET, 274 Falb—rarhbat—
T 58561 (72 & 21E moresystem:running-config O i b D2 —) | F—U—1K 8
AL TCEF =S INT0L 2 EEELET, 774/ FTIE, BElbIhTn
RUWVRAT — REFRET D 0 0MER S E T,

show running-config ™71 Cid, failover ipsec pre-shared-key (% ***** @ X 9 |[ZHK /RS
FT, TOVRZ EINEF—Far—TxEHA,

Tx2—= VA —R—=J I BIOAT— MU IO LEREL2WGA, 7o —Lg—
N—BEIZZ VT TFA MRV ET, ZoBEFICIFa~y MERPIGRESLs 2
T4 X2l —2 g rNOTRTONRNRT— RRF—HEFNET,

IPsec 575 fb & L T — 0 failover key B 5 b O T2+ 25 Z LT TEEHA, WO
FEZRRE LTeaid, Psee MEMSNES, 2L, vAF— AT L—XZfEHT
534, IPsec B 5L 2 7% E T S HiC nofailover key =~ > R&MH L TV = —/L A4 —/3—
XF—ZHIRTHDLENRHD 7,

7 = —)LF— 38— LAN-to-LAN k> %/LiZ, IPsec (FDD VPN) T A & A3 H
ShEHA,

(AFvay) Z7z2—nNA ==V I7BILOAT—K V7 D7 2—)VA——EE
RS LET,
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| M 7RASEYTFADEODT T —ILF—1—

ATv79

ATy 710

FoF4IIRE A Tr—Nt—ni—nT54 7 EE0RE |

failover key [0 8] {hex key | shared_secret}
B

ciscoasa(config)# failover key johncrlchtOn

1 ~ 63 L7 shared_secret £ 7213 32 7D 16 #EF— 4 L £, shared secret |2
X BT F FRIFARRAOEEOMEAEDE RN TEET, WEME LT 16
MR —IIRE X —Z2 AT oIS ET, MAOEEICFELXF—42HEL F
R

YAR—=NRAT L= (v RAE— RAT L—ADORELBMR) AL TWHEE, 4
EWEELITI6ERF—IZa 7 Fab—va VAT S LSNTWET, 207 ¢
Fal—varhbabt —3o851F (72 & 21X moresystem:running-config ® i 7175
DAt —) | F—U—F8&MH L THAME LT 16 EEF - S Tnd Z
EERBELET, 7740 T, BB LS TWRWASRT — REZET 5 003MEH X
WET,

failover key O HAHFAE X, show running-config O H I ***xx LIoRENEd, 2O~
A7 INT-F =Tz —T&FEHA,

Tx2—NVA—R—=UJ T BIOAT— MU IO LEREL2WGA, 7 o—Vd—
N—BEIZZ VT THFARMNIRYET, ZOBEEIZITa~y FERPICHESNLD 2
TA4X2L—2arHNOTRTONRRAT— RRXF—88FENET,

T 2= )V E— N Z—T I LET,
failover

VATA Ay 4 X alb—yarE 7Ty a AEVIRELET,

write memory

451
WIZ, ToOA<VEBAO T 2— L F—_— RS A —ZOHEFE T LET,

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3
no shutdown
failover link folink gigabitethernet0/3
failover ipsec pre-shared-key a3rynsun
failover
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NA TRLASEYTADI=HDT z—)LA—/"— |

B 75525254 Fz—nt—ri—oth s EBORRE

TOTATIREINA T2— LA —NN—DEH U RZJEEDHETE

ATy T

ATy T2

T VEBEICKERA T 4 Falb—valiE T A== I Dar T 4 Fa
L—a U2, B X VEEICE, T4~ VEREICGEET A0, b
Da<wy RNHLETT, 794~V EERE I X VEEIZa Ly 7 Fab—2a &k EL
e, 20037 4 X ab—a UHTHE REOME I failover lan unit 2~ > R C
T, ZOavy RCHREEBN T T~ Ut X2 el Ed,

1R BHHIIZ

c WTNINDA H—T = A A8 DHCP FIICRE SN TV D HE, 7= — A —"—% A
F—=TMZTHZ LT TEERA,

e Tx— )L F ==V I BILORT—F U 72 nameaf % E LN T &N,

cwNTF AT HFARET-RTIE, VAT LETARX—ATROFIEEZFATLET, =
THXRARNNPLYAT LFATAN—AIZHI D X 121X, changetosystem =~ > K& A )L
EJr RN

FIE

failover lan unit primary =~ > RZ[RW\WT, 774 v VE#EE L Fo< A La~vy REFHAT
L7, {fLE& Cfailover lanunitsecondary =~ > NICEZ #1252 & TE 775, secondary
X7 74V FREDTZD, WAHATIEHY EXA, TI7T A T/AZ N, T x2— )b —3—D
TIA v VEBEORE Bl ~—Y) ZZRLTIEZIN,

WA R LE T,

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

ciscoasa(config)# interface gigabitethernet 0/3

ciscoasa(config-ifc)# no shutdown

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

ciscoasa(config) # failover

Tx— )V —NN—ar 7 4 Xal—yaryRNa#Enz#%c, a7 4F¥alb—varvxr
Fyva AEVIRIELET,

ciscoasa(config)# write memory

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—
7974970747 7z—nA—rn—ozz |

TO9TF4TI79T4T TJx—ILA—IN\—DETFE

T TI2T4TIT 7T 47 72—V —"—DFEFFECODWTIHA L ET,

TIOTF4I79T47 Z2x— LA —N—DTSATEEDHRTE

COHOFEW ST, TITATITIT 47 To—NF—R_"—ar7 X2l —gT
TIA < VHEELZRELET, ZOFETIE., 7794~ VEETTz2— A —NR—% A F—7
T BB/ N\Da 7 4 Falb—ra yBHEISNLTWET,

4 HREIIC

e wILTF AT XA N ET— RO EITELICHE-T, L F arFTF A E—F
A =TI LET,

=Ty RE—RFRBIOIN T VAT LU RN E—RDOA X —T o2 AHE-T, 7 =—
NA—=N= 7 2T =K VI ERSTRXTOA U E—T 2 A ADAZ LA P T
RLAZRETHZ EHHRLES, RA LMY —RA LV MEFRIZ3IEY PV TRy b
Y AY TG, AXUNNAIPT RLAZRELRNTIEEN, WInhoA
VH—T A4 ANDHCP HICHE SN TWDHHA, 7o— VA —N"—% A X—TNWIZT D
ZEIITEERA,

s Tx— N —NR—= Y I BIORAT— K U 72 namef ZFE LRV TLZEN,

« ZOFIEZ T AT DEITAN—ATEITLET, arTXFRXENH UV AT LAETAN—A
(YD B % 5%, changetosystem =~ > K& A S L £9,

FIE

ATV TN ZO¥EBEETTAVEBICHEELET,
failover lan unit primary

RTYT2 Tz nNA—N—= Vo7 LTSN —T oA AZRELET,
failover lan interfaceif _nameinterface id

1 -

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

DA E—T oA A%, OB TEEEA T arDRT—F U213k
<),

if_name 518%. A ¥ —7 = A RZAHTEEID Y TET,
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NA TRLASEYTADI=HDT z—)LA—/"— |

B 77979747 72— nt—n—0F517UEBORE

ATvT3

ATvT4

ATy Th

interface id 51802, WA X —T =2 A A, BT A L Z—T = A A F72I% EtherChannel A
VA —T x4 AID ZHETE £, Firepower 4100/9300 Tix, [EEDT =X H A T A X —
TxA REFERTEET,

7&5‘47\‘11)7 ]\“[/X &X&://\‘/]) P7 ]\‘\]/X%‘jl._/l/j—._/{_ U :/?c:%”@ %Ti_ﬁ_o
standby failover interfaceip if_name {ip_addressmask | ipv6_address/prefix } standby ip_address
11 -

ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

Ed =

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

ZOT7 FVARIRFEHADOY 73y b ElIZRITFNIERD EHA, 2O T Xy MIIPT KA
M2OETF D31 By b (255255.255254) 1295 Z EMMTEXET, 169.254.0.0/16 & £d00:0:0:*::/64
IR SN T2y FTHY, 72— F—R_"—=) o I7RRFT— ) 7 T+
LT EITTEERA,

ABUNAIPT RLRIL, 77747 PT RLALE LY 7Ry NTHHLERH Y FT,
T x— VA==V T A X =TI LET,
interface failover_interface id

no shutdown

51

ciscoasa(config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

(FFvay) 27— ) o212 A v B —T oA A RfEHT 5T, O F—T =
AAERBELET,

failover link if_nameinterface id

51

ciscoasa(config)# failover link statelink gigabitethernet0/4

T2 NVF ==Y 7 EIFRDOAT =N 7 2T 2 L e BRI LET, BloA
B =T 2 A AEEELBRWGE, 72— AA == I RAT— M) IS ET,

if name5I¥E. A v & —7 = A RAHITEEIV S TET,

interface_id 51 802i%, MBS X —T = A A, BT A L Z—T = A A F72IL EtherChannel A
VHE—T A AIDBEETEET,
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ATvT6

ATy T17

ATvT8

FOF4T747 Tr—nA—ri—nT54 7 EEoRE |

BDOARAT—r V7 H#BELESES. AT—bMV U JIZT7 7T 4T7IPT RLARAERZ A
IP7 FLAZEY B CTET,

ZOT RVAZ, 72— A== 7 L3RRGO 732y b BT &
Hhe ZOV TRy MIIPT FLANR2OZTF D31 By b (255.255.255.254) (2452 &M
TEFET, 169.254.0.0/16 & £d00:0:0:*::/64 IFNFHHIHEH SN AV 7Ry R THY, 7=—L
F=N=Y I RAT— Y VI TDHZEIETEERTA,

ABUNAIPT RLVRIE, 77747 PT RLALEE LY 7Ry NTHHLENRH Y FT,
27—~ V72T LH5EIE. ZOFIRZLIXLTIEIN,

failover interfaceip stateif_name {ip_address mask | ipv6_address/prefix} standby ip_address

1 -

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

EJ =

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

MOAT—K V7 #BELESGE, AT — M V724 RX—7 VI LET,
interface state_interface id

no shutdown

1 -

ciscoasa(config) # interface gigabitethernet 0/4
ciscoasa(config-if) # no shutdown

AT —h Vo7 2T 81T, COFEEZLIZLTEE N,
(FFay) Zoa—NF—N"— Vo 7BLO0AT— K U7 OBEEXKSLT I21E, K
DOWTNNEFEITLET,

« (B0 FTO7 = — A — " —lbfE ST 5101, REROT 2 — A —3—1
VI BEIOAT— K U2 ® IPsec LAN-to-LAN b > RV &S L £,

failover ipsec pre-shared-key [0 | 8] key

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

key 1L5 K 128 L7 TT, M OEEICFRIUF—2HELET, F—IXIKEVIZEL->THhH
RNV EMSLT DD S E T,

VAL = RAT L= (R AF—=RAT L —ADOHREEBR) ZHEHLTWEEE, F—
Far 74 F¥2b—rarNTHESESNTHET, 2074 Fal—rarhrbabt—
T5EA1E (72 & 2% more system:running-config D H A1 HDa e —) | F—TU— K8
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NA TRLASEYTADI=HDT z—)LA—/"— |

B 77979747 72— nt—n—0F517UEBORE

ATvT9

EHALTCEF DB INTWAZEERELET, T 740 FTiE, BEafbEnTn
IRV AT — RERRET D 0 BREHINET,

show running-config @ Hi /) Ti&, failover ipsec pre-shared-key |3 ***** ¢ ] 5 [ZFR/R S 4
F9, ZOFRAZINEXF—Eat—T&EHA,

Tz— VA —R_R—= UV ITBILORRAT— U 7 O LERE L7\ 7 =)V —
7N—1 'fl:l X7 V7 7% X KMZ fi@i—fo :@@{m Tz~ }\%Ei[:{j \—%'fméﬂéj/
TA4X 2L —2a VNDOTRTONRAT — RRF— b3 FENE T,

IPsec K5 5k & L 4 o — failover key Bs BAL DO FZ T2 Z Lix T EHA, WAEHFD
FiExEBRE LTeGad, Psee WMEHSNET, 7278 L, vAF— RAT7 L —X%MEHT
D856, IPsec %ﬂ:%a&ffﬁ“é Az nofailoverkey =~ > RZFEH L TT7 = — /LA —/—
F—ZHIRTOILERDHD 7,

7 = — LA —s3— LAN-to-LAN k> /L%, IPsec (DD VPN) T A & o & 2% A
SNFEHA,

i

(FFvay) Z7=2—nNF—N"= D I7BILOAT—F V7 D7 =—)LA——f
ek LET,
failover key [0 8] {hex key | shared_secret}

]

ciscoasa(config)# failover key johncrlchtOn

1 ~ 63 L7 shared_secret £7-1% 32 LFD 16 EFH X —2HH L 7,

shared_secret [Z1%, 7. XF, L3R AOTEOMAGDE #EHTE E3, HH
FE F 721316 8 — 13 B — 2 AT Ao S E 3, i OREIZF L% —
ERELET,

VAL = RAT L —R (FAH—= RAT L —ADORTEEER) Z2HEHL CWBIE4E, It
AWMEEIX 16 ERF— a7 4 X2 —va VNTKEBLESNTVES, a7 ¢
Fal—varhnat —3 258581 (=& 213 moresystem:running-config ® 717> 5
Dav—) | F—U—RF8&MH L THAME LT 16 EEF - S TnDd 2
EERIBELET, 7740 M T, BB LS TORUVWIRT — RERET 2 00 &
nE9,

failover key DA X, show running-config D H FJIZ ***** L RIRENFET, ZD~
A7 ENTeF—IFa L —TXEHA,

TV —= "= T BILOAT— ) 7 OREBLERE LW E, 72—/ A —
IN—] 'f#iy)TTa'\‘x I\L fci@ij_o u@@'fm Ta~v ]\%Piqj k—aé'fméhé:l/
T4X 2l —2 g HNOTRTONRNRAT— RRF— LS FNET,

T x— L — = T—T 1 BER L E T,
failover group 1
primary

preempt [delay]
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1 :

ciscoasa (config-fover-group)# failover group 1
ciscoasa (config-fover-group) # primary
ciscoasa (config-fover-group) # preempt 1200

W, TIAVEBRICIN—T 1 E2E0Y T, BT VEEIILV—T 225 4 TE
. Z/L—7® primary F 72 (% secondary DFXEIZ DD 6T, I_ﬁji@7a:~/l/7l‘~/\~ T —
TIRRINZT — b Llca=y N TT 77 4 71270 £F (ZNODFRFCEE L7z X5 Ichx
DHBTh, — D=y ERRYINZT 77 4 7120 £7) , preempt 2~ R, fiES
NI-LEEPNEHTTREIC /e~ T2 & &S, 72— LA — = I —T N DEE THBNIZT 7
TA T D EDICLET,

F 7 a D ddayEiciE A A LT, ZOEM T = — /1 — " — 7 )L— FNHHE O LS E
77?47%%K%ﬁén\%@%K%Eéhk%ﬁ?ﬁ@%ﬁ77747&&5;9_T%
£, AZRMMEIZ 1 ~ 1200 T,

AT — R TN T 2=V F—R—=NA Z—=TNOEE, TV Faid, 7o=—F—r—
TN—TIBUET 7T 4 7182 TV HIEN DA ER SN D E TRIESNET,
FE T =— A —"—F 25 L preempt 2~ RiZEHEINET,

Tz VE == T—=T 2 BAFRR LT, BT VEEICEID Y TET,
failover group 2

secondary

preempt [delay]

i

ciscoasa (config-fover-group) # failover group 2
ciscoasa (config-fover-group) # secondary
ciscoasa (config-fover-group) # preempt 1200

BEDALTHRAIDALTHXAN AL 74 FXFal—varyE—KRIAD, ZOarTF%2R
N&e 7 o— )b — "= T N—TIZHY B TET,

context name

join-failover-group{1 |2}

51 -

ciscoasa(config) # context Eng
ciscoasa(config-ctx)# join-failover-group 2

aVTFXA RN Doy REBRYIELET,

RKEDV LB TOaLrFTHFAMITRAT, BB 7 2— LA —R_"— L —71ZE D Y THNE
T, BFHaLUTXFAMIBIZ T 2=V F === 1D R NR—=TF, 7 )—TF2/2H Y
WMTAHZLIZTEERAL
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B 77979747 72— nt—n—othoFUEBORE

AT T12

ATy 713

T2 VN F A X =T T LT,

failover

VAT A Ay A X al—alrE 7Ty a AR VITRIFELE T,

write memory

151
WIZ, TOASVEBHAOT = — LA —_— RS A—FDF/EFE R LET,

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3

no shutdown
failover link statelink gigabitethernet0/4

failover interface ip statelink 172.27.48.2 255.255.255.254 standby 172.27.48.3
interface gigabitethernet 0/4
no shutdown
failover group 1
primary
preempt
failover group 2
secondary
preempt
context admin
join-failover-group 1
failover ipsec pre-shared-key a3rynsun
failover

TOTAI79T4T Zx2— LA —NN—DEHhOTIVEEDHTE

EH T VEBICNERAY T 4 Falb—YalE, T A==V Da T 4 Fa
L—a 2T, B X VEEICE, T4~ VEEREPIICGEET A0, b
DA<y RRMETT, FIA~VEBR D X VEBICa L 7 FaL— g 0 2%EL
e, 2o0a 7 4 X ab—a UHTHE—, REOME I failover lan unit 2> R C
T, ZOavy NTHFEBEBNT T4~ VDX ) pE#BILET,

1R BHHIIZ

e wILF aLrT XA M ET— RO EZIZTEGLICNE-S T, vV F arTF A~ E—FK
A X —T NIz LET,

s WTNLDA U F—T = A AP DHCP HICRESINLTWDHE, 72— LA —"—% A
X =T MITHZ LI TEEREA,

e Tx— )L F == I BILORT—F U 72 nameaf 2% E LN T &N,
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¢« TOFNEIZV AT AEITAN—ZATETLET, IUTFAIPRDB VAT LAFETAN—R
WY1 B % 521X, changetosystem =2~ > K& A LET,

FIE

failover lanunitprimary =~ > REFRWT, 774 v VHEEL S FLa~vy REFHAN
L %9, {E& Cfailover lanunitsecondary =~ > RICEE#ix 52 &1 T& 9%, secondary
X7 7 4V MREDTZS, LETIEHY XA, T, 774 VEENSERINDSDT,
failover group =~ > K3 L WNjoin-failover-group 2~ RZANTHXLELH Y FHA, 77
TATIT VT AT 72— VE—=N"=DT T4~ VIEBEBORE B7T—Y) 2ZRLTES
U,

RITHI 2R L ET,

ciscoasa(config) # failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

ciscoasa(config) # interface gigabitethernet 0/3

no shutdown

ciscoasa (config)# failover link statelink gigabitethernet0/4

INFO: Non-failover interface config is cleared on GigabitEthernet0/4 and its sub-interfaces
ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config)# interface gigabitethernet 0/4

no shutdown

ciscoasa(config) # failover ipsec pre-shared-key a3rynsun

ciscoasa (config)# failover

Tz —N_R—ar 7 4 X2l — g NI VB LEHMEN-%T, 2307 4%
L—arva77via AEVIREFELET,

ciscoasa(config)# write memory

VEIS U T, Zo— VA== TN —TF 2R h T VEBTT 7T 4 TN b L HICHTE
L7,

failover active group 2

T3 DT —ILA—IN— NS A—BDEE

MBS LT == VA= N—REZNAF YA ATEET,

N FRLSEYTADFE=HDT T —ILA—/\— .



N TRASEYTFADE=dDT —LA—n— |
B o s zomomEomR

T —I)LA—/N\—HELZDMDIRTEDIERK

COWETEEARERL L DT A—EZDTF 7 )L NEEIZOWTIE, 72— A —"—DF
T4 B1N—=) EBRBLTLKEIN, 7754777547 F—RTiE, 1FEAED
G E T 2= F—R— TN —TF T LITRELE T,
1R BHIIZ

eI NLNF ALTHEARN EFT— ROV AT LAETAR—ATROBEXITVET,

e 2=y FDO~VA E=X4Y 7O Bidirectional Forwarding Detection (BFD) (22U Tk
DOHIREZRL T IZEN,

¢ FirePOWER 9300 & L T} 4100 @ 7~
T IT 4 T|AL A D

e L—T v N E— FNDH
FiE

ATV 1 HEEOR—V U THEEB L O —L R EZEE LET,
failover polltime [unit] [msec] poll_time [holdtime [msec] time]

51

ciscoasa (config)# failover polltime unit msec 200 holdtime msec 800

polltime DFEFAIZ 1 ~ 15 B F 7213 200 ~ 999 X UFTJ, holdtime DFiHIT 1 ~ 45 B F /21T
800 ~999 I VM TT, ==y DK=Y I D 3 5K DR —/V RIFHOEZE AT1T 5
ZriETEERA, AV TR EELS IO L, ASATHEEEZREL, 72— A——%
b)ﬁ FTHMENRL 20 £9, 27 LA TORMIZ, %Xy U —27 B3 —HAYICHEE L
TR RER Y W B2 M TN D JRINE 720 £9,

1EIOR—Y o 7HETIZ, BEEN 72—V F—_"—BEA X —T = A AThello/X\7r v b &
@mbﬁ#otﬁa\%©@4/& 72 A ATBMT A RETINET, TN THLAFHE
I IEENDIGEN WG SE, TOEBRITBEEL WA LRI, BELZEERT
7?47&%@ﬁAi\X&/n4¢%ﬁ77?4f%%%%%%§i¢o
TITATIT VT 4T =TI, VATAIXHLTCZDOL— R ELET, 7z—A—
N= TN —F LIl ZDL—  NEHRETHZEIITEERA,

ARTFYT2 2= O~V AEF=HXY LT DOBFD 2T LET,

ammﬁ%iﬁﬁwﬁA\@ﬁ@n:/bm%*&)yﬁ CXVEHSTT T —2nNEd 57
BEMEAH Y F9°, BFD A Vv RIZSBENTWT A7, CPU OfE LN EWES T EIE
WYY 5 A

a) =LA —N—D~ NV ARMIEATHBFD 77 L — hEERELET,
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bfd-template single-hop template_name

bfd interval min-tx millisecondsmin-rx milliseconds multiplier multiplier_value

1

ciscoasa(config) # bfd template single-hop failover-temp
ciscoasa(config-bfd)# bfd interval min-tx 50 min-rx 50 multiplier 3

min-tx T. BFD#IHH 7 37 2 — LA —N"—ETICEEEINEL— FNEEELET,
HMEIZ 50 ~999 X U TF, min-rx T, BFD#IfEI N7 v &2 7 = —/LF—_— 7 )
bEETLHL— MOMHEARRELET, AEIZS0~99 I VHTY, 72— —
N— BT bR LTk L7z BFD il /37 > F Oy, multiplier THE L7802 E
5L, BFDIZZOET NFHAARAICR2R > TnWAZ L2 ES LET, HETE 2HMIL3
~ 50 T,

ZOTrTL— O a—BIUGEbRETEET, BFD7T 7' L— FOIERZ S L
TLIZEW,

IR E=ZY 7D BFD 259 L LET,

failover health-check bfd template_name

51

ciscoasa(config)# failover health-check bfd failover-temp

A B=TxA RV AT —h K=V T EZERELE T,

failover polltimelink-state msec poll_time

1 -

ciscoasa(config)# failover polltime link-state msec 300

FPAIX 300 ~799 S UMTT, T 74/ R T, 72— A ——DXT D ASA TlE, 1~
B =Tz AADY 7 AT —FN500 I VT LICHRINET, polltime [IH AKX~ A AT
X FET, =& xiE, polltime & 300 X U RIZERET H &, ASA TlEA V¥ —7 = A ADEE
NIH—DT7 2= VA —R_—% LY RIRHTEH LR ET,

TIOTF 4TI TIT 4 7T E—RTIE, VAT AIZH L TCZOL— 2R ELET, 72—V —
NRe TN—F LI DL — FERETDHZLITITEETA,

tyvaroElL— a1 PREOERECHRELET,

failover replication rate conns

51

ciscoasa(config)# failover replication rate 20000
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NA TRLASEYTADI=HDT z—)LA—/"— |
TI—IF—N—HELZDOMDREDER

BINBIORERL—MIETMICE > TRERY ET, T74V MIRRL—FTT, 72774
TIT 7T 47 F—FRTlE, VATACH LTZDOL— 2R ELET, 7x—F—_— 7
N—T LDV = ERETDH EITTEERA,

ATFYTE RAXUANAEBRBFAITALCTFFA DI T 4 X2l — g VEABEEEARE X VWESICLE
7,

failover standby config-lock
TITANBTIE, AF NS 2=y NERIFAZ AN, a0 THANMIKT L7 0¥
L—3a i3, BERA b — DN E THTESNET,

XFvT6 (T O2T 4 TNT 7T 4T BT—RDOIR) HARYARATHT 2 — )L —_"— F)—F%EEL
ij‘o

failover group {1] 2}
i -

ciscoasa(config)# failover group 1
ciscoasa (config-fover-group) #

ATy 71 HITP A7 — hERZ A x—T ML ET,
T I T 4 TR NS, T— ROPE
failover replication http
T ITATIT 7T 47 F— ROHGE
replication http
HTTP #fe3 A 7 — MERERIZE EN D L5123 212iE, HITP R E A R—T7 2T 20
R 9, HTTP A7 — MERAE AN T HZ L2 BEID LET,
GE) T =)A= =% L TWDEXIT, AF U NNALEENDHTTP 7 a0 — 2R
THEEBENAE T ET, ZD7=H showconncount tHAIZIE, 7275 4 7HEL R
B UNAIEE TR AEPERENDZERHY T, B Ta~ry FEFEH
1T32E, MAFDEBETR U Y PRFERINET,
ATFYT8 A B =T A AEENRELZLEDT 2 — VA —_R—D LI WVMEEZHRELE T,
T IT 4 TIAKE NS, T— ROLE
failover interface-policy num [%]

1l -

ciscoasa (config)# failover interface-policy 20%

T IT 4TI T IT 47 T— ROEFE

interface-policy num [%]
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il

ciscoasa (config-fover-group) # interface-policy 20%

FTI7ANENTIE, 12D F—T 2 AFEETT = — LA — =0 {TbhE T,
AU —=T 2 A ADBEHBRBARET D L &3, numBIEUT 1 ~ 1025 #RETEET,
A B =T A ADEIEGEHET D L EIE, numbIEIT 1~ 100 ZRETEET,
RATYT9 A H—T o2 ADKR—V TR &R —/L I ZEE L E7,
s T I T 4 TIAL A, T ROE
failover polltimeinterface [msec] polltime [ holdtime time]

i

ciscoasa(config)# failover polltime interface msec 500 holdtime 5

T ITATIT VT 47— ROBFE
polltime interface [msec] polltime [holdtimetime]

il

ciscoasa (config-fover-group) # polltime interface msec 500 holdtime 5

« polltime : hello /N7 > b & BT IZE(ET 5 £ CREET DI 23 E L £ 9, polltime (ZH %)
REIZ1~ 15T, 7Y aromsecx—U— FE2FEHTH5E51L500 ~999 I UBT
T, T ANV MISHTT,

 holdtimetime : ©7 == F O OHREZIZZIE LTz hello A vE—V A X —T x4 X
T AN EDOMOER GHRE L) #REL T, A ¥ —7 oA ZADORAENEZHIWT
LEd, 72, BA L F—T A A T A FOH % holdtime/16 & L THRELE T, A
PREIX 5 ~ 75T, T 7 40 MM, polltime D5F5Td, polltime & 555K 0 8
holdtime fEIZ A TEX £/ A,

AV B =T 2 A AT A NeBMET 2 ETORM (y) Z23HETH12F, kOXIICLET,

1. x=(holdtime/polltime)/2, fxHITWEERICHO HILET, (4LLTFIEEIY T, SUE
X0 B, )

2. y=x*polltime
7ol 21X, 77 4/v K@ holdtime I% 25 T, polltime 7% 5 DALy 1L 15 TH,

RTFYTI0 A EF—T oA ADREMACT FLRAEZHRELET,
T VT 4 TIAR N, T RO

failover mac address phy _if active_mac standby_mac

N FRLSEYTADFE=HDT T —ILA—/\—




NA TRLASEYTADI=HDT z—)LA—/"— |

B s—ozrxzzsyv0mx
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il

ciscoasa(config) # failover mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

T ITATIT VT 47 E— ROGH
mac address phy _if active_mac standby _mac

1l -

ciscoasa (config-fover-group) # mac address gigabitethernet0/2 00a0.c969.87c8
00a0.c918.95d8

phy if 51EL, A& —7 = A ZAOWYHL (gigabitethernet0/1 72 &) T,

active_mac ¥ L U standby_mac 51403, HHHEX (HiZ16 €y hD 16 #H) O MACT KL
ATY, 72& ziE. MAC 7 KL A2 00-0C-F1-42-4C-DE D324 . 000C.F142.4CDE & A L&
7,

active mac 7 RV RIA v H—T = A ADT 77 4 7IP7 KL AIZEH#EfHIT B4, standby mac
FA =T 2 A ADAZ A P T FLRICHEEMS T b ET,

oo~y REFIZIHEZFEHLTMACT FLRAEZRETLHZELTEETN, 1 DOHE
FPUOERERAT L EA2HELET, BT EEZER L TMAC 7 FLAEZRE LEZEAIL.
FOMACT RLABEAINENEEL OABEERIZL > TREDLZD, PHITE RN &
N FET,

showinterface=~> REFHL T, A1 Z—T oA ADBMFHLTWAMACT RLAEZEKRL
F9,

(TI2F4TIT 7T 47 F—ROI) MOT = — LA —_"— Z )L —FI125NWT 2 DOFER
DiRLET,

AR —TITAREZRYTDETE

T 74V N TR, TRTOYWEA % —7 = A A, F721% Firepower 1010 DFE, §XTOD
VLAN A V' Z =T 2 A ATE=Z YV U IPRHDCR>THWET, S F—TxzA X E=4Y
> 7 DA Firepower 1010 AA » F R— h B TT,

FHEEDEK R Y N —Z IZHFE SN TWAL L Z—T oA AN T 2 — )L —"— R L —|T
2 NI IR TEET,

MEE S LICEKI1025 DA v X —T 2 AT —TxFET (L F 2L TFFARNE—FD
T_XTOarFTFA MIbEsT) .

1R BHHEIIZ

“NVF aTHFARET—FRT, EIVTXFAINNDA VX —T =2 AERELET,
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ERWIC—TF 1 VT Sty koS K— FORE (Fo74 70747 E—8) |||

FIE

AVE=T 2 A ADNVAT=Z Y T oA X =T NVEIEIT A EBE=T M LET,
[no] monitor-interface {if_name}

1 :

ciscoasa(config)# monitor-interface inside
ciscoasa(config)# no monitor-interface engl

ERMFRICI—T o T EINt=1\7y FOYR— L DERTE (79 T147/
79747 E—F)

TITA4TITIT 47 72— )bA—"—TORITHIZ, E7HEEZRHE L TR Ik
WCXTDIRENT y e BHEDNZETLIHAERHVET, Oy NEZ{ET5H ASAIZ
IXEDNRT >y NOBRERDP 2N DIL, Ry M ke yXEnEd, 2o Fay 7 R3%<
BT ADIT, TITATITIT 4T T2V F— 13— XTD2HEDASA BRI HF—E
A TN F IR ENTEY, 7V T2 REEIC NAT 7 R U ARERH S Tunian
BETT,

WENRT sy hO Ra vy FiE, ERFRCV—T 4 VT SNy MEFRT5Z 812Xk oTH
STEMTEET, ZODIE, FNEND ASA DREED A o Z—T7 = A 2% A L ASR 7
N—AIZEY B TES, 72&21E. WD ASA B, NEA » F—7 = A A TIEIFE CHNER »
U — 2 ZHr L TN D —J, ANEA v B —T = A A TITRID ISP I L TW\Wb & LET,
TIASVEET, 77747 A THA MDA X —T A A% ASR 7 /V—7" 1 |2
DUT, BHU A VBT, 775747 27X A OB A v % —7 = A ZA%[[ L ASR
TN—TUIEID S TES, T7IA~VVEEDIA LV F—T oA Aty v a SERERT
Ry NEZETDLE, FLIZV—T (ZOEEASR Zv—T71) WOARZ LA ay
TEXRANOMDA L E =T A 2Dy a NERET 2y 7 LET, BT HHEHRNAON
LRWGE, Ny MI ey 7ENET, =BT DHIERBERO0D & ROEHED S BN
WD L ET,

BRI T4y I BETEBIIRESND L LAY 2y X =D METT~THE
SESH, N7y MIMOREIZY XA V7 bERET, ZOVXA L M By s
YT IT 4T THDHRYFATSNET,

cEENT T4y VBRI CLEBEONDA 2 —T = ATREFEENDLE, LAT2NyH—
D—HELITT_XTHREIESN, Ty MIA M) —AICHEASET,

\)

6=

ZOMEEENL. IRV —T 4 VTR L XA, IRV —T T ENT Ny R EIE
LWA v F—T A AR LET,
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B o ic—5 1o oshtnry h OB R— FORE (FUF4IITHF47 E—F)

ROBNZ, FERFRCN—T 4 T ENTAT Y FOFlZRLET,
B 6: ASR D5

192.155.1.1: _
1l i9216821 19218812 —
—

|
SecAppA alfg
Sy

Failover/State link

= = = = Outbound Traffic

Return Traffic _' Iﬁside
network |

- -
500E3

1. TURMULYRNEyYaryB, 777 4772 SecAppA 227 F A h & D ASA Zilih L
9, 2Oy MEI, A v F—T A RO ISP-A (192.168.1.1) MHEESINET,

2. FEXHN—FT 4 IMT v TARN)—ADEINTHREINTWEED, VX — T
T4 TIE. TV T 4772 SecAppB T2 T X A R EEFO ASA DA L H —T = A AHERD
ISP-B (192.168.2.2) XM TEY 9,

3. Wl VE—2 "I T 4w, FDOA L HF—T = A A 19216822 LI H—r b
T4y ZICBlT Yy va UERBRVOT, FryFERET, LrL, 201U F—
TxAAX, ASRTZNA—T 1O~ E L THESNTHET, HEEX, [T ASR 71—
7ID TREESNTAMDA v Z—T =24 2 LDy g UV EELET,

4. ZDOE v a U ERIE. SecAppB B EFOMEE DA X LSS IRBED A L H —T = A R
outsideISP-A (192.168.1.2) IZHV £3, AT — K7/ 7= —/)LF—s3—[F, SecAppA 7
5 SecAppB ICt v v a UERABR L £,

5 Rey7IiafRoVIZ, LAV 2ay X —FA U F—T 2 A A192.168.1.1 DfF R THEZ
BHEN, hT 74973408 =724 219216812060 F A4 L7 bENET, £
5. BIETOEBEBDOA X —T A Z&BEHELTREY £7 (SecAppA ™ 192.168.1.1) , =
DEEEIT, BEISLT, By va MR TTHETRITSNET,
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ATy T2

ATy T3

ATy T4

ERICIN—F 1 VT SRty kDY R— rOBE (FoF74T707475—8) |

1R BHHIIZ

AT — "IN T 2= )V F == T IT 4T Tx2—)VF == T )L—TZHBHAHF—
T2 ADE Y arDAT— MERE, AX N, Tx— VA —N"— TN —T 2L
i‘j‘o

e replicationhttp : HTTP & v 3 5 D AT — MEWRIT, AF A T = — LA —/— T )L—
TIIESNIRNTZD, AZ N, A H—T 2 A AFELE T . ASADIESIRITL—
T AT ENTHTITP XNy N —T 4 7 T& 5L 912, HTTP A7 — MEHREHE
2 VNBENH Y F9,

s TIIASVEEBLIONE D U FVIEBORT 7T 47 2 THF A M TZIOFRIELZFEITL
i‘j‘o

s AT HXARMNIZASR I N—T L N T T 4w V=Dl FERETHI LI TEFER
ho TVTHFANANCY —VERELTESGSE, EOaTFAMA ¥ —7 A A% ASR
TN—TIZEGEDDHZ LT TEERH AL

FIE

TIA~ VBT, RN —T 4 VT SNy BEFAT A4 0 2 —7 = A ZA&RE
L/iﬁ‘o

interface phy_if

1 -

primary/admin (config)# interface gigabitethernet 0/0

B =T 24 ADASR I NV —TFZERELET,
asr-group num

1 -

primary/admin (config-ifc)# asr-group 1

num &GP IC AN fEIE, 1~ 32 T9,

THFVIEET, RN —T 4 T ENTNAT v BRI o4 V2 =T =4 AZHRE
Li‘g—o

interface phy_if
i -

secondary/ctxl (config)# interface gigabitethernet 0/1

A B2 =T 2 A ADASR I N—TEZ5oE T TAVEBDOA L X —T oA A—FHTDH LD
WICRRELET,
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asr-group num

&1

secondary/ctxl (config-ifc) # asr-group 1

1

2ODEBIZKOAL T 4 X2l —va BBV ET (I T 4 Fab—a 3H
WY ba~vwy RETERLET) . KO [SecAppAl L) T~ULDAFNTZT /34 A
. T2 A — R RT DTS T A~ )BT,

TIAVIEEO AT L a7 4 Fal— g

interface GigabitEthernet0/1
description LAN/STATE Failover Interface
interface GigabitEthernet0/2
no shutdown
interface GigabitEthernet0/3
no shutdown
interface GigabitEthernet0/4
no shutdown
interface GigabitEthernet0/5
no shutdown
failover
failover lan unit primary
failover lan interface folink GigabitEthernet0/1
failover link folink
failover interface ip folink 10.0.4.1 255.255.255.0 standby 10.0.4.11
failover group 1
primary
failover group 2
secondary
admin-context SecAppA
context admin
allocate-interface GigabitEthernet0/2
allocate-interface GigabitEthernet0/3
config-url flash:/admin.cfg
join-failover-group 1
context SecAppB
allocate-interface GigabitEthernet0/4
allocate-interface GigabitEthernet0/5
config-url flash:/ctxl.cfg
join-failover-group 2

SecAppA 2T FARN AT 4 Fal—Tay

interface GigabitEthernet0/2
nameif outsideISP-A
security-level 0
ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
asr-group 1
interface GigabitEthernet0/3
nameif inside
security-level 100
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ip address 10.1.0.1 255.255.255.0 standby 10.1.0.11
monitor-interface outside

SecAppB 2> T FHFA N a7 4 Fal—g

interface GigabitEthernet0/4
nameif outsideISP-B
security-level O
ip address 192.168.2.2 255.255.255.0 standby 192.168.2.1
asr-group 1
interface GigabitEthernet0/5
nameif inside
security-level 100
ip address 10.2.20.1 255.255.255.0 standby 10.2.20.11

Jx—J)LA—/\—DEIHE

ZOHETHE, 72— A== DORELEET D HE, HOEENOHOEEICT = —VF—
N8l T T D HIERE, 72— Nd—"— 2HMELTRIZ 7 = — v —— HEE %
I A HFIEICOWTEHB LET,

71— )LA—/N\—DEHIET

AL N HEEZRBNNCT 7T 4 TICT HI2E, ROFNEEZFEITLET,

1R B I
“NVF AT HFAR T RTIE, VAT LAETAR—ATIOFIEEZFEITLET,

FIE

ATV TN AZUNRAIEETAN LIS E, 7o — A — =Rl TSN E T, AX /S SEEITT
7T A 7B £,

group group_id #{5ET AL EIE, FBET DT VT4 TIT VT 4T T2 — )b —N— T )—
TDAZUNRAEECZDav ReEANTHE, 7oA —_"—PlHFITINET, R
B UNRAIEBIIZDT 2=V —R— T N—T DT 7T ¢ TIHEEIZR D 7,

T UIT 4 TIAR N, T RD AR A IEBE DA
failover active
cTITATITIT 47 T— ROAZ AL IEBOGA
failover active [group group_id]

il -
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standby# failover active group 1

RATFYVT2 TITF 4 THEBTAD LEES., 72— A — =0 TEINET, 77T ¢ THEBEITA
B UNRAIEEIZR Y T,

group group_id R ET 2B AL, HET D V= — A== N—TF DT 7T 4 THETZ
Davwy REANTDHE, 7= VA —"—NEHETINET, 777 4 7EEIZDT =—
WA —IN— TI—=T DAL N BEE T ) £,

T IT A TIARZ N, = RDT VT ¢ TIEBEBOES

no failover active

T IOTF AT T 4T E— RDOT VT 4 THEBOBRL

no failover active [group group id]

1l -

active# no failover active group 1

Jx—J)LA—/1N—DTF 1 t—TI)Lit

1 OFFIEMGFOEECTCT 2— VT —R_"—%2FT 4 —T T 5E, Va—RNT25F CEE
DT I T A TBIORZ U NAREPHEEFSINE T, 77T A4 7/T7 7T 47 7 =—)LF—3—
RTOYE, EOEEBAELTLILIICHESNTWVWE Y &, V== Fd— =T —TFXT
IT 4T THILITXTOEBTT 7T 4 TIREOE FHERFF SN ET,

T2 NVH =N —%T 4 =T MITHEE, ROFEEZSRLTIES N,

c AR UNAIEB/IT TR NIRAZ AL B— ROFEFHEFRINADT, WHOEEIT
T T 4y DEEERBBLEEA (ZHUTEREAZ oA R ENET) |

C AAUNRAIBEE/aA TR A NI, T T4 TEEBE/ 2T XA MIEEREIN TV RWES
THEDAF U ANAIPT RL ARG &faEHLET,

e ABUNRAIEF/ TR A BMNILD, T =A== BB DRI DY v A
IR S NE T, T2 AR —ET VT 4 TEE/aA TR A NTHEA X —T L
W35 L, Z0Oar 74X a2 b—a O PFRELINHZIT, AX 31 HEE/
ITXANPNBREDOAZ L NAIRREIZRY £97,

¢ ABXUNRABEBTCFRE T 2 — N A== X—T WL TT 7T 4 7L LN TL 2
I, Rbviz, 7x— A —"—0ii| 347 (53 X—v) 2L TIEEn, 24
UNABEBTT 2= V=R F—=T /I T DL, MACT RLRADBEENRFEAL.
IPv6 877 4 v 7 SN D AREMENH D £,
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wEsrss L rgBoEx

¢« BRI T 2 — )V —NRN—%F =TI T HIZ0E, nofailover 27 4 F a2l — g
BAR—F T v T ar7 o Fal—rva AR FEL TV e—RLET,

IR B
N F AL TFRARNET—RTIE, VAT LAE[TAR—ZATCZOFEEEITLET,

FIE

ATV Tl TN F—N—%F o —T NI LET,

no failover

ATFYT2 BRI T 2= NI —RN—%F =TT HIZE, 207 4 Fal—Ta U RELTERY
o— RKLZE9,

write memory
reload

BEENRELEL-EENDET

PEE NI LTSS E A R E DO RV IRIBIZIE LT 21213, ROFIRZFEITLET,

1R BHHIIZ
NV F arsTHFANET—RTE, VAT LAETARN—ATIOFIELFETLET,

FIE

ATV TN BERBE L=y FERENEAE L TORVIRRBIZEIC L E T,
T IT 4 T|AZ A, = ROPE
failover reset
T ITATIT VT 47 BE— ROLE
failover reset [group group _id]
i

ciscoasa(config)# failover reset group 1

FEENREA LB EEORVIREBICETL LY, ZOMEBENEBEIMICT 75 4 72k bbb
TTERHY FHA, BrxEInEEx, GEEEZIZEARRIETOD) T o— A —"—Z Lo
CT 7T 4T WCRDETIHAZ AL REOEE T, HISME., 72— A —— T —TF
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B -7 xr—vavoman

ATy T2

(TIT4TIT 0T 47T F—ROR) [Z7 =—F—_"— TV Foa rRRESATN
AEAETT, URIT 274 7T Chotn 7 =— N —N— TN —F 2TV =T a URRES
NTHRY, FEENBAE LEENMERIEEDOSS, 07 2— VA — "= N—1IT7 7T 1
TN ET,

groupgroup id 45 7€ L7456, 20 a~y NEEERNRBE LT 7 T4 71770747 7= —
A== TN—T e EEDRIREBIZET LET,

(T I2TF4TIT 0T 47— FRDOIR) Tx—)VF—N_"—%Txz—)LF—R_— T )—F L~L
THEILT DITITREITVET,
a) A7 AC, [Monitoring] > [Failover] > [Failover Group #] Z B & £9°, #i%, #4257 =—
NF—IN— T N—T DFEHTT,
b) [Reset Failover] #7 U v 7 L%,

a4 ¥al—ar0HERHE

T 7T 4 7HEEIZ write standby A~ 2 REATITHE AF N BEETETAa LT 4 F 2
L—ya UBHIBRESH (777 4 7HBEEOBEICHERT L7 2 —LF—— a~v > REkR
) . T T 47 EBOa T 4 X2 L — g RN A Z A IEBICEE SN ET,

VITF AT XA E— KOS, VAT LFE[TASN—R |2 writestandby 2~ > K& A )T
LHE, ITRTOary7xA MPERINET, HDHaT7F A AT writestandby 2~ > R
EANNTHE, avr RZEOaryTXFA b ar7 o Xal—rarPdaEfLe £,

HElANFavy NI, T 74 FXab—a VITBREESRET,

TJx— LA —/\—#EEDT R +

ATy

ATy T2

ATvT3

T2 VA= AN—REE T A M T LT, ROFIRZEITLET,

FIE

FIPR E&MHALC, Bidr (v 2 —T 2 A A LOKRANITTZ 7 ANEEEL, TI2T 47
HENTHLIZEBVITN I 74 v 7 2L TWDNEINETANLET,

TIT 4 TEBTROa Y REATIL, 7= — A — " — %Rl EZTLET,

TIT 4 TIAR N, FT—F

ciscoasa(config)# no failover active

TITATIT T 47 E—FK

ciscoasa(config)# no failover active group group_id

FTP ZfEH L T, 2 2OFRILHAA METHIO 7 7 A4 L ZEELET,
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yE—tavyrozi [

ATV T4 TRANRK LR 7-8E81%. showfailover 2~ REASN LTI = — )L F—R_"— 2AF—X

ATy TH

AR LET,

FTAZAIBPRKERTLED, IL T T 4 7o B TROa~ L RE AT 5 &, EEET
IT 4T AT —H AL TEET,

TITATIAZ A, E— R
ciscoasa(config)# no failover active
TITATIT T 47 E—R
ciscoasa(config)# failover active group group_id

GE) ASAA U H—T 2 A ADIOBRX U LIk &, 7To— VA —"—DHE S5,

INHEEOMELE R RENET, AV F—T A AD1ONRF T LTWNWAETZ L
Z ASA B LB E1E, A V5 —7 = A ZADFR—)L R AP, 72—
WA= NR=NZHITbET, A X2 —T A ADKF—)V RN EH TH D
DX, ASADBHHDAT—H A% 0K LR LTS EXIFTT (755 hello
WNry hEZELTWRLSTYH) , S ¥ —T = ADF—/L REfilZ v I 2 L—
N 212iE, ET7 MO ET B hello/ Ny M EZIET D0 EEIEIE 72012
AA v F ETCVLAN ¥ ¥ v hF D LET,

JE—FaTY FOZET

YE—havy FERFTHL, 3wy KT CAN Sz avy FERED T =— bt —
R ETIZRETEET

:y74¥;v—yay:vyP@77%47”%iti:y%%xh#%x&yﬂ4ﬁﬁi
7l T F A MCEREND -0, WTNOEREICT 74 o LTHWANI00b 59, failover
exeCc Iv 2 FEFHLCELWEEICay 7 Fal—rvay avr REANTEES, =
LI, RF UL EEEIZa T4 v LTV DG, failover execactive v RZEEH LT,
AT A4 X2 b= a OERET 7T 4 THBEICEETEET, T0%, ZNLHOEHITA
BN IEBICER SN ET, AF AL EELA T IR OB EIT~ L FOEFITIE
failover exec =~ > REFEH LW TLZSV, ZNVHOREDERIXT 77 4 74 EICHR
SR, 2 ODFRENFEM S 72 <720 £,

configuration, exec, L Wshow 2~ ROMINL, BIEOX —I Tty a V THRRIN
Lz, failover exec =~ RZEHL, E7HEE Tshow 2w RERITL T, TORREE
BAEDH —IFNVICERTHZENTEET,

ETHETa~ Ly FE2FATT0I1I2E, =WV EETa~y REFATTE H7E0T O+ 72 R
RO TWDHMENH Y £7,
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ATy

ATy T2

NA TRLASEYTADI=HDT z—)LA—/"— |

FIE

< /NVF 3T HR A ET— ROBEAIL, changetocontextname =~ > R&MHH LT, #EL7-W
AT XAMIERLET, falover exec 2~ FEHL T, 72—/ A— =7 Tar
TXANEERTHZEIXTEERA,

WKDa<y REFER LT, TED Y = — A —N"—@Flca~vr REREFELET,
ciscoasa(config)# failover exec {active | mate| standby}

active £7- 1% standby ¥ —V — F&iHT 5 &, ZOEENBRIEOLEETH-TH, a~v R
IRE SN EECTIEITEINET, maex—V—RFEEHTLE, a~vr R 7 o—A—
N— BT TIEITSNET,

O RE—RFEEFTHav L RickoT, ity aroyn s 7 MREREIND
LIXHVFERA, I RRFEITEINDLTY R E— RE2ERTHIZIE, show failover exec
gy REFERTOIMLERDY £, GO VWTIE, a~v 2 FE—RFOEFELZZRLTLTE
él/\o

OV RKE—FKDZLEE

failover exec =< Rk, BFEWOZ—IF Ly arDavy RE—REFR L a<w s
R E— NIRREZHMEEF L £9, T 74 /L FTld, failoverexec 2~ K E£— FiL, fEE&hi=T
NRAZADTa—)L a7 4 Falb— gy T—RTHRBENET, 2oa~vr FE—F%
EHES 5%, failover exec 2~ RZEH L CiiylZra~2 R (interfacea~> K72 L) %
FELET, faloverexec ZfEH L TE—REZZELTH, BEyiary o7 MNIEEIN
FH A,

e zE, T2— N —NR—XT DT VT 47 2=y O a— a7 4 Falb—va
E— RNlcr 71 L, failover execactive 2~ REFH LA v Z—T A A a7 4 Fa
L—varyE—REEFLESES, ¥—3IF 7oy 7 MIZu— L ar7 4 ¥al— g
v E— FOFEETT, falover exec £ L CAN SRS A vy FiE, A2 ¥ —T7 =1 =
Y7 4Xal—varyE®—RKCANhENET,

wopL, #—IF Lty g T— KL falover exec =2~ K E— FOEWEZ/RLTWE
I, ZOHIT, BEEIXIT VT 4 7EEED failover exec E— K&, AV HF—T A A
GigabitEthernet0/l DA v X —T =2 A a7 4 Fal—var ET—RNIEELET, D
% . failover execactive [l L CTANENTZT R TCOa~y KBRS o H—T = A A
GigabitEthernet)/l DA v ¥ —T 2 A A a7 4 Falb— gy T— RNIEEINET, &K
(2. BB failover exec active Z A LT, DA ¥ —7 =2 AP T KL AZEY YT
9, e MIe— L ar7 4 Xal—ygr EB— RER L TWETA, falover
execactive t— N3 v X —T =z R a7 4Fal—r 3 T—RFTT,

ciscoasa(config)# failover exec active interface GigabitEthernet0/1
ciscoasa(config)# failover exec active ip address 192.168.1.1 255.255.255.0 standby
192.168.1.2

ciscoasa(config) # router rip
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ciscoasa(config-router) #

FRAREDEAEDE Yy arDavwy RE— RELEELTYH, falover exec =~ > KT
INBavwr RE—RNZFEELETA, 2T, TI/T47HEOA L —T (A A 2

Y74 X2l —v g E— KT, faloverexeca~> KE— RELEBELTWARWES, ko=
< s RFEZe—nr ar7 40X — gy B—RTCETEINET, FORE, T4 2 &

Dy g NIA v E—T oA A LT 4 Fal— g F— ROE X T, falover execactive
EEALTCAN SN ca~vy NI, BESNINA—T 47 TuavREF (7T 57dHL—4

a7 4F¥al—vary ET—RNIEEINET,

ciscoasa(config-if) # failover exec active router ospf 100
ciscoasa (config-if) #

show failover exec =2~ > REfEHT 5L, HEELIETANA RIZa~vy R E— RBRRRINE
9, failoverexeca~ > R&EMHL CEEShza~r Rk, 20— R TEfTESET, show
failover exec =~ > KT, failoverexeca~> FEEICF—TU— R, %Y active, mate, *
7213 standby 23 S ET, KT /31 20 failover exec & — FIZERNTBHR SN ET,

WIT, AR A HEEIZ A ST S 7= show failover exec =~ > RO Al 2R L £,

ciscoasa(config) # failover exec active interface GigabitEthernet0/1
ciscoasa(config)# sh failover exec active
Active unit Failover EXEC is at interface sub-command mode

ciscoasa(config)# sh failover exec standby
Standby unit Failover EXEC is at config mode

ciscoasa(config)# sh failover exec mate
Active unit Failover EXEC is at interface sub-command mode

X2V TAICETHEEFE

failover exec =2~ > RNif, 7xz— A —N_"— VU I 5fERA L Tavy FEETHEBIZTEE L.
ETSNTca~vy ROWDEZETEENOZE LET, EIOPRBELRZE CT2dITiE,
T x— VA== U T DR bEA R—TNVICT DRERHY 7,

JE—F IV FORTICEAT LFIREE

Ut—havy FOBERICE, ROBIRFERDH Y £77,

B HA LT T T L= RREEFERA L CIEDEEL T 2T v 77— K958
Ax. failover exec 2~ REHR—FLTWVWB Y 7 M= 7l OREE CEfEL TUV
HILBENRH Y F9,

e v FOEMRBIOaTHF A M~V 7 X, omd string5l$pa~ > RCIIfEHATE £
A,

N F AT HRARNEFT—RTIE, ETEBOEY arT XA MNIFICavr REEET
TFET, B30T ANMIa~v U FEEETHITE, T4 LTWHEETE
DALTHRANMERTLHLERDHY 7,
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s kD~ R%& failover exec 2~ K& —fEICHATH 2 LiIXTEEHA,
« changeto
+ debug (undebug)

o« AH UNAIEBEBNYEIREOLEES ., MEOHRN Y —E R h— ROREETHIUL,
failover exec =~ Kb a~<y FiiZfE a4, TS OEE, VE—F o<
ROSEATITRIL £,

. failoverexec =~ REFH LT, 7= — /LA —— 7 TEHME EXEC E— F& /o —N
Nar 74 Fal—rvaryEB—RNIUVEXLZEETEETA, ExiE BUEDE
& 23FHE EXEC £ — Ko & & (Z failover exec mate configureterminal 2 A /9% & . show
failover exec mate 7712, failoverexec By a N/ o — )L a7 4 ¥ a2 b— g
VE—RThHLHZ DN RESNET, 7L, BT EE TClaloverexec L Tar 7 «
Xaolb—varavwry ReEANLEGE, BIEOEE T/ n— a7 4 X¥al—3
VE—REBRBLARWVIRED . ZORBTRRL 7,

« failover exec matefailover execmate =< > KD L 5 7. HIFAIZL failover exec < > KiZ
AT FEHA,

e — W —D AN FEINIMER N LI o~ R TIE, noconfirm 47> g &2+ 503
NHYFI, &z, mate 2V n— KT 2120, EADLET,

failover exec mate reload noconfirm

Jrx—J)LA—NN—DE=ZH2 )Y

ORI arOFNBEIHIET, Tx— Il —R—DAT —H AL F= X —T&EFET,

TJx—I)LA —IN\—Ayt—

T L — RN T AL WD ASA N AT A A v —UEEELET,

72— LA —/N—®D syslog * v t—

ASA UL, AR ERT T ITA AV T 4 LL2 DT = — )b A —"— 2O T, BHED
syslog A v b=V EFITLET, ZHHDRA v —T%2FRTHITIE, syslog A vE— HA
FEZRLTKESY, 72— A —"—IZHEMT N TS A v E— ID OFMIFKRD
LB TT o 10Ixxx, 102xxx, 103xxx, 104xxx. 105xxx. 210xxx, 311xxx. 709xxx. 727XXX,
7-& z20E, 105032 BLN105043 137 = — v A —"— J o7 COMEE R L TWET,

)

GE) T7x— A — =K, ASAITMmMBEINCY Y v MU LTtk A VX —T7 = A A& i)
L. syslog A »v&—3 411001 3 L V411002 24K LET, ZHTEFEDOT 77 1 €7 4T
R
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TJx—ILA—nN—TFN\vHG Ayt—

FNRy T Ay —T%FRT HITIE, debugfover =~ REAHLET, FFEMICHOWTIL,
avw R U T77 L RAERBLTIEIN,

)

GE) CPUTBEBATIET ANy ZHANZE T 7AF VT o BED L THRTWDTID, T3y THIT
HATD EVATANT = P RAIRESHETLHZERHV ET, 20D, FrEDMED
KT TNY 2a—T 4 T EITIHEER, CiscoTACED F T TN a—T 4T Byirarn
MIZIR Y debugfover o~ RAEMEH L T 7ZE0,

SNMPD 7 z—)LA—/N\— k35 v 7T

7 = — VA — 3= 2% % SNMPsyslog ~ 7 v 7 & %53 %121X, SNMP k7~ 7% SNMP &
AT = a VICEETAEIICSNMP=—V = hERE L, syslogdh A h&EFE L, B
VD SNMP EEHL R 7 —3 3 |Z Cisco syslog MIB % =1 > /XA )L LET,

J1—IA—N—=RT—RADEZZ YT
Tz V= N— AT = F R EE =S =T DI, ROWTrOa vy RE AT LET,
* show failover
WEDOT 2 — VA —"—REBIZONWTOFREE R LET,
- show failover group

HEEDO 7 2 — VA —"—REICETEREZFRLET, RINDHERIL. showfailover
a<wy ROBAEEBUTWETN, FBEINTZIT N —TIZRBNRESINET,

« show monitor-interface
FoH—RBA U F—T oA ADEREF R LET,
« show running-config failover

FITar 74X al—va N7 =LA —_"— o< REFERLET,

JT— LA —IN—DEE

HEER Jjy—= HEEETEER

TIT 4 TIAZ L NA T z—)LA— |7.0(1) COMBENEAINE LT
IN—

TIOTF4TIT 2T 47 7x—F— |71.001) ZOMEENEAINE LT,
IN—
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HaE

iy

IJ I)—X

HEEEHR

Tz — )L —— F—D 16 HEEE Y
A=k

7.0(4)

T =)V A—"— U T DIEELRIC
16 EBMENEECE A LI EL
7=,

failover key hex =~ ROVEE Sk
L7,

T — )V — N — F— D AKX — N
AT L —RADYR— |k

8.3(1)

T =)V —N— R T
T4 X2l —Va A= NT v
ary7 4 Xalb—varoifr—2%
Bt 5~ AZ— RAT L — X%
AR—RrTHL5ZRVELE, —FHOD
ASANBA G IZIAEZ a8 —T 2
A, 72L& 21E, more
system:running-config ==~ > K &
LT, EFICHEFIEFY—%2at—
LCRED B 2 EmTcEETd,

GE) failover key O A F1E
&, show running-config ™
HIAIT wwx LIRS U E
T TOTART SR F—
IFae—T&£tA,

failover key [0]8] =~ RBNEHT S h
F L7,

7 = — )L — =T IPv6 DY R — kB
Bhn

8.2(2)

WDa~y RREBRINE LT,
failover interfaceip., show failover,
ipv6 address, show monitor-interface

[[FRfE) 7 — R T v 7HDT =—)b
F=N—= TN —T D= NDOFKED
B

9.0(1)

PHiONR—=Ta Y7 b7 Tl
(A 7 — N7y TRFFR T
727, Jx—vF—R— I N—T%
Blha=y NCT 7T 4 72T 5
preempt =~ NZHLEH Y FHAT
L72e L L. ZOHREIZ, WD
T VA= N— T —T IR PN
I DH2=y NTT /T4 72D &
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