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VN ASDMT?JZJHEE&@{HE@ XESHDLMNENH Y EF, Day0 ik i OFEAMIZ DN T
X, A2 = T o7 HA REZH LTI,

I'BOOTSTRAP

! Cluster interface mode

cluster interface mode individual

|

! VXLAN peer group

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

|

! Alternate object group representation
! object-network xyz

! range 10.6.6.51 10.6.6.54

! object-group network cluster-peers
! network-object object xyz

|

|

! Cluster control link physical interface (VXLAN tunnel endpoint (VTEP) src interface)
interface gigabitethernet 0/7

description CCL VTEP src ifc

nve-only cluster

nameif ccl

security-level 0

ip address 10.6.6.51 255.255.255.0

no shutdown

|

! VXLAN Network Identifier (VNI) interface
interface vnil

segment-id 1

vtep-nve 1

|

! Set the CCL MTU

mtu ccl 1664

|

! Network Virtualization Endpoint (NVE) association with VTEP src interface
nve 1

encapsulation vxlan

source-interface ccl

peer—-group cluster-peers
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|

! Management Interface Using DHCP
interface management 0/0

nameif management

ip address dhcp setroute

no shutdown

|

! Alternate Management Using Static IP

! ip local pool mgmt pool 10.1.1.1 10.10.10.4

! interface management 0/0

! nameif management

! ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt_ pool
! no shutdown

|

|

Cluster Config
cluster group clusterl
local-unit A
cluster-interface vnil ip 10.2.2.1 255.255.255.0
priority 1
enable noconfirm
|
! INTERFACES
|
ip local pool inside pool 10.10.10.11 10.10.10.14
ip local pool outside pool 10.11.11.11 10.11.11.14
|
interface GigabitEthernet0/1
nameif inside
security-level 100
ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
|

interface GigabitEthernet0/0

nameif outside

security-level O

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
|

' JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

F—% /— K Day0 3% E

T =% ) — RKOWKD Dayd X EIZIL, 7T—FA N T v TREOANEENTNET, KFOT
F A ME, HlfH /) — RO Day0 s ENOEET ZMERH HEE R L TWET,

\)

GE) ZOHREIIE, 7 TAXHPLOFREDOHFNEZENET, Day0 sk ElZlL, 74 A, SSHT

JEA, ASDM 7 7 B A EOMOFRE S E DO HMENH Y £9, Day0 s EDFEMIZ DN T
X, A= T o7 A RESRLTITEIN,

I'BOOTSTRAP

! Cluster interface mode

cluster interface mode individual
|

! VXLAN peer group

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54
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Alternate object group representation
object-network xyz

range 10.6.6.51 10.6.6.54

! object-group network cluster-peers

! network-object object xyz
|

! Cluster control link physical interface (VXLAN tunnel endpoint (VTEP) src interface)
interface gigabitethernet 0/7
description CCL VTEP src ifc
nve-only cluster
nameif ccl

security-level O

ip address 10.6.6.52 255.255.255.0

no shutdown

|

! VXLAN Network Identifier (VNI) interface
interface vnil

segment-id 1
vtep-nve 1

|

! Set the CCL MTU
mtu ccl 1664

|

! Network Virtualization Endpoint (NVE) association with VTEP src interface
nve 1

encapsulation vxlan

source-interface ccl

peer-group cluster-peers

|

! Management Interface Using DHCP

interface management 0/0
nameif management

ip address dhcp setroute
no shutdown

|

! Alternate Management Using Static IP

! ip local pool mgmt pool 10.1.1.1 10.10.10.4

! interface management 0/0

! nameif management

! ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt pool
! no shutdown

|

! Cluster Config

cluster group clusterl

local-unit B

cluster-interface vnil ip 10.2.2.2 255.255.255.0
priority 2

enable noconfirm

!

| INTERFACES

!

ip local pool inside pool 10.10.10.11 10.10.10.14
ip local pool outside pool 10.11.11.11 10.11.11.14
!

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
!

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
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'JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

RERDASAREI S A2 VT DERE

ASARAR DEBRIC Y AKXV U T HBET DL, ROX AT #FITLET,

A
A3 —T 14 RADEXRTE
K —KDIFGRAE A H—T 2 AET—FRE, Hlfll ) —FDA v X —T =2 ABRELZE
T, A H—T A AERIT, 7T AXICESMT D EEICT—4% ) — RicERlanEd, 77
ZAEIENY 7 ORERIT. T—F AT v T ar 7 4 Xal— g FIETHEINL TS D
LIZTHEELTLTIEE W,

&/ —FDTYOSRRAAVA—T AR E—FZFEHRET S
JT AR T RN TDHENS, axDA v =T 2 ARFERTLEOET 7 AT 74—
IWEBBTHVERNHDET, 7 ITRAZ) T THERATE A4 X —7 = A ZAOFEN
HfREN D70, ZOFatATiHE, BFOREIZAEBED/IRNA VF—T =2 A ANRHDHNE
IMEFERL, PR—FENTWVWRNA LV Z—T oA ZAEZRETER NI HIITLET,
1R BHHEIIZ
« B— ROFREIL., 7 T AXITBINT 54 ASA AR CTREBNIIIT I MERH D F7°,

o1 —LiR— b (EAFRELRSEE) £721ESSH BRESNTWEEE) OWThntfl
FALT, ASARIECLICHERLET, ZNoDAF 7T aryOnTNbEHRTERWGESE
IZ. ASDM Z{FH LT/ I RAZ Y v VAR ETXET,

FIE

ATy T1 o ar 7 o Xalb—varaFnl, Mmllic, v 4 —7 =24 AE—RNIZLTHT
a7 4 X2l =YgV EBEIETELLIICLET, Z0avwr FTCHEHE— FIEREINEE
/l/o

cluster interface-mode individual check-details

&1

ciscoasa(config)# cluster interface-mode individual check-details
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ATy T2

Bansra—7z1208% |

be3

et

A HE =T 2 A A ET—RERELTHKIT, SSHEHEHALTHIZA > F—T =1 A
W CED LRV ET, 72720, 7T AX Y VI EREICHEAET DL OICER
AVHE =T oA AERETDHANCASAZ )V n—RT5E (ZLxiE, 77 AZIP
TV EIBINT 5720, FZIEDHCP 25 IP 7 RLAZRET5720) | 77 A
ZLEHEHPEDIRNA B —T 2 A 2 a7 4 Fab—a URNHIRENS D, B
B cx el 20 E3, ZOHEIE, AMETHIUXT Y — LR — MIE#HL L TA
VE—T oA A AT 4 X al—a b EEETALERHY £,

TIGABZV U THICA v E—T 2 A E—RERELET,
cluster interface-mode individual force

1 -

ciscoasa(config)# cluster interface-mode individual force

FIFINVIEREETH Y A, WRIICE— FE2BIRTLILERSH Y £9, E—FE2RELT
WRWIERIE, 7T AX VU ThEAX—TNIZTEER A,

force 7L a v HEET S L, BEMEOR a7 4 X a L— g VU OBREIZITHOTICE—

RREFINET, a7 42— aOfERDLILEE. T— NEELHE LZ%ICTH
TR HAVERHDVET, (L F—T AR AL T 4 Fal—g VOBEENRTXLDIT
F— FOFREZICBEBONDLDOT, forced 7o a v ZERATHZLE2HBLET, ZnkHiC
FTHE, FIETEH, BFEOa L 74X a2l —2a rORENLBBCEXET, IBIChHA Xy
APV A1, B — FEFRE L7214 T check-details 47> a V& FHEITLET,

force4A 7 a v ZRELRWE, EHMEORWa Ly 74X a2 b —aBbA AT, o
T4FXal—rariEz7) 7L TVe—RTaL9lkdonbsDT, 2y —FR—hk (7]
BBRGE) ICER L CEHET 7 ERAEZHRET LIMLENRSVET, a7 Fal—ra il
HHMEOREN 2 WEAIE (Enkr—R) | BE— RBRLEEIh, a7 4Fa2b— 30T
MR ESNET, av 74 X2l —var a7 VT LELSR0WEAIE,. n2Z AL Ta~vr K
BTLET,

A B =T 2 A A F— REMBRT5121E, nocluster interfacemode =2~ > R&Z A1 L £,

BrOAE—T A4 ADEE

I ITARY T BT HRENC, BEIP T RLARHRESN TS, v Z—T = A% Y
TAZKNINCERT HMENRS Y £7°, FHICTEHNIP 7 RLAZHEHT 2551, L7l L
b, SSHRHIEHEM SN TWAEIA LV 4 —T = A AE BB TILILERSLBANH Y 7,
DA H—T 2 A RTONTIX, 7 TAZ ) T EGMET 2RI ETIZZORICHETEE
T, SRR AVTAX 2 L= arBNH LW T AL )= REFRMT D LI, TTHA v
B —T A ZALHANIHRET D2 L2 HRELET,

TITIE, HEDA L HF =T A AW TR THBERD L IINIA X —T o AER
ETDHHECOWTIHALET, @A ¥ —T = AT FEON—T v R v H—T = Af R
ThHY, FNFNREHOIP T RLAZIPT RLA FP—ANSEELEST, AL 7 TAZ

ASAY 524500524 %BHT5 I}



ASAYSRADY 528 %EHTS |
B eco rs—z1z08%

IP7 RLRZ, 2DV FAZDE=ODBEET RLATHY . WICHIEOHIE / — RIZELE
T, TRTCOT—H A X =T oA ZAI[EBA L H—T 2 A ATHILELRH Y 7,

A LB —T oA AT, IPT RLAS— L EHRETH), DHCPAEHATX F4, &
VHA—T 2 A ADHZNDHCP DT KL ADOFEZ Y R— M L CWE4, DHCP 24 %
A, ZTOFIEEZFEHLZNTLZE, bV iZ, @ EBVIGRELET (b—FT > F
F— RO R A v Z—T 2 A A XT A —HDOREEZSBR)
1R BHEIIZ

(FFvay) Y IA =T oA AERELET,

cEHIA L H—T 2 A AN, T L AR S, DHCP A T& £9, HAIP
TRUVAZFERHLTEY, SSHEHFEH L TEEA VX —7 A AU E— MIEEHFE LT
L8, fFRkOT—% ) — ROHBAED P 7 KL A F—R7e D TI,

e H AL, HIEH ) — R CERBENTZZ TAZIP F—AMSIP T FLANEID Y
THNET,

o VT AKIP =X, FROEI XV IPT RLAEEGT, XY NU—2TTT
WZHERFOT7 RLAZEDDHZ LT TEEEA,

WIZHIE R L £,
1. HE — FIi2 101,11 #RELE T,
2. fthod/ — Fizix, 10.1.1.2, 10.1.1.3, 10.1.1.4 Z{FEH L E£9,

3. i) — DI FAXDIP =NV ERETDHHAE, FHFPTHIH-HIC2, 3. 4
DT RVARET— )V IEHDHZ LT TEERA,

4. fRbVIZ, 5. 6. .7, 8DLHIR, Xy MI—T7DMOIP T RV RAEEHT S
VBN H D F9,

Y

GE) =i, il — REEL I TAIDA NGO T RLUA
NUNETT, D 1T RLRFIAAL VI TAAIPT RLATH
., BHEOHIE ) — FoboTd,

5. ZIZAZIBMNT % & HW—Ke T FLRIHBFES N, oG THEATE %
o

FIE

ATy Tl a—AIPT RLA (IPv4 L IPv6 D—F £ 7213l 5) OF—LE2RELET, ZOT KL A
D1ON, ZDA L H—T oA ALK T AKX ) — RIZEY Y THRLET,

(1Pv4)
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ATy T2

ATvT3

ATv74

Bansra—7z1208% |

ip local pool poolname first-address — last-address [mask mask]

(IPv6)
ipv6 local pool poolname ipv6-address/prefix-length number_of addresses

51

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6é local pool insipvé 2001:DB8:45:1003/64 8

Wil BT TAZRND ) — RERILEDT RLAEZEDET, 7T AZEERET DT EDY
AliE, TRUVAZECLET, BEOHIE ) — RICBT DAL 7 TAXIPT FLAL, 2
DT —=NDO—HTIEHY FHAL, LT, ARy NT—ZDIPT RVAD 1 DEAAL T T
AHIP T RUARFIZHMRE L T TEE0,

K/ —RIZHV Y THNDLIr—ANLT FL A%, FFNZIEMICFRET 52 LIFTEEtA, &
J—=RTHEHAEINTWDT L A&EFRT HIZI1, show ip[ve] local pool poolname =2~ > K%
ANLET, K7 TAZX AL, 7 TAXIZSMUTZEEITANID BREID B THNE
T, ZOIDIZE->T, F—=AhbfliHsns2—I/VIP BRELET,

AV HE—T 2 A a7 4 Fal—aryE—RelELET,
interfaceinterface id

£

ciscoasa(config)# interface gigabitethernet 0/1
AVHE—T oA ADLHIERELET,

nameif name

11

ciscoasa(config-if)# nameif inside

name (3K 48 LFDT F A FFHNITT, KILFLE/NLFIEXBI SN EF A, ARTEEET
HITE, ZOavwry RCHLWEEZFALET,

AL T TALZDIPT RVAZREL, 7T AZ T—IVERELET,

(IPv4)
ip addressip_address [mask] cluster-pool poolname
(IPv6)
ipv6 address ipv6-address/prefix-length cluster-pool poolname

1

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8:45:1003::99/64 cluster-pool insipvé
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ATy TH

ATvT6

TDOIPT RVAE, VF9AX 7= T RLALRILRY NU—7 EIZFEL T DLER D
NFETN, TN EENTOTERY EHA, IPVET RL AL IPVv6 7 RLAD—J7FE 721X
M FEHRETEET,

DHCP, PPPoE. B L O'IPv6 HENREIX VR — A, IPT RLREZFEHTRET DM
ERH Y F9,

X2V T 4 Lo ERGELET, number (21, 0 GRIK) ~ 100 (i) OBEAFRE L E
D

security-level number

51

ciscoasa(config-if)# security-level 100

A B —T 2 A A F—T N LET,

no shutdown

1

WORFITIL, EPE0/0. GigabitEthernet 0/0, 35 J T GigabitEthernet 0/1 A > % — 7 = A
AEEB DA B —T 24 AL LTRELET,

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipv6e 2001:DB8:45:1002/64 8

interface management 0/0

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipv6 address 2001:DB8:45:1001::99/64 cluster-pool mgmtipvé
security-level 100

no shutdown

ip local pool out 209.165.200.225-209.165.200.232
ipv6 local pool outipv6 2001:DB8:45:1002/64 8

interface gigabitethernet 0/0

nameif outside

ip address 209.165.200.233 255.255.255.224 cluster-pool out
ipv6 address 2001:DB8:45:1002::99/64 cluster-pool outipvé
security-level 0

no shutdown

ip local pool ins 192.168.1.2-192.168.1.9
ipv6 local pool insipv6 2001:DB8:45:1003/64 8

interface gigabitethernet 0/1

nameif inside

ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ipv6 address 2001:DB8:45:1003::99/64 cluster-pool insipvé
security-level 100

no shutdown
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J—taxbsvFavzcxar—varorsn i

TJ—FrR ST ar74XaL—23  DER

Hll{EH /) — kD T—

ATvT1

I FGAENDE ) — KNI FAXZEBMT DI, 77— bA NI v TREDLETT,

FRFS Y TDERE

I TGAZNDOE ) — RN F AN DI2iE. 77— A NI vy TRENDLETT, —iKH)
W&, 7 7 AZIZBINT 5 XD ITROICERE Lic / — Rl ) — R e R0 E3, 77242
VI EARX—T T LB T, BEMEARET 5L, 7T AZORKIE S — RREESINE

To WANTZ T AZNIZLIOD ) — Rz, 20— Rl ) — gz £4, 7
FAZENT ke D ) — RiZT—4% ) — N2 £7,

1R BHHIIZ

e AT AKX 2l —arENYIT T LET, BT ITRAIDOLIGETDHLENE L
VAT, a7 4 Falb—rarm2EILTE5L7 I LTEL =TT,

« T RABHIEHY oy LIEBA L Z—T A A (AT 9 TDHCPEHAIRE) A FRV T,
AT 4 X2l —a VN E—T oA A FT T, V7 TAXIP S—LVEHRELT
BESNTWVEIRERDLY T, ZORTIX, 7T AX ) T E2HIMET 51TV E
T, BEDA v B —T oA A2 AL T 4 FXalb—2a BNhoNAIE. O 2 —T A
AaryT74Xalb—varx7)73T5ZLb (cear configureinterface) . £ >4 —7 =
ARG TABZA B =T a2 ATERTHZEHTEET, ZHUx, 77AF2 VT %
A X —T T BHENITOET,

B I A2 — REeBind 5 e, —RIIS, REMR ATy MR R vy 75
%E?é_k#%wiﬁﬂ\_hiﬁmﬁ®@ﬁfﬁo

75 AEEY 7 THRT Y v R T L— AT EANT LT, 7T AZHEY o
D MTU ZHESHEICRETE 5 L 912 LE T, jumbo-framereservation =~ REHHE L
TLEESW, VY AR 7b—LEAMNCTHEASARNY n—REhdled, ZOFIEE
HEDHANCFATL T LERNH Y £,

FIE

I ARIEBIMNTHANS, 7T AZHBEY o7 A4 B —T 24 ADVXLANA VX —T = A
FRELET,
BTIITAZN T EEMET DX, CDOA L E—T oA AE 7 T AXHIEY 7 & LT
L ES,
IIAFEEHY I A B =Tz AT 4 Xalb—rad, fil#l/) — Ko T—% /) —
RICIHER SN EEAN, MLar 74 Fal—vards /) — RCHEATILERSHY £
T, TDAVT 4 Xalb—vaNIBRINZNWED, JTRAXER) oA v HE—T oA R
DEENLE / — FTHEBNAT Y BN H Y £,

a) Xy NIV—=IF TV NI NV—TEER LT, VIEPET DIPT KL AZ#E L ET,
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b)

Ry MU= FTV=T N TA—TDOFHMONTIE, ASAT7 7 AT U A—/V 3T 4
Xalb— 3 A KO [Objects for Access Control] DFEA S L T 7ZEW,

VTEP O L 725 IP v T —21%, VNIA VX —T = A ABNMERT D7 T A Xl
Vo7 %y NT—=INBMNE L TWET, & VIEP YV —AA X —7 = A A&, FICH
Txy FEDOIPT RVABRHDET, 2OV TRy NI, thOTXTDONTFT 7 4 v 705
XMEEEL ., 27 AZEIEY) A v E =T 2 A AT REEND LI L TLIEE N,

i

WRIZ, A TAVTERBSNERA MEZBFORY NI —2 7 V=7 b T V—T%EK
ToblERLET,

ciscoasa (config) # object-group network cluster-peers

ciscoasa (network-object-group) # network-object host 10.
ciscoasa (network-object-group) # network-object host 10.
ciscoasa (network-object-group) # network-object host 10.
ciscoasa (network-object-group) # network-object host 10.

o O O O
o O O O
o g G
=Sw N

WOFITIXZ, A RTary Xy NI—=0 3T V20 baslBTH5Rry NU—7 4TV =
7 N IN—TEER L ET,

ciscoasa(config)# object network xyz

ciscoasa (config-network-object)# range 10.6.6.51 10.6.6.54

ciscoasa(config)# object-group network cluster-peers
ciscoasa (network-object-group) # network-object object xyz

VTEP #E70A v X — 7 = A A ELET,
interface interface id

nve-only cluster

nameif name

ip addressip_address subnet_mask

no shutdown

IP7 FLRE, Ry hU—7 T2 b T NA—7DOET D12 LTEDHINEND
D\i‘é—o

1 -

ciscoasa(config)# interface gigabitethernet 0/7
ciscoasa(config-if)# nve-only cluster
ciscoasa(config-if)# nameif ccl

ciscoasa(config-if)# ip address 10.6.6.51 255.255.255.0
ciscoasa(config-if)# no shutdown

VTEP YV —AA v H—T = A A% NVE A A X . A|ZB#EAT I £97,
nvel

sour ce-interface interface-name
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d)

e)

s/ —roI— k2 r5yTonE |

peer-group network_object_name
IDI TNVE A UV AZ A% 1 O FEETEET,

encapsulationvxlan @< K2ANVE A VA XV ADT 7 /L MZEVEBMEnEd, AR
FNGEMT A2 M0EIZH Y FHA,

&1

ciscoasa (config) # nve 1
ciscoasa (cfg-nve)# source-interface ccl
ciscoasa(cfg-nve) # peer-group cluster-peers

VTEP YV —AA VX —T =2 ADHFKIpkEr=y hefRELET, T—HF A F—T=A
ADEERMTU L VA7 Lt 154 34 FEWMEZIETE LET,

mtu interface_name bytes

TIAZGINY) 7 DNTT 4 TIZET —H Ny MBEREGEND O, 7T A X
Y 23T =2y hERIKOYV A RZMATITAF T T 4 v 7 DF—r—~ R
(100 XA ) BEOVXLAN OA—3—~ K (54 31 1) IZHXIGETLI2HERH Y F
. MTU % 1554 ~ 9198 /N1 FOTRELET, 7 74/L h®D MTU 1% 1554 /SA R T
To T—HALH—T A API500ICHESILTNDEEIT, 7 7 AXFIEY > 27 OMTU
1654 ICRETH 2RO LET, ZOHEICIETY YR 7 L— 20 TRNPMLETT
(jumbo-framereservation =~ > K& &)

2BV R 7L —2E AL TWAEE, IAKMIU L9198 X1 FTHD=D,
Fe BB =T 2 ADFRRKMTIU L9044 12720 . 7 T AZHEEY > 713 9198 IZFRE
TEET,

Zoa<wy NET—% /) — RNBEREINETN, 7= AT TRELLEDIZZO
BT A L EBEIO LET,

&1

£

e

ciscoasa(config)# mtu ccl 1654

({ftE) VXLANUDP A— h&%ELET,
vxlan port number

F 74 NTIE. VIEP EETTA v X — T = A AL UDP A — k 4789 ~® VXLAN k5
T4 7 EZIFTANET, v U —7 TEHELANAOR— 2T IH5581Z. ThaeXd
ETXET,

1 -

ciscoasa(config)# vxlan port 5678

VNI A % —T7 = A ZAEAERLET,
interface vni vni_num

segment-id id

ASAY 524500524 %BHT5 I}



ASAYSRADY 528 %EHTS |
B s —ror—rxr5yTo8E

vtep-nve 1
il -

ciscoasa(config)# interface vni 1
ciscoasa (config-if)# segment-id 1000
ciscoasa (config-if)# vtep-nve 1

¢ 1 ~ 10000 DFPH T VNI FEBZEZRTELET, ZDIDIINEA v ¥ —7 = A A+
‘(“‘3—0
-1~mwnw®%lft7f/bm% RELET, B AL FIDIXVXLAN Z X
TIERHSNET,
A B =T 2 ADZFIIREDIRT A= EHRELRNTL X,
RTYT2 VIGARICALEIEMNT., V922 a7 4 Xal— gy F—RILET,
cluster group name

1 :

ciscoasa (config)# cluster group podl

AR 1 ~ 38 LFD ASCIL LFHNTH D ZENNETT, /—RITLICRETE D7 T AHK

TNh—T1E1 270 T, Z7T7AXDTRTCORAUNPECLRIEFERTOILERH D 77,
RTYTI I ITREDIDA L NOLRIEEE L ET,

local-unit node_name

1 ~38 LFDO—ED ASCH XTFHNEHEHLET, &/ — NIIZ—BOLARINMLETT, 77
AFRNOMD ) — RER ULRIZMTHZ EIXTEERA,

1 -

ciscoasa(cfg-cluster)# local-unit nodel

RT9T8 I AZEIHY 7 VNIA v 2 —T =2 A%EELET,
cluster-interface vni_interface idip ip_address mask

1 -

ciscoasa(cfg-cluster)# cluster-interface vnil ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on VNIL

IP7 RLARIZIZIPVA T RLRAZIELET, IPv6 i, ZDOA v Z—T A ATIEIYHR— L&
NEHA, /—RZTELIZ, ARy NU—2 FORRAZIPT RLAZIBELET, VNI R v
N —270%, WMELVTEP X v MU —72 ECB@T ALz FHExy hU—27 TT,

ATy TS ) — FORBIRICKHT 220D /) —RKOT T4 4V T 4 2R ELET,
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ATvT6

ATy 71

s/ —roI— k2 r5yTonE |

priority priority_number

&1

ciscoasa(cfg-cluster)# priority 1

TIAFIVTA4IE1L~100 THY, | DER\EDOTTA4FVT 4 TT,

(FAFvar) 77AZGHY) ORI N7 7 4 v 7 ORFAF—FRELET,
key shared secret
i

ciscoasa(cfg-cluster)# key chuntheunavoidable

HHMIEIL, 1 ~ 63 LFD ASCI XFH T, HLAEWEIL, F—2ERTL7DIHEHIN
T, ZOavwrRE, THRNRANT T 4 v @EFIRET v 7T — ROIRE I NS N
Fa) WQIFEEBLEYA, T—H XX T 740071, HIZZIVT7 TFAMELTERFES
nEd,

TIGARBY T oA X =T NV LET,
enable [noconfirm]

1 -

ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy
class inspection default
inspect skinny
policy-map global policy
class inspection default
inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

INFO: Removing incompatible commands from running configuration...
Cryptochecksum (changed): fl6b7fc2 a742727e e40bc0b0 cd169999
INFO: Done

enable 2~ RBRATSNDH L, ASAIFTFETa2y 74 Falb—val ZAFXF Y LT, 77
AHY U TIZHRE L TWRVEREDIE A~ ROFEAFHES, 774 a7 ¢
Xal—varilbdavr Ry, ZHICKSETLZ NV ET, AfMEORVa~v 2 N
HIERT D2 L2k onET, JIRELLTNoZ AN LESGAE, 77 AX ) T34 3—7
TR FH/ A, FEREE L, AfED2 03~ K& BEIICHIBRT 512X, noconfirm
F—U—FREFHLET,

BONCA RF—T M LTz — RIZ oW, &l — FBRERBAELET, TNETIIRIO
=BT FAZDOHE—D AL NR—=THAHIVERH DT, ZHHIH, — Rz 9, =
OHIFFIZaZ 74X 2L —2a VEEEFATLRN T E I,

IIAEN T ET 4 B—T I T B2, noenablez~ > REZATILET,
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&
it

GE) TIGARN T T 4 B—T N LG EITL, TXCOT—H A H—T = AN
Txy N LUER, BEALVE—T A AT TR T 7T 4 TR0 F,

1

WOBITIE, FEA X —T A A, WAV Z—T A A INBA X —T = A A
BELORVXLANZ 7 AZHY > 7 3% E L, Z£D% T, Tnodel] &9 4HEITD ASA
DY FZAZY T EAEMELET, ZHIROICY 7 AZITBINENS ) —RThHD
7=, il — Rz £,

ip local pool mgmt 10.1.1.2-10.1.1.9
ipvé local pool mgmtipvé 2001:DB8:45:1002/64 8

interface management 0/0
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8:45:1001::99/64 cluster-pool mgmtipvé
security-level 100
no shutdown

ip local pool out 209.165.200.225-209.165.200.232
ipv6 local pool outipvé 2001:DB8:45:1002/64 8

interface gigabitethernet 0/0
nameif outside
ip address 209.165.200.233 255.255.255.224 cluster-pool out
ipv6 address 2001:DB8:45:1002::99/64 cluster-pool outipvé
security-level O
no shutdown

ip local pool ins 192.168.1.2-192.168.1.9
ipv6 local pool insipve 2001:DB8:45:1003/64 8

interface gigabitethernet 0/1
nameif inside
ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ipv6 address 2001:DB8:45:1003::99/64 cluster-pool insipvé
security-level 100
no shutdown

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

interface gigabitethernet 0/7
nve-only cluster
nameif ccl
ip address 10.6.6.51 255.255.255.0
no shutdown

nve 1
source-interface ccl

peer-group cluster-peers

mtu ccl 1654
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interface vni 1
segment-id 1000
vtep-nve 1

cluster group podl
local-unit nodel
cluster-interface vnil ip 192.168.1.1 255.255.255.0
priority 1
key 67impala
enable noconfirm

T—4/—FDT—FrR SV TDHRE
F— ) — FERET DI, WOFIEHENET,

4a & SRS

e AT A4 X2 L= arENRNY I T T LET, BT TRAXDPOLHETHZMLENE LT
LEIUHAT, avr74Xal—yarZBE L TELLOCLTELEDTT,

« T RABHIEHY 7 LEBA X —T oA A (AT a  TDHCPEE I FIRE) A FR T,
AT A4 X2 L= arNOA U F—T oA RFTRT, JITAXIP F—NAVEHRELT
RESNTODAIXLERHY T, ZOBREF, 772X ) 72T D0V E
T, BEDA B —T oA XA T4 FXalb—2a b BNhHLNAlE. O 2 —T A
AaryT74Xalb—varx7 V7352 ¢b (cear configureinterface) . £ % —7 =
AREBT TAZALE =T oA AIEMTHZ LB TEET, ZHUX, 7 7RAF VT %
A =T AT DENTATVET,

BT D7 7 AZIZ 7 — REBNT 5 &, —KIC, BRERIR Ty MR R e > 7%
BAETHZERDH Y ETH, ZIUIHEENOEIETT,

2T AZEIEY v THERT AV v R T L— A TREENC LT, 7T AZEEY v
D MTU #HESHEICERETE 5 X 912 LET, jumbo-framereservation =~ K=& L
TLEIN, VYU RTZL—L5FGHTHEASARY r—FaShbed, ZOFIEE
D HENCFATL T BERH Y £,

FIE

ATFYT1 ) — NICRELELOERUIZSAZEEY 74 B2 —T oA AR ELET, VIEP
V= AL H =T 2 A AHIDOIP T RV RAZREL TLZEW (KETER) ,

1 -

ciscoasa(config)# object-group network cluster-peers

ciscoasa(network-object-group) # network-object host 10.6.6.51
ciscoasa(network-object-group) # network-object host 10.6.6.52

6.6.53
ciscoasa (network-object-group) # network-object host 10.6.6.54

ciscoasa(config)# interface gigabitethernet 0/7

(
(
(
ciscoasa (network-object-group) # network-object host 10.
(
(
ciscoasa(config-if)# nve-only cluster
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B 7 —roi—rxr5yJons

ATy T2

ATvT3

ATy T4

ATy TH

ciscoasa(config-if)# nameif ccl
ciscoasa(config-if)# ip address 10.6.6.52 255.255.255.0
ciscoasa(config-if) # no shutdown
ciscoasa (config)# nve 1
ciscoasa(cfg-nve)# source-interface ccl
(
(
(
(
(

ciscoasa (cfg-nve) # peer-group cluster-peers

ciscoasa(config)# mtu ccl 1654
ciscoasa(config)# interface vni 1
ciscoasa (config-if)# segment-id 1000
ciscoasa (config-if)# vtep-nve 1

HlE ) — RICRELTEZLDOLERIC Y T AZ L EZRELET,
1 -

ciscoasa (config)# cluster group podl

I TAZDIZDRA NI —BEOLTHTHAIERRELE T,
local-unit node_name

1 -

ciscoasa(cfg-cluster)# local-unit node2

1 ~ 38 3UF D ASCII XFHNZIRE L £,

% — RIE—EOARNINLIETT, 77 AZANOMD /) — REFR CARTZf T 52 LT
F¥A,

HlfH S, — FICRE LT b DL L7 T AZGIY) 7 A =T = A AERELETH, / —
FZELICRILRy hU—27 EORBRDIPT FLAZIELET,
cluster-interface vni_interface idip ip_address mask

% -

ciscoasa (cfg-cluster)# cluster-interface vnil ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on VNIL

IP7 RLAIZIZIPVA 7 RLAZIELET, IPv6IE. 2L F—T 2 A4 ATIIYR— K&
NETA, ZOA L HF—T7 A A1, namef ZRETHZLIEITEEE A,

YA T TAZY T EFHLTCWDEA, 20O/ —RKO¥ A MNID ZREL., 1 FNEA
DMACT RUABRERHIND L2 LET,

site-id number

1 -

ciscoasa(cfg-cluster)# site-id 2

number 1L 1~ 8 T9,
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ATvT6

ATy 71

ATvT8

7—8/—rnI—trz+r3v 705z |

filfE ) — FOBEIZKHT DD /) — ROTIF7A XV T o ARELET, @FEIX, 6/ — X
DEmVMEIZ LET,
priority priority_number

1 -

ciscoasa (cfg-cluster)# priority 2

TIAF VT 4% 1 ~10ICHELET, 1 BEREDOTTAF VT £ TT,
%Mﬂ/"—]\a\—lﬂﬁiﬁbf_%}@knbmuuﬁﬁ‘ ff Ebiﬁ—
1 -

ciscoasa(cfg-cluster)# key chuntheunavoidable

JIGAR) T A X—=T NI LET,
enable as-dave

enableassave 2~ FEEHAT 52 L2k » T, FREICETHTXTOI LM (FI2E
I ABN) U TRIICRESHTWRWA U H—T =2 A ADTFAE) ZEMTEET, Zoa<wy
REFITTDE, JITRAXIIESMEITEDET—4% /) — RPRBEOREIZBWTHIE , — K& D
AREME AR T ENTE XY, T—H /—FDar 74 Xab—yaid, il — Kb
FiEnizar74Fal—vaillo T EEXENET,

JIGARRN T ET 4 B—T T AL, noenable 2~ FE AT LE T,

G¥) JIABYN T T 4 =T MILTEGEIR, T XTCOT—F A X —T A AN
Ty NEOUUVEN, BEHALUVE—T oA RAIETNT 7T 4 TN 9,

151
WOBNZIE, T —#% /7 — K node2 DBRENGENTWET,

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

interface gigabitethernet 0/7
nve-only cluster
nameif ccl
ip address 10.6.6.52 255.255.255.0
no shutdown

nve 1

source-interface ccl
peer—-group cluster-peers
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mtu ccl 1654
interface vni 1
segment-id 1000
vtep-nve 1
cluster group podl
local-unit node?2
cluster-interface vnil ip 192.168.1.2 255.255.255.0
priority 2
key 67impala
enable noconfirm

DIAREZ)VIHEDHREZTARX

DayORED—ER & LT, 0TV FAZORERKIZ, VTRAZV T ~NVAE=ZY T
TCP #ftE DI, 7 n—DEFELY T 4| MOKE LA I AF~v A X TEET,

Hl# /) — R TROFMEEZFEITLET,

ASA U SRAZDERING A —FDEE
W — £ 7 T A SRR DAY A XTEET,

FIE

ARTYT1 I 7AZOREE— RERIHLET,
cluster group name

ATvT2 (EE) 7%/ —Fhofill ) —F~Dary =V EGR-EENILET,
console-replicate

ZOMREILT 7 4V h TR E SN TWET, ASAIX, FFEDEKRA XY hR3RAE LR &
T, Ave—vEEEaVY—NVICHAOLET, 2y EREGMCTHE, T—H
J— KBl ) — Ricar Y — A yE—UREEINDLDOT, TE=XTHMLENRHDDIL
I I AEDa ) —)LiR— 1 DT,

RTVT3 II7RAZV T AR MDRP N L—A LV ERELET,
trace-level level
MBS U TR LIV ERELE T,
ecritical : 7 U T 4 v A X b (BEKE=1)
e warning : 4 (HKME =2)

s informational : fE# 1 <> & (EKE =3)
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~vzE=sy vy ssvanasmiengs |

edebug: TNV 7 A X2 b (EKE=4)

ANILREZRA) B LUVBEHBSNMETEDET

ATy I

ATy T2

ATvT3

CTOFIETIE, /= REA v FZ—T oA ZAD~NVAE=Z Y U 7 EHELET,

T 2, A =T oA AL WAUSNDA VB =T 2 A ZADNVAE=LZ Y Tk
FA4E—TNCT AR ERNTEET, ~NRAE=FY VI VLANY T A o F—T 24 AT
XFETENERA, ZIAZEEY 7 DF=FY IR ETCEZETAL, 2OV 7 1TEIC
FoH—EINTWVET,

FIE

7 T AXDFEE— REELET,
cluster group name

B -

ciscoasa(config)# cluster group test
ciscoasa(cfg-cluster) #

I TAZ )= RDONNVAF = JHEREE I AL~ A XL ET,
health-check [holdtime timeout]

)= RDO~NVAERERT D20, ASAD T T AKX ) — Rids 7 AZHEY) > 7 T 7 — RiZ

N—=FE—= b A=V EEELET, J— FPRERHENICET J— Fhbov—FbE— |

AyB—UEZELRWESE, TOET J— RInEREEZIET v KR RSN ET,
« holdtimetimeout : /— KD/ v~k E— K X7 —% 2 X vt —VORFHIRIREZEEC L9,
FRECTX DHPHIL 3 ~450 T, 774V MI3IRTT,

LD NRRUEREIT) L& (T2, T—4 A ¥ —7 = A4 AOBIETZITHIBR,
ASAFETNIAA T EDA  F—T 2 A ZADOHFIMLETITIER) 1L, ~VATF = v 7 HRES
WL, WM LA v =T 2 A ADA X —T 2 AT =K T LTI 50BN
HV F3 (nohealth-check monitor-interface) , FARB VOEFENFET LT, REDEFEIN T
RTCO /) — R EnN=6, ~VAF o v 7HBEAZFEAICTE £,

51

ciscoasa(cfg-cluster)# health-check holdtime 5

AE=T2 A ATA L E =T 2 AA ANVAF =z 7 2BHELET,

no health-check monitor-interface interface id
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B ~rxzzsurssvanEsmREORE

AV HE—T 2 AD~NVA F o 73V I EEEE=F—LET, ASARALUNN—%T T
A ZDBHIRT 5 E TORMIL, 2D/ — RBHESLIEHRA L N—=Th D), 2137 T AHXIT
BMLES L LTNENCESTRARYET, T74L FTHE ~VATF =y 7 ETRTOA
VH =T 2 ATARZ—=T N> TWET, Z0a<vr FOonELXE2EHLTT 4 v—7
b (BEZh) 2322 ENTEET, LeziE A L F—T A A28, MWHDS DA
H—=T 2 ADNVAE=HK ) T T 4 B—TWITDHIERTEET,

cinterface id: A v % —7 = A AOEREZTNLET, ~NVAE=FY U TIIVLAN Y7

A HF—T 2 ATITFEITEINFR A, Z7I7AZGHIBEI 7022 U TIIRETEE

Hhe 2OV ZIXEICE=F—SNTOET,

fAIEO NRRUELEIT) L& (T2l T4 A ¥ —7 = A4 ZAOBIETZIZHIBR,
ASAETFAA v F LA o F—T = A ADFMEETZIT D) (X, ~ VAT = v JiRE%
M%) (nohealth-check) (L., L L7 v H—T 2 ADA LV H—T =2 AET=Z ) T
LIS THMERHY T, MARTOEERET LT, REOEENTXTO / — RIZ[H
WENH, ~ANATF =y IV HREEFHEAICTE £,

1 -

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

ATV T4 ~NVAF w7 RRGEOHBIFIES S 7 AZREE DAL ~A A LET,
health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation
e system : W= 7 —IRe D BEN S ORELITWE T, WEHOEFEIZIL, 77V r—3 =
VRO Z A LT T N, FELET V= ay AT —FARERH Y FT,

«unlimited : (cluster-interface 5 7 /1 ) BEHEAS ORITHEIBEAHIRE L EE A,

« auto-rgjoin-max : FFfE A ORITEIE A 0 ~ 65535 OFPHOMICERE LET, 0lLHBEFEES
Sk L £9, data-interface & system O 7 4 /L M 3 TY,

« auto_rejoin_interval : FfEARITOMIMREEZ 2 ~ 60 OFPHOS N TER L E T, T 7 41
MEIXS T, 7T A ~OHESME / — RBRITT D RAEFIMIT, R ORER
AR D 14400 43 (10 H) ICHIBR S UE T,

« auto_rejoin_interval_variation : M2 S50 E I a2 EHE L ET, 1~ 3 O TE
ARELET 1:EERL, 2: HATOMBO24%, 3: BERIOMERO3E) . & 2.
MlR% S ICRRE L, A% 2 ICRE LTESEEIE, BAIOFRITR S otk 2 B HORITH
105% (2x5) . 3BEEORITA205% 2x10) 720 £, T 74/ MEX, 7T A
BAUE—=T oA ADFHITL, T—FA L H—T 2 ABL NV AT AOHAIF2TY,
11

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3
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ATy TH

ATvT6

~ze=ayvrssvanasngzozz

ASANA U Z =T =2 A ZAZEENRELTND ERR L, 7T AZ00 ) — FRHIERSND F
TOT Ny AR EZRELET,

health-check monitor-inter face debounce-time ms

1 -

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

TN AREIE 300 ~ 9000 ms DFEFHDEZFHRE L ET, 7 74/ ML 500ms TI, E%E
mé<¢ék A E =T oA ADEEZ LV RHIHMHTEET, T AR 28T

L. BRBREOEENELS BRI EICEHEBE LT EZ N, f 2V F—T 2 ADAT—HF AH
ﬁ#%é?ékvMAi4/5 TxAf ABEELLTY—7 L, 7 TAEZNEL ) — FEHlkk
THECTHESINT-IVREHELET,

EE) 774y 7 ARDOE=F) 7 EFELET,

load-monitor [ frequency seconds] [ intervalsintervals]
s seconds: E=X V7 A v —ORMZ, 10 ~360F O THRE L £9, frequency
T 74V ME 20 TT,

« i@ (interval) : ASA 237 — ¥ ZRFFT DR OE A 1 ~ 60 OFIH THE L £,
intervals & 7 # /v ;& 30 T9,

JITAZRAIND ST T 4w 7 BT —C&E 7, MBI, Atk CPUL A E
VORI, Ny 77 Fay 7 RERGERET, AMBETI 855, ED O/ — RBRAfH
M TE DAL, /= ROITAF Y 72 FETEMNITH0, AL v FOa—FR
NG T DR RINTEET, ZOEEIX, 774/ T RX—7 /ST
9., NI 74 v OAMEEMMNICE=4—T&FT, AWMBETIHEAE. /— KT
TAZY T FETENICT L L ARIRTEET,

No 7 4w 7 ATAEETTHICIL, show cluster infoload-monitor =~ > R&HEH L 9,
5 -

ciscoasa (cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 25 interval:

0 0 0 12 28

1 0 0 13 27
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B =505 28500528 e EREEORE

il

OB TIE, ~NAF = VIR 3ICREL, BEHONO A HX—T = AD
TR YT RERNIL, T A HF—T = A A HEBEESORITEEE 2 Hh
SBEA L CRIFEIOMMEO 3 5EMS 25 4BICRE L, 7 72X > 7 OHE)
FAEE ORITHEIEZ 2 0B EOFF 6 [EIZERE L TWET,

ciscoasa(config) # cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3

ciscoasa(cfg-cluster)# no health-check monitor-interface management0/0
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

BRUNSVABELUVI TA2 TCP EHELEDRTE

ATvT1

ATy T2

ATvT3

B OBSMERETCEET, Ty AN —LAFEREFF I ARN) ==X Hu— K
NI TORERE LT, 70— IR Y B4 Uga81E, # L TCP 7 v — % i A faf
D)= RKhbfhd /) — RV XA VI N FH X ICHRETCEET, BEfFo7 e —|3fto /) — K
WIS EE A,

TCP ##5i D 7 7 A BEMDBIEZ G LT, T4 LI XNy 7T v 7 7a—{ERORBIEIC
KRR A N7 v —CBET 5 TREREE] ZHRCEXET, T4 L7 XN I Ty
77 —=RERENDENC  — RRRET 2561%,. 2o r7n—%2EET5 2 LIXTEE
Hh, [FERIC, 70 —%2ET DRI N7 7 4 v 7 BRID 7 — RICHHE I %6, Tiivk
BT 22X TEERFA, TCP DT X MMEEENMET D 8T 7 4 v 7 O TCP OERDIE
EEAMELRNE DT HMERDH D 77,

FIE

TCP #ft D 7 7 A 2 EDBIE = L E T,

cluster replication delay seconds { http | match tcp {host ip_address| ip_address mask | any | any4 |
any6} [{eq | It | gt} port] { host ip_address | ip_addressmask | any | any4 | any6} [{eq | It | gt} port]}

51

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config) # cluster replication delay 15 http

1~ 15 O#IPATHEZHRE L E T, http BIEIZT 7 +/4 M TS EADNIRY £7,
7T A OFEET— REfia L £,

cluster group name

(AFar) TCP F 77 4 v 7 DEHOH M EAE L £,

conn-rebalance [frequency seconds]
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1 :

ciscoasa (cfg-cluster)# conn-rebalance frequency 60

Zoavwr R, TIANRTT A= NI R TWET, AIEEN TWAEHEEIE. ASA
ITAMEHRZ EHMICAZ L, 3 LWER O AR 2 @SB DT A AN BARAR DT /S A AT
BEILEd, ANMEREZHTIMELY. 1| ~360 BOFmMANTIEELET, T 74/ MES
wTd,

A M PR T IR LTI ER OB e SE LW TS IS, BeHY A hor I 242
AN E T E EE A,

YA FEEREDRE

PA MEZ TAZ Y 2T DEE, TR LR E DB, REEN RS A XTEE
¥,

T4V AO—AE—L a3 DFEMIL
T Z—=DYA NI TAZ) T ONRT =< A% EEE, TR v TR
MZEETA7-0IC, 4L 72— —h VB —2a A R2—TMITAHRZENTEET,
W, LW EDOY A FND YT T AHX A=l L»Ta— K RXT 28N, FTf
ENTWET, LL, ASAIIEEDY A FOA L A—IZTF 4 L7 X a—)L&2E ) Y TET,
Ta4LrFa—hVE—vaicky, frEELRLCYA bouv—Bv T 4oL X EOY
A MIOEFEETRER 7 a— )L F 4 L7 B LW BINDT 4 L7 Z a— LSRN0 F97,
FiEEET 4 V7 ENE—YA NMIGFETDE, X7 r—<APRAMELET, T2, TOAT
HENRKBLUT-GE, vo—aneT 4 L7 ZIZRECYA FTHLOWEROITAE 28R L £
T, TO—RNART 4 LI B2 7T AL A A=RROY A T SN AEEHO Ny b
EZETAHEACHEASNET,

1R BRI
¢« T —hANT O TRETITAT AL NR—DY A FIDEHRELET,
CRDLT T 47 AT, =BV E—varEYR—FLTWEEA  NATBLW
PAT F o7 4w 7, SCTPHBEENEZ T T4 v, 77T A T—varyfFiaAr7=xV,

FIE

RTYT1 I 7AZOREE— RERIHELET,
cluster group name

1
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ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

FoLrs A2 u—h V=g R—T NI LET,

director-localization

Y4 FRAREOFEIE

ATvT1

ATy T2

A FOEENS 7o —%E#ETH72012, VA FOINEMEEEDICTEE T, #EiiNy o
T oA —F =N A —F =L R U A MIHDIGEE. A FOEENS 7o — 2 {Ri#ET LT
DI, BIMONRy 7T T F—F—=NROV A FHBIREINLE T,
1R BHHEIIZ

¢« T—MRANTOTERETITITAHA AL NR—DY A D ZHRELET,

FIE

7 TAZDREET— REBBLET,
cluster group name

&1

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

A FOTEEREAENTLET,
site-redundancy

HSRE JA—FEEYTF L DETE

LISP O b5 7 4 v 7 #REL T, F—rS—i8%A MEBBIT 2T n— LY 7 1 24
MTET,

LSP A VAR 3 [2DVT

LISP -2\ T

LISP N7 74 w7 BREBETHZLET, A4 MO —DFE VT 4 AN TEET,

VMware vMotion 72 ¥ DF — X o X — (i~ v OEFE IV T 410k > T, —NF 7 747
Vb ~DOEER AR T A LRI, T2 A —lEBETEET, oL T —F
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ASA LISP D 7R— |

LISPDITA FZA

asausp oyt—

Z—H—=N"EEVT 4 &P R— T2, P —"OBE I —~DATJV— N &L —
HNHEHTE DM NH Y 9, Cisco Locator/ID Separation Protocol (LISP) D7 —F7 7 F ¥
i, 734 AID, DEV = RARA 2 MID (BID) D%, 2EVIV—T 47 nlr—
% (RLOC) B2 2DRRDFT L NY o A=Al —OBITE S TA4 T b
WXL CEBIICLE T, 72& 21X, =S LWGFRICBEI L, 7 747 > b3 —IC
N7 74wl BEETDHE, N —FITH LW NI 7 v 7BV X AL FLET,

LISP Ci%, LISP ®HiJ1 b > /v —% (ETR) . AJJ b )v—% (ITR) , 77 —A b
Ky —% <~y 7 VAN (MR) | BER~y 7 H—s (MS) REOHDH—EDR—
JZBWTN—Z L= "PRETT, b= PRIONL—F RSN TND Z & a2 — D
Ty—AMKRy T IN—ENEHTDHE, TONL—ZIIMOTRTCONL—Z LT —Z_X—R %
WHL, 729472 MIBRENTHWAITRA T 7 4 v 7 2RITZIE LT 7 Rv/ME L, B
LW — NOEFNCIEETEDL LI LET,

ASA X LISP HIRZFAT L EHAMN, HATOELFIZETAHLISP N7 7 4 v 7 &AL, v —
LVRAR I T A8 o TEAEDT-OIZ Z DOIFHRAMEH TE £ J, LISPORG ZITHORWIGE,
=B LY A MIBEIT L&, N7 74y 230 7e—F—F—DRbViz, HLn
YA NTASA T TAZ A NR—=Z720ET, FHLWASANENFA FDASAIZNT 7 1 v
7 EEE L%, WO ASA T, P RICEIET D70 N T T 4 v T EHT LA MY
EIMERHDET, TONTT7 4 v 7 7u—|dE i, TharR—=r7) £
(~T =271 LT ET,

LISP ALV, ASA 7 T AL A N—X, &PIDOK v 7 —% & ETR L7213 ITR [H T
DEY SNBLISP 77 4 v 7 &BBEL, 7R—0OFEEEHT LWV A MIEFETEET,

eASAV FGAK A N—F. A FDODT77—RA KRy 7 L—% L ITR £7-1% ETR OREIC
FHELTWARERSH Y £, ASAZ TAXHIEEIEE I AL DT 7 —A MKy
N—BIZTHZLIZTTEEE AL

s EBESBEINTE T —DHARYR—FEINFET, —wfbEnmTe—, Bo%mInsr
o—, ¥EEAD ) — R L TWad 7 a—3FfH Lt —Fr—iZiigishsnEdi, ¥
SEHENTEZT7a—ZEISIPREDT IV r—varNagEh Ty, Hive—L 201+
TOF7a—NFEU ASAIC L > T SN ET,

e I TARFIFTLARIBL N4 T e —REAZBEISEHZITTT, —HOT T r—g
VTN AREENRH D T,

MO 7 0 —F£ X E VR ACRA R TRWT a—DE4, A—F—0BEIAH TR
WRBEMEDRH D 9, A LV AXRT v a R U—%RETDH LT, ZOBREETYAR— |
SNDHRNT T4y IO TERETEET, £lo, 7ue—FE I T 4 EZRARR T
T4 v ZICHIRT DL ERH D £,
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Z ORI, BEROMEICBIRT 3 RESE TN TVET (BRI T~ Z0%
THHLET) .

1. (FEE) RAFERIETY—NIP 7 FLACESSHBERNRED OHIR : 77 —A F Ay
T N—H1E, ASA 7 T AEA NG LTWRWKRA MERITIRy U —2 |2 EID @& A
T —VEEETLIHANHY ET, Zod, 77 AXCEET L —"E T E Ry b
U —27 DOHIZED IR TEET, 72& 2L 7 T7AZB2O0OY A FORIZEE LT
DM, LISPB3DDH A N TIEITINTWDELAEIX, 7 7 AZICEELTWbH200D% A
MZX L TOHREID 5O 5 0ENH Y 7,

2. LISP 77407 £ AT ay i ASAE, 77— A MRy 7 —& L ITR 721X
ETR OB TEEEND EID @A v E—I2BW T, UDP AR— b 4342 D LISP b7
T4y EBRAELET, ASAIL, EID &% A b ID ZBEAIT S BID 7 — 7 VA RFF L E
T el 2IE. BHOR Yy T NV—FDOFEILIP T R AL ITR £721X ETR O%E5%ET L
A% HDOLISP N7 7 4 v 7 ERETHMENRSHY 7, LISP T 7 4 v 7IZET 4 L7
ANFDBTHNTELT, LISP N7 7 4 v 7 ARIZZ 7 AZREOILFITSM L7202
EITHEBE LTSN,

3. WBESNEI T 74y TOT7u—F T4 BZANCTEYI—EA R — VX
AIVF AN NT T 4 7 T7a—FE T A EHENNCTAVNERHY ET, 72L& 2
X, 7r—FE U7 4%, HTTPS b7 7 4 v 7 OARIZHIR L2V | FFEDH— 3 & DI
TROVEY SND T 74 v 7 DRICHIBLIZY TEET,

4. VA FID:ASAIL. KV TFAF ) — KOV A FIDEZEALTCHLWA—F—ZHELF
ﬁ—o

5. 70— FCEUF A EHNNCTHITAZLSLVDOBRE : VFAX L THT7a— FE
UF 4 AT HUNERGY T, ZOF/F 70U R 2 MHT52 LT, BED
UGADNT T 4w P ERIEIT IV r—va K LTI e —F ) T 4 AERICEDE
I TEET,

LSP A Y ARS L 3 VDHRE

LISPO N7 7 4 v 7 #RELT, b—"=0BV 4 " NHEZBHT IR Ve — )T 0 2FH
N CTEET,

4a & H RIS

s iilfll ) — RO T7T— R AT v TFoikE (192—) BIRF—F%/)—FKD7—KhX b
Ty TOFRE 253—=) [>T, £V T7AX 2=y +EHT A MIDIZEI D Y TET,
cLISPO T 74w PIET IHN A LVART Y ay VT T 490 7T ATEENR W

D, ZOFMEDO—FHELTLISPDO 77 4 v 7 IOV T A RET DLENRH Y F
R
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ATy

ATy T2

usp 1 vz~ avonzE |

FIE

(EE) LISPA v AT varyr <~y THEHRTELT, IPT RLARIZESWHTREFAD EID %
HIBE L, LISP OFRiEHEF—ZHZTEL T T,
a) YEBEACL 21ER L ET, 505EIP 7 RLADL N EID #AALT FL A LA SET,

accesslist eid_acl_name extended permit ip source address mask destination_address mask
IPv4 ACL 3 L TN IPVv6 ACL @ EH HIZH S L TUWET, B 72 accesslist extended D
LIZOWNWTE, a~vr R U 77 b RAEBBLTIE I,

b) LISPA AT v ary vy T alffiliL, "I A—% F—RNIIBITLET,
policy-map typeinspect lisp inspect_map_name
parameters

c) TERL7- ACL Z§B LT, #Fr &7 EID #E&£LET,
allowed-eid access-list eid_acl_name

Ty —ANKy T N—FFEFIIITRETR X, ASA 7 7 A Z NG L TWeWER A NER
IRy NU—ZICEIDHHIA v E—VEFET LI ENRHVET, ZDd, 7T AKX
B 5 —N_"—F IRy NU—Z DARICEID IR T £, 72& 21, 7T RAEN
2O0DH A FORIZEEG L TWER, LISPA3 DY A FTIEITESNTWHEAIEL, 7T
A LTWBE200% A MIXLTHOAREID 2505 0LERH D F7°,

d) KEILUT, FRiEEAEXF—Z2 AL ET,
validate-key key

51

ciscoasa(config)# access-list TRACKED EID LISP extended permit ip any 10.10.10.0
255.255.255.0

ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

Ty —ANEKRy T N—4LAR— k4342 O ITR £7-1Z ETR D UDP ~F 7 ¢ v~ @ LISP
A UART g DR IE,
a) MWEACLAZRELTCLISPD T 74 v 7 2B ELET,

accesslist inspect_acl_name extended per mit udp source_address mask destination_address mask
eq 4342

UDPR— h 4382 {5 ETHHLENH Y £9, IPv4 ACL B X T'IPv6 ACL ® X5 HIZH %t
Jia LCUWET, B 7 access-list extended OFESCIZOWTIE, < R U 77 L0 A xS
LT &0,

b) ACLDZ A~y 7 ZERLET,

classs-map inspect_class name
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B usprozxxsvaone

ATvT3

match access-list inspect_acl_name

c) RIv—~vr VIR EEEL, A7 aDLISPA VAT vary~vy Tk
FHL A AT varvzgbLl, y—ERARV —% A X —T = ATHEHALE
T R THID)

policy-map policy_map_name
classinspect_class name

inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interfaceifc_name}

BEfFOH—E A RY o—b 2581, BMEORI > — vy T4 E2BELET, T 741
FTC, ASA|ZiZglobal_policy EFEEIN D 7 B — 3L AR —RNEENTNDHTZH, Za—
PIVRY DA ERELET, R v—%2 70— VUil LaaWnigaix, 24—
T AAZTELIZI DO —E AR —E{ERT 252 L HTEET, LISPA VAR U=
NI MFENC ST 7 4w 7T 5720, EEITEIEOM DA X —T = A AT
P—bEA R —2@HTLISLETIHYEEAL, N T T4 v I BHERDT TA <
=T 556, RV —~y 7 Z#lHATHIA =T 2 A RACADLERIIFETDH T
T AT DT RCNEELEZITET,

1 -

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa (config)# class-map LISP_CLASS

ciscoasa(config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa(config-pmap) # class LISP CLASS

ciscoasa (config-pmap-c)# inspect lisp LISP _EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASAIL, 77—A P ARy NV—H L ITR £/2IXETR OB CTEEEIND EID @A v E—2D
LISP T 7 4 v 7 & LET, ASAlX. EID &% FID Z B8 ST % EID 7 — 7 /L & {5 EF
L/i—a—o

o7 4y 77 ADT7r—F T BRI LET,

a) LR ACL #8XEL T, ==Y A NEERTH L X, Kot A MIHEHIY YT
TOHOEYRA T VT A INIRNT T 4 v 7 BRELET,
accesslist flow_acl_name extended per mit udp source_address mask destination_address mask eq
port

IPv4 ACL 3 X OVIPv6 ACL D &6 HIZ b5t L TWE T, B 7 accesslist extended O
LZHONWTIE, av > R 77 L ZA2ZRLTLEIN, 7r—FE U7 4%, EY
FAIVT L AN RNT T 4 I L TA F—TNMCT HRERDY £, 72& 23,
Ju— % UT 4% HITPS T 7 4 v 7 DI, £33 EDY —_"—~D T T 4 vV
DIHZHIRTE ET,

b) ACLDZ 7 A~y 7 a2ELET,

class-map flow_map_name
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ATy T4

usp 1 vz~ avonzE |

match access-list flow_acl_name

) LISPA AR v avZBMELEF LR v— <o 7Ja— 277 A~y 7T HEEL
T, Z7e— b U T4 /AT LET,
policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp

1 -

ciscoasa (config)# access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0
255.255.255.0 eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

config)# match access-list IMPORTANT-FLOWS

config-cmap) # policy-map INSIDE POLICY

config-pmap) # class IMPORTANT-FLOWS-MAP

config-pmap-c)# cluster flow-mobility lisp

ciscoasa
ciscoasa
ciscoasa

ciscoasa

TIRAE Th—T a7 4 Fal—raryET—RKIBTL, Z77RAZDT7a—DTE) T4
AL LT,

cluster group name

flow-mobility lisp
ZOFNFTOUNKFEZIZEY, 7u— EE VT 1 OFMEREM L RIITA LT,

151
W &R L ET,
«EID % 10.10.10.024 % v sV —7 L@ EID IZHIB L £,

¢+ 192.168.50.89 (NEE) (248 5 LISP /L —# & 192.168.10.8 (B ASA A ' Z —7 =
A2 F) IZHDHITR E/-IZETR V—F OO LISP 5 7 ¢ v 27 (UDP4342) %
MELET,

« HTTPS % H LT 10.10.10.024 DY —_R—|ZEEINDTRTONEB T 7 4 v
7izxtLC7r— U T s 2 HME L ET,

c VFTAZH LTI H— YT 4 A R—T M LET,

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID_LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP_ACL
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policy-map INSIDE POLICY

class LISP_CLASS

inspect lisp LISP_EID INSPECT

service-policy INSIDE POLICY interface inside
|

access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eg https
class—-map IMPORTANT-FLOWS-MAP

match access-1list IMPORTANT-FLOWS

policy-map INSIDE POLICY

class IMPORTANT-FLOWS-MAP

cluster flow-mobility lisp

cluster group clusterl

flow-mobility lisp

DSARAZ/—FDEHE

VS AREEA LKL, a7 4 X2 —a v BERE L, V52X ) — REEETXE

T

7V T14T/—FIZHB

TITAEDIET T T 4 TIRA N RDITNE, 7FARAX )T a7 4 Xab—va 3k
TR, FO)—FRETIIAZY T 5F 48— NI LET,

\)

GE)

FIE

ASAN (FENT, FRFINAT 27 27 —I1280) T 7T 4 7127DE, TRITOT—
BAE—=T A ANy MU ENET, BHEHA L X —T oA ZADBNR T T 4 v
T HEEZETEET, NI 7477 —%FRIERIE, FTRX VT EBHO, 2—7
JMZLET, FiE, O/ —R&E7 FAZNLERICHIBRLET, FHA X —T A A
X, ZDO ) — KR ITAZIP T —)IVInHZ -T2 IP 7 KL A2 L THl & i & Bk e
LR FET, EL, Va—RLTHL/—FRB I FAXNTERLET 7T 4 7 TERWEE (7
FTAEY T NEHIRRE TR ELRAT LTSGR E) | A X —T o A AT/
F1, TNLBEOar 7 4 Xab—v g UEEICIE, ar Y — VR — N EFHTINERD Y
SN

ATYT1 7V ITAXOREE— RERBLET,

cluster group name

&1

ciscoasa (config)# cluster group podl
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#iEms —ensnF—4/—kok7s57 171t [

ARTYT2 VI AXY) T RT 4 —T M LET,
no enable
D — KW — R Tho2Ba80%, HLOHIE S, — ROBENFEITS . BIDORA L R—
D, — RiZ7e 0 £,
JIAB AT 4 Xalb—ra I R SNDSDOT, BT ITRAZY T EREA X —TNIZ
TXET,

HEH — oD T—2/—FDETV T4 71

B A LTS = RUSD AL REHT 7T 4 TICT BT, WOAT v FHFEITLE

‘j"o

N

GE)

FIE

ASAWIET VT 4 T2l b, TRXRTCOT—HZ A Z—T A ANV Yy MU INET,
FHERAA L H =T 2 A ADHRN ST T 4 v P BEZETEET, VT T4 v Tu—%HH
THIE, 7 T7AX VT EFHEGMILET, BHA LY —T A A I, TDO/—KNB7Z
AL P S —=NANOZITEAT2IP 7 RV RAEMEH L Tl S BRE L e £9, 72720,
Ja—RLTHL/— KRB TFAXNTERET 7T 4 7T TIERWEE (7T A% TR
RETHREERTE LIZGERE) | BEHA VX —T = RTEHTD 5, FNLFEO =
TA4Xalb—va MEETR, 3 Y=V R— b EERATLIHNERH D 7,

7 TAZMNG ) — REHIBRLET,

cluster remove unit node_name

T—=hALT T arzaFalb—vaIEEINT, Hl#Hl ) — P bEEICFERS S hz=
V74X L= a b EFDEETHINDT, I T 4 FXFalb—alrE kb TED
J— REFEBMTEET, Hil#/ — FEHIRT 27017 —% /) —RTZoavy READ
L7235 aiE, HLWEIE S — R @ EShEd,

A\ B — BRI T HITIL, cluster removeunit ? & A3 57>, show cluster info 2~ > K
ZANTTLET,

1 -

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:

asa?2

ciscoasa(config)# cluster remove unit asaZ2
WARNING: Clustering will be disabled on unit asa2. To bring it back
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to the cluster please logon to that unit and re-enable clustering

DIARAI~DBSM

ATy I

ATy T2

)= FNI FZRAENLHIBRENTZGS (e 21X, BERRAE LA VX —T 214 ZADFE.
FLRIAVNR—FTFENCTIHET 7T 4 7L E) L. 7 T AZICTFETHSMTOLERD
D E9,

FgE
Q=)L T, VIAKX 2T 4FXal—arT—RefttLET,

cluster group name

1 -

ciscoasa(config)# cluster group podl

JIGAR) T A RX—=T NI LET,
enable

5525805 DRR

&

7T ABNEERICHET AL, VTAY T ATy T ar7 4 Fal—v a2k
ZHIBRT DM ERH Y £3, %/ —ROBEOa > 7 4 FXal—vaid (TI/T7 47 2=y
rBREIENT) RIUTHDHED, ZJTAXZNLMIBTLHE, JTAX VU TRIOa T 4
Xal—varvENR\y I T v I NoEIET 50, IPT RLRADOHEERT L2007 4 Fa
L—3a U EHELTHIOLLRYETZ LB MBEIZR D 9,

FIE

T—=2)—=RORE, 7 TAZ )T ERO LS ICEIELET,
cluster group cluster_name no enable

1 :

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable
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ATy T2

ATvT3

ATv74

ATy TH

ATvT6

sims —rozE ||

TIGABY U TINT—H ) — R ETAX—T MR >TWAHMiZ, 207 4Fa2lb—va A
HAITHZ LI TEEREA,

JGAR AT 4 Falb—arE VT LET,

clear configure cluster

ASALL, BEA L H—T oA R FRALHIA) T 2 ELTRXTOA U F—T oA AT ¥ v
N LET,

PGAR AR —T oA A FT— KT 4= NI LFET,

no cluster interface-mode
E—RNFar74sFab—ra IR FESNRNWED, FEICI By 520 ERHD
j—o

Ny T T ar7Z 4 Xal—rarBbdGh, Frar74Fal—ra iy s Ty
FarJ 4 Xal—grFar—LET,

copy backup_cfg running-config

B -

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

AT 4 Fal—arERAEA— T IR ELET,

write memory

NPT o7 a7 4FXalb—valrPDRVEGEAER, BBET7 7 A2HERELET, -2
2. AV F—Tx2AAIPT RLAZERL, ELWKRA MMEETLLET,

HlE/ — FDERE

LDOT, FrLWHNHE — B ECTH 2 BT 2 BN H Y £,

Hilf ) — F2EET 5 BEOHET, §lfl /) — R T2 F 22V o 728 L, B LWl
=y FOBRREFGFSThD, 77 AZ2 Y 7 2BEANITL5ETT, 6l — R+ s
J— RERBICIRET 2RERS D561, ZOHOFEALERLET, 720, PRgEhil
BREDH A1, ZOFMEZMEH L THIlE /) — FEE LR 5 &L T~ TOHRS Fo v 7Eh

HilfH ) — F2ZE T 21203 WOFIREFEITLET,
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B /5xs265c0a< roxs

FIE

L/ —Rafiifl ) —RFE L TRELET,
cluster master unithode_name

1 :

ciscoasa(config)# cluster master unit asa2

AL T AZIP T R ANOEPEHGNLIEICRY 9,

A N —4 T Fm T BT, custer master unit? (BIED ) — RZERL TR TOLFINDERS
n5) EAJT 50, showclusterinfo i~ REASLET,

DSRAZEARTOIATY FDOEIT

A REZTAZNOTRTO /) — R, EEEFED / — RICEEFET 12, ROFIEE
FATLET, show 2~ RE2F_TO/ — RICEET L L. T TOHADIEE S THE
D) —FRKparyy—iFrInEd, Tofthoa~wr K, 72L& 20 capture<C copy b, 7

T AL BIRTOFITEERTEET,

FIE

FTRTO/)—RiZavr FERELET, /—FAZHEELESEIE. FFED/ — FIEEL
£

cluster exec [unit node name] =~ > K

B -

ciscoasa# cluster exec show xlate

J— R4 EFRTHIZIE, duster execunit ? (BED /) — RERLS TRTOLRIDER I
%) L AST 5D, showcluster info =~ REZ A LET,

1

FLXY T 77 ANVETTAINDTTO /) — KM SEFFIZ TFTP %—Ni2 =
E—34512iE, il — FCTkoa~r KEADLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap
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asaiEsszane=4ay>y |

HEDPCAP 7 7 AV (% /) — K6 1259 2) NTFTP H—NiZatv—3nE7,
SHEDF ¥ T v 7 7 A NAHIITEEIZ , — RABAINE 4L, capturel asal.pcap.
capturel_asa2.pcap 72 & L7 D £4, ZDOHITIX, asal & asa2 [T/ T AF /) — R4 T
@—O

ASA RFEHY S RAADE=R)2Y

7 TAZORELER AT =S —BLO NI TN 2—T 4 T TEET,

DR AT—RADE=ZZ)Y
JTAZDREDE=X Y L TIZONTIE, ROa~vr REEHR LTI,
« show cluster info [health [details]]

X —U— REEELRWT showcuster info 2~ > REFE(TTHE, 753 2AZRNDOTT
DA UINDAT —HANFRENET,

show cluster infohealth =~ > Rif, A/ v &% —T x4 A, J—FRBIXWNI T 2Z KO
FEORREEZFRLET, deatailsF—7V— Fit, ~"— b — bk X v —U0kB% R
L/iﬁ‘o

show cluster info =~ > RIZOWTIIROH N EZ B L T 72 &0,
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state SLAVE

ID : 0
Site ID HE.

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl92

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state SLAVE

ID : 1
Site ID HE.

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state MASTER

ID H
Site ID H

Version : 9.4 (1)
Serial No.: JAB0815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
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Unit "B" in state SLAVE

D : 3
Site ID : 2

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

show cluster info auto-join

RERBIEAR T 7 T AL ) — K7 FAZICHBIRNZHSMT 2008 5 2, B L OEFIREE
(FA BV ADFER Y ¥ —Y DNV AT =y JEERE) BN7 VT IR E D DER
LET, /— FRKFBRIICHENZ /o> TWADIGE, £7003/ — RT3 TIZZ ZAZNITH
DA, Zoavy RTRHANRFRINER A,

show cluster info auto-join =~ > RIZOWTIIRDH BB L T &0,

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Master has application down that slave has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check

failure.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

show cluster info transport{asp |cp[detail]}

RO b7 AR— FEEOKREEREZR R LET,
casp: T—H TL—2rD kT AR— MEEHEHR,
ecp: v bhu—L FL—rD kT AR— MEEHE R,

detail ¥ —V— REZANTH L, 7 7AXTREREMEORWN T VAR —K 7r han
OEFERRRNF RS, Ny 7 7Rarba— L7 L—rThaXNNZRo7o  XIT
Ny b Ray FORBEEZRETE £7, show cluster infotransport cp detail =2~ >
RIZOWTIFROH 2SR L T ZE W,
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ciscoasa# show cluster info transport cp detail

Member ID to name mapping:
0 - unit-1-1

Legend:

2 - unit-4-1

3 - unit-2-1

)

unreliable messages

UE unreliable messages error

SN sequence number

ESN expecting segquence number

R reliable messages

RE reliable messages error

RDC reliable message deliveries confirmed

RA reliable ack packets received

RFR reliable fast retransmits

RTR reliable timer-based retransmits

RDP reliable message dropped

RDPR reliable message drops reported

RI reliable message with old sequence number

RO reliable message with out of order sequence number
ROW reliable message with out of window sequence number
ROB out of order reliable messages buffered

RAS reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb26fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0
RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384
RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0
RAS 130258 218924 228303

Gated Tx Buffered Message Statistics
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current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

o

Message high watermark: 14%
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Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

« show cluster history

7T AZDEIE, BILOI T A2 ) — FRBINTE o B, /—NIRy 722 %
HENTZBHRICB T 22T — A vy —VURFERINE T,

DIREEERDNT Y FDFv TF X
I T ABETONRT Yy hOF ¥ TFHIZONTL, IROa<wy REZRLTLLEE N,

cluster exec capture

I TABEIRD N T TN a—T 4 T R — 4 5I121E, cluster exec capture =~ K%
ERALCHIE  — RECTOIIREEHE T 74 v 7 DX T F ¥ E2AINLET, TN T,
T AZRNDTRTOT—H ) — R THHBHICEDICR D £,

DSRABYY—ZADEZZYY
JFGABY ) —=ZADEFE=F Y N ONWTIL, ROa<wy REBRB LT EEN,

show cluster {cpu | memory | resource} [options]

7 T AL BROENT — X EFoar LET, HHFREZR options (X7 — X DX A SN2 L - T
Di‘g_o

DSRE FST49IDEZRYVY
TIGARNT T4 ITDE=ZEZY U TICHONTIE, ROa~<wy REBBLTL &N,

« show conn [detail]. cluster exec show conn
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showconn 2=~ RiZ, 7n—NRNT 4 VLI H¥ RNl T v/, FHE7x+U0—FDED7
o—7ThobM%uExLET, cluster execshoweconn 2~ R&Z{EED /) — R THEHAT S L.
TRCOBERNEREINET, ZOa~vr ROFRRMLIE, 12070 —D 77 4 v/
NI TAFNOEEEERASAIZED LD IZRZET DL £, 7 TAXDA)L—
Ty MI, B—= ATV ORE T T 4 F 2= a ko TERYES, =
Oa<y REFIATAE, BAIBEHFRO N T T4 v I NI TAXNE EDO X D IZHHINLD 0N
fHHEICHONY £, £/, B—FRTUINR T —DORT 53— A ED L ) ITHBE
5.2 0% BiRT 5 DITENLH ET,

*7-. showconndetail =2~ > RiZ7e— v )5 s ODEELZ I TA T —%5F R LET,
Iz, show conn detail =2~ RO IflZ R LET,
ciscoasa/ASA2/slave# show conn detail

12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7Z - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime
Im21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received
at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface
NP
Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic
received at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface
NP Identity

Ifc Locally received: 716 (8 byte/s)

B 7a—O NI TN a—T 4 T EIT IR, BAICTRTO ) — ROz —E#k
RLUET, FhICiE, £ED / — FTcluster execshoweconn 2~ FEZ AN LET, T+«
LA (YY) N T v (y) . BEOTAT—F (2) 07T 7 EFE>T7 o —%L
F9, ROBNTIE, 3 2DF_TD ASA TD 172.18.124.187:22 7> 192.168.103.131:44727
~D SSHEEMNERESNTWET, ASALIZIZz 7 T 7083 HY ., ZORO 7 + U —F T
bHZELERLTWET, ASABIZIXY 777 03HV . ZOEROT A LI X ThHhHI &
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ZERLUTOVET, ASA2 IR 7 7 7137, it —F—ThsrZ LaxE£L T
F7T, TU MUY RNFRTIE, ZOEGD/NT > MIASA2ONEA 4 —7 = A AT
AD A A v F—T 2 A ADBHTHWEET, A\ RGHTIE, 2Ok
7y MIASAL BLXOASA3 DA L Z—T = A AN, 7T AZHIEY) 7 %L
T ASA2 IZHAIE S 4L, RIZ ASA2 DA v H— T = A ADHBHTHNE ET,

ciscoasa/ASAl/master# cluster exec show conn
ASAl (LOCAL) :*************************‘k‘k*******************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes
0, flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counter s]

show cluster info conn-distribution =~ > K & show cluster info packet-distribution =~ >~
RiZ, $_XTDIITAZ ) —=F~\D T T4 v I 3R LET, ZhbDavs R
E, AN — R AT Y 2Rl L, T DD T,

show cluster info loadbalance =~ > FiZ., BHGHE OB OMEHEHRE TR LET,

show cluster infoflow-mobility counters =~ > FiZ. EID 3 L O\7 v —DO A & OEERE 8
Z#x L £, show cluster info flow-mobility counters =~ > RIZOW TR D H 1 %%
BLTZEN,

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested HE

show cluster info load-monitor [details]

= dshow cluster infoload-monitor =< > K, EBEORIRED I TAZ AL ARNODNT T 4 v
JERE . BESNEERBOSEHE (F 740 FTIE30) 2E2RLET, SEEOEAIE
A FRTHICIL, detailsF—T— REFEH L E9,

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B

1 a1

Information from all units with 20 second interval:

Unit Connections Buffer Drops Memory Used CPU Used
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Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
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0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

CPU usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
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20 30 35 30 30 35

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]

7 T AREIROERNT — X 2FoR LET, FERHFHEZ options (X7 — ¥ DX A 72Xk ->T
e ET,

show cluster accesslist =~ > RICOWTIZROHE D E B L T 77 &0,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0Oxe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfed4fd4947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) 0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0xle68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitcnt=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) O0x2c7dbald

AT OERD, TXTO /) — FTORFHEERTT HI21E, ROLEBVICATLET,

ciscoasa# show cluster conn count
Usage Summary In Cluster:*********************************************

200 in use (cluster-wide aggregated)
cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

cll-*****************************~k~k~k~k~k~k~k~k~k~k~k~k~k************************

100 in use, 100 most used
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« show asp cluster counter

ZoawrRiE TERAD T TN a—T 4 IR ET,

DIREDIV—T4TDEZR) VT
I TABDN—=T 4 ZITHONTE, ROa~»r FE2ZMLTIIZS,
* show route cluster
« debug route cluster
0 TALDN—T 4 TIEREFRLET,
« show lisp eid
EIDs & %A b ID Z/”"9 ASAEID 7 —7 V&R LET,
cluster execshow lispeid =2~ RnHD, RO ESHR L T 7ZE0,

ciscoasa# cluster exec show lisp eid
.1 (LOCAL) :***********************~k~k~k~k~k~k~k~k~k~k~k~k*************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T,D ¢ kK ok ok K ok ok K Kk ok kK ok kK ok ok K ok ok K ok ok K ok ok K Kk ok K K ok kK ok kK ok ok K ok ok K ok kK K ok K K ok kK ok ok Kk kK ok ok Kk ok K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

« show asp table classify domain inspect-lisp

Zoa<vwry NI, NI a—TFT 4 U SITESLHE T,

— ~ N \\\ N E I_l_I

DSR2 70OOFXFTDERE
JIGARY T ORF T OREICONTIE, kOa~y FESRLTLIEE N,
logging device-id
7T ABNDE ) — RiX, syslog A vE—T % ERNCAR L ET, loggingdevice-id 2~ > K%
HT 2 &, F—F7T8RRDT7T /51 A IDfF&E Tsyslog A vE—V &AM T H I LN TE,
I TRAENDR—FTITRR2D ) — KDoA vE—VDOLHICRERZENTEET,

DIRIADA VA=A ADE=ZR) Y
JFGABDA L E =T 2 A ADF=Z ) U TITONTIE, RO a~<y REBRLTLEE0,

« show cluster interface-mode
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JGAR A E—T A ADFEF— REFERLET,

DRV TDTINYYT
I ITGAREN T DTNy ZIZOWNWTE, ROa~vy RESZRL TSN,

« debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
P IABN T DTNy T Aye—VrRRALET,

+ debug cluster flow-mobility
IAZN T Tun—F )T A BHEOA N FERRLET,

« debug lisp eid-notify-intercept
EID #HI A v & —UfATZERROA X 2R R LET,

» show cluster infotrace

show cluster infotrace =2~ > RiZ, NI TN a—F 4 v T DT-DODOTF Ny FIE#RE2 Tz
L\i—g—O

show cluster infotrace =< > RIZOWTIIRDOHE 12 L TS 7Z &0,

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
MASTER

ASA R8O S RA Y25 DH

PLFOBNZIE, —RBEATO ASA DF FAXEHEOT X TOHOaALy 7 4 Xalb— 3 RN
HENET,

BRA 22— A RIL—T YK E—K/J—XYHXHA FREDH

WORFITIE, WEL—Z LA —2 OMICEE S (/=AY T REAN) 2507 —4+&
VHE—DENEFNIZ2DODASA VT AE ) — RRHHIGEAERLET, 7 TAX /) — R
DCIRRH D7 Z AZGHIHY 7 Ic ko TS TnWET, &7 —F ¥ — @W%w~&&
AN —H X, OSPF L PBREZIZECMP#FEH LT/ TAX AU ANBThNTI 74 v 7 hm—
RANZ o2 LET, DCHZE A ML— b E2EIDETHZ L2k, BEOYA FOTRTD
ASA VT AL ) —RBE T LIRWIRY . T 7 4 v 713K T — 2o 2 —NICHERE S E
T 120V A NOFTRTDI TAH ) — RIZEENBELTESGE, VT 74y 713K V—4
M6 DCIL R TODY A FD ASA 7 7 A% ) — RiIZkEbhEd,
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