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MIIX1wIBAzZCCF1EGCSqGSIb3DQEHAACCFOIEGhc+MIIX0)CCFZzYGCSGGSIb3DQEHBACCEycwghejAGEAMI IXHA
YJKoZIhvcNAQcBMBsGCigGSIb3DOEMAQMwDOQTI jph4d SxJoyTgCAQGAghbw3v4bFy+GGG2dInB40LphsUM+IG3S
DOi1DwzG9nlSvtMieoxd7Hxknxbum06JIDrujWKtHBIgkrm+td34glNE11GeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4L0fSaC3uMTxJg2NUHYWmoc8pi4CIeLj3h7VVMy6qbx2AC8I+g57+QG5vG515Hi5imwtY faWwPEAPQxaWz
PrzoGlJ8BFgdPaljBGhAzzuSmEIm3j/2dQ3AtrolGInIsRHgV39fcBgwz4 fEabHG7/Vanb+£j81d5n101JjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwfCIU8Z/aF3BCyM2sN2xPJrXva94CaYrqyot ZdAkSYASKWScyEcgdgmu
BeGDKOncTknfgy0XM+£G5rb3gAXyl1Gk]jyFI5SBm9IDo6RUROOGLIDSrQrKeqg/hj....

END OF CERTIFICATE

SCEP F O3S Hiki— b

* ASA & CiscoISERY 2 — /— R, [RAIUNTP Y — =% L TR TnDHZ &
et LT,

 AnyConnect 7 7 A 7> F 3.0 LIENR = RARA & R THEIT SN TV DRERH D £,

c IN—=T RY =D T BT 7 AV TRIE SILDRAEST AL, AAA GBRE & AEW ERER
DO EERT 2 X ) ICRET DHERDHY T,

« SSL A" — K23, IKEv2 VPN £t HICBAWTWAMER H Y £77,
¢ CAIE, HENFRE— RIZ2> TV AMERH Y 97,

ZOMDHA FS 4 >

MHTX DAEAED X A L, GEHELZERT 27 7Y r—ra vy THER—F STV 5D
REFAEX A 2 X > THIFI S E T, RSAGEIAEILER ., sEAEZEHT 2T XCoT7T 7
Vo7r—yaryTHR—bhEnEd, 72720, EDDSAGEIELX, V-7 AT —2 g DA
RU—F 4TV AT A, 77 UY ASDM, F721% AnyConnect 7 7 4 7 > k TixH AR —
FENBRWEERH D FT, e xE. UE— T 7 EAVPNDID B L UEREEICIT RSA
AEEAERT 20 ERH D £3, ASAVRGEHEZHEHATLT 7YV r—ra v ThHhHr A
k] VPN O34 1%, EDDSA %R —hSinvEd,

ASANCAY—R—FHFT ITA T FPELTREENTVIES, #EIEENSKTHAH
(2038 4=1 H 19 H 03:14:08 UTC) =Bz 72\WX o, FEHAZEOAIMAEHIRL T2 &
W ZOHA RTA T, b= RR—=F 4 R =5 R— b LEEEIC S S

nE4,
¢ ASA 1T, IRDBESMED TN STV A AT DI LDAP/SSL 55t 2 ez L
£,

¢« LDAP Y — R_R—FEBAEMEHINTWT (FT A MKRA L FERIZASA T R N7 —
WICHIET D) . A CThbrZ &,

cF—UERBRITLTNAT— =050 CAIFBHENMEHEINTWT (M7 A RRA
VRETIZASA R T A NS VFET D) \ FT—rNOTXTO )L CA FEH
ENEEDPOANTHDHZ &,
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. TOAIEIAZEDETE

FEFAEOBRERNTZE T TDHE, ASAILEY, 2—HFDF— XT LIEREF=— 25T
PKCS12 7 7 A VPMREIESNE T, T, BRI EICH2KBD 7T v a A€V E
73T 4 A7 DT, BREOT 4 A7 RO &L, HEIN TS RSA ¥—
AXEFAET 4 — LV Rk o TEARY 7, 1%%@(%677//:L%%U®%73§BE%M
TWDH ASA LT, REF OFERERGEREZ ZHCENT 25AI121E, ZOHA RI 4 VICHER
Lf<téwo_ngmpmxu774w \&Eéhfwéﬁﬁmﬁ%&4A7?bm
M, 77 vva AEVICRESNET, F— A XFX2048 L EEZFEHATLZ L2680
L9,

HHA L Z =T 2 AA A~DASDM + 77 4 v 7 L HTTPS b7 7 4 v 7 kT 5720
_\747/7474£%i%@%?6i9Mm% RET DMENHY F3, SCEPIT &
D ABIICAR SN D IDFEAEIRY 77— O NCHARIN D 72D, LT HME O IDFE
PELZFEHHTA A ML LTLESN, SSLOARICHAIND Z DT vy —T % DI
DWNTIE, RO URL ZZ ML T 7EE W,
http://www.cisco.com/en/US/products/ps6120/products_configuration _example09186a00809fcf91.shtml,

ASA & AnyConnect 7 74 7 > b THAET X 5 DX, [X520Serialnumber] 7 4 —/L N ([

7V =2 +4 (Subject Name) ] DU 7 /LV&H) 73 PrintableString . TH 2 iERAED A

T# VU TNEESORRICUTE 2Dy a—F 4 VI BMER STV B A, iEH
FRAEITEE L E T,

ASATDOA AR — MNRFIX, AP EEET ZFEAEAT A—ZITHEHA LT EE0,
ASATIL, ZNHOFEHENE LI N THNEHT — & ICHAAENE T, EADT 1 —
VRS HFEHEIL, E S UEEICEIL L TRV EIRE NS 720, 4 VA h—/LD
AR LE T, 72750, N—=Ta V906 LI, A7 a7 4 — L ROZEAEIT, B5
IEBELOS VA M=V OMEIREICEE L EFH A,

TANRHE—R (*) ©HEERTICE, XIFFIETCIoXFafTcEszra—F
ZCAV—NR—THHAL TS Z L EHRLTL &V, RFC 5280 Tl UTFSString % 7=
IX PrintableString Z {35 Z & ZH#E45% L CTUVEF 03, PrintableString TIZZ DYV A /L K

N— RXFaEHHTHD LR L2 UTFSString 242 MERH VY £4, ASA
%, A U AR— MIZIEN 2 CFETIMER RO D &, A VAR — M LIZFEAELHES L E
T, WITHlZRLET,

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)

CERT-C: E ../cert-c/source/certlist.c(302): Error #711h

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/p7contnt.c(169): Error #703h

crypto certc pkcs7 extract certs and crls failed (1795):

crypto certc pkcs7 extract certs and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage

TUAIEBREDERTE

ZITIE TYUANGEHEORETIECOWTHALET,

B 7osLianz
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s—~7ouzE [

*—R7 OBE

ATvT1

ATy T2

ATvT3

ATy T4

F— RT ZAERRE T ITHIBRT 51213, ROFIEEZFATLET,

FIE

1 D5DFT 7 4 /L M RSA F— T 2R L ET,
crypto key generate rsa modulus 2048

1 -

ciscoasa (config)# crypto key generate rsa modulus 2048

T 74NN F—FT 2T 32048 THR, LRV A XEMEICTGT L7202, BRIIC
EFEVa T AREETHLENDH Y £, F—OAHIIT Default-RSA-Key (2720 97,

RSA ¥ —DE, £V 2 7 AL 2048F 721F 4096 £ b DOWFHLNTT,

BT X VB4 T LT Y AL (ECDSA) F— b 4372513, Default-ECDSA-Key % 4
HCEET, T 74/ FDOREEIT384 TT A, 256 £721% 521 bEFATE £,

crypto key generate ecdsa elliptic-curve 384

T RU—XHI#EL T /LT Y XL (EdDSA) F— b MB35 X, Default-EADSA-Key % A4 fk
TEET, 74NV POESIT256 By FTT,

Gx) % A 7" EdDSA (Ed25519) @O F%—~_7 & L7 ASA T® EST B&IIV AR — K&
NTWEHA, EST & TlX, RSA 721X ECDSA ¥ —0D A& A TE F7,

crypto key gener ate eddsa edwar d-curve Ed25519

(FTvarv) —BEOARTEMOF—Z2/ER L E7,
crypto key generatersa label key-pair-label modulus size
crypto key generate ecdsa label key-pair-label elliptic-curve size

1 -

ciscoasa (config)# crypto key generate rsa label exchange modulus 2048

ZOTNNVE, F— T EEHT LT A MRS MZE o TSR ET,

AR LTEX— X7 ZMEEL 97,
show crypto key mypubkey {rsa| ecdsa}
1

ciscoasa/contexta (config)# show crypto mypubkey key rsa

R LTEF— T 2 RFLET,
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write memory

&1

ciscoasa(config)# write memory

VEITG T T, HLOF— X7 ZERTE D L IO F— X7 ZHIFRLET,
crypto key zeroize {rsa| ecdsa}

51

ciscoasa(config)# crypto key zeroize rsa

(AF7vay) a—hVCA P —R—FEAERBINF— T 2T I A7 LFET,
copy
51

ciscoasa# copy LOCAL-CA-SERVER 0001.pl2 tftp://10.1.1.22/user6/

D=y R, FTPE/IZTFTP 2H L C, e— I/ CA YV —_—FFAELXF— T B
JRNASA LT RTHOT7 7 AN Ea ™ —LFET,

GE) TRTOBR—HDNVCA T 7ANETELETHEIIANy 7T v 7 LTLIEEN,

1
WIZ, F— _T ZHIERT 202 R L ET,

ciscoasa (config) # crypto key zeroize rsa
WARNING: All RSA keys will be removed.
WARNING: All device certs issued using these keys will also be removed.

Do you really want to remove these keys? [yes/nol y

FSR MRS FDEERTE

ATy T

FTABRRA L MERET DI, WOFIHEFATLET,
FIE
ASA DEEHEZZ TR O LEDH H CAITINT D F T A FRA » b afER L £,

crypto catrustpoint trustpoint-name

51

B 7osLianz
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ciscoasa/contexta (config)# crypto ca trustpoint Main

cryptoca F 7 ARRA L R a7 4 X2l —alyE—RIAD, AT v 73 NOLERETE
LHCABEBED NI ARRA L b NTFA—=ZHFHIELET,
2AFvT2  ROWNTHNOF TV g v EERLET,

*SCEP LFRED N T A MKRA LV FEEA L CHERGEAZZERL, B URL 2R ELE
7,

enrollment protocol scep url

1l -

ciscoasa/contexta (config-ca-trustpoint)# enrollment protocol scep url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

CMP LI EED MTAMRA L bafAL CHIBRGAER L, BEAHURL 2% T LFE
T,

enrollment protocol cmpurl
il

ciscoasa/ contexta (config-ca-trustpoint)# enrollment protocol cmp url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

CAMNOEA L EEAELHARICAEV TS Licko T, MELEFIARRA L RT
FEIRGEAEER LT,

enrollment terminal

ciscoasa/contexta(config-ca-trustpoint)# enrollment terminal

HOBAREAELZRLET,

enrollment self

EST LHRED T A baRA & b2 L CHEPR G Z 2R L, B URL 2% E L £ 77,
enrollment protocol est url

B

asa(config-ca-trustpoint) # enrollment protocol est ?

crypto-ca-trustpoint mode commands/options:
url CA server enrollment URL
asa(config-ca-trustpoint) # enrollment protocol est url ?
crypto-ca-trustpoint mode commands/options:
LINE < 477 char URL
asa (config-ca-trustpoint)# enrollment protocol est url https://xyz.com/est

ATFv T3 EROAT YT TCMP #EHATHLI9IC T A MRS FERELTERE, A7 a3 TH
BICAF EA ERT AR A A X — T NI T AR TEXET, ZOHBERAR—R LT3
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BERREZS b U A —ik, EEIRFIC CMPV2 BB AT 50890, BRUH LnF—
TEERTDINEIDERIE LT3, GEREOHRIZ A 744 5055, HEPREEDS M/
LETOHMZ NN—E T =V TAN L, GEHEOHAERFITH LWF—2 AT 50 E 5 )
ZHRELET,

[no] auto-enroll [<percent>] [regenerate]
EAAMAEZR CRL 20 7y Fab—vary A7y a v ERELET,
revocation-check crl none

GE) 9.13(1) THIER S 417z revocation-check crl none 23 E Sk L7z,

1

ciscoasa/contexta (config-ca-trustpoint) # revocation-check crl
ciscoasa/contexta (config-ca-trustpoint)# revocation-check none

G¥) VBEZIIMEEDCRLF = v 7 A % —7 M T 5121E, GFHEAZEE L T b,
CRLEHHDO N T A RMRA L FEFRELET,

FEARBFIOIERB LW CA 77 72 HhE I3 ENC L £,

[no] ca-check

FEARFFIOIIEIC L » T, FEHEOY 7V =7 FORIER (CA) 7»E I il sh £,
Zo%a, EAFELAEH L THOFERFICEL T L2 TEET, CA VTV, ZOHLE
DO—HTT, ZNOOHEANGEHEICFET D Z &%, GEHEOAR—Z2H L CGEHED
BHEBFECE L LR LET,

ca-check I~ RIZF 7 4 /L N TENCAR > TWb-H, Zoa<r M, BRI E CA~
T TN T DB EICORANTITEHLEND Y 7,

&1

ciscoasa/contexta (config-ca-trustpoint)# no ca-check

BERIRFIC, FEESNIZE A —/L T R A%, FEFIE D Subject Alternative Name JL7EF- 127 8
5HEIICCAICERLET,

email address

1 -

ciscoasa/contexta (config-ca-trustpoint)# email example.com
(A7 vay) BRITHRZ 2 BALCTHRE L. SCEP BEIZITICHEM L £,

enrollment retry period

&1

B 7osLianz
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ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

ATvT13 OCSPDURL D EEX L OCSP DOJEEMOFEHEDOKIEIHEHT D M T A FKRA > b E

rsz s rosE ]

ciscoasa/contexta (config-ca-trustpoint)# enrollment retry period 5

(AT var) FASNLHERITORRE LT L, SCEP B&/IZTIZEM L £7,
enrollment retry count

1 :

ciscoasa/contexta (config-ca-trustpoint)# enrollment retry period 2

BERIFFIZ . FRE ST TERERT B A A 4 % RiEH]E O Subject Alternative Name $L3E 112

X OIZCAICERLET,
fgdn fgdn
B -

ciscoasa/contexta (config-ca-trustpoint) # fgdn example.com

BEKIFIZ, ASADIP T RLAZFEHEICE DS L HICCAIZERLET,
ip-address ip-address

1 -
ciscoasa/contexta (config-ca-trustpoint) # ip-address 10.10.100.1
ABF—DFRAEDOX G L I D% — XT 2R ELE T,

keypair name

1 -

ciscoasa/contexta (config-ca-trustpoint) # keypair exchange

EX2XA

CMPIZ h T A FARA Vv FEFRE LS. CMP OFE)E L OV H 8548412 EDDSA & —., EDCSA

F—FITRSAF—ZERTENEIDERELET,

no keypair name | [rsa modulus 2048]4096] | [edcsa elliptic-curve 256]384|521] | eddsa
edwards-curve Ed25519 ]
GE) % A 7 EDDSA (Ed25519) D F —~<7 Zffi[] L7= ASA T? EST BT YR —F &

NTWEH A, EST &L TIL. RSA ¥ — & ECDSA ¥ —DLrfifl c& £,

GE) ECDHE_ECDSA 55 7 Vv —7 2 119 5555 1%, ECDSA xthic ¥ — % & {eak i H &
BHALTHRI A RNRA Y MERELET, RSA F—% & TeilH]EIL, ECDSA K5

& HMEDR DY EH A,

L%,

=

AX AL
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match certificate map-name override ocsp

&1

ciscoasa/contexta (config-ca-trustpoint) # match certificate examplemap override ocsp

OCSP IZEIFET DL I ICASA DEFTLA v H—T 24 AERELET,
interface nameif

51

ciscoasa(config)# crypto ca trustpoint TP
ciscoasa (config-ca-trustpoint)# ocsp ?

crypto-ca-trustpoint mode commands/options:
disable-nonce Disable OCSP Nonce Extension
interface Configure Source interface
url OCSP server URL
ciscoasa(config-ca-trustpoint)# ocsp interface
ciscoasa(config-ca-trustpoint)# ocsp interface ?

crypto-ca-trustpoint mode commands/options:
Current available interface(s):
inside Name of interface GigabitEthernet0/0.100
insidel Name of interface GigabitEthernet0/0.41
mgmt Name of interface Management0/0
outside Name of interface GigabitEthernet0/0.51
ciscoasa(config-ca-trustpoint)# ocsp interface mgmt

OCSPER D nonce LIk % T 4 £ —7 M2 LET, noncefiiRiL, U LA HEEBH DI,
FEREINEBEEZRES{ILL TS RLET,

ocsp disable-nonce

1 -

ciscoasa/contexta (config-ca-trustpoint) # ocsp disable-nonce

ASA T, FTARRA L MIBET AT RTOGHELF v 745 & X2 HT %5 OCSP
P R—ZHELET, 74T FEFFAED AIAE T ESN TWAF— _"—3fFHH L
FH A,

ocsp url

1 -

ciscoasa/contexta (config-ca-trustpoint)# ocsp url

BERIFIZ CA TR ENATF ¥ LY 7L— X% EELET, CAIZ. B, 2O 7L —X%
FEFHLC, ZO%ORNEREZRIEL £7,

password string

1 -

B 7osLianz
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ATy 719

ATy T2

ATv7T2An

SR bARA

L I |

ciscoasa/contexta(config-ca-trustpoint)# password mypassword

KhF = 7 DFE (CRL, OCSP, X Wnone) % 1 DE/ITHEHEREL 4,

GE) KT = v Z7IZOCSPURL # |0 BT AHE., OCSP NEIFERIGERA >V F—T = A
A (BHA A —T oA AED) BRETEET, 2O U F—T oA AMEIZ
Yo Th—F 4 T OHNRIREY T4,

revocation check

51

ciscoasa/contexta (config-ca-trustpoint) # revocation check

BERRFIC, FRESNTEY 7Y =7 N DN ZiEHEICED D L I CAIZER L £, DN XF
FNCH o~ NEENTWDEA, ZOMCFS % —Eg| A CTHAE T (B : O="Company,

Inc.") ,

subject-name X.500 name

51

ciscoasa/contexta (config-ca-trustpoint)# myname X.500 examplename

BRI, ASA DY) TAE G EIFHEICED D LI CAICERL 7,
serial-number

51

ciscoasa/contexta (config-ca-trustpoint)# serial number JMX1213L2A7

a7 4 X2 b—va v EREFELET,
write memory

51

ciscoasa/contexta(config)# write memory

> @ CRL DEETE

SERHEOZREERICMEE 7213 AT a VD CRLF = v 7 &F791C1E. F T A RRA L T
ICCRLEZRETHMLERHVET, T ARMKRA L MO CRLEZFRTET HITIE. ROFJEEZE
ITLET,

Foanisz ]
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PSR MRS D CRLDRTE

FIE

ATYF1 CRLZVT7 4 Fal—valaEETDHETARKRA LY ML T, crypto ca trustpoint = >
T74F¥al—yvary ET—FICAYET,

crypto catrustpoint trustpoint-name

1 -

ciscoasa (config)# crypto ca trustpoint Main

G¥) :@:vyﬁ%ﬂﬁ¢5% . CRLOA F—TNTHDH I L EHRLTLIEE N,
F7. REED KT 5728 :t CRL 2MEHFIRETH D MLENR I H Y £,

ATFYT2 BIEONTAIRA L FT, alar7 4 Xalb—var T—REHBLET,
crl configure

1 :

ciscoasa(config-ca-trustpoint)# crl configure

ek FTRTOCRLIAV 74 Fal—a DT A—ZEF 7 4)L MEICERET AT
1%, default =~ > FZHEHALET, CRLOFEFIZ, WO THLIDOavwr Rae A
HLTCHFIEEZRLYVET ZENTEET,

ATY T3 BRI —ERETDITIE, ROWTNERIRL T,
« CRL I%, FBFEEAOFEAETIHE SN TS CRL DHIARA > M2 H S BGTE £,
policy cdp

ciscoasa (config-ca-crl)# policy cdp

GE) SCEP O E5SIL, sFHETHEESN TV AESEARA v FTIIYR—FERTW
FH A

« CRL X, S%E LIzt E~ v 7 —Bul— A2 b BEcE £,
policy static

ciscoasa(config-ca-crl)# policy static

« CRL 1L, FEFEADOIFHETIHRESN TWVWS CRL YA A v b, BREL-FHE
T—HN— VOl NG TEET,

policy both

ciscoasa (config-ca-crl)# policy both

B 7osLianz
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ATvT4

ATvT5

ATvT6

ATy T17

L I |

CRL RV > — DR EMT static £ 7213 both F— U — R&2{#HT 534, CRL BUEH OFFH#E
2 S HN— N EBRETHILERHY T, 1950~ FITEBDOAZ T ¢+~ 7 CDP A% E
TEHLHTeFE LI

enrollment terminal

BEDA VAR AZHIRT AI21E, a2 ROnBR Ty —r v A& S5 E2IZURL 24
9, HELIMEDPHREME BT HZL2HERELTIEIN, v 7OTXTCO N %
BT AI12iE. noa~y REFEHALET,

&1

ciscoasa(crypto ca trustpoint)#enrollment terminal

ciscoasa(crypto ca trustpoint)#match certificate Main override cdp 10 url
http://192.0.2.10

ciscoasa(crypto ca trustpoint)#match certificate Main override cdp 20 url
http://192.0.2.12

ciscoasa(crypto ca trustpoint)#match certificate Main override cdp 30 url
http://192.0.2.13

CRL Ff5 5 & LT HTTP, LDAP, %7-1% SCEP ZH & L £7,
protocol http | Idap | scep

51

ciscoasa(config-ca-crl)# protocol http

ASADHAED N T AMKA L FPOCRLEZF ¥ v = L TWAHFHZHRE L ET, refresh-time
5%, CRL & 2%h & ¥Wrd 2 £ T ASA 35T 20/ (4y) T,

cache-time refresh-time

1 -

ciscoasa (config-ca-crl)# cache-time 420

WONTINZEZFIRL £,
« CRL |Z NextUpdate 7 4 —/V RPFET D2 MERH D £F, ZNDBT 74V FERETT,

enforcenextupdate

ciscoasa (config-ca-crl) # enforcenextupdate

« CRL |Z NextUpdate 7  —/V RWfFAE L7722 L 23 LT,

no enfor cenextupdate

ciscoasa(config-ca-crl)# no enforcenextupdate

Foanisz ]
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B sxr®ro rgEOTY K- FEREA VE—F

ATvT8

ATvT9

ATy 710

ATvIN

SR bRA

ATy T

LDAP NEE 7 v haL & LTHRESINTWADEEIZ ASA IZ LDAP ——%2EEL£7,
LDAP #— "—|Z, DNSH A M EZIXIPT RLATETE E9, LDAPY ——RNF 7 #
VR 389 LIAAD R — K TLDAP 7 =V —%ZET585581F, A— FEBLEETE ET,

Idap-defaults server
£

ciscoasa (config-ca-crl)# ldap-defaults ldapl

G¥) LDAP Y —N—%IRET H72012, IPT FLADORDVIZHE R N AT 256
1. ASADNS AT 2L IICHESINTWNWEZ L 2R LET,

LDAP %—R—THZ LT v ¥ LV ENLEL L TWAEAIZ, CRL OFSEZHFTLET,
Idap-dn admin-DN password

1 -

ciscoasa (config-ca-crl)# ldap-dn cn=admin,ou=devtest,o=engineering c00lRunZz

BELEZ T AMRA L ML TREND CADPLEAD CRLEZEEGEL, BED FT R b
RAYRDODCRLZY 7 4 FXal—ard7ANLET,

crypto cacrl request trustpoint
1 -

ciscoasa (config-ca-crl)# crypto ca crl request Main

EfFar 74Xl —Ta B RELET,

write memory

1 -

ciscoasa (config)# write memory

VEREDI Y AR— FELEFA VR—F

FIZARRA U FEREEZTI AR— A UAR—= T 2ITE, ROFIREETLET,

FIE

FFANRA Y NRELXZBET LT XTOF—L PKCSR2BERDOFEHEL L bl ZAR— b
L/\i‘a_o
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ATy T2

FSR MRS Y FEEOT Y ZK— rEEA vR—

crypto ca export trustpoint

&1

ciscoasa(config)# crypto ca export Main

ASAIIPKCS12 T — 4 i RICERLET, ZORRINLZT—XiFar—CxF4, FT7 X
FRA VDT —FFRRAT - R THREINETE, ZOT—X %7 7 A VIRET DHEEIL.
FDT77ANNEXF 2T RGICHD Z EEMRLTLIEEN,

F—R_T L FTAD RS PRECEEMNT N TV DRITHEAEHFZ A R —FLE
ﬁ—o

crypto caimport trustpoint pkcsl2
i -

ciscoasa(config)# crypto ca import Main pkcsl2

Base-64 TR CHIRIZT F A FEALD AT D L 9 ASAIC K> TIRENFET, FTA MRS b
LEBITA VA= FENDEF XTI, BT A N T A NRA Y FOA4RTE—ETDH T~
NED L THENET,

GE) U CAZIAETSHFTARKRA L RIS ASAPICER D 584, CAZIHET5 b
FARNKRA L I DI B 1 OFETEEA L Ca—Y—fEHELZHRIECEET, CA%
HHEFTDEDONTANRA L FEFEALT, TOCANKIT L2 —P—FEHES
RFES 5 22 A& 9 5121, support-user-cert-validation ¥ — U — R & L £,

1

WOFITIE, bT A RAKA 2 N Main D PKCS12 7 —# %732 7 L— X Whozits & &
\Zm/ AR —FLTWET,

ciscoasa(config)# crypto ca export Main pkcsl2 WhOzits

Exported pkcsl2 follows:

[ PKCS12 data omitted ]

---End - This line not part of the pkcsl2---

OB TiL, /XA 7 L—X Whozits & & HIZPKCS12 T — X ZFETHRT X FRA
k Main 124 AR — K L TWET,

ciscoasa (config)# crypto ca import Main pkcsl2 WhOzits

Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit"™ on a line by itself:
[ PKCS12 data omitted ]

quit
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CA

INFO: Import PKCS12 operation completed successfully

WIZ, BT A RKRA 2 b Main OFERRELZ FECA VAR — b T 562~ L ET,

ciscoasa (config)# crypto ca import Main certificate
% The fully-qualified domain name in the certificate will be: securityappliance.example.com

Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself
[ certificate data omitted ]

quit

INFO: Certificate successfully imported

SFBAET Y T IL—ILDERTE

&

ATy T2

FERAE O [Issuer] 7 4 —/V K & [Subject] 7 4 —/L RIZEESNT, — A EHRETEET, 1El
L7z—V &M% & tunnd-group-map =~ > Rk 5T, IPsec Y7 DFFHEL o *x
N T N—Tl~ B T TEET,

CAGEE~ v 7HAIZRET 21213, ROFIEZETLET,

FIE

RETHNL—NALDCAFEAEYy Y a7 X2l —rar T REBL, L—NLDY—
o AR EEE LET,
crypto ca certificate map [map_name]sequence-number

51

ciscoasa(config)# crypto ca certificate map test-map 10

v THERELRWEA, V= WET 7 4V k< v (DefaultCertificateMap) (2B S 41
F9, VAR EITLIC, —HIEDL T4V REIODUERETEET,
BITIEDLBIETZIIYV 7o =7 NaERELET,

{issuer-name | subject-name} [ attr attribute] operator string

&1

ciscoasa (config-ca-cert-map)# issuer-name cn=asa.example.com
ciscoasa (config-ca-cert-map) # subject-name attr cn eq mycert
ciscoasa (config-ca-cert-map)# subject-name attr uid eq jcrichton

Eefs—HsEr2 b, —HSEIRMEZIEET 2L TEET, AARMEITKRO LB
@ ’C““?’—o

ec: [H
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e cn : @A

edc: RAAL LV aViR—x2 b
* dnq : DN f&ffi 1

« emailAddress : A —/LT FL A
- genq : HARUEART-

sgn: 4

i A=y
cip:IP7 NL 2

1 Rt

*n : Al

« o : fHAkA

* ou : FARKHAL

eser: VU T NEE

esn : Itk
o sp : ABIESFI
t o ek

cuid : =—H%—1D
* uname : FAEIE(A
BRREFEFIXRD LBV TT,
ceq: 7 AV REITBENFTEDM L —BT %,
ene: 74—V RELIFBEDRFTEDE L —F L7z,
cco: 7o — /b NEITBIEDO—E E 72T BIMBPTEDHE L —ET 5,
enc: 74—V RELIFBEDELMAITEDHEE —FH L7z,

ATYT3 BT7ve s MEBLEEELET,

alt-subject-name operator string

1 -

ciscoasa(config-ca-cert-map)# alt-subject-name eq happydays

ARNRBEAEFIIRO LB Y TH,
ceq: 7 A —/V RBFTEDEE —ET 5,

Foanisz ]



FoaLiEng |
B zzo00z:

ene: 74—V RRFTEDEE —F L7V,
eco: 74—V RO—EFE I EEMFTEDHEE —FT 5,
enc: 7 A4 —/V FOEHMPFIEDMEE —EL72\,

ATY T4 Lk —OEREEAEE LET,
extended-key-usage operator OID_string

1 -

ciscoasa (config-ca-cert-map) # extended-key-usage nc clientauth

BRREE TR DO L BY TT,
cco: 74—V RO—FREITEHNFIEDE L —T 5,
enc: 7 A4 —/V ROEHBPEDMHEE —FH L2RV,
A%h72 OID LFFNFTRD LY TT,
* [string] : = —F—E&RDLFH,
« clientauth : 7 7 A 77 > FRGE (1.3.6.1.5.5.7.3.2)
« codesigning : = — NE4 (1.3.6.1.5.5.7.3.3)
« emailprotection : & ¥ = 7 E 1 A — /L1 (1.3.6.1.5.5.7.3.4)
« ocspsigning : OCSP &4 (1.3.6.1.5.5.7.3.9)
« serverauth : ¥ —/S—gHGE (1.3.6.1.5.5.7.3.1)

« timestamping : ¥ A LA % 7 (1.3.6.1.5.5.7.3.8)

ASAMNTLS 7 74 7 > b & LTEIET 254, ASAIZRFC6125 TEHRINTWDHT S Fr—
vay b—_—=DID ORIV —/LEZ Y R—F LET, ZTORFC TiE, 2R ID ##£5H (ASA
ETEE) L., (7 Vr—vary —n_"—0nbikE) RSz IDICx L TSR ID 20
AT HFIEEZRLTCOET, RSN IDBEREFAOSRID & —F LT, Bk
SENT, T —nu Sl snEd,

P DML, P —"—XBH D ID 4R T 5729012, 1 DL LOFERI T4 & iz — —
FERAEZ ASA IZHE/R LET, ASA THREIND B ID 1L, O I — N—FEE
THERENDID L ENET, 25D IDIEL, RFC6125 TEFRSN TS 4ODID ¥ A
TOREDA VAR AT, 45D ID ZA FITRD EFY TT,
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*CN_ID : GEEOY 7V =/ b 74—V RIZERESND, Kil4 (CN) XA 7D 120
RS A T EEOT TR E EN DR (RDN) o ZOfEIX. BRRIEO KA A
VAL —HLET, CNEIZEHBEROT A MZT 52 LT TEEHA, CN-IDEBRID
TiX, 770 r—vary B—bERIHESNEEA,

* DNS-ID : dNSName % A 7°® subjectAltName = kU, ZHUZDNS KA A 4TI,
DNS-ID 2 ID CTit, 77V r—ra v —ERIHFESNEHEA,

« SRV-ID : RFC 4985 |Z/£# 41TV % SRVName B DA {4 D, otherName & A 7'D
subjectAltName = k U, SRV-ID #5121, }\)‘4'/%k77)/7*—“/3/4j‘>—tx
AATOWMSGHEHHT LN TEET, 72L& 21X, [ _imaps.example.net] ¢ SRV-ID ti\
DNS KA A 45457 D lexample.net] & 77)5‘*‘\/5/“%*—I:X B A Ty
limaps| (201} BAIVET,

* URI-ID : uniformResourceldentifier & - ~7°® subjectAltName = s U, Z DfHIC
[scheme] =t>R—F> b &, RFC3986ZEFE 41TV 5 [reg-name]| /1/~/1/ *ﬁﬁ’é
Thost] = AR—F b (FRIZINITHYT HarR—x ) OWMERGENET,
URI-ID @5l F12i&, IP 7 RLATIER<S, BELOEKRA T TIER <, DNS RA A~
HEEDOLMENDHY £F, 72 xX.  [sip:voice.example.edu) &9 URI-ID |%, DNS
RAA 2D Tvoice.example.edu] &7 7 U r— g —E A XA 7D [sip)] IZHEIT
TETS

ZIRID (T, REMOLATZBES 2 LIERSNET, ZRID MEksh2 L, 4 5O ID X
A 7 EBEMT BN EASIID BN, F72FBRID P OHIRT S Z LR TEET, B3R
D (ZiX, DNS FAA A ZRETHERNGEN TV LIREND Y £, £z, 77V r—
Vary P RAERETHHERLADDL LB TEET,

4R8O HHEIIZ

« ZRRID IZ. syslog —N"—BIXOAv—F T4 B A b —R—~DERGRHI DA S
NEF, TOMD ASASSL 7 T4 7> b T— RO TlE, BFEE T, 21D 0%
ERE TR — SN TOEEA,

KR TA T FORBEHHERB L7 +— Ny 7 ZB& . ASA I RFC 6125 TitH
ENTWVWALID & —HEEAL-DDOTRTCONL—/LEEEL 7,

FEHEZBEE T ARIIFEESINEYA, Lz -> T, [No Match Found, Pinned
Certificate] AvE—UNRRETHILITHY EFHA, /o, VA THEETHZ T
AT 2 MIHFER T T4 7 2 R TERWED, —EDBRON S WA IC a2 — Y —FEH
ELXETETHELTEERA,

FIE

AT w1 ASA % ca-reference-identity €— RNIZ9 521X, Fr— b a7 4 FXal—2 g F—RT
[no] crypto careference-identity =~ R& AT LE T,

[no] crypto careference-identity reference-identity-name
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Z @ reference-identity-name 23MEH STV A B IID AR 2O B2 W IGE . HTLWSRID 23ME
RENET, FHTOBBIDICH LTI~y ROnBRERITTLE, BEA vbE—
NFRENT, 2R ID IFHIBRESNER A,

ca-reference-identity — R C, ZHID # A LET, ZHIDIZIX, [EEDOX A TOEBOS
ID ZBNCcE £,

* [no] cn-id value
* [no] dns-id value
* [no] srv-id value

* [no] uri-id value

S ID ZHIBRT 2121, Z0a~vy ROno BEXNEFEHLET,

i
syslog %—/3—® RFC 6125 % — N—GEHEDOMREEIZHE AT 22 ID 2% E L £7,

ciscoasa (config)# crypto ca reference-identity syslogServer
ciscoasa (config-ca-ref-identity)# dns-id syslogl-bxb.cisco.com
ciscoasa (config-ca-ref-identity)# cn-id syslogl-bxb.cisco.com

RDARY
BRE L7222 ID 1L, syslog 35 & U Smart Call Home H— N—# 2 5% €3 DB H L £,

FEITOAZOHIF

ATy T

FEAE A FEI TSI 21203, ROFIEELFETLET,

1R BHEIIC

M A RKRA L B TRENTVND CA D5, base-64 encoded CA FFFAEZ IS L T LEN
HYFET,

FIE

RELIZNTANKA LY MO CAFEREEZ A VFR—FLET,
crypto ca authenticate trustpoint

1 -

ciscoasa(config)# crypto ca authenticate Main
Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself
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MIIDRTCCAu+gAwIBAgIQKVcqP/KW74VPONZzL+JbRTANBgkghkiGOwOBAQUFADCE
[ certificate data omitted ]
/7QEM81izy0EOTSErKu7Nd76jwf5edqttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 2481433 409b3fd5 e5431699 8d490d34
Do you accept this certificate? [yes/no]: y
Trustpoint CA certificate accepted.

)

% Certificate successfully imported

NZ A NRA Y FOGEHEZ FEICRETAOLERHINE I DT, FORTARKRL D
FRERFIZ enrollment terminal 22~ > REHHAT 0 E Ik - TkED £,

ZDRTARKRA L FEFFOASA 2R L ET,

crypto ca enrall trustpoint

51 -

ciscoasa(config)# crypto ca enroll Main

)

% Start certificate enrollment ..

% The fully-qualified domain name in the certificate will be: securityappliance.example.com

[

% Include the device serial number in the subject name? [yes/nol: n

Display Certificate Request to terminal? [yes/nol: y
Certificate Request follows:

MIIBoDCCAQkCAQAWIzZEhRMB8GCSgGSIb3DQEJAhYSRmVYyYWxQaXgu¥21zY28uY29t
[ certificate request data omitted ]
JF4waw68e0xQxVmdgMWeQ+RbIOYmvt8g6hnBTrd0GdgjjVLt

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/nol: n

Zoaxy RiE, BAT X ORELZAK L, RELLF—DF A T Lo IR SbT—
ZOFEAEL AR L ET, B4 LEFELICH] % D RSA F—%2 4 584, cryptocaenroll
a2 K2 oOFEHEER (F—J481212) 2R RLET, B4 LR LOm IO
RSA ¥ —% 4554, cryptocaenroll =~ R TIXFEEZERN | 2FRENE T,

BekAETTHITE, 4T DRI A MKRA L NTREND CADD cryptocaenroll =<2 K
TAM S NI T X TOIERAFERICH T 2REAEL TG L E 3, FEFIED base-64 JTEA TH %
TEERERLTIEIN,

FZ A RKRA L RPCMP HIZERE SN TV DA, AEMEME (i) £7213Y 7 =X MIE4
THIEHELZ G N T A FRA 2 FOLAHT (cr) OEBLOLNEFETEETA, WMAHEHEET
HZEITTEEE A, ASA LAHEND A v — TV DOEHE M L BAVEZHERT 572D D CA )
SDOT T NAT N MEERET 200, &5 WL CMP BB R OE4 FICLIRNCRIT SN
TNA RGEAEE N T A MRA U FNOARNCHRE L ET, LAMEELIXELEREDO X —
T— KX, FTARKRA L MEE T T b3 /Ld CMP IZRESNN TV DIGEICOAMERTE F
7
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ATy T4

ATy TH

ATvT6

ATy 71

ATvT8

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate
<value>

BRERER AR T DRI, B LWEEANT Z /BT _ENE D el LET,

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate
<value>

CADOLZETHEMERHELZ A AR — LT, EBAES base-64 TEX THERIZAE W (T 5B Z
LEMEER L ET,

crypto caimport trustpoint certificate

1 -

ciscoasa (config)# crypto ca import Main certificate

[

% The fully-qualified domain name in the certificate will be: securityappliance.example.com
Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself

[ certificate data omitted ]

quit

INFO: Certificate successfully imported

ASAIZTATENT-EAEDFHEME F T A MRA L FOCAGFARALF R L T, BT akan
I L= & AR L £,

show crypto ca certificate

1 :

ciscoasa(config)# show crypto ca certificate Main

EfFar 74 X2l —Ta A RELET,

write memory

1 :

ciscoasa(config)# write memory

FEBMERE LI N T ARRA L FT LT, ZRHOFIHEZBRED KL ET,

SCEP z={#H L 1-[FAZE N BEFHEVSF

ZOIETIE, SCEP Z il L CREM & 2 H #RICHUS§ 2RI W TR L £7,

4a & SRS

RN ARKRA L B TRENTUVND CA D5, base-64 encoded CA FFFAEZ IS L T < LEEN
HYET,
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ATy

ATy T2

ATvT3

ATy T4

scep A L-anzoanne 1

FIE

RELIZ R T ARRA L FO CAGEHEZTG L £7,
crypto ca authenticate trustpoint

1 :

ciscoasa/contexta (config)# crypto ca authenticate Main

RS ARNRA L FNERETHEXIZ, enrdlmenturl =~ > F&2FEHT5HE . SCEPAHEHALT
SEAE A HEMICEST A LENH L0 E 5 Al cE £,

IDORTARNKAY MERDOASA 88 LET, Z0a~vy N, B4LT —F Ol EEZ
BFL, BELEF—0OX A S Lo IR LT — X OFEAEL IS L7, CADOFEEIL,
CA DREEA M 5T DN PRI CBEBERZZGEL 2 TR D RWEER S L0, 20
a<r R&E AT ARIC CA DFFRZITHEE L T IEEN,

crypto caenrall trustpoint

1 -

ciscoasa/contexta (config)# crypto ca enroll Main

ASADGEFHEERZEE L TS 14 (T 74/ F) DNIZCANSIEFAELZZITER S 220>
A, AEEERDEEEINE T, ASAICL ST, SFAESZETAETIH T LIZEE
BREERNEE SINET,

F T A RRA VP DOFEREM B A A 4D ASA D5ERIERM R A A L4 & —B LR 288
GEREHM N AA AN FOHEELET) | BENPERRINET, ZOMEEZMRT DI
I, BT e AEKT L, RBEREIEEZTT>ThH, cyptocaenroll =~ REZF A LE
j—o

GE) cryptocaenroll @~ > R&FIT L7, sEEZZETDANZ ASANY 77— &
NTe%E1X, cryptocaenroll =~ FZH A LT, CAEFHFICHEHE L T ES
AN

ASAIZBITENTZFEHEDOFEME T A MKRA » FOCAGFHEEZFR R LT, BEFET ok AN
AL Z LR LET,

show crypto ca certificate

51 -

ciscoasa/contexta (config)# show crypto ca certificate Main

ElTar 7 4 X2 l—a B RELET,

write memory

1 -
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ciscoasa/contexta (config)# write memory

SCEP EZXRD T 00X HR— FDETE

P —FRX—F D CAZFEHA LTIV E— T I EBRADZ R ARA 2 FEEIFT S L 91T ASA

ATy T

ATy T2

ATvT3

ATy T4

ERETDHITIE, ROFIHEZFEITLET,

FIE

Mo Z—"7ipsec BEa 7 4 Falb—Tar = RFERKBLET,
tunnel-group name ipsec-attributes

1 -

ciscoasa(config)# tunnel-group remotegrp ipsec-attributes

774 T M —EREAL =T VI LET,
crypto ikev2 enable outside client-services port portnumber

1 -

ciscoasa(config-tunnel-ipsec)# crypto ikev2 enable outside client-services

F 7 4V kDR — bFEEIT 443 T,
GE) Zoawr RiE, IKEV2 23R — T35SISO NE T,

Mok Z)v—" general @it 7 4 Falb—a vy T— NEfBLET,
tunnel-group name gener al-attributes

i -
ciscoasa(config)# tunnel-group 209.165.200.225 general-attributes
kv T =T 0 SCEP Bika A X —T7 M LET,

scep-enrollment enable

1 -

ciscoasa (config-tunnel-general) # scep-enrollment enable

g |

INFO: 'authentication aaa certificate' must be configured to complete setup of this

option.
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ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

scep ERnTnxs H— oz [

IN—7R)v—@Etar7 4 Falb—var - Rt LET,
group-policy name attributes

&1

ciscoasa(config) # group-policy FirstGroup attributes

TNh—T R —FHDSCEPCA 288 LET, Z0a~vr KL, h— K X—F DT XL
SEHELAZ Y R— T A= R —TLIC 1A LET,

scep-forwar ding-url value URL
i

ciscoasa (config-group-policy) # scep-forwarding-url value http://ca.example.com:80/

URL IZ CA ® SCEP URL T,

FERAZEAY SCEP 7' 11 % 2D WebLaunch DV 7R — M T 2WiE&it, aotv o5
IRNRAT— R&EfFERLET,

secondar y-pre-fill-username clientless hide use-common-passwor d password

&1

ciscoasa(config)# tunnel-group remotegrp webvpn-attributes
ciscoasa (config-tunnel-webvpn)# secondary-pre-fill-username clientless hide
use-common-password secret

SCEP 71 ¥ & HR— b3 5121, hide¥—V— NEEHT 2 LERH Y £7,

=& Z0E, FERAEIE., TNEERTHIZ RARA U P TIMERHCTEEHA, =V RARA U M
AEHENTGFAET 55 A . AnyConnect 7 7 A 7 2 b IZ ASA ~DO#Efi 2 YIWr L. = D% A8 L
THESR Y hU =2 UV —=Z~DT 7 ¥ 2zt 5 DAPR Y —IZHlAET 5L LET,

AnyConnect 7 7 A4 7 N VPNt v & 3 VOFEFMANEN TN LD XY 2 —HF -4 & IR
RZLET,

secondar y-pre-fill-username ssl-client hide use-common-passwor d password

&1

ciscoasa (config-tunnel-webvpn)# secondary-pre-fill-username ssl-client hide
use-common-password secret

LRI U U —Z bk L7z sdl-client % — U — FIZBIRAe < | IKEv2 7213 SSL # i+ %
AnyConnect 7 747 N By a a2V AR— M 5I2iE, Zoa~vr REEHLET,

SCEP 7 u ¥ &2 %R — h45121%, hideFx—V— REEHATILERH Y £,
SEHENEA TERVWE X — =R R ELET,
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secondar y-user name-from-certificate {use-entire-name| use-script | {primary_attr [secondary-attr]} }
[no-certificate-fallback cisco-secure-desktop machine-unique-id]

1

ciscoasa (config-tunnel-webvpn) # secondary-username-from-certificate CN
no-certificate-fallback cisco-secure-desktop machine-unique-id

RHEDMRAERX A TDREAHE

CA

AEEAE

B CXDIHFHEERMSITDE., TAT T 4T A AEBHZEDOREN 72 EOIERMIn 7 R 7 R0,
T — AL CAGFIAESS o — FEAIFHEOMN 2 EDEBICEERREXITRAD L 21ITRY
ESc

1R BHHIIZ

TULNGEAEERICEEZEL, FECE AT LMLLET, BEX—PREIN TN
WCAGEZEIL, X TO VPN 7' k2L & webvpn THEH E4L, R F A RARA N THEIEZ
TAT v MEAEEZRAET D KO ICRESNTOET, £z, FT A RRA b EIE, HTTPS
X =27 e R ST B & FRAE L. smart-call-home FERE A FREET 5. webvpn H&RHE
R THEHENAEHETE 2HED -HDZ & TF,

FIE

O—HILCAERETDHE, VPNIZ FTA T hS ASA D OIFAELZ HERETEH L H 1R
DET, ZOEERRTEICED. ASAIZCAICEHEINET, CAZRET HITIL. CAGFH
EFE (B4 R—) BESRLTLIEEN,

RDEZRY

AEREOEBIIRICT T — hERET D, 7V VRSO EREES T =4 — L
£,

ZOR—=UT, CAFEAEZEHFH LES, WO MY 7 TE, FATTEHZ 2IZHOVTHL
ij‘o
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CA H—/N\—EH

A—Y—IAENEE
AEAED AT =2 22 EETLIT1E, ROFIEZETLET,

FIE

AT w71 [Manage User Certificates] 1 > C, 2 —H —A 7 ITGEHEO Y 7TILE S TRIEDEH E%
IR L ET,
RTYT2 ROWTNDLOFT v a v @R LET,

e 2—WP—FEHEDT A 7 XA LHIBNKE T L725E . [Revoke] 27 U v 7 L Ca—H—7
TR 2RI LET, £/, e —HVCAW LY., FFHET —Z X—2NITH D F DFHEHA
\ZRGh D~ — 7 BT B, IERASEHEBRICEHRT ST, CRL AHEREITSNET,

o KN UT-FEEZBRINL T [Unrevokel| 27 U v 7§56 & ZOFEHAEICHOT 78 ATE
L5910 ET, £, v—BNVCAICLY, FEAET —FX—2NIZH DT OFEHE
\ZRNEBR O~ — 7 DMET B, GEBEOEHA B BRI B S 2%, B & 4172 CRL
DEFEITINET,

ATY T3 BT LEL[Applyl 227V v/ LT, BHEERFELET,

trustpool GEBAZE D BEN 1 U R— FDERE

A<—h T A ATE, SmartCallHomeA > 7T AT 7 F ¥ MEASHET, ASAIT Ny
7 277 7 > KC Smart Call Home [E4 LR — h 2K ET 5 & 12, CallHome % —/N—FEHE %
AT LI CADFEEZ G 7 A MARA » M2 HEIRICIERR L3, ASAIX, ¥— 3—FEH
ZEORITRIBPEL S NTEGEIEREORGEZ YR — T 5L 9ICRVE L, BAZ~—
75§§£%%I‘%)§®%E%?)ﬁ?§ﬁ‘é%%ﬂi&) D EHA, CAY— =D E CEAGEAENET S
728562, Smart Call Home 237 7 7 ¢ 772 REEZHEFF T & 5 X 512, EHIFZL trustpool /X2
me%ﬁ%ﬁ%mféiﬁo;®w T~ F ar7xF X MEEATIIVR—-FShEEA,

trustpool DFEAFE /N KL &2 BEIIUIZ A AR — 35121, ASARNY KL F 7 om—RE
A A= MIHMAT D URL 2 ETD2LERDH Y £, ROa~v>r FEANTDE T7 %
/U k@ Cisco URL &7 7 /b~ ORfHE (22 B§fH]) ZEHA LT, BH ~EOMMETA > A—h
MEATENET,

ciscoasa (config-ca-trustpool)# auto-import-url Default

Flo, Woa~vy REEH LT, #AZLAURLICEDHE A VR— FaAf R—7 VI TEE
R

ciscoasa (config-ca-trustpool)# auto-import url http://www.thawte.com

F 7= BEEIIFEDOMOES D LB R T e — RERETEH L9175
X, Roa<> FEAJILT, BAX LBEERIICE DA Vv AR— oA 2=V LET,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23
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. trustpool /K1) >—DRF—2 ADERTR

B AH N URL & AKX AEM O FIZL D HEA VR — FEFRET DL, kOoavwr R
ERAT2ZLERHD F5,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23 url http://www.thawte.com

trustpool /R U S —D AT —H ADFKIR

CA Trustpool 27 V7

trustpool N U > —DEUED AT —H A% FRT HITIE, ROa~y REFEHLET,

show crypto ca trustpool policy

Zoawy REIRO LS REREIRLET,

0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress

Last import result: Not attempted N/A
Current Jitter: O

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios core.p7b
Download time: 22:00:00

Policy Overrides:
None configured

trustpool N U > —% 7 7 4L MREBIZU £y T 2I21E, koa~v»r FEEHLET,

clear configure crypto ca trustpool

FkZ 2 RARA Vv FEEHEOHENIA VAR — MEIT 74V P TEZICRDBDOT, RO~ K&
AL THELZT +—7ICLET,

SEREOAMPRT 5— FOBE (D ABEFL(E CA

sEBAE A

ASAE. FT A FRA L PO CAFEHER LOID SEHEIC OV CHZIIR 224050 Z & 12 1
FlFxyr LET, sEEOFIIBRNE LR KT TG, syslogN7 77— b & LTHAT
EhEd,

VA U ABIOWMY ELBEERET D-OICCLIAREESNET, T 740 bTiE, UV~
A ZIIEHIRD 60 BRICBMB S, THZ LIV EENET, kOoa~r REfHL
T, ODOT 77— b REEENIEDHRE TCORBERE L, V~A U ENEESNDHE
EERELET,
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[no] crypto ca alerts expiration [begin <days before expiration>] [repeat <days>]

77— FOREICERRL . ARMIROERIOBEITY ~ A X 0MEREESNET, RO show
o< RNedear 2= FHBMENTWET,

clear conf crypto ca alerts
show run crypto ca alerts

FE A ZITMEZ, a7 4 Fab— g HIRAUIN -G ER RO - T84, #
OFEAEZTHT L0, ERIFHIRTL2 LT, a7 4 Fab—va VEEBIETLHEHIC
syslog 238 H 1 FIERK S VE T,

el X, BAWIRT 7 — FA3 60 HIZBRtE S, D%k 6 B Z LIV IKT LI ITEREIN
TWHELET, ASAN 40 HICHEEI SNDE, 77— MIZEOHIZEEFEIN, ROT 77—
ME36 HEICEE SN ET,

\}

GE)  ARWRF=vZ7iF, bTA N T—LOIEPECTITFE TSN ETA, T—HILCA M T A MR
A2 M, BRHERF =y 7 OBEBED T A MRA L ME L THbIVET,

TFORINIEIBHEDE=A2) Y

FOANFEHERT —Z ADFT=F ) 72OV TiE, kOa<y REBRLTLLEEN,
» show crypto ca server

ZOa<w s RiE, =NV CADA L T 4 X2l —Val bt AT —HABERLET,

« show crypto ca server cert-db
Zoawry RiE, a—HNVCAILK s THITENca2—Y—fEAEL TR LE T,

show crypto ca server certificate
:@:?VF@\ZVV—WKMwM%ﬁTH—ﬁWCAﬁ%%%%ﬁb\ﬁ%ﬁ%@
el DT S ZA~DA AR — MRFIZH LWGEEOREEIZE 2 72D — LA —
\_‘Eﬁﬁi@‘ﬁ‘la7 Vo hegtra— A —_"—3EHEOFREF R LET,

show crypto ca server crl

Zoa<wy KX, CRLEZFRR-LET,

show crypto ca server user-db
Zoavry NI a—Y—La—P—DRT7T—F2AEFRTLET, ZOHFRITROEST
ZEHLT, R RShdba—FEEEOTZENTEET,

e allowed : FAEBRENTFAI SN Wb — =T iF2E£ R~ LET,
e enrolled : BEk I, ARERHELFFO -V IFEERLET,

TURIGERE
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* expired :

* On-

« show crypto ca server user-db allowed

WM TSR o T iEHEZ RO — =T 2 RR L £,

FoaLiEng |

hold : FEMAE AR - THUEREN T S h T\ a—F =727 2R R LE T,

Zoawy NiE, B TEra——2FRLET,

» show crypto ca server user-db enrolled

Zoawr Nk, A7

AEHEZ R ORERE AL — Y — 2 FR L E T,

« show crypto ca server user-db expired

Zomwr N, B T LR EA RO — -2 RRLET,

» show crypto ca server user-db on-hold

Zhawy NI,

REBEN 72 <, BEATFFA IV AR —YF—E2 KR LET,
« show crypto key name of key
Zoavr RiE, AL — RTEFRRLET,

« show running-config

ZOa<wy KL, va—LI/L CA

1

wOFITIE, LA RSA F—%2F R LET,

ciscoasa/contexta (config)# show crypto key mypubkey rsa

Key pair was generated at:

Key name: <Default-RSA-Key>
Usage: General Purpose Key

Modulus Size (bits):

Storage: config

Key Data:

30820122
00ea2c38
525fffc0
elf33e40
93bf£f98f
071a978c
da6e8fab
af8fele2
S5lceabfb
74020301

Wiz, a—5L CACRL #FRTHH%EZRLET,

30040609
df9c606e
90da8a4dc
abce04£f5
df422fbl
6e81£073
411a841f
e58718c6
f8ade096
0001

2048

2a864886
ddb7b08a
e696edde
92812894
2066bfa4
0c4cd57b
e72bb8ea
edlda0f0
7217cf2d

£7040101
e8blala8
0646c661
b0fe0403
2ff5d2a4
db6d9f40
cf4bdb79
lc6f36eb
3728077e

01050003
65592d85
48b3602a
£8d7e05e
36b3bldb
69dc2149
f4e57f£3
79eblaeb
89441d89

ciscoasa (config)# show crypto ca server crl
Certificate Revocation List:
cn=xx5520-1-3-2007-1

Issuer:

This Update:
Next Update:

Number of CRL entries: 2

B 7osLianz

13:32:53 UTC Jan 4 2010
13:32:53 UTC Feb 3 2010

16:39:47 central Feb 10 2010

82010£00
0711lcach
960d7a3a
aea79603
edaebfl6
e755fb0f
a9%940ce3b
£098b5c4
9bf5£875

3082010a
fceddeel
52daelda
2dcd56¢cc
973b2bd7
590f2da8
4a2c7052
79e07658
c8d2db39

S E~ 7 L— L a R LET,

02820101
fad494297
5f983603
01261b3e
248e4dd2
b620efeb
56cldl7b
ab2d8c7a
c858bb7a
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CRL size: 270 bytes
Revoked Certificates:
Serial Number: Ox6f
Revocation Date: 12:30:01 UTC Jan 4 2010
Serial Number: 0x47
Revocation Date: 13:32:48 UTC Jan 4 2010

wIZ, 1 NOBREY O —F—%2 KR THH 2R~ LET,

ciscoasa(config) # show crypto ca server user-db on-hold
username: wilmalOl

email: <None>

dn: <None>

allowed: <not allowed>

notified: O

ciscoasa (config) #

KIZ, showrunning-config =~ > RO DB Z R LES, ZOHAIZIZ, v —H/LCA
HEHES Y S L— ARFRENTVET,

crypto ca certificate map 1
issuer-name co asc
subject-name attr ou eq Engineering

AIBAEEHRDER

R 1GIHAEEEOERE

HaER T3y bTr—LY)—R Bl

AIERH EE B 7.0(1) T UK OVEERRE (CA GERE, 1D FERH
. BLO=a— FBELAFEEHERY)
WX, BEEHOT U ZV1ID it L F
T, TYHFNAGERHEIZIE, 4T VY
TEG, St HE £ R
LAY, 2=V —F I T 2%
Wl D ERAEENET, CAIL,

AERAEIC T84 ) L TEORGEE MR
THIET, TA RAFET2—HFD
TATUT AT 4 &ZRGET 5, BT
LRI, CAT, ABX—F
TR X — DR S b2 L TEXx =
VT 4 Z#3ET 2 PKI 2T F A b

T, TUXNGEHEERITLET,
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HaE

iy

IS5y rTr—LY -2

i

aun

AL B

7.2(1)

Roa~vr FeHALE L,

issuer-nameDN-string,  revocation-check
crl none, revocation-check crl,
revocation-check none,

crl {required | optional | nocheck} ==~
v RPIEHERRIZ R D £ LT,

AL B

8.0(2)

kDA~ REHALE L,

cdp-url, cryptocaserver, cryptoca
server crlissue, cryptocaserver revoke
cert-serial-no, cryptocaserver unrevoke
cert-serial-no, crypto ca server user-db
add user [dn dn] [email e-mail-address].
crypto caserver user-db allow {username
| all-unenrolled | all-certholder s}
[display-otp] [email-otp] [replace-otp].
crypto ca server user-db email-otp
{username | all-unenrolled |

all-certholders}., crypto ca server

user-db remove username, crypto ca
server user-db show-otp {username |

all-certholders| all-unenrolled}. crypto
caserver user-db write, [no] database
path mount-name directory-path, debug
crypto ca server [level], lifetime
{ca-certificate| certificate| crl} time, no
shutdown, otp expiration timeout,
renewal-reminder time, show cryptoca
server, show crypto ca server cert-db
[user username| allowed | enrolled |
expired | on-hold] [serial
certificate-serial-number], show crypto
caserver certificate, show crypto ca
server crl, show crypto ca server
user-db [expired | allowed | on-hold |
enrolled]. show crypto key name of
key. show running-config, shutdown
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HaE

iy

IS5y rTr—LY -2

B

SCEP 7'm % v

8.4(1)

P— K X—F  CANDDT 31 RFE
BEALZ IR TE DHEEZEAL
F L7,

Roa~r FeHALE L,

crypto ikev2 enable outside
client-services port portnumber
scep-enrollment enable,
scep-forwarding-url value URL .
secondary-pre-fill-username clientless
hide use-common-passwor d password,
secondary-pre-fill-username ssl-client
hide use-common-password password,
secondary-user name-from-certificate
{use-entire-name| use-script |
{primary_attr [secondary-attr]}}
[no-certificate-fallback

cisco-secur e-desktop
machine-unique-id],

Z 1D

9.6(2)

TLS 7 7 A 7 ¥ NMLERIX, RFC6125 D
v varellERINDLT——ID
DORGFENL— NV E R — T 5 X 9T/
D FE L7, IDHERILsyslog h—/N—&
A<w— bk T4V AP ——=~DTLS
BEfgi O PKIFERR T AT DN E T, #R
SNEIDBFEESNLY 77 LR
ID & —ELRWGHE, St i, T
FHA,

WD a~y RPBMELIFELEINE
L7z, crypto careference-identity,

logging host, call home profile
destination address
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IS5y rTr—LY -2

B

T —#H )L CA P —r3—

9.12(1)

ASA DR FQDN %3 5 1%
0 IZERE T RE 72 B dk F URL @ FQDN
ZAERT D720, BT LWCLLA 7Y =
UREAINE LT, ZOHLWATS
v 3 &, crypto caserver @ smpt E—
RZiBEMEnE7,

We deprecated Local CA Server and will
be removing in a later release—When ASA
is configured as local CA server, it is
enabled to issue digital certificates, publish
Certificate Revocation Lists (CRLs), and
securely revoke issued certificates. Z D1
EIZ I < 72> 72728, crypto ca server
avy RFBELESNTWET,

o —7% /L CA P —/3—

9.13(1)

2 —71 )L CA $— N —DH R — K3
EnELE, Lza->T, cyptoca
server aw 2 REZDOV T a<wr R
HIFrE I CWET,

cryptocaserver 2~ REZDFRT
DY T o< FRHIBRISNE L,

CRLSEIRA v b o~ ROEE

9.13(1)

AHXT 427 CDPURL 27 4 ¥ =
L—ya v a<wy RABHIFRE AL, match
certificate =~ NIZBITLF LT=,
FH/AERSNIza~vy R
crypto-ca-trustpoint crl & crl url 13%
DOftDOBRE = ¥ v 7 THIBR S 41,
match-certificate override-cdp 73 A &
nE Lz,

CRL ¥ % v =% A XDILIE

9.13(1)

KB CRL ¥ 7 > — RO KM%
<z, F v v v ath A A&tk
L. £72. f@%o CRLINOZ > kU
BOHRZT Y BrE £ L,

cNF AT HRARNT-FOY
A, arTXFA NI LEDOAECRL
X v ot XN 16 MBIZHEIN
LE L7,

TN AT HRARE— RO
&, BRI CRL ¥ v 2 A
AHY128 MBIZHIIN L & L 7=,

B 7osLianz
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HaE

iy

IS5y rTr—LY -2

B

SER AT T = v 7 %S A AT B
F 7 a oiET

9.15(1)

CRL F 721X OCSP H—/3— L O Hke ]
IR T DR T = v 7 &3 A )RR
T 59.13(1) THIBRS N2 A 7> 3 v
BrshE Lz,

/A E S Ica~v s R
revocation-check crl none,
revocation-check ocsp none,
revocation-check crl ocsp none,
revocation-check ocsp crl none 7387t
SNFE L,

AHT 47 CRL 43R A >~ b URL
&R — 93 72 8 D match certificate
o<y ROEHE

9.15(1)

AHXT 427 CDPURL 27 4 ¥ =
L—yaryavw s RTCiE, AP T4y
2 CDP Z#RGEH D F = — > NOFFE
HEC-BlIIvy B TEET,
2L, 2O L5 7e~y B 73R
ETI O FR—FERTHEL
o AEIOEE T, FHICRE I
CDP Z 38R H DFEAETF = — i~ v
B TELLOIIRDELT,

FHEE S22~ F : match
certificate map override cdp seq url url
and no match certificate map override
cdp seq url url

kZ A MRA Y FF—XTBLUOEE
X —/tEga~y ROEHE

9.16(1)

2048 L D /NS W —H A XDFEHED
FAR— FHIBRSVE LTz, 512,
768, E771X 1024 ¥y NOF TS g
PEMATLER, LEEO@EmE &
HIZ 2048 ITBATSILET,

FBREIZ SHAL Ny 2 a7 VT Y ALz
R DY A= FBEIFRS L E LT,

GE) b OfilRE EEEXTD
crypto ca

permit-weak-crypto = < >~
RPRBAIINE LT,

HLWWX—F 7 3 EDDSA 23, BE
ZD RSA B L OVECDSA 47 3 1T
BMESE L,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



