FRAERS T a—Fa 5

IOFETIE, ASAD T TNy a—T 4 7 HiEEERERGOT A R HEICOW TR L E
7
e A F—T ) NAT— K& Telnet X2 T — ROE[E (1 ~<—3)
TNy T A=V DOFRR (§3—)
Ty F XY TTFr (6°—Y)
eV Ty va BT oFETR (13 3—)
a7 X7 DFR (13 5—)
«CPUMH=RL LFA—F (133—Y)
cHEDT AL (19 —)
DT =H ) T (33 8—D)
T ANBIRNN T TNV a—T 4 VT DOERE (34 =)

A F2—TILINAT— K & Telnet /SN XA J— KD [EIE

ASA {FA8 B L VISA 3000 EFT /L TlE, 4 X2—7 N XA T — RE 7213 Telnet /N AT — K& =4
FFEAICEETEET, CLIZHA L THX A7 2ETT20ENRH Y £97,

N

GE) 2077y b7+ —LTE, NAV—RFEENLAICEET L Z LiIXTEEtA, T
HAREDT 7 4V FREICRT Z LITARET, SRRV —FRE&T 74/ MIU kY P TEET,
Firepower 4100/9300 O i541%,  [FXOS configuration guide] %2 L T< 72XV, Firepower
1000 35 L T8 2100 33 X OF Secure Firewall 3100 D54 1%.  [FXOS troubleshooting guide] % % H#
LTLEENY,

ISA 3000 TH/NRXTJ— ~D[EI{E

ISA 3000 D/XA Y — ROEIFIZIE, WOTFNEEZFEITLET,

TFAMERST TN a—TFaT .


https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
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B sps0coszo—roms

&M
ATvT2
AFvT3

ATv74

ATy Th

ATvT6

ATy T1

ATvT8

FIE

ASA D= Y —)L R— MTEE L 7,

ASA DERZG > THr 6, BOERE A ICLET,

2B — T v 7%, ROMMONE— RIZAD L) Ic7 v 7 FdRRENTH, Escaped —%
HLET,

AT 4K a2l —vay VORMEET v T T — N T AR, kOavr REANLET,

rommon #1> confreg 0x41

You must reset or power cycle for new config to take effect

ASATEIED Y 7 4 X2l —vay LYVRKEEHRA T a0 A NREREINET,
HBTHEIETEXA LI, BIfEDa Ly 7 4 X2l —2a DL AR ERXTRELET,

Configuration Register: 0x00000041

Configuration Summary

] password recovery

display break prompt

ignore system configuration

auto-boot image in disks

console baud: 9600

oot: ...... auto-boot index 1 image in disks

onf
[ O
[ 1]
[ 2]
[ 31
[ 1
b

WDa<wr KEANHLT, ASA2Vua—RNLET,

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa932-226-k8.bin... Booting...Loading...

ASAlX, A=K7 v a7 4FXal—arofbicTF 7/ hary7 X2l — g
vET—RLET,

WDa<r RuE AN LT, ¥l EXECE— RIZT7 7B AL ET,

ciscoasa# enable

INRAT—RKDANZRD NS, Enter F—%2 L £,
INAY— RiZZEHTY,

WDa<vwy REANLT, AA— Ty F a7 Fal—arkzue—RFLET,

ciscoasa# copy startup-config running-config

. TFAMERST TN a—TFaT
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ATvT9

ATv 710

ATvIN

AT T12

AsA 558 iz 7 — kA 2 —somE [

WKDOa<w  REANLT, Fa—)L a7 4Xal—y gy B—RNIT7E8ALET,

ciscoasa# configure terminal

KDa<wy REAALT, 74NV a7 4FXal—3 g r TREIZEUTRAT— RE2E
HLET,

ciscoasa (config) # password password
ciscoasa (config) # enable password password
ciscoasa(config) # username name password password

Koa<wr REANLT, 740k a7 4 Xal—arvika—RLET,

ciscoasa(config) # no config-register

FTIFNE AT 4 K2l —a DU AZHEIZOXI T, a7 4 Fal— g LY
AL DFMZHONWTE, I~ RV 77 LR LTLEEN,

WDa<y REASILT, HTLWRRAY—REAZ— T v 7 ary7 4Xalb—a VRF
]\/iﬁ—o

ciscoasa(config) # copy running-config startup-config

ASA R3E D/INRT— FFEEIFA A—CDEE

&

ATvT2

ATvT3

ASA AR D/NAT — RET 3 A A=V ZEET 5121, ROFIEZFATLET,

FIE

FATa 74X al—2a B ASAIR Oy 7T v 7 77 A la—LET,
copy running-config filename

1 -

ciscoasa# copy running-config backup.cfg

ASA A8 # 8 L £,
reload

[GNUGRUB] A == —nb, FRAIZML, 32T FaL—2a3rxzA—FRLEWSTT V=
> T <filename> #i®IRN L, Enter ¥—%2 ML ET, 77 A NV4IE, ASAKIE OFT 74 /L RO
T—=h A A=TDT 7 ANLTT, TT7HN DT —k A4 A=V, fallback =< Rizk»

FRARERS TNV a—F Y .-


http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html
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B saswn—Fo 70 20— rEEOESE

THEMIZZ—FShD 2 Li3d ) FHA, TOH%, BIRLZT—F A A—VZn—FLZE
ﬂ—o

GNU GRUB version 2.0(12)4
bootflash:/asal00123-20-smp-k8.bin
bootflash: /asal00123-20-smp-k8.bin with no configuration load

51

GNU GRUB version 2.0(12)4
bootflash: /asal00123-20-smp-k8.bin with no configuration load

ATFYT4 EfTar 74 Xal—a RNy s Tyl ard7 i Xal—ay Il at’™—LFE
7,

copy filename running-config

i -

ciscoasa (config)# copy backup.cfg running-config

ATV TE RZAT—FDU kv b,
enable passwor d password

1 -

ciscoasa(config)# enable password ciscol23

ATYT6 HLOEELZRTFLET,
write memory

1 -

ciscoasa(config)# write memory

ISA3000 /\— KT 7D/NRXRT— FKEIEDEMIL
Y

(GE)  ASA {48, Cisco Secure Firewall €57 /L C/XRA T — REEAT 4 —7 Vet 52 LixTxF
A,

FERR D 72N —HF =N R AT — R A W = X L&A LT ASA ZfEfRICE 42 & 23720
Loz, MRV —=FEEEZT 4= 2T BI%. ROFIEEZFEITLET,

. TFAMERST TN a—TFaT
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Fivy rve—voxr |

1R BHHIIZ

ASA C. noservicepassword-recovery =~ > K& 9% & ROMMON E— RIZ A>T, 23
TAX 2L —va OEEEBSZENTEET, ROMMONE— RIZAS &, ASATIE, T
RCDTTvva T7AN VAT LAOWEEERDDL Ty 7 ERFRENET, ROICTHE
ZFITL7VE . ROMMON E— RZBBTEEHA, 77 vva 774V VAT AEEE
L7aWEgA, ASA XY rn— & Ed, /2 Y — KAl X ROMMON £ — ROff f & BEFED
AT A4 Falb—Ta VORFFIEFEL TS DT, ZOEEIZEL ST, NAY— RDEIEN
TERRVET, 72720, NRAT—=REZEETERTDH2LT, RERa—F—nar
T4 X2l —varEFRRLEY, JIONRRAT— REFALIZDTDHZ EnRR0ET, =
DA, VAT LEEMERRERRREIZEIE T 212F, FILWA A=V E Ry I T v T a7y
Xal—vary7ryA4L (ARTELHE) 2u—KLET,

servicepassword-recovery 2~ R, 2> 7 4 Falb—Taly 7AW@ E LTOH
FRENFT, CLIZur 7 MIxtLCTavr REANT S L FEFENVRAMIIZRITES N E
T, REAXLHETHME—DHEZ, CLIZn A Cavry FEANTH2ETEH, Zoaw
VROBRRAENR=Va o THHa 7 4 X2l —YarEun—RLTh, REFLEFEEINEE
ho (RAT— REEOHEFERET) AX— T v THRHIAX — T v 7 a7 4 Fab—
Va v EEGT L X0 ASARRESN TV EHAI AT = REEET 4 E—7 T 5D L,
WEEBVAEZ— Ty a7 Fal—ardzn—R1T5K910 ASA DRENLEHE S
NET, 7o— A —R_—ZFHL, A¥—F T v 7 ar74X¥al—var ZBHT5L9
\ZAH VN HEERRE SN TV DAL, noservicepassword-recovery 2 > K TA X L3
AHEBIER L2 X, 2074 F2b—ar LYAFICELEERNMZONET,

F|i§
NAT— RKEEZT 4 B—7 2 LET,

No service passwor d-recovery

&1

ciscoasa (config)# no service password-recovery

TINYG AyvE—DFRR

TNy THINECPU 7B ATER T ITA AV T 4 BNE DB THENTWDED, T3y 7
EITHDEVAT APMEATERLIRDZZENHVET, DD, FEOHKBED 7 7Ly a—
T4 T EITIEHERR, CiscoTAC LD T TNy a—T 407y arORIZRY debug
avy REFEALTLZIN, EBIT, Xy hT—7 8T 7 4 v 7 Ea—F R 72
\Zdebug 2~ REHEMTHZL2BEO LET, TRy 7220k ) REREICITY &

debug =2~ > RALEED A —/X—~y ROMENNZ X 0 2 2T 5O RN K S alREME A D 7

TFAMERST TN a—TFaT .
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. Nry b FvTFv

KBRVFET, TRV T Ave—VEANTHITIE, 2~ KU 77 L AD debug 2~
RESM LTI EE,

Ty b Xy TFv

Ry MX Y TF XL, BRORMED NI TN a—TF 4 VT ETRIIRERT VT AT 4 D
T X VT ETI) EENWRNDZERHVET, Xy h X F vy = REHHTS
WalE, CiscoTACIZHEHETHZ L 2B LET,

NTY XY TFNYOHAFSA4 Y

AVTXFRME—F

s AT RANNOY FALHIAY 7 TR T F R ERETEET, ZORE, DI T
ALY 7 TEEFEEND 2T FA MIBE#EMGTF O T0D Yy MEFRF v 7
Fr INET,

VLAN ZEICRETE DX ¥ 7 F ¥ 1 97213 TF, HA VLAN OO a7 2 |
THFY 7Ty 2RE LSRR, RERICRELLT Y 7 Fy ETBAERShET,

WBICRELT (T7T747) 27 F Y ZHIBRLESGEIL, Bloa 73 2 FTHAGZ
RELEF Y TF YN oTCh, 77T 47 WRDXIYTFXIEHVERFA, v 7T v
BT TT 47T AL, Fr 7T Fr2HBRLGEMUETYLERS Y £,

XY T TFYEHRELIA I =T oA RIEETHTXITCORN T T4 v I RF ¥ T TF ¥ S
NET, 2L, 34 VLAN Lo a s FF A h~D T 7 4 v 7 b EENET,

L7=RoT, BDHVLAND IV THFARNATOXY T T v oA X—T NI Lz & &IT,

ZOVLAN A2 T XA B CHHEAEINLIHEIE, 20T FAMA LIV THFALB
DWFDOANNT 7 4 v I R¥ry T FryIsnnEd,

HONT 742 DGEIE. 772747 %7 Fv0OH2aTXAND NI T 40077
FRF Y T F v SNFET, ME—OFISNE, ICMPHRAEZL A X —T7 M L7 (L7zid> T,
ICMP h7 7 4 w7 ODF vy a yREsd/ A Z2\0) HBAETT, ZO%A1E, 4 VLAN
DFTRTOaALrTHFARNTANEHADICMP " T 7 4 v 7 RFv TF ¥ ENET,

ZTOMDAA FS14 >
« ASA WARERTERD TCP ~v ¥ —% >34 v F %5 L. ASP 7?8 invalid-tcp-hdr-length
Thoren) Ry 7HBATEDO Ty N Ruey 7T 555, 07y NaesE Lk
A B —T A A LD showcapture 2~ > R DX, D7y hEFERLEEA,

*IP NI 74w 7Ry 7T XY TEET, ARPLREDIIP N7y MIF¥ 7T ¥ TX
FH A,

s A TAVSGT X Tfr&E Ry hOGE, ¥ 7 F ¥ E3NTry MZEENTWSIA
AMCMD ~v X —% . PCAP B a— T W8 LW 2 2 nb Y £9,

. TFAMERST TN a—TFaT
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Nry bOF v TFv .

cNT Y RXX T T I, VAT LAEETT L, A VAT T a DTS
FHAIND /7w b NAT, TCPOIERL, 737 v FONEZFEES 5 F DM OEREN G
FNET,

o T NRANIFASINTAAE N v OFEMO N L—R (X, T—F XA TOYE T v
DR Z FHEIZKM L TWERA, ZOEWI, Y7 b7 =T g 0, k., BIO
FHASNTAAE N FOZ A T L > TR 9, BEONE U DK & 72 5 FTREMED
HHER OB EE IR LET,
c[FAUARAMIKLT2OLLEDNAT 27— h A2 NBMEET 5,

cHEEIDIESF M E W HFmo 7 e —T7a ha LRy ® s (EHmO7 2 —3 UDP £7-
X TCP T, WiHMDO 72 —NICMP ThEEERE) .

e ICMP =5 —A VAR g UBNENC > T b,

INTY RDX N TF ¥
Ny My 7F v 3 5120%, ROFNEEZFEITLET,

FIE

ATYT1 Ry h A=y 74 TBLOR Yy NT—JBEOYY 3T D707y b % 7T v i
EEA FX—7 M LET,
capture capture_name [type {asp-drop [all | drop-code] | tIs-proxy | raw-data | isakmp [ikevl | ikev2]
|inline-tag [tag] | webvpn user webvpn-user } | [access-list access list_name] {interface {interface_name
| asa_dataplane| asa_mgmt_plane| cplane} } [buffer buf_size] [ethernet-type type] [reeinject-hide]
[packet-length bytes ] [circular-buffer] [trace [trace-count number]] [real-time [dump]
[detail]] [file-size ] [headers-only ] [match protocol {host source-ip | source-ip mask | any | any4lany6}
[operator src_port] {host dest_ip |dest_ip mask | any | any4|any6} [operator dest_port]]

B -

ciscoasa# capture captest interface inside

XX TFXTHTRTCONT Y bOA L E—T =2 A AEBRETHMLERH Y £4, EHOZA
TDRNTT 47 EF YT F T DI, HED capture A7 — kA b ClA U capture_name
EHERALET,

typeasp-dropF— U — RiL, @d#HEx a7 4 XA TRy SINH 37y Maedy 7F v L
FT, VTAZTIE, ey rEhlk, 2=y MUDIRET —% X7y b ¥ ¥ 7F vy IhE
T, vAF aArTHFARNET—RTEH, ZOF 7T a VBV RAT AFETAR—ATRITEND
L. I RTO Ry SN T =2 Ty MRy FFyanEkd, ZoF7varpnars
FRANCTRITEINZEXIE, Ry &Ny —% "7y bDOH5L, ZOarTxXA MIET
HAVE =T A ADNBASTLDTET Ry 7 F vy SNET,

FRARERS TNV a—F Y .n
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ATvT2
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typeraw-data¥—"v — Ri%, EE 7y MeRENTy haXy 7Ty LET, ZOREIL,

774/ FTT,

inlinetagtag DX — 7 — R EBIBOXT X, FFEDSGTED ¥ 7 2 4{E LET, HHE LW
Bl [EED SGTEAFSZ V& ry Vaedy 7F v LET,

buffer ¥—7U— Rix, 7y NERTFETHDIHATINy 77 A XeERLET, 20O
WA RNy T 7 BN EWNIR D, Xy N XY 7P FridgEbLET, 7T AXNTHEH
INBEEE, 2Tz =y FHETZV OV A XTYT (Bax=y FOEETIEH Y THA) .
circular-buffer ¥—U— RZEETH L. Ny 77BN olEWToz L XIT, Ny 775k
B DIEIC EEEX ENET,

ethernet-type¥ — 7V — Rix, ¥¥ 7 F v T54—HVFxy NATERELET, VHA—FEh
HA =Yy b XA T, 8021Q. ARP, IP, IP6, LACP, PPPOED, PPPOES, RARP, ¥
FOWVLAN 2 ERH 0 £9°, 802.1Q ¥ A 7 & VLAN # A 7 TIEBIN B FAEL 7, 802.1Q ¥
ZIXHBRICA X vy 7S, BEIZIEINHA —V Ry b ZATBEHESNET, IPIXT 7+
VDA =Y Ry NFATTT,

interface ¥—U—Rix, X7y N XX T T E2MHHTEHIA o F—T = ADLHIZRELE
7,

T—=H T VL= Oy NeX vy 7T ¥ T 5I21%, asa dataplanex—7T — R&fiH L £,

XY TF ¥ T 7 ANDY A RERET HITIX, fileszex—U—F&2fERLET, 77 A1
4 X% 32 — 10000 MB T,

TR EEERVTy FO L2, L3, BEIRLU A~y X = aXy 7 F ¥ 3T 58550F
headersonly ==~ > RZHHL 9,
match ¥ —V— RN, —&T257 0 ba/bBLORETEMILIP T FL A, BLXOA T3
VOR—FEXYTTFY LET, ZOXF—TU—RE, 1o0avy RT3EETHATETET,
anyx—U—RiE, IPv4 N7 7 4 w20 Xy T F v LET, anyd 5L Pany6 ¥ —7V— K
EHEALT, —EHT5IPVABEOIPv6 *v U —2 F T 7 4 v 7 2lICY v 7T v TEE
9, operator [ZIZKDOWT NN ERETE T,

It: kv/han

gt: KR

ceq: FLW

R

real-timex — U — REZEET DL, FXTTF ¥ Lo Ty bRUTAHZ A LATHEfE L TERS
nET,

reinject-hide ¥ — U — R&FEETH L, HEASINEZ Yy MEdy 7FysnEzdiA, Zh
WX, 79 AX ) U BRBEICOREH S ET,

GE) ACL O LN E SN TV D4, accesslit 2~ Kidx+ 7 F v TIHEAT
XFEH A, accessgroup 2~ ROAFEHTEET, ZOHA, accesslig a~2 N
EHERHLEI ETDHET—RNERENET,

I IALEMY) 7 N T T 4y I EFY T LET,

. TFAMERST TN a—TFaT
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ATvT3

ATvT4

ATy Th

ATvT6

ATy T1

ATvT8

Nry bOF v TFv .

capturecapture_name{ type lacp interfaceinterface id [ buffer buf_size] [ packet-length bytes]
[circular-buffer] [real-time [dump] [detail ]

capture capture_name interface cluster [ buffer buf_size] [cp-cluster] [ ethernet-type type] [
packet-length bytes] [circular-buffer] [trace[ trace-count number]] [real-time [dump] [detail ]] [trace]
[ match protocol { host source-ip | source-ip mask | any | any4lany6} [operator src_port] { host dest_ip
|dest_ip mask | any | any4|any6} [operator dest_port]]

51

ciscoasa# capture ccl type lacp interface GigabitEthernet0/0
ciscoasa# capture ccl interface cluster match udp any eqg 49495 any
ciscoasa# capture ccl interface cluster match udp any any eq 49495

WD2ODTETI ZAZEEHY I DRNT T4 v 7 Fx VT ¥ TEET, 77 AXHl#Y
YIDITRTDINT T4 w7 F Y T F v THIE, A F—7 A A4 custer F— U —
REMHHLET, cLACP N7 v hDOZZ X ¥ 7T ¥ 3 HITidtypelacp ZHEEL, A ¥ —T =
AL TIEBRLSIHA L Z =T 2 A AID ZIEELE T, 77 AZHHY 7 Loy M
X, av b= FL—r Ry e F—F FL—r Ry FO2FEERHY . EHH Y,
R EINTT—H N T 74w 7 L7 TFAXLURA v E—UREENTHWET, IPT FL ANy
X —@TTL 7 4 —/ RiZ, ZO2FHD/NT > FEXHTE L L ICHF b ET, §i5ik
ENTT =2 Ty "X X T Fx SNHLXE, TRV TOEDIZITAZI T FL—
TbX ¥ T F v T A NMIHIIESNET,

X —TU— Rep-clugter 137 7 AZHfY > 7 (BXOT—% FL—r o3y Well) Tar b
=)L L= RNy NDREXFY T Ty TELIIITRVEL, ZOF T aid,
NTF ATHRARNE—ROVATALAT, ACLEZMHHLTCKNI 74 v 7 ZRAETEX2WEEIC
TNLHET,

I TABZBERDONT NeXy T TF Y LET,

cluster exec capture capture_name arguments
Ny N X IT v mELRLET,
no capture capture_name

UTNEAL LNy XY T EKTTHI20F, Cirl+cz ANLET, v 7 F v amse
WCHIBR T D121%, Zoa~ry RonfEXaEALET, VTAZXA AT a0E, raw-data
Xy 7 FrBLWasp-drop ¥+ 7 F v ICOLEH S ET,

Ny 776 Ty NERIBRETICFE Ty b ¥y 7 Fr 23T 5546
capture name stop

BEX Y 7Fy¥ 2leT 556 ¢
no capture namestop

JTAY 2=y NTKER Ny b FL—R Xy T LET,

cluster exec capture_test persist

Ky N FL—R &2 7 U T LET,

FRARERS TNV a—F Y .“



FRRERT TN a—TF125 |
. Nry bOF v TFx

cluster exec clear packet-trace

ATV EEbENIPsec Xy FEX ¥y I F v LET,
cluster exec capture_test include-decrypted

ATYTN0 XTI FxEI7VTLET,
clear capture capture_name

51
arvkA—J)L FL—2 5y b

ayha—L L= BETLHTRTONY Y MITILN 255 ICRESNTEY .,
R EF 49495 37 FAZ Y7 avba—)L FL—r Uy Ry R— M
NET, WOFITIZ, 75 AZ Y L TBEED LACP X% 7F ¥ 21ERT 3 HiEE R L
7,

ciscoasa# capture lacp type lacp interface GigabitEthernet0/0

WOHEITIE, 7 FAZV T V7 TORIBEINSZA RSy NOFXx 7 F v 2AEKT D)
EERLUET,

ciscoasa# capture cp interface cluster match udp any eq 49495 any
ciscoasa# capture cp interface cluster match udp any any eq 49495

—5 FTL—2 "5y b

T—=H Ny ML, 1202 =y "Bl =y N (ZOEROFTAR) (JiRk
ENHRTry he, VIAFLU A vE—UREENET, BHOZ 7 AX LU B
A w—U0E, TTL 28 254 [ZRE I TE Y TTL A5 253 ITEE S AV Rl 72 LU 23
Ty MRBHY ET, :@f%%%ufoe LU X7y METCP ODHRT, T 4 L7 ZBFH LN

0 —OFAEZER LG AICORREELET, T4 L2 ZIECLU FULLT v 75 —
A Rl Y/ %ﬁ?k/\*f/ MEEVIRLET, LUy BT, 750)/\7/ ~
D LA~y X —mNEXAENET, ZHUTE Y, ZEEMCTEBIERN 2B A RIED FE
ATHOEERECE ET, BEINDLT —F /N v ME, TTL 28 4 Kl _E)’z“/”fézh‘s’ﬁ
T ROBITIE, 7 TAZHIHY 7 TTF—F XA 7y bOF ¥ 7T ¥ 21E8T 5
HiEERLET, 77 AZMT—4% 7L —2 0 [flow logical update] A »t&— %9
RCEY TF T 5HI10%, A— 1+ 4193 20 L 7,

ciscoasa# access-list ccl extended permit udp any any eq 4193
ciscoasa# access-list ccl extended permit udp any eq 4193 any
ciscoasa# capture dp interface cluster access-list ccl

. TFAMERST TN a—TFaT
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iy ke 7Feozr ||

NTY b X TFYDRT

ATy

ATy T2

CLITXY Yy &Y 7 F ¥ 2T 70V RICERLIEY, EEOY—R—=IX v T F v 2 XU
O—RL7=DTHZENRTEET,

FIE

CLI CxX ¥ VT ¥ 2FRTHIZIT

[cluster exec] show capture [capture_name] [ access-list access list name] [ count number] [decode]
[detail] [dump] [ packet-number number]

&1

ciscoasa# show capture capin

8 packets captured

1: 03:24:35.526812 192.168.10.10 > 203.0.113.3: icmp: echo request
2: 03:24:35.527224 203.0.113.3 > 192.168.10.10: icmp: echo reply
3: 03:24:35.528247 192.168.10.10 > 203.0.113.3: icmp: echo request
4: 03:24:35.528582 203.0.113.3 > 192.168.10.10: icmp: echo reply
5: 03:24:35.529345 192.168.10.10 > 203.0.113.3: icmp: echo request
6: 03:24:35.529681 203.0.113.3 > 192.168.10.10: icmp: echo reply
7: 03:24:57.440162 192.168.10.10 > 203.0.113.3: icmp: echo request
8: 03:24:57.440757 203.0.113.3 > 192.168.10.10: icmp: echo reply

accesslist ¥F—U— K%, HBEDOTV7EAVARNIDDIP 74—V REFIZLEVEMD T 4 —
NV RIZESWT, X7y MCBETABERER R LET,

cluster exec ¥ —V— R&fliH+ 5L, 25=2=> K Tshowcapture 2~ RZFE{TL, Lo
TRTCO2=y hTEDOa~v Ly RERKIZETTEET,

count ¥ — U — Kif, f8E LT —H D7y M EFERLET,

decode ¥— U — KL, isskmp ¥ A T OX ¥ T F ¥ A U X —7 = AT SN 556 12%
SEbET, YDA v H—T = A AKEIET D ISAKMP 7 —Z 1%, HELDOKITT I TH ¥
TFrEN, 74—V RETa— NLEBICZOMOIERE EbICERENET, Xy b
Fa—RNHME, Xy boF e harickoTRAY £4, @, Zoa<r R, ICMP,
UDP, BLOTCP 7 r ha/L@OIPT a— RazHhHR—hrLET, N—T 3291005, 2D
2= RIZGREBLOIPInlP D IP T 2 — R aR—F LET,

detail ¥ —7 — Fix, &7 > hoOBEIOT v hafFREzErLET,

dump ¥—U—Ri%, 7—% VU I7RATEEINT ATy O 16X T E2RRLET,
packet-number —7 — R, fEE L7237 v hNEBCTERRZHAL T,
TIIFTHATy b ¥y T F v 2 Form T 52T

https://ip_of asa/admin/capture/capture_name/pcap

pcap ¥ —U — R&EMET 5 L. show capturecapture name =~ > R JIZHEYS 2 NE D H)3
FKRINET,

FRARERS TNV a—F Y .-
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2NTF AT HFARNET— RTIEL, VAT LAFITAR—ZXTDH copy capture 2~ > R & fif
TEET,

Ry b ¥y I Fraeh—n_"—itat’—LE+, ZOFITITFTP 2R LET,

[cluster exec] copy /pcap capture:[context-name/[capture_nameftp://username: password@server_ip/path

pcap ¥ —U — R&4MET 5 & showcapturecapture name =2~ > R JIZHEYS 2 NE DA
FKRINET,

GE) RFy "X YT F X aT 4 AZIZa—T5881E, v 7T v 77 A V4MN 63
WTFLUTTHDZ EEMRLTLLEE, Z7ANVEAMN 63 LTFEBR DA, /N
Ty REXYTTFXIIRDLETR, T4 AT ~OF ¥ I FryOab— TR E
‘a—o

151

WOFNE, asp-drop XA T DX ¥ 7 F ¥ R LET,

ciscoasa# capture asp-drop type asp-drop acl-drop
ciscoasa# show capture asp-drop

2 packets captured

10.94.0.51.15868: S
Drop-reason: (acl-drop)

1: 04:12:10.428093 192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>
Flow is denied by configured rule

2: 04:12:12.427330 192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>
Flow is denied by configured rule

2 packets shown

10.94.0.51.15868: S
Drop-reason: (acl-drop)

ciscoasa# show capture asp-drop
2 packets captured

10.94.0.51.15868: S
Drop-reason: (acl-drop)

1: 04:12:10.428093 192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>
Flow is denied by configured rule

2: 04:12:12.427330 192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>
Flow is denied by configured rule

2 packets shown

10.94.0.51.15868: S
Drop-reason: (acl-drop)

WDOHFNE., ethernet ¥ A 7 DX ¥ I F ¥ 2 RLET,

ciscoasa# capture arp ethernet-type arp interface inside

ciscoasa# show cap arp
22 packets captured
10.10.3.13 tell 10.10.3.12

192.168.10.123 tell 192.168.100.100
192.168.10.50 tell 192.168.100.10

1: 05:32:52.119485
2: 05:32:52.481862
3: 05:32:52.481878

arp who-has
arp who-has
arp who-has
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4: 05:32:53.409723 arp who-has 10.106.44.135 tell 10.106.44.244
5: 05:32:53.772085 arp who-has 10.106.44.108 tell 10.106.44.248
6: 05:32:54.782429 arp who-has 10.106.44.135 tell 10.106.44.244
7: 05:32:54.784695 arp who-has 10.106.44.1 tell 11.11.11.112:

HS5wa BUTDRR

ASAMASAAE NI T o a LTERAIL, 77 v a X v TIERERRTEET, 77y
Va BT ONEEHRDLVEND 5881, CiscoTACISEKETHZ L aHRLET, o«
v K U757 L ATshowcrashdump 2~ > REZZHR LT 7ZE0,

a7 FUTDORTR

a7y XL, eI ARREKRT (VT via) LEEED, ETHROTa ST ADRA
T Tay NCY, ar XrAiE, 2T —F2WERIIT ANy ST 5720, BIUOEEEZ%
MOFTYHA T TELLD, 7T v v azRETHEDICHHINET, ASA 7> ASA
BB TOT TV r—2a v ERF VAT LAY Ty ak NI TN a—T 4 VT T 5701

a7 X TR E AN T D X D CiscoTACI L EFFEINLLANHY £9, a2~ KU 77
L AT eoredump 2 RESRL T ZE0,

CPUERZR L LR—

CPUEAR LR — MIit, FHE SN2 A 4172 CPU DOEIE OB B ERINET,
. aATIIE— 7 BELSMTIEA R CPU A& DO 30 ~ 40% TEMEL . B— 27 ER3H 60 ~
70% ORETEEL 1,

@ vCPU {5 FH 32 ASA k8

@Uﬁﬁ+@ﬁﬁ%%ﬁﬁé I%. ASA {8 T showcpuusage =~ > FafiH L £4, ASA
A D vCPU HEHETIX, T —% RA, HlffHIRA > b, BIOSNH T e ATHEH I TW
% vCPU D&% FoR Li*@“o

(VMware, Azure, OCI 2 ED) 757 R Y —E X Fa (X —|k->THESh5D vCPU
EHRIZIE, RIS TS ASA AR EHRIZINA T, ARG ENE T,

« ASA RAB O 7 A RIVEFRY
o ASA VM |2 &7z %SYS A — 33—~ K

* vSwitch, VNICE X U'pNIC D 28§ 25/37 v FOA— "=~y N, ZOF—/"—~y
RIZIFEFICREL RDGEDH £7,
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CPU EERZE DA
Wt S 7z vCPU O RN RIE IS R 72 DB 2 IR L £,
« ASA fRAH DL AR—h : 40%
*DP : 35%
HETEE R 5%
« vSphere D L A— |k : 95%
« ASA (ASA AR LR—hELT) :40%
«ASA T A R K=V 7 1 10%
o ==y R 45%
A==y B AA 8= S PREREDFAT, 6 L O vSwitch Z I L7 NIC & vNIC O[]
D3y MEFIER SN TWET,

ASARIE D= DDA —"—~y K& LT, ESXitr—RBMMoay Ba—FT 47 )YV —2R
PHERATAGENS DD, EHARIZ100% 2252 L03H 0 F9,

VMware @) CPU {EFHZED L 7R— k

vSphere C [VM Performance] # 7% 7 U v 7 L. [Advanced] %7 V v 7 32 & [Chart Options]
Fay7Z o)A MRERENET, 22T VMOEAT—F (%USER, %IDLE, %SYS
728) OVCPUMEHENERREINET, ZOFHRIT. VMware DR CPU Y Y — A MEH
STV DI BFE 5 DI B £ 7,

ESXi %h—/"—D v =L (R A M ~OEEGIZ SSH &2 L T =7 7 A LET) Tk,
esxtop Z i T& £9°, Esxtop I Linux @ top =~ > NI BB LML Z R D, IRONE
% G de vSphere D/X7 —< L AT D VM O A7 — Ml A et L £,

+vCPU, AEV, Xy hT—FHFEHEOFEM
« £ VM D AT — T L D vCPU fifi K

e XEY (FEfTHIZ M) EAN) Lxy bU—2 (G791 TN EAND) 1Tz T, #&
FEHE RX v 7

ASA %8 & vCenter DY S5 2

ASA {F8 & vCenter ® CPU fE R OEEIZITIE NN H D 7,
e vCenter D7 T 7 OEABEITHIZ ASA AR OB LV b kEL 2 £,

« vCenter TIL Z DfEIX %CPU usage & FEAL, ASA RAE Tl Z OfEIX %CPU utilization &
PRIV E TS
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Amazon CloudWatch CPU £ L 7/R— k .

FHEE T%CPU utilization] & [%CPU usage] 1ZBIDOHDEFEK L THET,
« CPU utilization 1Z. ## CPU OFEFHER A AL £,

« CPU usage /% CPU DA /= A L v F 4 o ZITHESWIZFEE CPU OFEHE R &2 #28t LU E
T LML, 1 DO VCPU OABEHIND720, NAN—AVL T 4 U TITEEL EH
/\-/O

vCenter | CPU % usage Z XD L 9 IZFHHE L £ 7,

T 7T 4 TIERHEINZEE CPU O &, #FIEEZ: CPU O&FHIX T 2EIG L LTHRES N
i‘j‘o

ZOFHEIF, RAMPOLRAZCPUMARTHY, YA N ITRXL—T 4T VAT LML R
CPUEHETIIH Y A, T2, ZIUIRE~ T THEMAIEEZR T T ORI CPU D)
CPU fEH=RIZ/2 0 9,

7o & 2, 1EORA CPU Z4&#k L7 1 DOIE~ 8, 4 O CPU 258 L7 1 &
DARANTIITEINTEY, O CPUMLAZEN 100% O%E, M~ 0%, 1{EOYE CPU
BT _NCHEALTCWET, B CPU O HARIE,  TMHz AL O /B CPU O¥ix 27
ERE) & LCEEESNET,

5% MHz CTlefg 9% & | vCenter & ASA {RAR i 7 OEEIZ—E L £ 7, vCenter 77 7 >
5. MHz % CPU i FH =% 60/(2499 x 1 vCPU) =24 LR LN E T,

Amazon CloudWatch CPU & L /R— k

ATy I

ATy T2

ATvT3

AN I I ATa—F352RR/LTC, X770 XF 4TV —ReF=HF—TCxFE7, B
EDA AL AD CPUFEHFEDORE 2R T 2121E,. WOFNEEZFEITLET,

FIE

[CloudWatch] = > Y — /L& B&, FEXF =2 a XA U T[A MY Z A (Metrics) |28 L %
R

EC2A MU 7 ZADARZERZZFIR L, [A L AX AT LEDA MY 7 A (Per-instance Metrics) ]
T4 A arEBERLET,

K58 7 4 —/L KiZ CPUULtilization & AJJ L <C Enter Z L ¥ 9, SR A LV AX L ADITH®E
WL, TDA 2 AH AP CPUULIlization A U w7 D7 T 7% FRLET,

FEMIZ DUV T, Amazon CloudWatch O R = XA > F S L TL &V,

ASA {%%E & Amazon CloudWatch M4 S

Amazon CloudWatch O 77 7 O¥fii%, CPU ff R D FHH J7 D ASA AR & CloudWatch T
BB, FELY S REL Lo TWVET,

FRARERS TNV a—F Y .-_


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/viewing_metrics_with_cloudwatch.html
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ASA AR BNAR—V 77— RTEITESNTWVDEEA, £ CPUIX, HENE— RLETOMDOT
A RVIREEICA DR DY IZ, BRI~ ROL—T%F4TLET, k), A v FILDOE
JFREBIZ L > TAUA T ERYV R0 70y 7 2T L0750 TIERLS . £aT7 BEIC
TIT 4 TR T AT F—< AN Mm ELET,

ASARIENTIX, ZOT7 77T 4T 41374 RV TEWETH S LiRFk 4. CPU fl H RN
FELLEEESNET, 727 L. Amazon CloudWatch T, T_XT® CPU ¥ A 7 WIZFEITT 5
MWD D=0, TA RVIRREEOEEIZEED CPUT 7T 4 ET 4 DX IR ZET, Zh
\Z& Y. CloudWatch Tl CPU EHZE (85 ~ 90%) NFE/RINET,

Azure @) CPU {ERZELAR— b+

ATy T

ATy T2

AT T1
ATvT2
ATvT3
ATvT4

Azure Monitor 7> 5 VM Insights 24 ] L T, EEHX5RO VM 7 TO CPU AL LR R<T S
WZiE, ROFNEZFEITLET,

FIE

Azure N —HX WVIZEEN L, [BEfR (Monitor) | ZZR LT 5 [V U =—3 3 (Solutions) ]&
72 a v T R~ (Virtual Machines) | 28R L £,

[/37 4 —~ A (Performance) | # 7 % %R L C [CPUfEH = (CPU Utilization%) |17 7 7 %
FRLET, ZO7 773, T ey HERARPRbEW S5 DD~ URFRESN
£7

HRED Azure VM 225 EHE2 CPU IRV T 72 FRT 51213, ROFIEEEITLET,

FIE

Azure IR— X VBN L, [~ (Virtual Machines) ] 23R L 9,

VM DU A R VM IR L £ 7,

[E=% VU > (Monitoring) &7 = > C, [Insights] Z&IR L E7,

[/87+#—< >R (Performance) | # 7 Zi&IR L £9°,

FEHEIZ DWW TCIX,  THow to chart performance with VM insights | [#35] 22 L T 7230,

ASA {R*8 & Azure D55 D

ASA A8 & Azure @ CPU fE RO EEIZITE NS H Y £, Azure 1%, HHFIHEZ: CPU O&
HICHTHEEL L THREESND, 777 4 ZIEAENTWAIRFE CUP @& & LT CPU i
HREHET D720, Azure D7 T 7 OIEITFIZ ASA AR OFUE L 0 =< 720 9,
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Hyper-v cPU ERELA— ]

ZOFHEZ, RANPBLREZCPUERARTHY, YA MAR—TFT 4 7 VAT EANL R
CPUMEHERTIIH Y FHA, 7. ZIUIRE~ T THEAAEEZR T T DA CPU D)
CPU I/ £,

7= & 2I1E, 1 HOEAE CPU 258 L7- 1| DO~ U2, 4HOWPECPU Z##L7- 15
DARA R TIITENTEY ., 0O CPUMHEN 100% OBE, M~ %, 1 {HO%E CPU
Y _THEALTCOET, (AR CPU O ASRIX,  [MHz BALOfE /A8 CPU O X 227
A L LCRAESRET,

Azure X, 7 A R OSIZ L > TEREINSD CPUDEIZH L— MlfEZ#EH L £9, ASA AR
2 40% O CPU fEHEZHRE L, A 78— 31 13 90% O CPU FEARZHE L TWDH TV
FNZONWTEZTAHAEL LI, T I TASARIE N E 572 5 0BRE ) % R -4, CPUMEH
RN 80% H A, A 78— A PN 05% & 2 5 CPUMAREZMET DAl gEMERH D 9,
THUZED ., ASARIEE BRAR—Y V7 E— R TREAY Y RONAL—TZFTLTWAETTT
A RV TEEZRL TN E LTH, NAN— A FILASARIECPUZ Ay N > I
HZ Tl 9,

Hyper-V CPU ERZE L 7R— k

FHAEE 7 7 U R —/3—D CPU, RAM, BLUT 1 A7 FEOWERIGFHROTRITMZ T,
TAATZ, VO, BLORy NU—JEROFRTEET, ZOEHREFEHL T, =— X2
L7zZ 90 R —R—%RELTLEE, a2 K71 nova? 747 > ~E7=i% Cloud
Control Panel f v % —7 = A A& LT, ARy —"—2 X RTEET,

av 2 RI7A4 0T, kOa~vr REFETLET,

nova flavor-list

EHATREZR TR COY— =R TR ENET, U A MIE, ROBFEBEENTOET,
«ID : Y — 3 —H#EAL ID
« ZH: RAM A RENRT =~ U AL A T TT LT ST
* Memory MB : A0 RAM D &

* T AR GBHNLOT A AT A X (T T T RP—="=DaH, VAT LT 4 A7
DY A X)

LT AT T HT A AT DY AR
c AT w7 T ATy TRRBOY A X
* VCPU : #EpkIZ BT I & 7248 CPU D%

« RXTX Factor : —/N—|ZH5i S+17- PublicNet AR — k| ServiceNet " — b, 35 X OV &
niexy hU—27 (779 Ry hU—7) (ZHY Y ToND RO E (Mbps HZ)

« Is_Public : AfEH

FRARERS TNV a—F Y .-_
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B Asavirwal & Hyperv 555

ASA Virtual & Hyper-V D5 5 2

ASA Virtual & Hyper-V @ CPU i JHZER OEAEIZITEV DR H D £,
« Hyper-V O "5 7 Ol 13 ASA Virtual DEIE L 0 HEICKRE 220 £,
* Hyper-V TliX Z DI %CPU usage & FEEAL. ASA Virtual Ti& Z OfEIE %CPU utilization
EPREINET,
H5E [%CPU utilization] & [%CPU usage] (Z5]D & D EFR L TUWET,
« CPU utilization |%, #/¥E CPU OFEEHEHR AL 7,

* CPU usage |% CPU DA N—RA LT 4V ZIZHES W GmBE CPU OftaHE M & 2k L £
T, L)L, 12D VvCPU OAMEFEN D20, "ARX—2AL T 0 I TEMEL 48
}\/o

Hyper-V TlE %CPU usage |ZTIRD L 9 IZFHHE I E T,

T 7T A TV SRR CPU O &, I FTREZR CPU OB RHIXTT &G & L TIRES
£,

ZOFEIF, RAMPLRZCPUMHARTHY, AN IRXL—T 4 VT VAT ANL R
CPUMEHRTIIH Y A, T/, ZIUIE~ > THEAAEEZ T X T ORI CPU D)
CPU EHRIZ/2 Y £,

72 & 2I1E, 1 HORAE CPU 28 L2 1 DORMB~ > U, 4HOWPECPU 2 L7- 15
DFEANTIITEINTEY ., 2O CPUMHAEN 100% D54, AR~ L, 1EO%E CPU
AT THEALTOWET, AR CPU OfFEASRIE, MHz BALOEHAE /IR CPU O x =27
At L L CHESNET,

N\

GE¥)  FHe’Ze CPUMEHRAZEAHIZIE. ASA Virtual LAR— FNEFEARLZ L 2B LET,

OCICPU EAZELKR— k

ALV Ca—T 4T A AKX A A MY w7 oci_computeagent & fiiH L C., OCI ® CPU fit
FEFFRTEET, Cpultilization A bV v 71X, CPUNLDT 7T 4 BT 4 LNLERIRL,
AFHEMICHT 2HE L LTRENET, WoDa v Ea—T (VA VAL LADA MY v
0757 EFFTDHICE, ROFIEEFTLET,

FIE
ATY TN FerF—varAma—%&, [ Ea—TF 47 (Compute) | D FD [ AKX A

(Instances) | &7V v 27 LET,

ATFTYT2 A AZ A% v 7 L, [VY—A (Resources) |D FD[A MY v 27 (Metrics) %7 U v
7 LET,
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AT9 T3 ANY v 4ETZER Y A kT [oci_computeagent] 238 L 97,
FEHIZOWTIE, IV Ea—T 4T AV AF R AR v EBRLTIIEEND,

ASA % L 0CIlDH S5

OCI 1%, EHAHEZY CPU OAFHIH T 2EIA L LTHRESND, 777 4 ZIEH S TY
DA CUP O & LT CPUEAREZFHET H7-0, OCI DF T 7 OEfEIZHEIZ ASA A8 &
FEI v m< 2 E9,

ZOFEIF., RAMPLRAZCPUMHAERTHY, YA M IRXL—T 4 VT VAT AL R
CPUMEHAERTIIH Y A, T/, ZIUIRME~ > THEAAREZR T X TOIRAE CPU D)
CPU =Rz 0 £97,

72 & 2I1E, 1 HORAE CPU 28 L2 1 OB~ U, 4 HOWPE CPU 2 L7- 15
DERAFTIEITENTEY . ZD CPUMHEN 100% DA, B~ %, 1 EOWE CPU
T THEALTWET, AR CPU OfEARIE,  TMHz BALOM HSR/AAE CPU O X 227
Btk L L CHESNET,

= —
ETDTAP
TITIE, VU A E—RASAT I EXR 2T 4 2T X R NOBEREMEDOT X N HE,

ASA A VB —T A A% ping THHIE, BLODHLHA U F—T 24 A LDKRA S BMOA
VHE =T xA A LEDOHRAMIping TEDLINTT DHEICONTHBILET,

anh
Xd

EXEHZEDTA L : 7 FLRRITD ping DELT

pinglX, ¥FEDOT RUAPNMEAREE T, I&ET 20 E I 0 EMHERT H-OOHMia~ T
T, RO MY 7 TH, ZOa~r ROFEMEZNEMH > TIITAREZR T A MIOWTRA L
i‘ﬂ—o

ping TEITAIEEE TR k
FRA R ping TH b, EDT AL RISy MREE SR, T AR LET,

COTBEAEWALT, kv bU—2 T A, TSI, B8 BEOT R MBS
LRTEET,

ping ZfEH LT, IRDOT A MEFATTEET,

2ODA L E—T A AD)—T N7 FTAKL @0 ASA T—FHDA B —T = A A
bbb —HDA L F—T = A A ping ZHHN—T RNy 7 TARELTEETLHE, N
FFDA L E—=T 2 ADFERR 17 v 7] AT —F ABLOEELBIECTE 9,

« ASA D ping : IO ASA DA L F—T = A% ping L, TDA L Z—T A ANT v 7L
TWUSETDHZ L 2R TEET,

FRARERS TNV a—F Y .“


https://docs.oracle.com/en-us/iaas/Content/Compute/References/computemetrics.htm
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B 1cmP ping & TeP ping dsEiR

« ASA FEH D ping : ASA DD T /34 2% ping 5 Z L1k > T, HH ASA FH T
ping TAHZENTEET, NTry ME, ENENOFAIZBEITS & X2, 2 DO
ASADA VB —T oA ZA&@BLET, ZOT7 7 a0, Pla=y FOAL L F—T =
A A, BE, BLOIWSERRIOEART A M £,

e Xy NT—7 TNHRAZADEED LWENEEZT A T 5720 ping : ASA A VX —7 = A A
NH, EFICHEEL CWnEBbhdry T —27 T4 Al ping THZ ENTEE
T, AVH =Tz A ANRELLFEEINTNDICHE PN LT = a—R3ZE SN2 0nEs
X, TS RCHERSH D LB BNET,

c FEREEZT A R T 57200 ping : ASA A X —T = A AND, IEFICHEIET D Z &N
Do TNDRy NU—T T4 AZpingTHZENTEET, =a—2ZE LA,
NS DT /A ANTRCTEFICEEL, MEAICIEL <EHIISNTVD Z L B3R S
Nz &z £9,

ICMP ping & TCP ping M 3%&4R

ICMP &1k

ASAIZIE, ICMP =2 —ZR/\T y &2 EE LT, ma—8&E Ty bEZET 506Kk ping
DB LTWET, ik, FEY—L T, $XTOMIRy U —27 T34 ZATICMP 7
T4y IR ESNDGEIT) E<HELET, ICMPping ZfEH LT, IPv4/IPv6 7 KL 2 %
TR A M % ping THZENTEET,

272U, ICMP 2281k L TWD Ry hU—27 bbb D Ed, THHADOXR Y MU —27 2 2%y
T 551, bV IZ, TCPping ZfEH L Txy MY —2#a 7 A N T& X9, TCPping T
I%. ping 7°5 TCP SYN /37 v R 35 S41, S T SYN-ACK 233245 S V72 B T @ ping
DB LIz RSN ET, £/, TCPping TlE, IPv4 7 RL A EZFA A M S ping TX
F92%, IPv6 7 KL AT ping TX FH A,

IEHF 72 ICMP £721X TCP ping & 1X, HINTWAT RLAREYTREDH A 7D hT
TAYIZIINETHIEEZERLTWAIZTEEHA, ZHITEARERPHEEL WD Z %
BWRLET, T4 A ETEETZMMORY o —T, FFEDXATDRNT T 4 v T INT A A
BB TERNEICTELEZENTEET,

FI74NLETHEH, EX2UT 4 0ENA L E—T A ANbEF2 T 4 DRNA L F—T =
AA~Dping ZFATCTEET, V¥ —2 NI 74w 72 @BRIEDLLIITICMP A AXY
arEAX—TNMITHIERTNMETT, X2 T DR U F—T oA ZAnbE
WA U H—T 2 AT ping THIZIE, NT 747 ZFFATDHACL ZHHTH20ENH D F
R

ASA A B2 —T A A% ping T HHEIE, DA X2 —7 = A AZiH iz ICMP L— b
WZEoT, ma—gRAry ez a—R& Ty RRFFR SN0 EN H Y £, ICMP/L—
JTEREAIBE T, ZDN—VERTE LRSI, A VX —T 2 A A~DTXTHOICMP
N7 T 4w 7 BRI SIVET,
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ATy T

ATy T2

ATvT3

icmp ot [

ZOFNETIE, ASA A ¥ —7 A ADICMP ping & A F—7 /MZT D7, 721, ASA
R O ping HICHER T 2L EDOHDHICMP 2> 7 4 a2 b —3 3 L OFT_NTITHOWTHPA L E
@—O

FIE

ICMP b— /L Ca—FR/ma—|GENHFREIND T 2R LET,

ICMP /b— L%, BIEAIEET, A ¥ —7 = A AIZHEBELE SN D ICMP X7 > MIEA S
F9, ICMP V— /L&A Lo GE81E. $XTOICMP 77 B ARFRENET, 2D
BT, TV a URARETT,

7277 L. ICMP/L— /L& EEET 2581, D7 EBELT O lnsidel] 2 ZfEHDOT A 2D A
VE—T a2 RALBITBEEBZ T ONEA L E—T oA RATEENTWDZ EZFHERLET,

echo inside
echo-reply inside

ciscoasa(config)# icmp permit

0.0.0.0 0.0.0.0
ciscoasa(config)# icmp permit 0.0.0.0 0.0.0.0

T A NL—)LTICMP RHFAEINDZ EEMRLET,

ASA R THRA M ping THHAIL. 727 A L—ILTICMP FT 7 1 v 7 DEZIENFA
éﬂé%%#%@i?o77txw—wﬁ\mﬁ<t%\I3—%*ma~m§mMW%R/
NEHATAHMLERHY 4, 2NO6DL—/I T a— L b—L e LCEBNTAZ &N TE
7,

TIBAN—IVNA, o H—T oA AZHEHAINTWD, £20F, Ze—VULZEHA I LT3
LElE, RO L 57— v &BHE ACL \ZBINT 57217 T,

ciscoasa(config) # access-list outside_access_in extendedpermit icmp any
anyecho

ciscoasa(config)# access-list outside_access_in extendedpermit icmp any
anyecho-reply

FoE, TRTOICMP 2779 57215 T,

ciscoasa(config) # access-list outside_access_in extendedpermit icmp any any

T RAN=NVEMA LRGSR, BERMOI AT DT T 4 7 bR DBERD Y
FT, ZHE, A EF—T=2A RITI7BAN—NVEHEAT S E. BEERO deny 28BS 5D
T2, DT XTDO T T 4w 7 PEFESNDT2DTT, ACL %A Z—7 =4 ZT#HT
D, FlE, Ze— ULz 511X, accessgroup 2w REEH L ET,

HIZT A MHTL—LE2BINT 58541, accesslist =2~ Rd no B &M H LT ACL 2>
HL— L EZHIRTE ET, ACL &K% T A N9 57217 DA 1L, noaccessgroup 2~ K&
HRALCA L H—T A 205 ACL ZHIER L £,

ICMP A VAT g oA R—T M LET,
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A B —T A AD ping EIIRIRAIIZ, ASA #XH T ping T 25355 1%, ICMP A > A7 =
YIMBETT, A AT ayEHEHATE VA= T T4y (DFED, ma— &
Ny ) ZEping ZRMALIZARA MIIETZENTED9 2, X7y hdHT20 1 DDIFED
TFEPMRBEIND T2, FEDX A TOWBER[IETHZ ENTEET,

ICMPA VAT aid. T74NV R DT a— )b A VAR g RY —TA F—T )L
I TEFET,

ciscoasa (config)# policy-map global policy
ciscoasa (config-pmap) # class inspection_default
ciscoasa (config-pmap-c)# inspect icmp

T34 A% ping 35 I21E, ping 10.1.1.1 X° ping www.example.com @ L 9 IZIP 7 R L AR A
44 & —fEIZ ping Z A L£3, TCP ping DA%, ping tcp www.example.com 80 d X 5 12
tepF¥—V— NEFiEAR— MaBHET, BFIL FTT20EOH LT A FOFFIZ L ET,

i%Eh L 7= ping O H 714 -

Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

m@ﬁ%%bta*i\%ﬁbtﬁﬁﬁ?fﬁéh BN 100% ARifil2 72 0 £9 (F_T
KLU T285815 0% 1272 0 £9)

Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:

Success rate is 0 percent (0/5)

7272 L. ping D—#ROMAE ZHHT BT A=K EEBMT 252 b TEET, LLFICEARLT
varEmRLET,

« ICMP ping,
ping [if_name] host [ repeat count] [ timeout seconds] [ data pattern] [ size bytes] [validate]
ZNENOBMIUIRD L B0 TT,

cif namelt. WA MIT 7B AFHERL L H—T o4 ADLHITTT, LHiEEHRND
BRI VT T T =T NAEERALT, TS AT o ABRESNE
7

chost iZ. ping THKRA D IPvA 7 KL A, IPv6 7 KL A, F721dA A MM TT,
e repeat count (X, ¥ET 57y MITYd, 774/ MEI5S5HTT,

« timeout seconds 1L, JEEN RSB EINCE A DT U T D537y N L OBWET
T, T 7 ME2 T,
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e datapattern 1Z, H#ET 53y MEH IS 16 EHDAZ—2TT, T 741 K
1% Oxabed T,

esizebytes|Z. HETH/7 Y FORETY, 7 4/0 MAIZ 100 /31 kT,
svalidate 1%, IWWET — X EWGFETAXLERNHHZ L ERLET,

* TCP ping,
ping tcp [if_name] host [port] [repeat count] [timeout seconds] [sour ce host [ports]
ENENOHBITRDO LBV T,
«if_ name . HEETH ping ZEET DAV H—T = A AT, LHiEGORN-T28
I N—T T T ABERINET,
* host (%, ping T 555D IPv4 7 KL AL /2IEAR A M4 TJ, TCPping 1L IPv6 7 KL
A L= TEEEA,
e port (X, ping 957K A F D TCP R— kT,
s repeat & timeout |%, EFC& R CERTY,

. sourcehostport %, ping HOREFEITLARA FNER—FE2RLET, FUo X LR — ML
BT oHIiE, A—hoEMHLET,

o XTI T 47 ping,
ping
/\0’7%**57 ZHEEETICpng E AN LTEGEIR, A7 —T A4 X, 5%, BLUF—
— RELTHEHATERWIERE NG A= 250 OMD/NT A —HRERINET,
ping /X7 > N AN FIT A MERN D HGEE. ZOFRNEHEHLET,

ASA EEDARRIILGT R b
ASA HERED S BICIKRIART A R 2 EITT 2 B0, KoM FIRE AT £,

1R BRI

FNETH L7z syslog A v —V%EERT HHEIX. X724 x—7 0 LET (logging
enable =~ > % 721X ASDM @ [Configuration] > [Device Management] > [Logging] > [Logging
Setup]) .

Flo, MWATIEDHY FEALR, ICMPT RNy 7% A RX—T /I LT, SMIT /A A0 5 ASAA
NG A 7:£/]’X€fp1ngb7”_&%@)‘/'¥2 VhHASA ALY — VIR RTHIEHTEET

(ASA % 5 ping (CBT BT N\Nw 7 A v —VEFEREINERA) , ping A vE—TL
TN T A=V X—TMITLDIENT TN a—TFT 4 U ITHRIZTFIZT S Z L2 BE)
WLET, INHDA Yy E—=VI T =~ RTHETHAREMENH Y £, KIZ, ICMP
TNy Tl A 2 =TI LT, Telnet £721XSSH Y v v 3 UIZkET D syslog A vB— TV &k
EL, TNHEEYy Y a ANIEELT, aX v 724 x—7MIT 502 RLET, 20T

logging monitor debug =~ > RO Y 12, loggingbuffer debug =2~ > RZFHLTr Y X v
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ATy I

V%N 77 IZEE L, % Tshowlogging 2~y REHALTENLAERTDHIELT
TET,

ciscoasa(config)# debug icmp trace

#+ logging monitor debug
# terminal monitor
ciscoasa(config)# logging enable

ciscoasa(config

( )
( )
ciscoasa(config)
( )

ZORETIE., SR A R (209.165201.2) 735 ASA DAMNE A X —T = A A (209.165.201.1)
~O ping BT DHE, WO I TR RESNET,

ciscoasa(config)# debug icmp trace

Inbound ICMP echo reply (len 32 id 1 seq 256) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 512) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seq 512) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 768) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seqg 768) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 1024) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seq 1024) 209.165.201.1 > 209.165.201.2

ZOHNTE, ICMP X v bE (32354 K) | ICMP 2~ > REBII- (1) . BELVICMP
=l A% S (ICMP o — 7 U AHZE L 00T D, ERAEEEND-RITHSENE
T) DARENTHET,

FTARNDKRTLES, SR T 2T 48— M LET, ZOREEZFOEFICLTEBL &,
NI —< A EXF2 VT DIV AINEEVEST, TAMDEDEFIZOF U 7T E A 12—
TN LTEEEE., FRbT o= T,

ciscoasa(config)# no debug icmp trace

# no logging monitor debug
# no terminal monitor
ciscoasa(config)# no logging enable

ciscoasa(config

ciscoasa(config

( )
( )
( )
( )

FIE

A B =T 2K, EX2UT 4 LULb, BEORIPT RLRAZRT 7L E— FD ASA
FFEXa VT 2T HRAMOKEERLET, KX, BEEER ST X ToLr—
X BELOASA % ping THL—F DN HHHEA ML EDDHLENRH Y F77,
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1A= R, V=8, BLVKRR +EETCHRY FT—IE

Host Host Host Host
-!10.1.1.55 |:|! 209.265.200.230 |:|! 10.1.36 ﬁ 209.165.201.24
e Router e Router % Router eﬁ_nut&r
! /

dmz1 outside disEa |
1921 209.165.201.1 qg2 1 outside
68.1. security0 &8 3 securityl

. F

2N Transp. ASA
ol Routed ASA %l 10.1.0.3

s " “ e

dmz2 inside dmz4 inside
192.168.21  1o92.188.0.1 192.168.4.1 security100

se;u rity40 security100  SeCU rity80
I

N
% Router %Homer % Router

10.1.2.90 10.1.0.34 10.1.4.5?

— —_— e
r—— Frer—— e ——

Host Host Host

Router

10115 &
5 B
m

T

ost

RATw T2 HEHH SN NN— 2D DEASAAL X —T =2 A A& ping LET, T AT LU b E—
RTiX, BVIIP7 KL A% ping LET, ZOTANTIE, ASAA X —T = A ANRT 7T 4
TThHHIE, BIOAVF—T oA A2 7 4 Fal—ralPELWI EEERALET,

ASAA U H—T 2 ARANT 7T 4 T TEHRWEE, A VX —Tx2f AT 4F¥al—s
UIMIELL RWEA. T ASA EV—Z DB TAAL v FNEZ T LTWBEA, ping 135k
T DR S £ ROMEZI) . ZO%AE. N7y FABASAIZEFELRWVWDT,
TNy T A y—URsyslog A v E—VIFERREINERA,

H2:ASAA VB3 —T 4 ATD ping DK

Ping & % .

Host Router
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ATvT3

ATvT4

ATy TH

3:IP7 FLy U OREREIZ& S ping DKREX

Ping =
192.168.1.2 192.168.1.1 ===

Router Security
Appliance

192.168.1.2

m)

1

Haost

ping IRENRN—Z IR SN WIEEIT, A v F V—TFELETTNEIP T RUVADFET H 7]
REME2ZH Y £9 ROKEZZEM])

VE—F KA INDHEASAA LV H—T oA A% ping LET, hTU AT L kN E—RT
X, BVIIP 7 RL A% ping LET, ZDOT A N Tl BE#EERINIZL—FBNEA NE ASA
DETNRTy NaV—T 4 7 TELNE I, BEXOASA BTy NEIEREIV—T 4~
T LTHEANMIRELNE I DEHERLET,

HRL—H Zif > THRA MIRED/L— hA ASA IZ2 WA, ping 1ZKBT B AlREMER H 0 F
T (RORESH) . ZOLAIE. Ty 7 A vte—Uidping SR LTz Z L &R LET D,
N—T 4 T DI E T syslog A v E— 110001 BERINET,

4:ASADRY IL— FREERFEIZ K B ping DK

Ping

S Iy

2
Router ASA E

ASA A H—T A AMBEERDF v U —27 F 814 ZA~D ping 1T1E L HEREL TV £,

cping M5 L WEGEEIZ, XEN—RV 2T B3 A v 4 —T =2 ADA LT 4 X2l —
Va VNIRERH A RN H Y F T,

CASADA L H =T 2 A ANELLRESNTNAICHE2 b 6T, TBEROEE ] T
AANDBTaA—EEEZE LRWERIE, A v F—T =2 A A — U =7 OZ(EHEEEICH
BRboEeEZLNET, BEMOERZ] ZEWREEFOMNOA 2 —7 A AT, [F
U TEEROER 2] T34 ZZx LT ping Z5E L Coa—42%Z 5 T 558, &KIID
AVHE—=T 2 A AD/NN— R =7 OZGHEEEICHENRD 5 LRI LI 7,

BRANERIFINV—FNOIRETA VX —T 2 A RN LTHDOA L H—T 24 A EORIOFE A
NEIIL—ZIZping LET, HEABBERTXTOL v Z—T 2 2 _TIZH LT, 2O
ATy T HMBEVIRLET, NAT 2T 25613, ZOT A ME4T75 & NAT RIELSEIEL
TWAHI ERDLNMY FT,

ping BN THE, L—TFT v K E—ROT KL AZEH (305009 F721% 305011) & ICMP i
DHEN. ST Z & (302020) % kBT 5 syslog A v —URFERSLE T, show xlate 2~ >
RZE7ziZshoweconns =~ > RE AN L CZDOFEREFRTHZ L L TEET,

NAT BIEL S RE SN TWRNZ ENRER T, ping KT 52 bdVET, ZOHE,
NAT 23 RIE U722 & &R 7 syslog A v EB—UNFE RS ET (305005 F 7213 305006) , ping
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DIV A B BNEIR A b ~EFE S, AXT o v VERPFELROVE AT, Avte—Y
106010 FR SN ET,

5:ASADT KL RAEHRDMREIZ K 5 ping DK

Ping

L%
;.1-;'
12masd

ll
ﬂ

Router Sec: unt{.r Router
Appliance

=

&
T
o
o

RARETHDIL— FDEHS

ATy T

IP7 RLVA~ND T 7 4 w7 DFETRIENEEL TCWBEEIE, mA METO/L— b ZIBH
THZEIWLE TRy U= RRCHEEPRNINE D D EERTEET,

FIE

L —Z Jb— kK ED ASA DFER 27 X—)

ART9 T2 RNy b )b—FOWRE 29 —) ZHHLTEDNT DL ENTEET,

fL—X JL— kLD ASA DR

&I

FTITAIRT, ASAIZ R L —R Lb— K FIZARy 7L LTERENETA, ZNEERT DI
L. ASAZ BB T %/ v b Ok ATRERF] 2085 LT, ICMPEZAREA v E—Y DL — |k
PR 2 T LN H D £97,

FIE

L3/L4 27 T A~y THFR LT, BOREEL N AL~ A XTDHNT T 4 v 7 Zilkpl LET,
classs-map name

match parameter
1 -

ciscoasa(config)# class-map CONNS
ciscoasa (config-cmap) # match any

ELDFHEMCHONWTIL, 77 AT VA —ARENA ROV —E AR —IZT 2 EE S
LTLZENY,
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ATy T2

ATvT3

ATvT4

ATy TH

JIGATY T NG T 4w I TCETTAT I a v BB ETHRY —~ v FEBINE - IIMRE
LC, 77 A~yTHBELET,

policy-map name class name

1 -

ciscoasa(config) # policy-map global policy
ciscoasa (config-pmap) # class CONNS

7‘7ﬂ‘/1/ N E TIL, global policy RV > — <> FITXTDOA L F—T = A AT m—r3L
ZEIV Y THANET, global policy Rt T 255G 1%., AU 2 —4 & LT global_policy & A/
Li¢o7717/7@%9\_@$@fff HERR LT T AERRELET,

77 AE—ET Ly bOLFREATRERH (TTL) 235 L £,

set connection decrement-ttl

BEfF O —E 2 R Y > — (global policy & W I ARIDOT 7 4Lk 7o — 3L R —7p L)
ERELTCODEARIT, ZORT v 7 EEHETEET, TNUSNOEHAT, 1| DF IO
A H— 7I4XTT)/—7/7%77747_Li¢0

service-policy policymap name {global | interface interface name }

&1

ciscoasa(config) # service-policy global policy global

global ¥ —7— RNIHRV v — v T 2T XTOA X —T7 A AZ@AL, interface TRV
V=1 ODAVE—T oA ATHEHALET, Fr— L AR =X 1O LLEHTE IR
No AVE—=T 2 AADT =V R —L, TDOA L EZ—T 2 A —ERARY —
AT TChEEETEET, HFA U H—T =AM AL, R v —~< v T Z 107200 #H
TEET,

ML —RA b— FDOH T ASA BFERIIND XL DT, ICMP BFERGEA v 22— D L— MR
PR LET,

icmp unreachablerate-limit rate bur st-size size

1 -

ciscoasa(config)# icmp unreachable rate-limit 50 burst-size 1

FHEIBRIZ 1~ 100 D#EIF THRETEET, T 740 MI 1 TT, N—2 kYA X3#EIC
! WELETANR, 1 ~ 10 OFHTHETILENDY £9°,
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| FRFERSTLVaA—Fay
Ty b ILb— FDRE .

il

WOBHTIE, TRXTO T T 4 v 7D TTIL &7 a— LS LT, ICMP 2ZERFE
BIfRZ 50 129 L £,

ciscoasa(config)# class-map global-policy
ciscoasa(config-cmap) # match any

ciscoasa(config-cmap) # exit

ciscoasa(config)# policy-map global policy
ciscoasa(config-pmap)# class global-policy

ciscoasa (config-pmap-c)# set connection decrement-ttl
ciscoasa (config-pmap-c)# exit

ciscoasa(config)# icmp unreachable rate-limit 50 burst-size 6

NIy R IL—FDRE

traceroute ZfFH 31X, T v MWBFELICEIETHETON— M EFFETE £7, traceroute
13, LR — b EOFEIC UDP N7y R EIXICMPY6 a2 — %5595 2 & CHEREL £
T, A— FBFEH TRV, 58~z dH 5 r— X IXICMP & 721X ICMPv6 Time Exceeded
Message CTIEE L, €D T —% ASA IZHE L £ T,

traceroute L1518 SNT2EK 70 —T OMREFZ R LET, HAODOEITN 1 >0 TTL %G L
9 (FIE) . kOFRIZ, B FOFHAZ R LET,

HAhEs SBA

* A LT NOHBBNIZ T 0 —T ~DIE %
ZELEFATLE,

U FEIE~DIL— FNIFELEE A,

nn msec %) —RT. BELEHOTa—T0T v
R RU A hnbEM (R V) .

IN. ICMP % v b U — 7 |ZHETE £ A, ICMPV6
TiX, 7 FL AT T,

H ICMP /R A MZR|ZETE EHA,

P ICMP IZR|ETE £ A, ICMPV6 Tlit, H~—
N REEARE T,

1A ICMP NEBE I L > TSR TWET,

? RO ICMP =5 —MNRELE L,
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FIE

S E TON— N EBEBF L E T,

traceroute [destination_ip | hosthame} [source {source_ip | source-interface}] [numeric] [timeout
timeout_value] [probe probe_num] [ttl min_ttl max_ttl] [port port_value] [use-icmp]

&1

ciscoasa# traceroute 209.165.200.225

Type escape sequence to abort.
Tracing the route to 209.165.200.225

10.83.194.1 0 msec 10 msec 0 msec
10.83.193.65 0 msec 0 msec 0 msec
10.88.193.101 0 msec 10 msec 0 msec
10.88.193.97 0 msec 0 msec 10 msec
10.88.239.9 0 msec 10 msec 0 msec
10.88.238.65 10 msec 10 msec 0 msec
172.16.7.221 70 msec 70 msec 80 msec
209.165.200.225 70 msec 70 msec 70 msec

O ~J oy Uk wN

ciscoasa# traceroute 2002::130

Type escape sequence to abort.
Tracing the route to 2002::130

1 5000::2 0 msec 0 msec 0 msec
2 2002::130 10 msec 0 msec 0 msec

HEIX, SEEIP 7 FLRAEIIARA MaE o5 (traceroute www.examplecom 72 &) 7217
TY, 2L, REIISL T, FL—RAORMEZMETE £,

« source {source_ip|source-interface} : F L —ADEEITLE L THEHAT LA v X —T =4 A%
BELET, A ¥ —TxA AL, ARTETIXIP 7 RLATIECTX £7, IPv6 TiL,
RETA =T A AZRETETEE A, FETIPT FLALETZHEETEET, IPv6
T RLURIE, ASAA VX —T = A ATIPv6 Z AL CODEHAIZOAREHNTT, b
YANRT LN B RTIE, BET FLRAZERT2XLERH Y £7,

enuMeEic: IP7 RLADHZE FL—Z Jb— MNMIFERTAILICHERLET, Z0OF—U—
REREE LR o7285E81%, DNSOAREINLTWHIUE, FL—AJL— FT7 FL- ZADDNS
HMEMRFEITEIN., DNS LB EhET,

- timeout timeout_value : % A A7 7 b T 5 £ TIGEEFH%ET 205, 774/ MEI 3BT
7

« probeprobe num: % TTL L)L CEET 570 —7 0%, 7 74+/V MME3 TT,

o ttl min_ttl max_ttl : 7' 2 —7 D/ X OEKRAFRETREREE], 7 7 4 /L FO&/IMEIX 1 T
TN, ZOMEHESC LT, BEROR Yy 7OFRREMHTHZENTEET, 7741 5D
RARMEIZ30 T, bL—R— NI, N7y bBSEEICEET 20, ElIdRRMMEICE
THERTLET,

« port port_value : 3425 UDP i"— b, T 7 4/ hid 33434 T,
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suseicmp : 7’2 —7 @ UDP /N7 > DDV IZICMP X7 v hEEE L ET,

N7y b FL—HZERLER)O—REDTA b

BEEITLLMEDT FLABLIORT e ha Lo ESW Ty y h2ET LT 52 L1
FoOTHRY V—BREETARINTEET, FL—RXF, RV V—BREFTLTT 7 A L—L
RNAT 72 % T A ML, 2Ny NEFFAT 50, BT 20%ME L ET,

IOy bETAMTDHIEIZES T, RV V—DFfREREZMHER L., REIZSUT, 7F
A EFIIERTD N T 74 v VDAL TR ENDINE I NET A FTEET, REDHHER
WA T, P—HZ2MHLTHAITRERF Y R ES SN2 EOTHEREEEZ T /N
7ycEET,

FIE

ATV Zoavr RiIEMRZD, BEOESHTTHRALES, F—2AHDA X —T A A
E7u P A EBRRT L ENLHBDET,
packet-tracer input ifc_name [vlan-idvian_id] {icmp |tcp | udp | rawip | sctp} [ inline-tag tag] ...
FTNENOHRBIIKRD LB TT,
inputifc name: L —RAZBAIATHA L X —T = A ZADLET, TV v P TA—TDEE
TV ITN—T R NR— f B —T 2 ADLFIEEELET,

evlan-idvian_id: (7> av) . Xy b hL—¥R (HETHTA X —T =1 AT

UEA LT NEND) BA L E—T A AZADIELAN, VLANID I3, ASjA v % —
T2 A ANYTA U Z—T 2 A ATROGHEIZORMEFAFRET T, AR2MEOHFMAIL1 ~
4096 T,

«icmp, tcp. udp. rawip, sctp : T 57 v h i, Trawip) (ZRIMLTO P, 2F D,
TCP/UDP LISt D IP /X KT,

sinlinetagtag: (A 7> =2>) ., LA ¥ 2CMD ~y X —{ZHOIAENT-ExXF 2T 4 7
=T ST DI, AEHREOHIL 0 ~ 65533 T,
RATv T2 WZ, #ELT FrAaL Ty bariifEz A LET,
..{src_ip | user username| security-group {name name | tag tag} | fgdn fgdn-string}...
ENENOFPNIRD LBV T,
escip: N7y b hL—ZAHOEF L IPvE £721XIPv6 7 R LA,

« user username : domain\user DX D L —HF— 1D, =—P—Zx L THEICY Y LT E
N7 FL A (BEHDIHE) DL —REHAINET,

FRARERS TNV a—F Y .“
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« security-group {namename | tagtag} : TrustSec @ IP-SGT BRI S EfFtEF 2 U T «
IN—T, BXa VT 4 INV—TORMELILZ T FESERETEET,

« fqdn fadn-string : {5 LR A N DOFERERG KA A 4 IPv4 DFx,

RT3 Wi, Fa haLoEEERE AT LET,

« [ICMP] : ICMP % A 7 (1 ~255) . ICMP =— K (0~255) . BLXOA 7Y 3 > TICMP
AT AE AN LET, FEBCKHET 28T (ma—ZxhhT 5872 L) AT o 0E
N FET,

type code... [ident]...

» TCP/UDP/SCTP : ##fF AR — FNEEZEZ AN LET,
...src_port ...

*[RawIP] : 7 h = L& 5 (0~255) AN LET,
...protocaol ...

ATy T4 FHBIT, 5T FL AR, TCP/UDP kL — A D5k R— K, BIXOA T aroF—TU—
KZ A LT, Enter X—%#LFT,

...dmac {dst_ip| security-group { name name| tag tag} | fqdn fqdn-string} dst_port [detailed] [xml]
ETNENDOFRBITIKRD LB TH,

sdstip: N7y b P U—AHDIEN IPv4 721X IPv6 7 R LA,

« security-group {namename|tagtag} : TrustSec ® IP-SGT ZfRIZHE S st Fx 2V T 4 7
N—"T ¥x 2 VT4 IN—TOXAEITY 7 FETEEETEET,

« fqdn fadn-string : 585678 A N OSERES K A A 4, 1Pv4 DIz,

« dst_port : TCP/UDP/SCTP k L — A D%i AR — b, ICMP 7213 RIMIIP kL —ZADH;
BlIXZ D EEGHRNTL X0,

edmac: (FhT7 AT LUk E£—F) %% MAC 7 KL X,
« detailed : FEHEH TN Z CREM7Z: b L— A FERIEMZIRILL £,
exml: FL—ZFERE XML TR LET,
RT9TE VI AX 2=y KTy NeT A \y 73512, X7y b hL—F O persst 47> =
CEANNLET,

stransmit 7> a v EFEHTLE, V22— a7y R ASANLH LIS X
AT DHZENTEET,

*ACL, VPN 7 4 /L Z_ IPsec A7 —7 47 WRPF DX 2T 4 Fxv 7B A%y
74511, bypasschecks 47> a v AMH L £,

sdecrypted 47> a VEMEHAT L & BEbETZ N7y FE VPN F U RLIZHEAL, &
HIZ. VPN bRV L CEET Ly a2y Ialb— b T52 L TEET,
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ATV T6 FFEDO/Nry Vel T A% 2=y FTEHT5I21E, id & origin # A1 LET,
cid: FL—RAZBMET D=y MT Lo TEID HTEHNZHINE S,
sorigin: hV—REBETHI TAX 2=y FERLET,

1

RIZ, HTTP AR— k 10.100.10.10 2> 5 10.100.11.11 ~® TCP /37 > & |k L — 2 F 54
ZRLET, BBROEST 7 8ANL—MIZE>o Ty bR RaySid 2 LR
THRERDFRINET,

ciscoasa(config)# packet-tracer input outside tcp 10.100.10.10 80
10.100.11.11 80

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 10.86.116.1 using egress ifc outside

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: DROP

Config:

Implicit Rule
Additional Information:

Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

BimDE=21)>T

BEIT, %, 7 b an iy BT A1E#RE G BE OB & Rk d 5121, show conn all
detail =~ > FaMHHLET,
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FRRERT TN a—TF125 |
B xrs50r570v2—F1vr0BE

TFTAMBEV NS TV a—FT 4T DERE

HaE

Y

Ty bhI4+—LYY)—X |§HA

traceroute® IPv6 PR — | 9.7(1) traceroute =~ RAZEHE X
L. IPv6 7 RL A B 517 AR
LA L HITHRD ELT,

WDa<y RREFEINEL
7=, traceroute

T oY T N—T A — 4 9.(1) TV TN—=T A — A
VE—=T 2 A ARDIN b VE—=T A ANy b b
FL—HDHR—F L—H 2 TE5 017
nE L,

packet-tracer =< Ri{ZIkD
20ODF T a UNBINENE
L72, vlan-id 3 X 0¥ dmac

FENCL Dy b Fr 7 |97(1) Xy Iy EFEITEILEB X
F ¥ OBLE &5 1E DBHETCE B L H I F L
770

BIWEEIN-a<w R
capture stop
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| FRFERSTLVaA—Fay
FRLBEUErSTLva—T4v70BE |

KRS TSy bITH—LY)I)—R SRER
sk sn= 7 v b hL—119.9(1) N bR =Rk ORRE
BLONXNTY Yy b v 7T vk T kS E L7,

PN
AB

VAN TV =
=y MHZ BB & &
AV RN i1 A0
T,

e Ialb—hEINEN
7y RBYASABLH B
HEolTLET,

eIzl — &N
ryroX=2lT 4
Fxv I BNANRALE
R

e I alb—hE7R
47 b % IPsec/SSL T 5
fbanf="r> r & LT
WNET,

Ry b Ry IF v TR O
BECR{bENE LT,

Xy NEEE L LT
WXy 7 v LET,

s P —REF YT F ¥
L. ke U A MTPRFFL
£

FRELIIEEINIca~vy
} : cluster exec capturetest

traceinclude-decrypted.
cluster exec capturetest trace

persist. cluster exec clear
packet-tracer. cluster exec

show packet-tracer id, cluster
exec show packet-tracer

origin, packet-tracer persist.
packet-tracer transmit.,

packet-tracer decrypted.
packet-tracer bypass-checks
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FRRERT TN a—TF125 |
B xrs50r570v2—F1vr0BE

HERE Ty bhI4+—LYY)—X |§HA

ACL #fli &9 IPv6 k7 9.10(1) capture =~ > K™ match & —
T4 E—HIELHD U— R&EHEHT 5546, any
Nry kXX TF vy OV - ¥—U—RNZIPv4 R T 7 4
k 7 DIHRAELET, IPv4 £7-
IXIPv6 N7 7 4 v T XS
F ¥ T H7-0IC, anyd & any6
F—U—REHRETEDLH LD
W2 E Lz, anyF—U— R
TiE, slEHkiE IPvd b7
T4 v DOHRBEINET,

/AR s lca~v s R
capture match

iy

Forepower 9300/4100 O #Fr Ly |9-14(1) debug tdlemetry =1~ > R &ff
debug telemetry ==~ > K M3 2&. 72 MU ICBE
TOHT RNy T A yE—URE
RENET, ZOT N7
. 7V A RNY LAR— DAL
FRFIZ = Z — DK & R E
LD HET,

FRU/AET SN a~v R
no ] debug telemetry, show
debug telemetry
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



