BEB7ItX

Z OFETIL, Telnet, SSH, L OHTTPS (ASDM Z{# ) #EH TIY AT LEFDT-DIT ASA
T 7 AT DL, 22— —EFRREB L OFFA[ 425 ik, BLOr A v RN —%2ERT 5
FHEIZOWTHA L1,

EHYE— N T I EBADORE (1 —)

« VAT LEHEH AAA OFRTE (21 =)

cTNARAT I EADE=ZY T (45 ~X—)

cBHT 7 ADERE (48 RX—)

BEHYE—FT7IVECRADEE

ZZTliZ. ASDM I®D ASA 77 & A, Telnet £721LSSH, BL a7 A v RF—REDED
DT A =2 DFREFEITOWNTHIALET,

SSH7 U EADETE

AT RIPT RLZZIBEL T, ASAICSSHEZFH L TG X ba—HY—2EET D
2. WOFIEEZEITLET, ROTA RTA4 0 EZR LT ZE0,

cF7r  ASAA L HE—T A AZSSHT 7 EADHMWTT 7B AT B-012, RARNIPT
RUREHRTAHT 7R V—/VEMEHY AL, TO&T Va OFRIEICHES T,
SSHT7 7B AERETDHDHLERH DT TT,

« ASA ~DIEIEN— N 7D A v H—T A ADNDA 2 H—T =2 A A~D SSH T 7 & A
I AR—FENETA, =& 20X SSHEA MDBHEA X —T =4 ZTHDHEE. FIMET
AV H—T oA A~DOHEEERPHROARBETEE T, ZO—LOFIFMNE, VPN EE

NLIZHEDOH T, VPN b R A2t LIFHY 7 ZA0O%E (14 7—2) 2ZML
TLTIEEWY,

cASA L, IUTHRARNE—DE—RHTVRKS DOFRFEFSSH R E, X CTOa T
FAMIELNY GBS NTRRKI00 DERZTFE LET, 2L, REaA~vY NIIEE
NBVY—RAEay 7T HRREMENRHLT-D, I_XTOEERELLEBHEIND XD

12, —EIC1ODOSSHE Yy gV TCERZ{THINLEND Y £3,

EETIEX
I
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F 7 4V F T, ASAIIAME D SSH A X v 7 i L £d, AV IiZ, OpenSSH (2
< CiscoSSH A ¥ v 7 HH NI THZEHTEET, T 74NV MAX v 7351 &k X ASA
AR > 7T, Cisco SSH 1ZRZ Y AR — K LET,

« FIPS O #EHLIE:
VAABIVA TV —RaAI 2 =T A O ER E S B E G

Cisco SSH A% » 73R & VAR —F LRAWNWZ LIZEE L TLEE,
« VPN Z N LI=RIDA v 2 —T 2 A ZA~D SSH (BHT 7 & R)
« EDDSA ¥ —~X7

* FIPS E— R RSA F—~7

IS DERENVELR AT, Bl X%iXx ASASSH A% v 7 2T ALERH Y £,

CiscoSSH A % 7 TiX, SCPHEREICHE TOEFT N H Y £7, ASAcopy =~ REMHL
TSCPH—NEDETT7 7 A NE a2 —FHITiX, ssha~v REEHL T, ASA TSCP
Y=Y T Xy MNEANDSSH T 7 ¥ AEHNNTHLENRH Y £7,

(84 LIFE) SSHT 7 4 /L b 22— —Z VKR — &S £ L7, pix £/-idasa

a—WP—fHLua A NAT—RTSSHZHEH L TASAICH T HZ LR TER 72D
F L7z, SSH #fliffl4%Ci%. aaaauthentication ssh consoleLOCAL ==~ > & LT
AAA FBREZRE LT D, username 2~ > K& AL Tr—h )b 2—HF—%2EHE L F

T, B—HN T —H_X=2DRD Y IZ AAA —"—ZFEECHEHT 2854, a—h L
FEB NNy 7T v TOFEE L TREL T ZEE2BEIO LET,

eSSH A=V a2 0HNRYR—FENET,

1R BRI

e NTF AT XA T—RTIE, 2T FANETAL—ATROTFIEEZFEZITLET,
VAT ANLAYT XA Ay 7 4 Xalb— g IEFETSHITIE, changeto context
name # A7) L £

FIE

ATy UEE) 774V h®D ASASSH A% v 7 O 0 |Z CiscoSSH A% v 7 #fEH L £7,
ssh stack ciscossh
ASA SSH 2 Z » 7 IZJR 5 I1Z1%. nossh stack ciscossh Zffi i L £ 9,

AFwF2 SSHIZHERF—_TE2AERLET (W ASA DBEDH)

ASA A8 DIGE. T —XTIHEAZICHEBINI/ER I ILE T, ASA 54H X RSA F—0D A%
YR—FLET,

a) F—ATEAERLET,

. EETIEX
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crypto key generate {eddsa edwar ds-curve ed25519 | ecdsa elliptic-curve size|rsamodulus size}

&1

ciscoasa(config)# crypto key generate ecdsa elliptic-curve 521

« eddsa edwards-curveed25519 : S — DA AL 256 £ F T4, CiscoSSH A ¥ v 7 T
Y R—hENREEA,

- ecdsa elliptic-curvesize : £ v MHALOH A XL 256, 384, F7=1X 521 TT,

e rsamodulussize: ¥ FENOH A XX 2048, 3072, F 721X 4096 T3, RSA F—D
PR—MIEFRDOY VU —ATHIREINDTETHDLT-D, RbVIiZ, ¥FR—FrENT
WAMDOF—4 A TE2EHTHI 2B LET,

BET DX DOV A ARKEVIFE, F—XT OERIZ» ) HITEE <720 £9, SSH
IZEdDSA, ECDSA. RSA DJEIZF—% A F£ 7, showcryptokey mypubkey {eddsa|ecdsa
|rsa} 2~ REFHLTHF—%2FRRLET, SSHIZK->THEHSNDF—1F
<Default-type-Key> & FEXILE T,

b) (EE) T 74 hOF—JEF (EADSA, ECDSA, RSA) ZfEH LaWiEAid, HHT
DX =T EEELET,

ssh key-exchange hostkey {rsa|eddsa | ecdsa}

RSA 38R L7234, 2048 L) FOF—H A XEFHTALERHVET, Ty 7T 1L—R
DHBMEDT=DIZ, LV /NS0T —iX, T 74V FOXF—AFEZEHT 2558120 A
PAR—FINET, RRAF—DVAR—MIFEROY U —ZATHIRISND TETH LD,
bz, ¥y R—FEINTWBMMOXF—X A TEHEHTLZ E2BEID LET,

1 -

ciscoasa(config)# ssh key-exchange hostkey ecdsa

ATFYT3 F—mAkEHR T T a2 AEVIRIFELET,
write memory

51

ciscoasa(config)# write memory

ATFYw T4 SSHT V7 EHARMEHACESA2—HF—%0—hl F—F_—2ERLET, 2—HF—T 7%
ZIWZAAA YV —R—% AT b TEEIDN, n—h Ll a—P—LZOFHEHEREL £,

username name [ passwor d password] privilege level

&1

ciscoasa (config)# username admin password Far$capel999 privilege 15

EETIEX
I
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T T AN FORFEL L2 T, 0~ 15 OFFATL L E AN LET, 15E2EETDH L.
TRTCORHEAFEHTEXE T, 22— —10/ 32U — RAF T2 < A% —FR3F (ssh
authentication) %3R4 25 A81E, NAT— R L Ca—V—2ERTHZ L 2HRELET,
username 2 <> R CARF B L OVSA Y — ROM 23 E LSS, 2—F—3ng
NoOHETHLRr A U TEET (2 @?WTAAAmﬁ%%TWLmﬁLK A o Era—
Pt L RAT— RZER LT IIER B0 &9 FEA BT 5729, username 2~ >
R nopassword 77" = > nopassword 47> 3 > CliX, [EED/NATU— RE AN TE LT,
INAT — R72 LIZRA[EE T,

('E'E/j‘é'n) /\OXU‘—]\uunEf if£<{&ﬁ'ﬁ‘%\”—uuuﬁmzf if\_i h%ﬁﬁjﬁ@uunm%l”—‘ﬁ_ k—%q:
"L, ASA TAMF—%2 AN LET,

username name attributes

ssh authentication {pkf | publickey key}
i -

ciscoasa(config)# username admin attributes
ciscoasa (config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from "
AAAAC3NzaCllZDIINTESAAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiie5Q
—---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

2 —77 /b username O35, SN A T — RRFETIER S AT —FRAED A, 7L B0
FOREAE AN T& £7°, ssh-rsa, ecdsa-sha2-nistp, F 7213 ssh-ed25519 raw ¥ — GEBHE/2 L)
ZERCAIREZR L E D SSH ¥ —/Eak Y 7 b U =7 (sshkeygen 72 &) ZfEM LT, A% —/f4
BX—DOXTHZERTEET, YASA TRRAF—Z2 AN LET, £O%, SSHZ 747 |
IEX— (BLOF— XT EERT D720 L 827 L—X) % 4H LT ASA [Z#
LET,

pkf ¥ —D3E, PKF T7 4 —~v vy b ENToF—% KK 4096 'y MED 1D L 5RO B
7 Base64ﬂ‘/JC“Cij(%'f%’f/l’/?/f/“(%@ﬁ’fé EMTE2NF—|ZIFE DT 4 —
~v MEEHLET, 72L& 21X, sshkeygen > T 4096 £ FDOF—% Lk L TH 5 PKF
WAL, TOX—IZ LT pkf F—T— RRROLNDELHICTHZENTEET, E:

T x— VA —N—=Tpkf 7> a v EMHTHZ LT TEETA, PKFF—IF, AFZ A

VAT ACHBMICEB I L EE A, PKFX—Z2[FHT 5I121%, writestandby =<2 K& AJ)
TOHMENRH Y F7,

publickey & — D4, ZiUid Base64 T a— RENTZABF—DZ & TF, sshrsa,
ecdsa-sha2-nistp, F 7213 ssh-ed25519 raw ¥ — GEBAEZ2 L) AR ATEE/{LE O SSH F—4
B 7 b7 =7 (sshkeygen 72 &) ZfEHL T, ¥—Z AWK TEET,

(RAT—=RT7®ADHA) SSHT 7B ADT=blzua—Hh (F721X AAA Y —3—) ik
A LET,
aaa authentication ssh console {LOCAL | server_group [LOCAL]}

. EETIEX
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1 :

ciscoasa(config)# aaa authentication ssh console LOCAL

Z Mo~ RiL, sshauthentication =~ R TO—H4 D1 — B VAR F—iBGEIC T2 L
FH A, ASA TlE, AF—FEIEICX L, a—h)b T —F X—AERBRICEH LES, =
Da<wy RiE, 2= —Z LR T—=RNIZOREELET, v—La—HF—NAlx—i8i
FNIANAT = REHEATEL L9122, mATU—=RT 7B RAZHNIT DD, 20
gy RCHRIICE — D VEEEZ R ET A VENH D 7,

ASANRT RVAFEIZY TRy hZTEICERESITANDIP 7 KL A&, SSH #{FH HE7
A B =T AEBELET,

ssh source IP_address mask source interface
. source interface : LRIff&E A L —T =2 A AZRELET, 7V v P I —TFDHEAE, 7
VP TN—=T AN Z =T = A%fRELET, VPNEHT 7 ZXDFH (VPN b
VAN ENLTEERT V2 ADORE (14 =) 22 LTIV OBA. 4Rift
EBVIA U2 —T = AERELET,

Telnet & 52720 | SSH I3 bIEWEF 2V T 4 LNALDA o Z—T = ATFEITTEET,

51 -

ciscoasa(config)# ssh 192.168.3.0 255.255.255.0 inside

() ASA BVE v o a L & BINFT 2 % TIT SSHAST A R IRIEAHERT 2 I O & 27%
ELET,

ssh timeout minutes

1 -

ciscoasa(config)# ssh timeout 30

HAALTT MI1I~605ICEKELETS, T 74/ MEI5SHTY, T 74/ bOBIBTIT—#&
ICETEADT, BHEIOTARNE NG TN a—F 4V IRTRCETTAETIE. EDIC
ﬁﬁbfﬁw1<ﬁéwo

(fEE) SSHEFOR;HAbT7T /NI AL EHELET,

ssh cipher encryption {all | fips| high | low | medium | custom
colon-delimited _list_of encryption_ciphers}

B -

ciscoasa(config)# ssh cipher encryption custom 3des-cbc:aesl28-cbc:aesl92-cbc

774V MImedium TF, BRI, VA FSRIEICER S E T, FRiER SN
A P TIE, BEHANRLEVOIET, HRbEVWEF2 )T 2B ETOERTHET,

EETIEX .
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o TRTOREFHF (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
chacha20-poly1305@openssh.com aes192-ctraes256-ctr) %3 2 541%, all ¥—V— K%
EALET,

o« HAH LA N VT HRRETHHEEIL, custom ¥ —U— KA L, £S5 2 MY
v hRan  TRYSTASLET,

« FIPS *Fits Dl 57770 (aes128-cbe aes256-cbe) DA% T 5541, fipsF—U— K%
AL ET,

o REREORE B 5 (aes256-cbe chacha20-poly1305@openssh.com aes256-ctr) D A % i f 3~
LA, high ¥ —U— N2 LET,

 HENME, . BOKE ﬁJE (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctr) AT HHAIE. lowF—TU—FEFEHLET,

 FRENT B L OE DK 5 5 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctr) AT 5548 1E. medium F—TU—FEZHEHLET (740 8) o

ATy (fEE) SSHIESOEEMT LI X LZHELET,
ssh cipher integrity {all | fips| high | low | medium | custom colon-delimited_list_of _integrity_ciphers}
il -

ciscoasa(config)# ssh cipher integrity custom hmac-shal-96:hmac-md5

77 4V M high T,

o T OWE 7 (hmac-shal hmac-shal-96 hmac-sha2-256 hmac-md5 hmac-md5-96) % f
THEEIL., al F—U—F&EHLEI,

e MAZLEEA N VT ERET LA, custom F—TU — FE2FEHL, {E52 LY
V7 hRau L TRYSTASLET,

« FIPS sbits D55 J720 (hmac-shal hmac-sha2-256) DA Z&fEHT 554 1%, fips¥—7U— K
EHEHLET,

s BN OR 5 R DA (hmac-sha2-256) ZEH T 55515, high ¥ —T — R&EfEH L
T (F7HH)

o RN, . HOKE S (hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96
hmac-sha2-256) ZEHAT H25E51E, low ¥—TU— F2HH L 7,

o BREEN R L ONE O 573 (hmac-shal hmac-shal-96 hmac-sha2-256) Z{f -9 584 1%
medium F—U — RF&HH L E9,

2Ty (EE) (EFHar 732 FOA) Diffie-Hellman (DH) F—A#it— REZHRELET,

ssh key-exchangegroup {curve25519-sha256 | dh-groupl-shal | dh-groupl4-shal | dh-groupl4-sha256
| ecdh-sha2-nistp256}

51

. EETIEX
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ciscoasa(config)# ssh key-exchange group dh-groupl4-shal

7 7 # )V b i dh-group14-sha256

DH ¥ —%ZHCld, WINOYEE LM CIIRE TE AW E LA L4, T —5h
EEBLABLORA N F—LMAEEDLEDLZ LT, SAMNEGENRFEHALET, 20X —HHX
2L, BRI — SGERER FIRE & 72V £97, DH F— O F 7L DGR DV T,
RFC 4253 #2 ML T 28V, F—HIEH I TXF A NTOARETEET, ZOfHEIF
TRTCOaAry7FAMCHEHINET,

il
RIZ, PKF JEROF—Z M L TRRET 26127~ L £,

ciscoasa(config)# crypto key generate eddsa edwards-curve ed25519
ciscoasa(config)# write memory

ciscoasa(config) # username dean password examplepasswordl privilege 15
ciscoasa(config)# username dean attributes

ciscoasa (config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from "
AAAAC3NzaCllZDIINTES5AAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiNe5Q
—---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.
ciscoasa(config) #

W OFITIE, Linux F721% Macintosh & A7 5D SSH OHFF—2 4 LT, ASA IZ
A R—=hrLET,

1. 2 B =2—% CEIDSA ABF—BLOMEX—%Z24 L E9,

dwinchester-mac:~ dean$ ssh-keygen -t ed25519

Generating public/private ed25519 key pair.

Enter file in which to save the key (/Users/dean/.ssh/id ed25519):
Enter passphrase (empty for no passphrase): key-pa$$phrase

Enter same passphrase again: key-pa$$phrase

Your identification has been saved in /Users/dean/.ssh/id ed25519.

Your public key has been saved in /Users/dean/.ssh/id ed25519.pub.

The key fingerprint is:
SHA256:ZHO0j£Ja3DpZG+gPApIASPYyCEY0+Vz0o2rkGHIpplpw8Q dean@dwinchester-mac

The key's randomart image is:
+--[ED25519 256]--+

|

|
| + o+ © |
| .E+ o ++.+ o |
|B=.= S = |
|** oo00. = o |
[, o*.o = |

EEBT7IER
I
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. Telnet 7 ¥ £ R DR E

| o .. *.+.0 |
| . . 00... |
+---—[SHA256] ————-- +
dwinchester-mac:~ dean$

2. PKEERICHF—Z2LEHL £,

dwinchester-mac:~ dean$ cd .ssh

dwinchester-mac:.ssh dean$ ssh-keygen -e -f id _ed25519.pub

—---- BEGIN SSH2 PUBLIC KEY —----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from "
AAAAC3NzaCllZDIINTES5AAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiWe5Q
—---- END SSH2 PUBLIC KEY ----

dwinchester-mac:.ssh dean$

3. ¥—%7VUyFR-Ficar—Lx7,

4. ASDM T, [#rL (Configuration) ]>[7/\1 XR&EH (Device Management) ] >
[—H/AAA (UserdAAA) [>[2—HF7Hh > b (User Accounts) | DIIEIZEER
L, 2—PFLHERIRL T 5 [ (Bdit) 1% 2 U v 2 LE7, [Public Key Using
PKF1 %27 Vv 27 LT, U4 v R7ICx—%RE0 )£,

5, —HNASAICSSHTE S Z L 2R LET, NATU— RIZIE, F—7 DIEK
BEIZFSE L7 SSH ¥ — 2T — K& AH LET,

dwinchester-mac:.ssh dean$ ssh dean@10.89.5.26

The authenticity of host '10.89.5.26 (10.89.5.26)"' can't be established.
ED25519 key fingerprint is SHA256:6d1g2fe20vnh0GHJI5aag7GxZ68h6TD6txDy2vEwWIeYE.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.89.5.26' (ED25519) to the list of known hosts.
dean@10.89.5.26's password: key-pa$$phrase

User dean logged in to asa

Logins over the last 5 days: 2. Last login: 18:18:13 UTC Jan 20 2021 from 10.19.41.227
Failed logins since the last login: O.

Type help or '?' for a list of available commands.

asa>

Telnet 7 7 £ XA DETE

Telnet 2/ L CASAICT 7 B RAT[REZR 7 T AT FIP 7 KL AZEET AL, ROFIE
BEITLET, ROTA RTA U EBZRL T ZEN,

e F7o, ASAA U H—T A AT Telnet 7 7 EAOHWBTT 7B AT H72DIZ, AA N IP
T RUVAZFTFRTAT 7R NL— VIV EHY) FFAL, 207 a3  OFNEIZHES T,
Telnet 7 7 ¥ AZRET HMENH H 21T T,

s ASA ~DEwMNL— N EeRDBA L HE—T oA RAUNDA L H—T =2 A ZA~D Telnet 7 7 &
2R —FENFEFA, T2& 2I1E, Telnet RA SWBHNEEA v Z—T = A ATHDHBEA.
NEBA 2 —T = A A~DEHE Telnet Bt D ABIE T 9, ZDOL—LDOHIFMNEL. VPN
TN LIS OH TS, VPN b R &t LIZFHT 7 B ZAORGE (14 ~—2) %
ZHRLTL &0,

. EETIEX
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Telnet 7 7 © A DEXTE .

* VPN b > R)VINT Telnet T 2562k, &bl EX=2 VT A0 ¥ —T = A
ZAZXT LT Telnet IZfEHTE FH A,

cASAIE, 2T HFANE—DFT—FHTZVRKS DOREE Telnet it & . X TD 2
FTERANMIELENY SBENT-RK 100 DB EZTR L ET,

48 HHIIZ

e wLF AT HFANE—RTIE, 2T HFRANETAN—ZATROFIEEZETLET,
VAT AN AVTHRAR AT 4 Xab— g UIZEHET HITIE, changeto context
name # A7) L £

s Telnet ZfFH L CASACLIIZT 7B X9 5I2i%, password 2~ RCEELIw A >
NRAT—=R&EANJLET, Telnet T HANCFE) TRV — REZRET DLENRH D
iﬁ‘(}

FIE

ATV T1 ASABEELIcA v Z—T =2 A ADT RLAEZIIY 7Ry T LT8R EZITANDIPT
RUAZRELET,
telnet source IP_address mask source interface

- source_interface : A RIfTEA L H—T 2 A AEEELET, 7V vV ITA—TOHAE, 7

VoV ITN—T AR B =T oA ABEELET, VPNEET 7 ADH (VPN k
VANENLTZERT 7 AOBRE (14 X—V) 22 LT EEW) OfE, 4nift
XBVIA VA —T A AZEELET,

AE =T 2 A ZAPTDLIRWGEIE, A F—T =2 ZADEF2V T 4 L-ULAH100 ThH
DRV, ZDA L H =T 2 A AT 7 BATHL DI Telnet ZRXET D2 LN TEET,

&1

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

ATV T2 ASANE v a 2UMTHETTenet v a VN7 A RAREZ R T 2B OE S %
RE LET
telnet timeout minutes
&1

ciscoasa(config)# telnet timeout 30

EETIEX .



gE7tx |
B ssom. zot0s547 roHTIPS 74 £ R OFE

BADLTTMIL~1440 BICRELET, T4 MISHTT, T 740 OB TIZ—
BICETELD T, EHHIOTARNE FT TNy a—TFT 4 LV I NTRTCETTHETIE. ED
ICRELTRBWTLEE N,

1

WOBHNL, 7 KL A2 192.168.1.2 DNERA ' F—T = A ADKRARTASAILT 7 &
A4 5 HEERLTWET,

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

WOENL, 192.1683.0 DF v NT—27 FOT_RTOZ—HF—RNNE A F—T = A &
FDOASAICT 7 BATEDL LT B HEEZRLTWET,

ciscoasa(config)# telnet 192.168.3.0. 255.255.255.255 inside

ASDM. FDHMDHISA T2 FOHTIPS 7O EANDETE

ASDM %7213 CSM 72 EDfthd> HTTPS 77 74 7 M & AT % 121%, HTTPS — —%H%)
\Z L. ASA ~O® HTTPS B # 7F vl T2 LN H Y £9°, HTTPS 7 7 & A X TG RED T
T AN RREO—TE LTAMEENTWET, HITPS 7 7 B A ZHET HITIE, IROART v
TEIATLET, ROFA FTA L EZZRLTIEIN,

e F7m, ASAAM LV H—T oA AZHTTPS T 7B ADBWTT 7|8 AT 572D, &=A KIP
T RVRAEHAT LT 7 BA V= VIHEHY AL, ZOES Va VOFIRIZHES T,
HTTPS 7 7 B A& ET HMENH L7 TT, 72720, HTTPY ¥ A L7 M &FEL T
HTTP #kt % HTTPS ICHENIICY ¥ A L7 T 5IiE, HTTP ZiFa[ 4567 7 & A L—
NEFCT HUHERHY £T, £H5LRNE, A Z—T7 A ANHTTPR— &2 U v
A TEERA,

s ASA~DiEIN— F &7 DA U H—T 2 A AUNDA VB —T 2 A4 A~OEBRT 72 A%
PR—FENFEHA, &L FEHERA DR A v X —T oA ATH DA, FMNBA
V=T 2 A A~OEBEEIEROABGTEE T, ZOA— L ORIIMNE, VPNEERLE T
LB EDHRTT, VPN o R a2 N LIZERT 72 A0ORE (14 X—2) 2L T
<&V,

eI NAT XA ME—RTIE, K30 DASDM Al v 3 VARETEET,
NFaAyTHFARMNE—RTIE, 2V TFA NI EITHRRS OOFEBFEASDM Yy v a v %
EHTE, a7 %2 METHRAK32 D ASDM A A F 2 ZAOE RN AIEETT,

ASDM & v 3 Tk, 2 2O HTTPS #fmnM il S nE ¥, —HIXWICHFET HE=H
HAT, 9 FHE3ERETolo L ZICETFETHIRELEHTY, It xiE, LT =
UTFFARNE—R AT LD ASDM v g COHIRN 32 DS, HTTPS By v g v
B 64 IZHIBR SV ET,

. EETIEX
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ATy T

ATy T2

ASDM, z0tns 517> rouTPs 7o+ 20%E [

e ASA TIX, Yo/ Nar T HFAME—REZTa T AT LITHRK 6 DD ASDM
HTTPS Rl v v a > (EAREEREE) 8L, 7 XToOarTF X MilTRKRE
7213100 D HTTPS By ¥ 3 U &R LE T,

cRWUA Y —7xAAETSSL ([webvpn]>[A1 > % —7 = A ZADHF L (enable
interface) ]) & HTTPS 7 7 &AMl &AM L7=%6A . https/fip_address7» & AnyConnect
JIAT 2 MZT 7B ATE, https:/fip_addressadmin 7> 5 ASDM (27 7 ¥ A T& £,
EBL B L AR— b 443 2 L £9, aaaauthentication http console &, HZhZ 9 5 HA 1L,
ASDM 7 7 ¥ A IO R — N EFRET HMLE R H Y £5,

4R8O SRS

e wNT AT HANET—RTIE, 2 TFANFTAR—ATROFIEEZFITLET,
VAT ML AVTHRAR AT 4 X2 b— g SIAEFE T AHITIE, changeto context
name = A ) L9,

FIE

ASADIEELTIEA LV Z—T oA ZDT7 RLAEFIIY 7%y b Z &2 HTTPS #5652 =17 A
HIPT RLUAZEEELET,

http source IP_address mask source interface

- source_interface : 4 AIff & A v X —T 2 A AEHELE T, 7V v IN—TDHE, 7

Uy IN—=T RN F—=T 2 AZFELET, VPNEHT 7 EADH (VPN K
VRN ENLTERT 7 AORE (14 3—2) 2R LT EEW) OFE. 4kt
XBVIA VX —T oA AEHEELET,

1 :

ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

HTTPS $r—/"—% A X —T7 LI LET,
http server enable [port]
1

ciscoasa(config)# http server enable 444

T 7 4V hCIE, port X443 TY, R— MESEAEETL5G1%. 47 ASDM 7 7 £ X URL
WERLIEAR—MESEZEOTLEIN, HE2E, A= NESEZ44ICEETHHAIE. K
O URL # AN LET,

https://10.1.1.1:444

EETIEX .
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B ssom. zot0s547 roHTIPS 74 £ R OFE

ATvT3

ATy T4

HETT TP R—ZDHITPS 7 A7 > R ASA FO HTTPS Y —EZ2IZT 78 ATEX 5 L9
ST B2 N TEET, T 74/ FTliE, ASDM, CSM. B L OREST APl WNFHrRI SN TWE
@—O

http server basic-auth-client user_agent

e user_agent : HTTP ZZ:RK D HTTP ~» ¥ —Z& 5 27 T A 7 > b O User-Agent LT & F57E
LET, ERRCFHNE TR LFINERE TEET, HOCFEFNTDOVTIE, User-Agent
LFFNOFRIHE =B L TV LIRERHY £3, X2 U7 4 2L T 272DIBRRLT
B8O LET, CFHITIIRLF LN CFRENEND Z S IZERE LT EEN,
7= & ZI1E, curl XKD User-Agent C75 & —F L E 9,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

curl 1X, K User-Agent LT & 1X—F LA,

abed curl/7.19.7 (x86_ 64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

CURL E, & ® User-Agent X7 & 13—E L £/ A,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 libidn/1.18 libssh2/1.4.2

fAsoa~wy REFH LT, &2 747 "XTFHEANLET, < DOFEMI Z747 2k

(python 74 77 U | curl, wget72 &) X, 7 v AY A FEROMEGE (CSRF) h—727 v _X—2
DFBFEZ YR =R L TR, ZNHD7 747 Ms ASA EARFIEF AT 5 2
EEAMEICHFAIT AMLERH Y £, EX 2 VT 4 LOEEANS, VBRI TAT U NOHE
TR AMERDH Y ET,

1 -

ciscoasa(config)# http server basic-auth-client curl

(EE) #hilttya DAL LT 2R ELET,
http server idle-timeoutminutes
http server session-timeoutminutes

http connection idle-timeoutseconds

« http server idle-timeout minutes : ASDM #5574 KV Z A LT T K% 1 ~ 1440 43 D#iH
THRELET, T 74/ MEI204 T, ASAIL, #HE LM 7 A F/LIREED ASDM #
ﬁ/h%@[—ﬁ [_/gzj‘o

« http server session-timeout minutes : ASDM &> a Oy a U FA LT T &1~
1440 3 OFFHTHE L E T, ZOXA LT 7 MIT 74/ FTEHIZ/R>TWOET, ASA
WX, RE LYK 28 27— ASDM i 2 UIWr L £ 97,

« http connection idle-timeout seconds : ASDM, WebVPN, B LMD Z4 7 K &EETed
NTOHTTPS #f5i DT A RAZ A L7 7 k% 10 ~ 86400 B DHiPH CiREL £, ZDXH

. EETIEX
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ASDM 75 £ R %1135 547> kLR SSLVWPN 00 HTTP U 51 Lo toiE [

A LT Y MIT 7 A0 FTEDI2->TOET, ASAIL, RE LZHIRT A FWIRIBOEE
ez W L £ 3, http server idletimeout =~ > | & http connection idle-timeout ==~ >
D)5 & E LT-%E1%. http connection idletimeout ==~ > RVESE SuE 9,

&1

ciscoasa(config)# http server idle-timeout 30
ciscoasa(config)# http server session-timeout 120

1

wOFNL, HTTPS —_"—ZF2Mb L. 7 KL ZA23192.168.12 DHNERA X —T = A
Z FDORANTASDMIZT 7B AT A FiEEZRLTOET,

ciscoasa (config) # http server enable
ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

WOFNE, 192.1683.024 D% v NI —27 FOFT R TCOZ—F—RBHNEFA L X —T = A
A EDASDMIZT 7B ATE DL 91T D HFEERLTVWET,

ciscoasa(config)# http 192.168.3.0 255.255.255.0 inside

ASDM 7O R E=1E9 547> FLXSSLVPN D1=6D HTTP 1) &
ALY FDETE
ASDM F7213X7 74 7 > b LA SSL VPN Z{fi ] L T ASA 28¢5 121X, HTTPS {5
HMLENH Y F9, FfEMEO-®HIZ, HTTP HEERAZ HTTPS IZU ¥ A L7 N5 LN T

TET, L XE HTTP A2V XA L7 b4 252 LIk > T, http://10.1.8.4/admin/ £7-1%
https://10.1.8.4/admin/ & AJj L. ASDM E#)<— THTTPS 7 RL AIZT 7 EATE £,

IPv4 L IPV6 DD N T 7 4 7 VXA LY P TEET,

JR 8 DRI

BE. RARNIPT RVAEHFA[TAHT 7 A A— L3 0EHY) S A, 727 L. HTTP U X
ALY FOEDIZIE, HTITP 2 [T 5T 72 A N— N2 GMeT 2 0ERH Y 9. 5 L
e A HE—T 2 A ANRHTTP AR— b2 v A TEEH A,

FIE

Enable HTTP redirect:

http redirect interface_name [port]

I EETIEX .
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B venrornEnLEET S w2 0RE

1 :

ciscoasa(config)# http redirect outside 88

port i, £ X —T A ANHTTP #fiD U XA Lo MIEHTHAR— AR ELET, 7
7 4V ME 80 T,

VPN F o RILENLE-BEEBT7 O ERXADETE

HHAH—T A ATVPN b AR L TWDHEA. BlOA v X —T = AT V&
ALTASA ZEET DI, TOA U F—T oA AEERT VAL H—T A AL LT
BETHLERHD FI, 72 20F. outside f X —T7 = A AMDH ASA I ALEAIZ. 2D
FEREZ{EFH L C. ASDM., SSH. Telnet, ¥ 72/% SNMP % T Inside A > ¥ — 7 = A A28
T 57, outside f ' F—T A ANnH AL L X Inside 1 ¥ —7 = A AT ping ZFATTE
3

)

() CiscoSSH A% v 7 T 2546, 2 OMEEIX SSH TIEYAR— St A,

\}

GE) YA FEVPNRBREOEXF 2772 SNMP R—V 7 D4, VPN ZREDO—EE L THEA >~
H—T 2 ZADIPT RL AR RE~y T T /22 A MIEHET, WIZ, A EA v F—T =
A AZER—V 7 LT, SNMP BHESNTNDINEA v Z—7 = ANLIEREIEG L E
7,

ASA ~DFEN— 72 BA L EF—T 2 RUNDA L F—T = A A~D VPN 7 7 & A3
R—hENFEFA, 2L 2IE. VPN T 7B ANINEA F—T = A ATH DA, INBA v
B —T = ASDOHEFEEROHFETEET, HEOT FLAERZ DBERRNEL T,

ASADEAET 7B AFHREA LV H—T = A4 ADVPNEZENZ L, ARIERZHT LT 7ZE0,

HEET 72 RIL, IPsec 7 74T k., IPsec A K#. Easy VPN, AnyConnect 7 714 7 > k
SSL VPN @ VPN k> RL% A TR TIT 2 £7,
18 AR

BE DG/ T — 2 NV—TF 4 v F—T I TON—F T EETH L, VPN OiERA v
BT 2 ALEHRT VAL L =T 2 IR CEETHD (DFEVHGTEHEHEHA
VE—=T 2 A ATHDHI, WEDOT—H AL HF—T x4 ATHD) LENHY £T,

FIE

BIDA L H =T 2 A ANDH ASAICAD L EIIT VAT AHAERA VX —T =4 ADLRI &R
ELET,

EETIEX
T I
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Firepower 2100 75 k74 —L E— K F—4 4 2 8—T 24 2T XS EET 7 £20%E [

management-access management_interface
Easy VPN LUV A RME h o LTt AR EBVIZEETCEET (b—FT v RE—K)
£

ciscoasa(config) # management-access inside

Firepower2100 75 Y F I+ —L E—KFK FT—F 41 V8 —T A ATD
FX0OS DEETV  XADERTE

Fe=B A B —T 2 ANST T v b7 F—LF— KD Firepower 2100 D FXO0S % &4 %5
4. SSH, HTTPS, BLUSNMP 7 7 ERAZFHETE LT, ZOMERIX, 714 X% U E—Fh
TEMH LSO, BH 11 ZBEESNI-Xy N — 2 IR A& b £, 2k, I
SRy NU—2 EOFXOSIZT 7 BEARATH720DRAT 4 TIGIETT, ZOKEEH
T HE, m—INT 7 ERIH L TCOREERIN ZFEH LT A2 ENTEET, 272
L. ZOMREEZFEHALRNS FXOS OEF /1 b0 ) F— 7 7R THFA+5Z LiFTa
TR A, ZOMREIZIE, NEASA (T740 1K) ZHHLIZASAT —X AV —T = A A~
DRT T4y OEENPNLIEET, FXOSEHS — U =A% 1 DIETHRETE X7,

ASA 1%, FXOS 7 7 B RTIEHER— F2EH L E 7, FEER—MNIFELCA ¥ 7=2—AT

ASA BMEHAT D70 THISNTHET, ASANFXOSIZ M7 7 4 v Bfnikd 5L &z,
FEHEDSE AR — ME 7 e b a/L 2 L2 FX0S AR— Mo S uEd (FXOS @ HTTPS AR— b

ITEBELERA) o X7y MEEIPT FL 2 (ASAA v Z—T7 A ZAIPT7 FLZ) . FXOS
THEHTLINEHT FURICERINET, EELT FLRAIELEINETA, N 77490 %
WA, ASAIZBEEDT—F V=T 47 T—T NV ZHHA L TCELWHEIA v F—T = A
AEWRELET, BHT SV r—a DASAT—HIPT RLAIZT 7 AT 584, FX0S
a—P—LEEH LTl A T HLERDY £3, ASA 22—V —ZITASAEHT 7 EAD
HTHEAINET,

ASA T —H AL H—T 2 A ATFXOSEI NI 7 4 v VBN THEHTEET,

AT, 72 E ZIESNMP KT w7 NTP & DNS O —N—7 7 R/ PICHETT, 774
L R TliX, FXOSEHH b7 7 ¢ v 7 BlthiE, DNS BLO'NTP O —R—i@E (A~—F V7
My =T7 T4V TBETHE) HOASANRA V F—T = ATHNNZ 2> TOET,

1R B
TN AT HRA S B— RDK
cASA BHEMA LA —T = A ZTES L ET,

cASAT—H A B —TxAATVPN h RV EMBH LT, FXOSIZHEET 7 EX35 2
LI TEEH A, SSH DOFERER & LT, ASAIZ VPNt L. ASACLIIZT 7 &AL,
connect fxos =~ K& L CFXOSCLIIZ7 7 A L% ¢, SSH, HTTPS., B L
SNMPV3 [ZF 5 L T&E D72, T—H A VX —T =2 A A~OEBEEGITLETT,

EETIEX .



B rreponer2100 759 F I A —L E—F F—5 428 —T T4 RTH KOS DEET & £ RDRE

ATy T

ATy T2

ATvT3

ATvT4

ATy T5

gE7tx |

cFXOS 7 — FI A DASAT —Z A EZ—T A A (FTHIVR) T T4 v 7 &ilix
FETHEIICERESNTWDZ 2R LET, F'— T oA OREDFEMIZHOWTIE,

['getting started guide] Z#ZM L T &0,

FIE

FXOS VU E— MNMEHAEIZLET,

fxos {https|ssh|snmp} permit {ipv4_address netmask | ipv6_address/prefix_length} interface_name

i :

ciscoasa (config)# fxos https permit 192.168.1.0 255.255.155.0 inside
ciscoasa(config)# fxos https permit 2001:DB8::34/64 inside
ciscoasa(config)# fxos ssh permit 192.168.1.0 255.255.155.0 inside
ciscoasa (config)# fxos ssh permit 2001:DB8::34/64 inside

(EE) VY—bERADT 73V hOR—FEEELET,
fxos {https| ssh | shmp} port port
RDOT 7 4 b EZRLTIIEEN,
« HTTPS 7 7 /b | 7R— | : 3443
« SNMP 7 7 /L k 7" — b : 3061

«SSHF 7 4 /L b AR—F 13022

51

ciscoasa(config)# fxos https port 6666
ciscoasa(config)# fxos ssh port 7777

FXOS M ASA A VX —T = A ANLEHER BB TEL LI LET,

ip-client interface_name
T 7 v T, SMIA H—T = A AFEIT Ao T ET,
i

ciscoasa(config)# ip-client outside
ciscoasa(config)# ip-client services

HHE 1/1 1= Chassis Manager |Z826t L £3° (7 7 4/ b Cld, https://192.168.45.45, = —H—

4 admin, /XA U — K : Admin123)

[Platform Settings] %# 7% 7 U v 7 L, [SSH]. [HTTPS]. F72I%[SNMP] #H %z L £7,

SSH & HTTPS IZ5 7 # /L b THNZ 2> CWET,

. EETIEX


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg/asa-platform.html

| gE7 +Z
avv—n s 79 rozE |

AT 76 [Platform Settings] % 7 C, HHT 7 B AT 5 X 51T [Access List] R ELET, 7 74
JU Tl SSH 38 X UVHTTPS I3& B 1/1 192.168.45.0 % > b U —2 OB %FFA LET, ASA D
[FXOS Remote Management] iX & CIEE L7727 RV RAEFHATHLENRNH Y £,

aAVY)—ILAA LT O FDER

oy — A A LT NTH, BEREEHEEXECE— FEFar 74 X2 —2 gy £—
RIZLTBLL ZENTEDIRMEBRTELET, YA LT U NMIETHE, Byvavida—
W —EXECE— RIZ/2 VY £9, 774/ hTIL, ﬁ//a/i&4A7?FLiﬁho_@

ElL, 2=V AR— bR Z R CE 2RI EB LEY A, BRLZ A L7 T T
HZEEHY EHA,

FIE

Bt v a VBN TTDETOT A RVEEB 2485 (0~ 60) THRELET,
console timeout number

51

ciscoasa(config) # console timeout 0

TN EDEZALT T NMIOTHY, By a v BEALT T RLARNI EERLET,

CLI7JA> T rDARETA X

77 MIERZBINT2EEBICEY . #ROEY 2 — AR FETH5HEICr 74 LT
éAM&rET%ﬁTé &mfﬁiﬁ ZOMEEIX, 7 =LA — =T, WSO ASA
IR U A RARRE ST DEGAITERTY,

~LF aArTXFANT—RTHE, VAT LAFETAN—AERIFE LTI A MIa /A v

THEE, LRI NERRTEET, HFEHALTXAMNTIE, 7740071

VR (FAREBLRZ U THRAN) OERRRINET,

FI7 4NV MTlE, 7T MIASADKA MARERENET, vV F a2 THF AR E—FR
TiX, Va7 MIary 7 RA MMLEREINET, CLIZa 7 MZiE, ROBEHZFRRT

%i‘jﬁo

cluster-unit JIGAR 2=y NEEFRRLET, 7T AKX
DF=y MI—BEOLRIEH SN TX
\iﬁ—o

AVFEZ R (vVF EF—FDOR) BUEOa T HFARD
LElEFRARLET,

EETIEX .
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domain

RAA R LET,

hostname

RA N EFRTILET,

priority

Tz VA== T A F VT ¢ % [pri] (7
FA4=V) Flld[sec] (BB &VU) LT
FoRLET,

state

2=y MO NI T 4 vV BIEREE 21En —
NWEFRRLET,

7 == A= N—DHE | state F— T — FIZ
L CKDERER SNET,

efact] : 7 = — VA —R—NEHTHY |
BT NTF 74 v 22T 7T 4 7R
WEETHET,

[stby] : 7 =— /LA —"—|FAf F—F LT
T, 2=y MINT 74 v 7 Zi@im St
TWEHA, AZ A R £700%
fDIET 7T 4 TIRE T,

[actNoFailover] : 7 = — /L4 —/N— |3 %)
ThHY, EETIEN T T4 w7 %T T4
TEE S ETWET,

[stbyNoFailover] : 7 o= — /L 7 —/N— | L 4
HWTHY, BETIINT 7 4 v 7 2@l
SHETWERA, 2T, AF 81 =2
=y FTLEWEE ERIS A 7 —T =
A AENBEE L EXIZAELDZ LR
bV ET,

7T AL T OEE . il E T — X OfED
FRENET,

FIE

WpDa<vr REAHLT, CLI7ar 7 e A< A ALET,
prompt {[hostname] [context] [domain] [slot] [state] [priority] [cluster-unit]}

&1

ciscoasa(config)# prompt hostname context slot state priority

ciscoasa/admin/pri/act (config) #

. EETIEX
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O54 >y NF—DBE .

F—U—FREADNTHEFICE T, a7 NNOEROIEFAIRED £3, BRITIAT v
va () TGV £,

O4 2 INF—DEETE

=W =N ASA IZHEiT D & X, v A T DA, FI3RHE EXEC £ — RIZADRNZER
ENAHBAYvE—VERETEXFET,

48 H RIS

et X2 UT A OBLENS, NF—TCRET 7B RAZIET A ENEETYT, [T h
Ll R TBEWLET] REORBUIBAZBEZHEANTND L BREISRE L2 DO THE
HLZWTL7ZEW, UATFTONRF—Tld, RETZ A L TIELWEREZRE LTV
9,

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

c AT =BEME N, ROBEIZ ASAIZHT D Telnet L7213 SSH & v &3 VBT
D AREMEDS B Y £,

N Ry DENIET DD DY AT A AE Y BRELTODEE,
e NF— Ay —VORTFERR L EIT, TCP HEEIALT T —BRAE LIZHE,

e RF— At —TDOHA KT A 2220 TiE, RFC2196 &ML T 7F X0y,
FI§

= F—REICHERE L2 L X ([SAOBMOE] (motd) ) . 2—F—BrrA Ltk
& (login) , =P —PEHEEXECE— NIZT 7B ALIZEE (exec) DWVTNNITERT D
NP —ZBMLET,

banner {exec|login | motd} text
1 -

ciscoasa(config)# banner motd Only authorized access is allowed to $(hostname).

PN ASA T HE, £T SHOBHMLE] NF—NERIN, TO®IZa T A
VR F=LTu P RRERENET, 2PN ASAICEFICR T A T 5 L, exec /N
F—NERENET,

HEOITEBINT 25613, BITORINZ banner =< > R&ZBIMLET,
NF—FF A NCHETHIEEFH

EETIEX
I
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ety 3y

gE7tx |

e ANR—RIFEATEETN, CLIZHALTCHX 72 ANTEHZ LiIxTEEHA,
e NF—DEIDOHIBIZ, RAMBIOTZ T vva AEVIZETEZLOLMIHY THA,

« ASA DR A M ET21E R A A v 41%. $(hostname) STF51] & $(domain) SC551 2 470 A T
ZLIC ko TEHIMIGEMTE £,

VAT AL T AKX 2l — g TR —EBRETHEANTL. 2V TFA N T 4K
L—3 g T $(system) LRSI AT 52 LIck T, 2V FHF A N TEDNAF—F
FAMEEHTEET,

1
LTz, TARoBm6E] NF—2BINT 562" L £,

ciscoasa(config) # banner motd Only authorized access is allowed to $(hostname).

ciscoasa(config) # banner motd Contact me at admin@example.com for any issues.

7+ —3FDHRE

ASA TFF R[4 % ASDM, SSH., B L Telnet D[RR K v a v HarRETExd, 20D
BAMEIZET S &, ENLBEOE v v g AXFFAT ST, syslog A v E—URERKINVET,
VAT Ay T U NERERET A0S, BHEYva VEYVYTEDOA N = AL TIIa
V=)o varETuayl TEEEA,

\}

(GF) ~AFarT7HFAME—FTIHEASDM Y v a v OBERETLHZEIETET, kktkyia
VENT S CRERESNTTWVWET,

\)

GE) 7=,

BREHY Yy gy (SSHARY) OarTFFAMHEY U Y —AHIRE2HE LS

I, NSO OEPERSNET,

4O SRS

~NTF A THRANEFE-RTE, 2T FRA NATAN—ZATROFIREZFETLET, VA
FAALYT 4 X2l —arnbarTR AN ar74¥al—a UICHD B 512
changeto context name =~ > K& AL £7,

. EETIEX
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varogmammanks [

FIE

ATV TN Woa~xr REAJLET,

guota management-session [ssh | telnet | http | user] number
essh: 1 ~5DSSHE Yy a VORKREERELET, 774/ MEI5HTT,
ctelnet : 1 ~5D Telnet By > a VORKBMERELET, 7 74V MIS5HTT,

«http: 1 ~5® HTTPS (ASDM) v a v DRAREERELET, T 74/ MISHT
j—O

suser (1 ~5Da—Y =L Dty aODEREERELET, T 74N MNISHTT,

snumber ¢ DYy arOEERELET, TOMOXF—TU— REREETETICATITE L,
ZOFETIE1I~ 15Dy a VOENBRRESINET, T 740 ML 15 TT,

1

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# quota management-session ssh 3
config)# quota management-session telnet 1
config)# quota management-session http 4
config)# quota management-session user 2

ATy T2 EHPOBEDOE Yy v a v EFRRLET,
show quota management-session[ssh [telnet |http |user]

1 -

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

VAT LEEZER AAA DEETE

ZOHETIE, Y AT LEHEOGE, FHFFA, a2 N 2RET 2B N THAL
i‘j‘o

EEETDRT

CLIBXONASDM 7 7 E ZADFIFEHTE L F T,

EETIEX
I
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B ===0o07c

BEFEICDLNT
ASA ~Dua A FER, BAEEANZL TWDINE I ML TERD 7,

SSH FREDHE
FAED W ETIFFRAE/R L TO SSH 7 7 £ AZHWTE, IROEEEZZR LTI Z &Y,
« GL7e L SSHITRRAEZR L TIFEH TE 8 A,

L nEZ;) Y : SSH 3 A an:%_’ﬁ)‘jJ Lf:%/ﬁ\bi\ AAA Y— R —F - ldm "—‘717/1/:’-""&"—‘7*“‘&
NR=RZEZINTVD 22— —H LA T—FE AN LET, ABF—ORETI,
ASA T —H ) T—H RXR—=ADH%EHR— M LET, SSH AMF—EiLZ i E L=
B, ASA TR — AN T—Z_R—ZAEEROICHEA LET, uraica—F—4 &%
AU — REMEHATHHEICHELROIE, SSHIRFEEZHRICRETHZ DR TY, 22—
P —EXEC E— RIZT7 7 BALE7,

Telnet 2D E

SREEDOHEEIZN DD 5T, Telnet 77 F AIZOWTIL, ROBHEZSBR LT EW,
nLnEfé?L/ Telnet@mwﬁé"ﬁxﬂ LTU\fcﬁb\i}Ej‘é\ﬂi\ :LP‘—H_F‘ZI %_’]\jj L/jz'&/\/o 1:174’
v RXAT— K (password =~ RCE) AN LET, 774V DOANRAT— Riddh

DEFA, LIRS T, ASA ~Telnet #ft 3 HI121%, WAV —REZRETIHLERDH Y
¥34, =2—H%—EXECE— RIZT7 27 EALET,

CRRRED V) TelnetiBREZ AN LIZHAIE, AAA Y —A—FliFun—hra—HF—F—%
R R EEXN TG 2 —HF— %&AXU%}%AﬁLi? 2 —H#—EXECE— NI
TIREALET,

ASDM FREEDHEE

uALAuiE}})D EY I]lLAFILEch LT@ASDMT&‘EX EQL"C(;}" Yk@@bﬁz;&;};ﬁﬁ L<X f:éb\o A A A
ﬂ‘hﬂﬁo)ﬁﬁ ﬁ ﬁ Ebroﬁ\ HE%%;{JH AX E?E}: k %)ﬂﬁ'éf?o

WREZR L - T 74V N T, 777 Oa——4 & enablepassword =< RIZ L5 T
RESNIEAX—T N NRAT—FK (F7FNVETIET T 7) ZEHLTASDM a2
AVTEET, ZHOEFICLRWVWEIIZ, TELLRITRIAR—T NV NAT — REZER
THZELEBEIOLET, "AN, AL U4, BEOA R—T L /XA T — R L Telnet
NAT— ROREEZHLTLZE, CLITenablez~ > RERMICAT LIZ L i,
NAT— REERTLHEIIITRDONET, ASDMICr 7o LTz & EI2iE, ZO#EfEIX
HWHENEEAL, B 7 A VHEHET (22— —HE2T7 T 7 ODEFIZLRNT) 2—F—4
ENRAT—REANLTEEGAIE, ASDMIZE»Tr—I N T—FRXR—=ZATC—HE N T = v
7éhé_t_EELT<téwo

SERAEENEE (v, —FT vy RE—RDOR)  a—HF—IZHERRFFHELER T £
T, iFHEOZ—P—Z L RXRAT—REANTDHE, ASAPKI b7 A bAoA > Mkt
LU CREIEZMAE L 97,

. EETIEX
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syrrgiosz i

* AAA FGE : ASDM (HTTPS) #EAEZ AN LT12HE1E. AAA ——F/midue—h L
[ ) :E%%éﬂ@\é;—#wgé:/\xv FzAJLET, ZThT,
TG Da—W =l x—T )L XA T — R T ASDM Zfi AT 20 £ LT,

o AAA FREF L EFESFAF O (v, —F v RE—FRKD&AL) : ASDM (HTTPS)
FEEE AN LA, A AAYV—R_—F - iin— )l 22— — FT— X _XR—R|TEHS
nNTnaa—4F—4 k/\xv KEATTLET, sEAERGEAO 22— —4 L XA T—
DRZDGET., IO bANTIE TRk onNET, 2—F—ZZHENLTEL
f&;%ﬁxub)\ﬁbfixotﬁi%ﬂi'f%iﬂ

IJ 7}bﬂlb\ﬂIE0)*EEg

FAEH D FTFFREER L TOL Y T a2y Y — )L R— h~O7 78 ZIZE L TE, ROEE
EZRLTIZEN,

ORE7R L YU T NNT 7B ADORBIEE AN L TR WAL, 22— —4, AU —FK
EASNLFERHAL, 2—PF—EXECE— RIZT7 7R LET,

FREEDH Y VT AT I ADRIHEE AN LTS EIE. AAA —R_—F = dn—h v
2P F—H RX—ZATE éznfb\é:wﬁ%%é:/\xv KEADLET, 2—%—
EXEC E— FIZ7 7 A LE7,

enable F2EI D E

Dﬁ4V%’ﬁ%D@C%—Biléii enablea~ > KEZAJLET, ZDa<w Ko#E)
VEIZ. BBRENRA X —TNDE I DI Lo TR T,

« BRE72 L : enable s¥REARRE L TWRWISEIL, enablea~ > FaEANT5 LTIV AT
IAF—T I RAT— R (enablepassword ==~ > RC#&E) ZANHLET, T 741 b
IFZE[TY, enablea~ > REROICAN LIZEEIC, TNEEFETL LI TROLNE
T, 7272 L. enable il ZfEAH L7256, enablez~ > R&E AN LI%IE, FFED=—
=L TrZA U LTVEFAL, ZHITED, avy RRAR E2—P—_X— 2 D5
RPN ELZTLZEBHY ET, 2 —F—BEHFFT 511, enable BFEA M L T

f\_él/\o
« NEEH Y : enable FRFEAFRE L2 A 1, ASAZT m 7 MZ LD AAA — _"—F 721X
O—h )L a—PF—F —HRXR— A TERZRIN TS a—PF—4 L2 T — REBER L ET,

ZOMRRIX, 22— —BANTE D a~xy PR 5Ol a— Y — A N EEREKE %
Rl a~y P2 8T 258 ICRICRLH £,

0—Hh )L T —H _— % T 5 enable FEDOH AL, enable 2~ ROV IZ login =2~

Y REMFHTEET, login 2~ FIZX Y 2—VF—EnfRr S E T2, Rtz 41235
TOORTEIILELY FXH A,

EETIEX
I
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FE CLIIZT 7 B ATE D a—P— K EXEC £ — F‘%F‘ﬂ‘%#f‘%m\ib T ba—H—%n—
HNTF—=EN—= BT HHA1, o~y FRAZRETHILENHY £, a~ 2 NER
AVANTAT N ﬁ%%w\mbxzuh (2bx777r/w> @n—*f ¥, CLI CTHZDO/RAT—FR
AL TEHEEXECE—F (BXOITR_RTOav s F) K778 ATEET, HHWMTE. &
AFLEE TR — T —Z R—=ATER AAA Y —R"—Z2HLTe /A v a~vy RERE#RES
L, FEETRTCOE—H)L 2a—F =2 LYV L IZRETDHZEICED, VAT L A FX—
TN RAT — REMFH L CRiME EXEC E— NIZT7 78 ATE b 2—V—%HlEcxE9,

HRAMARL—F 4 VT VRATFLNPLASAANDEY S 3

—EDT T v FT7 A — LTI ASADFETEROT 7Y r—r gL LTHR— ML TWET

(f5] : Firepower 4100/9300 @ ASA) , RA N ANV —F 4 7 VAT b ASA ~DE v
varDh, BROXA IS L TU Y TABI O Tehnet iBiE2 R ETE £9, =& 213,
77 v N7 4 —2L%F— RO Firepower 2100 TiX, connectasa =~ RiLv U 7 ki L
£7

CNF AVTFARNEF—RTIE, VATFALA I 74 X2l — g TAAA O~ RERE
T%jﬁ'&/\/ t.f;b Telnetit j:./) T/l/nmu %%fi:’y%ﬁ\;x FT%&TELTZ%/&\ n}L::n ﬂi

hebotyyavichbiIshET, 208, @I T A MO AAA —_—F 7213
n—h) a—P—F—HEX—=2ANFEHINET,

CLIE &K T'ASDM 7 U & R FRRED R E

1R BHHIIZ
e Telnet. SSH, £7/2IXHTTP 77 AR ELE7,

o SNERFERED 6i AAA —N— T )N—T % F Hﬂ;bij‘ 2 — 77 J)LERGIED b’/EJIJ—/EI\Li\ H—
AV T — é?w—x [Za—H—%BMLET,

« HTTP EHFEAETIX, AAAY—1"— 27 L —7OSDI 7' v hartzR—FLTWERA,

Z OFEEEIX. sshauthentication 2~ > N2 XD v—h/L 22— —Z 23 5 SSH AR &% —
PREICITEE L EH A, ASA T, AF—FFEIxt L, m—H /L T —F X— 2 2 KR
IR LET, ZOoEX, 22—V - L RXRAT—ROAEELET, v —h/L2—
P—DABF—FRREE ISR — REFEATEZ L2127 2121E, ZOFIHEZHEHLT

O— I NVFBREE B RICERE L, NAT— R TR EFRATIHILERNLY £,

FIE

Jy’fi??‘t;«ﬁﬁ@l“—qj_ %nhnibi‘a—
aaa authentication {telnet | ssh | http | serial} console {L OCAL | server_group [LOCAL]}
i -

EETIEX
T I
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enable 1< > FRiE0RE (EHEEXECE—F) |

ciscoasa (config)# aaa authentication ssh console radius_1l LOCAL
ciscoasa (config)# aaa authentication http console radius_1 LOCAL
ciscoasa(config)# aaa authentication serial console LOCAL

telnet *— 7 — RiX Telnet 7 7 A ZHH L FEF, sshF—TU— FIZSSH 7T 7 A&EHIEL E
T (RNRT—=RDH, ARF—FRGETIIRERD ) blon—I N TF—F_X—=2MEH I ET) .
http ¥ —7 — RIZ ASDM 7 7 B 2 Zfil#l L £ 9, serial ¥—V— RV — )L R—K 77
TREHFLET, 7T v b T+ —2A F— RO Firepower 2100 D5, ZOF—T— RNiX
connect asa 2~ K& L CTFX0S 267 7 v AT Y —/LICEB L £7,

FREIZ AAA — 13— TN —T % EHT 25615, AAA P— A N—PNEHTE R E X
ﬁwT 5“—2%7ﬁ—wA/7ﬁkaT@m?5i9AMA% YETEXET, #—A—
TN—THEREL, ZOHIZLOCAL (KXFE/NXTFOXBHY) #BEMLEST, a—h
T —=HNR—=ATHAAA Y —N"— LR L= —HZ B LU RT — REfHT 25 2 & 2 HEE
LET, ZHE, ASADT a7 FTiE, EOFRMEF SN TWVENIRENRNTZD T
9, LOCAL7ZHZ AL T, B— N T —HZRX—REBAEOEE G L LT (T4 —Ay
772 L7C) T2 TEET,

enable <7 > RERSEDERTE (HFHE EXEC E— )

a—¥ =it enable 2~ R ANT LB, ZO2—P—2BRETE £,

188 BRI
enable FAFOMEEE (23 X—) 2L T EE Y,

FIE

=P —ZETHDDOROFT T a3 OWNTNNERIRL £1,

* AAAY——FILOCAL T —F R— A il L T2 — P —2GET 51213, ko=~
Y REANLET,
aaa authentication enable console {LOCAL | server_group [LOCAL]}
{1

ciscoasa(config) # aaa authentication enable console LOCAL

2P ENRAT = RDOANERD LT v T MR —H =Tk L CERRINET,

FOREIS AAA H—N— TN —T AT D5A1E. AAA — =0 fFHTX 720 L X2

—73/»7— BRXR—=2A% T =Ny 7 FRE LU THEHTSLOICASAZRETCEET,
Y= R—= T N—TFZEHE L, TOHIZLOCAL (KXFE/NLFOXRH ) ZiBML
FT, B—HN T —HRX—ATILTAAA P — =L R L 2—P—H B L OVRAT — N &ff
HTAZLAHRLET, Zhid, ASAOF a7 hClik, EOFRBMERENTWAS )
PR ENIRNTZD T,

EETIEX .
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LOCAL7ZEJZANILT, =N T —H_X—=REFFEOFTELFXE LT (Z4— Ny
772 L7TC) fEHT B Z L TEET,

e — )T = R=A N —P =L Ll A T5I2F, kOoa~vr NEANLE
7,

login

1 -

ciscoasa# login

ASAIZEY, =P —Z L RXATU—FRKOANEZRD BT 7 IRERENTET, /R
TJ—REANTHE, ASAICKLY, 2—HF—iFu—h L T—HXR—XATHEEINLTND
FrfE L~ LB E T,

=PI E DLW —H L RXRRT - Tr A L THHEEXECE— RIZT 7 A7
HZENMTEDLDT, VAT LA X =TI RAT— RELBICHRMT A 0ERRL 2D
F9, 2=V =N A VEHIEHEEXECTE— F (BXOI_XCoa~vwr R) 77t A
TEXDHE9ICTHITE, 2=V —DFEL~VE2 (T 74V E) ~15ICHRELET,
n—Hva~vy REAIZRE LIza, 2—P—1Z, ZORMEL VLT O L~LZEND
YTHhTWhavwy ROLrEANTEET,

ASDM EIEEE = I:llL:\I:IIEOD EQEE

ATy T

AAA FRREDOF I )b 6 TR EFRGEE LAICTE 9, ASAIFFEHAEL PKI FJ A bR
A2 MIHBAELTHIELET,
IR HEIIZ

ORI, v v—T v RE—RTOAYR—FENET,

FIE

AEAERRREE A R — T M LET,
http authentication-certificate interface_name[match certificate_map_name]

1 -

ciscoasa(config)# crypto ca certificate map mapl 10
ciscoasa (config-ca-cert-map)# subject-name emailAddress www.example.com
ciscoasa(config)# http authentication-certificate outside match mapl

SEFAEFGEEA v X —T oA AT LICHRETEET, TORE, BEHTELZAN LV H—T A A
FIINEA 2 —T = A A EOFEHFICOWTUTFFAEDIS RN RE IRV £4, a~2 N
EHEEERTE, B oA 7 —T =4 A LTHEPERGEEZ A X — T M TEET,

. EETIEX
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ATy T2

asomzimEziose

FEAENGENEF~ v 7L =8I 2 Z L A2 ERICT DT, matchF—TV— RE&~ v THZHEE
L %9, cryptocacertificatemap =~ RZEAL T, ~v 7R ELET,

({EE) ASDM TiEMEMN b 2 —H = 2+ BRI T 2 Btz E L £7,

http username-from-certificate{primary-attr [secondary-attr] | use-entire-name |
use-script} [pre-fill-username]

&1

ciscoasa(config)# http username-from-certificate CN pre-fill-username

F 7 )L hTliL, ASDM IZ CNOU etEa R L x4,

o primary-attr 5140%, = —HF 4 OHMHIER T2 BMEEZEE LE 7, secondary-attr 514513,
F S a T, a—PF—LEHMHT A0 T T4 < ) Bl e — I AT B0 @M
ERELET, ROBEEEZFEHTE £,

«C:

«CN : @4

+ DNQ : DN {&ffi+

* emailAddress : BT A —/L7T KL A
« GENQ : AR EA 1
*GN: 4

el A= %L

«L: Tk

* N : 4

« O : ik

+ OU : Fiik AL

*SER : U T ILEKF

« SN :
* SP : HBE I
o T . %k

+UID : —%—1ID
«UPN : 2—H— 7 1L 4
s use-entirename ¥ — U — R TIZI DN L&A ZH AL E7,

s use-script ¥—7— R TIXASDM I K> TA R E N Lua A2 U7 F &AL E T,

s prefill-username —7 — KT, fiEzROH 7007 Mla—F—ARNFRIATI S
TWET, TOZ—V—EREINAD LIZb D L B D56 RO —Y —& )RR

EETIEX .
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B e=sacs s cuBL0ASIM 7 & £ ROHR

ANSNTFH LWEA T a TRy 7 ANFRINET, €I, BREHONSRAT— & A
NTEET,

EHEFAIZL S CU E LU ASDM 7 7 £ X D HIR

ASA TlEa2—V—DFGFICEHT /¥ A 2a—V—L IV E— T/ R 22— —%2 KB T&
HrX9iioTCnET, 22—V —o—nEXBTEHIET, VE—F T EAVPN 22— —
RF Yy NT—7 T A 2—P =N ASA ICE B A LT 20 N TEET,

1R BHEIIZ

RADIUS F£7/-IX LDAP (¥R Vv EVHTEH) 21— —

2 —H—73 LDAP #H CRBRES LD & A4 7 1 7 LDAP @I & % DfED Cisco ASA JEPEIZ
~ BT, FREDOFFATHERES R SV E T, Cisco VSA CVPN3000-Privilege-Level DfiE %
0~ 15 OHIF TRE L7=%%. ldap map-attributesldap map-attributes =~ > K& LT, LDAP
JE 1% Cisco VAS CVPN3000-Privilege-Level (Z~ >~ B> 7 L £,

mmmmmTmemeEﬁﬁ\mmmsmﬁkiUﬁTE*®F%&LTWW$mmn
AvtE—UTHEHEINDGE, ZOBMITHRIE SN c2—F—ICEDZ A TOV—E A% 5
TODERET DDA INET,

RADIUS Cisco VSA privilege-level @ (24— 1D 3076, ¥ 7 1D 220) 7% access-accept A
=V TREEINLIGEIE, 2= —OHRL NNV ERET DD S E T,

TACACS+ 1 —H—
Iservice=shell] TFFAIATER S, P — 23— X PASS £ 7-1F FAIL TIo&E L 9,
O—Ah)L 1—H%—

BE LTma—Y—4IZxtd b sarvicetype 2~ > REFHELET, 7 7 4/L FTlE, service-type
IZ admin . aaaauthentication console =~ R CHEINEZTRTCOP—ERITK LTIV
TR ARHFRENET,

EEFAIDREMS

EHIFAIO AAA Y —_— 2 A TBIOFEDREIZONWTIE, ROKXEZRLTIZEN,
ASA TIHINODMEZBHEMH L TEHET 7 A LV ZRELET,

BELANJL RADIUS/LDAP O TACACS+ B AB—AIL T—3R—ZXDE
(RyEVIEh %
=) B
[Full Access] : aaaauthentication console = | Service-Type 6 (7 F |PASS, ##HEL L 1 |admin
~ K S=ZARL—F 4

7). Privilege-Level
1

. EETIEX
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wEHAICL S cUsLUASIM 7 5 £ 204 [

EELANIL

O—AIL T—ER—XDE
%

RADIUS/LDAP TACACS+ Bt
(RyEVTEh

=) B

[Partial Access] : aaa authentication console
avy RCRET DL, CLI £721% ASDM
WX T 7 B AR S NET, 7272l
aaaauthentication enableconsole =~ > K%
i L C enable 38GEA X ET A, CLI
y 2 —% —(Tenable =~ RZ&H L CHr
MEEXEC E— FIZT7 7 B8RS HZ LT
FHEA,

PASS. HjHEL L 2 |nas-prompt

Uk

Service-Type 7 (NAS
A= 20 DEN
Privilege-Level 2 LL I
Framed (2) B8 XL
Login (1) —t & #
A ZIEFECH DN
E9

[NoAccess] : ‘BELY 7 B ADEL S IVET,
Z——|% aaa authentication console =~
v RFThHEESNZEWW IO —EX LM
TEFEHA (smid F—TU— NIREET,
DFED, VU TN T I ERTFAINE
9) , UE—hK T7TZ7EA (IPsec BLW
SSL) =—H—i%, SIEHmMEBAHDY E—
KT 7vA®Yy Y a CERIERBIOKT T
TET, oTXTOY—EX 217 (R
AR, 777 A E) bERERICABE IV E
R

FAIL remote-access

Service-Type 5 (7 7
rRT7 2 R)

FOMOHA FSA4 >
TN Ay — A T RIERITAICEENET A,

o ZOMREAEHT HIIE, BHET 7 B AIZAAAGR

BGELRETAXLENRHY 9, CLIB L

PASDM 7 7 B ZZREEDOHRE 24 2—) ML T 7ZE W,

« NEFEFE AT 2 5E1E. ZOMEEE A X — T NS THHEIC, AAA —— T )L—TF
ERELTBMERHY 97,
cHTTP¥F L. v 7N N—F v KE— RTOLAYHR—FZINFET,
FIE

ATy T

Telnet & SSH OE PRI F] 2 A F

— 7z LEY,

aaa authorization exec {authentication-server | LOCAL } [auto-enable]

auto-enablex— 7 —
EXEC &— K|

1 -

REMEH LT, o2 2 /i DB, 7 A 45 & ST

THEIMIZAD ZENTEET,

EETIEX .
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ciscoasa(config)# aaa authentication ssh console RADIUS
ciscoasa(config)# aaa authorization exec authentication-server auto-enable

HTTPS D& B %2 A 2 —7 M LET (ASDM) .

aaa authorization http console {authentication-server | LOCAL }

1 :

ciscoasa(config)# aaa authentication http console RADIUS
ciscoasa(config)# aaa authorization http console authentication-server

1

WOBNL, LDAP @it~ v 72 ER T 2 HiEERLTWET, ZoFITIE, X2V
T4 ARV —IZL 5T, LDAPIZ L > TRFESNL TN D2 —HF =N, a—HF— L a—
RDT7 4 —)b RETII/NT A—F D title & company %, IETF-RADIUS service-type &
privilege-level ICENEN~ v 7T D52 L EEEL TWET,

ciscoasa(config)# ldap attribute-map admin-control
ciscoasa(config-ldap-attribute-map) # map-name title IETF-RADIUS-Service-Type
ciscoasa(config-ldap-attribute-map) # map-name company

W’ OFITIL, LDAP Bt~ v 7% LDAP AAA — _X—IZH#MA L E£7,

ciscoasa(config)# aaa-server ldap-server (dmzl) host 10.20.30.1
ciscoasa (config-aaa-server-host)# ldap attribute-map admin-control

aAv Y FEADERTE

Oy RDT 72 AEHIET 5548, ASATIEa~y RFAf 2% ETE, 22— =2 HlHT
EHavy RERETEET, 774V FTEH, v/ A4 035 Ea2—P—EXECE— RIZT ¥
TATE, HIEBEOa~vy RETHNEESNET, enablea~2 8 (721, v—h v 75—
ARX—2%HT 5 & E T login av 2 R) ZANT 5L, FHEEXEC E— FBLX O =7 ¢
Falb—varavy RegbREla~vy RZT772ATEET,

WD 2 oD a<y RHEAFRKOWTNLEHEH T £,
o O — I VERHE L ~UL

* TACACS+ H— /N—RifE L~ L

. EETIEX
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SRS Celhive .

a2 REERIIZDLNT

g~y REAZHCL, KRBBEHLDOL—F—ZOHha~vy RANEHFRTHZILENTEE
7,

HR—bEhdavy FEATAK
WD 2 HODa<wy REFAFROWTNH 2R TX 4,

e O —NVEEHEL UL s ASA Ta~y FEREL A ZRELET, B—H/L o—HF—
RADIUS == —#—_ F72|XLDAP = —#%— (LDAP J&4%:% RADIUS B~y B> 795
Be) ZCLIT 7 BAZOWCRAET 256, ASAIXZED2—H—%n—h /LT —HX—
A, RADIUS, F72ZLDAP 4 —N_—TEHZIN TV IHHEL VLIRS EET, =2—
P—ix, BIVECONTER/HHELASAVUTOa~vy RIZT7EATEET, 73CHD2—
=L, T s/ 35L&, 2= —EXECE—F (L Lo EiZloa~vy
R) 2727 ALET, 22— —F, FHHEEXECE—F (L2l koa<wr R) o7
AT L2OIZH N enable 2~ RTREAET 220, login 2~ RTr 7 A (m—7
T = NR—=AZ[RD) TEET,

N

GE) 0= T =R AN =P —DFAE LR TH, F7/2CLI
SRAEC enable FEEN AR WEE T, n— L o~ RiFa] &2 ff
JATEEd, bViT, enablea~r REANTHE XV AT
LA F—TNNRAT—=REANTDHE, ASAICE>TL~UL 15
WCEPNET, WIS, TRXTOL_LDA X—T )V I/RA T — K%
ER L £, Zhick v, enablen 2~15) #ASLT-E =1,
ASAIZ X ST niZi@ND L HIC2 0 Ed, ZnborN
VI, v—vavwr RFREAEMNITHETHERINEE A,

« TACACS+ H—/X—H5HE L ~UL : TACACS+ H—/"—T, 2—HF—F 71T/ L— 7 CLI
T RBACOWTCRIELZB CHEATE s a~r FERELET, CLIT2—F =2 AN
THT_RTCOa~r FiE, TACACS+ — _"—THFESNE 7,

tXal)T4 ATERAMEOATY REFTA
AAARTEITZ U THFA I EICENTHY, = TFA METHEREINEE A,

A RHFAZRET 25, FEF 27T 4 2T XA NRIXICRET HDMENRH Y £
T ZOREICLY, BARLEX2VT 4 AT IRA M LTRRL A~ FIFTZETT
ETET,

X2V T 4 ar7xRA MUV BEALEE. BHEIL, /A URICEEL 2=V 4T
AFAENDa~vy RRH LAy TH A bty a yTRERD RN H D Z L0, HLW
ATHERAPTEAT Y FFARE ST KRESIVTWRWATREMED B D Z & 2 @RBHIZEV T
XTIV, avy FFAREF2 VT arTHA ML TRERDIGEND D Z & 2EHE
DEFEL TV E | IRELAEC D ATREMER & D £,

EETIEX
I
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avy MERLAL

6=

N 2 TTE R A,

ITa~<2 R

VAT DFETAN—ATIT AAA a~ 2 RN PR—

rERARNWED, VAT AFETFANL—RT

FI7 4 M TR, RO~ RBNEHEL L 01T
RIZFFHEL -~V 15 1B B TonEd,

» show checksum
* show curpriv
A4 3x—T It
* help

» show history
* login

* logout

* pager

+ show pager

« clear pager

* quit

« show version

a7 4 FXal—YaryrE®—FRavr RE15 L0EVL-LIcBEIT 2841

< RHEICLMIBEH LT ZEY, 20X oI
TaryE—RNIIADZENTEEH A,

A—AJ)L a7 FHFRIDETE

ATy T

O—H) avwy REFAZEHLT, a~vr Rad 16 DEHEL~L (0~15) 1D
HZEMTEET, T74VFTlE, Fa~r NIIEHEL L0 F21F 1512
., Ba—P—1FE B TOHNIREHEL VLT

T, o AR ORI E R T

Da<w REANTEET, ASA L, v—h)L F—H~_X—A_ RADIUS ¥—/3—,
LDAP #— 3— (LDAP J&1E% RADIUS BMEic~ > B 7T 5848) |

PR L~V E R — R L TWET,

FIE

BHEL -~ ica~y RESID Y TET,

B LB THNET, TOMDTRTHOa~

. configure =
Ligne, a—F—Farr7 ¥zl —

#D YT
HOYTHONE

EQ el
ICERSNTND2—

privilege [show | clear | cmd] level level [mode {enable| cmd}] command =~ >

. EETIEX
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1 :

ciscoasa(config)# privilege show level 5 command filter

HEDYBCTF Lo~ N LTCZoavy Re@yiRLET,

oo ROF T at, kOEBY T,
eshow|clear j[cmd : ZHLHDA T Vg F—U— RaefHTH L, 2~ RDshow, clear,
F 7213 configure TEAUT K L TR T FHEARETE £7, 2~ FD configure TEUL, 18
W.OREFEa< R (show £7-0dcdear V7 4 v 7 272 LT) F-idnog e LT,
AT 4 FXalb—raryOEFEEFEREITEATT, 2b0F—UV—RonTnng
FEALRWERIE, a~<r FOTRTOEANEELZITET,

o leve level : 0 ~ 15 OERJE,

« mode {enable|configure} : . —%# — EXEC & — R £ /- I3FHEEXECE— RB LU= 7 4

Xal—rvalryE—RTavr FEANTLHIENTE, ZOa~vy FRRKE— R TR
LT arEFETTLIHEAE. TRODOT— FOHEL L EERIZRET D2 LN T
%\ij—o

*enable : == —#— EXEC £— F L ff# EXEC E— FOW G Z4EE L £7,
- configure : configureterminal =~ > RZEH LT 7RSS a 7 4 F 2 b—
varE—RFEEELET,

» command command : FXEL TWbHa~vr K, RETEHDIE, main 2~ FORHEL X
NEF T, 72E2I1E, § T aaaa~y RO LV ERETE £98,
aaa authentication =~ > K & aaaauthorization =2~ RO L~V ZEANCERETX 4
Po

ATvT2 ((FE) a~vy RRADZOD AA 22—V =GP LET, Z0a~vr e AT LN
By ASA L, B—HN F—=FN—2 2—F =D L~V ZF 2R — L, o XA 7D
J_ﬂ:_%jﬁ/\vfa‘ﬁjjﬂ/ }\’C\‘]//\‘\/I/ 15 &:%IJD uzzlfiﬁ—o

aaa authorization exec authentication-server [auto-enable]

51

ciscoasa(config)# aaa authorization exec authentication-server

BT, Zoavwy FIIEHEEE AN LET, BHTICLS CLIBLXWASDM 77 &
ZDOHIE 28 =) 2R TLIEEN,

AT T3 m—hroa~vy REHELLVOERZHENCLET,

aaa authorization command LOCAL

51

ciscoasa(config)# aaa authorization command LOCAL

EETIEX
I



gE7tx |
B o—rra~ rmaoz:

g REEL L EZRETHHEEIE. Z0a~vr R Ta~vy RFAEZRELRWRY, a<
v RHFRIIESEITESNE R AL

//

!l
filter =~ FOEAITIRD LBV TT,
«filter (configure 4+ 7> a izl v FRENET)
» show running-config filter
« clear configurefilter
R L~ Nz AT L IHINCRET 52 LN TEET, Fd, ZoF7varzx

BB LTI NTORRCF CREL NV ERETH L TE iﬁ‘o wix, Felz
TEBNZ R ET 2 7RO T,

ciscoasa(config)# privilege show level 5 command filter
ciscoasa(config)# privilege clear level 10 command filter
ciscoasa(config)# privilege cmd level 10 command filter

F7m. ROBEITIE, T_TO filter 2~ > RZF U L-ULICRET HH 2R LET,

ciscoasa(config)# privilege level 5 command filter

show privilege =~ > Rik, BRZ 5T TERRLET,

ROFITIE, modex—7— RO HFEEZRLET, enablea~ > ML, = —%—
EXEC E— R B AN TDMERH Y £3, —J7. enablepassword =2~ > Fid, =2
74 FXal—vary T RFNTT7EATE, LMWL BLETY,

ciscoasa(config)# privilege cmd level 0 mode enable command enable
ciscoasa (config) # privilege cmd level 15 mode cmd command enable
ciscoasa (config)# privilege show level 15 mode cmd command enable

WKOBFITIL, mode ¥ —7U — REMHT 5EM=2~ > K (configure =~ K) ZRL
i‘j‘o

ciscoasa
ciscoasa
ciscoasa
ciscoasa

)

GE)  Z otk DOITIE, configureterminal =~ > RIZBE 247C9,

config
config
config
config

# privilege show level 5 mode cmd command configure

# privilege clear level 15 mode cmd command configure
# privilege cmd level 15 mode cmd command configure

# privilege cmd level 15 mode enable command configure

. EETIEX
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TAcACSs H—i—cnavy kosz [

TACACS+ H—/A—TD a7 KDHRTE

IN—TEMlx D2—F—DHFTa 7 7 A 3R —F k& LT Cisco Secure Access
Control Server (ACS) TACACS+ H—N\—Tav FZHRETEET, F— KK X—=F7 14D
TACACS+ H—_"—DHAI1E, 2~ FFAHR— bOFEMIZ >N TiE, ZHEHOY——0
Y=a T VEZRLTIEEZN,

Cisco Secure ACS X— 3 3.1 Ta~vwy RERETHIHEAE. WOHA RT74 025 LT
<TEEV,

cASAIL, VY= avwr RELTHFAITHa~vy REEFE L, TACACSH— —Tv = /b
av U RELTavr RERELET,

N

() CiscoSecure ACS (21X, [Ipix-shell] EFREND a~> K XA 7N
GENTVWDIEHARHY 9, ZOX A TILASA 2~ RiFd
WHEALRNTLZE N,

« av Y ROKRHIDU—RIX, Afra~vr RERREINET, TOMOYU— RiTTCTH|
HERAINET, L, permit 21X deny DRICELS LERH D £,

7= & 21X, showrunning-configuration aga-server =~ > R&FFA[ 351213, a~ R 7 4 —

/b R1Z show running-configuration ZB1 L, 51¥~7 + —/L RIZ permit aaa-server % A/
LET,

* [Permit Unmatched Args] F— v 7 RN > 7 A& A 10T 5 & BRICHES L TunzZeng
ThOa~vy Rl aEd#Fr TEEd,

72& 213, FFED show 2~ RERET DT T, TXTD show a2~ RBRFI I
F9, CLIOMAEZ R TREAFCAKERE, a~vr FOEEEZ T XTPETLHLEN
R IRDHDT, ZOFEEMATHIZL2BED LET (ROXEEH) |

1:EES DI RTOITY FOFTF

show [V iPermit Unmatehed Args

114412

AddiCommand | Femowe Command |

cenableC help 2 &, H—U—FDa~r RIZOWTIE, 20 a~y FICHEDBBRWEE
Th, ~HLRWVSIEREHATLILENRDHY £+ (ROMNEZZH) |

EETIEX .
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B2:BE—J—RFODav > FOFA

[ Permit Unmatohed Args

114411

Add Command | Remove Command |

c SIBEHELT 52T ZO5IEDOHENT deny A LET,

7= & ZI1X, enable =~ RZFA[ L, enablepassword =2~ > RZ# A L7aWGEI121E,
avy N7 4—/V RiZenablex AJJL., 5137 +—/v FiZ denypassword = A/ L £7°,
enable 7213 RFF A S 5D K 912, 47, [Permit Unmatched Args] F= v 7 R v 7 A& 4
IZLTLZSn (ROKESR) |

X 3:51%0EE

[ Pemit Unmatehed Args

deny pasanard

Add Command Remowve Command |

114410

AR RIA L Tavy FEEABETANILIZSGE, ASAIZT V7 4y 7 AL AL 2
~ VU REZERRTXAMIEBRLETR, ZOMOSIHBITIATI Lz LBV IZ TACACS+
P R—ZEFELET,

7o & 21X, shlog & AJ) 2% & ASA 1358472 =2~ K show logging % TACACS+ H—
N—lTHELET, —J7, shlogmess & ATJT 5 &, ASAITER &7z~ K show
logging message Cl&72 < . show loggingmess z TACACS+ #— "—TikE L7, HAEE
ZTRLUCHUBIEOERD A~V EHETEET ROKESR) |

. EETIEX



| gE7 +Z

Tacacs+ o v > rranzz [

4: BT OIEE

[T Permit Unmatehed Args

permit logging
permit logging message
permit logging mess

114414

Add Command | Remowve Command |

s FTARTO—P =T LTROERT~ L FEFAITLZ L2880 LET,
+ show checksum
« show curpriv
A=t
* help
« show history
* login
* logout
* pager
* show pager
« clear pager
* quit

» show version

TACACS+ O <7 > FEFRIDEXTE

TACACS+ 22~ RiRa[# A4 X —T7 /WL, 2—H—NCLITa~r FEANTDH L, ASAIZ
ZTDa<wy Fea—PF—4% TACACS+ Y — R—IZXEFE L, 2~ RREAINTWENE D
MEHBILET,

TACACS+ 2~ R A 2 —7 WM T BRI, TACACS+ »r— _R—TEFZEINTZ2—H—
ELTASAIZRTZ A L TNDI L, BELWASA OBREEKT HT-DICM T a~ 2 RFFA]
WD EEHERL TSN, &2, T TCoOa~vy BRI ESNFHla——& L
Tl AV THVERSGDET, ZOL2C LNt BRET v 7 70 FEI5A[REMEN
HoEF,

EETIEX .
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—

A—AJL T—

BHRL7ZEBVITHEIET D Z EMER CTEDHE T, REZHRFLARVWTLSZE VY, FEWZ X
Ve vy 7 7T NENTHEE, BEIZASAZEHREITHZ LICL - T 7 AZRIETEET,

TACACS+ AT ANFERIZLZE L TEETE LI L4 LET, LEREREEL LIS
W, WEIT. SBARITE TACACSt H— 38— 2 2T AL ASA ~DERTLEFER N LETT,
7= & z21E, TACACS+ Hr— 38— F—)LC, A v B —T = A A VIR SN 1 DD —R—L
A B =T oA A 2IZHEH SN ROV —_"—%EDFE T, TACACS+ hr— "= TE
WA 7+ — RNy 7 FRE L Tr—BL a~vy RTFAZ2RETH L L TEXET,

TACACS+ —N"—%fH L7za~y RFRIZHET AL, ROFIRZFEITLET,

FIE

WhDa<r ReEASILET,

aaa authorization command tacacs+_server_group [LOCAL]

1 -

ciscoasa(config)# aaa authorization command tacacs+_ server group [LOCAL]

TACACS+H—N—ZfEATERWIGEIF, e —DIN T —FRX—=R 5T 3 —NNy 7 AL L
THHTDHIEIICASA ZHETEET, 74— AN\ T EZHRTHITIE, —— T 1—
THDOHAIZLOCAL ZHEELE T (LOCAL ITKIXFE/NLFERINLET) , a—HL
T =S _R—=ZATIETACACS+ V==L R L2 —P - BILORRAT— REEHTH 2 L 24t
TLET, TN, ASAOT a7 Tk, EOFEMEA SN TWVEDIRENRNZDHT
T, TR —HL F—FR—2ADa—H— b aw FEHEL_LEREL TS0,

BAR—R A—HY—D/INAT— KR —DEFE

a—hLF—H_XR—2%fH LT CLI £721% ASDM 7 7 T A DL HRET AL, FBE
HMZRE5 La—YP— 2 XAT— ROEFEZER L, AU — ROKEE & RIRETE T
REDNRAT — PRI T2 BRTHLRAT—F R O —%HETEET,

NAT— KRR —Fu—n 75— _X—=2AeMiflT5EHa—F—IZx L TOLBEH I
¥, e—HNTF—ERXR—AEFATEEFOMDE A TDRNT T 47 (VPNRLAAAIZL D
Fy RT—2 TR E) R0, AAA P — |2 Lo CHIINF2—F—I1ZiTEHINE
A,

NAT—RARY —OREERIT, BERENO2—F =027 — FEEEFTLHE, L
NRAT— RIZx L TANRAT = RRY U= SN ET, BHfFO/SRAY — RIZHoWTiE, BT
ORY —ndEHSET, HrLAY > —iX, username =2~ > F35 X O change-password
avy REHEA L SAAY — ROEFICHEA S hET,

. EETIEX
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ATy T

AT T2

ATvT3

B—hL F—a_R—2 1—F—0 27— K Ky v—oBE |

1R BHIIZ
e — N T —H_X—=2%FH L CCLIEZIZASDM 7 7 £ 2D AAAREZHRT L E7,
e — )T —=E_R—= AN = —ZEFEE L E7,

FIE

(F7var) VeE—bF a—HF—DR 2RV — FOFOHIMEZ B TRE L £7,
password-policy lifetime days
£

ciscoasa(config) # password-policy lifetime 180

GE) Ay Y= W= bR LTWD2—F =%, "ZATU— ROFZHIRAEIN TS
ny 77U NENEEA,

HEh72 MBI, 0~ 65536 TF, F74+/L MEIZ0 BT, Z08E, S2AT— Nk L CHR
Iz 8 A,

INAT— ROFHYIRNEIN S 7THANZ, BEX v B—URFRENTET, AT — ROFL)
WIREREINDE, VE— b 2—HF—DI AT A T 7 ERATHEGINET, EHIENEINT
BT VAT HITIE. WOWTNULOFIEEZFEITLET,

OB IZ username 2w REFH L TR T—REEFLTHLHWET,
WL ) — L R—Nr A LT, NRT— REEFELET,

(A7 ay) FLWLWRAT— REHENWARRT — RTEDLRITIVUER O WR/NCFER AR E
L/i‘é—o

passwor d-policy minimum-changes value

1 :

ciscoasa (config) # password-policy minimum-changes 2

HEh72 B, 0~ 64 LFTYd, 57 4+/L MEIZ0 T

X2y T TIIEIEKF LET A, LIER- T, FrLvwIR T — RCEH &5 0508,
BUED/SAY — RO EZIZHMHA SN TORWIGEIZIRY | NAT— FREESNIZEHRE
nET,

(7 ar) RRUV—ROR/NEEZRELET,
passwor d-policy minimum-length value

% -

EETIEX .
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ciscoasa(config) # password-policy minimum-length 8

HRh7p B, 3 ~64 LFTY, HEIND /AT — ROK/NRIT 8 XFTT,

ATvT4 (AT var) NAT—=RIZED L RLF- O/ MEEEZHELET,
passwor d-policy minimum-uppercase value

1 -

ciscoasa (config)# password-policy minimum-uppercase 3

HRh7eEIE, 0~ 64 LFTT, 7 74/ MEIX, S/MEER N2 &2 EKT S0 TT,

ATvT5 (AT var) NAT—=RIZEDL/NCF- O MEEEZHRE L ET,
password-policy minimum-lower case value

1 -

ciscoasa(config) # password-policy minimum-lowercase 6

B/ EIE, 0~ 64 LFTT, 7 74/ MEX, S/MEER N2 &2 EKT 50 TT,

ATvT6 (AT var) NAU—=RIZEDLEFOR/IMEEEZHRELET,
passwor d-policy minimum-numeric value

1

ciscoasa (config) # password-policy minimum-numeric 1

FHh7eEIE, 0~ 64 LFCTT, 7 74V MEIX, S/MAER N2 &2 EKT S0 TT,
ATy T17 (A7 var) RRU—RIZED DR FOR/MEEZRELFET,

password-policy minimum-special value

51

ciscoasa (config) # password-policy minimum-special 2

AZNZEIE, 0~ 64 CFTT, FEACTFICTIE. L @ #. 8. %, N & % (L BEO) S
ENET. T MEE, B/MEBD RN L E2ERT 5 0 T,

ATvT8 NAU—REFAAEZEIELET,
passwor d-policy reuse-interval value

51

ciscoasa(config) # password-policy reuse-interval 5

. EETIEX
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ATvT9

ATy 710

INAT—KDZESR

rzr—rozE [

DRI SN2 ~THDO AT — R e —FF 52U — ROFAHEEELT 52 h T
£, LURTO/ XA T — R, password-history =~ > R&H LT, Bk S B T2 —
P —ZOFREIRIFEENET, ZOa~vry Fea—P—0NRETHZ LT TEEEA,

AW e —F T HRAT— REE L ET,
passwor d-policy username-check

(A7 vay) a—Y—RNHHONRAT — ROZEF|Z username =< > K Tix7<
change-password =2~ > RZEHT 50BN H 50 %% ELET,

passwor d-policy authenticate enable

i -

ciscoasa(config)# password-policy authenticate enable

TNV ENREFT A =TV TT, EHELDHETH, 2—F—3NATV—RE2ERETLHZ
ENTEET,

ZORREEAMNILT, username 2 v REEH L TARAY—REZERL LI 5L, K
DTT— A vE—URFRINET,

ERROR: Changing your own password is prohibited

clear configureusername =2~ > REZEH L CTHSOT AV v FEHIRT 22 L b TEEHA,
HEEZRATZGET, ROTT— A v —URERINET,

ERROR: You cannot delete all usernames because you are not allowed to delete yourself

NAT—=RARY —TRRAU— FORHHEZRE LcGa, ARz ERE5 L AU —F
EHLVWRRAT — RICEETLHZMLERH D T, NAT— R —iExE A 2—7 MLz
LA, ZONRAT— RERORAXF—LABMETY, NAT— RKRY V—BFENA £ —7 /LT
RWERIE, ZOAY y REFERATLZES, B —Y—T WV MEERTLHI L HTE
£7,

username /XA U — REEF T H20E, WOFINEEZFZEITLET,
FE
woa~<y ReEATTLET,

change-password [old-password old_password [new-password new_password]]

51

EETIEX .
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ciscoasa# change-password old-password jOhncrlchton new-password a3rynsun

av Yy RIZHIHOSRAT — RE AT L TOWRWEEIX, ASAICE > TANBRD LN ET,

074 ODBEZEMLTERTT S

ATy

T 7N b TR, v A VERIT 0 AMRFSHET, JOMREZENICT 50 W Z K
K365 HETEAHETEET,

48 SRS

cn /A VI =y F (&) ZEIRFINET, T A —NR"—BLOT TAH
U ZBRETIE, o=y "AHEOu A VIBRROREEFELET,

/A VOBRET—X1%, Vua—RK3nd ERFEESNRLS R0 £,

1oL Fo CLI®E#FR, (SSH., Telnet, > U 7/ 22V —)L) TH—H/L AAAFHIEE A
F—=T NV LTEEE . AAAY—R—Da—VP—£Fidu—IN T —ZX—2AD2—F—
AN Z ORSREN B S E T, ASDM O a7 A VITERBICIRE SN E R A,

FIE

n A DBEOHIM ZRD X HITHELET,
aaa authentication login-history duration days

1 :

ciscoasa(config)# aaa authentication login-history duration 365

days # 1 ~365 HICRXETEET, 7 74/ MME 90 TY, vnr4 VEREEHIZT HITIE,
no aaa authentication login-history = AJj L &7,

a—YP—Rur A 3T5HE, UTOSSHOFIDO XL HIZ, BHFOu /A VBREREREINET,

cugel@l0.86.194.108's password:

The privilege level for user cugel is 15. The privilege level at the previous login was
2.

User cugel logged in to ciscoasa at 21:04:10 UTC Dec 14 2016

Last login: 21:01:44 UTC Dec 14 2016 from ciscoasa console

Successful logins over the last 90 days: 6

Authentication failures since the last login: 0

Type help or '?' for a list of available commands.

ciscoasa>

ATwT2 n /A VBREROLIICERLET,

. EETIEX
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EEBT7ItX

ATy T

ATvT2

g7z 771 0908%

show aaa login-history [user name]

i

ciscoasa (config) # show aaa login-history

Login history for user: turjan

Logins in last 1 days: 1

Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: 0

Last failed login: None

Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018

— A\ E I-._I
ThOUTA VT DERTE
CLICshow 2~ KPS D a~>y REANTDEE, THUrT 427 A vt— % TACACS+
TADT AT == TRETEES, 2=V —nnl A 95L&, =2—F—»enable
aw  REANTDHEX, S —Y—Na<wr RERITTILEXOTHT T 4 o T 5k
ETEET,
av Y R T T 4 TR TE 59— 3—(%, TACACS+ 721 T,
BT 7 ABIOAS R2—T N a~ R T AT 4 T RHBRTET HICE, ROFNEEEST
| =

FIE

RDa<r Re AN LET,

aaa accounting {serial | telnet | ssh | enable} console server-tag

1 :

ciscoasa(config)# aaa accounting telnet console group 1

BN —"— Z)—7F 71 k21T RADIUS & TACACS+ T,

AR RTAV T 4 o T AR—=T M LET, TACACS+H— =72 R a~ 2 RT7 Ay
YT 4T EYR—FMLET,

aaa accounting command [privilege level] server-tag

1 -

ciscoasa(config)# aaa accounting command privilege 15 group 1

EETIEX .
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privilegelevel &9 F—U — R &GO XTI THR/NFHEL L TH D |

gE7tx |

server-tag %41 ASA

Wa<wy RTHOT 40T A vB—U%FET D TACACS+H— 3N— T —T DLETTT,

Ovo 7 oD EE

ﬁm Yo Tit, ZV/FﬁT%Cumﬁ%ﬁ/ I3 BE. ASACLIbu vy 77T hENRD

B ET,
ﬁf :/74%;V~V§/%ﬁﬁbh

@i‘a—o
RDFE

R1I:CUBIES VIV FHFROOYITI M FUF

2. AR e v 27U MRIFE ZORIEEE R LET,

WX, ASAZHEENT L LICL - T 78X 2B TEET, 2L
BlE, By 77U FENTERITRDATHE

PEDN S

Ay 79 &
BEHE #% £RBA K DU E—F ([®EE: JILFE—F
v —71)V CLI %3 D‘—‘jj/l/:f:‘_‘& =—7J v '7‘*&“\'_ Dﬁ\/]):/]\/\ INAT— R & | 2L TIN5 ASA~DT v

NR— A | —

AN 22— — N ELE

aaa A~ FN&UEy L

VarEERLET, VA

P—DNRELT | LARWEAIE, v/ 1 | £1, T RFATAR—=ANEG | o
[AYA4AN YTCET, 2—%—0 VT A MBI EZT
BIMLTEERA, =P —ZBMNTBH &N
TXxFET,
TACACS+ o<y | —R_"—NE T | P—_—NHERFET|L vl AL, RAU—|1. ASATRy NU—7 =z
REFA] YLTWADE | BAEAEIE. vr A F& AAA 2= R%& 74 X2l — g
PEAHE ba<wr ROANET Uty bLET, MNIELL NIz
TACACS+CLI 33 . SN,
Tx—NNv T | EERA 2 S F T L P N— N B FEARHE T
RADIUS CLI§8FE | FaZ=FE LT ' &%rmo77ﬁbg HLEBRIT. AA vF
[AYA4ANR - MNHASA~DE Y 3

nenksic, v—n
TR R R

T A=Ay 7 R E
LCHRELET,

VEHRLET, VA
T DELT A= AN

5, arTHFAMNIY]
DEZ TRy hU— 7
EHRETDHILMNT

XET,

2. —R—PRHxT L]
Lxltey Ty b
nnk oz, v—7n
TR %
T =Ny 7 R E
LCTRELET,

. EETIEX
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ez 7oez0E=495 |

HrE

Ay Y7 k5
1

Bl

sk T E—F

SR YILF E—F

TACACS+ =2~
REFH]

T3 7R FHED T2
W —H—F 7
IXFFFE L7220
2—HP—L 1T
=7 G DY

A~ FRFAIAA F—
T 0 ETH,
2—PF—T bl =
~2 REAIITERL
7m0 ET,

TACACS+ #—/N—D 2 —
P—=ThUr NEEELE
R

TACACS+ th—/3—~D7T
7B AMED TR <. ASAET
SICERETHHLERD DY
B, AT A R—
TaaviiunrsA4 L

T, NAU— Rl agaa~
Y KFEUVEYy FLET,

AA v TFH ASA~DE v
alrhkELET, VA
T ARTAR—=ANG, 2
CTRANMIGIVEZ T
V74Xl —T g DE
WERETTDHILENTEE
4, £7-. TACACS+ =1/
74X 2lb—v g EEE
THETaAvy NiFa &

Fae—TNIcTBHIEY
TZET,

o—H) avw R

Gl

T3 7R FHED 72
Na—F— L L
T/ A42L7T
W5,

A= REFAIA R—
TIAZIR Y FT N,
a—P—FZnl k=
~ REATERL
0 ET,

al AL, NRAU—RE
aaa 2~ K&UEy ML
7,

AL F IS ASA~DTE
varEERLET, VA
T AETAR—ANG, 2
VT HRAMIYIY X T
=P — LY EEFT S
ZEnTEET,

FINARTHIHEADE=_Z) Y

THART IEADE=ZY U TIZHONTIE, ROavr FEZRLTIIEE N,
« show running-config all privilege all
o=y iR, TRTOavwy FORHEL~LVEFRLET,

show running-configall privilegeall =2~ RDOHA . ASA ITHHE L~ x5 4% CLI =
v ROBUEOE D Y TER R LET, RIZ, Zoa~vy ROMAFIZRLET,

ciscoasa(config)# show running-config all privilege all
privilege show level 15 command aaa

privilege clear level 15 command aaa

privilege configure level 15 command aaa

privilege show level 15 command aaa-server
privilege clear level 15 command aaa-server
privilege configure level 15 command aaa-server
privilege show level 15 command access-group
privilege clear level 15 command access-group
privilege configure level 15 command access-group
privilege show level 15 command access-list
privilege clear level 15 command access-list
privilege configure level 15 command access-list
privilege show level 15 command activation-key
privilege configure level 15 command activation-key

EETIEX
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+ show running-config privilege level level

Zoa<wy N, BEOEEL LD aw REprsLET, level 5130, 0~ 15 OFiPH
DEFT T2 Y F9,

WOENL, BHEL~ L 101cxfT 5~y RED S TERLTWET,

ciscoasa(config)# show running-config all privilege level 10
privilege show level 10 command aaa

show running-config privilegecommand =~ >

Zoavy NI FEDa~ Y FORHELVVEFRLET,

OB, accesslist =~ FIZk+ 25 a~y FEID Y Ta2RLTHET,
ciscoasa(config) # show running-config all privilege command access-list
privilege show level 15 command access-list

privilege clear level 15 command access-list
privilege configure level 15 command access-list

show curpriv
Zoavy RN, BEOn Ay a—HF—2FK R LET,
Wiz, show curpriv 2~ > ROHFIZRLET,

ciscoasa# show curpriv
Username: admin

Current privilege level: 15
Current Mode/s: P_PRIV

WD F T, show curpriv <> ROHIZHOWTHBH L £,

% 2:show curpriv 2 < > K 7 DEREA

J4—JLF SR AA

[—H—4% (Username) ] [Username], 7 7 4/ b 2—¥—L LT
JA T HE, ARild enable 1 (22— —
EXEC) F7-i% enable 15 (f## EXEC) I
B0 ES,

Current privilege level L~LDOFHEIZ0~15Td, a—h/L a~<
VRHFAERE L Ca~y Rae L
ANUUZEND BTRWIRY | S D L
EL~L0 & 157215 T,

. EETIEX



| gE7 +Z

71z 7owez0E=4925 |

J4—IL R BLs
Current Modes FHFRERT 7 A F— Rtk Lt BY T
j_o
«P UNPR : ==.—#'— EXEC £— F (L
~L0 L 1)

«P PRIV : ¥4 EXEC £— F (L2
~15)

*PCONF: a7 fFal—tarE—
.

show quota management-session [ssh | telnet | http | username user]
Zoawy NI, FHYOBEOE Yy v a v EFRRLET,
Iz, show quota management-session =1~ > RO HHZ R L £,

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

show aaa login-history [user name]
Zoavwry RiE, a—¥—TtonsA UERERRLET,
Iz, show aaalogin-history =t~ > RO HHI 2R~ L E9,

ciscoasa(config)# show aaa login-history

Login history for user: turjan

Logins in last 1 days: 1

Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: O

Last failed login: None

Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018
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HEES A RN ]
TA—L4L1Y)
)—X
SSH & Telnet D/L—7F 3y 7 A & —|9.18(2) N—T N A H—T A AEBIMLT, ROMEICHEHT

7 A A PHR—Fh

EH LTV ELL,
* SSH

¢ Telnet

P/ E S i-a~ > R interfaceloopback, ssh, telnet

CiscoSSH A % v 7

9.17(1)

ASA 1. SSHEHGIZMBE D SSH A v 7 2R LEd, Sbv
2. OpenSSHIZHE-S< CiscoSSH A ¥ v 7 9% K 5 I1ZHER
TEBXICRVEL, T74/0 AKX v 7135 EHkix ASA
AR w7 T4, Cisco SSH 1ZRZ Y AR — K LE,

« FIPS O #EHLiE

L AaARBLIVA—T Y —RAaI =T AL OEHEET
ERAR 72 T
CiscoSSH A% v 7 13k EZY R —F LW Z LICEBELTLEE
A

s VPN Z N LR A v B2 —T = A ZA~D SSH (FHT 7 &
)

« EdDSA & —~37

« FIPS E— R® RSA ¥ —~37
ZID OFRSREDN B 72 A X, 51 EkeX ASASSH A ¥ v 7 % fifi
AT 20ERNHY 1,

CiscoSSH 2 % v 27 Tl&, SCPHERBIZHE TOEENH Y 7, ASA
copy 2~ REH L TSCP H—"LDMTTZ 7 A Va3 —
T BHI1201E, ssha~v FEFEHL T, ASATSCPH— %7 xRy
NARANDSSH T 7B RAZHNT H2MERNH Y 7,

HH/AEEINT-a~ 2 K : ssh stack ciscossh
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9.17(1)

BRERREREIER D v 7 A VEITICRIT 5 &, ASA X —H L
a—Y—%2uv T U NTHGEAERHY ET, ZOMRERIL, FiiE
LoL 1S5S Oa—Y—ZiddH s nNETATLE, 72, BHEE
MT I by 7 EfRETHET, 22— —[TEHRIC e v
7T hENET, EHENZ ORI clear aaalocal user lockout
Ay REMBEHLRVRY | 22— =310 32w v 7 fiffr S
NHEICRVFE LR, FEL~VISOa2—F—b, By I T
7 RRENEHIND Lo E L,

HH/ARE Shvi-a~ 2 K : aaalocal authentication attempts
max-fail , show aaalocal user

SSH 35 X U Telnet /S A U — RAEE o
7k

9.17(1)

m— A /L —H—7% SSH ¥ 7213 Telnet 21l L T ASA ([Z#)H T
nryArTHE NAT—=REELTTLHIHIROONET, F
7o, BEHENRSRATU— REEER LItk &IOv 7 A4 Ik LT
b7 IRERINET, 2L, ASABRYa—R§T5&,
BOIOBR T A ThoThH, 2=V —lZ7 v 7 MNIFRINE
A,

VPN o —h ) a—W—F = RXR—X {5 —b %
L. SSH F 7213 Telnet 7 7' A HICEF SNIZHE. HFLULS
A= RHEHTAENERH D Z EICHEBELTLLEIN,

HH/EEINT-a~2 K show aaalocal user

EETIEX .
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SSH &= U7 ¢ Otk 9.16(1) SSHMRKRD SSHEXF 2 VT 4 DRELYR—FT5L512720
F L7,

e RA MF—0DA : cryptokey generate {eddsa|ecdsa}, RSA
{2 % T, EdDSA 3 X OVECDSA 7K Ak F—DH R — [ 3
BINSAVE Lo, ASAIX, fAET %% . EdDSA. ECDSA,
RSA DJEIZF—Dfli 2587 £ 3, ssh key-exchangehostkey
rsa 2~ R TRSA F—%HT 2 X 92 ASA ZHI/RIIIC
RIET D% a1, 2048 B ML EDF—Z AT 2 BN
HVFET, Ty 7T L—ROEMBEDT-DIZ, ASAIXT 7+
NVEDBRARF—FHENMEA SN TV DIEEICOHR, LD/
ZWVWRSA KB A MF—%fMHLET, RSA DV HR— MNMISHk
DU Y —ATHIBRINET,

X —2ZHa T /L3 ) X A ssh key-exchange group
{ecdh-sha2-nistp256 | curve25519-sha256}

5 5{k 7 /L =Y X L : ssh cipher encryption
chacha20-poly1305@openssh.com

SSHNR— g IV AR— h 7272 F L=, sshverson
o< Ri3HIBRES I E L,

B/EE Shl-a~> R : cryptokey generateeddsa, cryptokey
zeroizeeddsa, show crypto key mypubkey, ssh cipher encryption
chacha20-poly1305@openssh.com, ssh key-exchange group
{ecdh-sha2-nistp256 | curve25519-sha256}, ssh key-exchange
hostkey, ssh version

SNMP [ FE BT 7 & A 9.14(2) B A M VPNRRE O 2772 SNMP R —Y > 7 &2 FEH T 57
WO VPNRED B L LT, VPN b RABRHOEET 7 & A
ERETDHEIC, MBA v X —T =2 A ZADIPT KL AZRE~ v
TT IR AT A MIEDET,

HTTPS 74 KX A L7 7 hO%E |9.14(1) ASDM, WebVPN, BLUMLD Y T4 7 MEETe, ASA~DT
RTOHTTPS B DT A KVHA LT 7 M ERETZHEHIC
720 FE L7, ZHE TlE. http server idle-timeout =~ > K& ff
FILTASDM 74 RAZA LT U NEHETHIELNTEE
HATLE, MFOXA LT T NeELESGEE, Hibvna~w
Y RICKDRERENELINET,

FR/AETE S22~ K : http connection idle-timeout

. EETIEX
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HERER 7oy kb B
TA—L1Y)
)—X
FRITHESINZ Y A MUK U TR b E | 9-13(1) HAEZ SN Y A MIS U T, SSHIEELOREES 23 b @ vt
WEF2 VT bk bIERWVEXF2 Fa T Ao EF2 VT A ~EWIERF (FFE-IT
T 4 ~& W) JIEF T SSH G 5L i 5 E) CERENDH IRV ELE, DEIOU Y —2TiE, &b
e FoR BWHEONLRLBENHEDO~DIEFTI A FINTEY, EX=
U7 4 DEWEEE LD IRV ENEICERENTHE L,
/AR SN2~ K : sshcipher encryption
SSH F —&HaE— ROREIE, HFL=|9.12(2) BELO T XA N TIXSSHX —RHAHET HMLENH D 7,

UTFAMIREENTWET,

ZOREIT, MOTXTOar7xA ML TR NLET,
/AT S~ F @ sshkey-exchange

enablenr 7' A L HED/RAT — RDZEH
DILZRIT

9.12(1)

T 7 4V kD enableD /N A T — RIFZEHTY, ASA CTHitE EXEC
T—= RO T7 78 RAEZRITTHHAIC, NAT—RE30CFE
DIEICEETHZ ENNEE RV E L, ZHOFFICTH L
I T& £ A, noenablepassword =< > RIZBIEY R—F&h
TWEHA,

CLI T aaaauthorization exec auto-enable Z Gzh24 % & . enable
a< R, login =~ R (FpEL~L 2 Bl Eoa—H—) | &
7213 SSH/Telnet & v+ 3 » & L THiHE EXEC E— RITT 7
BATEET, TNHDOFHETITT T, A R—T /L NAT—
RERETHHLERH D T,

ZORAT— RETOEMIX, ASDM O 1 7' A i S
FH¥ A, ASDMDT 7 /L hTlE, —V—4 % 7 enable
NRAT—REFEHL A T2 ENTEET,

FR/ET Sz~ F : enablepassword

BHY v L3 v OREFRE R HIFR

9.12(1)

R, 2—P—HL, BIOT 0 FaLEMOEHE vy gD
RRBEBZRETEET, ZNETIE, By a v OEHK LI
ETCEXEHATLE, ZOBENRa Y — Ly a i
EZ2AZ LBV ERA, vALTF ITHFRARN E— RTIE

HTITPS v a VOBEFRETHI LIFTET, kv a
YHUE S THEIE SN TWET, F72. quota management-session
av Y RIEVAT A a7 4 X2 b—va X TIEZITFARLR
. ROVICarTERAF a7 4 X2l — g AT
HEOCoTVET, BNy v a v ORRKEN 1512780 F
L7z, 0 (EFIR) F-316M LR ELTT v 77 L— K15
LU EIR IS ICEE SR E T,

BB/A T Xz~ R quotamanagement-session, show quota
management-session

EETIEX .
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BEMERR L ~UL D48 F @ A

9.12(1)

Hih7e 7 7 & A (aaaauthentication enable console) % #8FE9d 5
M, FZIXRHE EXEC ~DOEB:T 7 & X (aaaauthorization exec
auto-enable) Z#r[4 5 &, FiEIOR 7 A LLBEIZED ¥ THR
2T 7 A VAP ER SN AT ASA Db — W — @ %
ENsEHTELE,

BrH/AE Sl-=2~ 2 K @ show aaalogin-history

SSHIZ X B E¥x =V T 1 0L

9.12(1)

WDOSSHEF 2 VT 4 DRELZSZHRL T I,

« Diffie-Hellman Group 14 SHA256 % —A#aDHHR— K, Z D
BRENT 74V M0 F Lz, LAIOT 7 /b hiZ Group
1 SHA1 CTL 7=,

« HMAC-SHA256 &AM B 0% R— b, T 7 /L ME. &tk
X2 T 0 OEE Ty M (hmac-sha2-256 D) 12720 £ L
77o VAHIODT 7 0 MIIHFRREDE v hTLT,

HR/AETE Shi-a~ 2 K : sshcipher integrity . ssh key-exchange
group dh-groupl14-sha256

TS TP —2D HTTPS 7 T4 7T
v Mk D ASA ~DT U ADIFR]

9.12(1)

HT7T T TP _X—Z2D HTTPS 7 74 7 > b2Y ASA £ HTTPS
P—ERIT IV EATERLICT A ENTEEST, T 741
kTli%. ASDM. CSM. B L ORESTAPI WA &N TWET,

/AT Shl-a~ 2 R @ http server basic-auth-client

RSA F— _7IX3072 v k F—%
A—hrLTWET

9.92)

FVaTAPA RE30NRICRETEDLIITRYE L

HREIIEFE SN2~ F : cryptokey generatersamodulus

TV DR, A —T A R
(BVI) O VPN EFLT 7 & R

9.9(2)

VPN ® management-access 3% M BVI THZIZ 22> TV A A
telnet, http, ssh7x EOEFEBHY—EAZBVI THIICTE 5 L9
W2 £ L7z, FEVPNEHT 7 v 2D, 7V vY Z—
T AN B =T 2 A ATINHDOY—EADOREZHATT
HUENRH Y £,

P EIIEE SN2~ K« https, telnet, ssh,
management-access

SSH "—> g > 1 OFEIE

9.9(1)

SSH A= g 1EEIESI, %0V Y —XTHIRSND TE
TF, T A/NRBENSSHvV] & v2 D36 SSH V2 DIRIT
EHEINFE L,

HH/EESN-a~2 K : sshversion
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SSH/\E%""?‘—WLA nftch{%ﬁﬁj—z)l‘—ﬂ“—
OFBFEENRAT — REFEHT B 2—
W —OFRFEE KB L E T,

9.6(3)/9.8(1)

9.6Q2) LVRIDY Y —ATiX, n—H 2 —HF—F—FX—2
@&wmmmmm)%ﬁ%bfAAA%Hmﬁ%%T% ZHZ
ZL72< T, SSHABHF—#FE (aaaauthentication ssh console
LOU&)%F% ITHIENTEELE, 9.62) TlL, ASA T
AAA SSH #BREZ BURBICAHNC T HMERHV L Lz, ZDY
J— XﬂizﬂA%Hmﬁ%%T% CHNZT 2B TH Y £
i, —H—{Z% LT sshauthentication =~ > KERETH
L ZOXATORGEFERT 52— —0 e — B VRN T
T4V NTHNCRD £7, I 512, BIIRMIIC AAA SSH #B5E%
METDHE, ZOREIFNAY— R &ED2—F—ZIZDHEH
ShFET, e, [EEDAAA Y —— ¥ 47 (aaaauthentication
ssh consoleradius 172 &) = CTxEd, =L xX. —HD
Z—HF =T - F— ?A%X%ﬁﬁbf“%%%mﬁ%ﬁ
AL, o=z —— L RADIUS TRAU— R&EHTEET,

EHINTa~r FiEdb b EHA,

07 A R

9.8(1)

T 7V RN THE, v A VIERIZ 90 BHRIESNE T, 2Ok
BEZ N T 570, HMAERK365 BE TEFTEET, 128
FOEH A Y » K (SSH, ASDM. Telnet’2 &) Tur—l/LAAA
RAEEZ AN L TV EHEGAE, ZOMRRIEr— L 7T —FX—2X
Da—Y—ZIZOFHEHAINET,

WD a<y RPBEASINE L7z, aaaauthentication login-history.
show aaa login-history

NAT— ROFAF L 22— —£& & —
BT 27— ROFERHZEIET 58
AT — KR r—DwA

9.8(1)

BRIMRIChEZE A= RoFHHEE, =2—V—4 L —%F
HIRAT— ROERAZEEIECXA L9120 F LT,

WD~y RPEASIVE L7z, password-history.
passwor d-policy reuse-interval . passwor d-policy username-check

ASDM (259" % ASA SSL Y—/3—
T—FN~wyFr7r

9.6(2)

EJ‘-E%%?/7O&H\E»/EI\¢ZD7L: [N uﬁwifnw ul“t%??a ASDM = —
%%Kﬂbfﬁ%%%ﬁﬁf%éio 2720 ¥ LT,

WD a< R&EZE¥ELE Lz, httpauthentication-certificatematch

EETIEX .
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SSH ZABH ¥ —FRAE D U5 9.6(2) PRio ) V—ATlx, e—H)L 2—H— F—2~X—2 ((aaa
authentication ssh consoleLOCAL)) % ffi ] L T AAA SSH 72k %
AT L72< TH, SSH ABHF—FEGE ((ssh authentication)) %
AT HZ LM TEE L, ZOREIFEESNIZTZD, AAA
SSHFEFEZ BIRINCHENC T 2 MER H Y £, 22— =3 FbE
F—DROVIINAT—=REMEHTERNE S| AT — FRE
BOL—PF—HEERTEL LR E LI,

WD~ RNEFE SN E L7, sshauthentication. username

ASDM & #RE8E 9.4(1) HTTP 7 7 & A & Telnet 3 L ONSSH 7 7 & Z BN & PRELEE 2 2%
ETEDHXH20EL,

WOz~ RPEAINE L7, aaaauthorization http console

DL T 4 X gD 9.4(1) ASDM OFEHEFRGE (http authentication-certificate) % A #hic 9
ASDM . —H#—4, % &, ASDM DFERA#E N D o —F—4 Z i3 2 HIEARE T
ET, Flo, UMY Tu T M TCa—F—AEFRIIAT)
LTHRTEET,

WD a<r RPEAINE L7z, http username-from-certificate

WEISNTZT o Z A LR AT — REEGE|9:2(1) IR e A FE OB LA IL, AR LT v v v E—EAT)
95 L ¥FHE EXEC £— RIZBIT T £9, auto-enable 47" =
73 aaa authorization exec =< > FIZBMENFE LTz,

WD a<r RNEFEINE L=, aaaauthorization exec,

HTTP U XA L 27 FDIPv6 HR— 1 |9.1(7)/9.6(1) |ASDM 7 7 ¥ AF 71327 547+ LA SSL VPN JH® HTTPS
WCHTTP U XA L7 FEFHZTDHE, IPv6 7 R L ANEES
NDHDRT T4 v 7BV FA LT FTEHEIITRDFE LT

WD~ RIHEEMBINE L E L=, http redirect

. EETIEX



| gE7 +Z

w27 w20BE [

TS5y bk
TA—L1Y)
y—2

n
]

FXIE FIRE7R SSH S S HERE &L AT L
=Y XA

RLOZ 02028 )

a2— W —(XSSHK; SAbL A EFHT 25 & IR bt — RZEIR L,
SESERF—FWMT LTI XL LT HMAC & i 5 b & 3%
ETEET, 77V r—2a s 0T, BeoEZE< L
VI TORERDLGAENHD £, EXaTat’—ox
T A= VAFRERALT VY ANCIKELET, T AL
[T, ASA ¥ 3des-cbe aes128-cbc aes192-cbe aes256-cbe aes128-ctr
aes192-ctraes256-ctr DNEIZ T VTV A bhZ I =—hLET,
RENTHYIDOT VT Y R (3des-cbe) VBN SNIZHE
aes128-cbc 72 E D —JBRRA L T LT Y X APNRIR SN HE &
DO RIBICANT =~ AMETFLET, 22T Rank
55U F 4 5 121%, sshcipher encryption custom aes128-cbc
ZREHLET,

WD a~r RREASLE LT, sshcipher encryption, sshcipher
integrity,

SSH @ AES-CTR tg51k

9.12)

ASA TD SSH H—/3—D %) AES-CTR E— RDOW; 5L %
Sl N RS SN (b = By

SSH 3 — A a1 b oot

9.1Q2)

SSH #5f5e 1%, B 60 0 E/=135—% 774> 7 1GB
TEICHEREINET,

WD a< FREAINE L7, show ssh sessions detail,

~IF AT H A E— FDASASM
IZBWT, AL vF 06O Telnet 335
BLOYAEa ) — VEGEEE AR — R
LE L,

8.5(1)

YIAF AT HRARN T RDAA v F D ASASM ~DHER#E
VAT NEAT AL RICHEE LETA, C S O AHIET S
T-OIEHa T A N TCTOREERETETET,

0—hNF—ZX—2AEEHATEHE
DEHERZAT— RRY o —DHR—
IS

8.4(4.1).
9.12)

n—h )T =2 =A% H L CCLl £721X ASDM 7 7 & A D
PREERET DA, MEHMARE S La—PF—t AT —
ROEEZER L, AT — FOKRERE L HIEEEXFH L LD
INAY — NEREIZHE D Z AR BRTHRAT— R R —%F
ETEET,

WD a~r RPEASILE LTz, change-password,
password-policy lifetime, password-policy minimum changes,
passwor d-policy minimum-length, password-policy
minimum-lowercase, password-policy minimum-uppercase,
passwor d-policy minimum-numeric, password-palicy
minimum-special, password-policy authenticate enable, clear
configure password-policy. show running-config password-policy.

EETIEX .
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HEEER Tov bk |HHA
TA—L)
)—X
SSH AR —F8FED ¥ 47— | 8.4(4.1). ASA ~® SSH Bt DA ¥ —F8GEIL, = — W —HAL THBIZT
9.1(2) TET, BHF—T7 7 A0 (PKF) T74—~vv hShiF—F
721¥ Base64 ¥ —Z 5 T&E £9, PKF F—I%, 4096 &'y FET
EHTE LT, ASARY AR — h3 % Base64 JE. (5 K2048 £
F) TIERETESLF =IOV TIE, PKEERZMHEH L £,
MDA~ RPEASILE L7z, sshauthenticaion,
PKF & — XD R — hE 9.1(2) LD AT,
SSH & —7%Z#1? Diffie-Hellman 2 /L— | 8.4(4.1), SSH #—7%2#2|Z Diffie-Hellman 7 /L — 7" 14 23BN S 4vE Lz,
714 DY FR— | 9.1(2) INETIE, ZA—71EFRFR— S TnE LT,
MDA~ RPEASILE L7z, ssh key-exchange,
FEE Yy v a v ORRKBOY A=K |8.4(4.1), [FIFF ASDM, SSH, Telnettz v ¥ a DR KA HRETE £,
9.1(2
@ WDa~<y RPEASINE L7, quotamanagement-session, show
running-config quota management-session, show quota
management-session,
SSHEX=U7 4mEL, SSHT |84(2) 8.4(2) LAF%, pix £oldasax—H—4bnm s A NATU— KT

7 x v b 22—V =TV R — b X
< FEL-

SSH Zf#i ] L TASAITHEET 5 Z &N T& <72 £ L7, SSH
Zfi 3 %121%, aaaauthentication ssh consoleLOCAL =2~ > K

(CLI) = 7213 [Configuration]>[Device Management] > [Users/AAA]
>[AAA Access] > [Authentication (ASDM)] Z 1/ L T AAA 783
%E“ELTZPE B— N a—YP—ZFEEXTDILERNDY 7,

#9521, username =~ K (CLD) # AJ19 %M,

[Conﬁguratlon] [Device Management] > [Users/AAA] > [User
Accounts (ASDM)] #BER L £, m—/L 7 —#X—2DRb
DIZ AAA Y= =2 GECERT 2 5 6, o —UARBGEL /Ny
T T DFEELTHREL TS Z 2B LET,
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HERER 7oy kb B
Tx—LY
=2
EET 7 A 7.0(1) ZOMENEAINE LT,

woa<wr FEEALE LR,

show running-configall privilegeall, show running-configprivilege
level, show running-config privilege command, telnet, telnet
timeout, ssh, sshtimeout, http, http server enable, asdmimage
disk. banner, consoletimeout, icmp. ipv6icmp, management
access, aaa authentication console, aaa authentication enable
console, aaa authentication telnet | ssh console, service-type,
login, privilege, aaaauthentication exec authentication-server .
aaa authentication command LOCAL ., aaaaccounting serial |telnet
| ssh | enable console, show curpriv, aaa accounting command

privilege,

EETIEX .
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



