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LAFY3IEAICNT T4 I DR—=RAT A4 U HAERLET, —JF, IPS AR IPS ¥—
AT I 2 — T, ASANHFR LI N T 7 4 v 7 OB MLa LA YT E Ttk
BIL TR ESEETN, T TICASAR Ry L b T 7 4 w7 3R ca A, TD-
W, B E IPS 22— I T 5 2 LT, K RAHAREBIHT AR A A REIC L E
kR

BB ITROBERE PSR SN TOVET,
s SEIFEREEAENET LEE L L OREHE#

EERIREERIT. ASAICKTTABREOBEIITESELE T, -& 213, AX v U EHEH
HE A X—=TMZT 5 L, HEHEREZ RS Z L TEHB A ST TE £9, RO 2FEHEOE R
MHFEHERZ R ETE £,

« EAGBREREHER : AT MM 2HBET 7T 4 ET IOV TORKA1E
WaGHET, EAGRREHEHERIZIT 7410 P TARX—T NI Rh>TEY, /
T A=< PRI HBIH Y EFE A, EREBEBETEE®R 2 =) |
ZZRLTIZEN,
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o« JEREBIBRHEHE SR AT V2 R LNALTT T 4 BT 4 BT A DT, ASA
WZERIDOFRA N, R—F, 7o bhaj, FEEFACLIZOWTDT 7T 4 BT 1 B
ETEET, EREEMRIREHERIL, NESNDHEHERIC L > TUINT7+—~v
AR ELEBETHDOT, T 74/ b TIE ACL OFHERIZ T A X —T il 5
TWET, MEREEMRDFEHER Q=) | 2ZRLTIEEN,

e IRA R AF Y U AHEITT AR ZINET D A v VEBMEEES 7 a0 LT, &
XY BB THDZENESNIEAA 2P TcE £, A%y BBt 33—
D) ] ABRLTLIES N,

ERBRRERETEHR
ASA X, EAGBREHFEHERZMEHN LT, ROBHBH TRy LTy FBEIUEX2 Y
T4 AR NOEISEE= A —LET,
« ACL |2 X B HEAT,
o RIEZ2 3% » ME (invalid-ip-header X° invalid-tep-hdr-length 72 &)

« IR OBE (AT A BED Y Y —=RflfRE a7 4 Falb—a UV TRESNL T
DHIROMST)

e DoS WEDMH (X2 SPI, AT — K7V 77 AT U+ —LREDOREKE)

BRI AT U —VBREICAREK, 2047 arid, TOVANDT 7 AT U4 —)b
WBEHHE LTy N Ry T2 T _XTEDEAGL— T, 4 ¥ —7 = A ADOIWATRT,
TV =2 a b A VAR g VRGO NNy b Ay VBORRE, 77
AT A= MIEE LWy b Ry FIdEEnTnERA,

« 5O LW ICMP 237 v F O,

TV = ay A VAR Y a VITRERROT b,

o AU H—T = ZADBAT,

c AX X CEEBEORM, ZOFT v a TR 72 E XERAO TCP /N7 v hASYN /3
FTRW, FEAV =T xA N Ry A 7 TTCPERICRKIMLIZR EDAF v I
WEAE=F—LET, TN AX Y UHEBRHTIE, ZORF v KR L— MEHZIUE
L. RAMZHREL L CHOBELCHBIMICHERT 2 2 Lt ko TrHL L £ 7,

s REet v a OB (TCPSYN HEOKRESCREY 7 —# 72 LUDP vy v a Y IWED
By .

ASA X, il T oL bz AT A s A yt— (7331000 Z%E L £1, ASA
%, —EMRBIZB T DA X b b— b EEIIAN— FNERBICBIT D NN—A AR h L —
ro2FEOLV— MEBLES, N—Z F b— MNERRIX, FHLV— FMEFED 1/30 £7213 10
BoobL, EHEENKREWVIEZ) TT, ASAIX, ZET LA M T LI L— MR & N —
AZF L—HMMREF v 7 LET, MHOL— FHEIEL TWDEA. ASA X, A—2 M
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BB AL— 2 A FTEITRERI DDA v E—VDEIEGT2ODRA DY AT LA v E—
VEFEELET,

FEAEBEHREIL, Fu v 7 E B BN N T LGB R T 4 —~ v AL
FT, ZOXORTTIUATH, NI 4= A~DEBIDLTNTT,

ok BAR AR 5T 3R

RS RIZ, AA M, R—F, 7 bai, ACLREDEMDOA TV =7 Mo
WTC, FRIENTZ T4 v 7 b—hE Ry 7 &N T 7407 L—FOMAFEFRRL
7,

JEERRHE M A A F—T MIT D &, A F—TNMICT DMEHERDO Z A 712G T T, ASAD /Y
T A= ANBEZTET, RA NOHEHEREA X—TNMZT DL, NTF—< R
RESEELET, FI 74 v 7 DAMPEWGEEIX. 20X A T OHGHEHZ —RFHIIZ A
F =TT HZEEZRF LTSN, 272 L, A= MREHERORBIIZTNZERELH
D EHEA,

Ax v UBRRKRE

BRI 2 % v VIR TIL, HHRA BT TRy FNDOIP T RLRIZT VB ATE L0 E
IME 1 OTORLET (T Xy FNOBEEDEA M TRTCEIBIZAX Y750, 1 OD
RANERIFZV TRy NOBEBEOR— NI RCEIEICAAS —TF5D) . A% BB HEE
L. WORA SR AF Y U EFATTHNEHNLEST, N 774007 7 =F vIZES<IPS
Ay R EITRR D . ASADBBRIH AT v Tl BFIRT — X _R—ANMERR S, Z
NICEENDRA MRHEREAX Y T T A BT 4 ICET 0N TE £,

RARNT—=ERX=L, RERT 7T 4T %BWLET, ZORIRT 7T 4 ET 11T
. BT 7 F 4 ETF 400, L TWAY—ER R— h~DT 7 &R, I8/ TCP
#E GETZ U FLIPID 2 ) . BIOZOMDEL OBENEGENE T,

A UL — R EBIET S L. ASA Idsyslog A v E— (733101) ZREE L. LEIDN
UCHBEE 2R L £9, ASA L, —EMRRICRIT 2B A X b b— h EEH—2 MH
fRIZHB T D=2 M AN L—FO2FHOL— MBI LEST, N—A R A2 L—
M L= FERD 130 £721X 108D 5 6, EHHNARKREWNEI T, AFx v P HEBED
L RAREND AN FABHEN S-S, ASA T L — MR L S—Z |k L— Rl
BrETFzvZ LET, FRANDPOEREIND N T 74 v I NRELLPOL— b EBIDE, £
DAREA MIKBEZLABRINET, FANIZELLE N 74y 7R ELLAOL— 2B X
HE, FOFRANIF—F v MRS ET,

WDORIZ, Ax Y VEBHBHBOT 7V O L— MilBRZ R LET,
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RIAFX v VICKHBEOBREDT 74 DO L— IR
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EHID 600 P TS N v 77#b, EITD 20 T 10 Kua v 7/#,
ERTD 3600 BRITS Nu v 7 /#b, EITD 120 T 10 K v 7/,

A

FE ZAX ¥ UICKDABBOBEEEIZ. AR FBIXOY TRy hR—2DF — & KEiE 2 VERL LT R
PINET LM, ASADNR T 3 —< L AL AFVICRELSHETLZLNH Y 9,

EZRHEREDOHA FS14 >

tXa)TFAVTERMNDHA KA

EERBRGEEHERE . BEREIEY IV E— ROLTYHR—FahET, v L FE— KT
1L, TCP RRATZAE OMEFHEHRNME— P R — N SN T DHEHER T,
EZARA—RELTIT4vIDEAT

« ¥FHTlE, through-the-box N7 7 4 v 7 DHNE=H —ZFLET, to-the-box N7 7 4 v 7
TE=F—hEHh,

CACLICE > THEINTE NG 7 4 v 7 1E, Ax vy U &BMmHE N H—LFEHA. ASA
MBS, 70— ER LI T 7 4 v 720N AS v VEBBHORELZ T F
ﬁ‘o

EBBREDT 74k

BEARBBMIEFEERIZ, T 74 FTAR—T N> TNET,

ORI, TTANVIREEZTRLET, TNOLOT 74V MRET X TERRT DT, show
running-config all threat-detection =~ > K% £ L £7°,

B E AR TIZ, ACL OFGEHMERIZT 7 4L F TA X —T N> TWET,
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HRTD 600 FPREITS Ko v
IR,

EHITO 20 ET10 N2 v 7/
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EARLBREFEHERIZT 74V F TA R—=T Mo TEY, 2—F—NRELTIHE—D
BRBIEY —EATHL5E807H0 £9, SHICEBRMHY—E 22T 55813 ROF
JE 2 A L £

FIE

ATy T EREBERIFEHEROBE (6 2—2) ,

AL BB RHERICIL, DoSHEE (V— b AEHE) 72 E OB EE LT D Al RElE
NHAT VT AT A BREENET,

AT 72 YEREBHRHEFEHEROBRE (73—)
ATY T3 Ax v VEBRHOBRE (93—) ,

EARZBBRHREHFROKRTE

EABRBERERRIT. T 74/ TARX—T N R>TWET, T 4= T5HZ L
b, —ET 4 —TNILEHEEEARX—TNCTHIELTEET,

FIE

ATy T EREBHBRHEREBREAR—TNMILET (T4 B—T IR >THWDIEE)
threat-detection basic-threat
1 -

hostname (config) # threat-detection basic-threat

BEAREBMEIT., T 74V ETAR—T NI R>TWET, ZNET 4 B—7 /T 5HI2E
no threat-detection basic-threat 8 H L £,
ATFwT2 (EE) HEAXRV N EATOT 73NV NREEZERELET,

threat-detection rate {acl-drop | bad-packet-drop | conn-limit-drop | dos-drop | fw-drop | icmp-drop
| inspect-drop | interface-drop | scanning-threat | syn-attack } rate-interval rate_interval aver age-rate
av_rate burst-rate burst_rate

BANY N A TOBPITHONTIE, TERERRRHHEER (= 8-1) ] 2L TL
7EEWN,
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scanning-threat ¥ — 7 — F&fEE LTI Da~r REEHT 5 L. A% v U BBMHEEETY
ooy FRERSET, EARGEMRHAZRE L2WEETH, sanning-threat % —7 —
RERRELCZDavy REEHL, XXy U EBEMBHTOL— MlREZRETEET,

AR N HATTEC, BB L — NEEE 3 DFTRHRETEET,
&1

hostname (config) # threat-detection rate dos-drop rate-interval 600 average-rate 60
burst-rate 100

R B BAR KR EH R MO E

FIE

ATy T

ATy T2

JNE7R R E M A INET D2 L OICASA 2R ETHZENTEET, T 74/ F Tk, ACL D
MEHERIZA 2= T R T ET, MORFHEHRZ A X —7 M T D12, ROFIEEFE

UER) T XTCOFEHEREA X—7 M LET,
threat-detection statistics
FEOMERIZ T2 A X —7 T HI2IE, (ZOFIETRIRT) SHEHERSY A 7%t
LCZDavy FEANL, A7V a v E2RBELRNWTavry REAN LWL I LET,
threat-detection statisticsz ({ffH 47"V a U EZEELZRWT) AN L%, HitE®RER O
7va v (=& 2% threat-detection statistics host number-of-rate2) #fEEL Ca~r K& A
N+ 52 LT, FFEOHGEHERE I AKX~ A X TEET, threat-detection statistics % (fif &, 4
T avERELRWT) ANLEE%, FREOREEHRO 2~ &, #itERESG 047
arERELRWTANLESESIE., TTIRAX—T MRS TNWDEDT, £Oa<wy R
LRI ML FH A,

Zoa<xry RO noBERE ASTDH L. TXTO threat-detection statistics =2~ > RWHIBRE
F9, K. T 7 # 0 b TA 2—T W7 5 threat-detection statistics access-list =~ > K
bEENET,

1 :

hostname (config) # threat-detection statistics
(EE) ACL O#EHERE A X —T ML ET (T4 E—T IR TWDEHA)

threat-detection statistics access-list

ACL OFEFHERIL, 77 4L b TA F—T M7 > TWE T, ACL #EatIEHIL. show
threat-detection top access-list 2~ > RZfEH L72GA IR RSN ET,
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1 :

hostname (config) # threat-detection statistics access-list

({EE) AAR (host ¥—U—F) | TCP B LUDP "— K (port ¥—U—K) | F7IE3k
TCP/UDPIP 7’12 k =2/l (protocol ¥ —7 — R) OMFHERZHZRTE L 7,

threat-detection statistics {host | port | protocol} [number-of-rate {1] 2| 3}]

number-of-rate ¥ — 7 — NiX, #EHERTHRIFTH L — MHROKEZHELET, T 74/ K
DL— MEROHIZ1ITYT, AEVOHEMAEZKIIMAET, LvE<oL— MNiRER<T
DI, 2 2 E7T3ITHELET, L& 2T, HE2 3ITRET D &, EHATO 1 FFfH, 8 I
M, BLO24KHOT—2RERINET, ZOF—V—FE2 LIIRELTSE (T 740
M) | EbEW L — MEBFEHERIZT RSN E T, AR 2ICRET H L, FWHND 2
SOERA R SN ETS

RANBT IT 47T, AR VEBBEAA DT —FZX—ZANIIFET DRY . KA MaHEHR
FREENET, FANI, ET 7T 4 712725 T0D 10 5HBICT —F _X—2AnbHIFRS
FT (FEHERbLZ VTS ET)

1

hostname (config) # threat-detection statistics host number-of-rate 2
hostname (config) # threat-detection statistics port number-of-rate 2

hostname (config) # threat-detection statistics protocol number-of-rate 3

(A7 ar) TCPAATREIC L » TIRITRIE SN D WEBOHGEHE M Z R E L £,

threat-detection statistics tcp-intercept [rate-interval minutes] [burst-rate attacks per_sec]
[aver age-rate attacks per_sec]

TNENOHPFITRD LBV TT,

srate-interval X, BREE=Z V7 U4 FUDY A X% 1~ 1440 53 DEFATHRE L E
T, TV ME30S5TT, ZOMBORIC, ASAITHEOZ30EY 7Y 7/ LE
j—o

« burst-rate (X, syslog A vE—TARO L& VMEE 25 ~ 2147483647 OFFHN T E L £
T, 74 MIIBREIC400 T, N—2 F L—FRZNEBZ5 L, syslog A v E—
2733104 BAERILET,

. averagerateli\ syslog A v —UAROFEE L — N LEVWEZ, 25~ 2147483647 D#HipH
RELET, 7740 MI1IBRIZ200 FTY, EHL— IR INEZBZ D &, syslog
%/t ¥ 733105 BMER S ILE T,

TCP fRATZAE AT HIZIEL. SYN 77 » R DoS WM 5 O — —Dfi# (TCP 4175
8) ZZRLTIES N,
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BEXNTWET,

ZDa~r Rk, Mo threat-detection =~ K& (IR ~LF ar7F A ®—RFTH

% -

hostname (config) # threat-detection statistics tcp-intercept rate-interval 60
burst-rate 800 average-rate 600

AX v UBBREDERE

FIE

ATy T

ATy T2

WEEE WAL, LEIDSCTHRT 5720, AFx vy VBRI ARETEET,

WEFIEHT DV AT LT Ave—V2FEETHLIICASAZRETCEET, 00X, B
BJIZA A FEPEBRCTEET, 774V P T, AR MPRKBEE L LGRIllaND L, VAT
Lud AvyE—U730101 PAEREINET, SANNLREORA v E—UREEINDLZ LN
THREINDGEIZ. 7T PV RAZPENOERAT L L DI LTS EEW, =& Z1E, Pluggable
Interface Module (PIM) ~/LFF v 2 M & HMNZ LT2HE, PIM/L—4 721X PIM X v & —
DRy 7snEd,

A% ¥ VHBIRME A R—T M LET,

threat-detection scanning-threat [shun [except {ip-addressip_address mask | object-group
network_object_group_id}]]

T 74 N TiE, FAMPNHEETHD EHBIEND E, VAT 0T A vyv—7331010 B
ERENET, Zoa~vry REEREIASL, #EOIPT NLVAEIRy NV —7 A7V
7 b TN—THEE L CHEETR RN SRS TE F T,

1 -

hostname (config) # threat-detection scanning-threat shun except
ip-address 10.1.1.0 255.255.255.0

(LE) WBILOARA N &R 28 4RELE7,
threat-detection scanning-threat shun duration seconds

1 -

hostname (config) # threat-detection scanning-threat shun duration 2000
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(EE) ASANRA NEHBEHEEIIIZ—7 v P LTHIT 25807 74V M A2 |
HIREZZELET,

threat-detection rate scanning-threat rate-interval rate interval average-rateav_rate burst-rate
burst_rate

Zoavy RREAREBBRE a7 X2l —aro—Hl LTI TICRESNTWAE
B, ENOLOBREIFAX v UEBRHSRE T L ILE S, BARBRE & A% v VBB T
SN L — FE2RETHZLITTEERA, Z0a<vr FEFEHALTL— F2RELRWVEES
X, EAEBERRHFSEE & 2 % v BB EREED T T TF 7 4L MEDMER S kT, @RI
a<w REANTAHZET, Bed L — MiRE 3 DETHETEET,

1 :

hostname (config) # threat-detection rate scanning-threat rate-interval 1200
average-rate 10 burst-rate 20

hostname (config) # threat-detection rate scanning-threat rate-interval 2400
average-rate 10 burst-rate 20

EZRHBEEOE=RY Y

WD My 7 TiE, BEBHEOT=Z Y 7L NI 7 4 v 7 EHEREFTRTHHEZTHAL
9,

ERXERREREFHROE=21 Y

WA~ Rl LT, EAERMEHEHERZ RS LET,
show threat-detection rate [min-display-rate min_display rate] [acl-drop | bad-packet-drop |

conn-limit-drop | dos-drop | fw-drop | icmp-drop | inspect-drop | interface-drop | scanning-threat |
syn-attack]

min-display-rate min_display _rate 5|42 k0 . W H72 0 OFR/NFRRL— AT HREHE
WICEKRNEEZIRE LEJ, min_display rate ., 0~ 2147483647 DEICFRE TE £,

oI E Mo FEDOVT FVICEKRZHIRTE ET, KA F XA TOBAICH
WL, EABRERMIREHE®R 2 =) 2ZRLT7EEN,

HIZNZIE, EATO 10 53 & ERTO 1R OB E S vz 2 BiZB 0 2B 1 —F (v My
) NFRENET, . HEICKRT LEAA—Z MR CEHL— FEED 1/30 £7213 10
o5, ELH0KREVIEY) ITBTDLBIEDONR—A K L— K (X2 Nub) | L—©F
NEBLZEE (R F—L7EH « BXOE0HEOAEFHA X MEbFRRENET,

ASA X, BN—X MoKV IZh vy MIERFLET, AFFT30EI 0 N—Z NHElE
PRAFLET, BIEEITHORE T N—X MNERIZ, P — Mg EhEtA, 2L 20T,
LI L — MRS 20 3 DA, N— X MERRIE 20 220 9, EBEOAS—X MNEELS
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3:00:00 ~ 3:00:20 T. 3:00:25 2 show 2~ F&fHA4T 5 &, &HHEO SBEITENICEENE
A,

DNV DME—DFIINE, AEA Ny M ERERIET D L EIC, RET A=A MO
AR MR R D E VAN RERE (130 E) OA4 Xy MLV T TIZEZL o T DS
TT, ZO%A. ASAIL, KED 29 BIOSE TR CEFA Xy MEEZFHA L, ZORERTO
KRIET/N—=A MEROA Xy MEAEMBELET, ZOFIMILY . A X2 Mo RIEREN%
UTNEA LTE=FZ—TEET,

clear threat-detection rate 2~ > K& H L CHREHERZIEETE F T,
Iz, show threat-detectionrate =~ > RO FlZ R L E9,

hostname# show threat-detection rate

Average (eps) Current (eps) Trigger Total events
10-min ACL drop: 0 0 0 16
l-hour ACL drop: 0 0 0 112
l1-hour SYN attck: 5 0 2 21438
10-min Scanning: 0 0 29 193
l-hour Scanning: 106 0 10 384776
l-hour Bad pkts: 76 0 2 274690
10-min Firewall: 0 0 3 22
l-hour Firewall: 76 0 2 274844
10-min DoS attck: 0 0 0 6
l-hour DoS attck: 0 0 0 42
10-min Interface: 0 0 0 204
l-hour Interface: 88 0 0 318225

HERE BRI FHROE=21) VT

JERE BB EFEHERZ2 =2 —79 251212, RORIRTa~vr FEERHLEST, T4 A7
A DOHINTIE, ROBEHAFRRINET,

« EE SR OFE L— b (N2 MR

T LTaEeD—A MNEIRIZEBIT DBIAEDONN—A N L— | (A X2 NyRp) . R—2A
MERBIE, EHL— MEBDO 130 L 10D 5, EBLLMKREWIE) ORI

s L—bEEE LR (Fry 7SN T 7 4 v 7 OFEHERDOBEIZIRD)
« EE SN HRICBT 514 X FORFHE

ASA X, =R MoKV IZ Y v MEERTFLET, A7 T30 SO /N—R K Fﬁfﬁm
ERTFLET, BIEETTORZE T/N—2 MERRIZ, FHL— NMIEEhEREA, & 2E
) L— MEBRDY 20 43 D5E . S— A MEFRIEL 20 B2 0 ia“o etk D3 — 2 NRERES
3:00:00 ~ 3:00:20 T, 3:00:25 (2 show 22~ > REEHATH &, &ED S PRITHNICEENE
A,

TN IT DME—DBISMNE, BEFA NV MMEERRET D L EIC, RETA—X MNEED
AR ]\iﬁﬁ‘ﬂi%}ﬁb‘/\‘—x MNEE 130 E) oA Xy MLE VT TIZEL o TV BHEA
T, ZOHE. ASA L, HKED 29 BFOZETHBETERA XY MEEFHRE L, ZORSTO
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RETN—R MNEIBEDOA X M E A
—T&EFET,

DT NVEALTE=H

zRoBRH |

LEd, ZOFBMIEY ., A2 MOKRIEZRIENE

avyU kR

E]:)

show threat-detection statistics [min-display-rate
min_display rate] top [[access-list | host |
port-protocol] [rate-1 | rate-2 | rate-3] |
tep-intercept [all] detail]]

10 ofEHERER T LET, A7V a v B AT LRWGE
J17 3 Y BRTO AL 10 tEOREHERDF RSN E T,
min-display-rate min_display rate 5402 &V . M H72 0 Of/NERR
L— M &R 2 MEHERICR SAE ZRE L E 7, min_display_rate
IE. 0~ 2147483647 DEIZRETE £7,

WOATIZ, A7 ary F—U—RaRrLET,

[E

show threat-detection statistics [min-display-rate
min_display rate] top access-list [rate-1|rate-2 |
rate-3]

#FA] ACE L 575 ACE Ot i &2 &, /37 v MI—%7 % EA7 10 #F
?D ACE Z# /R 5121%, accessliss ¥ —U— RZEALET, 20k
IRCIEFFRI SN N T 7 4 v 7 LIRS N T 7 4 v 7 BB
£+ A, threat-detection basic-threat =~ > R &2 L THRAZ M
HZE A 32—=7 T 58461, show threat-detection rate acl-drop =
<~  REMHALT, ACLICKAIERZBEHTE £,

ratel¥—7— REEETH L, FRTEDHR/NEE L — MNEAROKE
FHESNF RSN, rate2#EET D ERICKE R L— b Fﬁﬁ%@ﬁ%%
HHNFRENET, 3 OOMBNERIN TV DHEHAICIL, rate3
EHET D ERKL— MNEROFEERPFZRINE T, =& 2F
T A4 AT UAIZERTIO | KA, 8 FEfH k;oq4ﬁﬁ®mﬁh$#
ForEND ELET, ratel ¥ —U— FE2RET D & ASA (T 1HEH
DOFHERIZ T BRI LET,

show threat-detection statistics [min-display-rate

min_display_rate] top host [rate-1|rate-2 | rate-3] | sx

RA MRFHEWRIZT 2 FRT 5121, hot F—V— RZEHA L £,
BB T AT AN LT, Je2— A=Y s b
AT — K U7 OfBGbEE L THASND A v F—7 = A A
FAL1I0EDORA MCERENDZERHY T, ZHETFH IR
ETHY, FRENDIP T FLRTEETE £,

show threat-detection statistics[min-display-rate | ;<
min_display_rate] top port-protocol [rate-1|rate-2
| rate-3]

— hB LT e b a L oREHE#RZ R AT HITIE, port-protocol
ﬂ? U — KZfEMH L %9, port-protocol &F—7U— K %?‘Eﬁﬁ“é &
R—r&7v haLomFoOREHERPF RSN (AT DI MW
ﬁﬁ%*—fw_ﬁﬁéhfwézgﬂkwi#)JWWMWT—
FEIP 7'm b oy A T EMAGOETMEHERD R RS NET,
TCP (Fu h=i)v6) L UDP (Fa b= 17) (&, IPa fhaio
FRIITEENTOERAN, TCP R— bk & UDP R— MMIAR— FD
FRICEEFNTVWET, ZhoDX A7 (K—bhERE7a ha)
D1 ODREHERIZ T2 A X —TNMZT B E, A X —TMZENT-H
FHERIZ T BREREINET,

B zZeot
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Az rorEgbsiERoFE [

avy kR

=)

show threat-detection statistics [min-display-rate
min_display _rate] top tcp-intercept [all] detail]]

TCP RATZAE DFEEHE M2 2K~ T HITIL, tep-intercept ¥— U —

REFERLET, RIS, HBEZZT CTRi#ES L EAL10— 13—
WEENET, al F—U—RiE, PL—2INTWVLTRXTOH—
N—DEET — 2 %F L ET, detail ¥—7U— NI, BES 7Y
VI T =2 EFoR LET, ASAIXL— MEIRROBIZEEDH A 30 [H]
P TV TTEOT, T 740D 30 5T, 60T &2k
FHERANE SN ET,

show threat-detection statistics [min-display-rate
min_display_rate] host [ip_address [mask]]

TRTOFRA N, HEDOFA M, FHIIHTOY 7 X v bOFHIER
BFRFLET,

show threat-detection statistics [min-display-rate
min_display rate] port [start_port[-end port]]

TRTOR— b, BFEOR— b, FEIHEDOR— FMOFHOFEHH ]
FERRLET,

show threat-detection statistics [min-display-rate
min_display _rate] protocol [protocol _number |
protocol]

FTRTCOIPP 7 u haVvERIFIFED T o b a/LOFEFHIHFREEFE R L
F7,

protocol_number 51%%i%. 0 ~ 255 D&M TI, Fu k305K
X, ah, eigrp. esp. gre. icmp, icmp6. igmp, igrp. ip.
ipinip, ipsec, nos, ospf. pcp. pim, pptp. snp. tcp. udp O
TP EEETEET,

KRR DB EER LT EHRO ST

&Iz, show threat-detection statisticshost ==~ > RO H 1z R L £,

hostname# show threat-detection statistics host

Average (eps) Current (eps) Trigger Total events

Host:10.0.0.1: tot-ses:289235 act-ses:22571 fw-drop:0 insp-drop:0 null-ses:21438 bad-acc:0

l-hour Sent byte:
8-hour Sent byte:
24-hour Sent byte:
l-hour Sent pkts:
8-hour Sent pkts:
24-hour Sent pkts:
20-min Sent drop:
l-hour Sent drop:
l-hour Recv byte:
8-hour Recv byte:
24-hour Recv byte:
l-hour Recv pkts:
8-hour Recv pkts:
24-hour Recv pkts:
20-min Recv drop:
l-hour Recv drop:

l-hour Sent byte:
8-hour Sent byte:

2938 0 0 10580308
367 0 0 10580308
122 0 0 10580308

28 0 0 104043
3 0 0 104043
1 0 0 104043
9 0 1 10851
3 0 1 10851

2697 0 0 9712670
337 0 0 9712670
112 0 0 9712670

29 0 0 104846
3 0 0 104846
1 0 0 104846

42 0 3 50567

14 0 1 50567

Host:10.0.0.0: tot-ses:1 act-ses:0 fw-drop:0 insp-drop:0 null-ses:0 bad-acc:0
0 0 0 614
0 0 0 614
0 0 0 614

24-hour Sent byte:

ggogt I
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l-hour Sent
8-hour Sent
24-hour Sent
20-min Sent
l-hour Sent
l-hour Recv
8-hour Recv
24-hour Recv
l-hour Recv

pkts:
pkts:
pkts:
drop:
drop:
byte:
byte:
byte:
pkts:

zRoBRH |

0 0 0 6
0 0 0 6
0 0 0 6
0 0 0 4
0 0 0 4
0 0 0 706
0 0 0 706
0 0 0 706
0 0 0 7

WOFEITHEIZONWTRLTWET,

3 3:show threat-detection statistics host

J4—ILFK

i

A A (Host)

BRARDIP T R A,

tot-ses

RAMNT —=FR=REMENTLURED, ZORANTOEHE Y
va i,

act-ses

RANDBBEBBRLTWAT 77 4 Tt v a oA,

fw-drop

Tr7AT U= Fay 7O, 7747 U+—)b Fay7Fd AKX
B CIESNTZT_XTOT7 7 A4 7 U4 —/LBEDO/T > b Ky
TEEUHMAAEDEL— T, ZHIZiE, ACLTOHESR, RE/ 7y
N BEREHIR O, DoS W/ > M, BEHO LW ICMP /X7y b

TCPSYNB T v b BIORY 7 —X 72 LUDPKE v KL
WEENET, A F—T =/ ZAOWERT, TV r—ar A%
XY a VTCAREKDONNT y N Axy VIRBORMRE, 7oA T
T A= VIZBEE L2V b Fe vy g ER TV ERA,

insp-drop

TV — gy AV ART Y g NIREKITIR T2 R v 7
SNy M

null-ses

XLy aro, XLy ait, 3BMOZAL LT T NHIC
SET L7 TCPSYN v ay, BLOWE Y a L BGED 3 %
F T —R=NE T = REEINREN-/7-UDP vy 3 »TY,

bad-acc

PAL HNTRRED R A DR — MTKT D RIERT 7 & 2ADFRITEHL,
A= vty arffrainnsd e (null-ses 7 4 —/L ROF %
ZM) | AR FOAR— FOREEIX HOST_PORT CLOSE (Z&E 4L E
T TORARNDR—=NMNITIZ7RALLD ETDHIZTA4T v MidT
T AALT U NPT SAET 7 AL LTHBEINET,

B zZeot
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Az rorEgbsiERoFE [

J4—ILF

A A

Average(eps)

FRIRBICBIT D L— R~ (X2 NUR)

ASA 1T, HE A=A MOV ICH T v AR LET, AEFT
30 [y D x—2 MEEE R LE T, BEEITHRORZE T /3—2 M E]
fRix, FHL—MIEENETA, 2& 2E, F v — MEREA 20 43
Oa. N—A MERREIX20fIZ7e 0 £9°, HE O/ 3—A MEIFE2Y3:00:00
~ 3:00:20 T, 3:00:25 (Zshow =~ RZEMAT 25 &, &ED 5 PDREIE
HAOlZEENEEA,

ZON—VIZET HME—DORFIINE, ARt XU MREHET S L X,
KT N—A MEHRDOA X2 MRS iV S—2 MElg (13018 )
DARY MEX VT TIZEL o> TV D HETT, ZO%HE. ASAL,
Bt D29 BlO5E T CTEHA XV MEEHRE L, TORETORE
TA—Z MNEROA Xy MEEMAELET, Zofshcky, 1~
FEDOKIEREME Y TAZ A L TE=H—TEET,

Current(eps)

BT LR ON—2 NERIZBITDBED S—A F L— K (f X
NERD) o AN—A MERREIEZ, FEL— RO 1/30 L 10D 55,
ELLMREWZE ) OMIME, Average(eps) Dl TR SN FIDHE
BIAE L — M 3:19:30 ~ 3:20:00 D L — T,

Trigger

ey 7SN Ty b b— hOfilRE A i U7z B, X525 31
ey NOITTHRESNTZANR N T 7 4 v 7 OE, ZOMHEIE
WIC0TY, 2T, BRI 74 v 2% N T—F5L— MR
D7R2NT=D T,

Total events

%L — MERRIZBIT 54 X bOAFE, BUEEITHORTE T /N— R
MEREIL, ARV MRICEENER A, ZON— VBT B ME—
OBIFMNE, BFtA Ny MIERET D & X2, RET/3—RX RO
ARy MR D H O A= MER (130 EH) oA <2 MLy
TIZEL o TWAHHEATT, 204, ASAIL, KED29EDET
MR CARIA XU MMEZFHE L, ZORETORE /83— MO
AR MEEMRLET, ZOFIFMNILY . A X2 MO RIEZREEN
EUTNHEALTE=H—TEET,
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B x=romrBtodBRIhEAR b KEE, -5y FOEZEULY

J4—I)LFK SBA

20-min. 1-hour, INHOEE LV — MABOKEE#, &1 — 2 kic, UT%
8-hour, B L RLET,

24-hour

s [Sent byte] : A M IEFIZEE ST A1 M,
* [Sent pkts] : AR A R B IEFIZER ST v ML

* [Sentdrop] : IR A FMNHFESNTo, AF v P HEBEO—HTH T
OIZ Rar y TEN "y N

* [Recv byte] : AR A M WZAF LT IEF 72314 ML,
* [Recv pkts] : A8 A F 3T LI IEH 7237 v M,

s [Recvdrop] : IR A RBZAZE LIy ROHFT, AF¥y L HEBED—
HThHoTelowlT Fry T ENT Ty M

AExYy VEBREOHBRINIARX M, HEE, 23— v bOE=4
)
A% CBERHOPR SR A b, KR, 5 — 4 F T =5 — 5 L OEET 5123,

Woa<wry REFHLET, Zhbna~vy N, Ay U EEmHEHTHY . o —b
A S EE A,

« show threat-detection shun
BEER SN TWDAERA 2R R LET, RICHEZRLET,

hostname# show threat-detection shun
Shunned Host List:

(outside) src-ip=10.0.0.13 255.255.255.255
(inside) src-ip=10.0.0.13 255.255.255.255

« clear threat-detection shun [ip_address [mask]]

BRANEERESRNOERLET, IPT RLVAZIEELRWGAIL, T X TOARA Ml
Wr) 2 bnb 7 V7 SnET,

7= & 20, 10.1.1.6 ODFR A D EERT HI21E, koa<>r RE AL LET,

hostname# clear threat-detection shun 10.1.1.6

» show threat-detection scanning-threat [attacker | target]

ASAPHBERE (W) 2 FORA MaETe) LHETLEARZ N, BRXOKEOX—5 >y |k
WCSNTEARA NERRLET, A7 a B AN LRWERIL, WBFHEELZ—7 > O
TDORAMRFRINET, WITHFIZRLET,

B zZeot
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hostname# show threat-detection scanning-threat
Latest Target Host & Subnet List:

192.168.
192.168.
Latest Attac
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

Z Bl D5l

1.0 (121)

1.249 (121)

ker Host & Subnet List:
10.234 (outside)
10.0 (outside)
10.2 (outside)
10.3 (outside)
10.4 (outside)
10.5 (outside)
10.6 (outside)
10.7 (outside)
10.8 (outside)
10.9 (outside)

gazton ]

WOHITIE, FEARZER I ERZRE L, DOSHEL — FOREEZETL CNET, T
TOPERG B NFFHERIZIA X — T A THY | FA MREHEHRD L— FEREII 2 125 S
NTHWET, TCPIRATZEDO L — MERL DAY~ A XENTWET, AX ¥ UFBRHIEA
X —7 T, 10.1.1.024 ZEL T RTOT RLAZHAENER LE T, 2% ¥ o &EL— FER
TH AL~ A RENTVET,

threat-detection
threat-detection
threat-detection
threat-detection
threat-detection
600

threat-detection
threat-detection
threat-detection

basic-threat

rate dos-drop rate-interval 600 average-rate 60 burst-rate 100

statistics
statistics host number-of-rate 2

statistics tcp-intercept rate-interval 60 burst-

scanning-threat shun except ip-address 10.1.1.0

rate scanning-threat rate-interval 1200 average-
rate scanning-threat rate-interval 2400 average-

rate 800 average-rate
255.255.255.0

rate 10 burst-rate 20
rate 10 burst-rate 20

ggogt I
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ZERE DB

zRoBRH |

HRES PN Bl
TH+—L4LY
IJ—Z
HARTS K OMEIRE B AR HE . A% v > |8.002) R L OESRA AR AT, A % v BB H 2

Bt

BAINE L,

WD a~y RPNEASILE L7z : threat-detection
basic-threat, threat-detectionrate, show threat-detection
rate, clear threat-detection rate, hreat-detection
gtatistics, show threat-detection statistics, threat-detection
scanning-threat, threat-detection rate scanning-threat .,
show threat-detection scanning-threat, show
threat-detection shun, clear threat-detection shun,

HEBRIIE]

8.0(4)/8.1(2)

PEBREAR 2R ETx D2 LI L,

threat-detection scanning-threat shun duration =< > 73
BAINELE,

TCP RATZAE DFLFHE

8.0(4)/8.1(2)

TCP fRATRAR ORAHEHR P EA S E LT,

threat-detection statistics tcp-intercept, show
threat-detection statisticstop tcp-intercept, clear
threat-detection statistics =2~ > RWAEFE £ - (TEA XN
F L7,

RA MREHER L — MO 22~ 4 X [8.1(2) HEHERNINE S ND L— MNEROEE I A X~ A AT
X5k ELE, T4 MO L— MR, 3
O lLICERESINE LT,
threat-detection statisticshost number-of-rates =~ > K73
EEINEL

NR—2Z k L— MERRAEE L — o 1/30 12 8.2(1) PRIDO Y Y —ZA Tk, FHL— D160 TLZ, AEY

EHEINE L, PIRKRIRIHERT 5720, o7 T RIEN L —
rDORNZ 30 [N S SAvE LTz,

R—rBLOTm bk aUEHER L — M |8-3(D) HEHERNIE I ND L— MNEROEE I A X~ A AT

DIAR~<A X

EHL9IR0FELE, T RO L— ML, 3
L1ICEREINE LT,

threat-detection statistics port number-of-rates,
threat-detection statistics protocol number-of-rates =~ >~
FOREEINE LT,

B zZeot
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grrtorE [

e 3wk Bz
T+—L)
) —2
A&V ERROM 8.3() BB O A € U BRARBE ELE Lz,

show threat-detection memory =2~ > RAEAINE L

776
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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