TOETIL., ASA ZRMET AN, E7001%. ASA FSESC L T A MG T Ok AR E
B IFEICHOWTIBH L7,

4,.,_“_._,

« B OREE (1 _X—Y)

M % L@Eﬁﬁ (2 “\O‘—V)
cFERROETE=Z Y T (33 X—=)
o« PEftax EDORERE (34 N—2)

]l+ r]&

rIl+

BEERE &3, T A @il o A E Y 5 S E S EREED Z L TY

BERREDIA T
PEfeaX EITIRDZ A T3 ) £,

cxFIFELHTOFINLDITAOA—NIEALT I TR_RTOTa— )V E A LT T ML
T 74V MERH Y ET, HERDSEMICKRDONIGERICOAREFR LET,

FSTa4v D VSRTEDERAALT I : = AR o —2EH LT, FFEDH
ATDLNT T4 7D a—rV I A LT Y b EEETEET, XTOMTT 4 v 7
I TADEA LT YU MIT 74V MERH DT, TNOOEERET H2LETHY £
/\/O

BHEFIRE TCPRITRIE : 7 74/ FTld, ASA 242 (F/midsite+2) B
@ﬁ’ﬁ@i%wiﬁm #%Exﬁuv%w%w%ﬁﬁbf\%ﬁ@h?74y77§

WHIBRAZRELET, Uk, —E 2% (DoS) W) — N—RR#ES
i# KRl @%&ﬁ(Kmﬂ/Fy:47%%Twa&w%ﬁ) ZHIRZ R ET D
& WN77/T4/5W§#%% ECxET, WIMEERORIREZEL 5L, TCP A~
H—t T N R—R L NRT T 4 TR0, HEie T a X LCREEIGI L ET,

« T RIEEBE (DCD) : A2 THANT A RIREEIC/ D = & NS\ KEeH N b 55
BT, Ty FERBEEAIICLE T, TOLIRERTTA KA XA LT 7 FREEB
25 & EENPAULNDZERNHY FT, T v FEFMRHETIX, 74 RLVIREETH DN

gwnzE B
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B zsoz:

HAhiettia e L, 74 KAV ZA~—% Uty b5 & CHIREZHERELET, 7
A RV Z 8 2 272 ONZ, DCD 13Dl A2 7' n—7 LT, ZDHEGEDANTH D
Z LTI L TWAENE D 0 EfER L EJ ., show service-policy =~ > KOH JIZ
X, DCD LD T 7T 4 BT 4 AR T AT U Z RN EEiVET, show conn detail =2~ >
REFEHLT, A= 2—F L VARCFIZHETHER. BLOENEND T B —T %k
FELIEHELZIS TEET,

TCPL—4 2V ADS VA LIE : TN D TCP #K:121% 2 DD ISN (1> — 4 o A%
) DEDYToLNTEBY, ZOHIHbD 1237 747 bTAKRENL, O 12030 —
N=THERESNET, T 74/ FTIE, ASAIL, i & 3IE DM 517 CTi@itdd 25 TCPSNY
DISNZTZ X MMELET, T AU I BOEE DB LW S b ko
ISNZTFHILTH LWy a2 Y%y 7T 20%MIELES, 72720, TCP ¥ —
U ADT X AMElL, TCP SACK GRIRWIMERRINE) ZFENHEELET, 7947
VAT A ARG PR =R 5 b O L B 50T, LEITLNT
T, bo774 97 2F3ATLIZT X MEEENETHZ ENTEET,

TCPIE#RIE : TCP / —~ T A Vix, BELR ATy b OR#ELET, DX A T DX
ro B AENT T 4w 7T ATUHT B HEARETCE £,

TCPRT—RINA IR : x>y NU—V TN —T 4 T EERHTHNE I DETF =
795 TCP A7 — b & NNAIRATXET,

SCTP X7 — k/\A /3R : Stream Control Transmission Protocol (SCTP) 7'& b = /LREEEN
VBT IE, SCTP DAT— IV L VAT v a v ENANRATEET,

J20—MOA70—F: 7e—nNICEKR TV EX 5N BE#E R ICAH 77— Nand
N7 4o 7% LCRIRTEFET, 70— RIZL-oT., KEET 74 /VOHRER
E. F—HER/RT SV r—a DR T —<v U A ESHAH N TEET,

IPsec 70—MNZA 70— K : IPsec V' { FE VPN £7213VE— 727 A VPN EF 2 U
T4 TV vE—ay (SA) OFIERER. PsecHEfldT NA ADT7 4 — L R TFr s
~ TNV F—KrT LA (FPGA) A7 a— REND7=0H, T/ ZADINT 3 —~ 2 ADA
FLES, ZOHEEYFR—F 27Ty b7+ —LATIE, T 74V NTHEIIZR->TW
E3 N

B D ER T

BeehIlR, # A L7 7 b, TCPIEHUL, TCP Y —4 > AD T % MM, 1#i ATRERSRE] (TTL)
DT 7 VA MU, IFEAEDR Y N2 (ZHlY T 74V MEXRH D T, b0
BEDREN ML I D01, MEOBEHERH D . Xy MU —JIfFED XA TOREN S HY5
By FRIIRHIOT A RV 2 A LT 0 MK DB Rt R RE LG e DR TT,

Z DM OB PLEMRE T EZ IR > TWET, ZNHDOP—E AL, — KR —ER & LT
TR FED N T 74 v 7 7 TAZDOHRFELET, TDODOERRIZITRO b ONREE
TWET : TCPUIT52{E. TCP A7 — k /XA /A Dead Connection Detection (DCD; T v F$2
fekgt) . SCTP A7 — K NA/RR, TJr—F7r—FR,
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ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy F1

ATy T8

sa—nns1675 roEE |

KO FIATIE, B2 HNH TS TORGEOREI SV CHREA L ET, BB U TE
YT BREREA T S,

1R BRI

Ny RIRTNAL RIZANDE, 774 T U5 —M3ETT 7 &R —/L 5 L OVNAT %5
LT, By MU ZMERRT AMERH L0 E ) nZ W L E4, #mr bV IX, 7 A
FRy ZHDO ARP =2 U BNFET D0 E ) DB R ER SN E T, 2oz, s
FELTYH, TOEFEERIANDO 7 v vRT A A2 BRTHIEEZERTIHLOTIEHY £
Hho TA RVEAL LT 7 N EORRORET, REREHDFES> TUAT LY Y —2%
HLRNWE 2 LET,

Ta—r )V XA LT T ROFRE (=) , TNOHOREIL. T35 A& BT 59T
DI 747 ICH L TEIESERTT FaLDFT 74NV DT A KA XA LT T NEEFL
T3, BHoX A 277 ML Uty hENDIEERICHBERSD5581F. T3 7n—UL ¥
ALT T REERLTLIEEN,

SYN 77 v K DoS W& )6 D% — "—DfRi# (TCP 7%15) (6~—) , ZOFIE%L
EFILC, TCPIATZEERELET,

F 72 TCP 7 NV DO A Z <A X (TCP~> 7, TCP /—~F A4 W) (9—)
BEDNT T4 w7 7T RTHONWTT 7 4/ @ TCP IEHULOBMEEZ T T 58) .
RN —T 4 T DTCP AT — FF = 7 DA% (TCP AT — kXA 82) (14 2—
V) (ZDEATDON—T 4 VITBENDDHHE)

TCP > —47 v 2D T A MMEDEY L (18 2—3) (F 7 3V FD T & LU E D
Fe B EATTT A LTVABES) |

K7 o—oA47o0—F Q0—) (arvta—TF 4 7HENOTF -2 Z—poX
T —< U AEWETIVNERD HEE)

BEDNT T 47 7T ADPROHRE (T XTOH—ER) (26 %—) , ik, Bk
OFREHDOWHFIETT, ZNHOREF, —EA R — L—LE2HEHLT, FED b
T4 T TTADT A= VDT 74V MiE EEETEET, 26O L— L EFHL
T, TCP ) —~TFA VDI AL~ A X, TCP—r ADT v HIEDETE, Xr > N OIER:E
WRERFR DT 7 D A b, BXOFOMOA T Y a UHEREDRIE B ITVE T,

TCP A7 a v Offpk (323—Y) (OB TCPEIELZ U £y NERITAET T H 45

0—NILZ3A LTI MDETE

SFESERT e baroERAT Yy PEEHAT Y O T — NV T A RV XA LT Y N
MlaRETEET, MELETA RAMORB A e v NBMEA SN2 7256, VY —RT
V)= = VIREENET,
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B /o sqi7yrons
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Ta—r BALT T NEERTDHE, B—EA RV —IZRDREDNT T4 v T—
M EEETEDHLWT 740 bOZA LT U SPRRESNET,

BEDXA LT NEZRECTXR2NT e has (GREARY) TR, 74 RAXA LT ME2
67\(:\‘@—0

timeout =< RZFEHAL T, Z7a— L AL LT MR ELET,

TRTOH A L7 7 MEOERIT hhemm:ss T, FARHIMIZIEE A EO%4A 1193:0:.0 T, T
RCOEA LT Y N7 740 MEIZY &Y b3 5I21%, clear configuretimeout =~ > K% fi
HLET, HIZ1 20X A ~—%T 74/ MZY By NT 551, TOHFED timeout =~
YRET 74NV MEEEBICATILET,

HA<—%T 4 B—TMITBITE, BIZ0EMHALET,
WDTa—s)L ZA LT NEHERTXET,

« timeout conn hh:mm:ss : #5t4 B U A TOT A RAVKRR (0:5:0 ~ 1193:0:0) , & 7 4/
M1 ERE (1:0:00 T,

« timeout half-closed hh:mm:ss : TCP N—7 7 b0 — X 2 U5 £ TO T A KVEFRE, FIN
& FIN-ACK O i 53 Shvi=ha. #Ektld—7 27 —XRieL Xk 9, FIN
DOHEPEENTZHEIE, BHEO conn ¥ A A7 7 bR EASHET, &IMEIZ 30T
T T 74V NI 1055 TT,

» timeout udp hh:mm:ss : UDP 8%t 2 AU 2 F TO T A KB, Z o8I 1 50l kicd
LDMBERHY ET, T 7 ANV MI2HTT,

« timeout icmp hh:mm:ss : ICMP @7 1 R/VIEfE] (0:0:2 ~ 1193:0:0) . 7 7+ /L M2 #
(0:0:2) T,

« timeout icmp-error hh:mm:ss : ASA 73 ICMP = 2 —5%& /7 v & 55 LT 5 ICMP #
A HIBRT D5 ETOT A ROVKERIT, 0:0:0 2>5 0:1:0 O, & 721 timeout icmp fEDO 7
NIMENGT T, T74L 18I0 (F4B—TN) T, ZOXA LT FRNEYHT,
ICMP A Y AR va v EZHMNITHE, ASA TlE, ma—bER’ZEIND LTI
ICMP B A HIBR L £ 7, L7eRoTED (FTICHL b)) #EAICAER I T~
TOICMP =7 — IS NE T, ZDOX A LT 7 MIICMP B OHIBRZ E L5 D
T, HERICMP =7 — %% C& %7,

« timeout sunrpchh:mm:ss : SunRPC A v v E MRS AVLDH ETOT A RAKEH, Z OHIMIX
1L EICT 20 E N B £, 774/ MI 105 TT,

« timeout H323 hh:mm:ss : H.245 (TCP) B X UVH.323 (UDP) AT 4 7##f 2L HETD
T A RVEER] (0:0:0 ~ 1193:0:0) . T 7 /L ME 54 (0:5:0) T9, H.245 & H.323 D
TINDAT ¢ THRUCH R CHEE 7 7 VR E SN TS 728, H.245 (TCP) #ilx
H.323 (RTP B LURTCP) AT 4 THfi L 7 A4 KV 2 A L7 0 haFLET,
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« timeout h225 hh:mmiss : H225 > 7 U v 7 # AL 5 £ TO T A R/VKEE, H225 DT
THN S ZALT T NI RRE (1:0:0) T, T XTONURHLRZ U7 SN-1%IIC8
FERT I e—XT51I2%, lE 1R (0:0:1) I2T52 L aHRLET,

« timeout mgep hh:mm:ss : MGCP A 7 ¢ 7 Hf A HIBR T 5 £ TDO 7 A R/VEEfHE] (0:0:0 ~
1193:0:0) . T 74/ ~MZE, 54 (0:5:0) T,

« timeout mgcp-pat hh:mm:ss : MGCP PAT ZE#4 % Bl 2 £ TOHMI IS (0:0:0 ~
1193:0:0) o 7 74/ MEI 555 (0:5:0) T, Fe/MREfEIZ 30 BT,

« timeout sctp hh:mm:ss : Stream Control Transmission Protocol (SCTP) #fizPALHETOT
A RVEER (0:1:0 ~ 1193:0:0) , 7 7 4/ hX 24 (0:2:0) T9,

memsmmwmssmyﬁ%)yﬁf FMEGEH LD ETOT A RV (0:5:0 ~
1193:0:0) , &7 # /L MiE, 304 (0:30:0) T,

« sip-callinit-timeout hh:mm:ss : Call_Init =—/LREED SIP & v o a 8 (AR A v
=V DZER) HIRENDETOT A R (DFVISEEZE LR STHE)
0:0:1~1193:0:0 DFF TR E L ET, 7 74/ MaIZ 32 # (0:00:32) TT,

« timeout sSip_mediahh:mmiss : SIP A7 ¢ 7 A— MERZH LD TOT A R, Zo0
M 1 L BT 20 ERH D £, T 74V MI2HTT, SIPAT 4T A ~—
X, SIPUDP A5 47 /37w b3 % SIPRTP/RTCP G, UDP T VT 47 XA A
7o OV IERSNET,

« timeout sip-provisional- media hh:mm:ss @ SIP B E AT 4 THE D X A L7 7 ME (0:1:0 ~
0:30:0) . T 74/ X245 TY,

« timeout sip-invite hh:mm:ss : EEKK@E°VT—}V&%?47xlate ZHLCHETOT AR
JVEERET (0:1:0 ~ 00:30:0) . 7 7 #/L ME, 343 (0:3:0) TY,

« timeout sip-disconnect hh:mm:ss : CANCEL A » & —Y £ 721X BYE A v & —3"T 200 0K %
ZAE LR T2GAIZ, SIPE Yy v a U EHIBRTHETOT A FAVKEHE (0:0:1~00:10:0) ,
F 7 Mt 25 (0:22:00 TY,

« timeout uath hh:mm:ss {absolute | inactivity} : FREB LA F v v aBF A LT 7 b
L. 2— =K R FRRAEAS 2 & 72 5 TOMkRRH (0:0:0 ~1193:0:0) . 7
7 AV MES55 (0:5:0) T, 774/ hDOF A ~—(Xabsolute T9, inactivity ¥ —7 —
REANTDE, T 7T 4 712> ThL—EOHIMRZRICT A LT U MBFETDH LD
IZRRETE £7°, vauth fEFHERERIE, xlate MR L VB RET DMERH D £7°,

XY vvatT 4 E—T/MIT DT 0ICRELE T, SEHICZHFTP ZEH LTV D
iy, F721E Web S8FEIC virtual http =1~ & REMH L TV H5E1E, 0 2 EH L2 Tl
720,

« timeout xlate hn:mmiss : a2 1 v MRS ND ETOT A RVEEME, ZOHIRIX 1 5
PLEWCTAMERH Y 9, T 74/ NI 3 KR TT,

« timeout pat-xlatehh:mm:ss : PAT 4t A 0~ MBS D £ TOT A RVERRE (0:0:30 ~
0:5:0) o 774N MEI3OBTT, BIOBHNT v 7 AR —L T, ATH EFEEFN
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TWARBEMLRH A8, BESNT-PATAR— F2HHTHIH L WEEGEEZ T v A Y —
L= B NERTIHHAS., TOXA LT MEHEPTZENTEET,

« timeout tcp-proxy-reassembly hhemmiss: U 72> 7 U D728 /3» 7 7 N TR L T 5 X
oy N Ry 7T H5ETOTA RV EZA LT 7R (0:0:10 ~1193:0:0) , 77 4/ b
X, 14> (0:1:0) T,

« timeout floating-conn hh:mmiss : [/ U %~ b U —27 ~OBEHD N — FINFIEL, TENA
NY w7 BRI BGEE, ASA ITEERMESIRESCTA N v 7 R BOLV— M EFEHLE
T X VG — FBMERARRIC R -T2 581, TDXA LT U ML o TERM L
LNDHOT, O — N L CTHERE B CEET, 774/ MI0TT
BRI XA LT LERA) . KVERBVWL—FEFEHATEDLSIZT DI, #1414
7 v M % 0:0:30 ~ 1193:0:0 O CxEL 7,

» timeout conn-holddown hh:mmiss @ #55 T STV A L— MR H D FAEL TV, F
TWIIET 77 4 TNl lp ol & &2, VAT AR ER AR T R, ZOFR—NV KX T
NIV — I T 77 4 TICh b G h, BRI shEd, #ik— L F¥ oo
A A<—DHME. b— IR ELTTSICE T T HAREMERN S HBEIC, —h 7
Ty BT OEBERLT LT, L— FOIER b - E RS FEETDHLHITHE—ILR
By BA—5WOTENTEET, 774V MIISHTT, HBETE 2%

00:00:00 ~ 00:00:15 T,

« timeout igp stale-route hh:mm:ss : #V\b— b % /Lb— & OE RN — A0 HHIBRT 5 A RFF
T HEE, 25D — MIOSPFe EONEY — vy oA 7 haVHTY, T 74/
M 70 % (00:01:10) T, F8E TE D#PHIT 00:00:10 ~ 00:01:40 T,

SYN 735 v k DoS WEMN L DY —/N\—DIREE (TCP K1TZ(E)

BEEFEN—HOD SYN X7y hEFRAMIEETLE. SNV T o7 4 7 h—ERiE
(DoS) BN FEALET, by M@, AT —7 47 ENZIPT RLAND
RESNET, SINSTF Y DT T T 4 VI REFINCEL D &, SYN Fa—R3 M7
AR E . Ea— =0 D ORIk L T — e 22 c& 2 £,

SYN7 T w7 ¢ > VW T DIc i e mlR e & £9, wiigs &1k, 250l
OB THEIZRD N Ry oA 7 EET LTWRWERERD Z & TF,

B OIS LS WEZ B2 D L. ASA T — =07 ax & LTEMEL, £ O8N
H—2Fy IR A RO SYN F 2 —IZIBIMS 720K 912, SYN Cookie K EFH L TZ 747
> b SYN ERIZx9 5 SYN-ACK IGE & AR LET, SYN 7 v —%, AW % 1ER
THEDIT, MSS, A LAEZ T BLOZEOMOER ORFH Ny v anbREREN5
SYN-ACK CIRENDHEMD L —0 V AFKFTT, ASAIL, ELWI—F U AFK B THE I
M4 ORI TAT 2 b BIRENTZACK 2%1E5T5HE, 7I9AT 2 MR AMTH S
TEEREL, V== EHF A CEET, TuX v EFETTSa AR ML

TCP {47515 L MEENE T,
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SYN 735 v K DoS MEMN S DY —/\—DRE (TCP R1T2(E)

SYN 75 v RIKBEN LY —_—2 R T A0 RV —x 2 R 7ot 2Tk, #5H R
BREL. TCPRAITZEDOHRIERE A 2—T ML, EREZT=F—TANERHY 3,

1R BRI

AT DY — =D TCPSYN Ny 7 11/ % 2 — L DRV HIR 2% E L T\ D 2
EERMERLET, IRXEWIIEEEEHIR 2 ET D L, A7 T4 7 FH, SYN
BRI — =27 7B RATE 720 9, FIEkehlRICET) 2l 2 RET 51
I, —R_—OFE, v bT—7, ==K E NSO LT TEE N,

« ASA E7 /L E® CPU 2 7T K » Tl [RIREEERLE X ORI O R K, £ a7
L BB OB ITENRK T, RESN TWABEBZLBERH Y £, KEOLA.
ASA TR n-1 OEMEE R L OWIES R 23F T LE T, 22T, nlZ=270 T,
R BT A0 aTRH Y, 6 SDORIFERS L N4 SO MR 2R E LT
BlX, XA T TIO0BENEREEH T, THHOET VO a7 HE#RET 5

I%. showcpucore =~ > R&Z AN LET,

ATV TN L34V T A~y THEER LT, Ri#ET LV — =%l LET, 772U X h—&E2HH

ATvT2

LE7,

class-map name
match parameter

1 -

hostname (config) # access-1list servers extended permit tcp any host 10.1.1.5 eqg http
hostname (config) # access-1list servers extended permit tcp any host 10.1.1.6 eq http
hostname (config) # class-map protected-servers

hostname (config-cmap) # match access-list servers

VGRS S NG T 4w I TCETTAHT I3 a 2B ETHRY —~ v FE2BINFE - ITRE

LT 79 ARy 7T ZEELET,

policy-map name
class name

51

hostname (config) # policy-map global policy
hostname (config-pmap) # class protected-servers

T 7 4 )V REEETIL, global policy R U > — = v S ETXTHOA U H—T = A AZT v —/3)L
IZEID Y THET, global_policy Z#RET 2561X. AU > —4 & LT global_policy Z A7)

LET, 77 ARy 7086, ZOFBETTTIHER LY 7 AZEELET,
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AT 73 IR E L E T,

« set connection embryonic-conn-max n : #F A9 2 R TCP #I8EE D K ¥ (0 ~
2000000) . T 7 AL M0 T, ZOHFESITEEHREDHIR SN EH A,

» set connection per-client-embryonic-max n : #F A3 A [[IEF TCP FiEEe D 7 4 7 2
& DI REL (0~2000000) , 77 A4/L MEO T, ZOHAIFEGEAHIRINLEEA,

« set connection syn-cookie-mss ] HI#EREEHIBRIZ 2 L 72 & IR D SYN cookie % 4=
T D720 DY— =D K7 A F A X (MSS) (48 ~65535) . 7 7 4/L ME
1380 T3, Z DOREIE. set connection embryonic-conn-max % 7= 1 per-client-embryonic-max
ERETHHEICORENTT,

51

hostname (config-pmap-c)# set connection embryonic-conn-max 1000
hostname (config-pmap-c)# set connection per-client-embryonic-max 50

AT9 T4 BEFOH—E A KY — (global policy &£ WHZEIDOT 74/~ Za— LR —7g L)
ERELTWDEEIE, ZORT vy TEAKTEET, ZALSNOHEIL. | DEITERD
AVH—=T 2 A RATCHR) V=~ T T IT47ICLET,
service-policy policymap_name {global | interface interface name}

51

hostname (config) # service-policy global policy global

global ¥ —7U—RNIHRV v — v T 2T XTOA X —T7 A AZ@A L, interface |TH Y
V=1 ODAVE =T oA AZHEHALET, Fr— b RY =Xl OLEHTEEE
o AVE—=T 2 AADT =V R —L, TDOA L EZ—T 2 A A —ERARY —
AT TEEXTEET, HFA U F—T oA AT, R —~v 7w 1O 0HA
TXET,

AT Y F5 TCP RATZFIC L » TRATEAE SN A K BOEEMR M FHERERE L ET,
threat-detection statistics tcp-intercept[ rate-interval minutes] [ bur st-rate attacks per_sec] [
aver age-rate attacks per_sec]

ENZENOBINIRD L B0 T,

s rate-interval mnutes i, BERE=% V7 T4 ROV A X%, 1~ 1440 5> DHFHT
RELET, 774/ MI30HTT, ZOMBORIC, ASAIZEEOH A 30V 7Y
I LET,

« burst-rateattacks per_sec . syslog A v—ARRD L& WMEZ 25 ~ 2147483647 0 #iPH
NTRELET, T 74/ M 1 BREIC400 T, N—=Z b L= RZHEBZD L,
syslog A v &—7 733104 NAEK I E T,
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KEGTCP 7y MUBOHRATA X TPy T, TP/ —<5144) |

- average-rate attacks per_sec Id, syslog A v —UHEROFEE L — K LEVMEE, 25~
2147483647 OHIPHCTHRE L E T, 7 7 4/ MIITBREIZ200[ETY, FHL— Rk
25 &, syslog A v¥— 733105 ARSI NET,

1 -

hostname (config) # threat-detection statistics tcp-intercept

ATYT6 WOa~vwry REHL EREE=7—LFT,

« show threat-detection statistics top tcp-intercept [all | detail] : B8 % 521 F T S - BN
10 h—"—2FRLES, al F—U—FiE, FL—ASNTNLTXTOY——DJE
JEF— 2 2R R LET, detall ¥—T— Nk, BES TV 7 T2 ERRLET,
ASA TV — MERROBICKBE DR A 30 7 ) 75 50T, 7740 D305 IR
TIE, 60 B Z & ITHEHERDIE S L E T,

« clear threat-detection statisticstcp-intercept : TCP {87525 OFFHEREZH E L £,
1 -

hostname (config) # show threat-detection statistics top tcp-intercept
Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

1 10.1.1.5:80 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)

2 10.1.1.6:80 inside 10 10 6080 10.0.0.200 (0 secs ago)

BEITTCP /Ny FLIEBOHARERIAX (TCPTy ., TCP/ —< 5
1 )

TCP / —~ T4 WL, &z & &2 ASA MLEE (%7 » hoFFR], Fu v £72137
V772 L) TEHHEER N7y NG LET, TCP EFMbIL, K& ASA Z{/#ET 5D
WS B E T, TCP ERLIZFICA F—T W > TWE T, BEED S OEEE I A X~
A XTEET,

FIFNENarZ o Xal— g0, ROBENESENE T,

no check-retransmission

no checksum-verification
exceed-mss allow
queue-limit 0 timeout 4
reserved-bits allow
syn-data allow

synack-data drop
invalid-ack drop
seg-past-window drop
tcp-options range 6 7 clear
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BELTCP /Ny FMUEBDHRETAX (TCP YT, TCP / — 54 ¥)

tcp-options range 9 18 clear
tcp-options range 20 255 clear
tcp-options md5 allow

tcp-options mss allow

tcp-options selective-ack allow
tcp-options timestamp allow
tcp-options window-scale allow
ttl-evasion-protection
urgent-flag clear
window-variation allow-connection

TCP /) —~ T AT AX~<A XTHITE, T, TCPvy 72HHL TRELZEEZLET,
W2, P—ERAR)—ZHEHLTC, BRLIEZN T 74097 7T R~y FPERBEHTEET,

FIE

ATy HERT D TCP EHULIEMEEAIRET H7-0DD TCP ~ v 7 #{EK L £9°, tcp-map tcp—map—name

ATV T2 RO1OLEOa~r RFEANLTTCP vy FHRELZHELET, AN L2Wna<r Nl
TN IBMERASNET, RELZEDNELT DL, 2~ FonoBXE2HH L ET,

» check-retransmission : —EMED 72\ TCP X2 HIELET, Zoa~r RN, 77+
IVRTTF 4 B—T IR s>TWET,

« checksum-verification : TCP ¥ = v 7 % A& KGFE L, KEECKM L7 X7y &2 Fr vy
LET, Z0a~vr KL, 774V ETT 4= >TWET,

- exceed-mss {allow |drop} : T — X EN TCP {x K&/ Ay b A XEH/2 537 v N&EFF
AELE Ry 7 LET, 7740 FTiE, N7y MEFATLET,

- invalid-ack {allow | drop} : #E&)72 ACK &/ N7y MaFFAlElcid ey LET, 7
TANVRTIE, Ty e Ry LET (X7 y EBFFATESND WAASHERiAFRS)
WD LD IRGE I 72 ACK D S5 ATREMEN S 0 £77,

« TCP #5575 SYN-ACK-received A7 —& A Tlx, {5 L7 TCP %4~ v F® ACK F=
DIRD TCP X7y NEED Y —r VA% F LA U TRWEA, £ 0O ACK 1384 T
‘j‘o

e ZfELTZTCP %7 v hD ACKEENBRD TCP N7 v hEED Y —F v AF L VKR
EWEEAITEIZ, F0 ACK IZES T,

« queue-limit pkt_num [timeout seconds] : /3 7 7 (2K L T TCP #25:D IE LWIAFF IS 3R E
“C‘%é ﬁ%fﬁ/\/f/ FOBKREAEFRELET, 1 ~250%7 v hTT, 774/ MED
01X, ZORENT A E—TNLTHY, NTT7 47 DEATFIUECTET 74V FDOT A
Th Fa—HRAMEREND ZEEBE®RLET,

T TV r—var A AT v ay (ingect 2w R) | BEXOITCP A v A~
v a V% (TCP ~ v 7 check-retransmission =2~ > K) D728 DD F = —ifil
BE I3y RTT, ASADBRERRD T 4 RU HA XD TCP N7y Ma%Z{E LT

HBlE. T RANZ A RINTHEEL BT DL 0ICF 2 —HIRBRZ A F I v VITER
éﬂiﬁ%
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BEGTCP /v MUEOHRETA X TPy T, TP/ —35144) |

o fthd TCP $5i DA X, B 72 MIZOF F@mia L EJ,

queuelimit =~ > RZ 1 DL EICRELTZSGG. T XTDTCP M7 7 4 v 7 I1Zx L CFFA]
SNDEFTy bOFIZ, ZOFREE—HLET, X 7V r—var A v
AT g v, BIOVTCP check-retransmission ® k5 7 ¢ > 7 DA TCP X7y bovb
T KRG XISV TR TCORENF1—HIBRRELESL L T, BHIAET, ToMo
TCP b T 7 4 v ZIZOWTIE, B2y MINy 7 7 IS T, ToE @7
HDTEHeL . ELWEFIZERE I NLET,

timeout seconds 51 81, HBH 7237 RNy 7 7 NIZH £ 5 2 & T B R KIFH Z2 5%
ELET, RECTZDHMEIL1~20TT, XA L7 v MABWNIZIE LWIEFIZRE S 1L
TEINhoTz Ty NI Ray 7T SiET, 7740 ML 4TI, pkt_num5|%%
OICHELIZEAIE, CONT 74 v I DEALT U FHERETEEH A, timeout F—

U— REACTHI2iE, HIREZ 1 UL RICRET DLERH Y £97,

reserved-bits {allow | clear |drop} : TCP ~> X —D TRy MIKT LT 7 v a v ERE
LET, "7y NafFa 750 (By FE2EREETIC) .\ By 29 YTFLTA Ty M
FAT B, F3ry M ERAY T TEET,

seg-past-window {allow |drop} : /XA T ¢ & RT —b U RFE S LG Ty MORT
L2707 arERELET, 2FED, ZELLETCP Nry DL —7  AFKEH, TCP
ZET 4 RUOLEE D KREWEATT, queuelimit a~> RE20 (T 4E—70) I
BRELIGAEICDH, Nry R T&ET, 774V 8Tl Xy hE Ry 7L
EJaN

synack-data {allow |drop} : 7 —# % & ¢» TCP SYNACK /X7 » h&FFA[£7-iX ke v 7 L
£, 774N MI ATy O ey 7T,

syn-data {allow|drop} : T — X 2 &1 SYN X7 v haFFA £/l Fey 7 LEd, T 74
JVRTIE, NT Y FEFRLET,

tep-options {md5 |mss|selective-ack |timestamp |window-scale| range lowerupper} action : TCP
AT arEERL TRy hOT 7 v a v ERELET, ZhbOA4 7T 3 Zidmds,
mss, sdectiveack GEIRAGMERRIGE A=A L) | timestamp, £ X Fwindow-scale (7 ¢
VR R AT = RDL) EWVIAFIMINTOET, T4 T 9 T, range
F—U—RFCHEMEZEN LA T v a rafmELET, @HORIRIT6 ~7. 9~18, 20
~255TY, BFINCH—F T v a a2 =0y MIT 2123, ETo®MICE UHT%
ANLET, vy 7 Tavr FEEBEIATITH5Z2L T, RV —2RKEERTEET,
TCP 5t e A » AT a3 D50, REICERR S MSS 47 3 o & IBIRIY IR E T
R (SACK) A7 varvwzbrE, ¥ _XTo4A7TvarRns V7 IhEd, BIRAERT 2
Tarik, WOEBY TT,

« dlow[multiple] : ZDO X A TOH—F T a v eEdteXry eFFalLET, Ziud,
TRCOALHIMEAS T a DT 7NV T, ATV a DAV AY U APEHE
FNTOTH T v FEFFRIT 58451, multiplet—7— R&ZBLET,  (multiple
¥—U— Nidrange CIEEATE £ A, )

gwnzE B



wwnE |
B =sntcr sy rnBEONRETAX TP T YT, TCP/ —T 54 4)

s maximumlimit : mssD &, fx K7 AL bV A XefRINTHIRICREL T (68
~ 65535) ., 7 74 /v h® TCP MSS %, sysopt connection tcpmss =2~ > K TiERR S
ET,

eclear : ZDOX AT DA T a e~y X—0LHIBRL, Ny bEFRILET, I
1, TRTCOBBEXATLarDF TNV NTT, FALRZ LT F T a3 %1
F+5HL, PAWS & RTT 3T 4 B—7 L0 F£4,

edrop: 2O FvarveEgte/ry e RkuyLET, ZOT7 7 aid, mdsis
L O range TOAEH AIHE T,

WD TCP Ny Ry = A JHICHE A DAL T H T a UIMFET HE. TCP J —~
TAVIIEA DARZ T T—ERXR=RAEMFFLET, YA LAZ U TOMEIE, 77947
REH—NR—DMDEA LAZ L TF T a ORWIZ L > THRRY 9, @BEXFYy v
DDA, FIT—R—RERI A LAY T H T2 a v OEEERB LTZGET.
PAWS (7 v 7' =0 U AR FITHT 2M0i#%) F=v 7 T2 —0NRAETHAREMERH
F9, PAWS F= v 7 BNRTH L, ASAIZZFDO Ny haRu v 7L, IKHDOZA L
AL TEP NS TN D ACK ZAHFMNCIEE L £,

« ttl-evasion-protection : #fi Ddx K TTL Z )0/ F TTILIZ K> TRESEE T,
#efe/ N> FO TTLIFHIRCTE £9238, P2 LI TEEHA, VAT AF TIL %
ZOBEOURIOR/NTTILIC Y £y b LET, ZAUSE > T, TTL % [ L7 5080 5
RELET, 7740 b TiE, TILIHGERGEDR A R—T VMR- TV DT, ZDa~vy
KD no X AE AJ13 57210 T,

ol z2E, WEBFIITILZEFEICELS LTRY =%l 5 3 v bR E T 7,
TILRE Rl b e, ASAL Y RRA 2 FOBIONL—Z T ry h&E Ry LET,
ZORFRT, WEFIITILAELS LEEEDOH L X7y NEXETEET, 20Ty
NI, ASAIZE > THEEDOLIICARZ DD, @mELET, —FH, =V FRFRA 2 b &
ANMZESTIE, TNy MRRBEIZE > TRESINTZRYIO/ Ny M2 £7,
ZO%E, WBEFITEX 2V T A ICEDBBEO L2200, BHBIZHK L ET,

- urgent-flag {allow|clear} : URG 7 7 7 & Gte/ Xy NMIKTHT7 7 a VAR ELET,
Ny NEEFRIT A, 77 7Y T LTy NEFFRITCE£9, 7 74/V T,
77 7% 77 LET,

URG7 7 71%, AR —2HOMOT =2 L0 LT TAF VT 4 OEUVERNZ DR
MIBENTWDZ LERTOICMHEHLET, TCPRFC Tit, URG 7 7 7 OIEM /2 fiE
WA SN TWERA, FOEH, TV RVATAIBRAFT 7y N2 S8Rk
ECREELCTEBY . 2RI T DMEtEces 203 H 0 £7,

- window-variation {allow|drop} : THIHTICY 1 > R U WA ANWET I Bi #7r il &
7Pl Fey 7 LET, 7740 T, el LET,

AV R P AR A= AN T, TCPIIRERT 4V RUET RRF AL RXTE,
FWNT, BEIREDT — X 22 ANTIT, 1ZDMNNERT 4 ROET RANX A XT
TFET, TCPHARIZ KLV, TU 4 RUDHE/N IFMRIIEET D Z &R HEREI N TWET,
ZOFERBHSNTGAIC, e Fay 7 TEET,
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ATy T3 =t 2RV —ZFEHLT, TCP~y 7% " T 74w 7 7T ACEALET,

a)

b)

LAY TFA=y TEFEHL TN I 74 v 7 VT AEERL, TO~Vy TR v—~v
A=Y U= R

class-map name
match parameter
policy-map name
class name

1 -

hostname
hostname
hostname
hostname

config)# class-map normalization
config-cmap) # match any

config) # policy-map global policy
config-pmap) # class normalization

7 4V FERE TIL, global policy RV ¥ — < FET_XRTCHOA VX —T = AT 11—
FSZEID B THIVET, global_policy Z itk T~ 25 G 1%, R Y —44 & LT global_policy
EANLET, 7IFAT Yy TOREAT— M AL FOFEMIZHOWTE, @77 1 v
HOVA Y347 TR~y TOERESR LTI ZEN,

TCP < v 7 %l L' ¥ 7 : set connection advanced-options tcp-map-name
i

hostname (config-pmap-c) # set connection advanced-options tcp mapl

BEfFOY—E 2 RV — (7z& 21X, global policy &9 AHIDT 7 4V K 7 a—s3L
RY =) ZRELTOLHEE, UETKR T T, ThIADHEIT, 1 DE3EK
DA BE—=T A ATRKRY) =~y TET 7T 4 TICLET,
service-policy policymap_name {global | interface interface_name}

1 -

hostname (config) # service-policy global policy global

global F—V— KiZRY v —~ v 72T _XTDOA X —T7 =4 AZ@A L, interfacedR
Vo—% 1204 F—T A4 AZHEHLET, 7o — L RY =T 1 2LEHTE
FHh, AVF—T A AT O — VR —E, FOA L HF—T o AT —ER
RV —%@HAT 5L TEEETEET, A F—T oA AE, RV —~v 7%
1 S FEATEET,
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B ot —7 o TD TP 27— FF T v I DA SR (TCP RF— ks34 /$R)

il

-2 21, B FTP 5 —# AR— b & Telnet IR— b DD TCP A— ~ & I_%ﬁ
NATRTDRN I T4 v I TRIBT I T ERELT 7y Xy EFR[TBIZ
Wha<wr RE A LET,

hostname (config) # tcp-map tmap

hostname (config-tcp-map) # urgent-flag allow

hostname (config-tcp-map) # class-map urg-class

hostname (config-cmap) # match port tcp range ftp-data telnet
hostname (config-cmap) # policy-map pmap

hostname (config-pmap) # class urg-class

hostname (config-pmap-c)# set connection advanced-options tmap
hostname (config-pmap-c) # service-policy pmap global

ERFIL—T 4 VITDTCP R T—rF T VI D/INA /XA (TCP R T—

AL TAV.S

TCP AT — MANRAZFEHTEE. bTT7 4 v 7IXASAT A ATAT— M7 VBET = v
T HNRARATEET,

REDIEFE

Fv T =7 THMHN—T 4V TREZRE L., FEOEHRORE 7o —LEEFE 7o —2R2
DD D ASA T3 AW TE D%00%, BEEZZITH N7 7 4 v ZIZTCP A7 — R
ANRRERETLIVLENDHY 97,

7272L, TCPAT— " NRANRRZE2THRy MU= DX )T 4 BRHIR LT H720, FH
\CEECIRE SIZIBIE 7 7 A TR NAZ BT 20BN H 0 £,

EXRAMIL—T 4 > T DFEIRE

| iR

IR —T ¢ > 7 ORI, @‘ﬁ’ﬁ@) 5’ YhT7T7 4 /773§7'7 DRI T4 L
BRRDT7 7 AT U+ —NEBRET 25EICRELET, ZOHE. Ty FRAREASAT —
TN OPAF DR T Y k*ﬁbf(ﬁb‘t Ty B F =34 éﬁ’biTo

FSo4vOBEBEELEERAAREME

FITFNVETIE, ASAIT 7T 47 X2 T 4 7TAIY RLEZEALTTRTHO T

T4 v 7 ERBELET, ASAIX, EX =2V 7 4R —ZEDNWTNT 7 4 v 7 ZFFAET21X
ey 7 LET, ASAIX, &7 v FOIREE OB L WEER D MESLHE o DHERE DY) T 5 =
LIZEY, AT T —NDORT 3y —< A RIELET, S LD SYN 27 |k
ey va VEBRZIZEID Y TET, MENLEA O @l S AZE 0 Y TET, mERKR
BERNER Ny heay ba— L7 L— R 28D B TE,

ASA VT, BEFEOHEHIZ BT D TCP Xy o, EXx2 VT 4R —DdH 5 Al % FF
F o Z7HTICEENARATERTAZEEZF T LET, ZOMEIZID, XT3 —< 1R
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sestiL—5 < voomE i

A ELET, 220, BEASRAOMNITRIL, RV —T 4 V) a—va L OBITIC
RAFREMERH D 9, ZOFXTIESYN 2w EBMEH &, TCP v —7 » AFE B DOIRGE
REDTF =y VNFETINET, BDOT U MY RT7a—s A "y R7a—OM 53
Rl U ASA T3 R & @BTHXLERH Y £,

ERHIN—T 1 TDIFTIF

722X, BAFLWEGEN X2V T4 T IAT AW BETDHELET,
SYN/ Ny Mty va VEHAREZEB L, #ito=> ) BEHENAR T —7 I
BMENET, ZOEGROKG Ty Bt X2 VT4 TT7IA4T A1 @B L
BE. @mEAANOT Y NVIC—HTH5DTIONRrYy MIEESNET, L,
Bl DTy "X 2T AT T ITAT U A2ICEEEN, FZTSYN ATy bR
Ty va VEBSZAEZEE L TORWES, @SR IEE OO = N Y BFETE
LW, BXa2 )T 4T 774 T A2y v Ry 7 LET, ROKIL,
FERHN—T 4 T OFER LT DT, TU TR NI T 4 v 713, R0
K N7 7 4w 7 &3R5 ASA Zi@ia L CW\WET,

1:ERJFFIL—T 12T

Security
appliance 1

/ Security
appliance 2
Outbound?Traffic

3
Return?Traffic ' Inside
. network J
S bt

251155

Ty T AR =D —F N —T 4 VT DRHRESNTNT, 200 ASA T34
AT T 7 4 v 7 PERBEIZHNDGETE. FFEDNT 7 4 v 71Z% L TTCP AT —
RN RABRETEE T, TCP AT — h XA XA L, HEASRATOE v a O
SEHVERER L, @l ANADA ALy Vg UEEGL L £, 2 ORERETIL. TCP
T 7 4w 7 BUDPEE & FARICAFR S E T, fEESINT Ry hU—2 12— T 5
FESYN /N7 > RS ASA T34 A AV | @i/ A= U RFELRWEGS, 20
N7y MItyva VEBAREZEEL CTEEANATOEGEZHEY.LET, WoTzA
FEIESRZRIZAD L, T T 4w ZIE@ENRADA VAR g AN RALET,
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B P 7 F A RROHA ES 4 EHIREE

TCP RT—FNAIIRADHA K54 2 LFHIBREIR
TCP R T— bINA INRATHR— b SN UL\EEE
TCP A7 — h AR 556, ROWEIFZTR—FSnEEA,

TN — g A VARI Gy A VAR g TR, BIENT T v ERIE D
T 747 OEGNEL ASA @B T AMLERNH DD, A4 AR g i TCP A
T—=h RNANRA ST T 4o ZIZHEAINERE A,

CAAA T v gy a—HF—2HDH ASA THRIESN LS. D ASARHBHTRES
T4 v TiE, FDOASA TL—VF =033 ES N TV RNz, HEINET,

« TCPRATAE . I RWIHIEEREHIIR, TCP Y —4 v ZAF ST & LMb + ASATITHER D RRE
NBHF SN2, b OBEITET S EE A,

« TCP EHUL : TCP /) —~ T A FIZT 4 & —T NV TT,

TCPRAT— kNNAI/IXAD NAT fiA4 K54 >

Tt v a NxT A A Z LIRS S LD T8, TCP AT — K NA XA T 7 4y
I HRIZHE T DT INA ATART 4 v 7 NAT X ETHMLERHY £7, ¥4I v NAT %
FHTHE, TARATITOEY Va VB RENDT RLAIL, T4 A2 TORy 3>
WIS AT RV AR LIZELRY 9,

TCP R T— k N /INRDETE

XN —T 4V TBEETTCP A7 — N = v 7 N\A RRATHIT1E, HEEEZTHHRA
FEIRY NI =V ORI TH T 7 4 v 7 7 T ABFERRSERZL T H, P—E AR
Vy—%FEALTCRNTI 747 7 TATTCP AT — hNANRNRAERFHIZLET, /A 3R
FoTHRYy NI DX VT A WNMET T2, TOT 7V r—ra i TEHE0HR
LET,

JR 8O HHIIZ

FEEDOBRCIZ 2 M N7 7 4 v 7 B GE, BRixZ A AT U N LET, ZOT 74/ b
X, set connection timeout idle 2~ K% TCP A7 — h XA RXRA W T T 4w T 7T Al
HAd 2B A —n_"—F 4 RTxFT, BHED TCPHERIT. T 74/ b T605HBIZKAZA LT T B
LET,

FIRr

ATy T LAY T A~y TEER LT, TCPAT — b XA RREZVELTHRA MNEHILET, 7
A VAN —FKEFEHLT, BETEMEEDRA NE#LET,

class-map name
match parameter
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1P 27—k g K528z |

1 :

hostname (config) # access-1list bypass extended permit tcp host 10.1.1.1 host 10.2.2.2
hostname (config) # class-map bypass-class
hostname (config-cmap) # match access-list bypass

JIARy T NT T4y I CHEATT DT IV varaigEd 2R r—~ v 7 &8I E I idimE
LT, 77 A=y 7 2RELET,

policy-map name
class name

51

hostname (config) # policy-map global policy
hostname (config-pmap) # class bypass-class

T 7 4V FEETETIL, global policy R Y v — < v T 3T _XTOA F—T =4 AT u—3)L
(2D THALVET, global_policy kT 256 1E, AU v —4 & LT global_policy & AJ)
LET. 77 A~y 708G, ZOFMMTT TR LIZY 7 AEHEL T

77 ATTCP AT — b XA NAZAZNZ L £ : set connection advanced-optionstcp-state-bypass
BEFOV—E A KR v— (=& 2, global policy & WD 4RFIDT 7 4/ b Za—r3L K
) EFREL TV O AT, BETRT T, ThIADLEI. 1 >EIFERO A 2 —
To2AATCRHRI) =T %7 7T 47 LET,

service-policy policymap_name {global | interface interface _name}

51 -

hostname (config) # service-policy global policy global

global ¥—7U— RiFARY v — <o 72T _XCOA ¥ —7 =4 AZ#H L. interface 1RV
V= 1 ODAUE—T oA RAZHEHALET, Fr— UL R —F 1oL T EH
oo AVE—=T A ADT =NV R —F, ZOA L H—T A AT —ERRY —
AT HZE TEEXTEET, S ¥ —T oA AT, RV —~y 7 E 12T HA
T&ET,

451
TCP A5 — b A NRADOEEFEZRIKLET,

hostname (config) # access-list tcp bypass extended permit tcp 10.1.1.0 255.255.255.224
any

hostname (config) # class-map tcp_bypass

hostname (config-cmap) # description "TCP traffic that bypasses stateful firewall"
hostname (config-cmap) # match access-list tcp bypass
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hostname (config-cmap) # policy-map tcp bypass policy
hostname (config-pmap) # class tcp_bypass
hostname (config-pmap-c)# set connection advanced-options tcp-state-bypass

hostname (config-pmap-c) # service-policy tcp bypass policy interface outside

TCP > —4 U RAM S U3 LIEDESHE

£ TCP #:#2121%. 7 947 P TAEMREZILD ISN & — "—THARZIL 5 ISN D 2 2D ISN
NdHYFET, ASAIT., HIEELFIEOW S TiHIEmT 5 TCPSNY D ISN 2 F v X 2k LE 7,

RAERRDORFANDISNE T X MMETH T EICK Y, WBERH LWEERIEH Sk
ISNZTHILTHLWEYy Y arva MYy 7 3T50%MIELES, 275L, TCPY—7
AD T o LM, TCP SACK (BERAMERRICE) ZFEMICHELES, 7 747 F#
T DY —r v AF TN — =3 uﬁkﬁﬂé HD &ﬁziﬁét&)f?

e 2iR, TENAT T T NENDTZD, BHEGUTTCP Il —47 v ABEFTT &
2MEEE T DR TEET, RICHERLET,
cRBIDEIEFE SN 7 AT VA= THIH L — 7V AEFRN T X M E ., T

T4 TS L3N OO0, MO T7 7 AT U+ — VT OEWEEZFEITT D
gz)\iﬁb\bﬁljo

*«ASA TeBGP /L F Ry 7HFHALTEYD, eBGP 7 TMD5 ZfEH L TWAHE, T
VEMBIZEY, MD5 F = v 7 AISREINET,

* ASA TERD L — 2 A% T 0 A2 LN DT DHEEDNH D WAAS T /31 R & fif
ﬁﬁ—a—éﬁlﬂo

¢ ISA 3000 D/"— R =7 NARZEHNZLET, ISA 3000 NF —XF NAD—EH T/ <
HE, TCPHHGRII R vy FENET,

I

\

B

CE) 2792 FV I EMERATAIESIE. TCPY—7 v ADT U MEEENCT 52 L3RS
FHA, SYNACK X7 v R Ry P ENAAHEMERH B2, —HD TCP & v a v
SEENTRWATREMED B D F 9,

FIE

ATV TN L34V TA~ v TZ2ER LT, TCPY—7 v AF 2T A LME LR N T 7 v 7 Zik5
LEYS, Z77A~v71E, TCP 77 4 v 7 HIZLEY, TCP A— b —E%E1T 5 FrE DK A
NERREI L2 (ACLZEMALT) EED RN T 74w 7 EBAELTIEVTHZENTEET,

class-map name
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ATy T2

ATvT3

ATv74

TP o—4 o205 v seommit [

match parameter

51

hostname (config) # access-list preserve-sg-no extended permit tcp any host 10.2.2.2
hostname (config) # class-map no-tcp-random
hostname (config-cmap) # match access-list preserve-sg-no

IGAR T NT T 4w I TCEITT AT 7 a BB ETHRY —~ v FhBINE 3R E
LT, 7I7A=y 7T EEELET,

policy-map name
class name

1 -

hostname (config) # policy-map global policy
hostname (config-pmap) # class no-tcp-random

F 7 4V FERETIE, global policy RV v —~ v P IT_RCDOA v H—T = A AT m—r3L
WZEID Y THALET, global policy T 256 1E. AU 2 —44 & LT global_policy & A7)
LET, 772~y 7T OGS, ZOFIETT TIMERLIEY FAZBELET,

7 FACTTCP V= UV AFGT VA MMuET =T M LET,

set connection random-sequence-number disable

#TAU RIS, [disable) % enable IZfE & #x £

BEfFoH—v A R v— (=& 21X, global policy & W24 RIDT 740 b Za—s3L K
) EREL TV D HEIT. BETRT T, £hIADHEIR 1 OEITEROA( 27—
TxAATCKR) V=~ T &T 7T 4 7ICLET,

service-policy policymap_name {global | interfaceinterface_name}

&1

hostname (config) # service-policy global policy global

global ¥ —U — RIHRY o — v 7% T XTOA U F—T A AZ@A L, interface |77 Y
V=& 1 ODA U E =T A RTEHALES, Ze— UL R = F 1o LEHTE Y
ho A VE—T A ADT =L RY —iE, TOA L F—T A A —ERXRY —
AT TCEEETEET, KA X —T =2 AT, R v—~v 7% 1270 HAH
TEET,
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B xsso0-0ro0—¢

KIFEIJO—DA 70— F

F=HY L HZ—DPR—FENTNDET /A A L TCiscoASA % BT 2 A%, Bl 2
A7 —RTHNT 747 %@L T, N7 74 ZMBNICAY TAL vFrT7Ihbd L
INCTEFET, A7 —KIZkoT, RERBT7 7 A NVDERER Y, T—HEKNT 7Y Ir—
arONRT = AEALESEDHTENTEET,

e NANT = A Ea—T 47 (HPC) #HEYA b, T T, ASAIZA FL—
ViEarta—T 4T ATF—va YETEBINET, | DOFFREY A DS NFS &%
HOFTP 7 7 A MHRIEE12IL 7 7 A NVRIZERA L TNy 2 7 v 75475 &, REDT —
HNT T4 TBASA EDOTRTOa L THAMIEELHE 2 F3, NFS %35 FTP
T A MREB X7 7 A VRO A 7 v — RIZE T, D N T 7 1 v 7 ~DEENE

WINET,
c BT T4 T A BRI T 415 High Frequency Trading (HFT) o ?_ Z Tld. ASA
XV — 27 A7 —3 3 > & Exchange I CRE SN ET, X =V 7 ¢ X@F IXREICIEA

DEEAD, BIEITRE 2ETT,

F7u— RENDENT, ASA TG DRESLIFIC T 78 2 L—)LoA VAT g 7 ¥ D
WO )T AUHERYNICHEALET, ASAOE Yy avrblillfranxd, =721, —H
BN SND E, 7 a— RFSNHEEBHNIT, S 525 0H) ASA TiE7Z2 < NIC T
1IThivkd,

Fru—Rankr7e—i%, ERWRTCP 77 7 A7 v arDF vy, RELEGAIC
TTF =y 7Y LDOMERRED, ?E'J[Sﬁéhf_?<7 FINA VRN Vg U EZE LT ET,
VAT MIVLBEIG U TELRDUIDT-DITT 7 A T U 4 —Ib VAT L~D37 b ZTER
IR 2 e TE ET,

F7u— FNAfER 7 e —2#A4 5120, 7Jue—F 77— R H$—bEX&2@EATLHH—E =X
RY o —N—ZER LET, —BTH 70 —3F0%, ROFEEmE-THAICA7e—R
SNFET,

¢ IPv4 7 R L XD,
« TCP. UDP, GRE D7,
 AEWEF 7212 802.1Q X Ut E A —H KXy N T L — LD,

s (FTFVART LU N E—FRKDR, ) A VX =T 2 AE2DETELT Y v T —
TOZNTHx AN Ta—,

Fr7a—REShiE7a—nD) A "—2 7u—bt 77— RKShET,

JO0—Z4 70— FOEREIZEIT 3FIREIE

TN ZADHIREIR

ZOKRRIX, LFOT AL ATHR—FESNTWET,
* Firepower 4100/9300

B zesE



| mews

Jo—#7o—roxecEysHREE [

AoO—FTEHUNTO—
WD7a—E ATt 7a—RLEI L LARNTIEEN,
cIPV6 T KLy Ty IPVAT Ry v IR Lanwra—,

« TCP, UDP, GRE SO ~7' v haiixtd 571 —,

B

(G¥)  PPTPGRE EiiliA 7 n— R T& £H A,

P A VAR Y VRRER T B =, FIPIREBEICE o T, 3v ba— F v RudA
77— RTEEEARED L F Y T—4 Fr VA7 — R TEET,

o FNA A THEET 5 IPsec 36 L O TLS/DTLS VPN #5455,

B

(GX)  Secure Firewall 3100 33 J O Secure Firewall 4200 D7 Z ~ k7 4 —
LX, ZOHIBROFISNTT, ZNHDOT Ty hT7+—ATIE, £
DT A A THST % IPsec VPN $fieds L OVDTLS VPN Bfse D 7
o—47ua— RBRYR—FINTHWET, ZOHELLIONZEDE
EOTEMIZ DWW TIX, Secure Firewall 3100 33 X OF Secure Firewall
200077y 7+ —LFAEOY V=R —FaZRLTIES
VY,

—F v FE—FROYLFIXF¥ AL 72—,

3OULDA LB =T A ANDHDET Y v ITN—TWHTE T AT L b E—FR
D=V FFxY AN Tua—,

*TCP A Z—kF K 7m—,

*TCP AT — hA 827 m—, AL T T4 v/l 7R—F 70— RETCP AT — kA
ANAZFETHZ LT TEERA,

cAAA Ty FANL—TaXT T a—,
 Vpath, VXLAN B#HD 7 17—,
cbtXa VT 4 INA—TTHEITFTFINTZT7 e—,

¢« VT AF =TI 7 a—nNBELLEGAIMA T, B0y T AL — ) — RINLEGIESTL
BYN—RTH—,

VI RAND—TbENT-T7 e — (Za—Dd—F =2l =y hTRWIEES) .

Z DD FHIPREIR

gwnzE B
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. 70— A70— FORE

Tn—47nu— FeHATL5EF. ROEH LOHKIFHERAZEZEL T3V,

s 7n—F7u—RNEFTy FEREMRE (DCD) 1XABMERSH D FHA, 70— R TEDHH
I DCD R E LW TL 7230,

Tu—F7u— REEC—HTA2EHO T n—RnXa—A L ENT, N—R7 =7 kD
[ CSEATICERRICA 7 v — REND5GE, B&PO70—DHABA7n— RSvEd, o
Ja—|I@EEBVICREINET, ZhEal) Yar () EVWWET, 2RO
WEt 2 #R”T 5121%. CLI T show flow-offload flow =t~ > RZ&f#H L £,

e T7u— RENFZ 7 —IFIFXOSA v Z—T = A AZ BB LETH, TNOHDO T2 —DH:
FHIGRET NA AL U H—T o AZFR R ENTHA, LTzR-oT, GGET A A1
B—=T A ZADHT L HZ Ly hL—RMIE, A7 e —FEnk7e—iimEh s
Ao

A o70—FEEMTHEH

Tu—nATvu—RNINEH%, 7a—HNORT y MIROSKEETETSREIC T A T U —
AR —F 4 T VAT AR EN, LI ENET,

e BALAB L TLND TCP A7 a vrBEaEhTing,
« 7T A MEEHTWD,

e INBHIFEa A N2 /LTFRRZ (ECMP) W—T 4 L 7T ORETHY . ANJ12%47y M1
DA VHE—=T 2 A AMBBDA X —T 2 A ABET 5,

N—=T AT T =T NANOEER T u— A SNET, LWL — FERET D01
PRIy NIRTFRL ZITIRENET,

JO—# 70— FDERE
7u—FT7u— RERET DL, P—EREA RX—T VL ThDH, A7 — RFT5%4% k
774y el T o — AR =T OMENRH Y £, Firepower4100/9300 D5
B RIS —ERAEENCT L L&, HRITOIVNERHY 7,

FIE

ATFYT1 7Ju—F 70— RKRH$—bE R F—T NI LET,
flow-offload enable

Firepower 4100/9300 D56 : AN —ERAEZFICT H & X%, HEBTLILERH Y £
ﬂ—o

Uua— RRLERGE, by PVARE—NEELITHE, 7T AZELBFT =— A —
NW=_T I L TR BB T REHEARH Y £77,

c VTG REY UL BANCHIE ) — R Ta~vy REANLETR, ff, — K23y
T—hrLAWVWTL &N, bvic, T2V 72F2D% ) —F&2) 7—FLThb, HIE

| iR
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ATvT2

JO—#70—FOEE .

J—RIZRER->TUV7—hLET, KIZ, §ilffl ) — K ETAH7a— R —ERARY > —%&
ELET,

« Tz NV —N—  JGANT VT4 T 2=y N ETa~vry REANLETH, 77747
2=y b2 7= LARVTLZEN, fbYiZ, AF S a=y b &) T—F|
E—RHP—bERXA R —ZHELET,

“NFaAUTHFARNE—RTIE, 7eo—F4 70— 2EERITEMNCTEE, §3CH
VTXA DT u—FT7u— RRFEELIIENIRYET, A THF AN LICRRDETE
HEHTAZ LT TEEE AL

i

ciscoasa(config) # flow-offload enable

WARNING: This command will take effect after the running-config is
saved and the system has been rebooted.

ciscoasa(config)# write memory
ciscoasa(config) # reload

F7a—RTERGDONT 7 4 v 7 Z#WANT DV —ERAKRY >— — L EER L ET,
a) 7u—FT7ua—ROMRERDNT T4 v EHBINT D L34 7 T A~y T ERERLE
T, TI7EA VA RNEIFIAR— ML D2BATRS Wt 7 a0 TT,

class-map name
match parameter

51

hostname (config) # access-list offload permit tcp 10.1.1.0 255.255.255.224 any
hostname (config) # class-map flow offload
hostname (config-cmap) # match access-list offload

b) VAT NI T 4w I TEITTDT 7 a v BRETDHRY —~ v T HBIMETIX
WMELT, /7 7A~y7E2RELET,

policy-map name
class name

B -

hostname (config) # policy-map offload policy
hostname (config-pmap) # class flow _offload

7 4V FERE TIL, global policy RV ¥ — < FET_XRTCHOA VX —T = A AT 11—
ZSZEID B THIVET, global policy Z Rt T~ 255G 1%, R Y 2 —44 & LT global_policy
EANNLET, 77 A~y T OHE, ZOFIETTTIERLIZY 7 AEBELET,

wmmne W
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. IPSec 7A—MDA 70— F

) ZIRIZKL, 7m—FT7u— Rk 3x—7/LZLET, setconnection advanced-options
flow-offload

d) BEFOV—E R R — (7z& 21X, global policy X WD LEIDT 7 4Lk 7 a—,3L
RNY =) 2L LTWLH5EIE, UETKRT T, ThUNAOEEIL, | DEITEK
DAE =T 2 A ATRY) V=~ T &7 277471 LET,

service-policy policymap_name {global | interface interface_name}

1 :

hostname (config) # service-policy offload policy interface outside

global ¥—U—RIHR ) > —~ v T a2 T _XTDOA v Z—7 =A AZHHA L. interface TR
Vo—% 120 F =T AZHEHLET, 7a— LR — X1 DLl T
FHA, AV F =T A ADTa— LR —F, FOA L EF—T = AT —E R
R =@M+ TEEETEET, B F—T oA AT RV v—~v 7%
1O EHATEET,

1

KIT, 10.1.1.0255.255.255.224 7 % v Mipb DT XTDTCP M T 7 o v 7 &4 70—
RXfGE LTHMEL, RY =8Nl v =T = A AT # v F T2~ LET,

hostname (config) # access-1list offload permit tcp 10.1.1.0 255.255.255.224 any
hostname (config) # class-map flow offload

hostname (config-cmap) # match access-list offload

hostname (config) # policy-map offload policy

hostname (config-pmap) # class flow offload

hostname (config-pmap-c) # set connection advanced-options flow-offload
hostname (config) # service-policy offload policy interface outside

IPSec 7A—NDA 70— K

| iR

IPsec 7a—A47a— Rit, RO X H 727 3 —~ o AV RE T,
W Y N7 v FHBIT, Psectifid 74— R0 ST — 7 LA (FPGA) %
FPIEHEHAAN— Ry 27 aVR—3R MZA7a—FRLET,
o EE RV, AR, R LRTLE, B IO S A N~ R = 7 CEITTHZ &
WZEo>T, TAAADNRT p—~ 2 A%l ESEET,

AT AV T NI TR 7 —DX 2 UTF 4R —R B TX B Lo LDoD,
PR—FENTVDETFNAL ZAEFTLTITIT 740 N THENCR Y 77,
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IPsec 7 0—# 70— FOFIREE .

IPsec 7 O—#4 70— K4

IPsec A FREI VPN £7213VE— R T7 27 BRA VPN EXF 2 U T 407 Vo — 32 (SA) OF)
IR ERIT. IPsecifitl T _RA AD T 4 — NV R a5~ T LA — 7 LA (FPGA) 247
n—RNXhET, 2o7avRZE, TAALADORT p—< 2 ANHLELET,

FT7m— RESNDLHITIE, AR LU AR OB SRR L E SR G ENnES, v A
TAY TR 2TICEoT W7 e—NDO 77 4 v 27i2tx=2U 7 4 RY —nEllahn
£,

IPsec 71 —A 70— RIIRDT A AX A SIS ET,

* Cisco Secure Firewall 3100

IPsec 7O0—A 70— FD4IREIE
UIF®DIPsec 7r—iIA 7 — RSN FEH A,

¢ IKEvl h> /b, IKEV2 o XV DH BRI 71— RENFET, IKEV2 1Z. LIRS E
Y R—BFLTWET,

e RV 2 — AR—ADF—FHERPFEINTNDL T —,
JERERREI N TS 7 r—,
e RARNT G ALTF—a UBRESNLTNSE 72—,

T UFUVT LA T4 RUDYAXNB6AE Yy NUANTHY, 7T U T LA NI/
EGAY AAWA=E

« AHER, ESPIERB LU NAT-TEROLNYHR— K ENFET,
e T T AT U AT AINEPNENI > TND T a—,
«E— K

c FIVAR=FE=RDT7H—, NUFLE—ROTH—DORRA 70— RENE
D

e wNTF AT HFARE—R,

IPsec 70—74 20— FKDHTE
IPsec 7 —DF 71— R, ZOWELZYR— T EH5N—FKU=7 7Ty N7+ —ALTIEF
T A N THEMZR>TWET, 7720, HMOEEIZT 7 4V b TIEEH /> TRz
O, ZOBRENNLERGEITHER T ALERH D 9,
1R BHIIZ

IPsec 7u— A4 70— NI a— Ll EnEgd, #BRLEZMT7 740 v7 7 —I1Z% LT
RETHZ LITTEERA,

Z OB N HI2IE, Zoa~vr Rono B LR LET,

| gwnzE B
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B DR EIREEE FRT 51213, show flow-offload ipsecinfo =~ > R L £,
Fg

ATV T Psec 70— A 70— REANMILET,

flow-offload-ipsec

ATy T2 HMAORELEENCT D LT, F—H AL LT, B— 70 —0/87 4—=
VAEMESEET,

flow-offload-ipsec egress-optimization

HAORELORRIZ, 7u— 47— R&IRITt, 727270, Btz adc L Th,
IPsec 70— A7 00— R FEZLARVWMNE DEZRTY, HAKE(LITT 740 FTIETAED
12> TWER A,

BED I T4 99 V3 RADERDIRE (FXTOH—ERX)

PR K =R ERALT, BED T T (v 7 7 TAK LTS ES ERERORES
75 L BMTEES, F—ER R o— &AL T, KOWELETLET,

*DOSHWEEL SYN TV T v T 4V THENLRHET DO SN D86 HIIR & 85t 7 A L
TR AT~A X LET,

o T A RIVIREE T 16 BN R MR 95 X 912, Dead Connection Detection (DCD; 5 > K
Baekrt) 2EELET,

*TCP > —/ U AFHFT U X MEBRERGEAE, TheT =7 M LET,
s TCP / —~TF A VB E72 TCP X7y " OiR#ET D HFEE I A~ A XA LET,

XN —T 4 VT DOHBRTHDL N T T 4 v 7K LTTCP AT — hXA RXRABEAL
FT, NANRNZX ST T4 TIFA L ART g o ORBITR ) FH A,

*SCTP AT — h 7/ A L AT 2 a & 712 %HITIE, Stream Control Transmission Protocol
(SCTP) AT — K RNA R ZFEEL £,

e PR—FHBRDN—RT 2T 7Ty b7 =D T p—~ o A%H ST, 7
o—47no— RReFEELET,

cASAMN L —R b— MHAICERREND L DT, 7y bOLEReATRERFRE] (TTL) %5
7UARLET,

| RS
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BED ST 190 9520EHEDEE (TATtoy—tR) ||

GE) by MERERR] (TTL) 25727 U XA b5 &, TIL2N 1 D3

Ty MIRry Z7SETH, HERICTILA LY KEW STy b
afe b MESND Y Y g »TlE, BN ET, OSPF
hello /X7 R EDO—EFD /37 v MITTL=1 THEE I DT
W, TV ARXT LV M E—RDASA T3 ATlE, X7 v b
el 27 7 U A b5 & P L7202 5843 5 ATHetE
N ET, ASANRNL—T v RE— RTEIEL TWAHAIE, 3
7y MR O EET 7 U A L TH OSPF D7k A
RG22 EHA,

FIRHZAE I CTEX 2V TCP A7 — F XA XA L TCP ) —~<FA DI AKX~ A A 5rx HBE
DT T 497 JTAIKH LTINS DREDEEDHAGDOEEHRETETET,

Q
Evhr ZOFEIE, ASAZBETDHN T 74 v 7OV —E AR o—Z R LET, FE (tothebox)
77 4w 71Tx L CHER DR R E IO R KA X ET HZ &b TEET,
1R BHHEIIZ

FIE

ATy T

TCP /) —~ T A W E AL <A XTHEEIL, FATT HEIIHE R TCP < » 7 & {Ek L T<
7230,

Z 2T, setconnection = R (EEREHIR & TCP o —7 v AK G T 7 LMED) & sat
connectiontimeout =~ > RIZDOWT /8T A —4 Z L IZEBNSHBA L E£3, 72720, 12017
INHDa~vr REANTEEY, Zhboa~vy REMEBNCAD LSS, 1 20avr K
ELlTCarvr7sXal—ralFREnxd,

L3/L4 7 T A~ THIER LT, BHROBRTENAZ~A RATDHNT 7 4 w7 il LET,

class-map name
match parameter

1 -

hostname (config) # class-map CONNS
hostname (config-cmap) # match any

BAEAT—FA MZOWTIHE, B T 7 4 v 7 HOLVA Y347 T A~y T OIERE SR
LTL7Z&EW,

wmmne W
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ATy T2

ATvT3

| iR

JIGARY T N T T4y I TRITTDT 7 arERETHRY —~ v P& BIME - ITRmE
LT, 77 Ay 7 afEELET,

policy-map name
class name

1 -

hostname (config) # policy-map global policy
hostname (config-pmap) # class CONNS

T 7 4 )V RERETIL, global policy RV > — < v S ET_XTOA U H—T = A AT v —/3L
WZHEID Y THET, global _policy ZfRET 2561X. AU > —4 & LT global_policy Z A7)
LET, 77Xy 7ORE, ZOFERTT TR LI ZAEZRELET,

ek & TCP > —r A% T 7 » Z MeaiE LET,  (TCP RIT31E)

T 7 M T RIS Y E A, BIRZEES D & VAT AT b OB A
TOUENRDHY EF, ZHUTEY, CPUL AT OFARBEIML, $i27 7 A2 TiXmAsn
Mo Te s AT KCEWE EOREN AT S TRt b ) £9,

« set connection conn-max n :  (TCP, UDP., SCTP) , 7 T AR TIFF &5 [6IRiEk: D
BRE (0~ 2000000) , 7 A/ MI 0T, ZOBRESITEGEEIHIRINEEA, TCP
P DOGA . AU ST O A S E T,

o BB ZTFA T 5 L 22200V —R—0REINTWDEHA. BRI, &
EINTWAET— =25 cimH s E T,

IR 7 T AR ESNAT-H,. 1 DOWER A N T R COPELFEVEREZL, 7
T AT HMDORA SR TE RN R R RN H Y 7,

1|
2

« set connection per-client-maxn :  (TCP, UDP, SCTP) , 7 74 7> b Z LIZHFAT B [A

REEE DI k3L (0 ~ 2000000) , 7 7 4/L ME 0 T, ZOHATHERENHIR I EHE
oo TOFIETIX, 77 A—ET HEHF A MIFFA X5 AR R KBS HIIR S v
T, TCPEEGE DA, ZAUTIIMESL I A e, ~N—T7 4 — 7 U8k, ~—7 7 v — X8k
NEENTNET,

« set connection embryonic-conn-max n : §F A &4 2 [RIRERIH TCP B O fie KE (0 ~

2000000) . 7 7 4/L MIO0 T, ZOEEITEGHDGHIRINET A, 0USOHIIREZRE
THZET, TCPRITZEEZAMZLET, RITZ(EICL>T, TCPSYN /37 > h&ff
HALTA L E =T oA ABT T T 4 7T HDSHENLHNE Y AT LERi#ELET,
Fl, VTAT NI T aBERELT, SINTV T T 4 VI IRELET,

« set connection per-client-embryonic-maxn: 7 7 A 7 >k Z & IZFF AT &5 [RIRERIH] TCP
Bt D RH (0~2000000) . 7 7 4/ ME0 T, ZOHAETEGHOHIRS W EEA,

« set connection syn-cookie-mss FJHABEREEHIBRIC 2 L7 & X \ZHIHIBERED SYN cookie % 4=
T DD —N"—DFRE 7 A M A X (MSS) (48 ~65535) . 7 7 4/L ME
1380 C9, ZDFXEIX. sat connection embryonic-conn-max % 7= 1% per-client-embr yonic-max
ERET 2HECOREHTT,
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« set connection random-sequence-number {enable|disable} : TCP v —4> LV AF T X A
b A X—TNVELZTT 4 8—T VT H0E D, T 74V T, 70X MMEBA
R—=T W25 TWET,

1 -

hostname (config-pmap-c)# set connection conn-max 256 random-sequence-number disable

AT T4 B Z A LT 7 k& Dead Connection Detection (DCD; 7 v FEEgtkH) Z#REL 4,

WIZHBT AT 7 4+ MEIL. timeout 2~ REFEH L CINSLDOEED Vo — DT 7 +
NVMEEEELTWRNI EEFEE LTWET, Z7u— LT 7 /b MEIZZ Z CTHlAT
HiEw EEEXLET, BHEAIA LT VR LARVWEIIC, 0O AN L THAS~—%T 1 &—7
Mz LE,

« set connection timeout embryonic hhimm:ss : TCP #J#] (NN—74—7 V) B2 U5 %
TOHA LT 7 AR (0:0:5 ~ 1193:00:00) , T 7 # /L MHEIE 0:0:30 T9,

» set connection timeout idle hh:mmiss[reset] : WD 7 1 ks 3LV OESL S 7= 85053 B
CThHEDTA RV ZA4 577 MR (0:0:1 205 1193:0:0) , 7 7 4/ MHIX 1:0:0 T
T, TCP N7 7 4 v 7 DA, resst F—T— REFETDHE, DX A LT 7 MFIC
Uty b2y BIATCP = RiRA > MZERE SN ET,

FI7FNbOudp TA RV ZA LT 7 MI25TE, 74/ bDiemp 74 KV Z A
AT NMI2HTYT, 740 DespBILTha7 A KV XA LT D MI30OHTT, £
DT _XTHOFe haLTiE, TI4LV DT A KV ZA LT 7 MI25TT,

set connection timeout half-closed hh:mmiss : N—7 7 o0 — XA U5 ETOT A KL
A LT 7 NI (9.1(1) BLRTOHATE 0:5:0 ~ 1193:0:0, 9.1(2) LABDHA1E 0:0:30 ~
1193:0:0) . 7 7 4 /V MEIX 0:10:0 TJ, N—7 7 m—XDOHHilL DCD O E% T %
Hho, £lo. ASA L, N—T7 7 n—XEa bk s L XI2V By MERELEEA,

set connection timeout dcd [retry-interval [max_retries]] : Dead Connection Detection (DCD;

T FEEGiR) A4 Rx—7 M LET, 74 RAEEROMIRA NS RIIC, ASAIZT Y
RAA M B —T %25 G L CHEBPAEITHLNE I DEHILET, MGFORA RN
ISE LT aE, B HERE ESNnE T, TSN OSEIT, B fiishET, FF
AXRT VY N 77 AT U4 —)LE— RTEELTWAEE, = RARA Y MIAZT 1 v
I N— bERETILENHY £T, 70— RHITbI58#i121X DCD 2% E TX 722
W7z, DCD &7 —F7u—RD 77 4w 7 7 TAREHE LRI IICLTLILEE
W, FEEMI L ZEMITREE SN/ DCD 7 v — 7 OfE¥ A B9 % 121%, show conn detail
avr FEHLET,

retry-interval (Z{X, DCD 7'0 —ZIZRENRWIGEITHIO 7 0 —7 2R [5 T 5 F TR
LW 2 hhommess/EEUTL 0:0:1 205 24:0:0 OFFEA CTRRE L £ 9, 7 7 4/ MEIL0:0:15
TJ, max-retries (21, PEESEIRENRAETH D L BES T 5 £ TIZRIT 5 DCD D
R TEES A RE L ET, R/AMAIX 1, H&KRMHEIX 255 T, 774/ MI5HTT,

| gwnzE B
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75 AR F 1T TSR CEEL TWA L 2T A TIE, BRE 14 (0:1:0) iR
ELRNZ LML FT, Bt v AT AWM TBEIT2XLERD L5, HEREEC
130 FLLED Y | BEMTOIDENCERDHIREN2BERH Y £7,

51 -

hostname (config-pmap-c)# set connection timeout idle 2:0:0 embryonic 0:40:0
half-closed 0:20:0 dcd

ATV TS 7T R8T By OfFEREATRERE] (TTL) 25 27 U A2 bk L£7 : set connection
decrement-ttl

Zoa<r R, BXWicmpunreachable =~ K, ASAZ 7Ky 7D 1oL LTHK/RT D ASA
#EHH O traceroute & AIHE & T B2 DITHMETT,

&1

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config)# class-map global-policy

config-cmap) # match any

config-cmap) # exit

config) # policy-map global policy

config-pmap) # class global-policy

config-pmap-c)# set connection decrement-ttl
config-pmap-c) # exit

config)# icmp unreachable rate-limit 50 burst-size 6

ATvT6 HEipiA 7y a VERELET,

FEREA T Y 3 T, B ORW TEAREREFRRWEORETT, ZNbDOF T a Uid, st
connection advanced-options =~ > R&f#H L TREL £,

« set connection advanced-optionstcp_map_name : TCP ~ v 7' %545 Z & T, TCP J —
~ITAFOIMEED AL <A A LET, FEMICONTIZ, B TCP N7y ML O
AB<A X (TCP~ v/ TCP / —~F7A4 %) (9_—=V) ZZHLTIZEW,

« set connection advanced-optionstcp-state-bypass : TCP A7 — bk /SA SN2 & EIE L £4, ¥
HIZOWTIX, FEBdFL—T 4 > 7D TCP AT — FF = v 7 DA /A (TCP AT — k
NANRZ) (14X=2) ZZRLTIEEN,

« set connection advanced-options sctp-state-bypass : SCTP A7 — h /A NA %L T,
SCTP 27— 7 )b A LV AXRY v a BN LET, GOV TIE, SCTP A7 — |k
TN AR v a v EBBLTLIEEN,

» set connection advanced-options flow-offload :  (Firepower 4100/9300 3¢ —3 ™ ASA,
FXOS 1.13 LD A, ) 7m—DA7u— REFHELET, 7ue—n NIC BIKTH V)
2 ONHHBER AR 7 — RSN D58 8T 7 1 v 7, flow-offload enable =~ >
F (TP —E XA R o—D—HTIEHY FH¥A) AT LHULERSD 77,

&1

hostname (config-pmap-c)# set connection advanced-options tcp mapl
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BED L5714 v v 5208GEORE (T Tov—cR) [

AT9 71 BEFOH—E R KRY — (=& 21X, global policy & WHARIDT 7 4/V ~ Za— L R
V=) ERELTODLEAIE. U ETKT T, TRUANOHEIL, 1 DE 7301 ¥ —
T2AATCHRI =T %7 7T 472 LET,

service-policy policymap_name {global | interface interface_name}

1 -

hostname (config) # service-policy global policy global

global F¥—T— KiZHR Y o — =T 2T _XTOA[ X —T7 = RZ@HA L. interface XAV

V=1 ODA U E—T oA AZEHALET, Fa— b KUY —Z 1oL TE R
o A VHE—=T 2 AADTa— )L RY =T, O H—T oA AP —ERA R —
ZEMATHZ L TEEETEET, HFA U F—T =2 AT, R v—~v 7% 127 0HA

TEET,

1

ROBITIE, TXTO T T 4 v 71 U TEROBIRMEE A L7 0 b &2RE LT
l/\i‘a_o

hostname (config) # class-map CONNS

hostname (config-cmap) # match any

hostname (config-cmap) # policy-map CONNS

hostname (config-pmap) # class CONNS

hostname (config-pmap-c) # set connection conn-max 1000 embryonic-conn-max 3000
hostname (config-pmap-c) # set connection timeout idle 2:0:0 embryonic 0:40:0
half-closed 0:20:0 dcd

hostname (config-pmap-c) # service-policy CONNS interface outside

BEED/RNT A —H ZH LT set connection =< REANTE), KT A—F %
BareDa<w RELTANTEET, ASAIL, o~ R&2FETary 74 Fal—g
VHTITICHEAELET, mezlE,. 792 a7 4 Fal—Y gy B—RTRD2
oPavy REANTHELET,

hostname (config-pmap-c) # set connection conn-max 600
hostname (config-pmap-c) # set connection embryonic-conn-max 50

showrunnlng config policy-map =~ > RO IZIX, 2 2Da~ >y ROFEERNPFE—O
oo~y FELTERRINET,

set connection conn-max 600 embryonic-conn-max 50

wmmne W
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TCP A 7 a3 > DR

EFEA T a vERER LT, TCPEIEOW S OAIEEHIHCEXET, T NHDOBREDT
TAN MEIX, 1ZEAEDORY RU—ZIZ#E L TWET,

FIE

XTFwF1 (CLI) TCP Utk v FEMEZHER L £,

service { resetinbound [ interfaceinterface name ] | resetoutbound [ interfaceinterface name
] | resetoutside }

s resetinboundZ i L CHENIC T B Z &N TEE9, ASAD@EIRERA, 77 EAY R |
FIITAAARTEIZHEAD NV TASAIC L » THER SN T X TOHEFTCP & » & 3 2 TCP
Uty NEEELET, ASAIX, 77 EBAV A NERITAAAICL > THASNTH, BE
FOUHRIZB L TEBOLT, AT = IV T 7 AT U4 — M Lo THEGINTZNT > O
Uy FyEELET, RILEF2VT 4 L_XALDA L EZ—T A ABO T 7 4 v 7 %
WEBEZTES, ZOF S a kA R— 7wébﬁ#otBA4MAﬁETéﬂtﬂ
Iy R BMETICEELET, v ¥ —T A AEHEELRWEES, ZOREITT
RTCOAF—T =4 AZWHINET,

resetoutboundZ i L CTEEGNZ 925 Z LN TEX £9, ASA Oz A, 77 8AU R
N EIXAAA BREICHE SV T ASA I L > THEREESNZTRTORE TCP v v a i
TCP UVt FEFELET, ASAIL., 77EB AV R MEFIZAAA L > THATENT
b, BEFEOEHICBLTELT, A7 — M7 77 A4 T T — Lo THEAE IR
Iy DYy FBEELET, ALEF2VT 4 LADA L E—T oA AD T
T4 OEERZTET, COF T a A X —T M Lo A ASAITIES
SNy MefMbEMmETICEELET, o4 T va i, 774NV NTHET
I, ezt VT T 4 v 7 A M—LABEHZ CPU OAMZEINT 5720 EICREY &y
NeT 4 =Tz TEET,

resetoutsidez i/l L THZHC T2 2 &M TEET, kbEFXF2UT 4 LLDRKRNA &
H—T A ATHmL, T27EAY XA FNELIZAAAFRTIZIE SN TASAIZ L > THEA X
NIZTCP X7y DUty haAX—T W LET, ASAIX, 77 ERY A MEE
fMAK;ofﬁﬂéhf%\%ﬁﬁﬁm IBLTEBLT, AT—h IV T7 AT Tt —
VKo THERENTEAATZy OBy FBXELET, ZOF T a a2 A X—7 M
LﬁﬂOtﬁnwﬁAﬁﬁééﬂﬁﬂ&yF%m%@ﬁﬁfﬂ%%biﬁo

AL HE—T A APATTlE., ZOF v a v BFHTAZEAZHRLET, 247> =
VEFERT S & AT SMTP £ 721X FTP —3—7225 @ IDENT % ASA TR TE £,
INOOEERET VT 47y hTAZEICL T, 30BDX A LT T N IRAEZ B8
T&EFET,

ATFYT2 BB NI 74 v IV DOERTCP B AL YA ANRRELIMEEZBR NI 5L, HELE
A R B2 K DI T BI12id, TCPMSS ZiRE L F7,

sysopt connection tcpmss [ minimum ] bytes

| iR
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ATvT3

gwox=42u>7 |

minimum & —7— K72 L, s RKTCP B/ A b VA XE A FEMNTRELET U8~FE
DEKAE) o 77 4/ MEIZ 1380 31 R T, ZOKEEEZT « B—7 /T T HITIE, bytes &
0IZRELET,

minimumzZ ] L CEICT 52 N TEET, RRET A A X% EEXL, f5ELE
NA R (48 ~ 65535 34 b)) RICRLRNWEIICLET, ZOMEEIX, T 74V N TT 4
=70 TT (0IZRE)

TCP #5#5t DL FFHERF 2 5% E L £ 7

sysopt connection timewait

Zoavy REMFEHATDE, & TCPHIZB W T, KEDOEHE O TCP 7/ 0 — XX 0 —/r
YADBIT, A7 & 15O/ TIME WAIT IREERSSRFIAICHER SN Ed, = R A=A

N7 U —2 3 DF 7+ RTCP T — U ANFAEY o — X ThAHAEEIT, = DO
REZEHT L L 2HERE L £,

EEOE=_421) 5

RO~ REERLT, #izt=F—T&ET,
« show conn [detail]

BEMAE R R LET, SEERIE. 77 726 L TRl e oRt 2 s LE9, T2
Lz21E. by 752703, TCPAT— F XA RZADOKRBTHANF 74 v I 2R LET,

detail ¥ — U — F&MH+5 &, 7 v MRl (DCD) 7'r—7 OfF#isForShET,
ZOERIT. BEWN IS TERN T e — T SN HEEEZ R LET, 72 & 21X, DCD
RIS EEAE DB REMIZIR D X 512720 £,

TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1ls, uptime 32ml0s, timeout 1mOs, bytes 11828,
cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

show flow-offload {info [detail] | cpu | flow [count | detail] | statistics}

BRI AT — & AEH, A7 r— RO CPUMAR, A7u—R&hiz7u—0L¥
M, A7n— a7 e —faHERaeate, 7e—0F7n— NZETL1EHRE R LE
j‘o

show service-policy

Dead Connection Detection (DCD; 7 v REEGMHE) O#FHEFEREZ GO —EARY 2 —D
et maE£RLET,

» show threat-detection statisticstop tcp-intercept [all | detail ]

gwnzE B
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WA T RSN AL 10— "—%F R LET, al ¥—U—FiX, hL—23h
TWATRTOY—N"—DJERET — % %#FRrLET, detail ¥—7— RNiE, BEY 7Y
VT T=HERALET, ASAITXL— MEROBIZKBEOH A 30 [R50
T, T 7L D30 5HETIE, 607 L ITHEHERANESHET,

G¥)

Cisco ASA FXETIL, PRt QU =Ad N Ry=A 7 T ARELET LTORWEER
FOR) XTI LLN, 77T A TTNAAREARZ U NA T AL A TR ENEHA, =
DOFFHZ LY, HA VAT LOMRLv X2V T 4 BPERSINET, 2D, iJid Cisco
ASA THEERBIZTE W E U D AREMERH Y 92, ZHxTRERDZ L TT,

Tov bT4—
HRER L)y —2R B
TCP A7 — k /XA /3R 8.2(1) Z ORBENE AN S E Lo, set connection advanced-options

tcp-state-bypass =~ > R2ZVEA I E LT,

T_XCHOT 1 haLOBEg2 A LT |8.2(2)

v k

TA RN ZADLT T ME, TCPFiF TR, §_XTH7 1 |k
VAT X ICEEESNE L,

set connection timeout =~ > KO EE SN E L1,

Ny T w7 ART 4 v 7 — b |8.2(5)/84(2)

AT AIEROXA LT U

RUFRy hT—=T ~DEBDAXT 4 v 7 — FINFIEL T
BY, ZNFENANY v 7 BRI DEAIT, ASA (3RS
A TA N w7 BRERBOL—FEEHALET, LVt
J— RBMERFRBIZ R > T2 /1L, ZOXA LT 7 MZE-T
BN o0 T, o) — N &R L CHERE T
WNTTEET, T74/V MI0TT EERITFAA LT T FLE
HA) . TOMREZMEHT A%, #4277 b E#H LUVMEIC
EHELET,

timeout floating-conn =~ > R3AH IjuE Lz,

PAT xlate (24" 2% E F[HE/R % 1 |8.4(3)

LT TR

PAT xlate 3% A4 57 7 N L (77 4/ N TiX30 %) . ASA
DEFLWERHICAR—MEREHT L, —HOT v 7R b
U—2h b—H X, BIOEERNT v 7 A Y —2Lh T3 AT
RELTBWTWDAMEEMER H D720, Z O LWk & A
THEENHY £9, PATxlate DX A LT U %, 30 b~ 5
OFPANDEIZRETEXDH L IRV E L,

timeout pat-xlate =~ > R2VEA I jLE L7z,
Z OEEREIX. 8.5(1) £721X 8.6(1) TIXFEFAHTE EHA,

| RS
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P—E R R ¥— L= L DR R
B DG & L

9.0(1)

PR R Y = = L DI REHGEDY 65535 75 2000000
2Bl E B e L,
set connection conn-max, set connection embryonic-conn-max,

set connection per-client-embryonic-max, set connection
per-client-max O~ > RBRER S E LT,

N=T su—=XFA LT T MR/
fE % 30 FDIZHI

9.1(2)

Ta— SV EAL BT REBLOBEEE Y A LT 7 NOWHDN—
T Ia—R R ZA LT T FORMEIZ, XY ENT DoS 1R
BT A0S 005 30 IcEiESnE L,

set connection timeout half-closed. timeout half-closed D45 =<
VRMEBRINE LT,

Jb— N OUHRIZKT D8R — L N
B BA LT T,

9.4(3)
9.6(2)

B CTHEAINTOAL— B I HFHELTWARY, £72I133E
TIT 4 TR0l XD, VAT AR AR AR &
BETZAHLIICRVELE, ZOF—V Xy NI
N— BT 7T 4 T bR WA, Bkt snE 3,
J— N OPERN E BRI THOND L 2R — L RE T
HA<—5fBHETHIENTEET, EL, FEAEDXRY
rNT—2 I, = D7 T PRIt A7-DI0F 7 +
b D15 BEY) T,

timeout conn-holddown ==~ > R2SNEBIMENE LT,

SCTP7 A KV HEA LT T MBIW
SCTP A7 — h /31 /52

9.5(2)

SCTP ##t DT A RV ZA LT U b ERETEET, £,
SCTP AT — h NANRRAZHNILT, FTFTT7 427 DI T A
TSCTP AT —h IV A AT v a vt 7IZTEET,
WD <y RPBMELIFERINE L7z, timeout sctp, set
connection advanced-options sctp-state-bypass,

Firepower 9300 =MD ASA O 71—
F7wu—FK,

9.5(2.1)

ASA Db A7 r— R&H,  (Firepower 9300 ) NIC [ZE
BV BEZONINERSL 70— KHETETET, ZhIT L
D, T—HEUF—DLYVRERT =X 70 —D/NRT —~
CANMEELET,

Z OHEREIZIX., FXOS 1.1.3 2SABE T,

WD~ RPBINEIIAELINE LTz, dear flow-offload,
flow-offload enable, set-connection advanced-options
flow-offload, show conn detail, show flow-offload,

gwnzE B
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T3y bT4—
HERER L) —R B
Firepower 4100 > U — X Lo ASA |9.6(1) ASA B4 7 v — R&E{, Firepower 4100 & U — X @ NIC T
D7u—F7a— RO R—h, HEYVEZDLERHD 7o —EHBETEET,
Z OBETIX. FXOS 1.1.4 NSLETT,
ZOMBEIZIX. IO~ REZITASDM BEHNEd 0 8
oo
NT AT LY b B—FRTO~ [9.602) 7 AT Lk E— RO Firepower4100 35 L T89300 2V —
ILFF¥ A MERO 7O —F 70— X FNRA AT, NICIZEHEUDERZ N~ LTXr X N
KoHR— b, ftaAd 77— RTEHEHIRVELE, AV FXr AN F
Ta—Rt, A HF =T oA AE2O0FETEL T vV I —
TIEATEET,
ZOMBEIZIX. IO~ REZITASDM BEHNEd 0 £8
Moo
TCP #+7 a VAR DIEH, 9.6(2) TCP ~ v 7R ET DB/ D TCP ~ v Z—HN?D TCP

MSSBLUMDS 47> a T 57 7y a vy ZRETE5
X2 ELE, &HIT, MSS, A LAZ T U4 R
U YA X, BIOERERINE S 7> a v OFT 74V D
LB E T SVE LT, VANE, 2047y a idk, ~v
B —EDE A T DI T a B2l B 556 THH
SNTWE L7, BIEIX, Ty MTREDX A TDOF T =
YIR2OLLEEENTWDIGEE, EORTy MIT 74V R T
Fay7snEd, &2, BEiX2 20X A LAZ T
A arind b3y MIFFRI SN TOE L7, BIEIRR
oy EINET,

MD5, MSS, BIROMEZICE, FALRAZ T BLOY 1~
R A Rkt L, RUZA TOEEDF T a 2/
THEODTCP vy THHBRETEET, MDS 47 a 0l
Ay UHIOT 74V N TlEA 7Y a rinNs U7 S0kt
L. BIEOT 7 4/ FTIXFFAIENET, £/, MDSA 7> =
vEELATy N Rry S TAHIELTEET, MSS AT
varOEEIE, TCP~y 7Tl KB T AL b A X% E
TEXFET (NTT7 47 VAL , OFTXTO TCP
FTarOT 7N MIEEIIHY FHA, INBIEFZ YT
ShET,

WD~y RNEBEIE L7z, timeout igp stale-route,

WET— b U= 7'a b aLoil
VL= DX A LT T B

9.7(1)

OSPF 72 EOWNERF— F 7 = A 71 b a/LdOEHEVIL— k&2 HIER
TEEDODIA LT U NEBRETCEDLLITRDFE L,

timeout igp staleroute =~ > R2VBM S E Lz,

| iR
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ICMP=5 —D 7 a—/ )L Z A LT
/AN

9.8(1)

ASA N ICMP = 2 — &R v &5/ LT ICMP ##ic &
HIFRT D5 ETOT A RAVKRIAZRETE DL 1T LT,
CDHEA LT NBNER (F 740 F) T, ICMP A v A
Ta UBAENCERE SN TWDGE, ASA T a— & %%
FT2LTICICMPERAHIBRLET, Lo T, &TL
TWDEDOHEHEITKR L TAR SN2 X TOICMP = 7 — (3
EINET, ZOXA LT T MIICMPERROHIFRZE L5
DT, BERICMP =7 —% %575 Z L NAREIC D 7,

WD a~<r RpNBMSivE Lz, timeout icmp-error

TCP AT — h RARADT 7 4 )b
FNOTA NIV EZALT TR

9.10(1)

TCP AT — b WA NRREERGDT 74V DT A KV XA LT
7 M 1B R, 2D £ L,

7 v FEEgifRE (DCD) O3S
BIOLNERORER, BILO7 7 X
A WND DCD OHHR— bk,

9.13(1)

7 v Nt (DCD) Z A% L7=8E&1%. showconn detail
awy REMERA L TR EERICET A EREZBS T £
I, T v NERRHEERT D & IET 7T 1 T e A iR
T&EJ, showconn D jIE, =¥ RARA v R e—T7X
NBEENREINET, 512, DCD XY 7 A X THAHR— b
INBH LTV FEL,

HLVWEE SN2~ R : showconn (/D7)

VIS OR RS A R A X
(MSS) Z#ELET,

9.16(1)

P—ERARY U—ZFE LT, PGSR E L7z & X I2H)
HIHEE D SYN cookie AT D 7c O DY — =D Kt 7 A
Y hYA R (MSS) EERETEET, I, AR
HLRETHY—EARY V—DLEAICERNH VY £97,

BMEZIIEE -2~ R st connection syn-cookie-mss,

SIP Call Init ®7 A K/ 7 m—,3L
HA LT T NOEE

9.16(x)

Call Init =—/WIREED SIP & v ¥ a A (WIDBIFA v —
COZER) HIBREND ETOT A RAEHE (F0sEs2%
FELARD - 288) %, 0:0:1 ~ 1193:0:0 DFiPH CRE T %
T, T 74V MEIE 32 (0:00:32) T,

IPsec 7u—NA 7o — RKEnF
9,

9.18(1)

Cisco Secure Firewall 3100 T, IPsec 7 2 —I|LT 7 4/ b TH
7u—RaIfvET, Psec 1 ME VPN £V E— T 7 &
AVPNEF2UF 4 7V x— 3 (SA) DR ER.
IPsec HEfel LT A ADT 4 =V R Fa 7T ~T N r— T b
A (FPGA) IZA 7 a— RSB0, T/ AD/RT —<
ANmELET,

WDz~ RpBEMEE L7, cear flow-offload-ipsec,
flow-offload-ipsec, show flow-offload-ipsec

gwnzE B
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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