VLANH I B2 —T (4R

ZDOETIE, VLAN YT A v H—T 2 ZAZRETDHHECHOOTHBAL £,
Y

CE)  ~AFar7HAME—FTE, ZOHDOTRXTDI AT 2V AT DF[TAR—ZATEITLT
KTEEV, VAT AFEFTAR=RIZ A TWRWEE, [Configuration] > [Device List] ~2A >
T, TITATRTNARAIPT RLADOTIZHD [System] X477 U 7 LET,

s VLAN V7' A v Z—T = A ZIZONT (1 =)

*VLAN VT A L H—T 2 ADTA LA (2=)

cVLAN YT A L H =T =2 ZADHA RT7A 2 LHIBFEE 22—)

s VLANH T A v B2 —T oA ZADT 7 4V  NRE 3 _—)

cVLIAN YT A v H—T 24 AL 8021Q T o F L T DERTE (4 3—)
s VLAN DY 7 A v Z—T = A 2D (5 2—3)

e VLAN V7 A v X —T =4 ADERE (7 2—)

VLAN D4 B2 —TJ 24 XIZDLVT

VLAN V7 A v X —T oA AT DL, 1 DOWEA ¥ —7 = A A F721% EtherChannel
A B =Tz A A% $72% VLANID TH 73T SN EEOFRBA v ¥ —7 = A AT 5E
TEET, VLANH T A X —T 2 A AN DL EH DA U FZ—T = A A1F, HENIZ802.1Q
N7 LTRESNET, VLANTIE, FTEOYEA v 4 —T A A LTI 74 v 7 %
SEELTBLL ZENTEDD, WA v X —T oA AETZITASA ZBEMLARL TH, Xv
=2 ETHERTE LA 0 F—T = ADKEWERLT ZLNTEET, ZOBREIL, F=
TXANIBEEDOA X —T 2 A AZEI VY THZENTELDT, vAFarTFANE—
R CREZAER] T,

150754~ VLAN & 1| > 13EHOEH %Y VLAN #RETXE T, ASA iT&H
VHZUYUVLAN ChTI7 74 v 0 %2ZET5E, TNETT74~Y VLANIZw vy LET,
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VAN DA A8 —DJ x4 ADS5/4 1R

ETIL AU REH
Firepower 1010 HEHE Z A A 60
Firepower 1120 P T X 512

Firepower 1140, 1150 | {54 7 A & 2 1 1024

Firepower 2100 1A T A X 1024
Cisco Secure Firewall |[fE# 5 (¥ % : 1024
3100
Firepower 4100 T MR 1024
Firepower 9300 R T4 X 11024
ASA {8 AN—"T" > e

100 Mbps : 25

1 Gbps : 50

2 Gbps : 200

10 Gbps : 1024
ISA 3000 BT AR5

Security Plus 7 A &2 : 100

N

(GE)  VLANHIROXRE L TH Y F 5 A% —7 x4 A2, VLAN 250 4 TET,

VLAN B DA 3 —T x4 ADHA 54 2 LHIREBIE

ETILDOYR— b+

s Firepower 1010 : VLAN %7 A > ¥ —T = A AL, AA vTF R— FE/IE VLAN A > ¥ —
7z AZATEIFR— SN TWERA,

cASAET AL TIE, BHA LA —T 2 A ADYTA L H—T 2 AZRETEEEA, V7
A HE =T 2 A ZADYHR—MIONWTIE, BFEHAr Yy MNAR—h A ¥ —T A A5
LTLEE,
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| AN I 1o 58 —Tz42
VAN 4 T4 2 8—T 14 207740 rEE I

ZOMDHA FS4 >

cWPA L E—T 2 A A LEDE TR LNy RO T A =T oA AT DY
G WA =T 2 A AT I T4 7 HBREERNVEIICTHZLH LBV E
To WEA L H —T oA RFF T DRVNT y MBS DL I ENTE L2 TY, 2
DORMEIE, 77T 4 TS X —T =4 A L EtherChannel V > 7 12H 4 CTldE D £
To NTTU4 I BYTA =T A A% @MT DI, WA V¥ —T = A AT
EtherChannel f > % —7 = A ANA X —T NI o TWBRENH L0, T T 497
DA X —7 = A AF 721X EtherChannel f > ¥ —7 = A A& L2V E o2, 1~
H—T 2 A ANIATEHE L2 TLEEW, WPiA v ¥ —7 = A A F 713 EtherChannel
AVE—T 2 A ATHE T DRy ME@iRSE 55580, B85 S8 Y namex 3% E T
TET,

FUBA X —T 2 ADTRCOVT A U H =T 2 A A X, TV VT N—T R R—
ML—T v RA U H =T 2 ZADNTNHTHILERH Y £, BREBLIO—HIITX
FHA,

ASA T Dynamic Trunking Protocol (DTP) % #7AR— kL CWWRW=o, ST\ 5DH A
AYTFHR— P BRI N T XU T THEIICHETLHILENRHY 7,

BA % —7 = A ZADF U Burned-In MAC Address Z i [l % DT, ASA TEFZSN-H
TA B —T 2 AT —BEDOMACT FLRAZEY Y THZ L TExET, =& 213,
P—bE R Tu M Z— 2k o5 TiE, MACT RLARIZESNTT 7 & Al E1T 5 HED
bV FET, o, IPv6 V7 — N7 RLAEMACT RV RIZESWTEREIND T
W, YITA L H =T 2 A A —BDOMACT RLAZE DB CTHZ LT, —BEDIPV6 U
Ja—HNT RURNRAREIZR Y . ASATREDA VAL U ATD NI 7 4 v 7 Ol %
BETAZLEMTEFET, —BEOMACT RLAZHABIMICAERTXET, MACT KL 2
OHBED B TESBLTIIZEN,

VIANY A A —TD A ADTIAJIL FERTE

CTOHETIZ, THHEAEFOFT 740 ar 7 4 X2 —2 g UBRREIN TV RWEEDA >
H—=T 2 ADT 7 )V REEZRLET,

AR —DTARADT T4+ IL bDIKEE

B =T A ZADT T )L NOREEIL, ZDOEATELIRa L THFANE— R THER
D E£7,

VI F arTHFANET—RTIE, VAT LFATAR=ZANTDOA o Z—T = A4 ZADIRREITH>
PHOLP, TRTOEY Y THEBEDA L F—T oA ANTF T 4LV FTA X —T M >TWE
T, 2L, NI T4 v I N H—T 2 AEEBTHDIE, T H—T = A A
VAT DFIFAR—=ANTA F—T IR TWEMLERH D FT, f L F—T = Af A% A
TAETAR—ATY Yy NI THE, DA F—T oA AT, ThaFLTnDHT
RTCOAry7TFARNTCH T LET,
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B vwwsoros—orrze8m10 kSR s0RE

VTN E— RERIFIV AT LAFETANLN—RATIE, AV F—T = A ADT 7 )L hOWREEITIK
DEBYTT,

WA LB —T 2 AR T 4 =TI,

*VLANV T A v H—T 2 R A F—=T ), 272, NT T4 I BT H—T A
AW T HT-OIIE, WA X —T oA Ab A X—T NI TWDLIRENRHD £
j—o

VLAN G A A2 —2J1x4RE8021Q FSF 25D

&

ATy T

ATy T2

ATvT3

VIANY T A B —T = A AW A % —7 = A A% 7% EtherChannel f > % —7 = A AT
BMLE9,

LY o RsY- 1] b

VUF AT HEAD T RFTHE, VAT LAFEFTAN—ATROFIREETLET, VR
TAh AT 4 F2lb—Tar E— RIASTWRWES, [Configuration] > [Device List] XA
YT, TITATIRTNAADIP T RLAD FIZH D [System| X T N7 ) v 7 LET,

FIE

AVTFFRARET—RICEoTKRD L HITERY 9,

o« UV E— ROEE, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] 2
A IR L ET,

s v LT B— RDGAE, VAT LAFEITAL— X T, [Configuration] > [Context Management] >
[Interfaces] ~A > & HR L £ 7,

[EM (Add) ]>[A % —7 A A (Interface) ] DJEIZEIRN L E T,
[Add Interface] ¥ A 7 1 7R v 7 ANFREINET,

G¥) TN E—RORE, ZOFIETHE L LT 501 [Edit Interface] %A 7 7 7
Ry T ADINTG A—=F DV Ty NOBRTHDHIZD, MDO/RT A =2 EFHET LY
HlFE =T Y RE—RBION IV ART LY N F— RO v X —T oA A%
ZMLTCLEEN, wAF arvTHFARNET—FRTlE, /X —T = ADRER
SETTAENS, AT HFANMNIA U E—T oA AEED B THLERHD ET, «
NF arTHRARNOREEZSZRLTIIZIN,

[~ K7 =7 AR—k (Hardware Port) | Fe vy 7 X7 URX b, 740X —T o A%
BINT WAV H—T 2 A AETEIAR— b TF Y XN A v F—T 2 A AERIRLET,
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| AN I 1o 58 —Tz42
VAN o471 w8 —7 21 206

ATV T8 A H—T oA ANETEA X —T N TROVEEIL, [Enable Interface] = v 7 R v 7 A% A
WZLET,

A B =T 2 A AFT 74V hTA R—=T N2> TWET,

RATw 75 [VLANID] 7 4 —/L FiZ, 1 ~4094 ® VLANID # AJj LT,

VLANID (21, ¥t STV DAL v F TTFRIINTWDEIHORH Y £, FEMIC OV T,
AA v FDO~=aT VESRLTLIEIY, wVF ar7F% A L E— KDOEA, VLAN I
AT LARETLMRETEEE A,

AT w76 [Secondary VLANID] 7 4 —/L RiZ, 1 2Lk ED VLANID % AX—AE 7213 H o~ TRY- T
AN LET, dEfT 2#HOLEIEY vy a2 AL ET,

ASAITEH U HUVLANT NI 7 4 w0 %5320, ORI 7 4 v %7714~V VLAN
I~y 7 LET,

AT w771 [Subinterface ID] 7 4 —/V RIZ, T A X —T A AID % 1 ~ 4294967293 DI TAII L
i—a‘o

FAEINDVTA A =T 2 ADFFIE, 7T v F 7+ —LIZL-oTHRZRY £4, RERIT
ID#ZAHETEEEA,

ATv T8 (F7 L ar) [Description] 7 4 —/L RIZ, ZDA X —T A ADiHE AT LET,

AAIE 240 LN TANTE ET, SBATHE ANTIZIITTANLET, v AT a2 7TF XK
= ROBFE, VAT LAOBAL 2T XA NOFBICERIEZH Y /AL, T —F— N —
FIIAT— K V7 DA, #iBIX TLAN Failover Interface] . [STATE Failover Interface] .
%7213 TLAN/STATE Failover Interface] 72 IZEESNET, ZOURMHITRETET EEA, =
DAVHE—=T oA AT 2= N A —N"—F T FAT— V7 LTEHA, 22 CTANLET
NTOBPAR, ZOBEEOHH T EHEE SNET,

ATv7T9 [OK] %7V vr LET,
[Interfaces] ~SA IRV £7,

EENEYD
VIAN YT A v B —T 2 ZADT A LA (2—)

VLAN DY T 3 —T 4 ZXDHI
WIZ, TNV EF—RTYTA U Z =T 2 ADNRT A =2 RET L0 2R LET,

interface gigabitethernet 0/1
no nameif
no security-level
no ip address
no shutdown

interface gigabitethernet 0/1.1
vlan 101
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nameif inside

security-level 100

ip address 192.168.6.6 255.255.255.0
no shutdown

VIAN4 TS v8—Tz42 |

WIZ, Catalyst 6500 TED X HIZ VLAN v v B 7 3 ET 200 &R LET, /—R%&
PVLANS (T2t % HIEIC OV TIE, Catalyst 6500 D%

ASA Configuration

interface GigabitEthernetl/1

description Connected to Switch GigabitEthernetl/5
no nameif

no security-level

no ip address

no shutdown

interface GigabitEthernetl/1.70

vlan 70 secondary 71 72

nameif vlan mapl

security-level 50

ip address 10.11.1.2 255.255.255.0
no shutdown

interface GigabitEthernetl/2

nameif outside

security-level 0O

ip address 172.16.171.31 255.255.255.0
no shutdown

Catalyst 6500 Configuration

vlan 70

private-vlan primary
private-vlan association 71-72

vlian 71

private-vlan community

vlian 72

private-vlan isolated

interface GigabitEthernetl/5

description Connected to ASA GigabitEthernetl/1
switchport

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 70-72

switchport mode trunk
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VAN 4 T4 > 8—7 x4 20BE [

VLAN YT A 3 —T 4 ADEFE

R1VIANY I 23 —T 24 ADERE

HEES N— | BEEETE IR
T3
v
VLAN £/ T00) | Tk DFIRE M S E LT,
e ASASSI0 BER T A B 2D VLAN N 006 1012 x £ L7,
+ ASA 5510 Security Plus 7 A &£ A®D VLAN #4873 10 705 25 (282 £ L
776
« ASA 5520 @ VLAN 3473 25 775 100 12H#9 %2 £ L7,
« ASA 5540 @ VLAN 347° 100 725 200 i[2#8x £ L7=,
VLAN o 722) | VLAN OHlIBRE/NEE S FE Lz, ASASSI0DFEART A B A TIX1000 5
50 12, Security Plus 7 1 &2 A TiX 25 7>5 100 12, ASA 5520 Tl 100 725
150 12, ASA 5550 TI% 200 75 250 |28 %2 TWET,
ASA 5580 @ VLAN ¥ 812) | ASA 5580 FTHAR— M &5 VLAN 728 100 25 250 ICHE SN E L7,

AL HFYVLAND T S54 <Y |95\ T A FZ—T A AT, 1 OUEOEH XY VLAN 2R ETXHLH
VLAN ~D~ v B2 7 OH FK— k W72 ELT. ASAIZEH VXY VLAN ChI 7 4 v 0 BZET 5L, *
N7 A4~V VLANIZ~ v 7 LET,

WO AN ZE L7, [Configuration] > [Device Setup] > [Interface
Settings] > [I nterfaces)

[Configuration] > [Device Setup] > [I nterface Settings] > [I nterfaces] > [Add
Interface] > [General]

ISA 3000 > VLAN D0 913D | Security Plus 7 A & > A3 %072 ISA 3000 (22T, F A VLAN £4% 25 2>
5100 I2¥E 2 F L7,
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