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¢) WREX A 7L LT, [2NAYU— LK (Password) | E 721X [SSHAR*— (SSHpublickey) ]%ER L £,
[/SA T — R (Password) ] # IR L72HEIL, NAV—FEZ AN L CTHELET,

d) Y727V Fvar ZA4TEFERLET,

e)

[Resource group] Z &R L 97,
VY= TN—=T1F, ARy NT—=27 D) =R TA—TLELCThHLILERDY T,
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. Azure Security Center /5 0 ASA {78 MEA

ATvT4

f) BAra@RL£d,

Liimid, Xy hU—2BI QR Y =X IN—T LR L THLLENRDHY £7,
g) [OK]&Z27 U v LET,
ASA (A8 OBGEHH 2R EL £

a) R~ O A XEEIR L E7,
b) AML—YTHYY MEBIRLET,

BWEORA ML —UT oy bEFERTHIEN, FRICERTI L TEES, A ML=V ThHU Y
FOBFTIER Yy P BB~ U ERICUTHAMERH D 9,

c) [Name] 7 4 —/V RIZIP T RLADT~AEASL, [OK] 227 Vv 7 LT, "TUvZIPT FLA%
ZRLET,

Azure (I, VM ZZIE L CTHEBT 2 EEBINLAREOH D, XA FIv I TV I IPET 7+
VR TIHER LET, BEIP T RLVAZELTLGAIT, R—2 V0T v 7 IPE#E, XA
ST T RLVAMBAET w7 T RLVARIZERELET,

d) MEIZST T, DNS DT ~ULZEML £9,

SEA(ER K A A 4 1%, DNS 7L & Azure URL O AG T,
<dnslabel> .<location> .cloupapp.azure.com D RIZ 72 W F 97,

e) BEfFORMER Yy N =7 Zi8IRT 50, FTLWRIER Yy bU—7 Z{ER L £7,
f) ASARME ZEATLH4 007Xy FEFEL, [OK]Z27 Vv 7 LET,

EZE EAVHE—T 2 A R —BOYV TRy NITH T THLENRHY 77,
g [OK]Z7VUvZ7 LET,

ATv TS MY~ &AL, [OK]Z2 ) v 7 LET,
ATy 76 FMGtELMER L, [fEK (Create) 1227V v 2 LET,

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £72I1X ASDM 2 H LT, #RE%
AT LET, ASDMIZT 7 AT A FNEICOWTIE. TASDM ORth] #&BB1LTL 72
W,

Azure Security Center H 5 M ASA {x38 ME A

Microsoft Azure Security Center (%, BEEN Y 70 NEAICKT 58X 2V T ¢ U R T 2051,
R, BEXOERTE 55X 91875 Azure AT DOEF 2V T 4 VY a— 2T, Security
Center DX ¥ 2h— Kb, X274 RV —%2RELTEY, EXa2 VT HELZE=
Z—=1L7c0, EX2VT 4 77— ERRLIZDTEET,
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ATy T

ATy T2

ATvT3
RTv74
ATy Th

ATvT6

ATy T1

ATvT8

ATvT9

Azure Security Center 7\ 50 ASA {R18 DB A .

Security Center |, Azure J YV —ADEF = U T 4 IREEZGHT LT, BENREX=2V T 4 O
FIMEARIE LET, #HEFHEHO Y X MWW, LERay bu— L 2R ET L7 nt AL FET
LT, MR, Azure DBERICHT D77 AT V4= V) a—a b LTODASA
B DEANEEDDHZ LN TEET,

Security Center Dt Y V) 2—a DX HIZ, HZ Vv 7 TASAFM ZFIELEAL, B
—DH Y aRlh—RKpbEXa VT 4 AR NEEFREANV NE2E=F—TxEd, ROF
JIEE. Security Center 7> 5 ASA AR A3 A3 2 FIEOMZE T, FHMIZ OV TIE, [Azure
Security Centerl] ZZM L T 7230y,

Azure R—H Wiz 74 o LET,

Azure R—Z VX, T —F B X —OGINCERRL, BEOT Ay Ne T 27 U7y a U BEER
FoONTRBEEZEER I LET,

Microsoft Azure A == —7>5, [Security Center] 2R L £7,

#1¥ C Security Center (27 7 & A4 5541 \mmmmﬂ7v~Pﬁ%%i# [Yes! | want to Launch
Azure Security Center] 3R L C. [Security Center] 7' L — RZ B &, T—X[UELZAHLET,

[Security Center] 7 L— KT, [Policy] # A /L& B4R L £ 7,

[Security policy] 7 L — RC, [Prevention policy] # E&{R L £,

[Prevention policy] 7 L' — R T, €X% =2V 7 4 R o —DO—F & LTERTHHEFEEEZ L AL ET,

a) [Nextgeneration firewall] % [On] IZFXE L E£7, ZAU T, ASA{AE 23 Security Center WOHELRE Y U = —
arvehhET,

b) MBS L T, MOHERFREREZZELE T,

[Security Center] 7' L — RIZE - T, [Recommendations] % 1 /L% R L F 3,

Security Center (X, Azure V) ¥ —ZADtF 2 U 7 1 iREEZ EWIAIIZ/0HT L3, Security Center 23 /ERY 72
X2 VT ¢ Ot E R ET H & [Recommendations] 7' L — RIZHERE RN R R I ILE T,

[Recommendations] 7' L — K C [Add a Next Generation Firewall] HELEZFIE 4 384K L C, FEMIA R R 7=V
REA T B 00T 7 a v E2FIT LY LET,

[BTH1ERL (Create New) ] £7-1X [BEFD Y U 2— a & (Use existing solution) ] Z 341 L TH»
b, BATLASAME 227U v 7 LET,

AR REZATVET,
a) B~ OLEIEANLET, ZOL4ENTAzure 7 A7 ) 72 a VN T—BETHAILENRDH D F
TO

BE AHIB—E TR, BFOAMEH#EMN TS & BATKRKLET,

b) —HF—HEASTLET,
¢) WAEDH AT L LT, NAT—REZILSSH F—DWNTNNERINL £,

NRAT— REBIRLT-BAIE, SAT—REANLTHEELET,
d V727V Tvar XA TEERLET,
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. Azure Security Center /5 0 ASA {78 MEA

ATy 710

ATy TN
ATvT12

e) UVY—AR T N—T%BINLET,
UY—RATN—T1F, Ry NT—=7 DY Y =R T —TLELTHHLERDH YD 7,
) SRR ET,
BT, 2y hU—2BLIRNY V=R ZA—FLRILTHLILERDH Y £7,
g) [OK]ZZ7 VU vZ7 LET,
ASA A8 OREHEH 2R ELE7,
a) B~ DOV A XZBRLET,
ASA {8 TiX, Standard D3 33 J U Standard D3 v2 3% 7R — b SivE T,
by ARL—=UT Uy MEEIRLET,

DA D=2 T B0y b2ERT 2130, FBUICERT 226 TEET, ARL—=U T Y
YEOEENER Y P BIMUE~ o ERICTHLLENDH Y £7,

¢) [Name] 7 4 —/V RIZIPT7 FLADT)V&E AL, [OK] 227 V27 LT, X7V 7 IPT KL A
ZERLET,

Azure 1%, VM #{E1L L CHEETHEEFINIAEROH D, XA FIv 7 TV I IPET
TAN NTIEHERLET, BEIPT RVAZEBETIHAIZ. A—F1LORT Vv 7IPEHE, ¥
A FIv I TRUVANDAZET 4 v 7 T RLVAIZERELET,

d) MEIST T, DNS DT ~UL&EML £,

FERAERT N A A 441, DNS 7L & Azure URL OFLAG 1T,
<dnslabel> .<location> .cloupapp.azure.com U272 W £97,

e) MEFOIRER Yy U —2 ZBIRT D0, FrLWEIERy U —7 ZE L £7
) ASARIE ZHATH4 5O 7T Xy FaEL, [OK]Z7 Uy 7 LET,

BE BAVE—T oA A —EDOY T3y MNZT ¥ v T THMLERDD 7,
g) [OK]Z#27 Vw7 LET,

W~V ZER L, [OK]Z27 U v 7 LET,
PRz Ed U. [fER (Create) 1 %227 U w7 LET,

RDBERY

*SSHZITLTCANTEDCLI 2~y REMHT L0, £721X ASDM 2 H LT, #RE%
AT LET, ASDMIZT 7 AT A FNEICOWTIE. TASDM OFth] #&BB1LTL 72
W,

» Security Center NOHELIEIEN KD L 512 Azure V V) — A DRSO O FEHIZ DU
TIE. Security Center 2> H AFARER~ =2 7 L 2B L T ZE 0,
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Azure Resource Manager H* 5 ) ASA {48 for High Availability D& A .

Azure Resource Manager 5 5 @ ASA 1= %8 for High Availability D& A

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

& DOFNEIL., Microsoft Azure T Al M (HA) ASA U X7 2% E T 5 FIEOMIE 2R LT
WET, Azure DFRTEDFEMZFIRIZOWTIE, TAzure 2> THh 2] 2L TLIEEV,

Azure D ASA AR HA TiX. 2 2D ASA R Z oAy MZEAL, VY —A TV v
JIPT7T RVA, W= T —T N7 EOXERTEHBAICAERLET, BAKIZ, 26D
REZXSHICEHTX £7,

Azure R—H i 74 v LET,

Azure R—H )WL, T—F B X —OEFICERRL BEOT Ay NV T R T Y Ty g B EAT
FoNTRBEZRERRTLET,

~—2 v N7 LA AT [Cisco ASAV] ZHZE L, [ASAVANICHA] %27 U v 7 LT, 7 =—/bA—/3— ASA

AR AR 2 B AL £,

[Basics] X E Z iR L £ 77,

a) ASARME ~> > DT V7 4 v 7 A AN LET, ASABIR OL4FNL VT4 v 7R AL [T
V74 v A BT ET,

BE MOV T4 v 7 AEFBEHL TN EEHRLET, #HTD L, EAITRKLET,
b) a2—¥—HEANLET,
T O~ v DF L — Y — 4 T,
EEZ  Azure Ti, admin &\ 22—V —ZIIEHTE A,
¢) MDA~ v A NCFEFEX A 7L LT, [Password] % 721% [SSH public key] DWW A& &R L £ 4,
[/SA T — R (Password) ] # IR L72HEI1E, NAV—FREZ AN L THEELET,

d) VT RZVTvar B AT EERLET,
e) [Resource group] % i®N L £,

[Createnew] Z R L TH L WY YV — R T N—T ZAERKT % 7)>, [Useexisting] CEEFDY YV —RX J/L—
TeBRLET, BFEOV Y =X V=Tl T 55813, ZTHOILENRHY T, £9H TRV
BEIE. LW Y —R T —TEERT 5 0NERH Y £9,

f) [Location] Zi&#R L £ 7,

Bix, x>y NUV—2BIORV Y =R V=T LELTHLILERH Y £7,
g [OK]%Z27VUvyZ7 LET,
[Cisco ASAv settings] Z i€ L £,

a) M~ DI A XEEIRLET,
b) [Managed] ¥ 72!% [Unmanaged OS disk] A b L — T %8I L £7,

BE ASA HA & — K CIL% |2 [Managed] 2 H L £,

[ASAv-A] &% iE & fR L £ 77,
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Microsoft Azure 7 5™ K~® ASA {8 DEA |
B vio 5500 Y—27 2T L— FEER LT Are 150 ASA RA8 DEA

a) (A7 3r) [Createnew] IR LT, [Name] 7 4 —/LV KIZIP 7 KL AD T~ L& AJjL, [OK] %
IV LTRTUyZIPT RLREZERLET, "7V v 7 IPT RLABRLERWGAEIL, [None]
IR L FE 9,

GE)  Azure {Z, VM %1 L THEET L L AR SNL RO H L, XA T Iy AT w7
P27 74/ PTIHERLES, BEEIPT FUAZEETLHET. A—21r0 7Y v 7
IPEBAE, AT Iy TRUVANDBAZT 4 w7 T RVAZEHELET,

b) MEIEL T, DNSOT~LZBMLET,

SERMEHT K A A 41X, DNS 7L & Azure URL OFAAHE T,
<dnslabel> .<location> .cloupapp.azure.com DRI 72 W £,

c) ASAv-A BEENFZMIOA ML —Y TH U MIHBERREEHER L ET,
ATwT6 [ASAV-B] REICHONTEH, ZOFIEAZ#HEY KL £,
ATYT1 BEORER Y b T —7 2T 50, B LW Y N T —27 ZER L £,
a) ASARME ZEATHA4OOH TRy hEREL, [OK]Z7 Vv 7 LET,
BEE KA E—T A RE—BOY T Xy NIT Xy FTH0ENRHY £7,
b) [OK]%2 VU vZ7 LET,
AT w78 RO [Summary] ZfER L, [OK] %227 U > 27 LET,
ATv T FIREMEEHE L. [ (Create) 157 Y v 27 LET,

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £721X ASDM 2 H L T, RE%
AT LET, ASDMICT 7 AT AFEICONTIX., [ASDM OBtk 2B 1L TL 72
W,

Azure D ASA RAE HA B DFERIIZ DWW TIX, ASA 27 4 Fab—Tay HA R [
751 @ [Failover for High Availability in the Public Cloud] OFEZZH L T 7230y,

VIDE LU Y —RToTL— & ER LT Azure hr 5 D ASA {RIE D
EA
SR APREET B JEHE VHD A A —C 2 LT, ME OB A Z I ASA AR A A — 2 & 1ERL
T&Fd, VADA A=V &AL TRETDI121E, Azure A L —U 7 A2 MMZ VHD A
A—=TEHET v —RTAEUNERHYET, RIZ, To7a—KRLET A A7 A A=V BLY
Azure Resource Manager 7 > 7' L — M 2l L T, HHARA A —VZERTE £7, Azure 7
L= HME, VY= ADHHENRTA—HDEENEENTWS JSON 7 7 A L TY,
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| Microsoft Azure 7 59 K~ ASA fR 18 DEA
VHD 5 & U V—R 7> T L— kA LT Are 150 ASA 28 A |

1R BHHIIZ

cASARIE T 7L — FOREBAICIZ, JSON T 7L — b B LIt 5 JISON /RT X —H
Ty ANBYUETT, Uo7 — 77 A%, RO GitHub VAR MU b A m—
KTc&EE1,

https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure

e T UL —NENRTA—=RT 7 A )VERERT B RIEICONTHE, 8 Azure U VY — X T
YT L— O] 20 —) EBRL T &N,

« ZOTFNETIX, Azure |Z Linux VM 2MFEL TWALENRH Y £9, —FAY72 Linux VM
(Ubuntu 16.04 72 &) ZEM LT, Azure (ZJEMVHD A A —P %27 v 7 n— 452 L%
BEIOLET, 2O A—VEMHRT HITIE, KI50GBDA ML —URMETT, Fio,
Azure @ Linux VM 705 Azure A f L —U~D7 v 7a— FEEINEL 720 F9,

VM ZAERLT 2 BN B H581E, IROWT IO HEEZHFH L ET,
e Azure CLI 12 X % Linux {RIE~ 3 > DIERK
o Azure 7R — # )L C® Linux K48~ > > OVERL

cAzure V7 A7 ) Ty a T, ASAUER 2 BB AT CHAFRER A ML —U T A Y
:/ ]\ ﬁ§‘\‘%:w<:“a40

AT w1 https://software.cisco.com/download/home ~— 235, ASA AR JEHfs VHD 4 A —Y %X v u—KLE
R
a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance

(ASA) Software] ([ZFEHE) L £7,
b) [Adaptive Security Virtual Appliance (ASAV)| %7 UV v 7 L& 7,

FHEICHE > TA A=V EX DT a— RLTLEEN,
7= & %1%, asav9-14-1.vhd.bz2

ATw T2  Azure D Linux VM IZJEHE VHD £ A —Y A a ™ — L £,

Azure LD TT7 7 AN BRI THT-OIHEHTE 247> a v EE<HV EF, ZOBITIE,
SCP (% =a7zav—) Z/;rLET,

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>
ATY T3 Azure ® Linux VM IZu 7' A > L, JEM§ VHD 4 A—V % at— L7774 L7 M VIZBEILET,
ATy T4 ASARIE VHD A A — T &R L 7,

77 AN E R E TATEMRER T 272D TE LA T v a UingiE <V £, ZOFITIE Bzip2
2—F 4 VT 4 ZmR LETA, Windows N—AD2—F ¢ VT ¢ HIEFICHERE L 97,

# bunzip2 asav9-14-1.vhd.bz2
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Microsoft Azure 7 5™ K~® ASA {8 DEA |

B vio 5500 Y—27 2T L— FEER LT Are 150 ASA RA8 DEA

ATy TH

ATvT6

Azure A NL—U T AT FOACTFICVHD 27 v 7 u—RLET, BFOA ML—VT AV M
AT 21E0, FBUMERTH 2L b TEET, A ML—UTH UV MK, NCFEEBTFOHREE
HTEET,

ANV =UT AT MIVHD 27 v 70— KT TE ATV a Vv BE<H 0 £,
AzCopy. Azure Storage Copy Blob API, Azure Storage Explorer, Azure CLI, Azure 78— % /L7 £ C9, ASA
AR ERIHDORESDT 7 A4 ML, Azure R—F VEFA LW L AHEEL F7,

WOBE, Azure CLI ZfEH L7 AR L TWET,

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
--—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page
VHD 7> & F BRI G A A=V aEl L 7,
a) Azure R—H LT, [f A— (Images) ] ZEIR L E7,
b) [EM (Add) 127Uy 27 LT, HiLWA A=V EERLET,

¢) KOEHREANLET,
s [401 (Name) | : HELRA A=V Da2—F—FEZOARTEZ AT LET,

o[V 7 A7 U a3 (Subscription) |: Ry 7H U URRNLYT A7 Y Fva iR L
E3x 8

o[V YV —RATN—7 (Resourcegroup) ]: BEFDO U YV —AT)N—T%RIEIRT D0, HLWY V—2R
TN—TEER L ET,

«[0ST 4 A7 (0Sdisk) 1: 0S8 %A 7 & LT Linux Z834R L EF,

«[AFL—Y 717 (Storageblob) 1: AL —UTHhHUr bEBEL T, 7 v/ u— KL/ VHD
IR L E T,

[THDU N AT (Accounttype) ]: Fry 7 &7 U X MG [fE4% (HDD)  (Standard
(HDD)) ] Z#R L £

s [RARMF¥ v 2 (Hostcaching) ]: Ry X T U A KD AN /FEEIAL
(Read/write) ] Z#IR L F7,

s [T—%T 4 A7 (Datadisks) 1: 7 7 ANV MDOEFIZLTEEET, T—FT 4 A7 &BML%
NWTLZE0,
d) [fEpk (Create) 1227 U > 7 LET,
[ A=V NIEFICIER SV E L7z (Successfully created image) | &9 A w&— U708 [[#%0
(Notifications) ] % 7 D FIZEKREINDETHLET,

GE)  BENBAA—UNMERENES, Ty e —RLEVHD ET7 v e — R A RNL—Y 7Th Y
v hEHIBRCE £9,
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ATy 717

ATvT8

ATvT9

ATv 710

ATvIN

ATV 712

VHD 5 & U V—R 7> T L— kA LT Are 150 ASA 28 A |

BHUAERR LR A A =D Y V=2 D WG L £7,

Azure DRI TIZ. HHWDAEY YV —2ZARY V—RIDIZEEMITFONTWET, VY —Z DT, ZO&
B HRA A=V OH LWASARAR 77 A 7T U — NV ERET D & SITHNEIZRY £9,

a) Azure " —X /LT, [1 A— (Images) | RN L ET,
b) HIDOAT v T TERR L2 E BRI RA A — V2RI L 7,
c) [MEE (Overview) [#27 Vv 7 LT, f A—YDOTuXT 0 2FRLET,
d 7V y7R=—FIYY—RIDEZat—LET,
JY—XID %, ROBXELEIY 7,

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>
/provider §Microsoft.Compute/<container>/ <vhdname>

BEHHNBA A=V BLOY Y —=RT7 T L= LT, ASAE 7 74 7 74— V&ML ET,

a) [HiHl (New) 1 ZBIRL, A7 a v OLBBRTEL L0125 F T[T 7 b— MEB (Template
Deployment) | & L £7,

b) [fERL (Create) ] ZIRL £,

) [T 4 X THBEDT 7 L— F&#%E 9 % (Build your own template in the editor) ] ZER L £ 77,
HAL A XTEDEADT T L— bBMERSNE T, T 7 b— FEEKT 2 HEDHIZ SN
T, VY—=A 77— hOMER Q21 ~—2) Z2ZBL TS,

d) WAZ<ARXLIISONT T L—bha—R &0 02 RUIZRED 13, [fR1F (Save) 127V v L
E RN

e) Kmy XU URENG [T A7 Y7L 3 (Subscription) ] ZEER L E T,

) BEFDO[Y Y —AZ—7 (Resourcegroup) [ZBIRT 50, L WY VY —RATN—T%/ER L E7,

g) Ry 77X URNpL[rZ—3 3 (Location) | 3R L ET,

h) BIAT v P DOEHFIRA A=V D[V Y —ZID (ResourceID) ]% [VMEFEA A —ID (Vm
Managed Image Id) ] 7 « —/V RIZHAE O 1T £,

[77 A% LB (Custom deployment) ] X— D EXIZH D [23T7 A — X OfRME  (Edit parameters) | % 7
Vo7 LET, DAZTARXTELNRITA—ET T L— MIMERRSNVET,

a) [Z7A1Due—F (Loadfile) |27V v/ L, DAXSA XL ASARIE T A=K T 7 A V%
SHRLET, NTA—EZT T — NEERTHHICOWNTIE, T A—% 77 A LDOIERE (30
R—=) | BERLTLI7EEN,

b) BWAZ~ARXLIISONNRNT A—Fa— &0 02 RO, [fR7F (Save) 1227V v 27 LE
e

T AH NEBOFER A MR L E 7, [FEA (Basics) ] & [XE (Settings) 1O1E#H ([V Y —AID (Resource

ID) 172E) i, MELLEHEREC—HTLZ LB LET,

FIRBA /MR L, [LFEEOFARICHEE L ET (Lagree to the terms and conditions stated above) | T = v
IRy I A% A AN LET,

[ A (Purchase) |27V v/ L, BHIRA A—VEBIOIAZ LT 7 L— hEEH LT ASA i4E
T7AT T —NEHEANLET,

T =R T 7 ANENRTA—=ET 7 A VEANRTE, BENEFIZET L TWAIET T,
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BHSEA A—F, R 7T 227U 7y g B OMIRNOEROREBICHER X 9,

RDEZRY

*SSHZ/TLTCANTEDCLIa~y REHAT I, /X ASDM 2 LT, ZE%L
WITLET, ASDMIZT 7 B 2T 5 FIEIZOWTIL,. [TASDM ORI 2L TL 7
él/\o

6% : Azure VY —X T T L— D4l

ZDOIETIX, ASARAE ZJEBAT % 72 I2ffi T & % Azure Resource Manager 7 > 7 L — k Df
BICOWTHHALEYT, Azure V V— AT 7L — MIISON 7 7 A LV TF, MWEOEY V—
ZDORAEBEHET I, ZOFNIIE2 DD ISON 7 7 A AN EENTWET,
e TFUTL—FrITFAI: ZHIE. VY —RITNL—THAOTRTOarR—x haRET
BAAL L)) —=RAT 7 A NLTT,
CINTGA—=B TFAI . ZDOT 7 ANMZIE, ASAIRE ZIEWICERT A7 OICHNER T
A—EWEENTVET, ZO7 7 AL, V7 %y MER, KB~ O &4
X ASARAE D —HF—Z L AT — R, A R —Tar T FO4 Y. ZEMER
DEENTWET, ZD7 7 A /Li% Azure Stack Hub JEBRBREHIC I A X~ A4 A TE £7,

ILb—hk 7274 ILOEK

Z DIETIE, Azure Resource Manager 7 > 7 L — b OFEIEICOWTHBA L £, kOB, 7
YTV —= b T 7 ANERNFIRLIZO DT, T 7= DS ESERE SR L TOET,

a1

Azure Resource Manager JSON 7> L —k 71 JL

{
"S$Sschema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "",
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }
}

T b— bid. ASA TR BB OMEZER T D 72D H TE 5 JSON B XL O THERRL S
TWET, ZORBHEMRESETIX, 707 b — MIROBEENREGENTVET,
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asav-918-gsg_chapter18.pdf#nameddest=unique_129

| Microsoft Azure 77 52 K~ ASA {R%8 DEA
yv—2 7o 71—tk |

= 2: EHFHD Azure Resource Manager JSON 7> T L— b 7 7 A LEHR

E% 7B HoL:L

$schema EAA T L— FEEDONR—T g U EFBHT S JSON A F—
~ 7 7 ANVDOYHT, BIOKIZR L7 URL Z#fH L E
j—o

contentVersion =gV T L —bhDONR—=T 32 (1.0007%F) , ZOHESE

WCISEEDEERRECEET, T L—bMEEAL
TYUY—2%FRBIATHLEEIL. ZOEEEHLT, &
7T o 7L — FMER SN TWD Z L 2R T& %
7,

INT A—=H [A1AV-4 BHEZFITLCY Y —REHE A~ A AT H L X
WCHRET A, T A—ZI2k Yy, EBEREHIMEE AD
TEET, HEHTBELWI DI TIEH Y FHEAN,

EELZRWE, JSONT 7 L— MIEEIFE U /8T A —
AT Y —2AERBELET,

5 Y4 T — FNEEREMBLTHOICT 7 L— b
TISON 7 F 7 A &L THEA SN A1HE,

U —= [ VY =2 N—TTCREBAEZIIETSIND Y V—A K
A7,
outputs AAY-4 JRBAZ IR B MH,

JISONT 7L — R, BTV Y =R FA TE2BSTLH-0O007 TR, ZOEET L
ENTA—HEEESTHEOICLFIATEET, ROBNX, B LW ASA (K8 2 EERT257
L —hERLTWET,

Jy)y—X FoTL— FDIER

UTOBZERLT, 7F AT 4 22 A LICMEOEAT 7L — M TE £,

AFYT1 ROPUTRLTETHFA FEar—LE T,

11 -
{
"$Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"type": "string",
"defaultValue": "ngfw",
"metadata": {
"description": "Name of the NGFW VM"

}
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}I
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}I
"adminUsername": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other
values are disallowed - see Azure docs"
}
}I

"adminPassword": {
"type": "securestring",
"defaultvalue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars

and have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
}
}I
"vmStorageAccount": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account).
Between 3 and 24 characters. Lowercase letters and numbers only"
}
}I
"virtualNetworkResourceGroup": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Name of the virtual network's Resource Group"

}I
"virtualNetworkName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network"

}I
"mgmtSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv management interface will attach to this subnet"

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the mgmt interface (example: 192.168.0.10)"
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"diagSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

}I
"diagSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig0OSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gig0lSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I
"VmSize": |
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {

"virtualNetworkID":
"[resourceld (parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks',
parameters ('virtualNetworkName'))]"

"vmNicOName":" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name":" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name":" [concat (parameters ('vmName'), '-nic3') 1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
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"vmMgmtPublicIPAddressName": "[concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]",
"location": "[resourceGroup () .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType')]l",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName') "
}
}
}I
{
"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]",
"location": "[resourceGroup () .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"
}
}I
{
"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"
}
}
1
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
"[concat ("Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName')) 1",

"[concat ('"Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
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] r

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

parameters ('mgmtSubnetName')) ]
}I
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
}

] 4
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',

"

variables ('vmNicONsgName')) ]

}I

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

parameters ('diagSubnetName')) ]

} }

] r

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gig00SubnetIP')]",
"subnet": {
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parameters ('gig00SubnetName')) ]
}

] r

"enableIPForwarding":

Microsoft Azure 7 59 K~ ASA {38 DBA |

"[concat (variables ('virtualNetworkID'), '/subnets/"',

true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
] 4
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gigOlSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName')) ]"

] r

"enableIPForwarding":

"type":
"name":
"apiVersion":
"location":
"properties": {

"accountType":

"apiVersion":
"type":
"name":
"location":
"dependsOn": [
"[concat (
concat (
concat (
(

(

"

"

concat
concat

[
[
"
"
]I
"properties": {
"hardwareProfile":
"vmSize":
}I
"osProfile": {
"computername":

"adminUsername" :
"adminPassword":

}I

"storageProfile": ({

"imageReference'

'Microsoft.
'Microsoft.
'Microsoft.
'Microsoft.
'Microsoft.

"[parameters ('vmSize') ]

true

"Microsoft.Storage/storageAccounts",

" [concat (parameters ('vmStorageAccount')) 1",
"2015-06-15",
"[resourceGroup () .location]",

"Standard LRS"

"2017-12-01",
"Microsoft.Compute/virtualMachines",
" [parameters ('vmName') ]",
"[resourceGroup () .location]",

'vmStorageAccount'))]",
'vmNicOName')) 1",

'vmNiclName'
'vmNic2Name'
'vmNic3Name'

Storage/storageAccounts/"',
Network/networkInterfaces/',variables

parameters (

(
Network/networkInterfaces/',variables (
(

(

)y,
Network/networkInterfaces/',variables )",
Network/networkInterfaces/',variables )) ]

"

" [parameters ('vmName') ]
"[parameters ('AdminUsername') ]
" [parameters ('AdminPassword') 1"

"
’

"

g
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"id": "[parameters ('vmManagedImageId')]"
}I
"osDisk": {
"osType": "Linux",
"caching": "ReadWrite",
"createOption": "FromImage"
}
}I
"networkProfile": {

"networkInterfaces": [

{

"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourcelId('Microsoft.Network/networkInterfaces',

"

variables ('vmNic3Name')) ]
}
]
}I
"diagnosticsProfile": ({
"bootDiagnostics": {
"enabled": true,
"storageUri":
"[concat ('http://',parameters ('vmStorageAccount'),'.blob.core.windows.net') "
}
}

}
]I
"outputs": { }
}

ATFTY T2 ZOT7 7 A NE, 7=t 2T azureDeployjson & 9 L 912, JISON T 7 AL b L Cua—h VITRFEL £,

ATV T3 TrANVEREL, BANRTRA—XIIEI T T L— FEERLET,

ATy T4 VAD BLX O Y —AFT 7 L— R &EH L7 Azure 705 D ASA AR DA (16 ~<—) THBAL T
X912, 20T T L— FEEM LT ASA A8 B L £,
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INDA—ZAT7ALILDEK

FLWERZBMGT LI EEITE, VY AT T L — MINRTA—ERERINTWVET, B
BAZBRLAT 21X, TNHEANLTEBMERHV ET, VY—AT 7L —MNIEHRLE
WNRIA—=BEFETANTHI L, NTA—FET T L— X5 A —% JSON 7 7 A LIiZ
BEL TR &b TEET,

INTG A—=H T 7 AL, INT A =2 T 7 A NVOIERR 30 X—) O/NT A —ZDOHIIZFER
ENDBENRTA—FDEREENTVET, ZNODHEIL, BERKZT 7 L— MIEBINIC
EINFET, SESERERST Y ANEDLETERD T A—F 77 A VEERTE FT,
ZOEIOASARAR T T L —FDBE, RTA—F T 7 A )VIZIRDINT A—F B EET DN
EHRHY F£9,

R IASARB NS A—FDER

T4—ILF EEA 1
vmName Azure ([Z351F 5 ASA {RfH ~ 3 | cisco-asav
> DA,
vmManagedImageld ERICEH SN A& x5 | /subscriptions/73d2537e-ca44-46aa-b

A—D ID, Azure DNERT |€b2-7411dd61b41/

. HBBHY AR Y resourceGroups/ew ' '

Y —ZIDIZEEM T 5T Marag gesTelprovi crosoft
.Compute/

ESaN images/ASAv910-Managed-1

mage

adminUsername ASARAB I 7 A 4 AT~ | jdoe
Da—W—4, THLHD

ladmin] 275 Z LIXTEE
NEUR

adminPassword BIRFE T PO/ AT — | Pw0987654321

K, ZhiE, 2~ XFOE
ST, 12D/ LF, 1DDK
LT 10T, 1 ODOFRK
XFDHIH 3 DEED DY
N FET,

vmStorageAccount Azure A N L— 7 72 |, | ciscoasavstorage
BEFDOA ML —UT T2 b
T 2130, BRICER
TEHLZEHLTEET, A b
L= T T N, 3~
24 LFT, N LT DR
GOHZENTEET,
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1sx—5727400n2 |

J4—ILF

B

1

virtualNetworkResourceGroup

Ry hU—=Z7 DYV —A
TIV—T D4R, ASA AR X
WICH LW Y — R T —F
WZEE S ET,

ew-west8-rg

virtualNetworkName

RABF >y N U — 27 D4R,

ew-west8-vnet

mgmtSubnetName

BWEA B —T oA AL, =
OV T3y MR IS E
J, AL, Nico (HIDY
TFxv b)) vy T ERE
T, BFORy NU—2125
m+ 2846, ZHUIEBEFEOY
TRy ML —BT A LEN
HYET,

mgmt

mgmtSubnetIP

EFEHA LA —T A AIPT K
LA,

10.8.0.55

gig00SubnetName

GigabitEthernet 0/0 1 > % —
Tz AR, TOV TRy b
(RS ET, ZAUE, Nicl
QEFEHOF TRy ) vy
rankd, EFEOxRy b
U= IZBMT 556, Zh
TEEFEOY 71y MAIC—8
THULERDY F£3,

inside

gig00SubnetIP

GigabitEthernet 0/0 1 > % —
Z7xAAIPT RVA, Zi
X, ASA IR ORI DOT — 4
A H—T A AHTT,

10.8.2.55

gig01SubnetName

GigabitEthernet 0/1 1 > % —
T A AL, ZOY T Xy b
(CHSESVET, TAUE, Nic2
BFEHOF TRy ) ITvy
TrInET, EFEOXRY b
V=27 ZBMT 556, Zh
EEEFOY 7 3y MAIC—#
THLENRDY F£1,

outside
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Ta—IL K BL)] 1

gig01SubnetIP GigabitEthernet 0/1 - > % — | 10.8.3.55
TxAAIPT FLA, Zh
X, ASARR D2 FEH DT —
BALHE—T 2 A AHTT,

gig02SubnetName GigabitEthernet 0/2 > % — |dmz
T A AL, ZTOYV T X b
WZEHE SN E T, ZAUE. Nic3
@EEOY TRy b)) IZ7v
rEhET, BFOxR Y b
T — 71T %5, 2
BEEFEOY 7Ry MAIT—E
THMLERHY F9,

gig02SubnetIP GigabitEthernet 0/2 1 % —  |10.8.4.55
T2 ADIPT KLV A, 1
I, ASAAR D3 FEH DT —
BA B —=T oA AHTT,

vmSize ASA KA VM (295 VM | Standard D3 V2 F7-1%
DHA X, Standard D3 V2 & |Standard_D3
Standard D3 23 % 4"— F ST
\WE 9, Standard D3 V2 237
74/ FTY,

INGA—3 T7AILDYERL

UTFTOZER LT, %A =F 4 X2 LB DONRT A—4 77 A VEERTE F
‘j—o

)

GE)  WoplL, 1IPV4 FHHTT,

ATV T WOFIRLET A Eae—LET,
i

{
"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"value": "cisco-asavl"

}l
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"vmManagedImageId": ({
"value":

"/suoscriptions /330251 Te-caB8-4taatoa?- 741 dd61A /resourceGrages/edvEnagediteges—rg/oroviders/Microsoft . Cavpute/imeges /AFv-9. 10. 1-81-Managed-Trrece"

}I
"adminUsername": {
"value": "jdoe"
}I
"adminPassword": {
"value": "Pw0987654321"
}I
"vmStorageAccount": {
"value": "ciscoasavstorage
}I
"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"
}I

"virtualNetworkName": {

"

"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
"value": "10.8.3.77"

}I

"gigO0OSubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gig0lSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {
"value": "10.8.0.77"

}I

"VmSize": |
"value": "Standard D3 v2"

}
}

ATFY T2 ZOT77AN%E, =L ziFazureParametersjson 9 K HIZ, ISON 7 7 A /L& LT —A/WIRFEL E
bg‘O

ARTYT3 T ANEREL, BANRT A=K ZEI T T L— bEERLET,

AFv T4 VHDBLIOQY V—2AT L — h 2l L7z Azure 7> 5D ASA {FAH OB A (16 2—) THBHALTW
HE9C. ZORITA=E T T L —FEFHLTASA AR ZEBIE L £,
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