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AVvEa—Ta U RELY |BHE
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vCPU »%E' (GB)

c2-standard-8 8 32
c2-standard-16 16 64
K2: Y R—FShBRATIVEA4T

K% E ) B

vCPU »%1) (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-8 8 7.2
nl-highcpu-16 16 14.4
n2-highcpu-8 8 8
n2-highcpu-16 16 16
n2-highmem-4 4 32
n2-highmem-8 8 64
n2-highmem-16 16 128
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Kbps D A/L—"T" v DB SN DHMERET— R TEITENE T,  [Licenses: Smart
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https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
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« WY 71 > F DOWNES VPC,
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B o7 7or—nn—norm

ATy

ATvT2
ATvT73
ATvT4
ATvTH

ATvT6

ATy 17
ATv7S8

BEINTHD LD LTI >TWET, BEET IRy hTU—7 EHEEIZIS U T, GCP/L—
NTF—TNET 7 AT U =N —VIZAHIZTET, TGCP LEDOASAVO Xy NT—27 K
Auerof] 4X—) | EERLTIEIN,

GCP = >V —/L T, [Networking] > [VPC network] > [VPC networks] %% L. [Create VPC Network] & 7
Uy 7 LET,

[Name] 7 4 —/L RIZ, VPC X FT—27 Dby 0T WARTZ AT LET (f : vpe-asiasouth-mgmt)
P7T Xy MEEE—RT, [ AFX 2L (Custom) 127 Vw7 LET,

[New subnet] @ [Name] 7 « —/V N2, @874 aix2 A1 LET () : vpc-asiasouth-mgnt)

(i (Region) | Fry 7 XU U X Ran, BEICHE L7-HIRABIRLET, 3 20%y hU—2 1T
RTCECY =Y a vHNIZHLHIVERH Y 7,

[IP address range] 7 4 —/V R C, H&HDF v hU—27 OHF 7 %> k% CIDR 3 (10.10.0.024 72 &) TA
HLET,

ZOMTRTOREILT 74V bOFEET, [EK (Create) | 227V v 27 LET,

AT 71— T %YKL T, VPCDIEKY 2 2OFy NU—7 /B L ET,

274 T794+4—ILIL—ILDIER

ATy T

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 717

ASAVA AKX L ADREBTIZ (SSHE L OHTTPS B 2 5Fn] 4+ 57-012) FHA X —T7 =
AAZADT 7 AT T+ —N—LEZEHA LET, GCP LD ASAv A > A X ZADAERL (7 ~_—
V) EZRLTLLIEIN, BTN L T, NEHBEIWNEA v —T oA ADT7 7 AT U+ —
V= VEAERRT HZ &b TEET,

GCP 2V — /T, [y FT—F 2% (Networking) ]>[VPC #*v kT —% (VPC network) |>[Z 74
T7o4+—I)L (Firewal) 1Z&RL, [F74T724+—ILIL—I)ILDOERK (CreateFirewallRule) 1 %7 U v 7
LT,

[Z81 (Name) | 7 4 —/LV RIZ, 77 AT U4 — b= L Dbt WARTE AT LET (f
vpc-asiasouth-inside-fwrule)

[Network] K2y 77X T U A MWS 77 AT U ——LZEHKT 5 VPC Ry MU — 7 DA% 3k
RLUFEJ (#: asav-south-inside) .

[2—%7 v b (Targets) | Fry TH T Y XD, 7747 U4 — =) )VITHEMWRERA TV a %
BIRLET (Bl : [RYy FT—IADTRTDA A2 2R (All instancesin the network) 1) .

EfE7T IP&EE (SourcelPRanges) | 7 4 — /L NI, BHEILIP 7 KL ADHiPA% CIDR FFXUCASI LET
(%1 : 0.0.0.0/0) .

Ko7 49 271F, TNHDIPT RLRHEHBEANORETLHODLTFRTINET,

[FB bajL&R—k (Protocolsandports) ] FC. [EESNf=7A ba)L&R— b (Specified protocols
and ports) |1 # IR L £,

X2 UTF o —AEENMLET,
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GeP £ ASAv 1 v 252 220tk [

ATw T8 [{ERL (Create) 1227V v LET,

GCP ED ASAV 1 VAR U AMERK

AT T1
ATvT72
ATv73
ATv74
ATvTH
ATvT6
ATvT1

ATvT8

ATvT9

ATv7T10

LUF OFNAZ 4T LT, GCP Marketplace 7> H 1t 415 Cisco ASA AR 7 7 A4 7 7 4+ — /b
(ASAv) ZfEHI LT ASAV A AX U AZEALET,

GCP oY —njca sz A LET,

FEF—=2 a3 AZa—0 >[¥—4 vy b TLAR (Marketplace) %7V v 7 LET,

~—/4 v 7 LA AT [Cisco ASA virtual firewall (ASAvV)| Z ik L C, 238N L £,

[ERk (Launch) 1%#7 VU v 27 L&,

[Deployment name] TA > A ¥V ZAD—E DA T ZFRE L £,

[ — (Zone) | CASAv ZE AT 5V — U ZRINL £7,

[Machine type] TG~ v A THBBRLET, YAR—FSND v Z A TO—FIZHONTIL,
GCP ~® ASAv DEFIZHONT (1 ~—2) 2L TIEE,

(47> =2 ) [SSH key (optional)] T SSH F—X7 LA — 2860 11 £,

F—_XTIEL, GCP BMRFTH8[F— L, 2—VF—PRETIMEXF—7 7 A L THERINET, Zh
L —FEIHEHNT DL, AV AZ U RITEBITHR TEE T, F—_T1IA LV AF U ADEGITNE
Lo, RTBEROGFTICARFE L TS EE W,

DA VAR LALT VAT L2007 a2y NEIKO SSH ¥ —%FFr[T 607 a vy 7T 5 hiEiE
U ET, Google K¥ = A} [Allowing or blocking project-wide public SSH keys from a Linux instance]
EZR LT EEN,

((EE) [feEh= 27 V7 b (Startup script) ] T ASAv D% 0 H AR ZFEE L £ 7, day0 #akiZ, ASAv

OFEEEIRICEA S E T,

Wi, [BERY T+ (Startupscript) | 7 4 —/L RIZa e — L THED 1155 2 LN TE 5 day0 MRk D

BlarLET,

ASA =< ROFEIZOWTIX, TASAHMR T A R] BLO [ASAa~ > RV 77 Lo R] 25 LT

<FEEW,

BE ZOFNLTHFA N —T 551, =KX —T 4 OTFANTT 4 ¥ EI2IIMGEET
VTR VT NERGEL T, BT —%F51E L, #5372 Unicode SUFZHIFRT 2 LN H
nET,

!ASA Version 9.15.1
interface management0/0

management-only

nameif management
security-level 100

ip address dhcp setroute
no shut
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https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html
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|
same-security-traffic permit inter-interface

same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048
ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes
service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS
name-server 8.8.8.8

RTYTN Tabva=r T INbDT 4 A KFEIZOWTT 7 4/ kO [Boot disk type] & [Boot disk size in GB] % #f
FELET,
AT F12  [Network interfaces] TA > ¥ —7 = A AR ELET,

o BT
* inside
 outside
GE) AVARFURBERLEZTIE, AV AF RV E—T oA AZBNTE ¥ AL, R

oA A =T 2 AERTA VAF VABER LTS E1E, AV AX U AERHIBRL, @A
VH—T oA AR TTEERT DM ERDH Y 9,

a) [#v kT—% (Network) ] Fa vy 7 & U A2 R5e, [VPCnetwork (VPC %y U —7) ]
(vpc-asiasouth-mgmt 72 &) 38R L £,
b) [4MERIP (External IP) | Ru vy 7 & o U A D, @47y a 23R UET,

BEA VB —T = A AT, PMNBIP )7 = A F L~ (External IP to Ephemeral) ]2 38R L £,
WEEB L OSMITA v 4 —T = A AT, ZhiZA 7> 3> TY,
c) [5€7T (Done) 127 Vv 7 LET,
RATY T3 [Firewall]| C7 7 A4 T U — N —LEEHALET,

(A=Y FMNODTCPAR— b 2D 5T 1 v %&#HATSH (SSHT7V£X) (Allow TCP
port 22trafficfromthelnternet (SSH access)) | F = v 7R v 7 A& A2 LT, SSHEHATLE T,

» [Allow HTTPS traffic from the Internet (ASDM access)] 7= v 7 7R v 7 A% 42 LT, HTTPS ##i &
FFRILET,

ATy 714 [FH# (More) 127V v 7 LTta—%EML, [IPEE (IPForwarding) [23[4 > (On) JIZ&RESH
TWDHZ 2R LET,

ATy 15 [JEE (Deploy) 127V v7 LET,
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GeP Lo AsAv 1 > 252 v 2A0T7 22 [

GCP 2V —/LD[VM A A% A (VMinstance) | X—I b A Y AX L ADFEMAERRILET, A
VAR AERBEIEB L OB T DD ORNEIP T KL A, AP T LA, BLO oy ha—Lngk
IRENFET, WETIHAIL. AV AX L ABEILTILERHY 1,

GCP LD ASAV A Y RZADVAADT VAR

JEBIHIZ SSH (AR— bk 22 R D TCP #fi) =7 Rl TD57 7 A4 T U4 — L b— LB TIZHZ)
EENTWAHZ E 2R LET, FEMITOWVWTIX. GCP LD ASAv A > A% ZDWERL (7
N=) AL T EEN,

DT AT I F = — LD ASAV A L AB L ASNDT 7B ANARRIZR D . RO
EERFHLTA AR A X E7,

« SM5B 1P (External IP)
« ZDOMDSSH 7 T AT FEIZFTI— R =T g WY —u
U TIN I Y=
s Geloud a~v > K71
PR DUV T, Google R = A h® [Connecting to instances] #ZM L T 72 S0y,
S

GE)  H0 AR CIRE Lz 7 A UEREMEHT 500, A AL 2 ADREIFFHAER L7z
SSH F—_XT7 A LT, ASAV A V AX A lZu /A4 T&ET,

SERIP Z{EFRA L= ASAV 4 VR A 2 AADELE

ASAvA L AHZ AL, NERIP EAMERIP NEID B ConEd, ISP 21 H L CASAvA v
AR AT I B ATEE T,

ATvF1 GCPary Y — 1T, [AVEa—T4 2P TP (ComputeEngine) |>[VM A4 Y X2 VX (VM ingances) ]
IEIRL £ 7,

ATV T2 ASAVDA LV AR LA BT ) w7358, [VM A URE U ADFEM (VM instance details) | ~2— 723
TET,

ATy T3 [## (Details) | # 7T, [SSH] 74—V RO Ry FH¥ O A=a—%7 ) v 7 LET,
ATV T4 [SSH] Fry T H oo A=a—nb, HOF T a U ERIRLET,
WDFFEZF L TASAVA VA X AT TE £1,

« ZDOMDSSHZ T A 7 > M EITY— F3—=7 4 BV —)L - BEIZ OV T, Google R = A2 kD
[Connecting using third-party tools] #ZM L T 7230,
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
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B sstzmmLrAsA 1 o8 U 2~D S

GE) FOBRAEKTHELEZa A U EREHRAT I, A v AX o AOEEIRHIMER L 72 SSH % —
N7 EFEHLT, ASAV A L AZ LAl A o T&xF1,

SSH Z{#EFH L 1= ASAv 1 > XA U A~DEH

UMXX&%»®/27A#%A&W4/X&/Z&&%#émﬁ\$H%ﬁ%bf%yx&
Alca A LET,

ATV kOavr REFEALT, 77 A VOMRERE L, BRTETR 7 7 A VEGHBILD X9 LET,
$ chmod 400 <private_ key>
ZZ T,
<private key> &, 77 B AT HA L AZ U AICEEMT ONTREF—ZFZL T 7 A LD T IVIRA L
AHTTT,
ARTVT2 A VAZURZT 7 8ATHITIE, RO SSH =2~ REFALET,
$ ssh -i <private_key> <username>@<public-ip-address>
ZZT7T.
<private key> X, 77 EBRATHA LV AZ L AIZEHEMIT ONIMEXF—Z2EFLT7 7 A VDTN L
AHITT,
<username> |, ASAv A VA X L ADL—W—4TT,

<public-ip-address> &, 2>V —ANOLEE LAV AX L ADIP T RLVATY,

)TFILaAVY—)LEERAL-ASAV A4 VR A2 U ANDIERE

ATY 1 GCPa2 v Y —AT, [AVYEa—T4 P T 2Py (ComputeEngine) ]>[VM 4 > XA VX (VM instances) ]
ZIBINL E9,

ATY T2 ASAVDA L AR LA E T Vw7358, [VM A URE U ADEM (VM instance details) | ~2— 23
*ET,

ATv 73 [ (Details) | ¥ 7 C, [LUTILary—IL~D#E# (Connecttoserialconsole) | %7 UV v 27 LET,

SR OWTIE, Google RF = AL hod [T U T Laryy—LEtDRVEY | 2B LT EE0,
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
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Geloud %A L 7= ASAv 1 > 24 L 2~0iEH ]

Geloud Z{EA L71- ASAV £ > XA R 2 AANDIEH:

ATYF1 GCPary Y —1 T, [AVvEa—T4 25 IT2PY (ComputeEngine) 1>[VM 4 > A3 VR (VM ingances) ]
IR LT,

RFYT2 ASAVDA VAL AL %I ) v T 58, [VM A VX2V AMEHM (VM instance details) ] ~2— V723
TET,

ATy T3 [## (Details) | # 7T, [SSH] 74—V RO Ry FHx O A=a—%7 ) v 7 LET,

ATw 74 [gloud A< FERT (View gcloud command) ]>[Cloud Shell ©%4T (RuninCloud Shell) 1272V v 7
LET,

[Cloud Shell] # —XF /D ¢ RUBHE ET, FEMIZONTIE, Google R¥ =2 A2 hd [lgeloud 2+
K74 —OE] | BEO lgcloud compute ssh] Z#ZH LT Z X0,

CPUERZER L LAKR—F

CPUEAIR L AR — M, /€ SRR &= CPUDEIE D ERNF RSN ET,
EE, I T7IEE— 7 BELIAMTIEA G CPU BE DR 30 ~ 40% TEMEL ., B— 77 BT 60 ~
70% DEETEEL E7,

ASA Virtual 0 vCPU {F A=

ASA Virtual ® vCPU EHIZRIZIX, 7 — /3 A HlIHFAA b, BLOYNE T oA CTEHS
TS vCPU ODEDRFERENE T,

GCP T#i% &5 vCPU =121, ASA Virtual (FHRICMEZ T, RO DONREENE T,
» ASA Virtual 71 R/VHRHE]
» ASA Virtual = ¥ N Sz %SYS A — N—~ v K

* vSwitch, VNICE X O'pNIC D Z BB T 5 /37 v ROA—/N—~v K, ZOF—/3—~y
RIZIEFICRELS RDGEDH Y £7,

CPU {& FHZ D151
CPU fE S OFEHE M A Fn 9 5 121X, showcpuusage 2~ R L £,
451

Ciscoasa#tshow cpu usage

CPU | 105000 1%01 000 2%05 000 1%
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https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh
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B scecrummzLA—+

W STz vCPU O RN RIRIZ R 2 5Bl 2 RIR L £ 7,
» ASA Virtual LR — b : 40%
*DP : 35%
AERTE R A 5%
+ ASA (ASA Virtual L'7R— k) : 40%
*ASA T A K/LAR—=VU27 :10%
o = —y R 45%

TRy Rid, A 23—3 o PHEBED AT, $5 L OV vSwitch Z i L 7= NIC & vNIC D[]
DTy MERITEH SN THET,

GCP CPU EAZE L R— k
GCP a2y V—NVTAVARE L AL E 7 Y w7 L, [E=4%VU 7 (Monitoring) %7 %7V >
7 LEd, CPUMHRNFRINET,

Compute Engine Tid, EAMRILT 7 AR — MEREA M L T, Compute Engine D FLIR I D
#ll L AR — b % Google Cloud Storage /X7 v MIx= 27 AR — M CT&E 4, AR LA — ML,
U Y —2OENIRICET RN R RINET, &2, PBY =2 M Tn2-standard-4
TUUEATEIATLTVDVMA V AE L ZADE L KA AL o ADE[TRM 2R TE
FT, KT 4 AT DA L—T ZA~N—ZX, Compute Engine D OFEREIZBI T 5 1H b ffeid
TXET,

ASA Virtual & GCP D45 S5 2

ASA Virtual & GCP O EIZ1% CPU % OBUEIZE NN H Y 3,
« GCP 7' 7 O¥fiilZ ASA Virtual DFfE L © &Iz k& <720 £9°,

» GCP TIX Z OfEIX T%CPUusage] & FEEAL, ASA Virtual TidZ OfElEL [%CPU utilization
ERETIVE T,

F5E T%CPU utilization] & [%CPU usage] (ZBIDO LD EFEMR L THET,
« CPU utilization 1%. % CPU OFEHERZ M L £,

* CPU usage |5 CPU DA RX—=RA L w7 o U ZIZESWIZGREE CPU OFEHE M 2 #20t L &
T LML, 1 2O VvCPU ODABMEHEINDT-D, ~NAR—RA L vT 0V TITEEL F8
/\-/O

GCP Tl [%CPU usage] TR D X HICiHFEENET,

T T 4 TIEH SN CPU &, R AIEEZ: CPU D& FHIXT2EIE& L LTHRES N
iﬁ‘o
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https://cloud.google.com/storage
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AsA Virtual & 6P 0557 [
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