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. Azure Security Center /5> @ ASAv DE A

f)

2)

AT A B L £,
BT, 2y P BIQR) YV —R T N—TLRERICTHLIMLEND D 7,
[OK] &7 Vw7 LET,

ATv T8 ASAV O EHH ZXE L E7,

a)
b)

<)

d)

2

R~ DY A RERIN L FT,
AN —=UT T FEBEIRLET,

BWEORA ML —UT oy bEFERTHIEN, FRICERTI L TEES, A ML=V ThHU Y
FOBFTIER Yy P BB~ U ERICUTHAMERH D 9,

[Name] 7 4 —/V RIZIP T RLAD T~V AL, [OK]Z#27 Vv 7 LT, X7V 7 IPT KL A%
ZRLET,

Azure (I, VM ZZIE L CTHEBT 2 EEBINLAREOH D, XA FIv I TV I IPET 7+
VR TIHER LET, BEIP T RLVAZELTLGAIT, R—2 V0T v 7 IPE#E, XA
ST T RLVAMBAET w7 T RLVARIZERELET,

MBEIZIE T T, DNS D7 ~UL & B LE T,

SEA(ER K A A 4 1%, DNS 7L & Azure URL O AG T,
<dnslabel> .<location> .cloupapp.azure.com D RIZ 72 W F 97,

BEfFORAER >y 8T — 7 238 IRT 50, FTLWVRIER Yy b U —7 ZELL £7,
ASAV ZEATH 40073y haEREL, [OK]Z27 U v 7 LET,

EZE EAVHE—T 2 A R —BOYV TRy NITH T THLENRHY 77,
[OK] %227 Vw27 LET,

ATv TS MY~ &AL, [OK]Z2 ) v 7 LET,
ATy 76 FMGtELMER L, [fEK (Create) 1227V v 2 LET,

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £72I1X ASDM 2 H LT, #RE%
AT LET, ASDMIZT 7 AT A FNEICOWTIE. TASDM ORth] #&BB1LTL 72
W,

Azure Security Center H* 5 D ASAv DE A

Microsoft Azure Security Center (%, BEEN Y 70 NEAICKT 58X 2V T ¢ U R T 2051,
R, BEXOERTE 55X 91875 Azure AT DOEF 2V T 4 VY a— 2T, Security
Center DX ¥ 2h— Kb, X274 RV —%2RELTEY, EXa2 VT HELZE=
Z—=1L7c0, EX2VT 4 77— ERRLIZDTEET,
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ATy T

ATy T2

ATvT3
RTv74
ATy Th

ATvT6

ATy T1

ATvT8

ATvT9

Azure Security Center /5 M ASAv DE A .

Security Center |, Azure J YV —ADEF = U T 4 IREEZGHT LT, BENREX=2V T 4 O
P RFE LE S, HRFHOU X MW, B¥ERay e — L E2RET DT rt A& FT
LEF, dRITIE, Azure DBERICHT L7 74T U4+ — Y Y a— a2 & LTDASAY
DBAEZDODH I ENTEET,

Security Center DG Y U 2— a3 DX HIZ, 27V v 7 TASAV 31T EAL, BH—
DE Y alR—RnbeXxa2 T 4 AX FEEFEAS N F2E=F—T&Ed, KROFIH
I%. Security Center 75 ASAv %3 A3 2 FIEOEE CTF, FEMIZOWTIL,  [Azure Security
Center] ZZH L TSV,

Azure R—H Wiz 74 o LET,

Azure R—Z LT, F—H ¥ X —OWFTICEGRRL . BIIEOT T R T 27 ) 7o g Bt
o EBEREFRLET,

Microsoft Azure A == —7>5, [Security Center] 2R L £7,

#1¥ C Security Center (27 7 & A4 5541 \mmmmﬂ7v~Pﬁ%%i# [Yes! | want to Launch
Azure Security Center] 3R L C. [Security Center] 7' L — RZ B &, T—X[UELZAHLET,

[Security Center] 7 L— KT, [Policy] # A /L& B4R L £ 7,

[Security policy] 7 L — RC, [Prevention policy] # E&{R L £,

[Prevention policy] 7 L — R T, EX =27 4 R —D—5& LTERRTHHREFEEE A IZLET,

a) [Next generation firewall] % [On] IZERE L E T, T4 T, ASAv 7 Security Center NDOHESE Y U = —
arvehhET,

b) MBS L T, MOHERFREREZZELE T,

[Security Center] 7' L — RIZE - T, [Recommendations] % 1 /L% R L F 3,

Security Center (X, Azure V) ¥ —ZADtF 2 U 7 1 iREEZ EWIAIIZ/0HT L3, Security Center 23 /ERY 72
X2 VT ¢ Ot E R ET H & [Recommendations] 7' L — RIZHERE RN R R I ILE T,

[Recommendations] 7' L — K C [Add a Next Generation Firewall] HELEZFIE 4 384K L C, FEMIA R R 7=V
REA T B 00T 7 a v E2FIT LY LET,

[BTH1ERL (Create New) ] £7-1X [BEFD Y U 2— a & (Use existing solution) ] Z 341 L TH»
b, HATLASAVEZ Y v 7 LET,

BRI E ZATWET,
a) B~ OLA4RIEATLET, ZO4FNLAzZure Y 7 A7 V7L a VN T—ETHIVNENRH D &
TO

BE AHIB—E TR, BFOAMEH#EMN TS & BATKRKLET,

b) —HF—HEASTLET,
¢) WAEDH AT L LT, NAT—REZILSSH F—DWNTNNERINL £,

NRAT— REBIRLT-BAIE, SAT—REANLTHEELET,
d V727V Tvar XA TEERLET,
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. Azure Security Center /5> @ ASAv DE A

e) UVY—AR T N—T%BINLET,
UY—RATN—T1F, Ry NT—=7 DY Y =R T —TLELTHHLERDH YD 7,
f) LATZ@IRL £,
BT, 2y hU—2BLIRNY V=R ZA—FLRILTHLILERDH Y £7,
g) [OK]Z27VyZ LET,
ATv 10 ASAv OFREHHZRE L ET,
a) B~ DOV A XZBRLET,
ASAv X, Standard D3 33 L O Standard D3 _v2 AW 7R — F & E 7,
by ARL—=UT Uy MEEIRLET,

DA D=2 T B0y b2ERT 2130, FBUICERT 226 TEET, ARL—=U T Y
YEOEENER Y P BIMUE~ o ERICTHLLENDH Y £7,

¢) [Name] 7 4 —/V RIZIPT7 FLADT)V&E AL, [OK] 227 V27 LT, X7V 7 IPT KL A
ZERLET,

Azure 1%, VM #{E1L L CHEETHEEFINIAEROH D, XA FIv 7 TV I IPET
TAN NTIEHERLET, BEIPT RVAZEBETIHAIZ. A—F1LORT Vv 7IPEHE, ¥
A FIv I TRUVANDAZET 4 v 7 T RLVAIZERELET,

d) MEIST T, DNS DT ~UL&EML £,

FERAERT N A A 441, DNS 7L & Azure URL OFLAG 1T,
<dnslabel> .<location> .cloupapp.azure.com U272 W £97,

e) BEFORMER Yy NU—27 Z@IRT L0, HrLvVMER Yy NU—27 2B L £7,
f) ASAV ZEAT L5400 73y FEREL, [OK]Z27 Vv 7 LET,

BE BAVE—T oA A —EDOY T3y MNZT ¥ v T THMLERDD 7,
g) [OK]Z#27 Vw7 LET,

ATy TN MRV~ 2R L, [OK] 27V v 7 LET,
RTvT12 FIRGUEZMRE L, [{ER (Create) 1227V v 7 LET,

RDBERY

*SSHZITLTCANTEDCLI 2~y REMHT L0, £721X ASDM 2 H LT, #RE%
AT LET, ASDMIZT 7 AT A FNEICOWTIE. TASDM OFth] #&BB1LTL 72
W,

» Security Center NOHELIEIEN KD L 512 Azure V V) — A DRSO O FEHIZ DU
TIE. Security Center 2> H AFARER~ =2 7 L 2B L T ZE 0,
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Azure Resource Manager 5 5 @ ASAv for High Availability D& A .

Azure Resource Manager 5 i5 ) ASAv for High Availability D& A

& DOFNEIL., Microsoft Azure Trg o] FAME (HA) ASAVT iR ET 5 FIEOMME 2 R L T\ E
T, Azure DR T DFEMMRFIEIZOWTIL, TAzure 2> CTh D] 28R L T &V,

Azure D ASAv HA TlX, 2 2D ASAv # a[HEE v MZEAL, VY—X, T U7 IPT
RLA, =T =T N7 EOKFRTEHERNZAEMRLET, BAKIZ, INOHOERTE S
HIZEHTEET,

ATFYF1 Azure R—Zuica 74 LET,

Azure R—H )WL, T—F B X —OEFICERRL BEOT Ay NV T R T Y Ty g B EAT
FoNTRBEZRERRTLET,

AT9 T2 ~—4 v h 7 LA AT[CiscoASAV] Z & L. [ASAV4ANICHA] %7 V v 7 LT, 7 x=—/LA—/3— ASAv
M EEALET,
AT 73 [Basics] REEMML L ET,
a) ASAVV U UHEDT VT 4y 7 A ATILET, ASAVOLFNT V7 4w 7R AL [7L7 4
J A BT £,

BE MOV T4 v 7 AEFBEHL TN EEHRLET, #HTD L, EAITRKLET,
b) a2—¥—HEANLET,
T O~ v DF L — Y — 4 T,
EEZ  Azure Ti, admin &\ 22—V —ZIIEHTE A,
¢) MDA~ v A NCFEFEX A 7L LT, [Password] % 721% [SSH public key] DWW A& &R L £ 4,
[/SA T — R (Password) ] # IR L72HEI1E, NAV—FREZ AN L THEELET,

d) VT RZVTvar B AT EERLET,
e) [Resource group] % i®N L £,

[Createnew] Z R L TH L WY YV — R T N—T ZAERKT % 7)>, [Useexisting] CEEFDY YV —RX J/L—
TeBRLET, BFEOV Y =X V=Tl T 55813, ZTHOILENRHY T, £9H TRV
BEIE. LW Y —R T —TEERT 5 0NERH Y £9,

f) [Location] Zi&#R L £ 7,
Bix, x>y NUV—2BIORV Y =R V=T LELTHLILERH Y £7,
g) [OK]Z27 Vw7 LET,
AT 74 [Cisco ASAv settings] Z 7% & L £,

a) M~ DI A XEEIRLET,
b) [Managed] ¥ 72!% [Unmanaged OS disk] A b L — T %8I L £7,

BE ASA HA & — K CIL% |2 [Managed] 2 H L £,

AT 975 [ASAV-A] REEMEMR L 7,
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B v 5500 v—2F 2T L— F £ LT Are 1050 ASAY DEA

ATv 76
ATy FT17

ATvT8
ATvT9

a) (A7 3r) [Createnew] IR LT, [Name] 7 4 —/LV KIZIP 7 KL AD T~ L& AJjL, [OK] %
IV LTRTUyZIPT RLREZERLET, "7V v 7 IPT RLABRLERWGAEIL, [None]
IR L FE 9,

GE)  Azure |3, VM ZfZ1E L CTHEEI§5 LA SNDWREMRDOH D, XA T Iy 7 "7V w7
P27 74/ PTIHERLES, BEEIPT FUAZEETLHET. A—21r0 7Y v 7
IPEHE, AT Iv I T RUVANBAZT 47 T RLVAIZERLET,
b) MEIEL T, DNSOT~LZBMLET,

SERMEHT K A A 41X, DNS 7L & Azure URL OFAAHE T,
<dnslabel> .<location> .cloupapp.azure.com DRI 72 W £,

c) ASAv-A BEENFZMIOA ML —Y TH U MIHBERREEHER L ET,
[ASAV-B] R EIZDOWNWTH, ZOFIEZ#EV KL ET,
BEAFEORER Yy NU—7 ZBIRT 20 HLWMAER Y FU—7 Z2FR L £,
a) ASAV ZEAT L4007y NEEL, [OK]Z27 U v 7 LET,
BEE KA E—T A RE—BOY T Xy NIT Xy FTH0ENRHY £7,
b) [OK]%2 VU vZ7 LET,
&A% D [Summary] ZfE8 L, [OK] %727 U v 27 LET,
PRS2 U, [fEK (Create) 1227V v 7 LET,

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £721X ASDM 2 H L T, RE%
AT LET, ASDMICT 7 AT AFEICONTIX., [ASDM OBtk 2B 1L TL 72
W,

« Azure D ASAv HA HERRDFERNIC DWW T, ASA 2 7 4 X2 b—3 g v HA K [HE] D
[Failover for High Availability in the Public Cloud] OFE%ZZMB L T IV,

VID BELUVPYY—RTFoTL— bZEALT= Azure 5 5D ASAv D E

A

VA AP BN VHD A4 A=V ZHHA LT, MBEDOH A HX L ASAV A A —V EERT&
F£7, VHD A A—V &M L TR 5I121E, Azure A L —Y 7 72 MZ VHD A A—3
T o7 u—RIAMLERBLYET, RIZ, To7a—KLET A A7 A4 A=V B IO Azure
Resource Manager 7 > 7' L — M &[] L C, MR A A —VE/ERKTE LT, Azure 77
L— R, VY—ROHEAENRTA—FDEZRNFEN TS ISON 7 7 A LTI,
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ATy I

ATy T2

ATv73
ATv74

ATy TH

VHD 5& U Y—RF > FL— b &AL Azre 150 AsAv OEA |

1R BHHIIZ

cASAVT 7 L— FOREBICIZ, JISONT > FL— B L UORIET A ISON /ST A —HF 7 7
ANABMETT, T — 77 A4UF, RO GitHub VAR N b E g —RT
=F7,

https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure

e T UL —NENRTA—=RT 7 A )VERERT B RIEICONTHE, 8 Azure U VY — X T
YT L= b 20 4—) EBRLTLLEEN,

« ZOTFNETIX, Azure |Z Linux VM 2MFEL TWALENRH Y £9, —FAY72 Linux VM
(Ubuntu 16.04 72 &) ZEM LT, Azure (ZJEMVHD A A —P %27 v 7 n— 452 L%
BEIOLET, 2O A—VEFHRT HI21E, HS0GBDOA L —URMETY, Fio,
Azure @ Linux VM 705 Azure A f L —U~D7 v 7a— FEEINEL 720 F9,

VM 2R T 2 BB S D551E, ROWTNLOFEEZFEHALET,
e Azure CLI 12 X % Linux {RIE~ 3 > DIERK

o Azure 7R — % /L CO Linux AR~ o+ > OERL

sAzure U7 A7 U a ZiE, ASAY FEBT AL CHERAIERA ML —UT o v
]\ z)g‘\‘gfﬁ‘o

https:/software.cisco.com/download/home ~— 7725 ASAv JEfff VHD A A —Y %2 XU m—RLET,

a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance
(ASA) Software] ([ZFEHE) L £ 7,
b) [Adaptive Security Virtual Appliance (ASAV)| %7 UV v 7 LE7,

FHRIZE > TA A=V EX T — RLTLEEN,
7= & 2%, asav9-14-1.vhd.bz2

Azure @ Linux VM IZJE#E VHD 4 A —Y 2 ab— 1L £,

Azure E DB TT7 7 A NVERYVIRY THZODIERATE 247 a V&< HY 9, ZOHITIE,
SCP (k¥ a7av—) #RrLFET,

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>
Azure @D Linux VM {21 7' A > L, JEifi VHD A A=V Zab— L7774 L7 FUVICBEI L7,
ASAv VHD A 2 — V& L 7,

77 AN ERRE TATEMRER T 272D TE LA T v a UisiZ<HV £79, ZOFITIE Bzip2
22— 4 VT 4 ZRLUETA, Windows X—AD2—F 4 VT 4 HIERICHEREL E7,

# bunzip2 asav9-14-1.vhd.bz2

Azure A hL—UT7 WU by T HICVHD 27 v 77— RLEd, BMEORA ML —UT o0 b
ERT21E0, BBlUERT A2 TEET, ARNVL—UT IV RAKIE, /INUFEHTF OB EFE
Acxxd,
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B v 5500 v—2F 2T L— F £ LT Are 1050 ASAY DEA

ARL—=UT AT MIVHD 27 v 70— RT3 DI TEL 47Ty a viBE<H Y £,
AzCopy. Azure Storage Copy Blob API, Azure Storage Explorer, Azure CLI, Azure AR — Z /L72 & T3,
ASAV LRIEDRE SDT 7 A MIIE, Azure R —F )V EER LW L AL E7,

WOFNL, Azure CLI 2 H L7 X R L TWET,

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
——account-key yX7txxxxxxxxldnQ==
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

ATvFT6  VHD OLEHMRA A=V EER L ET,
a) Azure R—H /LT, [4 A— (Images) | &R L ET,
b) [BM (Add) 1227V v 27 LT, LA A—VEERLET,
) ROEHREANTILET,

« [£4HT (Name) | : B RA A=V Oa—YP—EZOLHIZ AT LET,

s [F7 A2 U7 a (Subscription) |: KRRy X TR RNPLHT AT Y F a8 RL
E N

o[V Y —AZN—7 (Resourcegroup) ]: BEFD U YV —A T N—T%8IRT 50, FHLNY V—2R
TN—T 5 AR L £,

«[0ST 4 A7 (0Sdisk) 1:0S %A 7 & LT Linux Z84R L £,

o[A ML —TT7 BT (Storageblob) 1: A ML —T T AU FESRRLT, 7v7r— KL7VHD
ERLET,

[T NH AT (Accounttype) ]: RKa v F XU X hnb [fE# (HDD)  (Standard
(HDD)) ] #EIRL £,

s [FAFF¥ v 7 (Hostcaching) |: Ru vy 7H T U X KD [FiAad D /EEiAL
(Read/write) ] 23R L F7°,

s [T—%F 4 A7 (Datadisks) 1: 774N FOFFIZLTRBEET, T—HT 4 A7 ZBML7
NWTLZE0,
d) [fERk (Create) 1227V v 27 LET,
[ A=V NIEFICIER SV E L7z (Successfully created image) | &9 A v — U708 [[@H
(Notifications) ] # 7 D FIZFREIND ETRHHET,

GE) BHXBRA A—UNMER SN, Ty 7a—KRKL7EVHD &7 vy 7a— K AL —Y T HhHy
v REHIBRTE £,

AT TT  HHRIER LB RA A—TD) V=R ID #BELET,

Azure DNETIZ, HH0H Y V—2n Y V=2 IDIZEEMNTONTWET, VY —2IDIZ, Z0O&
B RA A= BHT LWASAY 7 7 A T U4 —/VEREET S & SITHBEIZR Y $7,
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ATvT8

ATvT9

ATv 710

ATy 71

ATvT12

VHD 5& U Y—RF > FL— b &AL Azre 150 AsAv OEA |

a) Azure " —X LT, [4 A— (Images) | &R L ET,

b) RIDAT > 7 TER LT ERIRA A — V2B L £ 7,

c) [ME (Overview) 27 Vw7 LT, f A—YDTuXT 1 2FRLET,
d Z7Vy7R—FKYY—XIDEar—LFET,

)V —Z 1D, ROBLEIRY £7,

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>
/provider Microsoft.Compute/<container>/ <vhdname>

BHHNRA A —VBIOV YV —AT 7T — LT, ASAV 7 7 A 7 U4 — L EHEL £,

a) [ (New) [ZBIRL, A7 a v NOBINTE AL DET[T 7 L— MER (Template
Deployment) ] 3 L ¥ 7,

b) [1EAK (Create) ] Z3IRL 9,

o) [T 4 X TMADOT 7L — N &AEEET 2% (Build your own template in the editor) ] Z 3R L £ 7,
HNAZIA RTEDEADT I L— bMERENE T, 77 L— FEAERT 2 HEDOHNZHON
TE, VY=RA T U7 L= DR 21 ~—) Z2ZRLTIZEW,

d) HWAZ<AAXLIZISONT 7' L—ha—FRzv ¢ RUZRED T, [fRFF (Save) 1227 U w2 L
7,

e) Fuv 7 Xy RN [T A2 Y7 3 (Subscription) | 3R L ET,

) BEFEO[V Y —AZ—7 (Resourcegroup) ]&ZRT B, HLWI V=R T L—T%ERLET,

g) Ky 77Xy URNpL e —3 3 (Location) | ZER L E 7,

h) BIAT v TEOENREA A=V D[V Y —ZID (ResourceID) % [VMEHSA A —ID (Vm
Managed Image Id) ] 7 4 —/V FIZREY £H1F £ 9,

(7 A% LEBE (Custom deployment) | N— Y Oy EHIZH 5 [/NT7 A — 2 Offte (Edit parameters) | % 7

Uo7 LET, DARAZVARTEDLNRT AT T L — MR ERSNET,

a) [Z7AvDr—LK (Loadfile) 1227 Vv 7 L, WAZ~A XL ASAV/NT A =2 T 7 A VB
LET, R"IA=FT 0T L= RNEERT o0 TIE, [T A= 77 A LOER (30—
V) 1 ZBRLTIEEN,

b) BWAZ~ARXLIISONNRT A—Fa—RE0 0> RO, [T (Save) 1227V v 7 LE
R

T AL KRB OFEMA R LE T, [FEA (Basics) | & [XE (Settings) |DOfF#H ([V Y —AID (Resource

ID) 172&) 28, FHELEAREIC—HT LI Lol LET,

TR ZfER L, [ ERROFHHKICFEE UE T (Lagree to the terms and conditions stated above) ] F =

IRy I A A AN LET,

[ A (Purchase) 127V v 27 L, BHARAA—VBLOIRAZ LT T L— b Z2HH L TASAY 7 7

AT 7 —VEEALET,

TUTVU =R T 7 A NERT A =X T 7 A VISR 2TIE, BREPEFIZET LTWAIET T,
BHERA A=V, R T 227U Fog B X OMIERNOER ORI TX 4,
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RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £72I1X ASDM 2 H L T, RE%
BITLET, ASDMIZT 7 B AT AFIEIZHOWTIL, [TASDM ORRlG] 2B LT
él/\o

fF8% : Azure )V —X T T L— Dl

ZOIETIL, ASAv # BT 572D TE % Azure Resource Manager 7 > 7' L — h O
IZOWTHBLET, Azure ) VY —RAF7 7' L— KNI ISON 7 7 A )L TT, LAEDEY V—R
DIEFZFIT 2720, ZOBNIIE2 2D ISON 7 7 A AREENRTWET,

e FUTL—FrITFAI ZHIE. V=R ITA—THNOT RO R—x 2 & BT
BAAL LY =R T 7 A4 LTT,

CISTA=B T7AI : ZDOT7 7 A ML, ASAv & IEFIZEMT 572 DICBE 28T A —
AWEFENTWET, ZOT7 7 A ML, 73y M, (I~ OERE &A1 X,
ASAV Da—H—4 L RAT— R A ML —VarTFoO4EIRE, FMRERNEEN
TWET, 2D 7 7 A% Azure Stack Hub EBEIBREHIC I A X~ A4 A T& £,

FTOTL—k 7274 ILORRK

Z DIATIL, Azure Resource Manager 7 > 7 L — h D& ICHOW T L £9, kOFIE, 7
VL= N T ANERNERLTIZLDOT, T — OIS EIERWSERLTOET,

Azure Resource Manager JSSON 7> JL— bk 77 1)L

{
"Sschema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "",
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }
}

F o L— NI, ASAv BB OEZVER T 5 7= I H TX 5 JSON B L O TR ST
F9, FORLEMAFEETIE., 77— MIKROEZRNEGENLTWVET,

R 2: EHFHD Azure Resource Manager JSSON 7> T L— k7 7 4 L EHR

Ex WhZA ZBA

$schema EA T — RNEEONA— 3 U EBBT A JSON A % —
~ 7 7 ANDEFT, AiORIZR L7 URL #FH L F
T
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E%x WHZE SRER
contentVersion EOR T L= DOR—=T g (1.0007%F) . Z0O%ESE

I EEDEEEETCEET, 77— FEEHAL
TYY—RAZREHTILEEE, ZOfEZFEHALT, @
WiZgTr o 7V —FMERHEINTWD Z L 2R T F
ﬁ‘o

parameters AAYe REZFATLCY Y —ARBMEDAI A AT H L&
(HRET DME, /RT A—H2IC& 0, BRERICEE A
TEET, HFITHEL VI DIFTIEDH Y FHEAN,

HE L& JISONT v 7' L— MIEEIFE LT A —
AT Y —2A%EALET,

variables Lz 7y T = b ERREMRS BT T = b
TISON 777 A b & LT &N D IE,

resources EOA VY =2 N—7TCRAELIIEFEND ) VY —RHF
47,
outputs AIAY-4 FEBZ IR S35,

JISONT 7 L— M, BTV Y =R E A THEEETHDET TR, ZOMETHH
ENTA—HEEETHOCHFIATEET, ROFIIE, Hr L ASAY BT 277
L — FERLTWET,

JyYy—X FoTL— FDERK

UTOBZERLT, 7FA T 4 22 A LIMEOEAT 7L — FEERTE £,

ATV 1 WOFPINRLETHFA 2o —LE9,
&1

{
"Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"type": "string",
"defaultValue": "ngfw",
"metadata": {
"description": "Name of the NGFW VM"
}
}I
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
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"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myIlmage

}I
"adminUsername": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other
values are disallowed - see Azure docs"
}
}I

"adminPassword": {
"type": "securestring",
"defaultvalue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars

and have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
}
}I
"vmStorageAccount": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account).
Between 3 and 24 characters. Lowercase letters and numbers only"
}
}I
"virtualNetworkResourceGroup": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Name of the virtual network's Resource Group"

}I
"virtualNetworkName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network"

}I
"mgmtSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv management interface will attach to this subnet"

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the mgmt interface (example: 192.168.0.10)"

}I
"diagSubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

. Microsoft Azure 77 577 E~D ASAv DE A



| Microsoft Azure & 57 E~? ASAv DA

"diagSubnetIP": {
"type": "string",
"defaultValue":
"metadata": {

"description":

}I
"gigO0OSubnetName": {
"type": "string",
"defaultValue":
"metadata": {
"description":

}I
"gig00SubnetIP": {
"type": "string",
"defaultValue":
"metadata": {
"description":

}I
"gig0lSubnetName": {
"type": "string",
"defaultValue":
"metadata": {
"description":

}I
"gig0lSubnetIP": {
"type": "string",
"defaultValue":
"metadata": {
"description":

}I
"VmSize": |

"type": "string",

wn
’

wn
’

wn
’

wn
’

wn
’

"NGFW IP on the diag interface

"The

"The

"The

"The

FTDv Gigabit 0/0 interface will

IP on the Gigabit 0/0 interface

FTDv Gigabit 0/1 interface will

IP on the Gigabit 0/1 interface

"defaultValue": "Standard D3 v2",

"allowedValues":
"metadata": {
"description":

}I

"variables": {

"virtualNetworkID":

[ "Standard D3 _v2"

"NGFW VM Size

"Standard D3" ],

(example:

yy—2z5oIL— ok [

192.168.1.10)"
attach to this subnet™
(example: 192.168.2.10)"
this subnet”

attach to

(example: 192.168.3.5)"

(Standard D3 _v2 or Standard D3)"

"[resourceld (parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks',

parameters ('virtualNetworkName')) ]

"
’

"vmNicOName":" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name":" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name":" [concat (parameters ('vmName'), '-nic3') 1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",

"vmMgmtPublicIPAddressDnsName":

}I

"resources": [

{

"apiVersion":

"2017-03-01",

"[variables ('vmMgmtPublicIPAddressName') 1"
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"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]",
"location": "[resourceGroup () .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType') 1",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName') "
}
}
}I
{
"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]",
"location": "[resourceGroup () .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"
}
}I
{
"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"
}
}
1
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
"[concat ("Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName')) 1",

"[concat ('"Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
] 4

"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
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"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',
parameters ('mgmtSubnetName'))]"
}I
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',

variables ('vmMgmtPublicIPAddressName'))]"
}

] 4
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',

"

variables ('vmNicONsgName"')) ]

}I

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName')) 1"

} }

] r

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gig00SubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName')) ]
} }

] r

"enableIPForwarding": true
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"apiVersion": "2017-03-0
"type": "Microsoft.Netwo
"name": "[variables ('vmNic3Name') ]
"location": "[resourceGr
"dependsOn": [
]I
"properties": {
"ipConfigurations":
{
"name": "ipc
"properties":
"private
"private
"subnet"
llidll

parameters ('gig0lSubnetName')) ]"

] r

"enableIPForwarding":

"Microsoft.Stora
"name": " [concat (paramet
"apiVersion": "2015-06-1
"location": "[resourceGr
"properties": {

"accountType":

"type":

"Standa

"apiVersion": "2017-12-0
"type": "Microsoft.Compu
"name":
"location":
"dependsOn":
"[concat
"[concat
concat
concat
concat

"[resourceGr
[

'Microsoft.
'Microsoft.
'Microsoft.
'Microsoft.
'Microsoft.

(
[ (
" (
" (
" (
]I
"properties": {
"hardwareProfile":
"vmSize":

{

" [para

}I

"osProfile": {
"computername":
"adminUsername" :
"adminPassword":

}I

"storageProfile":

{

"imageReference":

"id": "[para

}I

"osDisk": {
"osType":
"caching":
"createOptio

"y,

"
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1,
rk/networkInterfaces",

"
’

oup () .location]",

[

onfigl",

:

IPAllocationMethod": "Static",

IPAddress" : "[parameters('gig0lSubnetIP')]",

HE

: "[concat (variables ('virtualNetworkID'),'/subnets/"',
}

¢ true

ge/storageAccounts",

ers ('vmStorageAccount')) ]
sn,

oup () .location]",

"
’

rd_LRS"

1,
te/virtualMachines",

"
’

oup () .location]",

Storage/storageAccounts/', parameters ('vmStorageAccount'))]l",
Network/networkInterfaces/',variables ('vmNicOName'))]"
Network/networkInterfaces/',variables ('vmNiclName'))]1",
Network/networkInterfaces/',variables ('vmNic2Name')) 1",
Network/networkInterfaces/',variables ('vmNic3Name'))]"

meters ('vmSize')]"

" [parameters ('vmName') ]
"[parameters ('AdminUsername') ]
"[parameters ('AdminPassword') 1"

"
’

"
’

{

meters ('vmManagedImageId') "

inux",
ReadWrite",
n": "FromImage"
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}I
"networkProfile": {
"networkInterfaces": [

{

"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName'))]"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

variables ('vmNic3Name'))]"
}
]
}I
"diagnosticsProfile": ({
"bootDiagnostics": {
"enabled": true,
"storageUri":
"[concat ('http://',parameters ('vmStorageAccount'),'.blob.core.windows.net"')]"
}
}

}
]I
"outputs": { }
}

ATFTY T2 ZOT7 7 A NE, 7=t 2T azureDeployjson & 9 L9 IZ, JISON T 7 ALt L Cua—h VIZRFEL £,
ATYT3 T ANEREL, BANRTA—HZEI T T L— bEERLET,
ATFv T4 VHDBLQRNY V—2F 7L — hZMHH L7- Azure 205 D ASAy DE A (16 X—) T LTWA L

N, ZOT 7T —hEFEHLTASAY ZEBFLET,

INTGA—=ZT7A4ILDFK

FLWEBRZBMGT A EEICE, VY AT T L — NIRRT A—IRERINTVET, B
BZBIET A2, TNHEZANLTEBRERHVET, VY—AT T — R MNIEZELE
WRTA—FETETANTHZ L, NXTA—FET T L—~/XT A—%F JSON 7 7 A /LT
lE LTty TEET,
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INT A —H T 7 A LI,

Microsoft Azure 7 57 K~ ASAV DEA |

INTA=Z T 7 ANVOER B0 ~—2) DT A—=ZDFNIFER

ENBENRTA=HFDENEGEENTWVET, ZNEOEIL, BREFICT 7 L — MIBEEINIC
EXNFET, SEIFREBIUFT Y HNCEDLETEED T A—2 77 A VEERTEXET,

ZOHDASAVT T L — R DA

HYET,

RIASAVINS A - DESE

IRTA=LZ T 7 ANIRDINT A —Z & iEF%T D LEIN

TN—T" D41, ASAVIIHEIZ
HLWY Y —R T )L—FIThE
EBEINFET,

Z14—ILF £ EA !l
vmName Azure |ZE1F 5 ASAv ~ ¥ L (D | cisco-asav
A4 il
vmManagedImageld I SN A& x5 |/subscriptions/73d2537e-ca44-46aa-b
A=V D ID, Azure DFEC |eb2-74ff1dd61b41/
. BB Y RN resourceGroups/ew . .
Y — 2 D= A B LT ManagedImages-rg/providers’/Microsoft
.Compute/
EE images/ASAv910-Managed-1
mage
adminUsername ASAvIZu A v F 5D |jdoe
a—H—4, TKIHD
ladmin| (2T 52 LIXTEE
NEUR
adminPassword BIET Y RO RA T — |[Pw0987654321
R, Zhid, 2~72FOK
ST, 12D/ LF, 12DK
L 1ODET . 1O DRk
LFEDHIH 3 OEGFEDDHLE
B0 ET,
vmStorageAccount Azure A L — 7 L |, | ciscoasavstorage
MHFEOA L —T7 v b
AT 5130, FBUCER
THZELTEES, X b
L—UT AT NAE, 3~
24 LFT, ANIFEERF DI
BHDHZENTEET,
virtualNetworkResourceGroup |{RAH%x v NTU—27 DU V — X |ew-west8-1g

virtualNetworkName

FARTR > b U — 27 D44,

ew-west8-vnet
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J4—ILF

B

1

mgmtSubnetName

BHA A —T oA AL, Z
OV 7T Fy M INE
4, ZHUE. Nico (gIDH
Txv b)) vy TENE
T, BBFOFx Y hU—27125
m+ 2846, ZHUIBEEFEOY
T Xy MBI D MEN
HoE9,

mgmt

mgmtSubnet[P

AR —T A AIPT R
LA,

10.8.0.55

gig00SubnetName

GigabitEthernet 0/0 1 > % —
TxA AL, TOYVT Xy b
(S LE T, ZAUE, Nicl
QEEHOY T X R) IZvy
FInET, BFEOXRY b
V=7 ZBMT 5%,
HFEEFOY 73y AT —8
TOHLERDY 7,

inside

gig00SubnetIP

GigabitEthernet 0/0 1 > % —
TxAARIPT RLVA, Zh
%, ASAVODERAIDT —2 A
H—T A ZAHTT,

10.8.2.55

gig01SubnetName

GigabitEthernet 0/1 1 > & —
TxA AT, ZOYF TRy b
(CHEESNET, ZTAUE Nic2
BFEHOF TRy ) vy
FINET, BEFEOXR Y b
T — 27BNt 555, 2
FEEFOY 7Ry M —E
THULENRDY T,

outside

gig01SubnetIP

GigabitEthernet 0/1 1 > & —
TxAAIPT FLA, Z1
X, ASAVD2FEHDT — XA
VH—=T A AFTT,

10.8.3.55
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Ta—IL K BL)] 1

gig02SubnetName GigabitEthernet 0/2 % — |dmz
TxA AL, TOY TRy b
ICHERESALE T, TAUE. Nic3
WFEBROY Ty b)) ITvy
rEhEdT, BFEOxR Y b
T— 7 BN T 555, 2
ITBEfF D7 3%y RAIC—E
THVERDY 7,

gig02SubnetIP GigabitEthernet 0/2 f > % —  |10.8.4.55
TxAADIPT RLVA, T
X, ASAVD3FEHDT —X A
VHE—=T A AHTT,

vmSize ASAVVM (2 Fi4 % VM 0 | Standard D3 V2 £7-1%
A X, Standard D3_V2 & Standard D3
Standard D3 23 %" — F ST
W7, Standard_D3_V2 237
7+ hTT,

INGA—B T7A4IILDER

UTFToBIZEMLT, 7F%F AN 27 4 Z 2R LIEMEDOART A= 77 A VEEKTE X
—;_‘O

\ )

GE) ok, IPV4 BT,

ATV T WOFPINIRLETFA 2 ae—LE7,

1
{
"Sschema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName" : {
"value": "cisco-asavl"
}l
"vmManagedImageId": {
"value":

""/sdoscriptions/33d0251 Te-ca88-46aatoa-TAFF1 A6 141/ resourceGraues/enVenagedlineces—ry/providers/Microsoft . Canpute/imeges/AAv-9. 10. 1-81-Venaged-Trrege"
}l

"adminUsername": {
"value": "jdoe"
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}I

"adminPassword": {
"value": "Pw0987654321"

}I

"vmStorageAccount": {
"value": "ciscoasavstorage

}I

"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"

}I

"virtualNetworkName": {

"

"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
"value": "10.8.3.77"

}I

"gigO0OSubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gigOlSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {
"value": "10.8.0.77"

}I

"VmSize": |
"value": "Standard D3 v2"

}

}

ATFwT2 ZO77A)N%E, =& ziFazureParametersjson L9 L HIZ, ISON 7 7 A /L& LT —A/MWIRFEL E
-é‘o

ARTYT3 T ANEREL, BANRT A=K ZEI T T L— bEERLET,

ATy T4 VHDB LY V=T 7L — F&H L7z Azure 725D ASAv DEA (16 X—3) THHALTWD &
AT, ZONRTA—=F T 7L — MEfi LT ASAv ZJEB L E9°,
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