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IE/Gig0N T Ry NIDDH o~ XEIY U A R,
U2 MI, s 2 Y — o & E CNE/FIZ T

LMENRH Y 7,

% A 7 . List<AWS::EC2::SecurityGroup::Id>
linfrastructureyaml] 7 7 AV &FRHLTA 7

TANTZ I F v xRBHTLE, AF vy 7Ot

7 a NS ZDENRRESNET, TOMEHH
LTL7EENY,

KmsArn

P2l

BETED KMS O ARN (FRIFIFICKF 5L T 272 D
AWSKMS F—) , fRE L7ZHA. ASAy D/3A
U — REE LT H20EBERHY £7, RATU—F
DAL, FEESNTZARN DA &2 L THT
TOMERDHY T,

W5/ S AT — ROARAF] " aws kms encrypt
--key-id <KMS ARN> --plaintext <password>" K ® .
IR INTZNAT = REMH LTI,

5] : arn:aws:kms:us-east-1:[AWS
Account]:key/7d586a25-5875-43b1-bb68-a452e2{6468e
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INT A—4H ERATZ51E/% | &
47

CpuThresholds 1~ XG0 # | CPU L& \WMED FERE CPU L & WMED EfR, e/l
5 fEIX 0 T, FKRAEIEX 99 TI,

F 7/ bk 110,70

LEVED FRIZLEVED LRIV b/h& <9
LWER DY £,

i - 30,70

ASARER 7 7A4ILDEH

ASARERR 7 7 AV EHE( L. ASAV A LV A X L A)E T 7 & A A[HE/: HTTP/HTTPS H— /3 —
CRFELET, ZHUIERED ASA R 7 7 A VAT, A7 —A 7 7 h&472 ASAv IZ X
D, W7 7 ANVNE D a— RSN RN ESTSNET,

DTt Z 3 3T, AutoScale YU = —3 3 U HIZASARERR 7 7 A VA HE 4 B FiEDH]
R LET,

ISz b, TINARTIL—T, NATIL—)L, 7O AR >—

ASAV D1 — RAXTZ U DIEFE T 0 —T DA77 b b— bk BILUNAT L—/b
DRNZONTIE, WEZRLTITZE0,

! Load Balancer Health probe Configuration

object network aws-metadata-server

host 169.254.169.254

object service aws-health-port

service tcp destination eq 7777

object service aws-metadata-http-port

service tcp destination eqg 80

route inside 169.254.169.254 255.255.255.255 10.0.100.1 1

nat (outside,inside) source static any interface destination static interface

aws-metadata-server service aws-health-port aws-metadata-http-port
|

\)

GE) EFROEFETa—TERNT 7 EARY U—THFA SN THWLIRNERH Y £7,

ASAVHER DT — 4 7 L— 2 ORERFNZ SN TR, REZH L T 7ZEW,

! Data Plane Configuration

route inside 10.0.0.0 255.255.0.0 10.0.100.1 1

object network http-server-80

host 10.0.50.40

object network file-server-8000

host 10.0.51.27

object service http-server-80-port

service tcp destination eqg 80

nat (outside,inside) source static any interface destination static interface
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Amazon Simple Storage Service (S3) ~D I 7/ IILDT v TFA—FK .

http-server-80 service http-server-80-port http-server-80-port

object service file-server-8000-port

service tcp destination eqg 8000

nat (outside,inside) source static any interface destination static interface
file-server-8000 service file-server-8000-port file-server-8000-port

object service https-server-443-port

service tcp destination eq 443

nat (outside,inside) source static any interface destination static interface

http-server-80 service https-server-443-port http-server-80-port
|

B Z72714ILOEH

ASAv # %%, azl-connfiguration.txt, az2-configuration.txt, 35 J " az3-configuration.txt 7 7 - /L
THEHTHLERDH D 7,

)

CE) 350k 7 7 ALV’ BE, sy —r (AZ) IZHESWTHERAEECEE4, =
L Z21E. aws-metadata-server ~D AKX T (v 7 )— ML, T AZ B LR — b o= A
NHY FET,

TUIL— FDOEH

deploy_autoscaleyaml 7 > 7' L — MIEEICA T T 5483 H Y £9°, LaunchTemplate D [ —
#—7F—% (UserData) |7 4 —/V REEETHMLERNH Y £3, [2—HF—F—% (UserData) |
IS CCHFHTEET, namesarver X HEHTLHLENH Y £3, 72 & %X, VPC
DNSIPIZT 52 ENTEET, FIHTDH T4 AN BYOL DA, 74 & AD idioken %
ICHEATOIMNERDY 7,

|

dns domain-lookup management

DNS server-group DefaultDNS

name-server <VPC DNS IP>

|

! License configuration
call-home
profile License
destination transport-method http
destination address http <url>
license smart
feature tier standard
throughput level <entitlement>
license smart register idtoken <token>

Amazon Simple Storage Service (S3) ~D I 7AIILDT v TA—FK

target 7 4 L7 N URNDTRXTDT 74 /b% Amazon S3 /N7 MIT v 7r— RT2H5LENRH
DET, LEITSUT, CLIZEBEA LT, target7 1 L7 R U NDOTXTH T 7 A /L% Amazon
S3 Ny MIT w7 a— RTEET,

$ cd ./target
$ aws s3 cp . s3://<bucket-name> --recursive
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A3 D REH

BEOTXTORHESRMNE T35 &, AWS CloudFormation A ¥ » 7 Z#{Ef CTX £ 7,
target = 1 L' b U N deploy autoscaleyaml 7 7 A L Z&fEH L £,
target 7 4 L7 b U N deploy_ngfw_autoscale with_gwlb.yaml 7 7 A Lz L £,

\)

(F)  deploy_ngfw_autoscale with_gwlb.yam 7 7 1 /L% B3 2 RillZ, AWS GWLB HEH A &7 —
v V) a— 3 A infrastructure gwlb.yaml 7 7 A L& BB MLENRH D £,

deploy_autoscale with_gwlb.yaml 7> 7' L — ks D BRI /ER &5 GWLB 238K L ¢,
etz B—RRF P —x2 RRA b (GWLB-E) Z{ERRT D LERH VY £,
GWLBe 1Bk L=, 77V r—vavH 75y heT 740 Mb— T —T7 T
GWLBe #4252 L 5T 74/ Mb— hEEHTIMLERH Y T3,

FEMELZ DUV TCIE,  Thttps://docs.amazonaws.cn/en_us/vpc/latest/privatelink/
create-endpoint-service-gwlbe.html] ZZ M L T 7E X0,

ATJRT A —=4 (8_=2) TRESNTNTA=Z 2 AN LET,

B DRELE

T — MDD L7 5, Lambda BA%t & CloudWatch 1 X h23MER S LTV D Z &
ERAETAMENRH Y 9, T 74/ N TIE, Auto Scale Z/V—T" DA L AX U ADE/NE L
RAEIIEe TT, AWSEC2 22> Y — /L CHLEREDA AR R & LT, AutoScale 7'
N—TERETHIMNERDHY T, ZHICLEY, HTLWASAVA U AZX AR N H—SE
ERS

1 DDA AR ADRHEBILTY —2 7u—%MR L, TOA L AZ U ANMEEBYIZ
FEL TCWAENE I DERGET D 2 L 2R L £3, TO%IC ASAV OFEEOEM % BT
X, BEEMERTHI L TEET, AWS A7 — U U 7R Y U —IZ X HHIBRZERRET D728
W2, B/ IMED ASAY A VAR L AT A — A UREL LT~ —27 TXET,

Auto Scale * T F XA RS

A y—)o57a+X

ZDME Y7 TiE, AutoScale 7 /—7 D 1 DU LD R —1 77 at A% —BEIELTH
SEBTAHEICOWTHLET,

AT—IVTFT U3 DR EEL
A= VT 7 a rEREBLIOEILT 512, ROFIEEZFEITLET,
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CAWS BN A — U VT DA Ar—AT T N7 7 a U ERMEE IR ES T 5
HIZOWTIE, ROV 7 2SR LTLIEE N,

2= 7 Fat 2AD—RE R L FHE

AN)IAREZHR—

04y Z &1Z, CloudWatch Cron ¥ = 7'|%, Health Doctor <& ¥ = — /L Auto Scale Manager Lambda
%F)ﬁ LT,

« BN’ ASAV VM IZJBT D EE 72 IP 3 H5E . ASAv O REBIFFN | B2z 5 &
FDA AR AFHIRENET,

e TNHLDIPBNARNL ASAV > DIP TIERWEE, IPTE TN Z —F Y N T —T7 b
HIBR S EJ,

ANILRAEZAZ—DEIE

ANIVAE =B —H BHZ T HI2IE, constant.py T constant % [True| [ZF%E L £,

NILRAEZ A —DFEDIE
ANIVAE =S — AT HITIE, constant.py CEE % [False] ([Zi%E L ET,

SA4ATHATILT v DEHL

FS, FTATHAINT v 7 BB THHLERHY £9, WP TDHE, AV AX A
BMOA L H—T oA ANBMENERA, £, ASAv A AKX 2 2D R EH L CTHRAL
THZERNHY £7,

Auto Scale Manager M #E%h1t

Auto Scale Manager % E2N{L3 2121, ZHE 41D CloudWatch A X2 | Inotify-instance- 1aunchJ
& [notify-instance-terminate] # XL HMERNH YV £T, TN HDA X2 & HIC

By LA FOLambdald U H—SEHA, 72720, T TIETINTND Lambda
T 7 v a kT SuE T, Auto Scale Manager 23 ZHRIEIETH Z LiXH Y FHA, AX VT
DHIBRETIL Y YV —ZADHIBRIZ L DR DIFIE 2R AR 5 L. RNERREBIZR D RN H Y £
o

O— KNS HDE—5 v k

AWS B — RRZ 3 TlE, BEOX Y NI =0 A Z—T = Af Ao L AZ L AICH L
TAVAB U ARABATDE =7y FBFFAI S22, Gigabit0/1 1 ¥ —7 = A A 1P &
B—0Fy NTN—=TDH =y e LTRESNET, L, BIEDO L A, AWS Auto

Scale D~NVAF = v 71X, IP TlE7R<, A VY AZ U AZATDE—7 >y Mk L TOHERE
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B xsoz0zr50q

LET, 72, ZNHDOIPIFEX—7 v 7 A—706 HEIZEME N0, BIFRESizY
LEHA, LI 5T, AutoScale Y U a—a i, TNOWTDOZ AT 270 T AT
FLET, 27750, AT F AR NI TN a—T 4 V7 OBEIT. FEITEITT HMEN
HDHZENHY ET,

B—5y NTIL—TADE—H5 v FDZEEF

ASAV A VAL U R — RNT HITRERT HITIE, Gigabit0/l A A% A 1P (AN
Fv R BE—HF Y RN LTHE—Fy NA—FICEBMTALERHY FT, IPT7 RL X
K55 —7y NOBERETITBREMR) 2SR L TIEIN,

B—ty b IN—TDEDE—5 Y DB

02— RN I 5 ASAV A VAR U ADBEREfRERT 5 I12IE, Gigabit0/1 1 A X A
IP UMY T Ry N) Xy NI NA—TDX =47y e LTHIBRTARERH D 7,
[P 7 KL AKX —7 > DOBGRE T ITBEMER] 22 L TIIEE0,

ADDRBVADAZ iINA

AWS TiX. AutoScale 7 /L —7"TDA VA X L ZAOFBEMIIZFTENETAN, 22—V —13A
VAR ARB AR AR L CHEET 7Y a v A FETTEET, T, m— AT
Y DE—=5 ) RIS L AZ AL A TOGEITR BB L E T, ASAVv~ v L, EEO* Y
NTD =0 A B =T 2 A ANHDIZD, A VAR AZALTDE =7y hE L TRETE
Ao

A VRBVRERZ VIN(IRBEIZT S

AVARBUAPARZ RARBBIZ D & ERET =T BNRRTHET, F—F v T —
THNOZEDA AL ADIPIXRICIREO T FIZ/D T, 20D, f VAX L AEBAH
UNAARRBIZT DHIZ, X =7y hTNA—TnEENEFND IP 28GRI 5 2 &2 BED
LET, fFHCOWTIE, ¥—F v N A—Tmb0 X —47 v N OBEMERRE (18 X—) %
ZHLTIIEEN,

IP SHIBRE 726, TAuto Scaling Z /v —7 76D A A X o ZAD—R 72 HIkR] 2SI T
<&V,

RAEZUNARENSDA VRE U ADHEIK

FIEEIZ, AV AZ U AB AL NAREN L FITIREEICBITTE T, AZ A RENDHI
By 2L, A VAXADIPNE =y NI NV—=T DX =7y MIRGEENET, =7y
NTN—T~DF =57 FOXEE (18 X—V) | 2R TS,

NG TN 2a—=T 4 TRA VT FT U ADIZDIIA VAR Al AN INAARIEIZT D FED
AR OV TIE, AWS News Blog # 2 L T 7230,
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| AWS ~® ASAvAutoScale /1) 12— 3 Y DEA
1o2822c%7 |

Auto Scale ' IL— T DA VR E V ADHIBRFE =155

Auto Scale 7 /V—"T A VAR U ZAEHIRT DI, ETA U ARAF U RERLZ NAREEIC
BATTHOMLERHVE T, (A RB AR AZ AL RBICT ) 2BBL TSN, *
B UNRAMREIZ o T A VAL A, BIBRETITDBECE £3,  [Auto Scaling 7 /L — 7"
HBECQCAVAX L AETH T T5H] ZBRLTIIEIN,

AR RTRT

A VAZ L AERKTTHI2UE AFANAARBICTDUERDVET, A AF L ADAL
N (18 =) ZZMLTLKEI N, A VAZUANAZ AL IRBIZI -T2 6, KT T
%i‘g—‘(}

A2RBVDADART—)LA UIRE

Auto Scale 7V —TINBRFEDA L AZ L ANRERS THIFRENZ2WE S I1I2T D701, DA
VABR A R AL L TERTE ST, AV ARAX U ARR T — LA MRHEEINT
WHBBE, A=A AR IRFERNTERTTHZEEHY 8 A,

A VAL R A=A ARFEIREBIC T 2 I21E, RO Y 7 2B LTIZS 0,
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html

| o

BE ¥ EQAVAF VAT TRLS, ¥—7 v NP BIER) oA VAX LV ADER/NE &
A= N A MNEELE L TRHRET A E2BEIO LET,

OJ4 VIEREEFZIDDEE

REOEEIL, T TIZFITHDOAL A X AZITEBICK SN EE A, ZBEITH LWVLT A
ARIDIREINET, ZOXIBREEL, BEFEOT AL AZTETT v 2T 50BN
V) i—a—o

ASAv DEIEEZE/INAT—FEZZELET,

ASAV NAT = REZEHTDH L, AV AF U ALFRTTHIOILHET A ATRAT— & F
HCEFETHLENH D £, HLWASAY T34 Z&2 4 R— R 584, ASAV /S A T —
Ri% Lambda BREEA LG SN ET, TAWS Lambda BB (i) 2B L T FFE
v,

AWS )Y —RIZxT BER
AWS DE A% AutoScale 7 /V—7", EEIFEE. CloudWatchA X2k, A7 —VU o FRY I —

Y. ZDERAEZEFTEET, CloudFormation A % v 72V VY —RA %A ViRk— hT 5D,
BEED Y Y —AMBH LWAR v 7 BERCTE ET,
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html
https://docs.aws.amazon.com/lambda/latest/dg/env_variables.html
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AWS U YV —ATEITINHERZEEHT 5 FEOFEMC WX, BEFY V—2D
CloudFormation FH~DOH YV AIL] ZZHBL T ZE W,

CloudWatch O 5 DUNE L L U HT

CloudWatch 1 7' % =7 AR — b9 %1212, [TAWS CLI 26/ L 72 Amazon S3 ~Dr 77 — 4
DxEZ AR=F] ZZRLTIEZS N,

AutoScale D FS I a—TF 4 T ETFINY G

AWS CloudFormation 3 > —)L

AWS CloudFormation =2 . —/L T CloudFormation A ¥ ©» 7 ~D AJJ/NT A —H bR Tx F
T, TAUTED, Web 77 UWInD R Y v 7 EEER., BEER, 5. HBgCTxET,

HEDOAH » 7128 L, [/3T7 A—4 (parameter) | ¥ 7 Z e L £ 9, [LambdaBi4EREA
% (Lambda Functions environment variables) ] % 7 C Lambda B3 ~D AN 252 L H T
xET,

AWS CloudFormation =1 > Y — /LD EERIZ DWW TiL., [TAWS CloudFormation 2 —%— 4 A K
(AWS CloudFormation User Guide) J #ZM L T 72X\,

Amazon CloudWatch 0 %'

f#l # @ Lambda Bk v 7' % F£K/RTE £9, AWS Lambda (ZRBFED D Y (T Lambda BA% %
HEIRIZEEHL L, Amazon CloudWatch Z @B U CA MU v 7 2HE LET, BEEKOBED FF 7
N a—T 4TINS K DT, Lambda (BRI & » TRBL SN2 T R TOEREZ 1 72
Fe#k L. Amazon CloudWatch 2 7 2B U Ca— RiZ Lo CAERk SNz 7L HEIMICRE L E
R

Lambda = > ¥ —/ L CloudWatch = > > — /L AWS CLI, Z72i% CloudWatch API Z{#H L T,

Lambda D /2 FRrC&F4, s/ L—7%L CloudWatch 2> Y —)L&x N Liza 77—
DT T ' ADFHEMZHOWTIL,  [Amazon CloudWatch = —4— 4 A F (Amazon CloudWatch

User Guide) | TE=Z—V VY AT A, TFUr—var, BEXOWARZ LT 757 AV
WZOWTEHRLTLEE0Y,

O— KNSUHDAILRAF T v DEK

0— RNNZ DAV AT = 712iE, 7’8 hajil, pingdh— b, ping/NA, WEXA LT U
f, ~"NVAF =y 7HEBREDEFERPEENET, ~NVAT = v 7 EBNIZ2000E 2 — R
WIGHE, AV AX L AFER ERRINET,

—HEITTRTOA P RZ U ZADOBUEDIREDS outotservice TH Y | W7 4 —/L NIZ A
VAR ANV ATF 2oy 7 DL EWEOELL Bk L TR L £ L7- (Instance has failed
at least the Unhealthy Threshold number of health checks consecutively) | &9 A »E—UNER
ENTHE, AV AZ L AFTR = AT U ONVATF =y ZITREL T E S,
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ASA HERK D IEFMET 1 —7 NAT V— VBT 2 MR H D £, FHMIC OV T,
[Troubleshoot a Classic Load Balancer: Health checks] #ZM 1L T 72 &y,

FS24 v O DEE

ASAVA VAR ADNT T 4w 7 OMBEE VT TN a—T 4 735120, v—RKRF
Po—b, NAT L—/b, BEWASAV A Y AX VU ATHESNNTWDALT 4 v T )b— R &
MR THLENDY 5,

X2 VT IN—TON— N7l BT — TR D AWSEEER Yy N T — 7/
YT Ry M= U = OFFM bR T HIVERSHY 7, L xiE, [EQQA AKX X
D KNF TN a—T 147 (Troubleshooting EC2 instances) | https://docs.aws.amazon.com/AWSEC2/
latest/UserGuide/ec2-instance-troubleshoot.html7z &, AWS D KF¥ 2 X h &S 4 A5 L H T
=

ASAv HERE 12K BX

ASAV DR EIZRI L7 A 1%, Amazon S3 D FA72 HTTP Web % —/N—D R AT ¢ > 7Rk
SO A RS LT T2 é VN, FERBIZOWTIE, TAmazon S3 TOHHIZ2 Web A kD7 A
7« 7 (Hosting a static website on Amazon S3) | https://docs.aws.amazon.com/AmazonS3/latest/
dev/WebsiteHosting. htmlZ Z i L T< 72 &0,
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ASAv [Z SSH #EfE TE 40N
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