RELRILAVE—T IR

ZOFETIH, VTI b RV DEREFIEZOWTHBALET,

AR R R A L H—T 2 A ZZONT (1 =)
AN RN A H—T oA ADFEEFIHE 2 3—)
« VTI b2V DERE (4 2—2)

AR N FNA B =T = A AOKERERBE (11 2—)

RELRILAVE—T A4 RIZDUNT

ASALX, M b RN A v H—T A A (VTI) EMEENDMMEA X —T = A A%V HR— |k
LET, R —_"=2D VPN DRV IZ, VII ZM#H L TET7HIC VPN b2 RV EERKT
TFET, VILIL, & b RmVOF&ERIZ IPsec 7' 12 7 7 A LM I & iz b— b X— A D VPN %
HAR—bLET, B — NELITHAL— NEEHTEET, VIIDLLDOHAO N T 7 4 v 7
Wb SN TETICHEE S, VII~OATI T 7 ¢ v 73BT Sz SAIC Xk » THE
TSN ET,

VTIZEHT 5282k, B S~y 707 7 EA VA RNEREL T, VX —T oA AT

Ty BV TTHIENAREIRYEY, TRTOYE— TRy FEBHL, K5~y 7O
TIRAVRANMIGOLMLENR R0 T, BENSERIZRD1ED, X4 TIv 7 v—T 4
Y7 7a haro—hk RXR=ZAOVPNEYVR— N TEH527T 4 v 7 VTIRHDH L, AT T
AR—=bLT T ROEL OEMEG T EHTEET,

AET4v VT

2O0D% A TR RAREIZA TS TWDT A MNEEERHIZ, A¥T 4 v 7 VIIRE
A TEES, AET A IVNTIA v EZ—T oA ADPE, WA L Z—T = A A% b %
WY —AL LTERTDOIVLENHY T, T3 AT EITHK 1024 O VTI #EESIT 5 2 &
NTEXET, AZT 4 v I VTIA v Z—T = A ZAEAERET HITIE, VIIA v X —7 = A ADjE

m @ ~—=) ML TIEEN,
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REF O RILSAVEZ—T A RADZEEEIE

AVTFXRAME—REYSREY VY
c TN E— RTEIFR—FENTWNET,
c JTGRAAZ YU TIFYAR—FEINnERF A,

T7AT74—ILE—F
N—T v R E—ROLTYFR— b INET,

IPv6 DY 7R—
IPv6 7 RLANREINTZ VII ZRETE FT,
sVTL D F o FNVIEETL E b U RNVERILEOW FIZIPV6 7 RV AZFRETEET,

e XTI IP A=V 3 &N L VIIIP (£7213NE %y hU—27 TP X—V 3 0) DR
DMBEDERF A — N SN TVET,

* [Pv6 over IPv6
* [Pv4 over IPv6
* [Pv4 over IPv4
* [Pv6 over IPv4

e XNV DORETB IO E LTHER—FEN5DIE, HAIPV6 T KL A2 T,
* VTI TiZ IPv6 BGP IV — I TWEH A,

o NURNWERERTA Vv H —T =2 A AL IPV6 T RLAZRETEET, hrr Rz KR
A PELTHERATAT RLRAEZEETEET, HELRWEA, T 74/L T, U A
FNOEHID IPV6 72— LT RLAN MRV RRA b ELTHERASINET,

s N FNVE—RZEIPV6 & LTHRETEET, HELLESLA. VIIZ/MLTIPV6 FT7 7 1 v
TR bRV T TEET, 2L, H—VTIO ko xbE— RiX IPv4 £ 7213 IPv6 DWW
TN £,

—REVEERERDETEEE

¢ VI IZ IPsec E— ROAL THEABETT, ASA TGRE MR ERTTHZ LTV R—
FEILTWERA,

e NURNA U H =T 2 ALfERTEH T 7 0 v 71iZiE, BGPV— b FELITFHL— &
ERTHZ ENnTEET,
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s VTI O MTU 1%, ML A A v XA — T =24 AU THEBWICRESNET, 727
L. VIIZEGNZ LT~ % TR, o ¥ — 7 = A MTU B2 F L7=841%. 5 L\ MTU
%E%@%?étbmvn%ﬁ%ﬁbfﬁ%ﬁﬁﬁ%ﬁ?é%%ﬁ%@iTo

o TNA RTIEIHRAK 1024 O VT 2R ETEET, VIIREZHET AL, ROSEBEL
TLIEENY,

snameif ' 7 A U H—T 2 A A EOH T, T AIRETE D VTIOREZEXHL
i—é—o

e IR—=hF ¥ RIDA L NR—f L H—T =2 A nameif # X ETHZ LT TE EH A,
Lo Ty FURIVBITEBRD ALV R—=FF ¥ b A o H—T = A ZADOKIET
WL, ZDORAN—A U H—T = ZADHUTHD L EE A,

« Ty N T F—LNN04EEBZ DA v H—T 2 A AP R—FLTVWAEETH,
VTI DEIIXED T T > N7 4 — L TEATREZR VLAN OFUZHIR S E T, 72L& %
1Z. 500 D VLAN 3 AR—F L TWAETILORE. P UL 500 OB ESH
7o v B —T 2 A A EF NI Y 7,

cVIHZIKED A=V g3 vl BEOV2ESR—FLTEY., ML OEETE5E5EDM
TOF —HEZ(EIZ IPsec ZHHAL F9,

« NAT ZHHT 20BN 584, IKEBLWESP 2347~ MM, UDP ~v X —|ZH &L
fLEnET,

qmﬁQXMmm@f%;)747//:~ya/&ﬁ Mo RZNVNOT—% T 7 4y
B <, R —oEARMTbhET, 2L, VII b RUTHEIC
7yﬁbt%%ﬂﬁ@i¢o

e NUFNTA—FZ1T. ETHAHD IKEVI £/ IKEV2 HAIE#RE L TEETALD
E—EHTHMENRDH Y FT,

e A FE b XN T N—TFDIKEV] TiX, F RNV OFEIEST RN T O ZNVEEHETH D5
B DDIERIIETRT S Ly T = REEHT ALY ICRESNTWAEE, IPT
KL AN DL ZHEHATEET,

R~y SICREENDIET 7T RLVAL VII D b XVGBHENR R D56, VIIRE L
e~y 7ORELR UM, L X —T 2 AZLFSEDLZENTEET,

VTIRRHED N T 7 4 v 7 #HHT 72, VIIA VX —T = A AT 7B AL— V%A
TAHZENTEET,

« ICMP ping I%, VTI A > X —7 = A AR THHR—FENFET,

¢ IKEV2 Y"1 Rl VPN b U RILDET T34 A IKEV2 fREERNA 0 — REEE LTS
B ASAIZT ARA ALEDIKEV2 b RNV EMSLTE S A, ASANET TS ALD
VPN k> RV EFENLT DI, BT 7 /34 AT config-exchange B3R % M2 3 5 M EEHN
HYFET,
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FIAILEERE
e F 74V MTIE, VIIREDO T 7 4 v 71, +_XTHEE{LENET,

VTl A LV H—T 2 A ADT 7 F NV EFDEF2UT 4 L-ULZ0TT, BFxa2UT 4 L~L
ERETHZ LT TEET AL

VTI DHIREIR

ASAVX., VIIESDHICEX 2T 4 V—FF 7 (SGT) 7L —Ah b Fr vy bE RKay 7L
iﬁqo

VTI ko RILDERK

VTI b RV ERET HIZIE, IPsec 7R —HL (R AT74r—LtEy b)) ZEKRLET,
IPsec 7R —WIL A2 BT 5 IPsec 7127 7 A IVEVER LT T, IPsec 7027 7 A LEF>
VIIA v X —T7 =4 AZER LE T, UVE— hETIZE, AU IPsec 7' 1R —H /13 KU IPsec
T Ty ANNRT AR ERELET, SARITv T —T a0, TTHO R R RT A —
ANERESIND BB LET,

\)

GE)

VPNBLIOVTI FAAL COmGIZE L, WBlA % —7 = A X T BGP BBEEIfH% 2 Hi-D ASA
T, WOBENRRELET,

A HE =T 2 A ANNNAF 2y JIZL > TREOEEN NI H—Shb &, WEA LV X—T =
AZTONL—FE, FLWT 75 4 72T & D BGP BERRAHEL SN A E THIR S
F4., ZOEEZ. BEVIIA ¥ — T oA ZTIFES LER A,

VIIRRHD 77 4w 7 RS D720, VIIA 2 —7 = A AT 72 AHI#EY 2 b %A
THIENTETET, IPsec F FANPLKRESNLTNTONT v MIX LT, ACL THEIF
A B =T oA ALFA L H—T oA A% TF =y 7HFTIZHATLHITIE, Fr—rLay
7 4 ¥ =2 L — 3 > — KT sysopt connection permit-vpn 2~ > K& AL E 7,

ACLZF = v 7 FIZ ASA @i 5 IPsec N7 7 4 v 7 A R—T /T D72 DIRD =
vy RafHTEET,

hostname(config)# sysopt connection per mit-vpn

GNERA =T 2 A AL VTIA VA —T 2 A ZADEF 2 VT 4 LUV 0 DA, VIIA

B2 —7 2 A AZACL DN EA STV T, same-security-traffic 23X E S AL TV 2 T Ui e » b
LEHEA,

COMREEZRTETHIZIE., Fe— L ar T 4 Fal—3 gy E— FTintra-interface 8|3 %
FRE L T same-security-traffic =~ > R&E{TL £,

FZOWTIE, A H =T =4 AN T 7 4 v 7 OFFA] (NTE=07) 2ZRLTES
Wy,
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IPsec 7OR—FL (F5oRT4—Lty b) oim [

FIE

AT 1 IPsec 7uih—HL (FFAT74—b v b)) ZBHLET,
ATFw T2 IPsec 7077 ANEBIMLET,
ATw T3 VII o mAZBIMLF9,

IPsec 7AR—5IL (FSURTH—L Ty k) DEN

NIV AT —LFy ME, VILN P RAVND NTF 7 4 v 7 BARET DM ETT, Ih
X, VPNND T 7 4 v 7 2 R# T D008 x=2 T 40 Y hbalrt7Lal) L0k y
KTCHY, IPsec 7277 ANLDO—E & LTHEAESNET,

1R BHHIIZ

« VILIZBE AT SN IKE T v ¥ a U EFRGET 51213, Fajka s —F I35 EOW
NEFEHTEFET, IKEV2 Tk, FEFREGEF R E F—2MEH T&X £9, IKEv] & IKEV2
DOELBHYE, VINERATS b3 I —7 0O FICEREAE ST —2RTETILERH Y
i‘a—o

« IKEvl Zffi /] L7ZREREAN—ZAOFBFEICIE, A =3 = —=F TSNS 8T A baRA > b
ERRETOILENRDY 7, VAR FITOWTIL, tunnel-group 2> RTKRJ X MK
4VF%§E¢5ZEﬁ%@i# IKEV2 CTlE, f =3 @=—% L L AR LD HFIZO0
T, WRECEHT D 87 A hARA > b % tunnel-group 2~ > R CTRHETHMENH D £77,

FIE

TR VT4 T = a VRN T DIEODIKEVI F T AT —A Ty N FETZILIKEV2
IPsec 7' R—H/)LZEBINL £,

IKEvl T A7 4 —A &y EBIMLET,

cryptoipsec ikevl transform-set {transform-set-name | encryption | authentication}

1 :

ciscoasa (config) #crypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac

encryption TiX, IPsec 7—% 70— % Ri#&T L7720 DOKE AL TN ETEE L £,
eesp-aes : AES & 128 By b F—ZfEA L £,

eesp-aes-192 : AES £ 192 By b F—ZHHLET,
« esp-aes-256 : AES £ 256 £ b F—Z AL £,
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B rsec 7007 4 Loiem

e esp-null : BF 572 L,

authentication Ti, IPsec 7 —%# 70— & {RiET 572D SAL R AR E L ET
* esp-md5-hmac : /N ¥ =2 7Y A AL LT MDS/HMAC-128 2 H L 97,
e esp-sha-hmac : /Ny ¥ = 7L U Xh L LT SHA/HMAC-160 Z i L £7,

» esp-none : HMAC 58772 L,

IKEvV2 IPsec 7' 1 AR —H /L Z2BINML £9°,

(G¥)
10S 77y b7+ —LZOWTIE, IKEV2 Ve 77 4L a7 4 Fal— 3 EF—RKTho
config-exchangerequest =~ > RZfEH L, REDKMD AT a v %T 1 B—T ML ET,
FEHEIZ DWW TIE,  Thttp://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/
sec-cr-c2.html#wp3456426280] ZZM L T &V,

«IPsec 7R R—YLOLEIEZEELET,

cryptoipsec ikev2 ipsec-proposal |Psec proposal name

B -

ciscoasa(config) #crypto ipsec ikev2 ipsec-proposal SET1

s crypto IPsecikev2 ipsec-proposal 2> 7 4 ¥ =2 L —1a V E— KT, BFX =2 U T 4 /T A —
ZafRELET,

protocol esp {encryption {aes| aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null} |
integrity {sha-1 | sha-256 | sha-384 | sha-512 | null}

&1

ciscoasa (config-ipsec-proposal) #protocol esp encryption aes aes-192

IPsec 7O 7 74 JLMDIEN

FIE

ATy I

IPsec 7127 7 A JVITIE., TOBMRIED IPsec 72 R—PILEILI N T AT+ —b Yy b
WCHHMELREX2 )T 0 o halBXOT7 I XARGEERNTWET, Znicky, 2
SDOY A FE VIIVPN 7 O TE X o 7Bl E S ADNHR SN E T,

TRTrANLERELET,
crypto ipsec profile name

51 -

ciscoasa(config) #crypto ipsec profile PROFILE1
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BRIV ALAE—TI(R
psec 7077 1 oiem i

ATw T2 IKEvl ¥/ IKEV2 7R —P L aRELET, IKEvl hT7 A7 4 —Ah By hFE72IZIKE2
IPsec 7' B AR—FILDONTNNEBEIR TE F 9,

a) IKEvl N7 A7 —L &y FERELET,
« IKEvl 7' B AR —Y L EFET ST, cryptoipsec profile 2~ K7 E— K TKRD =
Y REANLET,
set ikevl transform set set_name
Z OB SETL 1, LARTIZAERL S 47 IKEvl 7' rAR—H L &y h T,

ciscoasa(config-ipsec-profile) #set ikevl transform-set SET1

b) IKEV2 7R AR—FLERELET,
« IKEV2 7' B AR —H /L% ET HITIE, cryptoipsec profile 2~ R ¥ 7 E— R TRD =2
Y REANLET,
set ikev2 ipsec-proposal 1Psec_proposal_name
ZOFITIE, SETL &, LARTIZAERL S 4172 IKEV2 [Psec 7 1 AR —H LT,

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1

AT9F3I (ER) X207 7 Vvz—varolfizRELET,
set security-association lifetime { seconds number | kilobytes {number | unlimited}}

51

ciscoasa (config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000

ATy T4 (FE) VII hoXLD—E2 L AR AL LTOREET S LR ELET,
responder-only

*VTI F o RNV D—iik VAR X L LTORMET AL HIICRETEET, VARV AD
BHDHE, PR ELITF—FAEMREEEBELEE A,

CIKEV2 T ABE. EXa2UT 4 TV —a DI 72, LHMIE. A=
T—ZDWPsec 7R T 7 ANDTA TEAMEL YV RKRELSEBEELET, 295952 L T,
A = = —Z A TOEFLF—HERMEEZN., PO T v PRENME-NVET,

« IKEvl i[9 2 &, 10S B 72 T v 2/ F— REZHFAR—F LTz, 10SI1E
WL AR A DHBOF— RIZRVET, ASAILZ, (=2 —% ko gy, F—0OF
R £97,

e A = —ZAOF—FEROBRENRHADEA, VAR X DHROE— REfRkR L T
SA DWESL Z R IFIHNCT D, VAR X DHDED IPsec 7 A 7 X A MEEEHRIC LT
RN &2 B & £,

RATvF5  ({EE) PFS VL—T7%48E L £, Perfect Forward Secrecy (PFS) 1%, =1k é‘ AT A7

WL, —BOokyvary d—2AERLET, 2O—EBOEy I ar -2k, ZHIT
BEDOE AL O EINET, PFSEZ&RETAIZ1E. PFSEY v g F— %é%#%%_ﬁ
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B v s—ozrz0Em

4 % Diffie-Hellman ¥ —EH7 /LT ZLAZERTLHZ2LERNHY £9, F—E8HTILITY X
A, IPsectF VT4 7/ — 3 (SA) F—%ERLET, £/ NV—7TiL, ®7p
LA ROBEEBMER SN ET, BEBREWVIEEER 2 T 4 BN(L S ET 28, LLEErER
2 E< 720 £9°, Diffie-Hellman 7 /L —7 1%, M ADOE T T—HIELLENHY £7,

set pfs { groupl4 }
i -

ciscoasa(config-ipsec-profile) # set pfs groupl4d

ATYT6 (EE) VTI b RVEEGR OB T 2 EL ERT D M7 A PRA v FEFRELE
B

set trustpoint name

&1

ciscoasa (config-ipsec-profile) #set trustpoint TPVTI

VIl 4 >3 —2J 24 AMEM

HLWVTIA v F—T 2 A4 AE/ER LT VTL F o RV EHESET HI21T. WOFIEELFE(TLE
K

)

GE) 7774 7R FNADL—=EBERTERNEZIZ R Va2 T v 7 LI RIEBIC RS T
», 1P SLA Z34: L F 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guidel] ® [Configure Static Route Tracking] %= Z M L T 7230,

FIE

ATV T HLW bRV A2 —T oA ABERLET,
interfacetunnel tunnel_interface number

RV ID % 0~ 10413 OHFPFATIHE L E T, K 10413 D VTI A X —T = A ARV R —
FEiET,

G¥)

DT SA 235 ASA 5506-X IZFREEBATT DHA1E. 1~ 10413 OFPHD » o 3V ID &4
FALET, T, ASA 5506-X 7 /3A ATHERFIREZ: b > RVEIFH 1 ~ 10413 IZxfG S H 5
7= T,

&1

ciscoasa(config) #interface tunnel 100

AT T2 VIIA X —T A4 X DLETIZATTLET,
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interfacetunnel =~ K $7EF— R T, kDa~vwr RE AL LET,

nameif interface name

51

ciscoasa(config-if) #nameif vti

ATYT3 VIIA v 4 =T =4 ADIPT RLAZ AT LET,
ip address I P addressmask
1 -
ciscoasa (config-if) #ip address 192.168.1.10 255.255.255.254
ATY T84 MoRVEBEILDOAS U F—T oA AEFELET,
tunnel source interface interface_name
FETXA =T 2 AL LT, WA =T = A ADEHEHTEET,
il -

ciscoasa(config-if) #tunnel source interface outside
ATFYTE R RASEEDIP T FLRAZIEELET,

tunnel destination ip_address

i

ciscoasa(config-if) #tunnel destination 10.1.1.1
AFYT6 MR bR F— RIPsecIPvd /R ELET,

tunnel modeipsec ipv4

1 :

ciscoasa(config-if) #tunnel mode ipsec ipv4
ATFY T MR IPsec 707 7 A NEED Y TET,
tunnel protection ipsec |Psec profile

51

ciscoasa (config-if) #tunnel protection ipsec Profilel

il

ASA £ 10S 73A 2D D VTI k> (IKEv2 Z i) O EH
ASAT]

crypto ikev2 policy 1

encryption aes-gem-256

integrity null
group 21
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prf sha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

I0S O

!

crypto ikev2 proposal asa-vti

encryption aes-gem-256

prf sha512

group 21

!

crypto ikev2 policy asa-vti

match address local [router-ip-address]
proposal asa-vti

!

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request

!

crypto ipsec transform-set gcm256 esp-gecm 256
!

crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

!

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!
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DHFHR— K

9.17(1)

ASA 1%, ASA 73 NAT ORI D IPsec ~ > R/ %£FD ., Cisco Umbrella Secure
Internet Gateway (SIG) I[ZHHt CEX A L HIZTH, —EOR—I /L hr RN ID %4
AR—hLTWET, v—ALIDIE, T_XTHO PO 7 m—srID TEZRL,
IKEV2 o RV ZEIZ—EDID ZRET LI s E T,

HH/AEF SN 7= 2~ F : local-identity-from-cryptomap .

AET 47 NTITD
IPv6 O YR — bk

9.16(1)

ASAE, AR N RN A B —T A4 A (VTI) OFRETIPV6 T KL AZHHR—KL
TWET,

VTI b FNVEETEA VX —T = A AL, PRI RRA v FELTHERAT S
FIOICRETEDLIPV6T FLAZRETEET, MRV BEILA L H—T oA A
BEDIPV6 T RLANR B LGEIE, EHT27 FLAZETEET, fAELARWVEG
A, VA MORYIDIPV6 7 — 3T RLANT 74 v THASNET,

kV*w%~P@\mwitimm@mfﬂﬁfﬁ L. NNV ET 7T 4

IZT5120F, VIITREEINTWAIP T RLAZXA T LRERICTHAMNERH Y F
#Omw7%vxi\vnmb/zwé@n4/& Tz A AFETNT b RSEEA
VHE—T oA AZEINYTHIENTEET,

HrH/EE SN2~ K : tunnd sourceinterface, tunnel destination, tunnel mode

TN AT 1024
WWOVTIA v Z—7 =
A ADYHR— b

9.16(1)

ETED VII OFREDY., 100 55 1024 i8N LE L=,

7T h 7 —ANI024EEBRZ DA v E—T 2 A AP R—=F L TVHHEATH,
VTI DEUFXED T T N7 4 — L TIIEATHEZR VLAN OFUZHIRE S ET, =& %
£, ASA 5510 1% 100 > VLAN Z %7K — K LTWAH72d, b2 3W80% 100 20 6%
EESNT-WEA LV H—T A A AEFI W= HIT R £,

FHUER S za~y Rl

TS AT

VTI TO DHCP U L —
PR E— |

9.14(1)

ASAILZ, A F—T = A A &I HDHCP Y L—H—"—L LTVTIA V¥ —7 =
A ABRETHZ L EAREIZLET,

WD a~y RNWEREINE L7, dheprelay server ip_addressvti_ifc_name,
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B merosxiso8—oq2088EEE

Z7xA A (VII) O
A=k

HERER 1) 1) — | BEREIE R
3
VTI O IKEv2, ZEEA |98(1) (KA R R A v Z—T7 =4 A (VID) 1%, BGP (M VTD ZHHR—FT+5k9Iz
#—ATIE, B LV RV ELE, AFYETRY B=RENL TRATEY 74 E— FT, KEv2 &4
ACL DY R— k FATEET, IPsec 7R 7 7 A /I N T ARKRAS LV FERETDHZ L2, FEHE
NR—2ADFRFEEFEHTEET, /o, ANINT T4 v I BT 4NEZ VL TT D
access-group 2~ REMFH LT, VII ECr 78X VA MNE#EHT52 &b TEE
S
IPsec 727 7 ANDaALy T 4 Fal—gyF—RNIROa<w RREASHEL
7=, set trustpoint
RAB N2 B2 —(97.(1) |ASA DS, REB R A v BZ—T oA X (VII) EFEHINAH LWGHERA o ¥ —7 =

ARZE > THILENE LTz, VINIET ~O VPN h o R AERTT-DICHEH I E
T ZHUE. RNV DOFKRITHERE SN TN D IPsec 71 7 7 A )L EFIA LT —
F _R—=ZD VPN ZHR—FLET, VIIZHEHTLZ L8, HHES~ Y 70
TI7EAVRAMERELTA L E =T 2 A A3y 7T H T ENREITRD E
e

WDa~<r RREASHE LT, cyptoipsecprofile, interfacetunnel. responder-only.

set ikevl transform-set, set pfs. set security-association lifetime, tunnel destination.
tunnel modeipsec. tunnel protection ipsec profile, tunnel sourceinterface,
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