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7 VT VAT DIZ O DR ZIEedI1IE, TEEIRHER ) 27 1 t—7 iz 528 b
Bt L T2,

IKE/IPSec X2 T4« 7Y I—S 3y
7 IAZEEE by gt VPN — RS U hARa PO A X UL IZEEI SN EE A,

VN O— K NSO UTDHRE
VE—RIIAT7 v Farv7 4 Xal—3a0T, HEOASAZR Uy N — 27 2856 L
TIE— by a2 LTS, INLDOT XA ATy a  AfEoHT L X
JICRETEET, ZOMWEEIZ VPN 2 — RT3 o 7 L EEN., b BEMOIENT A R
@t//a/b774/7#%héni¢ IO, TRTOT A AR TRMN BRI
£, VPN —RKRZ U 7k, VAT A Y —ARRANER S, RT3 —<
AL VAT AR AMERR L L ET,

VPN 22— RS 3 v 2T I, PA—THNOEETF AL AT TFE2FEITLET,

O VPN B — RNRFG o v T I N—T e RETHZ LIk >T, VPN — AT
///yﬂw—7%&ibifo;ﬂ 1%, AR IP 7 KL A, UDP R— bk (MEIZGT
T) . BEXOITA—T D IPsec HAEMENGEENET, ZNA—TIZBMTHTXTOT N
A AL, INV—THATOTNA ADEBLNAM ZBRrE | [F— D7 V—THRERET 54
ERHY ET,

* TNAATVPN B = FRTG U TR, ATV v 7T RV RETTA =T
RUVRZREDTNA AFBRDO T 0RT L ZEFRT DI LITEY, BINT 273, ZAEHRE
LET, ZINHDMEIETAA RTL > TRARY £,
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FIE

ATy I

ATy T2

ATvT3

ATvT4

A— KRSV U TRDATY v oA v 8—T14RETSAA—F 4 v8—Tx1208% ||

DHRDOINTY DA B —DIARETSAR— L 2VB—T MR

VPNE— RNRT o P I N—=T DTN Z{ONT Y v 7 M) A F—T = AL TZ
AX—F (N Ao F—T =2 AR ETHITIE, WOFIEEZFEITLET,

VPN —RRF v v ary7 4F¥a2lb— a3y £— KT, lbpublic¥—U— RZ$HEEL T
interface =2~ > ]\’Ej\jjb\ ASA K/\Qj\U 77 /]):/5“—7I/])X;2E§<hﬁbi?—o Zhaxr
KiZ. ZOT XA AD VPN B — KNG TDImbDRT Y v A B —T A ADLH]
FITIP T RLAZEELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

VPN — RT3 ary7 4 F¥al— gy F—RT, lbprivate ¥—V — REZFEEL T
interface 2~ > RE AL, ASAICT T4 RXR— AV F—T=2A RAEHRELET, ZDa~
Y RiZ, Z2OF XA ZADVPN 00— RT3 T DODTTAR—=h f L Z—T =2 A AD
ZRTETIXIP 7 FLAZRELET,

1 -

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #

TN—TNTIDOT A AZEN B THEINEN 2R E L ET, EORBHIX1 ~ 10 T, #
SENANLIE, T ADORENGFE 7T F DT 4 L7 X TRENSEELZ L XL, ZOT A R
WIN—TF 4 LI R bREEE2R LEd, BRIEMEZEGIRET S & (tkz i£10)
ZDTNRAANTN—TF 4 L7 25 ARetEn @< 720 97,

1 -

el 2T ZOT AL AT N—THNTORFEIAM 6 ZFH D B THIZIT, ROa~xr Fae AT
L\i‘é—o

hostname (config-load-balancing) # priority 6
hostname (config-load-balancing) #

TDOFNAAL AN FKy KT —7 T KL A A AT 55 B, TR ANZE Y BT BN NAT
7ﬁvx%ﬁﬁbfnm:v/békﬁbi¢ommkiomw7$vx%E%¢6#\?
NAADRA NG ERECTCEET,

51 -

INCAYFIVEEE AP |
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B vwno—rns oy —TREORE

VPN O— /NS>

FIE

ATy I

ATy T2

72 z1E, ZOF A RITNAT 7 R LR 192.168.30.3 18 L 18 2001:DBS::1 #%E[ 0 24T 3213,
WwDa<r REANLET,

hostname (config-load-balancing)# nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

UGN —TEHNEE
TIN—THNDET A ADVPN B2 — RRF v 70— @Bl ET 51213, IROFIE
EEITLET,

Ja—/\)v a7 4 ¥ alb—3 a3 E— FTvpnload-balancing =~ > R& A/ LT, VPN
B—RRTUV T ERELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

Z 1T vpn-load-balancing &> 7 4 F 2 L—3 2> T— RIZASLH, Z2THRY Oo— A
Ty TR ERETEET,

ZOTNAAPBLTNDE I N—TDIP T L ALITEREM KA A VA EFRELET,

DA<y NI, VPNE— RRT Uy v PN —T 2k £ TE—~DIP 7 R L A £7-1ZFQDN
EHRELET, ZV—THNOTRTOASAREETET7Y v 7% 73y hOT KL R
WT, IP7 RLRAZEIRLET, IPv4 ZIEETHLENDHY £3 (MWH) , A7 a T,

IPv6 7 RLAZIEETEET,

5 -
AR IPv4 B L NIPV6 7 R AEZFRET AL, ROa<w>r FE AN LET,

hostname (config-load-balancing) # cluster ip address 192.168.10.1 1000::2
hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing

redirect-fqgdn enable

cluster key *****

cluster ip address 192.168.10.1 1000::2

cluster encryption

VPN — RKNRXF v T 7T AXDIPVE T KLU AZRET HIZiE, IPvd 7T KL ZADOFRED
HTT, IR IPV6 7 RLADHZEFRETHE, =T —AvbE—URERINET,

hostname (config-load-balancing) #show running-config vpn load-balancing

vpn load-balancing
redirect-fgdn enable
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ATy T3

ATvT4

ATy TH

VPN O— RNV T —TRMEDEE .

cluster key *****

cluster encryption

participate

hostname (config-load-balancing) # cluster ip address 1000::2
ERROR: Virtual IPv4 address is not set

TN—TR—=FERELET, Z0Oa~<wr NI, TOT AL ARBNT 5 VPN o— RAT
VT T N—TDOUDP R — NERELET, 7 74V MEIX 9023 TT, BlOT 7Y r— g
VCIZDOR—IBMMERHENTWAEAIL, =n— R AZ U 72T % UDP O%E5EAR— b
FHEE AN LET,

5 -
72 2iE, FNV—T R — N& 4444 | TRET DT, RO a<r Re AN LET,

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

(f£EE) VPN 2 — KRF o2 v 77— Zx%4 5 IPsec i 5fba f 2—7 M2 LE9,

F 7N N TEHBEEIIER SN ETEA, Z0Oa~y NiE, IPsec a{bE A 32— NV F 21T
TAE=TMILET, 20T =y 7 BUERET 251, ETIARMEZIEE L THREET
HZMENRHY E£T, VPN — RT3 77 —FND ASA 1L, IPsec 2 L T
LAN-to-LAN F > FUBEHTEE LE T, TA A TEESINLITXToOr— RRZ v
THERBR AL END XI5, 2o E A x—7 M LET,

GE)

VPN & — RNT 2 T T N—T Ol oAb 2 T 51213, £3, WA v —7 =1 2% 4a
£ L Tcryptoikevlenable =~ RZFETT 52 L T, WA v #—7 = A ATIKEvl &A1
F=TMCT DMEDDH Y £, LI LIRS, VPNR— RT3y 7 70— Dk
ERELEIETDHE, 27— A v —UnRERRINET,

TN—T DR bR E LTz & EIZIKEVI 24 X — 7ML ThH, =T ~DTFT A, ZADSH
MEZRET DANIT « B—T M LIz A1E, participate 2~ > REANTHEZT—RA >
T —UBRERII, FOTN—TITHK L THEE LT A R—T W £/ A,

51 -

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

TN—T DA% A F—T MZT DA%, cluster key =~ > K% AJ) LT IPsec 356 Fb%
LIRETAMENDHY £, Zoa<r Rid, IPsechi 5tz A F—7 /ML ThHEA. IPsec
ETRICIEREZIEELET, RNy 7 RAZANT LML, #@iEdT 527 AX V27 7L LT
FREINFET, T T LINTZXF—F AN THLERD DG (2L 21X, BIOMER) D
g —L7=%—) I%, cluster key8key =~ FE& AHLET,

1 -
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B et asmALEY LYY a0 D 2—T i

ATvT6

72 & 2, HEMEEEE 123456789 (IR ET DL, kDa<r RE AN LET,

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

participate 2~ > K& AN LT, ZN—T~DZDT A ADBINEA X —T M LET,
il -

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

RDBERY

BED ASA / — KPR — RT3 T Dbl 7 —7{b S ., AnyConnect 7 7 A 7 > k

BEel2 7 v — 7 URL O DS LB E . 4% DASA J — R TLLTF 2475 RE RN H Y £,
R VE— R NT IR0 T AN, K — NRT U TRET FLx (IPvdB &
WIPv6) DV NL—F URL R ELFT
cZD/—FRKDOVPNE— R RZ 207 R_7 Y v 7 RLARZK LT L—7 URL 3%
Hﬂi—’bij_o

tunnel-group., general-attributes, group-url =~> RK&{HEH LT, kD7 /L—7 D URL Zi%iE
L/i‘é—o

TEBH KA VEEFERALEZVAALY 30D/ Rr—TILE

F T4 FTIE, ASAIZVPNE— RS DU XA L7 FTIPT RLAFE T2 27 54
TV MIEE LET, DNSAICHESSEHENFEH SN TV DIEHE, AV =T A R F
A V7 FEND EZOFEAZTIXENCR Y 97,

TOASAIXIVPN R —RRT T T4 L2 LT, VPNZ T4 7 v MNERERID A
=T NNA A (T N—TNOHND ASA) [V XA VT "5, DNSWHiLy 7T v 7%
EHLT, ZORAN=FT A ZAD GMBIPT KL ATIERL) 22Ehi KA A >4 (FQDN)
ERETEET,

VPNBE— RT3 78— RTCRBEMi KA V4 E2HHA LY XA LV b F—T L E
73T 4 —7MIT 52, Fa— L ar 7 X o b— 3 2 E— KT redirect-fgdn

enable =~ > FZHEALET, ZOEBEL, 774V M TET =T IR >TNET,

1R8O BRI

TN—THND VPN B — KRZ U T TFNRAL ZADTRTONTBLONE Ry hT—27 A
H—T A A, RCIP Xy hU—7 FICFEET A VLERH Y 97,
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FIE

ATy T

ATy T2

ATvT3

RATvT4

VWNB—kNZSY

HEARXDVPN O—F /NS

VPN 22— RKNZ v 7 CO FQDN OfEH%Z A F—7 Mz LET,
redirect-fqdn {enable| disable}
151 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fgdn enable
hostname (config-load-balancing) #

DNS #— =2, K ASASMIA v H—T =2 A ADZ L F Y ZBIMLET (=2 MU BFEEL
RWER) . FNTFNDASASEIP 7 RL AL, Ny 77 v TRHIZFEDOT KL AIZBEMT
BNTEDNS =2 MU DBERESN TV AMERDHY £9, ZAHDODNST 2 VI LTiE
WLy 7T v T HA X—=TMITHLERHY 7,

dnsdomajn—lookup insddex~ > REMFEH LT, ASATDNS Vw7 7 v %A F—TMILE
4, inside DE4IZ1E,. DNS —_R—~D)L— hZFAATLEDA VX —T =2 AZFELE
D

ASA TDNS H— "—1P 7 RL A %ZEHK L E T, {5 : dns name-server 10.2.3.4 (DNS H—/3—
DIPT RLR)

2T DEREH

VY CLERTE

WIZ, FEREM NAAL 4DV FA VI NeAf X —T ML, ZIN—TD/NTY v
A B =T xf A% test EFRTEL, IN—T DT T4 =K f L H—T A A% foo
CHRET DAV E—T oA Aavr ReGies, VPNR— AT T avwy Ro—
g ADRER LET,

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if) # ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing) # nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) # cluster port 9023

hostname (config-load-balancing) # redirect-fgdn enable
hostname (config-load-balancing) # participate
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B vno—rnsoossmgoER

VPN O— KN\S U U ERDERTR

VPN O— 7/

»

NS

VPN 0 — RRZ o v T T NVN—TDF 4 VI XX, 727 4772 AnyConnect 7 74 7 > K

tyvvar, JIAT U LAYy ay, ELTRESNEFIREZIZT A & 2HHIFRIC
HESSIRRFINE Y a v BNhD I N—THNOKEASAND A v —V 2 EMIICZE LET,
TN—TNDH D ASA DEEDN 100% WX THD ERENDGE, V=TT 4 VI H
ILZUCH L TELICEREZ Y XA LT v 352 83 TEEREA, ASABWVSIENTHD LR
ENTH, 2=V —C X TCIET 7 T 4 TE - IIFEHGLIREL Y, T4 A EHET
LEREMEAH D 4, R E LT, By va AR TR, By v a v AREDBIET
7T 4 TIRREDE v a VB EGIWTEHNE ASA IC L > TIREESNETASA a2~ R 77
L AP -sessiondbsummary 2~ > RZZBLTL7EEW, 2F0, T 7747y s
ANITN—TF 4 L7 ZITWESNEEA, ASAD GET 7T 47k vy avick-70)

W lEWZ > TWAEETYH, Z—T7F 4 L7 XXM EIS U THERiZ ASA 125 X i

UZA VL7 FLET, ASADRHILWERZZET 2L, ROELIIET 7T 4 7o TV
tyvarPhue s 7 I, HILWERPNZEDO T A B AL E/FEET,

WOFNE, 100D SSLEe vy ay (T7T7 47 DH) & 2% D SSLAfmERLTWET, =
NEOHFIZILZ, FET 774070y a TG ENTWERA, DFD, ET T 4T 72
Tyl a I VPN B — RT3 U ITOARIZEZ bNER A,

hostname# show vpn load-balancing

Status : enabled
Role : Master
Failover : Active
Encryption : enabled
Cluster IP : 192.168.1.100
Peers : 1
Load %
Sessions
Public IP Role Pri Model IPsec SSL IPsec SSL
192.168.1.9 Master 7 ASA-5540 4 2 216 100
192.168.1.19 Backup 9 ASA-5520 O 0 0 0
VT DIEREBRE
WAV RIEINI)) AeE B liE
HRES )1y—= HRETRER
VPN B— RRZ o7 7.2(1) ZOWENPEAINE LT,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



