EHEIJOD7AIL, JIL—T K1) o —,
B 1 —H—

ZORTIE, VPNHERET 17 7 A L (LU TRy L Z0—T ) EBERTOE LE) |
IN—THRY = BLOZ—F—OREHECOWTHPILET, ZOET, ROETHARL
SNTWET,

CHET BT AN ST Y v BLEUE—F—OfE (14—)

BT T AL (3N—)

BT U T A NDHRE (8 —)

c TN—T RY v— (49 =)

« Zone Labs Integrity % —/3N—®DfFH (96 ~—)

s =P BEORE (103 =)

« VPN 7 4 V% ACL OFRE L FHEICETHRNARNT T 7T 4 2 (113 3—Y)

BRI 7ML, JIL—TR)— B&LU01—H—

DELE

ITN—Tla—P—F, N=F ¥/ TFTAX—=F Ry hT—27 (VPN) OtFx=V 7 1 EFH
& ASA OREITB T HHENEE T, IA—Tta—P—THREShD Bt L - T,
VPN ~D 22— — 7 782 L VPN DEHFIENRESNES, 70— %, 22— —DESL
E1ODTT 4T 4 ELTHI bOTYT, 2a—HF—DFMEL, 7= RY = blfFS
NWET, #7077 A VT FEOHEGHO 7 NV—TRY) o—%EELET, 2—F—(C
K UTRED I N—T RY o —%ED B ThRWEGAEIX, BiOT 74V s Z—7 R —
NEAENET,

TR 5L, BANCER e 7 ANV ERELT, EHOEERELET, KIZ, FJv—7
RV —%HELET, Z7V—7R) o—TiL, 2= —DEFICHETL2EIREINET,
FOH%, a—HW—Z2RELET, a—PF =37V —TDEEMPETE, SISO —H—
B EDEZRETHZENTEET, ZOETIE., IO VT AT 4 ZRETH)
EEHEBIZOWTHALET,

gHInoraL, =T Ry o— s&U1—F— |



B 5700700 FL—TF Ky o—, BEUI—¥—OBE

\)

BEITOT7AL. TL—TF K o— B&v0a1—H— |

GE)  Bi7m 77 A%, tunnd-group 2~ > REMA L CHRELET, Z0®ETIE, 7o

TrANg L& TRy T =7 [THBEIZEALRILERTHEA I TWET,

BEho a7 s AN T N—T R =T DL VAT AEEPERILSNET, 2
TA4Xalb—vay XA ENRILT L7202, ASA IZIET 7 4V kD LAN-to-LAN #4f5¢ 7
17 7 AL (DefaultL2Lgroup) . IKEV2ZVPN DT 7 4 /L hD Y T— T 7 AT 7 7
4 )V (DefaultRAgroup) . 7 7 A 7 > b LA SSL 3 L U AnyConnect 77 7 A 7 > b SSL ##5
DT 7 ) hOEHE T 17 7 A /L (Default WEBVPNgroup) . BEL T 7 4/ hDZ —T 7K
Y v — (DfltGrpPolicy) RNHE SN TWET, T 74NV ORI n 7 7 A L& T L—T R
=T, L Oa—F—ZHET D EEZONLIRENMRESNE T, 2—F—%BINT 5
XD, IN—T RV —NoNRTA—=F% [{fK] THECHETEET, ZHITLy,
%< Oa—P—|Zx L CREIZ VPN 77 AR ETE £,

TRTO VPN 22— —|Z[[— DR ZFF T 2551, FFEOHER T r 7 7 A L7 —T
R —%RETHVLEIH Y FEAN, VPNRZOLHIIHEHINAZ LI EALEHD F
Hh, FEE, BREIN—T HAF~v—FKR—b Z—7F BIOMIS FEFHRS A
TL) TN—TN, TITAX— KXy NT =T DENENRLRDEH T 7 8ATEDHE I
THHERBEZONET, £/, MISIZHTBET AFED = —FIZIX, oo MIS = —HF|ZiX 7
JEATERWS AT AT 7 EAZHATLHGERHD T, BT a7y A e n—7
RV —=IZED, ZOXIRFREBRELRRICETT LI ENTEET,

\ )

G¥)

ASAIZIX, A7 V= I NA—T 0O ELHV ET, ZHiE. Fy hT—F7 VA RDA—
NR—ty NCT, A7V b I N—T%BERTLHE, A— bRy hT—271Z%7 % VPN
TIBABERTHIENTEES, 7027 b ZA—F1F, I —TF R o —08s 7
n77ANE0G, ACL EBERHD 3, A7 V=7 b ZA—TOEHAFEOFERIZ OV

Tk, —BOEIER a7 X2 b—a > A ROF 20 % [Objects] 2B LT A

Y,

X2 VT4 T TIATUATIE, SFESEhy—2nbEtEr@EHcEEd, ROBEREIC
WE-T, BHEEEALET,

1. Dynamic Access Policy (DAP) L =2— R
2. o—Y—%

3. INA—TFRY—

4, BT a 7y ANVHO T N—F KY L—
5. F74N RO IA—F K —

FD=, BIED DAPEIX, 22—V —, JA—F RY I — Fd#m 7 e 7 7 A VIR
EINTMELVETITAF VT 4 mEL o TWET,

B 5oz L. S—TFRYS— BEUI—F—
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gr7nzr4L |

DAP L a2— ROEMNEZA X —T NV ETET =T MZT 5 L, ASAIXZTOEAEA L CHE
fTLEJ, =& 21E, DAPwebvpn 2> 7 4 X2l —31 3> T— R THITP 7B X %27 ¢

=TT HE ASAITENLL HMEAZBRE L ETA, RV IZ, hitp-proxy 2~ > KD no fii
%ﬁ%#ék\E@in@ua~*;ifﬁbﬁmtw‘ﬁ%;)%47f§47yxmﬁ
BT 2EE2ROT 57010, 2=V —ABIOLEICIE LT r— UL R —0 AAA B
WCRBEN L THERLET, ASAZ A7 hLASSLVPN 27 4 X2 b—3 g 0d, TRF
1o http-proxy 2~ K& 1 DD https-proxy 2~ > ROHVHR—F LTWET, ASDM
ML TDAP #RETDHZ 2 BEIDLET,

EHmoOoJ274)0

Vi a7 7y A, hURAERAR ) = ERETHLa— ROty FTHERINET, 2
oo a— K&, b a—F—nERRE— N — BIOBEEROREILERDTH
DT AT == (FETAHE) ERELET, £, Ibo L a— NZiE, Bk
DT 74N E TN—T R —bEEISN, b7 e FaVEfoER 7 A —2 a8 %
NTCWET, Bt e 7 74 ik, bRV BEROIERICBEEST 2 08O RENE £ E
T, T m 7 AR, 22—V —BEEOBMNEERT LI N—T R =D F
BENET,

ASA (2%, LAN-to-LAN #%f¢/H © DefaultL2Lgroup, IPSEC U &— k7 7 & A&l D
DefaultRAgroup, 3L OVSSL VPN (77 7 #~_X—235 L O AnyConnect 27 7 A 7 > k ~X—2X)
45t F @ Default WEBVPNGroup & W9 T 7 4V b7 0 7 7 A VR H Y T, ZnbHDT
T AN NEGT R T 7 A VIERTEE TR, AIBRIITEET A, £z, BRBEICEA O
n77ANEIOUEERT 22 L TEET, #7077 A /id, ASAD 1 —VIRERIE
ThHY, M —N—TIERETETETA,

)

CE) —fporarv7ryrAn (7z2—X1OIKEvl 2F) I, = RRA Vv VE—h 7782 FE
721X LAN-to-LAN 22 E D BB TE W2 EMH D 9, bl ZA—7%2HBl T 7
WA, T 74V R T

tunnel-group-map default-group <tunnel-group-name>

WCERE SN ET (77 /0 MET DefaultRAGroup TF)

BRIA T 74 IILO—RRET/ANT A —’5‘

—RNT A—=ZIE, FNTO VPN #56ICl T, — /37 A—=HZIZiE, RObDOBHY %
—é—O

BT T AN T e T A NVAE, BT R T A NV EBINE T ISRET D &
XIZHRELET, ROTFEHELH Y £,

o FRFRICERIHEE X — 2T A T4 T NOBE, BT 7 ANGITT TAT
VR ASAIZTET S —T 4 LR LT,

| gHInoraL, =T Ry o— s&U1—F— |
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B z57007Lo—mizg 52—~

.

AFICIEAEZ T 527 947 > MIZOLRIZIFHEO—E & LTHEL., ASAN
FEBAENS Z LRI L ET,

cHEE A A T B Z A 7121, IKEVL U E— F 7 7 & A, IPsec LAN-to-LAN, ¥ X}
AnyConnect (SSL/IKEv2) WEHENET, #fi 7w 7 7 AL TIL, 1| DOEHEHZ A 7720
RECTxET,

CEEE, BE[ TAT LT 4T R—  THH DT A— 2 TIE, ASA BWIRO HIYT
ﬁ%?é#%ﬂ%@?w%7iti)2F%%ﬁbiﬁo

OJL‘——"H‘ @nhn
c =P —RT 7w RAERA SN — E AT 5 E RO R
T HIT 4T L a— ROMRAF

P—R— Z—T1F, 1 DL LDV —— TR S E T,

HEGHDT T AN N IN—TRY — s TA—TRY —L, 22— —EHEOBMEDOE v
T4, T4V TN—T R —iL. ASAN bRV 2 —P—%FREEFE 72133874
HBUCT 74V FTHERAT AR EGEATE I NV—T R —T7,

e IITAT U N T RLZOE Y Y THA  Z2oFRUCiE, ASANTZ T4 T2 MIEID YT
%512 E®DHCP —_R—F7137 FL A F—LOEREGENE T,

e NAT—REH . ZORTA—E 52T 5L, BIEONRATU— KPR ERK (F7 41
NI 14 ) THIRRUINIZ/RD Z L2 a—P— 2 E LT, RAUY—RNE2EETIHHSE
a—P— 2Rt TE £,

c IN—TBREBLOVIVARE : ZNHONRT A—=X|ZX D, ASANZETH2—H—4
AR 5 5ENRE D £9, 25T, user@realm OECTZIET 52—V —4 12720
WHINET,

FHIT @7V IAFETC2—F—LIHIMINEEH FA AL TT (user@abe) , L /L
A%I‘T%j—é%é\\ ASA| ;t:!-*—"j‘“—%:l‘ock(}&ﬂ/»—7 (&)é%é\) %wuu :,fi)zﬁb\iﬁ—o
TN—T%RETDHE, ASAITHIECZ—F 2BV LA (BD%GE) ZEHLE
‘j‘o

LV MER T2 BRET D121 strip-realm =<2 K& A L, BiEH iz —HF =405 7
JNo—TER T & HIERT D 12 strip-group 2~ > K& AN LE9, Wi OB ZEHIRT 5
&, BRI username 72 IO W TITONE T, RS OYE . FREEIT username@realm
SCFHN AR F 721F username<delimiter> group SCFESNZFESWCIrbvE T, —/X—TF
U I X BT TE W EAT, striprealm ZHEET AL ERNH Y £,

S HIZ, L2TP/APsec 7 74 7 > b DA strip-group 2~ > REFEET 5 &, ASA L VPN
I IAT Y EBER Lica—F =4 7 V—T 4 205 L Ca— W O 7 1
T7 AN (M Z—7) ZRIRLET,

RAOER . ZONRTA=Z 2T 5L, 2= —ERORIRBTZER LY, £
TEDEREZRY FiF2v TEET,
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IPSec kLo L— T 52 —4 [

« WADNJEME : ZONT A =2 (F, A EZFTT L L SITHMT REEARIEELEE L
\i‘g—(}

IPSec k> RILT IIL—THERH/NS A —4
IPSec /3T A —H 2%, WOHLORH Y £97,
o 77 AT v MRAES A TR X — GEE. E T,
s FRTHA F ISV IKE #0546, #iAR Y o —ICBEMA T S e 8 F o
F—AMKTT Ok 128 XF) .

« V7 IDMERRDER : ZDONRT A= TiX, VT OFHELEH LT T ID OFER
ERTDHIMEIMNERELET,

%ﬁ?ﬁﬁfﬂlﬁt%%if:&i[ﬁﬁ%?‘aﬁﬁﬁ—é%ﬁ\ T ]\:’-—*f— utunE@fg_ &:ﬁ;‘j}fcﬁ
FEAEARE T OMENDH D £,

s WEBEANA 7V w REBEFSFE : XAUTH B LA 7V » K XAUTH,

isakmp ikevl-user-authentication =~ R} i ASA FREICT U Z VEERE AT 5 0
N DG, BEIOY E— K VPN = —H —F83EIZ RADIUS, TACACS+, F721% SecurlD
&&@vw/—&ﬁt%%@ﬁﬁﬁébgﬂké e, ™A 7 U v R XAUTH §8GE %
Lad B0 EA L £,

« ISAKMP (IKE) —77 74 7ORE : ZOMEEICE D, ASAITZY £— h BT Ok
REEEE=A—L, BOHEOFEELZETICRE TEET, ET7HRRE LR D L,
ASA IR ZHIBR L E T, IKEX—T7 7 74 72 A 3—TNWICT 5 L, IKE VT 238k
Kole b I8N N7 LEE A,

IKEFX =77 74 73S ESERBAR DY £, ZOENEIEST 21213, ASA LY
F— P ETREDOEAEZ Y R—F L TWDLERDH Y £, ZOKREIT. ROETITH
LTEMELET,

* Cisco AnyConnet VPN Client
*CiscolOS Y7 b =7
* Cisco Secure PIX Firewall
VAAUSND VPN 7 FA4 T2 MIIKEXF—7T 74 7% R—FLEHA,

IKEXx—7T7 79472 R—1rFT2ET7 VR —FLARWETWNRET DI NV—T%
FETHHEEIL, I —T2EKIKH LU TCIKEXF—FT 54 T A X —T M LET,
TOMREEYR—PFLAWVWETICEEIIH Y WA,

IKEX—7 77947527 4 B—=TMIT DL, IRELRVWET LOERIZZA LT D
MZRBDETT I T AT DEFIRDTZD, TA KVFALA LT D I\%’x’ﬁ<ﬁ“6:k;’&
HERELET, 74 RV EA LT NEERET BTN, 70— KRV —DOFE (53
N—=V) EBRLTIIEEN,

gHInoraL, =T Ry o— s&U1—F— |
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B 570071 ossLveN by 3 RS —%

A

GE)  ISDN [Ef R CEft 527 AT > b NA—TICEEND
Bl Bt A NEHT A7 IKE X —7 7 74 7 %7 4
t T L TLZEV, %, ISDN #61L7 A Rl s &
BIrSNVE T2, IKEX—7 7T T4 7D AT =ALT L - THfe

INT A RAARREIZ e BT, BIr& <22 £,

IKEX—77 947 %7 4 —7MZT DL, 7?47V%
IKE % —& IPSec ¥— D EH 50 OHIBRA G | L7222 )
WrEaiEd, IKEX—77T 74 TN A F— 7wa&ofwéﬁé
CIxRY D BENSRALEZ T 7 4w 71X Peer Timeout Profile
EEFS P RxANLUB SN EE A,

IKE A A > F— R&MHT 5 LAN-to-LAN 27 4 X =2 L—1/g

AT, 200 T DIKEXF—7 T 747 Dary7 4 X al—
varBNEILTHDZ EE2ERL TS, WEFDOET TIKE
X—TT IATHRA X —T NI TNDEH, EEmFOET
TIKEX—T T I7ATBT 4 B—TNMZRoTWVERLERHY £
7T

® T /57/1/.&%%%4%% LTnL nﬁ% H/:E—g—éia/\ nE%%:%I’*‘//ﬂéﬁg%%'fgj—é (ID gE
HELFITT DT RCOIRAELZECTITHET D) 2, AEAEZTE2RITTSH b— Mk
HEL T XTO T CAREEZET) NEHEETEET,

°WMMW7§47V%Y7FW:?@ﬁWN%VSV%ﬁmhf“bl%%%ﬂ\7?
AT T vl T— AU ERBLZEE2BML, Ty 7 T— SN2 T4 7 b
N=Va v ea—Y—=PEET570DAN=AL R TE S, TITOEHE T 0
Ty A NETIIREORE T v 7 7 A WK LT, client-update Z X ERB L OEE T £
7

« TUXINFFHEERMGH L CEIFERET 2 HAE., IKEE TICEET AFEHEZ#ERNT S
cZARNKRA L NOARTEZIBETEFET,

EHETOTD74ILD SSLVPN v S 3 VIEE/NS A —4

KDFIE, SSL VPN (AnyConnect 7 747 F BL T T4 7 2 L R) BRI EA OHEHE
Ta 7y ANVEEDOY A NTT, ZTNHORBMEICIA T, 37X TO VPN #fti2 il o —hs
a7 s ANVORMNERELET, B 7 7 A VOREICET 2 FIED & OFEHRIZOUN
T, 7947 PV ASSLVPN Y a O T a7 7 A IVORE 26—) | &
ZH LTI,

B 5oz L. S—TFRYS— BEUI—F—
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\)

BHTOT7 A LOSSLVPN £y o3 v s 4—4 ]

GE) LRI Y U —RTIE,

A=A IR

tunnel-group 2~ > REZEH L THRELET, ZOETIE, ZO220H

FEAFEEAIC LA SR TVET,

=R 1:SSLVPN BiEG TR 7274 LOEM

HeeE

authentication

FREEH . AAA ERITFFAEARELET,

customization

WHT 5T CILEREALADN AL ~A B~ a VOLRIERE L E
T, WAL AB—=2a ko T, vl A VElca——|tFRKRX
N7 4 RUDHBPREY £F, DAFAEBE—Ta "TA—
21X, 74T FLASSLVPN ORED—#E L TRELET,

nbns-server

CIFS 44 B .24 JH 3 % NetBIOS — A H—E % H— 33—
(nbns-server) OZFIZFRELE T,

group-alias

Y= N—nBPEHR T 7 7 A N EERTE D12 EORBL 2R E
LET, u /A Ui, a—Y =3 rany 7F oy A=ma—nb60
N—T 4 BRI L FE T,

group-url

12U EDOZN—FURL Z4BELET, ZOBMEEZRET IHE.
BELEURLIZT 7 AT Ha2a—W— 3, al A s/ N—"T%
BRI MBI H D FHA,

AnyConnect 7 7 4 7 >k Hiftlc 7 v—7 URL il 52— K Z
VUV TRETIE, 27 AXADOEASA /— KT, J—FKDr—FK
NG TONRTY w77 RLAD YT NV—7F URL & RkEIC, AR
TIGAET RVADIZNV—TURL X ETHLENH Y 77,

dns-group

DNS #r—_"—% RAA %, F—2 % —n_—_ U NI 1B, B
YOG 7 7 A VTSNS DNS —_"—D % ( LT 7 MEZTE
95D DNS —"— J )L —THHEELET,

hic-fail-group-policy

Cisco Secure Desktop Manager #fiHH L T, 7/ —7X—2 KV v —J&
% [Use Failure Group-Policy] F721% [Use Success Group-Policy, if
criteria match| (ZFXET D% E1%. VPNHERER Y > —Z2fEL £,

override-svc-download

AnyConnect VPN 7 74 7> b & U E— h 22— =¥ v m— 7§
HT0IT, BESNTWAEZA—T R —@BEFE T —H—4
BEOF T a— RN EEEEIRET,

radius-rej ect-message

FREEREGE SN L FID, v A I RADIUS i A vt —
EERRLET,

gHInoraL, =T Ry o— s&U1—F— |

B 7 a7 7 A0 BN T hoxL 7 —7] LRI CWE LT, B




B 57007008

ERoJRJ7

BEITOT7AL. TL—TF K o— B&v0a1—H— |

A4 ILDEXTE

T, Yo ary TR AN E—REREALTF a0 TXR RN B— ROW T TORER T
077 ANVONEBIOREIZOWTHALES,

\}

=)

~NFar T XA FE— RTIKEvI BEWIKEV2 %4 FY—H 4 MIOAEH S, IKEv]
IPSec @ AnyConnect 7 7 A 7 . 75 A 7> h L ASSLVPN, L # I — Cisco VPN 7 T A
7 k. Apple ’R14 7 4 7 VPN 7 7 A4 7T > k, Microsoft %17 4 7 VPN 7 A4 7~ Fiz
IX cTCP IZIdEH S L EH A

FIFNV DGR T O T 7 A NEEFT L, 3250 RV TN—T Z A TDONTHTH LD
B 7 m 7 A NVERETEET, #7727 7 A VN THRIICERE L WEMEICX LT
X, TOMEMNT 74NV O T a7 7 A VBB INET, T 74 MO T T 7 A
NWEATIZIVE—RT 7 BATT, TO%RDONRTA—=2T, BRLIZ bV XA 7128
THRRVET, T74NVNER T 7 7 ANVBED T, TXTOER T2 7 7 A VOBIED =

V74 FXal—ardtT 7N bDar 7 4 Xab—a rEERT 52, show
running-config all tunnel-group =~ > F&Z A1 LT,

EHEIJO I 74 ILORKRE

1 25D ASA NP R—=FTE L8777 A0 (b T—") OFREE, 77 v b
7 4 —LDRKE VPN & v v a VO KR +5 O T, HIREZ8E25 hrxr I—T%
BILEY &5 L. ERROR: The limit of 30 configured tunnel groups has been reached] *

+—

VINETRSNET,

FI+I D IPsec JE— 7O EREHETO I 71 ILDERE

FIFNIDYE— N T 7 BAEGE 0 77 A NLVONRIT. RO LB T,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes

no
no

address-pool
ipvé-address-pool

authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no
no
no
no
no
no

dhcp-server

strip-realm
password-management
override-account-disable
strip-group
authorization-required

authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

B 5oz L. S—TFRYS— BEUI—F—
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iPsec ks n—Fo—upEl [

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec > RILTIL—TDO—EEH

— BT, IO RN T N—TF H A FICHEmTE, IPSec UE— K T /A hrxpab

L7747 P ASSLVPN kb Tlik, [ U —MRBIEDKE 3236 LTV ET, IPSec

LAN-to-LAN h> xuid, 7ty bEFEHALET, 7 XTOa~ > ROFEMIZ OV T,
[Cisco ASA Series Command Reference] # 2 L T 7Z&W, Z 2T, VE—h 77 & 2§

gHInoraL, =T Ry o— s&U1—F— |
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B = r7rexesinorLomE

77 7 AL LAN-to-LAN 85t 70 7 7 A VAR ET D HFIEICOWTNEICHHA L £

el

o

JE—F 7O RREHE IO T 74 ILDETE

WDOVE—F 75T el Fo ASA O 2R/ TET 254013, VE—LT 72
AR T e 7 ANV EFERLET,

+ AnyConnect Secure Mobility Client (SSL F 72 1% IPsec/IKEv2 & #Z#i)
« 7747 ML ASSLVPN (SSL & DT T 0 HF~_— 2 DHfi)

* Cisco ASA 5500 Easy VPN /~»— Ko =7 7 54 7> k (IPsec/IKEv] & #%#¢)

F 72, DfltGrpPolicy & WD ARIDT 7 4V KN Z)—7 KR o — bt L E 7,

VE—NTI7BAERG T 7 7 A VEFRET DI, I bR T —T7— kB IEa 7%
EL, WRIZVE—FNT78ARMEEZHRELET, ROEEZZELTIEIN,

cVE—RNT I RBAEHR T 0 7 7 A VDLARIE XA TORE (10 X—) ZMiH L TEY
WZTHZENTEET,

s VE— N TV RBRE T 0T 7 A VO—KBEEORE (11 X—) ZFEH L TESICT
HZEMWTEET,

« THEBEREOBRE (15 ~—2)

e UE— | TR 1 7 7 A LD IPSec IKEv] BHEDFHRTE (18 ~—) AL T
BN TDHZENTEET,

¢IPSec VE— ~ 77t AEEHT T 7 7 A LD PPP BIEDOHRE (20 2—)

JE— 7O RREHETOT7AILDEZRIE R A TDIEE

FIE

KR A T ERELCtunnd-group 2~ > REANTHZ LT, 7 v 7 7 A VEERKL
£7,

VE—h T778A MR VOEAE. %A 7% remote-access T3,
tunnel-group tunnel_group_name type remote-access
B -

7= & 24X, TunnelGroupl EWHZRID Y T— F 77 2R T v 7 7 4 VEERT 5121,
RDOa~x Re NTTLET,

B 5oz L. S—TFRYS— BEUI—F—
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YE—F 7o eREGTOT 7 Lo—pERORE [

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #

JE— R 7O EREETO T 7MILO—IREHEDERTE

FIE

ATy 1

ATy T2

ATvT3

Bkt 7 n 7 7 ANDORIEMEEZREETITEE T DL, ROFIETHNIA=FEHEELE
R

— B RET DI, Y ary TR AN E— RERIIYALF a s THFARNE—RT
tunnel-group general-attributes ¥ 2 7 # AJjLE3, ZN T, b si—7 K@tk
T4 Xalb—varE—RnftshEd, a7 R LT, B FRRERESREZZ L
Nomy E7,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

AR — = T N—T N 556, BHT 27 V—T 042 EELET, FHELEZ— 13—
TN—TIEENE LI E X — N T —F_R—=2AEHANE T 25813, F—U—F
LOCAL ZEmL £,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

FEEY— N — J N —T OL4FNL, &K 16 LFETT,

F T a T, IN—TRBOBAA L E—T oA AZEIRETHZLICEY, A0 X —T =
A A[EA DIRFE &ﬁ#é:&%f%ifohyﬁwwﬁT%%%ﬁ*¢54V& TR
A, Ay a THOLMLERH Y £, RO~ RTIHE, FRFEIC Y —/3— servergroupl Z{#
HT 5 test EVWIAROA X —T =2 ADA 2 H— 7:4xlﬁ®m£# XESINET,

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

@fﬁﬁ“éwTﬂ“—/\—7»—7@%%%? ELET FET25HE) « JOWERET S5
L AP IEER T DR T — A N RFET DM ERH D £,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

A — = TN —T DL, K16 LFTT, 7m& I, ROz~ 2 R, R ——
27 v —"7" FinGroup Z 1425 Z L ZFfE L TV E T,

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 7rexg8707 7 LO—REEORE

ATv74

ATvTh

ATvT6

ATy T17

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

THO T 4 T == T N—TNhH556,. FHTHIIIN—T040%HEELET,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

TAVT 427 == ZN—=TDAENE, K16 LXFTT, &z koaxsF
. TAhT T 4 v T == T —7 comptroller T 52 EAREL TWVET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI 3NV TN—F R —DLAHIEIETE LET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

IN—T" R T —DARNE, K64 LFTT, WOFITIX, T 74NV KT N—F K o—bD
£ i & L DfltGrpPolicy 7% & L TV ET,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP #—/3— (HK 10 ¥ —/3—) OLHTEILIP T FL A, BLODHCP 7 KL R 7F—/1
(JR67—N) OAFIEEELET, T 74/L hTiL, DHCPH——L 7 KL A 7 —/Li
fEH S EW A, dhep-server 2~ RIZED, VPN FA4 7 FDIPT RLAZEFEL XD
&I %L X, FEED DHCP b — " —ITBINA 7Y a Va2 XET 2 X 9T ASA #RETE D
£ 212720 9, FEIZ OV TIL,  [Cisco ASA Series Command Reference] 774 K @ dhep-server
A FEBRLTIIESN,

hostname (config-tunnel-general)# dhcp-server serverl [...serverlQ]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address_pool6]

hostname (config-tunnel-general) #

GE)
AV B =T 2 A AXERET D5, Ay I THOLLERH Y 77,

T RLVA F—E, Fa—Lar7 4¥alb—3 a2 EF— KT iplocal pool =t~ > KA1
MALTHRELET,

Sy hI—7 T KRIvvararte—nAzHALTWAEAIE. *y b= T Iy
voay ba—b RAF ¥ IRIAECTHH SN D RGE — =D 7 NV —T %R ET 57212, NAC
POREY— = TN —T D4R ERELET, NACZVHR— T 5L, D71 oD
TIRAaYy b= P —N—%FHELET, ACSTIN—TDA4RIZRET HI21L, asa-server
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ATvT8

ATvT9

YE—F 7o eREGTOT 7 Lo—pERORE [

avy REFEHLET, RIC, ZOR CARTEZ Y —— ZL—F AL T,
nac-authentication-server-group =~ > R&fiH L £,

WIZ, NAC R AT ¥ WL S D FRGEY —/3— 7 L—7 & LT acs-groupl %753 2 1
ERLET,

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

WIZ, T74NV DY F—hk T RBR TN —TNORITE—— T —TF A+ 56 %=
L/i—a—o

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

GE)
NAC ZfEH 3 5121%,. U E— b & A b _EIZ Cisco Trust Agent WF(ET HMLENH Y 7,

=P —Z % AAA P —R—ZETENI, 22— —Z05 7 N —T E IR ERET DN E
IAMERELET, T7HNL T, FA—T4b LA BBREINET A

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

VIVLEITEB RAL L DZ &ETT, va%%f#é%élmAin—% BB L —
7 (bDHGE) WAEEERLET, 7V —T7E2RET DL, ASAITRGHI—F—AB LU0
/VA (HDHE) ZHEALET, LA MMEMT ZHIFRT 513 strip- realm av L REASL,
PREHIC 2 — =40 b 7 v —ER T 2 HIFR T 2 (21 strip-group =~ > RAMH L EJ, W
OB ZHIBRT 5 & FBFEE username 72T IR ST ThbiE T, TSGR E. R
AIEVE username@realm L5814 K & 7213 username<delimiter> group 582 SV T T iU E
T YA TFY IF AT CE ARV, Sriprealm ZIRiET 5 LESHY £

#—/,3—73 RADIUS, RADIUS with NT, F 721X LDAP ¥——DHE, 472 a T,
— FEBZ A XA =T WM TE LT,
(}I)
FOREIZLDAP 7 4 L7 R U H— =% H L TV DA, 7SA T — REBRIT Sun Microsystems
JAVA System Directory Server (IH4:Fri% Sun ONE Directory Server) 35 & O Microsoft Active
Directory Zffi ] L TH A — h & ET,

Sun:Sun7 A L7 bU == 2T 7 BATHZDIZ ASAITHESIN TS DN B, ¥—
N—=DF TV FNAT— KR 2— *77?%(%5%%75%@&@“ DN:ELT, 541
7 NUERE, 03T 4 L7 NV EHEERE RO — Y — 2T 2 L AR L £,
F0E, TN RAU—=R KR —ICACI 2R ETEET,

Microsoft : Microsoft Active Directory CT/XA U — REH A A4 2 —7 /L2 F 521X, LDAP over
SSL ZfXET D2 MHENH D £,

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 7rexsTno 7 Lo—BEEORE

COMBEIXT 7 ANV N TT 4 =T NI o TEY | BEDONNAT — FOFHHIREN TS &
a—WP—ZEELRIRLET, T 740 F T, BRI D 14 BENICES BB IS E T,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P R—=NLDAP — _—DFE, AR NITN S IZBET 2 EERBEINS ETORE
(0~180) #HETXET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE)

RN T N—T—xEM a7 4 X 2 L—3 3 F— K TAJ L= password-management
avw RIZE-T, b7 —7 ipsec J@IHEE— R THANCAT S - FEHELED
radius-with-expiry =~ > R2QzEE#z b E T,

password-management =~ > RZERETH L, VE—Fa—F =R/ 1 75LXIT, ASA
L, 22— —DBHIED AT — ROFGHHYRPITSNTND Z & ERITHIRATN TS =
CHEBEMLET, FRND ASA L, 2—F—NRRU— REEECXL LI LET, BT
DRAT — KPR L TGS, 22— —ZZ DA —REfHLTr 7 A > LT b
ZEMNMTEET, RADIUS F 7203 LDAP FBFEN R E STV R WA, ASA TlEZoa~
R SN E T,

ZIUC Ko TRAT — RPHIREINIC2 2 E TO HEDPEE IND01F TiE/e <, ASAH/RA
U — FOSIBREINIC 72 DA A N 2 —F—~DEE 2B T 200 EH S D L0 ) jICHER
LTL7EENY,

password-expire-in-days ¥ —U — R & 45 E T 25615, HRGEET O2LERH Y 7,

ZDa<wy RTHEIZOZRET DL, Z0a~vwr RidT 4 B—7 02780 £9°, ASA T,
A=W —ZH L TERDIB > TNAZ EEBBMLETAN, IR —— IR T — %

ERTEET,
FEAIC DWW TR, /N AT — REHLH O Microsoft Active Directory DFEE (44 X—) L
TLEENY,

ASA Version 7.1 LB TlE, LDAP & 7213 MS-CHAPv2 % H 7" — k9% RADIUS #f5i CrdaE & 17
9 & Z|Z, AnyConnect VPN Client #f¢, Cisco IPSec VPN Client #%¢, SSL VPN 584 h > R U
YT UIGAT MNER, BLOY TA T N U ABHRICAT B8R T — REEN A9
A—FENTWET, Kerberos/AD (Windows SA TV — R) F/IENT4L.0 RAA NI TAH D
NoDOEGEZ A 7ONTITEH, WAV — REHRIITAR— SN TWEREA,

MS-CHAP %A — K L T\ 5 —#? RADIUS H—/3—|%, BIfE MS-CHAPv2 # %74 — K LT
WEH A, password-management 2~ > K& H T 5| i MS-CHAPV2 DS B272 D, N
—ICHER L TLIZ& W,

GE)
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—_— E nlL,\

ATy 710
2Ty TN

AT T12

FI

—szinzz |

RADIUS H$—/3— (CiSCO ACS 72 CE) 3. # nﬁgj{%}%”@mu FIE— R —(T 7ok /@’5%/\#
HYFEF, 7277 L, ASA D BILRADIUS h—N"—LDAHBERFELTND LR ET,

LDAP T/RRAU— RELEEFT AT1E, HIRO LDAP % — — T L 2B O FiEMEH S Twn
£7, BIfE. ASA TIE Microsoft Active Directory 35 JX T8 Sun LDAP #—/3—|Z%f L TO A, i
HONAY— REHBr Yy 7 2F4E L TWET, *A 7 17 LDAP IZ1X, SSL 88 BT
9, LDAP O/XA U — REH A FITT HA1Z, SSL _ETO LDAP % A X —7 /W T DM E N H
V¥4, T 74/ FTiE, LDAP IZR—F 636 AL £,

FERAENOREA 7 2 ) —HOLRI 2B 7O AT 5 1 > 2IdE8B0O B EZREE L E7,
ZORBRMICED, TV FDN 7 4 — L RO EDOE S ZRAHAOa—F —4 L U THERT
HIINFEESNET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

e z2E, oA~y R, CN BHEZRAIHO2—F—A L LTHEMTZ L 2EEL T
i‘é‘o

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes X, C (E) . CN (GB%4) . DNQ (DN f&fiiv) . EA (BT A—
T RLA) | GENQ (HARERRF) . GN (&) . | (A= %) | L (#if) . N (4
A . O (k) . OU (Mfgk~=vw k) . SER (U 7% 5) . SN (i) . SP (UNFE7=iX
HEMR) . T (&) . UID (=—¥%—ID) | HELTUPN (2—H—=T7V L x—14)
N ET,

—H— l%ﬁ’i’iﬁ‘Tﬁ‘éﬁﬁ L EDOA—PF=REFIZRBT SN TV ORENDH LN E )k
BELET, 7740 FTIERAEERINET A,

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

#Ewuu ES :L_“j“—ﬁ)ljﬁ/f ‘/Eﬁﬁliﬁﬂ[l@uwﬁﬁ I/T//“\’/l/ (209@:’-_“& % Lox
XU‘—'}‘fcﬁk) %Aﬁ¢5i5gj€¢éj—7n/3 /@*FE "Cjﬂo #Ewuui%\‘f;&hﬁzwyé j: /J/_(
Da~vy REfRELET,

gHInoraL, =T Ry o— s&U1—F— |
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FIE

ATy T

ATvT2

BEITOT7AL. TL—TF K o— B&v0a1—H— |

Y h o F )Y —N— T N—TEFRELET, ZOavr Nidk &) AAA S —1—L
LTHEHT D AAA —1"— 7N —T%HELET,

GE)
Z® =z~ RiL, AnyConnect VPN #eIZ 721 S v E 9,

tH o HF) DY —R— TN~ TILSDI P — R — T —TEHEETCEE AL, T4V T
WX, B X VRGRIVNEDH Y XA,

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]

{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥ — VU — RZIFETDH L. BH X URFHIERINEE A, groupname fEIL AAA ¥ —
W= TN—T %" LET, B—AVEINEY— = T = _X—=2 2T 5L 2R L,
groupname il & 35 & LOCAL X7 4 — /A"y V&R LET,

ez, 774~ VRGEY —/N— J L —T % sdi_group |2, EH XV RFEY—/N— L —
7% ldap_server [ZFXET HITIX, ROa~> REANLET,

hostname (config-tunnel-general) # authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

GE)
use-primary-name ¥—V — K& HT 256, v/ A4 X4 7a7iE 1 2Oa—F—4720F
FORLET, o, 2—F =& T VX AGEHENGIIN T 256, I~ ) a—HF—472
IRRERCER S ET,

A HY) 2= EAEHENLRGT 55551, secondary-username-from-certificate
AN LET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

B ) =P =4 LTHEMAT 2 72DICGERENSHIE T 5DN 7  —/L ROfEIX, 77
4 < U @ username-from-certificate 2~ > R LR U TF, FE7/2iX, use-script ¥— 7V — NEFEE
LT, ASDMIZ Lo THAMSINIZAZ VT N 77 A NVEFEHTDHE ) ASAICHERTEET,

e ziX, 794 ~) a—HF -7 =V FELTlFELE, B LX) a—HF—47 11—
VRELTHE=y NEBET DL, ROa~vr REATTLET,
hostname (config-tunnel-general) # tunnel-group testl general-attributes

hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

B 5oz L. S—TFRYS— BEUI—F—
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ATvT3

ATy T4

ATy TH

—szinzz |

AL CHRAT 720127 A4 7 v MEAENO D A ) a—P—Z 2T 5L 91275
Kﬁ\I/K»&»wﬁw%wnﬁﬁ%wPT%meymﬂMwwmmeﬂVVF%ﬁmL
9, ZOavr REI7IAT7 2 MU ARRETZIXSSLVPN 7 747k (AnyConnect) #%
BT 22289, i anlca—F—f &2y Ra—F—IIERRICT 20 E D it
ETHXF—T—FEMEHLET, ZOEREIZT 740 P TEHCRESNTWET, 7747
YRLAFTarESSLY TAT U N ATy a VFRFICEATE TN, EREnSIE
Davy RCRETDLLENDHY 7,

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

Tl z2iE, Ho T T A~ e F Y O OFEFEIC pre-fill-username % f# 45 (2
WDa~<y ReEATLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

PRt M 2R E I 2 G T 2 72D T DR8RE Y — =2 ELE T, 7740 D
BRIE, 77 A <~ VR — " —T7, Zoa~vr NI EHERETOAE®REZRLET,

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

el zaiF v o F VB —AN—ZIRET DT, ROa~x Fe AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

oy a  EEEMT ORI % (T4~ ERFEI X)) ERELET, T
TN MEIZTTA <) TY, ZEHBEEA X —TMITDHE, 20DROa—HF—4 Tty
VarvERRAECTE Y, BHA Ty aroa——4 L LGRS N2 —Y =4 DT
NNERETHIVERNHY £T, By aroa—W—RI ThooT407, Byvay
T—H =R syslog, TNy ZHIAICERE S — Y —4TT,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

f-&f7ﬁ:i Ty ig f/&fggl_ff j”énmnﬁ:l“Aif 45%3{2j7¢/57,}muuﬁff“‘/\b‘ﬁ E)Hiﬁ%jﬁ%)i:
IFETAHICIE. kOa<wr FE AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general)# authenticated-session-username secondary

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |

B =+ 75 £RBETOT 7 1 L0 IPSec KEVI BIEDRE

JE—FT7ORREHETO T 74 ILD IPSec IKEV1 BTEDERTE

FIE

ATy T

ATy T2

ATvT3

VE— kT 272717 7 A0 IPSec IKEv] BIHELAZRET 121X, WOFIELETLE
T, WOBAIL, VE— T 7B REE T 77 A N2 T TIHER L TWA Z L ZRHEE LT
WEd, VE— T 78RR T 7 7 A 1121, LAN-to-LAN$Efi 7 7 7 A L LD %<
DERMERH Y £,

VE—h 77 A DR T =T D IPSec BYEZIRET HI21E, v 7L arTFA b
F—RNELFAT A TFANE-RTROaA~YY REATIL TR R 0—7 ipsec &
PEE—FZBMLES, e 7 MR LT, E—FPEEINZI LMY £7,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

ZOavwrRIZEY, b Z—Tipsec @7 4 F 2 Lb—va - FRRAMBIN
¥4, ZOF—FTE, Yo I/ arFFANE—RNEREIVALF arTHFANE—RKTY
F— KTV EA FRATN—TD IPSec BHEERELET,

el ZE WOaT 2 RiE, TGl L WO ARIOER T 0 7 7 A WVICBRT D b7 L—7
ipsec BIEE— ROa~vy Rf ZEERELTWET, IYmr 7 MAZE(L T, hrxn
7 N—7ipsec BIEE— RIZAST=Z &R0 £,

hostname (config) # tunnel-group TGl type remote-access

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

FHHHAF—ICE S IKEVI R A TR — h 272010, Fpikas—%2EELEd, =&z
IE. kD a~ > Fid, IPsecIKEvl UE— K 77 v 2k 70 7 7 A )LD IKEv] k4 R —
572012, FaiEAEF—xyzx ZHETE L TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

7 OFAEZLAEH L TET O ID 2T 508 9 nafEE L £,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

HTE 5247y a VEIL, req (WZH) | cert( GEBAETYR— RSN TW554E) . nocheck
( GAR=72\v) TF, 774/ Mireq TT,

7ol Z21E ROz~ > Rl peer-id BAEDS MR Z L 246 E L TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req

B 5oz L. S—TFRYS— BEUI—F—
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ATy T4

ATy TH

ATvT6

ATy 17

UE—k 7O RREGTOT7 4 L0 IPSec kvt Bt0zE [

hostname (config-tunnel-ipsec) #

SEAEF = — L ARETELINEINEIEELEYT, kO~ NiE, — FEFHEL T
D ML CAFERAEZEXEF L TVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZOREMIE, TRTDOIPsec b RATIN—T XA FICHEAENE T,
IKE 72T HiEAELZ#BT S N7 A MARA v FOARTZHRELE T,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

WD~ RiL, IKE E7ICEET DREHEDOARTE LT mytrustpoint 245 E L TV E 9,

hostname (config-ipsec)# ikevl trust-point mytrustpoint

ISAKMP ¥ —7 7 A4 7D LEWMELFHFENDY TAEEERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 A —X TiX, BT BX—T T 747 F=F VT 2BBTHETCORETA R
SV 2 0% (10 ~3600) THREL £, retry /X7 A —Z L, =77 T4 TIENZ[F &S
N7 72o2%0) N IAMOMETT Q~108) , IKEX—77 7471, T 74/ KT
A X =T NVTT, ISAKMP X —7"7 4 7 %7 4 E—7/LIZT 5HITiE, isakmpkeepalivedisable
EADLET,

72 2iE, oa<wr RiE, IKEXF—7 7794 7DOLEWVMELE ISHIZREL., VRTA A
H—r )& 10 IR ELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X5 A —Z OF 7 /)L MiElx, VE— F7 27 B ZADEE1E 300, LAN-to-LAN D4
110 T, F7z, retry XT A =X DT 7 /L MiX2 TY,

e (BEFaT7 F—FUxA) T, ISAKMPE=Z Y 7 &R LTRRBLRWVWE I
BETLHEAIT. koa<wr FE A LET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP A 7'V v REFFS R, XAUTH £7213~4 7V v K XAUTH Z#8E L £,
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B rsecUE—F 7o EREHETOT 71 L0 PPPRIORE

isakmp ikev1-user-authentication =~ >~ I\ i ASA FREICT VX NGEHEZ T 2 LER B
L2548, BXOY £— bk VPN 22— % —3%; RMNB'MQ%&*&KiSWMD&&@V
ﬁ/%&ﬁﬁ%%ﬁﬁ%?ézﬁﬂ%éﬁA 2. A7V v RXAUTHREGE A T 5729
fEHLEST, "7V v RXAUTHIZ L - T, KE@71%X1#&®20@$W_Aﬁém
FT, 22068 TNA TV v RFEREEMFEENE T,

a) ASA L, HEHEOARHF—HIFZHEHA LT, VE— b VPN 2—%—Zx L CRIEL £9°,
ZHCEY, BEMICRFTAIKEEX 2T 4 7Y o—2 a3 UL SN E T,

b) WIZ. XAUTHRHN U E— K VPN 22— —ZF8FEL £ 7, Z OILIRGRGETIL, A —k
ENTWAUERDNT N OFRIEF XA HHTE £,

GE)
umum&/])7;’cff/\/|’7 Vv FIZERET AI2iE., FENEEY—"—Z2RE L., FaiEHx—
PERR L, FTAMRA U MERETHMLERDY T,

isakmp ikev1l-user-authentication =~ > K& 472 a2 > @ interface /X7 A —Z Z A L T,
BEDA B —T 2 A ABIRETE X7, interface ST A—HX 2 EWTH L., ZDavy
RIZT_RTOA X —T oA RSN, AV F—T oA AT EIZa~vy RBEEIN
TWARWEADONRy 777 UTHRELE T, B 17 7 A L2 2 DD isakmp
ikevl-user-authentication =< > RZfE L TWT, 1 Dlfinterface/X7 A —X ZfEHA L.
HO1IOIMMERLARWGES, A v 2 —T7 2 ZAEHRETLHa~r RZFOBEDA o Z—
T oA AEBERLET,

& 21X, WDz~ RiL, example-group & MEXN D87 0 7 7 A VONIEA > & —
72 A ATHNAT Y KXAUTH A4 2 —7 W LET,

config)# tunnel-group example-group type remote-access

config)# tunnel-group example-group ipsec-attributes
config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid
config-tunnel-ipsec) #

hostname
hostname
hostname
hostname

IPSec ) E—F 7V A#EHETO T 74 )LD PPP BEDEETE

FIE

&M

VE—bT 78 RBEHR T 77 A VDKL MY —RA 2 b 7a haVghhzaZEd 5
&@i@%%ﬁbi#oWPﬁmil%wU%%%Tﬁ?%@@ﬁ7n774w_tiﬁm
ENnEd, OB, IPSec VE—F T B AR T 7 7 A NV ETTIHERK LTS Z &
ZHIEE LTWET,

oI N—TpppEtEasy 7 4 F¥al—varyE—RICAVET, ZOFE—FT, kD=
v REANLT, VE—F727ER FURATA—FPPPBIEARELET, Y07 b
PAEELT, E— FABEINIZ EBb7n0 £F,
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IPSec ) E— k 77t EETO 77 1 Lo Prp BEDEE [

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

72z, Roa<r KL, TGLE WO LRI 7 v 7 7 A VIZBGRT 5 h o7 —>7F
ppp BIEE—RFDa<wy Rk 2 RELTCWET, Yrr 7 &L T, hrxLs
Jo—"7 ppp BIHEE— RIZ AT Z ERbMNY £7°,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

PPP el AEAFED T v b a VAT 2EE A X—T T EHNEIDERELE

T, Tu A OEIFROWVTRNNI LY £,

« pap : PPP #%5i C Password Authentication Protocol (/XA U — RFBFET' 1 k=)L) OffiH % A
F—=7 M LET,

+ chap : PPP #%#¢ C Challenge Handshake Authentication (F¥ L' > ¥ /N> Ry = A 7 7BFE7 1
k=) OFEMZA R—=T M LET,

« ms-chap-v1 & 721 ms-chap-v2 : PPP ###¢ C Microsoft Challenge Handshake Authentication
Protocol (Microsoft 7% L' > ¥ N Ry oA ZRGETw haL) o= a1 £720F
N=T a2 DfMZAR—=T M LET,

« eap : PPP ##f5¢ C Extensible Authentication Protocol (JLIRFEREZ'® k=/L) O %A R —
T LET,

CHAP & MSCHAPv] X, T 74/ N CA F—T N2> TWET,
IOy ROMIIRO EFBY TT,

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

FrEDZ 0 ha/LOEIEET 4 B—T7 M T 5120, Zoa<wr RonBXEHALET,

hostname (config-tunnel-ppp) # no authentication protocol
hostname (config-tunnel-ppp) #

72 z1E, D<= RIXPPP G CPAP 7 u ha /L DfffZE A f2—7 VI LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

’D < Ri%, PPP #:5: T MS-CHAP X"—Y 3 2 Fua ha Lol i2 A4 x—7 VI LE
7,

hostname (config-tunnel-ppp) # authentication ms-chap-v2
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hostname (config-tunnel-ppp) #

WD a2 K%, PPP #%: T EAP-PROXY 72 Fa R Z A x—7 Wz LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a~< Rk, PPPHEEE TMS-CHAP X—Y a1 7P ha )L offHETF 4 E—7 Lz LE
KR

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

LAN-to-LAN 45 o0 D 7 4 JLDERTE

IPSec LAN-to-LAN VPN ##¢ 7' 11 7 7 A /L%, LAN-to-LANIPSec 7 7 A 7 > b #1272 10 3
ENFET, BRETEHRTA—ZDELIIPSec Y E— T 7B ADERHRG T T 7 A NLDHOD L
[Fl U C9 A%, LAN-to-LAN k> RIADFN/NT A —2OEIIV 727 0 £, 2Tk,
LAN-to-LAN 835t 7' 0 7 7 A W Z R ET D FIEIZ O TR L E T,

« LAN-to-LAN #5710 7 7 A VDL & & A T DEEE (23 =2—)
¢ LAN-to-LAN B 7' 0 7 7 A L O— W BIEOZE (23 2—3)

« LAN-to-LAN IPSec IKEv1 @D E (24 ~<—3)

FIA#IFDOLANto-LANEHE O D7/ IOV T4 FalL— 3y

T 7 4V s ® LAN-to-LAN 85t 700 7 7 A L DONEIL, IRD EFBY TI,

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2

LAN-to-LAN#25t 70 7 7 A W D/RNT A —H XV E— KT VB A T2 7 7 A )V DI/RNT A —
2LV ZFDIFEALIZELLD I N—TTHREILTY, ERICHEREZRETIHBED
FAFEHEEE X, ZZTEIDOITNVN—T DT A= BN L9, BF/RIOIZERE L
WNIA=ZIFTTXT, T74/V NOERHT 0T 7 A NInDEDEEMRAKLET,
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LAN-to-LAN #5701 7 7 A L& di e 52 1 ToiE [

LAN-to-LAN E# o0 7 7 A ILDEZRTIE 2 4 TDIEE

B 7 v A NVDLAFTE XA TEETT HIZIE. RO X 9 tunnd-group =2~ RE AT L
7,

hostname (config) # tunnel-group tunnel group name type tunnel type

LAN-to-LAN k> VDA, # A Zidipsec-l2l (12720 £4, 72& 21E, docs &V 4HITD
LAN-to-LAN $f5t 7' vt 7 7 A W& AER T 21213, kD a~x > RE AN LET,

hostname (config) # tunnel-group docs type ipsec-121
hostname (config) #

LAN-to-LAN £t TR 7 7 1 LD —iEBHEDERE

FIE

ATy I

ATvT2

Bkt n 7 7 AN O RIEMEZRET DI, ROFIMEZETLET,

VTN arTHR AN ET— RELIITALT 2T F A b E— T general-attributes ¥— 7 —
NEFRELT, b n—7—EMEE— NElm L £,

tunnel-group tunnel-group-name gener al-attributes
1 -
docs & WO AFTOHEEET 0 7 7 A VOEIE, WDOa~y FE AN LET,

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

Tu 7 LT, config-general E— RIZ A7 Z 30D £9, XA T —70
—WEMEL, ZOEFE— R TRELET,
TN TN—T R —OLHIERELET,
default-group-policy policyname
i -

WDa<wy Rix, 774/ K8 Z—7 KU > —DA4RINZ MyPolicy #HE L TWET,

hostname (config-tunnel-general) # default-group-policy MyPolicy
hostname (config-tunnel-general) #
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B an-o-LaN Psec IKEV Bt DR E

LAN-to-LAN IPSec IKEv1 B £ DEXE

FIE

ATy T

ATy T2

ATvT3

IPsec IKEv] B2 ET DX, IROFNEEFZITLET,

F oI —F1PSecIKEv] BIEAZFRET HIZIE, I arTHARNE—RERII<L
F a7 F A F— T IPSec-attributes ¥ — 7 — FZ 45 L T tunnel-group =~ > K& AJ)
L. bRV IN—Tipsec@tiar 7 4 Xal— g T—REHBLET,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

=& 23X, o a~< 2 RTIE, config-ipsec E— FEBALAE L. TGl LW O ARIOER v 7 7
ANDINT A—=ZERETEET,

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

Tuar T IRE LT, P —Tipsec @iy 7 4 X2 b — 3 v E— RICA-T
ZENLNY ET,

Fajdef —I12 &< IKEv]l ¥ 2 AR — b 572010, FRika s —2HETELET,

hostname (config-tunnel-ipsec) # ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

7-& 20X, WOz~ RiX, LAN-to-LAN#ki 7' v 7 7 A VD IKEvl ##i 4 VR — F 35729
12, FETHEAE R — XYZX ZHEEL TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

ET OFEAFELZEHA L TET O ID 2k d 208 5 D afiE LET,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

fERCE AT v a g reg (4D | cert( GEIETHA— hSNTVDHE) | nocheck
( G2 TF, 7740 Mireq T, 722X, kD a~> KX, peer-id-validate 4~
v 3 % nocheck IZERE L T\,

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #
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ATvT4

ATy TH

ATvT6

ATy 71

LAN-to-LAN IPSec IKEv1 B0z [}

SEAEF = — L A EETELINE IR ELET, ROT Vg 0d, — FEEAE LT
TO ML CAFEHAEZEEFE L TCWVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZORBRMIX., TRTO MR T —T A FITHEATEET,
IKE B TICEET DFEAEEZF#INT D F T A MKRA  FOLA4RIZHELE T,

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

&2, Woa~vr RiE, 87 A RMRA » M4 % mytrustpoint [ZEE L TWET,

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

ZORBMIE, TRTO MR T—F F A FITHATE T,

ISAKMP (IKE) ¥—77 74 7OLEWEELFHFINDY M7 A BEEZEE L £, threshold
NRIA=HTE, BTN —TTI7A T =4 ) TG T5E TORET A VKRR Z2#
B (10 ~3600) THRELET, retry NI A —2 L, =TT T TIENZEFEINRL 72>
72%0) N IAMOBBETT @Q~108) , IKEX—77 7471, T 74/ FTAX—T )b
T, IKEX—7T 747 %7 4 8—7MICT5HI2IE, isskmp 2~ > RO no XA AT LE
7

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

72 2E, ko a~y Rk, ISAKMP ¥ — 77 947D LEWMEZ ISPBICEEL, U RIA
A B—= LB I0RICERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X5 A —% D5 7 4 /L MiiZ., LAN-to-LAN DA 10 TT, retry /3T A—4 DF
7 4V MEIZ 2 T,

et b (BF 27 F—hUxA) T, ISAKMP £=Z 1V L 7R LTCHBELRNE I
BETAEAIT. koa<r REAHLET,

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /~A 7'V v RFEFESF R, XAUTH 72131 7V v K XAUTH 258 E€ L $ 7,
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isakmp ikev1-user-authentication =~ >~ I\ i ASA FREICT VX NGEHEZ T 2 LER B
L2548, BXOY £— bk VPN 22— % —3%; RMMB'MQ%&*&KiSWMD&&@V
ﬁ/%&ﬁﬁ%%ﬁﬁ%?ézﬁﬂ%éﬁA 2. A7V v RXAUTHREGE A T 5729
fEHLEST, "7V v RXAUTHIZ L - T, KE®71%X1#&®20@$W_Aﬁém
FT, 22068 TNA TV v RFEREEMFEENE T,
a) ASA L, HEHEOARHF—HIFZHEHA LT, VE— b VPN 2—%—Zx L CRIEL £9°,
ZHCEY, BEMICRFTAIKEEX 2T 4 7Y o—2 a3 UL SN E T,
b) WIZ. XAUTHRHN U E— K VPN 22— —ZF8FEL £ 7, Z OILIRGRGETIL, A —k
ENTVBUERDONTNDORBFEF N EHEHTE £,
GE)
FORES A THNA TV v RICEET DI, FANSFRREY — " —Z2 R E L, Faidfa % —
FERR L., FTARMRA LV FERETHLERH D F97,

7o & 21X, WO a~ > Rk, example-group & MEENL D427 0 7 7 A VD ANA T Y R
XAUTH A X2 —7 /M2 LET,

hostname (config) # tunnel-group example-group type remote-access
hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

25472 RLASSLVPN £y o3 VvDEHETA T 74 ILDORTE

7747 MU ASSLVPN ##i 70 7 7 A VHD b px 7 —T—@ElElL, hrxrvs
N—"T"DH A 7 H webvpn T, drip-group =~ > R & strip-realm =~ > 23 SV mz
BRWNT, IPSec VE—F 727 20w 7T a7 7 A LD ERLTT, 7947 ML X
SSL VPN (Z[EA DEMEIFM A ICER L ET, ROHETIL, 7747 kLA SSL VPN £t 7
07y ANVERETDHIFEICOWTEHI LET,

¢« VI AT FLASSLVPN Yy g O b XNV T N—TBHEORE (26 3—)

e 754 T MLV ASSLVPN v a>dD by R T A—TRIEOHTE (30 2—)
D54TF7 2 RLASSLVPN EY a3 oD— B FORILTIL—TEREDETE
W7 7 7 ANV REMEREEIIETTHITIE, WOFIETNRIA—XEHRELE
ﬁqo

FIE

AT —fEEEZRET AT, Yo/ arTX AN E—RERE~LVF a0 THFARNE—RT
tunnel-group general-attributes =~ > K& AJJLET, TN T, bR T—7—fK@EE=
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Y74 FXab—vary B=FARRENET, YT AR TSI EICEREL TS
W,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

AfOIE CHERK L 72 TunnelGroup3 O —fx@IEZ R ET 521X, IROa~ RE AT LET,

hostname (config) # tunnel-group TunnelGroup3 general-attributes
hostname (config-tunnel-general) #

mL‘nE'H-““/\*“y/I/’“775)Z§)Z)7ﬁD\ AT N—TDL4RiEEELET, HE LY — 13—
7/1/"—‘ [; b‘%ébf;& % ““73/1/7“—&’\“‘;( %wun Jﬁfﬁ‘ﬂ”é%/ﬁu\&i\ F—U— }\‘
LOCAL #:BiL 7,

hostname (config-tunnel-general) # authentication-server-group groupname [LOCAL]
hostname (config-tunnel-general) #

7= & 2R, test E WD ZARHTOFREEY— " — FL—T %% . RREEY—— J L — T TREEN
%ébtk%ﬁm%ﬁW#%Aw_7w%WA/7¢éi9 T AT, ROa~vr RaeAd
L/\Ai‘é—(]

hostname (config-tunnel-general) # authentication-server-group test LOCAL
hostname (config-tunnel-general) #

authentication-server-group 4 C, FANIHE LIZiRGE N ——F 13— _"—D 7V — 7% 5
ELET, B —N"—%RET HI2, aaaserver 2~ REffLET, Jv—7 %70
RKREIL 16 XFTY,

TN—THDENZH DT AN,V H—T 2 ABERETHZ LI, A ¥ —T =
A AEFOFFEERETDHZ & LTEET, ROA VHE—T A AT 7 vk TERARTREIC
o TWET,

s inside : 1 % —7 = A A GigabitEthernet0/1 D44 i

« outside : A > ¥ — 7 = A A GigabitEthernet0/0 M4 i
GE)

ASA DIMNERA > X —T7 =4 AT KL A (IPv4 & IPV6 DI f5) 1, 7T A X— MUlOT KL-=&
ZEMERMBLTVTUTAR D TR A,

mterfaceHV/ REFEH L CRELIEZDOMDA 2 —7 = A ZAHEHATRETT, ROa~v
RiE, #REIZY— 13— servergroupl ZEH T 5 outside EWVNILBIDA X —T = A ADA
b —7 x A AEAORFEZHREL TWET,

hostname (config-tunnel-general) # authentication-server-group (outside) servergroupl
hostname (config-tunnel-general) #
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B /57 riassiveN ey avo—@ v R L —TRIEDRE

ATvT3

ATy T4

ATy TH

ATvT6

T a T T AR —R— TN —TOLFIZIRELET (FETHIHESES) , HaE
FEHLTWRWESIT., AT v F6ICEATLIEEN, ZOMERET IS, 2 —F— 3
BT ARA T — X R— R CHETALERH Y 7,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

RBAY—R—ZFETHICIL, asaserver 2~ REHALET, /v —7 % 7O KkEILI16
T,

Tme X, oz~ RiL, @A —/— 7 )L—7 FinGroup # i3 25 Z L #EEL TV E
D

hostname (config-tunnel-general) # authorization-server-group FinGroup
hostname (config-tunnel-general) #

— Y — (TR ?FTﬁ"éﬁﬁ L EDOA—P=RNEFIZRBT SN TV ORENDH LN E )k
HELET, 7740 FTIERTMIEERINET A,

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

FERAENGRRA 7 ) —HOLA4RIZ G -OIERT 2 1 >F 38R0 B EZEE L £,
TORMICED, VT2 FDN T 4 — L RO EDOES ERFHO 2 —F—4 L UCTHEHT
HIBHEESINET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

oLz Roa<xr FiE, CNBHEAZRTHOaA—VF AL LTHEMT2Z L 2mEL T
ij‘o

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes |, C (E) . CN (@7%4) . DNQ (DN &fifiv) . EA (BEFA—
VT RLA) [ GENQ (H:ARERiT) . GN (£) . | (A=Y v ) (L (MK . N (&
A7) . O (M#k) . oU (Mffk—~=~ F) . SER (U7 L&H) . SN () . SP UNE/iE
HEAE) . T (@) . UID (=—¥%—1ID) | BLUUPN (=—H#—=7Y /L k—0)
BHYET,

F7TarT WHTLT T 4 v T N—= TN —T D4 ERELET (FET L%
B) o THOYT A TEEALTORWEARIR, AT v 7 TIEATLESY, Th T
T4 T Y= R—ERET DL, asarsaver a~v 2 REFHLES, F—7F 2 70O KE
I 16 XFTT,

hostname (config-tunnel-general) # accounting-server-group groupname

B 5oz L. S—TFRYS— BEUI—F—



| #eTnorq0, YL—FRYS— BEUa1—¥—

ATvF1

ATvT8

ATvT9

5547 RLRASSLVPN v 3 vn—fi ko L—TEnEE |

hostname (config-tunnel-general) #

e zIiE, Woa~y Rk, 7ho T 4 v 7 —_— 7 ) —7 comptroller i35 = &
ERELTHET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

T ar T, TIANNITN—T R —DARIERELET, 7 7 4+/L MEILDAtGrpPolicy
T‘j‘o

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

WOBITIE, T 74N s TN—T R T —D4HTE LT MyDfltGrpPolicy Z 7% L TWE T,

hostname (config-tunnel-general) # default-group-policy MyDfltGrpPolicy
hostname (config-tunnel-general) #

#7232 C, DHCP — 13— (KK 10 — 3 —) OL4FIEIFZIP T KL A, I DHCP
T RVRA T —)v (K67 —/N) ODLAFIZHRELET, VA NMNABIZAX—XTXED £,
7 /)L b TlE, DHCP #—— L7 FL A F— Ui S EH A,

hostname (config-tunnel-general) # dhcp-server serverl [...serverl0]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address_pool6]

hostname (config-tunnel-general) #

GE)
A E =T = A ATy A THDLERDH Y £,

7 RLA F—E, Fe—r L ar 74 X¥ab—3i g2 F— T iplocal pool =t~ > RN&fd
HALTRELET, 7 RLVA T —LOREDGFEMIONTIE, VPNOIPT FL X BT
<TZEV,

#—/3—73 RADIUS, RADIUS with NT, £72/3Z LDAP h—"—D§E, A7 a T, /A
U— NEHZ A R =TI TEET,

(G¥)
FREIZLDAP 7 4 L7 R U H—N—%fEH L TV D54, /SA T — &L Sun Microsystems
JAVA System Directory Server (IH#:F#7i% Sun ONE Directory Server) %5 & U Microsoft Active
Directory Zffifl L CTHA— & E T,

*Sun:Sun7 4 L7 b U H—=R—ZT 7B AT D20 ASA ITERIE STV D DN 725,

Y= N=DF T4V b RAT—F R —ZT V EATEHMERHY £F, DN & L
T, T4 L7 NUERE, £237 1 v b EHEEREFO2—Y—2 T2 L
EHRLET, 3 T4 SRRV R KR U—ICACL % ETE £,
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* Microsoft : Microsoft Active Directory C/SA U — REH % A 12— 7 /L2 521X, LDAP
over SSL Z % iET D MENH Y £7,

COMREIXT 7 4V hTA =T NI TERY , BEDNRAT — ROAERHIRA TS &
=P ZEE A FR LET, T 740 F Tk, BRI O 14 BRNCESENBRBINET,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P N—NLDAP YV — " —DA ., AR TN Z LB T 2EENBB I NS ETOHE
(0~ 180) #fETEET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE)

VT N—T g EN a7 4 X 2 b —3 3 F— K TAJ L7z password-management
axy RZEoT, bR N—7 ipsec JEMETE — FTHANI AT SN IEHERE D
radius-with-expiry =~ > RREXHZ LN ET,

oavwr RERETLHE, VE—F a—V—Rmur (5L X2, ASA L, 2—HP—D
BED/RAT — ROAFGHIRN TSN TNS Z &, £REMBEATINTWS Z &2 mmL %
T, TNMNDH ASAIE, 22— —PNRU—RELETEHLHIICLET, BUTORAT—F
DR L TORNGES, 2= —F3Z ORI —RFEfHLTe /A LEETD I ENTEE
9, RADIUS F7-1% LDAP il iR E SN TWARWEAS, ASA Tl Z oo~y FAEH SN
E3

:hKiOTNXU—Fﬁ%@@h’ﬁéif®ﬁﬁﬁﬁﬁéhébffiﬁ<‘ﬁAﬁNx
T — RARHITREIIC 72 A H R o —F—~DEE A BIAT A0 WEH I NS &0 ) SICHER
LTLIEENY,

password-expire-in-days ¥ —7 — FZ$5E T 25615, AERLIEET 20E R H Y 3,

SR OWTIE, SR U — REHH O Microsoft Active Directory DF%E (44 ~X—) ZHRL
TLIEEY,

DS5A4AF7 2 RLASSLVPN EY 3 oD Mo RIILTIL—TEHEDHRTE

7547 MU ASSLVPN #5707 7 A MIZEBD/NT A —F ERETHIZIE, TOED
WOFIEEZEFTLET, 7 T4 7 F LA SSL VPN i%. LA WebVPN & LTHILN TV E
L7z, 2o M, b7 —7 webvpn BEE— FTHRELET,
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5547 RLRASSLVPN Y v avm ko L—TE0EE [

77 AT MU ASSLVPN bRV T N—T0RBMEZIRET HI2IE, kROa~vr RE AL
T ho R —"7 webvpn BIEE— RIZAD 7, Yo7 EPRELL T, £— RPLEEX
N b £9,

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-ipsec) #

7o & 21X, sales EWIHIARIDY 74T > b LA SSL VPN K RV 7 /L—7 0 webvpn JE %
BETHICIE, koa~vwr REANLET,

hostname (config) # tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) #

AAA, TUXNVGERE, Fdm 2R T 2720 OEEF A ET HI21E, authentication
a~wy REANLET, AAA, GEHE, I 2EEOIEF CHRETE 7,

hostname (config-tunnel-webvpn) # authentication authentication method
hostname (config-tunnel-webvpn) #

72 z21E, O a< 2 Nt AAA LEFHEOW T ORGEEZH AT LE 4,

hostname (config-tunnel-webvpn) # authentication aaa certificate
hostname (config-tunnel-webvpn) #

ASA L, NetBIOS4 % IP T RLRIZv v 7T 5H7DIT NetBIOS #— L Hh—n"—|2 7 ) —%
%ELE¢07?4TVFVZ$LWWTH\U%—FVX?A®774w%77?xit

HEHFT 57D NetBIOS NHETT, 7747 b1 A SSL VPN Ti, NetBIOS & CIFS
7‘31 fanrzEHL T, VE—RF VAT LOT7 7 ANET 72 AEIIHAE L ET, Windows
AL a—FIFEOALE = AL EFRA LT ANV ERE LL) DL, FRESHh
277 AN —_"—Ixy hT—7 EDV YV —RA%EHBT 2 R E D NetBIOS 44 & kiits L F 97,

NBNS #REZ EIfES 511, 72@< EH1HBEDNetBIOS h—/3— (KA b)) 2RETDHHLE
NH0FET, WEMEZFEHATLHZDIINBNS h—_—%2 3 OFTHETEET, ASA L, V
xb@%m®ﬁ~ﬂ—%Nmmmmm&%m%&_@mLiTO7I) DR DL, RO

F—_=PEHENET,

CIFS £ iR 1248 95 NBNS  (NetBIOS — A H—E R) S —_"—D4 iR ET 5I121%
nbnsserver =<2 REFEHLET, —_"— 2 NV IE3DETANTEET, TEMEDK
W, BRETDHERYOY— =TT T A~ $—"—T, ZOMDY—"—T 7T v 7T
To T (272D WINS = N—TER<) vRAZ—TIZ3UFTHLHNEI N, FALT
v NEE, BEOY T A BELIEETEET, WINSH—R—F o d~v A ¥ —7 T 7k
WHE, ASALRILR Y hU—27 ko, ZOFy hT— 7ﬁ%ﬂLT%@%%;miéhiﬁ
2A LT T MNERRIZY T A BEOFNIHRET 2 LERH Y 77,
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hostname (config-tunnel-webvpn) # nbns-server {host-name | IP address} [master] [seconds]
[retry number]
hostname (config-tunnel-webvpn) #

7o & 21X, nbnsprimary & WO AFOY— =% T T A <) $— =L LTHREL, —r—
19216822 %t H o XY —R—L LTHREL, TNENIZ3EDY T ZFHF L, SHD
HALTUNERETDHIZIE, ROa~v REATILET,

hostname (config) # name 192.168.2.1 nbnsprimary

hostname (config-tunnel-webvpn) # nbns-server nbnsprimary master timeout 5 retry 3
hostname (config-tunnel-webvpn) # nbns-server 192.168.2.2 timeout 5 retry 3
hostname (config-tunnel-webvpn) #

ZA LT NEABOEEIZ 1 ~30F G744 M32) . URSAEEKIZO~10 (F74+1
ME2) T,

kRN TV—TF webvpn BiEa T 4 £ L — 3 F— FTnbnsserver 2~ K& f#
5L, webypn 2> 7 4 Fa b— 3 »E— FCHMERD nbnsserver 2~ RAEZHZ 5
NWET,

T N—T DREEL ZFRET 512X, group-dlias2~ > REMALET, /r—F A )T A
ERETDHE, 2= =R IV T N—TEBBTE D 1 DL EOREBELPMER SN E T,
IZTHRETDHIN—T A VTR, 22— —DulAfr X=VZhHdbRay 7yl
A MIFRRINET, FINA—TITH L THEBEOZA VT A%2HEETHZ b, =/ U T A%
BELARNWI L TEXET, ZNENEHOa~y FTHEELET., Zolisix, Rt 1 —
7'H [Devtest] X° [QA] 72 & OBEHOBEE 4 THE SN TV ALAIZEFRTT,

KT N—T 2 YT A LT, group-alias 2~ > REANLET, KA YT AIT 7+
VR TA R=T N> TNWET, FA VT AL, A7 a3 THRICA 2—7 Vv E721T
F 4= NI TEFET,

hostname (config-tunnel-webvpn) # group-alias alias [enable | disable]
hostname (config-tunnel-webvpn) #

72 ZIE. QA EWIHILRID N RNV T N—T DA U T AD QA & Devtest & A 1 —7 /LT
H0%, koa<wr REANLET,

hostname (config-tunnel-webvpn) # group-alias QA enable
hostname (config-tunnel-webvpn) # group-alias Devtest enable
hostname (config-tunnel-webvpn) #

G¥)
webvpn tunnel-group-list |X, #5925 (Kay7&Zvr) ZA—7 2 NMIK LTS Rx—T /v
T HRERHY 7,

IN—TDFE URL £721LIP 7 RLAZHELET,
group-url url[enable | disable]
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1D N—T1Zx L CTHEBOURLE72137 RLAEZRETEET ((MHRELARNI EHT
EFET) . BV NA—7URL £721F7 R AIZxt LT, group-url =2~ > R&EZ AN LET, url
. ZO RV ZA—FOURL £ 1P 7 FUAZFEELET, http £721% https 7' 2 K
aNEED, URLEIET L ARKREZIEET H2HENRH Y £9, FURLEILT R LRI,
EBNZA X —T N (T 74N R) FlET 4= NI TEET,

TN—TDOURL £721X P T RV AZIRET H E, 22— —Ba /A VR N — T &R
HMENIRL 72V ET, 22—V =Nl (T 5L, ASA X, tunnel-group-policy 7—7 /LN
Da—HF—DFFURLE/ZILT FLAZRK L ET, URLEITT RLUARES20 | group-url
N7 0 7 7 A VINTA X —T M7 > TV DA, ASAIL, B 70 7 7 4 V& H
IR LT, v A U RO —Y =4[ T 4 — )L RENRRT— R 7 ¢ — )L R
EFRALET, ZNCEDa2—Y— A ¥ —T oA AT, TV —T VR Rz —
P—lZFERmEINRLL D L VI FENBNENET, =2—V—IcFRTHRIA VTV RY
WZix, 20T e 7 s A NVHICRESNTE I AZ A B—va UBNMEASNET,

URL 720137 RLART 4 =T W75 TEY | group-alias DX E STV LGS, Z/b—
TDORuy XY YA RNPERRIIL, 22— TRREITOLERH Y £7,

AU URL £72137 RV AZEBDO 7 N— BT 5 Z S 13T A, ASA LT, i~
077 ANVOURL £72137 R A5 ANDEINCE O URL £72137 K LA DE A M % MREE
L/i‘é—o

1 -

RadiusServer &\ 9 £ 77D k> RV 7 )V—712%F L T2 /L—7 URL http://www.example.com &
http://192.168.10.10 % A *—7 /M F 5121k, kD2~ KEAS LET,

hostname (config) # tunnel-group RadiusServer type webvpn

hostname (config) # tunnel-group RadiusServer general-attributes

hostname (config-tunnel-general) # authentication server-group RADIUS

hostname (config-tunnel-general) # accounting-server-group RADIUS

hostname (config-tunnel-general) # tunnel-group RadiusServer webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias “Cisco Remote Access” enable
hostname (config-tunnel-webvpn) # group-url http://www.example.com enable
hostname (config-tunnel-webvpn) # group-url http://192.168.10.10 enable
hostname (config-tunnel-webvpn) #

ZHOFNZHONTIE, 2 F9A4A T RV ASSLVPN By Y g rDa—F—fua s/ A4 70 R
TDHAT<A R (36 2—) LTI ZEN,

AnyConnect 7 74 7 > b #flc 7 V—7 URL T o n— FAZ o v ZRETIE, 77
AZNDHASA ) — R T, J—ROua— K Z 2 TORTY v 77 RLUADZ/V—7URL
LRBEIC, (RABYZ A ZT RLAD VN —F URL #RETHHLERH Y 3,

1

ROEIRT RUARRESNTND Y FAZNTD2 DD ASA / — REiLlcr— K
Z vy JIEBICHE LTz group-url 3% E LE T,

e 10— K XT3 Z O TP = https://vip-vpn.example.com/groupname
* ASA1 = https://asal.example.com/groupname

» ASA2 = https://asa2.example.com/groupname
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ASA1 O b FNVTN—TFRETIE, KD group-url WX E SN TWALERH D £,

hostname (config) # tunnel-group LBl type webvpn

hostname (config) # tunnel-group LBl general-attributes

hostname (config-tunnel-general)# group-url https://vip-vpn.example.com/groupname
hostname (config-tunnel-general) # group-url https://asal.example.com/groupname

ASA2 D kLT N—TFRTETIL, RO group-url FRE SV TWDHLENRH D £,

hostname (config) # tunnel-group LB2 type webvpn

hostname (config) # tunnel-group LB2 general-attributes

hostname (config-tunnel-general) # group-url https://vip-vpn.example.com/groupname
hostname (config-tunnel-general)# group-url https://asa2.example.com/groupname

(fEE) AnyConnect4.6 ClX, AL T T 7 & D SAML HEA VLIRS 4L, ZAURLLRETO Y
U—=ANLDRAT 47 M) 77U FRaIcES DY £ L7z, VY —246 LV HATO
AnyConnect 7 7 A 7 > b TCSAML Z ] L TFRAETE 5 L 9127 5121, saml external browser:
EATLET,

hostname (config) # tunnel-group [tunnel-group-namewebvpn-attributes]
hostname (config-tunnel-webvpn) #saml external browser

77 4V hTIL, 4.6 £V HETD AnyConnect 7 74 7> b X, SAML 2] L CHfi ¢ &
Th, ZOF T aif, %OV YV —ATHIRENS TETT,

UEE) ZNV—7"URL OWTNNE AT LIEGAIC, 87 a7 7 A VT EIZETH O Cisco
Secure Desktop ? Hostscan 7 7" U /77— 3 > )» Eﬁﬂz@l%"j’ ERRT A, kOa~vy
NEATLET,

hostname (config-tunnel-webvpn) # without-csd [anyconnect]
hostname (config-tunnel-webvpn) #

TDavwy REANTEE., 2NHDEY Y a Oy RRA Y MREERSKRT S\,
EAFI I T I78ARY— (DAP) 27 4 Fal—a 2T 308 NH D £9,

Z DHR%E AnyConnect 7 7 A 7 2 b B O AIZHIRT 5854 1%, anyconnect ¥— U — K& &
HET, F—T—REEHRVE \:®ﬁ@1ﬁ747/%vx@m\V4%3§ﬁ\k;0
AnyConnect 7 7 A 7 > b Bl S x4,

7747 MU ASSLVPN v &g Ok 7 v 7 7 A VI % DNS —~— 7 L—7
ZHET DL, dns-group 2~ > REMHLET, FETH7L—T1X, Ze— a7 g
F=l— g F— KT (dnsserver-group 2~ > 35 L W name-server 2~ > F&fEH L)
RIET DT N—"T T HMENH Y £7,

T 7 v M TlE, #7107 7 A VIEDNS —s3— J)L—F DefaultDNS 2 L £ 4, 7272
L. ¥x%2VT 4 77747 2 ATDNS EREMITHHNZ DI N—T%RET HLIN
HYET,
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5547 RLRASSLVPN Y v avm ko L—TE0EE [

WORFNE, corp_dns &V A FTOFHL DNS h—— F L —T%REL, Bt a 7 7 AL
telecommuters DY — N— F)L—FEFEELE T,

hostname (config) # dns server-group corp_dns
hostname (config-dns-server—-group) # domain-name cisco.com
hostname (config-dns-server-group) # name-server 209.165.200.224

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # dns-group corp_dns
hostname (config-tunnel-webvpn) #

UEE) FREELFRAITHEHAT L7 747 > FEEAEN La—YP—ZEMHTE X127 DI
X, bR Zv—7 webvpn J@PEE— KT prefill-username =2~ > R&H L 7,

hostname (config) # pre-fill-username {client | clientless}

prefill-username =~ > Ri%, = —H#—4//SA T — ROFFEL L OGO —HF—4 L LT,
username-from-certificate =~ > K (o Fx 7 —7—EMHE— K) THEE LI-iEE
74—V Rinbili S 2 — =R OfHE A 2 —T7 M LET, FEBIEKEED D Z OFHI
T2 —F =AM HT DT, WFOa~vy NERETHILERH Y 7,

G¥)
N—T 3804 TlE, 2—V—ZITFRNANEINFEFRHAL, 2—F =47 1 —L KNDEE
ENTF—HITERE SN ET,

WOBTIE, Fr—sb a7 X lb— a3y E— RTANINTZ, remotegrp & V9 £ Hil
D IPSec Y E— bk 727 EBA b ZN—T%ER L, GAEAEND O —F—4 DG A
7 7z LT, SSLVPNZ 74 7 > FlREE 72 DCFE‘O)7IU"—’®7LC&)@Z|)@JH$‘%‘:/&/I/§E
HENPDIREL TV DOILERH DL Z EEZHELET,

hostname (config) # tunnel-group remotegrp type ipsec_ra

hostname (config) # tunnel-group remotegrp general-attributes
hostname (config-tunnel-general) # username-from-certificate CN OU
hostname (config) # tunnel-group remotegrp webvpn-attributes
hostname (config-tunnel-webvpn) # pre-fill-username client
hostname (config-tunnel-webvpn) #

RAEE T IXFFRICHEMT 527 747 v MEAENS B VXY a—F—Z 2T 5L 91
92|21, tunnel-group webvpn-attributes & — KN T secondary-pre-fill-username =~ K& fifi
HLET,

hostname (config) # secondary-pre-fill-username {client | clientless}

({£#) AnyComnect 7 74 7 bk £721XSSLVPN 7/ FA T v ha X v rn— RT5720IC
TN—TR) v—Fida——LEEa s 7 ol —ra it —n"—F 4 RT5HnED
MEFEET HI21E. overridesve-download =t~ > RZ&2{EH LE9, Z OREREIZT 7 4+ /L k THE
NFEE SIVTWET,
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AT T12

X2 T4 77747 AL, vpn-tunne-protocol =22 RIZK > T/ NA—7KRY v—F 7=
T2 —PF—L BT T4 7 F LA SSL VPN 34 X —T /UZ72 5 TV HNE H TS
WT, VE—bha—P— T LTZ 47 b L AR £ 7213 AnyConnect 7 7 A 7 > b 1k
AL E T, anyconnectask 2~ RIXEIHIZ, 7947 b yru—RT50, £z
X WebVPN R — A _X—VICR D L) ICa—F—ICER LT, 7947 FOa—F— 17 R
NRY T AEEFELET,

el L, BFED N RN T N—TTa A LTWAEI TAT RV Aa—F— |2, oo~
0— R 7ar 7 IR TTHETREEL LR, 77472 b LA SSL VPN 7R — AX—
DhFRTHENTEET, overridesve-download 1~ > REMHH45 L, BT n 7 7 A
WLV TIDE ) 7 —P =TT HBELAIETEET, Zoavr NZEy, #inm
T ANKRE TR Y A 952 —%—{Z1E, vpn-tunne-protocol =~ > K% 7= i% anyconnect
ask 2~ FOREIZERRL, 72726127 747 2 ML ASSLYVPN AR — LR—URFREN
HEITRET,

WOHITIE, Bkt 7 1 7 7 A JL engineering D k> X)L 7 )—F webvpn BT 7 4 F 2 L —
varE—RICAD, V94T N E =R RO NV—F R v—ba—H—
LB TEEY EEXTHIER T 7 v AN EA =T NI LET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # override-svc-download

(TE) FEENER Sl & 2 or 7 A Vi~ RADIUS fEf A v & — Y DERE A R —
T T BT, radius-gect-message 2~ > KA L F9,

WIZ, engineering &\ ) A RIDEERE 7 2 7 7 A MI%F L CRADIUSHEE A v —VDFR%E A
RX—=T T DR LET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # radius-reject-message

95472 RLASSLVWPN Yy 30— —RBHATA> 942 F
DNDHAREAIA X

NAL <A B =2 aNlkoT, vl A4 VL —Y—ICFREND T 4 > RUOINENRE
NET, WAFAEB—var "TA—=FL, 7747 L ASSLVPN O ED—HE L
TRELET, EREALD Web X—Y WAF~vA B —TarzlALT, /A UBFla—
P—IZEREND Web X—T DNV I TV K7 4 —=NVEEETBHIZE, F—T K o—
webvpn 27 4 F o L—3 3 E— R customization 2~ K& AL E T,

hostname (config-group-webvpn) # customization customization name
hostname (config-group-webvpn) #

B 5oz L. S—TFRYS— BEUI—F—
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H54FURLASSLVWPN £y L av01—4—RAas1r s v konnzsz4X ||

7= & 2 IE. blueborder & WHLRIOH AR~ A B —2 g vV ERATAHI20E, kROa~ REA
HLET,

hostname (config-group-webvpn) # customization blueborder
hostname (config-group-webvpn) #

AR <A E— 3 EIRIEL, webvpn F— KT customization 2~ > K& AN L TRE L F
o

WOFENE, 123 L WVWIHILBIDOIAF A B — a VRO TS a~y R—7 v AZoR
LCWET, Z0avr R yr—Fr A ZE»T, NAUV—RK e 7 bRERZRINET, K
DOFNE, testpolicy E VNI HFTID 7 NV—7 R L —%EF L. customization =2~ > K& L
T, V94T FLASSLVPN v 9 0123 LWHILBTIDOI AE <A ¥ — 9 &
THZEEBELTWET,

hostname (config) # webvpn

hostname (config-webvpn) # customization 123

hostname (config-webvpn-custom) # password-prompt Enter password
hostname (config-webvpn) # exit

hostname (config) # group-policy testpolicy nopassword

hostname (config) # group-policy testpolicy attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # customization value 123
hostname (config-group-webvpn) #

HARAB—varIardZrA NV EeERTe 7 7 A NVOMABEDEEMATHZ LT, &F
SERIN—TIKLTRR LI TN U4 RUZEY T v TEET, T2b 23,
salesgui LN D W AX~A B —vary Tu 77 A VEERLTCHIHE. TDODAZ~A
B—rar v A NVEMHT Ssales LTS 2 T4 7 N ASSLVPNtE v 3 U H
DT T 7 AN E RO ITMERTEET,

webvpn E— KT, 774 T FLASSLVPN TV B ADH AL~ A B —va v EEHRLE
T, ZOHAEIE, salesgui £ WO AFHTT, T 7 4/ b D1 2% mycompanylogo.gif [ZZ2H L F
9", mycompanylogo.gif # ASAD 7 T v a AEVICHICE— L, BEEZHREL VDL
ERHY ET, .

hostname# webvpn

hostname (config-webvpn)# customization value salesgui

hostname (config-webvpn-custom)# logo file diskO:\mycompanylogo.gif
hostname (config-webvpn-custom) #

Ja—\)L a7 4 Xal—arF—RT, 2a—P—Lrty T v L, RIFEVEHEL
77547 MU ASSLVPN O A X~ A ¥ —3 9 0 L EEMNITET,

hostname# username seller attributes
hostname (config-username) # webvpn
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hostname (config-username-webvpn) # customization value salesgui
hostname (config-username-webvpn) # exit

hostname (config-username) # exit

hostname#

Ja—) a7 4 FXalb— g F— KT, saless EWILRFTDOYZ T4 T b L A SSL VPN
o aro bV ITN—TEERLET,

hostname# tunnel-group sales type webvpn
hostname (config-tunnel-webvpn) #

ZOPHR T 1 7 7 A Ik L Csalesgui W AX~vAB—varEFEHATLI LA ELET,

hostname# tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) # customization salesgui

ASA Iz A T 57Dl a—YF =BT T UWFICATITHT KL RIZHT 57 v—7 URL %
RELET, 7L zI1E. ASAIZIP 7 RL 2 19216833 DNRESNTWBEAIZ, F—7F
URL #% https://192.168.3.3 (Zi%E L £,

hostname (config-tunnel-webvpn) # group-url https://192.168.3.3.
hostname (config-tunnel-webvpn) #

07 A ERNEIE DDA — NESDBLERGAT, aa il TR— NESERE
i?wﬁAﬁ\:@UMJ%M%QM7H774N_V/E/?b\1_% AR
https://192.168.33 121 7 A > L7c & TR SN D 1 7 A VHEHIC salesgui WA X~ A EB—3 3
a7 rAnEEALET,

BER—ZIXDIKEV2 ) SAT2 D MORIL TIL—TIZDNT

RN TN—T1F, P RAEERARY =2 LT a— RKDk' vy b TT, AAAT—3—
BilT A MRV TN—TEREL, BT A—XEREL, 774NV DT NV—T R
Vo—%EHRLET, ASAIL, PV I A—TE2NEHIRE LTI,

IPSec VE— hT7T 278 ADT 74V b kv F)v 7 —71% DefaultRAGroup T4, 7 7 4 /b b
MR TN—T1F, BETLZLETEETN, HIBRT 22 LiF3TEEEA,

IKEV2 Tit, Blon—h B0 £ — FRAECLI 2 H L CIEFRIE i R aRET&x 1
(DF DV, EEITICH L OEFRTEA —B5E25%0E L, BNk U CIEREIERGE £ 721
EAPFRGFZRETEET) . LEN->T, IKEREZHHTS L, WionEnFniin s 7
[/T//“V/I/Tntunft—;«ééqsﬁ%ﬁ‘munE%'@i‘ﬁHVC‘%iT (%HU ﬁ%‘*‘\ %EEB%\ ifibiEAP) °

DefaultRAGroup bj: EAP T thE)EH \—HXE—g—%)/Zgz))&) D i'ﬁ“o \_ﬂ thEE)q Eli‘h §E755§E5ﬂ = DN
A ICBE A S VWi it \_h%®7747/b@ﬁ%ﬁm®b/xwﬁw% It B
VI DHIENTERNWZDTT,
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EBER—XDIKEV2 B HR— k
ASA TIZ, &k®D IKEV2 BN R — b ENET,
« INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS : IPv4 £7-1ZIPv6 7 KL %

A

G FTaT7nVAZy7 (IPvd &L IPV6 D TDT KL AEID Y T) 1%,
IKEV2 TV AR — & EtA, IPv47 RLALIPV6T KL AD
WFRER SN, WHFOT KU ARNED Y CTRIREZRG AL, IPv4
7 RUVADHRNE D B THNET,

« INTERNAL_IP4 NETMASK : IPv4 7 KL X X v hU—2 <2/

« INTERNAL_IP4 DNS/INTERNAL IP6 DNS : 7*J A < U/ H > %1 DNS 7 KL 2

« INTERNAL_IP4 NBNS : 7J A = U/t H > Z U WINS 7 R L A

« INTERNAL_IP4 SUBNET/INTERNAL IP6 SUBNET : 27U v b kU 7Y & K

« APPLICATION_VERSION : #EH XL ET, £F =2 U7 1 EOBHENL, ASADNX—T 3
UEREGELROVL VIS BEIEREINEFA, EEL, 7747 MRESXA 72— R
FORICZOBMELZ G DD Z LN TE, XFFHD ASA D vpn-sessiondb =+ > R 7] & syslog
ICERRINET,

DAP OHH— +
B AT ZEDODAP R Y U—REEH AT HIZE, HTILWI FTAT v s XATD
IPsec-IKEv2-Generic-RA Z i L CZ DEEG Z A TIHFEDR Y —2 T 5 N TEF
j‘o

JE—FTF7O9ERI9SA4AT7 D FURIL TIL—TEIR
WORIZ, VE—FT I RVAIZITAT FEFRHTRER N RV T N—T F T a0l A

MR LET,
VEe— K T727ER| b | 20— | G5EBE DN BRE F7xNV s TN—F D
= . e URL
74Tk /: 7 U (DefaultRAGroup)
AnyConnect VPN 77 | %}l P XF b PP =
AT R
Windows JERHIS JERtIS PR (m—A = | %G A
L2TP/IPsec v OFEREZ
(A4 T—F HUIE)
IKEv1) « 72 L (PSK Zfi /4

DHE)

gHInoraL, =T Ry o— s&U1—F— |
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RN —2 D
IKEv2

X

FEXH IS o xfhtn (m—H <=
L6

M4 o5%5)

¥ DREAFZ AT

M fd: L (EAP ity ufb%fﬁ

% it

GE)
DefaultRAGroup k> %
N TN—TEERT S
VR £,

AR

*‘r—%/\ A D IKEv2 7 7 ’f T F@nlh\nﬁ-&ﬁ_

WDFEIZ, fBUER—ZDIKEV2 7 FA T hEPFR—=FENTWA

B

)

utunﬁﬁt@)x FaeRrLE

GE)  FREEROHIRRIT, ASA ETiEAR<, 7947 b EOVR—bOFEESETET, T
@D EAP FROBFEEL, 77947 FE EAP B — A= TASAIZE - T rdrEInEd,
EAP S DV KR — NI, 7747 b & EAP —3—D EAP F ROV HR— MEI&xF9,

254 F7 k424 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEERZENDH PSK
70/DIL. HIEH_t
Linux o AL/ « ISE : %t/ « ISE : 5t K hix K hix
StrongSwan . .
« ACS : %fhis « ACS : %fhis
 FreeRadius :  FreeRadius :
PSS PSS
* FreeRadius #% * FreeRadius #%
Hd AD : xf Hd AD : xf
;[L\ ‘l:‘
Android b YL « ISE : 3t FExHIEs K hix YL
StrongSwan

* ACS : )i
 FreeRadius :
PSS

* FreeRadius #%
Ho AD : xf

~
L
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gE~—20 K22 547> boREsE—+ [

254 F7> k44 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEBRZE ) A PSK
TIBEEAK
Windows 7/8/8.1 «ISE : % <ISE : xhis |47 L X b NA
« ACS : Xf)in « ACS : X})is
* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % « FreeRadius 7%
o AD : xf o AD : %t
Windows Phone « ISE : %)t <ISE : X |EEH7R L P %4 L
« ACS : %fhis « ACS : %fIis
* FreeRadius : * FreeRadius :
st st i
« FreeRadius % « FreeRadius %
Hd AD : xf Hd AD : xf
N N
Samsung Knox BALAD *ISE : %})is « ISE : %t/ PSS ALY
« ACS : %fhi « ACS : %fhi
 FreeRadius :  FreeRadius :
i i
« FreeRadius #% « FreeRadius #%
D AD : %f D AD : %f
;[L\ ‘I:D
i0S 8 « ISE : %) * ISE : X}t ML K his K hix

« ACS : Xt~
* FreeRadius :

* FreeRadius #%
H® AD : %I

~
L

« ACS : Xt

FreeRadius :

FreeRadius #%
H® AD : %I

~
L
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5547 k44 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SIRZENH PSK
TIFBIEAK

Android XA 7 4 |#%E%47% L « ISE : %l ALY st I
77547 b

« ACS : Xf)in

* FreeRadius :

PSS

« FreeRadius #%
HD AD : %t
I

BEHEIAE R

EDIE NN

'?/V?DEED? EEEO T v fa KA ER L, INEBMEOE Yy v a v XA T TRIATES X

CERERRET e ha v NMERSNE Lz, 7 T4 T 2 RSSSLEERE 21T 78 o THERTRREE
%%#ék B SSL HEHe2MT 72040, ASA TR, 7 747 > MR GEAERIEZLEE LY T
AT MEAEAZERL WD I 2R LET,

ASAX, VE—KT I BARXATD > F VT N—TD AnyConnect 7 7 A 7 > b BEft \Z
RFEERELET, PRI N—TF vy B 7E GEAEL—L vy B 7 group-url
R EOBRFEDOFETETINE TN, BERBIEFIELZI FA T hexrITvo—hanE
o

1
tunnel-group <name> webvpn-attributes

authentication {{aaa {certificate | multiple-certificate})| saml}

POREA T 3 T AAA DI, FEEDO A, EHGEIED A, AAA LFEFIE, AAA
CHEBGEAE, BXOSAML T,

ASA (config)# tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
saml Use SAML for authentication

ASA (config-tunnel-webvpn)# authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:
aaa Use username and password for authentication
<cr>

ASA (config-tunnel-webvpn) # authentication aaa?
tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication

B 5oz L. S—TFRYS— BEUI—F—
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EAPID 25134 57-060s U D4 T 308z [

<cr>ASA (config-tunnel-webvpn)# authentication aaa?

EAPID ZER15 T 5D O T IDA TS 3 >DRTE

Microsoft Windows 7 IKEv2 7 5 A 7 > hiZ, Cisco ASA H— 3—M kR T )—T B ITfH
HATERVWEICT DD, IPT RLRAZA ¥ —Fy b ¥—# (IKE) ID & LTE(E

LET, ASAIZ. ASANZ T4 7 LA EAPID Z B3 T&E 5 & 912, EAP GEREM

O query-identity 7' 3 2 L TRIET 2LE R H VD £7°,

SEAESR—ZOFIEOH AL, RO X 12, ASA %— 3— & Microsoft Windows 7 7 7 A 7
s OFEREICIRES —HE (EKU) 74—V EREENTVEILERH Y 77,

« 7T AT v NAFBAETII, EKU 74—V R =2 T4 7 > FNRIFHEAE T,
o Y — N—FFHETIL., EKU 7 4 —/U K = $— _X—FEFFFAE T,

FFAAEIX. Microsoft Certificate Server F 7213F DD CA »— =L BT F9,

EAP SBFFEDO A 1%, Microsoft Windows 7IKEvV2 7 7 A 7 v % D EAP R O FijIZ EAPID 3
REFHLEST, 7T74 72 MTEAPID BERAZEET DI11E, IKEV2 ASA — 13— FdD F o x
VT N—T 7 a7 7 A JLNT query-identity — 1 — 1\75\ REINTWNAHZ EEERL T
Sy,

\)

GX)  Windows TAZY v b bRV IRELTTE D L HIZIKEV2 Tl DHCP Y7353 ViR —
MENFET, ZOEREIL, IPv4 A7 U v b bR U T EBETOREIEL E7,

FIE

ATV T s A T & Psec VE— b 77 ¥ RTHRET ST, tunnd-group =~ > REAHLET,
ESCIE. tunnel-group nametypetype CT4, = :“C\ name (% b > RV Z—FZEID B THL
AICHY ., typeld b RNVDX A T TT,

WOHITIE, IKEV2 HFR13HA % —2 44kkaol59636jnfx ([Z7%E S E T,

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

GE)
FAEE 52 T4 512X, ikev2 remote-authentication pre-shared-key =~ > K% 7211 ikev2
remote-authentlcatlon certificate 2~ > RERETHILELRH Y 7,

ATV T2 EMUR—ZOY— R X—F 4 [KER2 VE— K T2 8RA 2547 2 N Lz —3—3836F

YV R— b3 5L UTHEERREE 2 b2 (EAP) ZIRET HITi%. ikev2
remote-authentication eap [query-identity] =~ > FZFEH L £9°,

gHInoraL, =T Ry o— s&U1—F— |
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. XA — K& F D Microsoft Active Directory D% E

ATvT3

(6=3)

UE— FRETEAP Z A R—7 /W T HITiE, GEAFELMEH L Te— I L gliEaaiE L, ikev2
local-authentication {certificatetrustpoint} avy REMEHLTEN R N T A MRAL b %E&ﬁ?
THILERHY T, £ Lo ldEI1d, EAP FREERBEL SN E T,

74T bR, VE= RMEGRERICRES NI AT 3 v OFTXTTIERLS, —#afiHT
LET BT arRH) £,

IKEV2 #mD8E . R T —F O~y B 7T, UE— MNRANCHEH TX A3 HR
(PSK. FEMAE., B L UEAP) & v — W LGHREICEH C& 2585E /L (PSKis K UGERE) |
BIXOe— b NEECHEATE NI A RNKRAS V FERFETOIMLERH Y £, BIE, v v BV
TDOFEITICIE. T ERIIETIHHED 7 4 —L FOENLEE GEHE~ v 724 H) &h
7ZIKEID MERENET, MDA T a U NERLTE8EE1T. SEEGENT 741 R0
EFT—hTI7EA FrFIL 7“/1#*7"DefaultRAGroup vy B anEd, sEAES 7

UE—F BT DEEE CREES N @ﬁ@méhéﬁ7/a/ffo:@v/7a;
D, Biedb RNV T N—T~D~v v t VUM ARETY, REPEREAE HDH, N—IVET
m?7jWB®§E%E%LThyﬁwﬁw~7®§%#ﬁbﬂiT BWmﬁkiU%K
SEEOBAIE. 7 TIAT v b (P IN—TN—FT 257547 F) OIKEID £7-
IXF 74V FOREZHEHA LT R T —FOERMTOIET,

APFRRET, 7 74 7 v MRIKEID & o —H—4 ZERIIZ3E T E 2054 1E, DefaultRAGroup
F/Zw7»~7%ﬁﬁ¢5b%#%01?o

WROHFITIE, EAP FRFEERMER S TWVET,

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa(config-tunnel-ipsec)# ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

EHERTFLET,

hostname (config) # write memory
hostname (config) #

N RV ChH D I & AR T 5I21E, showvpn-sessiondb summary % 72 1% show crypto
ipsecsa 2~y R&EMFHLET,

INA ) — P%IE%O) Microsoft Active Directory D% E

FREIZLDAP 7 4 L7 R U H—N—%fEH L TV 554, /AT — &L Sun Microsystems
JAVA System Directory Server (IH4:F5i% Sun ONE Directory Server) %3 & U Microsoft Active
Directory Z ] L CHA— hSivE 7,

B 5oz L. S—TFRYS— BEUI—F—
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REOY A VBRI — FOEEEL—+—(238%F 5 7= Active Directory DA ]

*Sun:Sun7 4 L7 hY Y ——|ZT JERTHTDIT ASA ITHE ST D DN A3,

P N=DF T F )V b NAT =R RY o —ZT 7 A TEDLLERHY £, DN & L
T, 74 V7 NUERE, £237 4 L7 P EREHERE O -V —2ElT52 &
EHEELF3, F1E. T4V RRATU— R RY T —IZACI AR ETEET,

* Microsoft : Microsoft Active Directory C/XA U — REH A A Rx—T7 /LI T 5121, LDAP
over SSL Z i ET D MENH Y 7,

Microsoft Active Directory T/N AU — REHLAMIHF 5 121%,. —ED Active Directory /X7 A —
HZEREL, ASAT/HAAY — NEHERET OLERHY £9, ZOHTIE, SEIERNA
U— REET 7 v a VIZBE T 5 Active Directory DX EIZ DWW T LET, T b O]

%, ASATO/NRYT — REFIRA R—=T W7 > TWT, T 532 U — NER RPN R E
SINTNDHZ EEFHEE LTOWET, ZOHOFFEDFIETIL, Windows20001Z351F % Active
Directory D HFEICE L L TWET, ZOHTIX, FRACLDAP 7 1 L7 b U H——%ffH

LTWbZ ExhifEd LTWET,

REIOG A UBEIZ/INRAT— ROEEZ1—H—[Z58%]9 5 = H D Active Directory D {5

WlEla 7 A VR — Y — NZA T — ROEH & o — P — (2535 121%, ASAD Ly
N—7 k@7 4 ¥ 2 L— 3 F— KT password-management 2~ > R&f5E L T,
Active Directory TIROFNEZ FEITLET,

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Active Directory Users and Computers] DJIEIZ 3
WLET,

ATwF2 £V v 27 LT, [Username] > [Properties] > [Account] Z3&#R L £,

AT 73 [User must change password at next logon] &= v 7 R v 7 A% A4 12 LET,
IOz —HF—=PNREE T A T HEXIZ, ASATROT a7 MRFREET [Newpassword
required. Password change required. You must enter a new password with a minimum length n to
continue.] fx/NE/ XA T — RE ni&, [Start] > [Programs] > [Administrative Tools] > [Domain
Security Policy] > [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] T
Active Directory i ED—# & L TERETE £7, [Minimum password length] % & L £ 7,

Active Directory Z{FFH L1=/\XJ— FORXESBHDIEE

X T 4 2T 572D, —EDOHERREEG AT — RBHIRUINICR S X ITHRET
TET, 2P = AU - ROERAEHAEEHEET HITIE. ASA D b RV TN—T—f%
BiEar 7 4 X2 1 —3 g F— R Cpassword-management =~ > K& 5 L. Active Directory
TROFNEZFITLET,

gHInoraL, =T Ry o— s&U1—F— |
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. Active Directory % {1 L f1=fx/N/ X 7 — KR O34

\)

GE) LUl NAT— RFORZHBOREREE ETT LD XN T N—T VE— T 7 & A
AT 4 FXal—rarO—#E LTEHEEIN TV radiuswith-expiry =~ > RIZIEHEREIC
o TWET, ZOavy NI, AT A—T—fKEEE— FTATIIND
password-management 1~ > RIZE XX HILET,

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy] Z 3R L £7,

AT w72 [Maximum password age] # % 7V 7 U v 7 LET,
AT w73 [Define this policy setting] 7= v 7 7R v 7 A% A2 LT, §Fr[3 % [Maximum password age] %
HEAMTHELET,

Active Directory Z{EfH L f=&/NV XX 7 — KR D5l

NAT— ROF/NEZERIT HI2IX, ASAD b RNV T N—T—EtEar 7 4 oL — 3
> %&— R password-management =~ > K& 8% L. Active Directory TR D FIE% FEIT L £
-éAO

FIE

AT w71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] % #R L £,

AT w72 [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] % 3R L £,

A7 w73 [Minimum Password Length] 2% 7 /v 7 U v 7 L&,

AT 74 [Define this policy setting] = v 7 R v 7 A% AN LT, NATU—RIZEDDLEND D/
LFHERELET,

Active Directory Z{EFH L f=/XX T — FDEH D & H

BHEIRNAT — R To b 2R, RCFE/NCF BT BLORBRITFE G\ AU — N4 3
RKT2DITF ASAD F o AfN I N—T—fKEtEa 7 1 Fal—v g E—RT
password-management =~ > K& AJj L., Active Directory TIRDOFNEZ FEITLET,
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AnyConnect & 51 7 > k %+ — k3% RADIUS/SDI # v £t—UniEmTn 77 1 Lot [

FIE

AT v 71 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] 34k L £9 , [Windows
Settings] > [Security Settings] > [Account Policies] > [Password Policy] Z#R L %9,

AT w 72 [Password must meet complexity requirements] % % 7 /L7 U » 7 L C, [Security Policy Setting] %
AT TRy 7 ARREET,

AT 73 [Define this policy setting] 7= » 7 iR v 7 A% 42 L C, [Enable] Z R L £,

SRAT— ROBMEMEORENL., 2 — =N RAT— REEET L L X 2P TEDCRY £,
7o & ZE, WEm 7 A VIR NA Y — REE ZEH 325, E£720En BRIZ/SA T — RRHIRY)
MU D EDIWCRELIEGAETT, al A4 VR, HiILWSRAT—ROANEZRDL T T
MRFREIN, VAT LB AT — R T 22T ANE T,

AnyConnect 7 54 7 > kb ZH7R— 9 % RADIUS/SDI A v — D&
IO T7AILDERTE

ZOIETIL, RSASecurelD V7 Fo =7 h—2 U&7 % AnyConnect VPN 7 7 A 7 2 |k
2, SDIHV— "—2 7B F T 25RADIUSH—"—KH TV 747> MIEGFEIND 22— —
Ta T MIIELLSETE S X127 FEICO W THAL E7,

)

GI) #iwu umi%é ;&E fo_iﬁl:l N SDI % i i7o§47 ) [ uE“‘j—_/\‘—Tﬁ_ j‘ﬁ‘—l_‘_‘ }\ éhijﬁo

U E— k =—H—7»% AnyConnect VPN 7 7 A 7 > b T ASA |25 L. RSA SecurID h—7 >
A L CRBREZ A D &, ASAIZRADIUS — 83— LalfE 2470, KRIZ, F8FEIC-2W T SDI
= N—=LEEEITVET,

SHAFDOMINC, RADIUS H—NZASAICT 7B A Fy Loy A v —V% R LET, 2hb
DF ¥ LY Ayvt—UHI, SDIV—"HDTH A REEGTIREA v E—URH 0 3,
ZDAyE—T TF A MI, ASA 73 SDI — 3— L EHEHE L TV 5 E & RADIUS 7'z %
VEBHLTHEELTWDGE L TRRVET, £D72®H, AnyConnect 7 74 7 M ITHA
T 47 SDI — "— L U TR S H 572012, ASA L RADIUS Hh— =600 A vE—U%
EIRT DN H Y F5,
F72, SDI A v =L SDI P — " TREFMETHDHZH, ASADAvE—Y TFAMDOE
RETZIT—H, SDIV— "D A =T THFANE—HTHMLERNHY T3, —H LW
A\)% N7 FAT v ha—WZFRENL T a7 M, HiFPlonE L Sns7 739
AT LTCEEITRWGE SRS Y £9, D728, AnyComnect 7 74 7k BIRETXFIZ,
FOREDN KRBT 2 IREMED B 0 E 77,

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |

B rrowssol v t—SEYR— LT BEOOEELYTF A FTSATUROBRE

RADIUS/SDI X v E— %R — 57200 8Xa2 VT 4 T I9AT L ADZE (48 ~2—
V) 7T A4AT 2 hE SDI Y —A—OFEEMERIZHKI IS K9 IT ASA 2R ET 5 HIEIZ
/)ll\fl]ﬁ% Liﬁ—o

RADIUS/SDI » v t— & HHR— T B1E=00EX1) T4 TTSATUADETE

FIE

&

ATvT2

SDI [ @ RADIUS & A v B—T %R L. AnyConnect 7 7 A 7 > b =—H — |2l 7
rvaraERDLTR T NIRRT DL IICASAERET DT, ROFIRZFATLET,

Fo VT —T webvpn 227 4 ¥ a2 L —3 32 F— R T proxy-authsdi =~ > RZ#f L
T, SDIH—"_— L DEBEEEZ VI 2 L— M5 H1ET, RADIUS & A v — V& HRkT
Lm0 7 7 A (v T —7) ZFELET, SDI V— "—IZFRAEE LD

a—P—i, ORI T AN EN L TERTALERNDH Y £7,

&1

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

k>R Z =T webvpn = 7 4 F 2 L — g F— F T proxy-auth_map sdi =~ > F&ff
AL T, RADIUSH—N—IC Lo TERBEND A vE—V T H R b ERIRE TN 5T
5 RADIUS JGEA v E—Y TF A M%& ASA TRELET,

ASAWMERT 25T 74V FD A »E— 73 A MME, CiscoSecure Access Control Server (ACS)
THHEINDT 74V FDAvyE—Y TF A2 T, Cisco Secure ACS Z#fifH L T\ T, 7
THNPIDA =V THFAPEHALTODLEE, ASA TAYE—Y TX X FERET D

VIS FHA, TNUSOEAX, proxy-auth_mapsdi 2~ REFHL T, AvtE—¥
THXAMDB—ET LI LET,

WKOFIZ, Av—Ya—K, T74/VEDORADIUSIEE A vE—VTF AN, BLXOKA

T—VOMREE TR LET, EX2 VT 4 T TA T URIL, T T MR SN DNEF I SCF

BNERRBET D20, A vt—U T %A MUERT L CFFNIRNOSCFHN O 78 > hTixZen
T HHENRHD £,

72 & 21X, TnewPINJ 7% new-pin-sup & next-ccode-and-reauth D 5 IZkT 5T 7 4 /L D A v
=Y TXANOYTEY FTHDHELET, new-pin-sup & newPIN] & L TEE L=
B, BX2UT 0 TT T4 7T 2 AT RADIUS H— 3225 new PIN with the next card code] %
Z{59 % &, next-ccode-and-reauth = — R TlX72 < new-pin-sup 2— K& 7 F X hZMRE L ET,

SDI#fEa— R, 774V DA yE—Y THFA M BELOA v =V DORE

Ayt—2 33— T I 4L O RADIUS [T | #8E

~ EAvE—U TEREb
next-code Enter Next PASSCODE Z—HILPIN Z AHEFTITHKDO h—2F7 > a— K& A

NTDHMERDHD LR LET,
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sn—Fkyo— |

Ayt—va—
k

F 27 #JL k@ RADIUS i
BErAvyE—CFXRb

new-pin-sup

Please remember your new
PIN

HLW AT LD PIN Mt s Ty, 2—Hi
TOPINZFRT 5 LamLETd,

new-pin-meth

Do you want to enter your
own pin

Hr LU PIN OFERRIZ E o Ly PIN FlA 42
N a—YlizsmhaEd,

new-pin-req Enter your new 2—HPERDOPIN ZANTHIEH2ERTH L%
Alpha-Numerical PIN RLET,
new-pin-reenter | Reenter PIN: — R U 7= PIN ORERD 72 912 ASA DSPNERHY
R LET, 22—l n 7 F 2RI,
74T NP PIN R LET,
new-pin-sys-ok | New PIN Accepted Z—HFRERAE L7 PIN 2T ANONTEZ &R L

i—g«o

next-ccode-andreauth

new PIN with the next card
code

PINEMES, TRD h—2 v a— K& ThD, REE
DFEDIZTH LWPIN ERD h—27 v a— ROl 5%
ANTAEVERSHLZ Era—P IR LET,

ready-for-sys- pin

ACCEPT A SYSTEM
GENERATED PIN

Z—WN 2T LR O PIN 25T B HEH N T T
WA Z L ART IO ASA DBSNEHIZEE A L,

W DOHITIL,
ERELET,

aaa-server-host &— RIZA D | RADIUS i A v & — new-pin-sup D7 ¥ A k%

hostname (config) # aaa-server radius_sales host 10.10.10.1
hostname (config-aaa-server-host)# proxy-auth map sdi new-pin-sup “This is your

new PIN”

ON—T K1) —

ZOWETE, ZN—7 R —LZOFREHFETHOWTHHLET,
TN—7 R —iE, IPSec #EfHH D2 —F —BHEOBIEEEORTRE Y Mo H D

T, T AR (2—2 ) ITRIFESID D, MO RADIUS — N—{ZRFE N E
T, B e 7 7 A VT, MR, 2 —BRORERET H I N—T R Y
eRNMERHESNET, IA—T R —EEHTLE, 22— —F T —D I L—T I
By NERRZEATE DT, 22— =L I BEEFERICHEET AHLERH Y T8
Ao

gHInoraL, =T Ry o— s&U1—F— |
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B 7o+rr0o—Fxys—ozE

=PI N—=T R —=FEOY T, FEDZ—F—DINV—T K)o —%EHL
7203312k, Jue— a7 ¥ a2 b—3 3 E— FTgroup-policy 2~> FE AL
£

ASAIZIE, T74NV DT NV—T R —NEENTWET, BFITTE CHHIBRIZTE 7
WTF 74NV DT NA—F R =2z, BOORERIZEFED 1 2L EOI7AV—T R 2—
BERRTAZ L TXFET,

W N—T R =LA N—T R — %R ETEET, WEHZ L —T7 1T ASA DNES
— FN— XA TRIESNET, SMBZ L — 7 1L RADIUS 72 £ OAMBERGE — N — IR E SN E
T IN—7RY—ITiE, ROBERHY £,

* Identity

« = R—DEFE

IV TAT VN T 7 AT U —LOEE
s xRV VT T han

* IPsec DFRE

e N—KRUxT 7 T74T 2 NDORE

* Filters

c JIAT a4 F¥al—TarD

o
it

o PR DR AE

—

TFTIAILEDTIL—TR)—DER

MATﬁ\?7¢wk®7w—fﬁuy—ﬁ%&éhi¢o:®?7fWF7W~7ﬁU
EEECTEETN, BRI TEERA, T 74V DT NV—T KU >—F, DflitGrpPolicy

ckb‘OZuHu’CASA WICHICHFIELTWETH, ZOT 74V DT NA—T R —Ii%, ASA’C

%h%ﬁ%?éio;&ﬁbkwwbﬁw R0 EHA, FOMDILV—FRY o —Ei&

T 556, WRIICHEE L2WEEOEIZT 74V O 7 —7 K /%75”5&%3%&*%

\)

(GF)  DfitGrpPolicy IZFEE S LTV D (ZDOHKIZEIV ¥ THi) 33T AnyConnect 7 7 A 7 >

N 7wu 77 AH A7 (Network Access Manager, Cisco Umbrella 72 &) % & 7> AnyConnect 27

FAT N Ta Ty AL, O 7 N—T R Y 2—7h DAtGrpPolicy 7> L kKT 5 X 9 IZHR

BIZRRE SALTWVZRWR Y | mmﬁw—ff)y—*iofﬂﬁéﬂiﬁh DEY | FFED

AnyConnectﬁ TAT U NI T 7 ANNBITN—TRY —TREINTWHEE . DitGrpPolicy
WZBEAT T 50TV % AnyConnect 7 7 A 72 b 7'm 774’/1/ IR S EH A

TNV NDOTN—T R o—%FRTHITIE, ROa<wr Re AN LET,

hostname (config) # show running-config all group-policy DfltGrpPolicy
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hostname (config) #

TIZHNV DT N—T R —%FETHITIE, WOa<wr Re AN LET,

hostname (config) # group-policy DfltGrpPolicy internal
hostname (confiqg) #

)

CE) T30 0N —7 R o—i%, FIZWNE (internal) TY, 2~ FOFEIT.

hostname(config)# group-policy DfltGrpPolicy {internal | external} T3 23, %A 7 %45 (external)

WEETLHZ EIETEER A

FIIN DTN —T R O —DIEBDOBHEEET 4T 5481,

group-policy attributes = <

Y REEHLTEEE—RICAY, To%, EEAROBEHEZEE S L-00a~ >y Fa4EE

LET,

hostname (config) # group-policy DfltGrpPolicy attributes

\}

()  RBYEE—RFENEIA—7 R) =g I E T,

ASA TR END T 7 4L b D7 v—7 K Y 2 — DfltGrpPolicy

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal
group-policy DfltGrpPolicy attributes
banner none

wins-server none

dns-server value 10.10.10.1.1
dhcp-network-scope none
vpn-access-hours none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-cl
password-storage disable

ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none
split-tunnel-all-dns disable
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intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user-authentication disable
user-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable
backup-servers keep-client-config
msie-proxy server none
msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none
msie-proxy lockdown enable
vlan none

nac-settings none

address-pools none
ipv6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
client-access-rule none
webvpn

url-list none

filter none

homepage none

html-content-filter none
port-forward name Application Access
port-forward disable

http-proxy disable

anyconnect ssl dtls enable
anyconnect mtu 1406

anyconnect firewall-rule client-interface private none
anyconnect firewall-rule client-interface public none
anyconnect keep-installer installed
anyconnect ssl keepalive 20
anyconnect ssl rekey time none
anyconnect ssl rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ssl compression none
anyconnect dtls compression lzs
anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none
keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647
upload-max-size 2147483647
post-max-size 2147483647
user-storage none

storage-objects value cookies,credentials
storage-key none

hidden-shares none

smart-tunnel disable

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable
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url-entry enable

deny-message value Login was successful, but because certain criteria have not been
met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information

smart-tunnel auto-signon disable

anyconnect ssl df-bit-ignore disable

anyconnect routing-filtering-ignore disable

smart-tunnel tunnel-policy tunnelall

always-on-vpn profile-setting

FTIT NN TN—T R = IEFARETT, Fiz, BEICEAD 1 S EO T V—7 K
—HEERT AL TEET,

GIL—T R —DHFE

TN—TRY =%, T _XTCOFEED PR VCHEATEET, EFHEL08EL, T A—X
BRI ESNTWARITIE, 2OV —F13F 74V kN T —7 R > —DfEZFEH
LET,

REFAAZIL, Yo 7N aryTFAFE—-FELIEISALTF a7 F X b F— RO THET
TEET,

\)

GE) <= F ar7FA bk EF—FIIKEVI BEOIKEV2 VA Y —H A MMoA@EH S, IKEv]
IPSec @ AnyConnect, 7 7 A 7> kL' A SSL VPN, Apple %147 47 VPN 7 747 > k.
Microsoft £14 7 4 7 VPN 7 S5 A7 b, F7-I13cTCPIZITEAINER A,

NI I—T R O—DHRTE

AT V=T R L —DJFMEEICIE, FFET DM — " —DEARG S ET, ST —
TRV V—DOGEE, ASABEND 7 =) —EFETTEDAAA T — = T —TEREE L,
Z O AAA F— 13— T — TS B ETIFT 5 & ST 582 U — RE T 50
TRH Y 3, MBEIE —N—ZEH L W T, MBI A—TF RY — R, kT 57T
ED2—H— L& [ LRADIUS y—_—ZH D56, TNOOMTAHINEELRNE TS
VR DY £,

\}

GEX)  ASA TOIER T NV—T41%, RADIUS r—_"—Dax—WF—ZEHR L CWVET, 2F D, ASA
AN 7 N—T X R E LT254A . RADIUS r—_— 37 =) — % a2 —P— X 1ZxT 5%
FRERZRLUET, LIENoT, A7 L—71%, ASA 1T & - THERIZAR B %2 £ RADIUS
P—N— LD —HF =T H T MNITEEHA, MBI NV—T RBENRGET 2 TED 2 —H —
& A U RADIUS B — —|ZfFET 254, TNODOM TARIZEBEEIEDL Z LT TEEHA,

ASA 1%, M LDAP £721% RADIUS H— _"—TO a2 —H —Fif 2R —F L TWET, 48
P —R—Z2fFE AT 5 L HITASA ZRET DI, WU ASARABEEfEEL T —1_—%
BREL., TNOH0ORBEOT 7y b LA O —F — (kT D4 EDFHF A Z2E Y Y CTHNLE
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B mso—7%us—okm

FIE

RNETIL—T K1) >—

HFET, Y — S—EBETAITIT. VPN DOINE AAA F— N— D E OFIZHE- T
<TZEV,

ST N—T" R U —ZRET DI, IROFINAZFEIT LT, server-group 4 & /XA T — R &
LB N—TF K \/%@% AiE 2 A4 THBEELET,

hostname (config) # group-policy group policy name type server-group server group name
password server password
hostname (config) #

GE)
N T N—T R —D%AE, HR—FZDd AAA —3— Z A 71X RADIUS 721 CT9,

72 & 21E, o a~< > ik, ExtGroup & W) ARIOHNEE 7 V—7 R —MERR L £, =
DI N—T"RY > —DEMIT, ExtRAD &9 AHTOIHBRADIUS — = LG S, &
MERET S &SI IN D /32T — K23 newpassword I[ZHEE I N E T,

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (config) #

()

VPN O AAA — R —DFRE I SN TND L 912, W OO ¥ —[Ef M
(VSA) Zi%ET& %9, RADIUS Y — "—73Class @I (#25) Z#iKT LI ICRESNTND
Bt ASAIL, 7 NV—T7 X OG- ZEDEMEZEH L E 7, RADIUS —"—7TiX, BIEIER
DA THET H2LENRH Y £9, OU=groupname, Z Z T, groupnameld, ASA TiHE ZiL
7= N—T7% L R—7T9, #l. OU=Finance,

DAERL

W7 NV—7 R o—Z&ET DT, a7 4 F¥alb—rarE—RzBLET,
group-policy =~ F"i’ﬁifﬁ LT, ZV—F R —D4HETE internal # A 72 ELET,

hostname (config) # group-policy group policy name internal
hostname (config) #

7o & 2 IE, RO =3~ 2 RiL GroupPolicyl & WO ARTONTZ NV—7 KU —ZE L £7,

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #
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\)

GE)  WolmAERRLEZA—F R S —OARNIEE T EH A,

F—U—Ffrom ZBMNL TEEFORY > —DARTZIET D 2 &ick b, BfFO 7 Lv—7 R
Jo—0fExabe—L7T, NEZAL—7 R —DEELTRETCEET,

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

7= & 23X, kD 2= RiZ GroupPolicyl @M% = £°— L T, GroupPolicy2 & V> 9 4 i D NH
IN—T KY —%ER L ET,

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #

— BRI RESIOINL—T R O—BHEDHRTE

TIN—T R I—4%4

TN—T R Y T —DAFNINEE T N—T R —DIERFFIGER SN TWET, WoTlz ufE
BRENTZTN—F R —OAFNIEFETE TR A, B OWTIE, NEZIL—TF R 2—
DIERL (54 =) B L T E &N,

HIL—FTRYSo—DINF— A vtE—SDHRTE

FRTHNT—FBZUMA v E—Y (HDHGE) ZHELET, T 74V FTIE, N —

FRENFEA, BELIEAyE—=ViF, VE—F 2 IAT BB LIZEXIZ, 2D T
ATV MIERENET, N —ZHEETDHITE, V=T RV —ar74Fal—3
> E&—RNThanner 2~ FZANLET, NF—TFAMOEIFS500 LFETTT, &
IRUATEEAT HHA1E. \n) =7 A2 AN LET,

VPN U E—h 774 T hTOOT A L BICFRIND BRI —DFE XX, ASA —
=3 279.5.1 T510 ~ 4000 SCFATHM L E L7z,

)

GE)  ANF—HNOERYIATIZ, 2 XFL L THALNET,

Nl —%HIEET 5120, Zoa<wr FonBEXEANLEST, Zoa~vr Rono a2
ERAR N 7»—7%)/—®¢AT@A+ PHIBRISND Z LICEEL T3,
ﬁw—ff)y—i BIOTN—T R =M ZOEEMEKTEET, EEHALZNE

2T DI, RO LD, NF—XTFHOMEEEET 5P VI nonex—7— K& AL
ij‘o

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-group-policy) # banner {value banner string | none}

OB, FirstGroup & \W\9 ARTD T )V—"T R Y L —I3F—2ERT 5 HiEER L TWE
T

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# banner value Welcome to Cisco Systems ASA 9.0.

JE—F 7O EREHEDT FLA T—ILDIEE

VE—NT 78R TZIA47T 2 MRASAICHET 256, ASAIX, EticiEEcs i/ n—7
RY S —IZHEASNTIPVE F7201XIPV6 T RL AR 7 54T MIEIV Y TAHZ ENTEFET,
o—Hh)L T RLUADOEY) B CIZERATAHRK6HOa—IL 7 RLRA F—LDY XA NEIEE

TEXFET, P NOEEEFIZTEETT, ASATIE., Z0avwy R E2EE LEIEFIC
HE-T, FNHDT—IMBET RUANRED B THENET,

RETI—T R)—~DIPVET7 FLRA T—ILDEIY KT

FIE

ATy I

ATy T2

IR B I
IPvd 7 LA F—La B L £,

IN—F RV —ar74Xal—var ET—FElBLET,
group-policy value attributes
1 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv4-pooll, ipvd-pool2, I I Wipvd-pool3d & WD £ ETDT KL A 7'—/L% FirstGroup 7/ /V—7
AU —IZFID U TES, FA—T R 2—Zix, RR6EDOT LA T —A#EETE &
D

address-pools value pool-namel pool-name2 pool-name6

1 -

asa4 (config-group-policy)# address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asad (config-group-policy) #
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ATvT3

ATy T4

ATy T5

WETL—T K o—~n P67 KLR Ty ST [

(EE) IN—T K —FENDLT FLA T—L&ZHIBRL, 7 RLVA T A@EEZR LT
DefltGroupPolicy 72 £ DD YV — A HD 7 K LA 7 — Ui Z & 95 121X, noaddress-pools
value pool-name =~ > K& A L £,
no addr ess-pools value pool-namel pool-name2 pool-name6

1 -

hostname (config-group-policy) # no address-pools value ipvé4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

({LE) address-poolsnone 2~ > R, RY T —DRID Y —A (DefltGrpPolicy 72 &) b =
DIEMEEMWART D 2T 4 E—T M LET,

hostname (config-group-policy) # address-pools none
hostname (config-group-policy) #

({:E) noaddresspoolsnone =~ Ri%, address-poolsnone =~ K& 7 L—7 KUY I —
MHHEIRL T, 7740 ME (fFEKOFFA) IZRLET,

hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

RETI—T R)—~DIPV6 7 FLRX T—I)LDEIY KT

FIE

ATy T

ATvT2

IR HEIIC
IPv6 7 RL A F— LB LET, VPNDIP 7 RLZEZBRL T X\,

IN—F Ry —ar7 4 FXalb—rar T—REBLET,
group-policy value attributes
i -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv6-pool &I ZHTDT KL A 7 —)L% FirstGroup 7 /L—7 R U > —ZED 4 TEd, F—
FRY =2, BRK6HDIPV6 T KL A F— L Z2H) B THZ LR TXFET,

% -
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B/ xus—orryry Joraross

ATvT3

ATvT4

ATy TH

Z OFITIE, ipv6-pooll, ipv6-pool2, I3 L TN ipv6-pool3 73 FirstGroup 7 /b—7 7R U 2 —IZHE| 1
BTHNATWET,

hostname (config-group-policy)# ipvé-address-pools value ipvé6-pooll ipvé6-pool2 ipvé6-pool3
hostname (config-group-policy) #

EE) ZN—T RV —RENSGT FVAT—=V&ZHIERL, 7 LA 7= AREZRLT
DfltGroupPolicy 72 £ DD Y —Z B DT R LA F— G R &2 #HkAT 5121, no
ipv6-address-pools value pool-name =~ > RZfEH L £,

no ipv6-address-pools value pool-namel pool-name2 pool-name6

&1

hostname (config-group-policy) # no ipvé-address-pools value ipv6-pooll ipvé6-pool2 ipvé-pool3
hostname (config-group-policy) #

(£ Z OEPED DAtGrpPolicy 72 ELDR Y v —D YV — AN HfE SN/ nWE 51T 51
X, ipv6-address-pools none 2~ FZfFEH L 7,

hostname (config-group-policy)# ipvé-address-pools none
hostname (config-group-policy) #

(f£E) noipv6-addresspoolsnone =~ > K] LT, ipv6-address-poolsnone =~ > K%
ITN—T RV —D0BHIBRLT, 774/ ME (fEADOFFA) ICELET,

hostname (config-group-policy) # no ipv6-address-pools none
hostname (config-group-policy) #

GI—THRYS—D o) 7FOMIILDIEE

TN—THR)— a7 ¥ 2 b—3 3 F— FTvpn-tunne-protocol {ikevl | ikev2 | 12tp-ipsec
| ssl-client | ssl-clientless} =~ > RZ AL T, 2O NV—7 KU —D VPN b XA
rHEELET,

FI A MEIZ, TIANDE TA—T R —DRER KT S LT, oty FET
a7 4 X2 lb—varynbllRETAIcE. Zoavr Fono s AN LET,

ZDawy RONRT A—=HDEIIFROLONH Y F97,
sikevl : 22D LT (Cisco VPN Client 721350 Fx =27 7 — o= A) [HD IPsec IKEv]
Mok raron— R LET, Ak Kok, 1720k, BLOF—EHAHIET 5
X2 VT4 TV m—va v EERLET,
«ikev2 : 2 DD ET (AnyConnect 7 7 A 7 b £13BOv X277V — b U=A) MWD

IPsec IKEV2 b puZz v m—hLET, Wik, Bk, 7 wfb, BRXOF—%
HEHET 2270 TV v2—2a VEERLET,
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o |2tp-ipsec : L2TP #£#i® IPsec b Lz T m— M LET,
» ssl-client : AnyConnect 77 7 A 7 > b CTLS £721% DTLS Z#fMH LT, SSL k> F/L%& %
Ty —hLET,

» sdl-clientless : HTTPS %It~ Web 7 7 U WM TY £— h =—F—|Z VPN —E R %
HLET, 27947 MIKLELD 5 A,

ZDavr REANLT, 12 EDO MR 7 E— RERELET, VPN bR E4 L
THe T Ha—P—12iX, Dbl OO RV T EF—RERETILENDH D £7,
W OB, FirstGroup &9 ZRiTD 7 V—7 RV 2 —|ZIPsec IKEvl bR U 7 £— N&i%
ETDIHERZRLTWET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #

JE— 79 EXADVIANDIEEFIEZTIL—TRYo—~DHET7HI XA bO—

JLIL—)LDE

T A NEITEEON—VInBER SN TOWET, ZnHD—E, ASAEZNLTHEIELE b
YRV T T8 Ny NEFFR[TANESR T A0 E, BEILT RUA, 5T RLA,
0 kg PIlESOTIRELET, V=7 R —DIPv4 £721X IPV6 AT 7 A =2
Yhue— L VR RNERET D0, ERET 740 N 7TV —T R —THE L7 ACL Zifk
ATHEolcTcEET,

WDOAT v arDONTNNERIRL T, VE—F 727 2HDOH T VLAN ( [VLAN = v F°
Y7 EBMEND)  FRE N T T 4w BT 4 NE ) T B ACLBRRELE T,

\}

GE)  IPv6 ZfEH L CVLAN ~ v B 7 2 FZITT 5546, HEbESNZ N7 7 4 v 7 BNEER » b
T— =T 4 T END LT B0, A8 B6dt) 7 LU RIE VLAN Z & ICE A
T AMBERHY T, BALZVLANBLIOIL—F XA Y v 71kt LTCRIUSESE Ry F U —

JEMEMT 52 LIITEEEA,

c IN—T RV —ar T 4 Fal—ra = RTHROa<v REANLT, 2O )—
TR —FRIFIOTN—T R —%fETE I N—T R —IZHYETHNT
WAHIUE—RT7Z7EAVPNEy > a HoOH) VLAN 23 8E L7,
[no] vlan {vlan_id |none}
novianix, Zv—7AHR U —nbvanidZHIFRLET, JA—7 KU v—iX, T 74+
FOTN—TF RY o —05 vian fHZ K L E 9,
nonelL, Z/—7 KU —MmhbvanidZHlRL, 207 V—7 KY —ITk$ 5 VLAN
v ET =TI LET, FA—T R —iE, TN DT A—T R
=G vian [EE A L £ A,

gHInoraL, =T Ry o— s&U1—F— |
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B /=70t RO VAN DIEEE LRI L—T K S—~DHETH£R 3> FO—IL L—LOER

van_idix, o7V —7" RV —%2EHTHVE— T 7 EAVPNEY v a ACHID Y
T% VLAN OF 5 (10 #3K3) CT7, VLAN X, —BHEfEH= 7 FaLb—va v
774 K@ [Configuring VLAN Subinterfaces and 802. IQ Trunking| OFNEIZHES T, Z D ASA
TRETDHLENRDY £7,

A

GE) 77472 hLAVPN 8GOS, 1) VLAN #6813 HTTP
72 ka)TOREELET,

« J)V—7 KR —F— R Tvpndilter a2~ FZ2FEHL T, VPNE v a3 ZEHT5
T8 A arbu—)b— (ACL) OA4HIZIEE L ET, vpnfilter 2~ RZ2EH L
T, IPv4 E£721X IPV6 ACL 5 ETE £ 77,

N

) ZoRMIa—V—LZEF—RFRTHRETDHZIEHLTEET, TDOH
B, 22—V —Z DO T CREINTERIN—T R —DELY
LEREESNET,

hostname (config-group-policy) # vpn-filter {value ACL name | none}
hostname (config-group-policy) #

ACLEZHRELT, 2O NL—T R =IO, SFIERZATDONT T 4 v 7 &
FIIEELET, KIC, vpndfilter =~ FZAHDLT, ZhHDOACL ##H L £,

vpn-filter none =~ > K& AN L THER L= X UlEZ & T, ACL 2B 521X, Zoa<
YROnWREANLET, nod 7 a a2 HTHL, HEMOINV—T R >—inbik
KTEDLE TR T,

7»~f€)y~i DT N—TF R =D ZOEEMREATEET, EEMALRWE

2T 51213, ACLAZRIEET APV IZ, nonex—V—REZASLET, none¥x—7— R
m ACL W Z ¢ ZRLET, ZOF—U—FRIZLD, XVENRHRESN., ACL BNHERE
nEJ,

WIZ, FirstGroup & WO ZFTDOZ NV—T 7R Y 2 —0D, acl vpn £\¥H ACL ZFONHT 7 4 L
BRETDEERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter =~ FiX, P RANOHTEBROESEDO NT 7 1 v 7 & B RIVITADHI
B BALRlD b7 7 ¢ v 712 SHvET, vpnfilter |26 415 ACL % interface access-group
BT D Z L3 TE A, vpndilter 2~ R&, VE—KT7Z7BAVPNZ T T |k
Bl 2 70— R o—IZE AT 58541%. ACL D scip DALEDZ A4 7> ~E
DYTIPT RLABIWACL @ dest_ip DALED T —H )L v b U —27 (2% LT ACL % &
THVENRDY ET,
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UE—k PO LRD VAN QEEE BT L—T KU S—~0#&T7 12 2 ko—L L—LoEmR [

vpn-filter =~ > K% LAN-to-LAN VPN 85 2 il 92 7/ —7 RV o —IZEH T 25813,
ACL D src_ip ONLED Y E—k v U —27 B LW ACL O dest_ip DALED 2 —H /L % b
T—71Zx L CACLARET HAMENH Y £7°,

vpn-filter FERE TR 272912 ACL 2% ET 25613, EETLHILENRH Y 7, ACL I,
TEALBED N T 7 4 v 7 I L TR EN TV D Z EICEBE L TLIE& W, 27U, ACLITZX
KHMDONT 7 4y I L ThEHINET, PR TO, BELETIOZDNF 7 1w
JIZOWTIE, ACLIE sre ip OALE & dest_ip DALE A2 AR Z 726 DIk L THEE ST
£,

VPN 7 V23R ICORBMA SND Z EICH-EL LK EZE&N, 77V r—yvar A
VAN gy DT I a Nl o TERMNIZSIP AT 4 TR DO b & U BEgIC T
HEIhFEHA,

OB TIE, vpnfilter ) E—KF 7 Z7EAVPN 7 547 bEFRIHEHLET, ZOHIT

X, 72947 MEIDYTIPT L A% 10.10.10.1/24, @ —hv %> hU—7 % 192.168.1.0/24
LLTWET,

WD ACEIZE->T, VE—FTI7EBVAVPNIZ T4 T "R —HF/L Ry hU—27(Z Telnet
PERATAZ ERTFRENET,

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

WD ACEIZL>TC, u— NV Xy =R UE—F T I78R T TAT 2 NI Telnet Zff
AT sz tndFashnEd,

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

\}

GE)

ACE O access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 2312k -> T, u—H/L %y hU—2 %, HETHR— b
AL TWDBEAIUEEDTCPR— b TDY =K T BR 7 T4 T h Dk B4A
DFFAlSLE T, ACE @ access-list vpnfilt-ra permit 10.10.10.1
255.255.255.255 eq 23 192.168.1.0 255.255.255.0(2L~>C, UE—hK 727 &2R
74T ME, BFEXR—F23E2HEHL TWAEAITEED TCPAR—hTOR— )V % v
U — 7 ~OEIE T S E T,

ROFEITIL, vpn-filter % LAN-to-LAN VPN 5§ & I L9, ZoflTiL, VE—F xRy
hU—27 % 10.0.0.024, 2—A)L F v FU—27 % 192.168.1.0/24 £ L C\WEF, KD ACE |2
FoT, VE— Ry b= Rua—h Ry hT—7ZTelnet ZEHT 5 Z LTSN E
h@‘o

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

gHInoraL, =T Ry o— s&U1—F— |
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B /7 —F#%s—ovwn7sexsmoks

WDOACEIZLE>T, a— IV 32y b= R UE—F Xy U —7(C Telnet i fH+252 &
BEFRENET,

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq
23 192.168.1.0 255.255.255.0

)

GE) ACE @ access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0

255.255.255.0 eq 23 L-> T, v—A/ Ry FU—27F, #MEILAR—F 23 2L T
WDGAEIAEED TCP AR — R TO Y E—k Xy MU —7 ~OHERENFF I SLE T, ACE
@ access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23

192.168.1.0 255.255.255.0(2LK->TC, UE— b3y hT—27F, H[EILA— b 23 &4
AL TOWDHAITHEEDTCPR— hTOO—H LRy U —7 ~OEH RGN TF T S ET,

GIW—THR)—DVPN 75 & AR DIETE

FIE

ATy I

ATy T2

1R BRI

RER OFPAZAERRL L £, —xkBVE(E =2 7 4 F 2L —2 3 > A4 FD [Configuring Time
Ranges| #ZML T2,

IN—TF R —ar7 4 Xalb—rarE—RElBLET,
group-policy value attributes

&1

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

IN—T R —ar7 4¥a2l— g F— KT vpn-accesshours 2~ RZ&ff L C,

TN—"T RN — LR EW D time-range AN U —ZBHENTITH Z LI K-> T, VPN T 7 &

AWM A RETE T, 2Oz~ RiE. business-hours & W9 L ETD VPN 7 7 & A B [i1#
% FirstGroup &L WO ARID T N—T R —IZHID K TET,

IN—T" R =, T 7N NERITRES NI V—T R > —O time-range DI % fk
KTHIENTEET, ZOMANRBELLWVESITT DX, TD < RT timerange D
AHICIE2< noneX¥—U— RFEZ AN LET, ZOF—U—RIZLD, VPN T 7 & RRFH#H X
JBIZEEE &L, time-range AR U o —IdFFrf S7e< 720 £,
vpn-access-hour s value{time-range-name | none}

51
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hostname (config-group-policy) # vpn-access-hours value business-hours
hostname (config-group-policy) #

TI—T R O—OREEVPN O 1 > DEE

FIE

FEEDL—Y =37 =T R Y v —ITx L THERF T & DIRRFE v o g ERORIRZ8BETE &
T, T 74V hORFYE v v 3 VBT 3 T

KZh LTz AnyConnect 7 7 A4 7~ IPsec 7 7A TV b, 737 74T LAYy g~
(BHEKETLEEY Y3 Y) 1T, FILa—P—4T [HLW By a B HLENTH,
Ty va TR RERLIGERH Y £,

TR SNDEKE Yy a VBRI TC, BEKTRICRAIC2—F—0H/Er 71 v LIcEa.
izt y v a NI T —2_N—AnbHIRS, Lty va VRIS ET, 2L,
MFEOY vy a U NELET 7T 4 T8 THHHEIE. R Ua— =050 PC 72 En b
EulA4 58 IOy arha st 7L, T—FRXR=2ANnLHIBRENT, HrL
Ty va VRIS ET,

RSN DHEREE Y v a VBRI REWES, TORKEIGE LTREE T —F — 2N i
oA ERBEDLE LT A NAVEMBEWEy g vidn A7 E3nET, BEOT T
Dy va rRREILL BWVWEWHT A RVREOS AL, kbdiWbveyarZn /47 LE
T ZOT77vasilkh, By va UABREShTHLWLWR A U AERICR Y £,

wREya UHIRIZET S L, VAT LARRbEHWE Y v a CEHIBRT D F TIZERE A 20
DET, ZOH, 2—P—3T<icu 4P, HIRNIERIZRE T 2 BNH LB
FHATTAMLENELDEARDY £9, a—P—DHELBVICr 47 LEEA, Th
IERREIC 2 D FH A, REITIE U T, HIBROSE T 2RI I L= — 3 —8ae 2 77 ]
THEOICVAT LERETHI LT, BIEAMECEET,

AU RFERET7TIVa Y B#Y
ATV TN IN—T KR — a7 ¥z b— |vpn-simultaneous-loginst&

¥ =3 &— K Tvpn-simultaneous-logins
integer =~ > RZMEH LT, fEED2—
P —IZFFRI SN D RIRF R 7 A U E R E
L%,

7 4V MEIEL3 T, EOFPHIZ0 ~
2147483647 DXL TY, FNA—TF K
=, MO NA—T R —nt T
DIEZMERTEEST, A %7+
=7 ML Ca—F—DT 7t R %Eik
T 51I2iE, 0 A LET, KIZ,
FirstGroup & V) &4 RID 7 )V—7 7R
=Tk L TIRR 4D D[RR e 7 A U %
T oA R L ET,

hostname (config) # group-policy

gHInoraL, =T Ry o— s&U1—F— |
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B oo ~07 s 20HR

ARV RFEREET7TOVa Y ]3]

FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-logins 4

GE)

[FIRE 11 7 A A D T RAIRIFIE R (2R
SUVMETYT A, HEORKR 7 A %
FAT DL, X2 T4 BNMRESIN
720, RT3 —< U ARKTF LY T
LZENHY ET,

RATFw T2 (A7 ay) FET A 2 OfFRIZE | vpn-simultaneous-login-delete-no-delay
LEBaIc, bty v a U BHBR | - g7 o o377 0k cidEsic
INDDOEHF-TIZH LWy v a & o TUWET,

WS D X DIV AT WEFELET,
hostname (config) # group-policy
FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-login-delete-no-delay

BEDEHRIOIT7AILADT Y ADHIE

IN—F R —ar7 4 Xal—arE— RTgroup-lock 2~ R&MH LT, #H7
D77 ANENLTCORT 7EZATLEEIICT B— 2= —%HIBTDHNEI0EHELE
ﬁ—o

hostname (config-group-policy) # group-lock {value tunnel-grp-name | none}
hostname (config-group-policy) # no group-lock
hostname (config-group-policy) #

tunnel-grp-nameZE L, ASA S — W —DOEEHIE L TERT 2BEF O 7' 1 7 7 A L D4
HiZ$EE LET, group-lock (X, VPN 74 7> h TRESNTZIN—TN, ZO2—HF =R
E LB CONTWDER T a7 7 ANV ERIUNEINET =y 7 THZLICL->T, 2—F—
ZHIRLET, —HLTORWEA, ASAlZa—V =gk carnkiicLEd, 71—
0y 7 ERELRWES, ASAIT, B0 Y Tons/N—7 L 13BfRe< . 22— —%§FEL
FT, =0y 7iE, TT7ANVRITIET 4= MRS TWVET,

group-lock JEMEZFATa L 7 4 X2 L—a Y LHIBRT HICIE, 2o~y RO no B %
ANLET, ZoFTvarz2lilToL, JlO7—7RY) —DOEEMKTE £,

group-lock =7 4 Z—7 /U2 HIZlE, none¥—Y— RZ4EE L T group-lock =~ K& A
JILET, none ¥—Y— RiZX V. group-lock (%X /WVEIZERE S 4L, group-lock DillBRAMEAT
ENFET, Fo, TUANNERIFBEESNTZ I A—T KU —D25 group-lock DAEAMHEA X
N7 £79,
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In—7 Ky v—o veN oskgmEmors ]

JI—T R —0D VPN DR KEFEFFEDIEE

FIE

ATy T

ATy T2

UEE) IV—TF RV —ar 74 ¥al—ary F—RELFa—HF—LZar 7 ¥
L—3 3 » F— KT vpn-session-timeout {minutes =2~ > K& LT, VPN 8t D i KIFE]
ERELET,

BRI 143 CL BeRIERNE 35791394 23 CF, 7 7 40 MEXSH D FH A, ZOHMI
THDHE, ASAIFTHSRAK T LET,

KIZ, FirstGroup & WO ARTD 7 /V—T7 KUY —IZk L TI180 5D VPN Y v ay XA LT
U NERET DR LET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

WOBNZL, anyuser & WD A RTO L —H—|{Z 1803 D VPN v a v XA LT U MEsRET H
FiEERLTNET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZH L7=ZDMO7T 7 > a ATk LB
<,
s ZORY =0 BEMEEAHIBR L, MKZFFAT2I21E, 203~ RO no
vpn-session-timeout FEX % A1 L £ 7,
c BEHRIROZ A L7 0 MM ZFFI L, ZA L7 7 MEZAKA LRWE SITT DI,
vpn-session-timeout none = A/ L £,

vpn-session-timeout alert-interval {minutes| } =~ R&ZHFHL T, tvyvar XA LT DU RO
TT7—h AvE—URa—P—IRRENDLFEMERELET,

ZOTTI—hk AvE®—IF, VPN 3 U RNBEEMICUI SN D E TS dH D0 E o —
P—IBEZ2FET, KRIZ, VPN YT a RSN D 20 a2 —% —IZ@BHmInd L o4
ETHEZRLUET, 1 ~3050#HHEZIEETEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes|none} =~ > K& L7=FDo7T 72 a v
IR LY TT,

*VPNEY T a v XA LT NT 77— NEARRBMERT 740 8 T A—T KU 2—bikA
ENAHZEERTIE., Zoa<vry ROon BEREFHHLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

gHInoraL, =T Ry o— s&U1—F— |
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B /r—F%kvs—avwntvsar 74 kL 84475 roEE

« vpn-session-timeout alert-interval none (%, = —#—2N@EMEZZE LW L AR LET,

GIN—TRY)—DVWPNEYL 3V TARILEBALT FDIEE

FIE

ATy T

(fEE) VPNT A B ZA L7 0 MIEEZHET DL, ZV—T R)—ar7 ¥
L—yaryE—REhda—Y -4 7 1F2 L — 3 F— FTvpn-idletimeout mnutes
av U REMFHLET,

C OB ETTBIET 7T 4 BT 4 B WEEA . ASAITEERIAK T LET, A/ NRIE
143, BeRIEMIZ 35791394 53 CTH Y . 7 7 4V ML 3043 TT,

OB, FirstGroup & WIHAFTD I N—T" KU —IZ 153D VPNT A RV Z A LT 7 N
BETDHHIEEZRLTWET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes| none} =~ > REMH L7=ZDOMOT 7 a L FRO EBYH T
T
*VPN T A RV EZA LT REEHZL, XA L7 7 MEZMA LRWNK D I2T 52,
vpn-idle-timeout none # A ) L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

ZHIZ XY, AnyConnect 7 7 A 7> b (SSL & IPsec/IKEV2 Dtifi) BI N7 T4 7 k
L A VPN 7 7 2 —/3)L webvpn default-idle-timeout seconds &2 92 L 912720 £,
ZOa<wy RiE, webvpn 227 4 ¥ al— g F—RTAHLET, =&z,
hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 K]\jj Li@—o '7:71‘11/ ]‘ X
1800 # (30 77) T. #iPHIE 60 ~ 86400 F T,

F_T D webvon FEf5EIC 3T, default-idletimeout AN EH SN D DL, 7 v—7 RV
v/ — =4 B vpn-idle-timeout none A% E SN TCWAHEDHRTT, T3TD
AnyConnect 7 7 A 7 > b 85t T, ASAIZE DV BalSNDOT A RAZA LT U MEDEK
SNET,

H A R (IKEvl, IKEv2) BLOIKEvl VE—F 727 AVPNOBERIL, XA LT Tk
T 4—T7 ML, EHIRBOT A SAMIMATIAI 752 &2 HLEL £,

ZOIN—F R —F G — P — RV —DT A RV ZA LT T NEEHITHIT
I%. novpn-idletimeout # AJ) L E7, fEITMFEKINLET,
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SIL—TFRY

FIE

ATy T2

ATy I

H—T K Y S —0 WINS #—/3i— & DNS H—ri—0 Bz |

e vpn-idle-timeout & £ 72 < BRE LRWIGE | HITREKSNE T, 774/ ME3045T
R

(LE) A7+ a3 T, vpn-idletimeout alert-interval {minutes} =~ KA LT, 74 K
NHA BT RDT T b Ay VR R SN BRI ARETE £
ZOT7T—F AvkE—=UE VPN Ty a UPHET 7T 4 TIREDO 2Dl S5 £ TIlTf]
DLk —YF—IUmZET. T AN MOT T — MERIE 15T,

WORFNL, anyuser &) ARTDOZ—F—IZ35DVPNT A KV XA LT 7 hOT 77— Mg
ERET D HEERLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ > RZHHL7=ZFDMOT 7 > 3 0%
WD LB TT,
enone /N7 A—2E, a—P—pNEMEZE LRI EERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s ZOIN—TFE T —YF— R —DT 7 — MEEZHIFRT 521X, novpn-idle-timeout
alert-interval # A LE7, fEITMASILET,
c IDNTA=BEHFE ST RELRWESE, 774V 07 77— MAWRIZ 14 TT,

S —@ WINS H—/3— & DNS H—/N\—DETF

TIA<IVBIOEDF YO WINS —3—& DNS b —R—%IRETEx £, FNTho
T 7 4/ MElX none TT, ZNOHDY—R—%FEET DL, KOFIEEZFEITLET,

TIA=) v HH YD WINS —_—%iEELET,

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONCHEETDHIP T RLARTTA <Y WINS b —_"—DIP 7 FLATY, 2%&H (T&)

DIPT RL AT XY WINSH—_"—DIPT RLZATT, IPT FL A TiE7A< none¥—
U— REEETHE, WINS b= _"— T XMENFEINET, TOFEITEIY, WINS —
N=TFHFENT, T 74NV FERITREDITN—T KR = LEPHA IR D F

£
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BEITOT7AL. TL—TF K o— B&v0a1—H— |

B /7%y o—oWINs —/i— & DNS 4 —i—D5E

ATy T2

ATvT3

RTv74

wins-server 2 < RE AT 57NN, BfFORENA— =T 4 FENET, 72L& 2T,
WINS — 3 —xxxx ZFHELTHD WINS — N—vyyyy ZHETH L, 2FBDDOa~v N
WL > TIRAIOFEN EEE I, yyyy DBZME—D WINS —_— {2220 £9, b—_—%H
R ETHHEELEETT, REFHLOP—N—% LEXT L0 TIEAL. WINS H—r—%
BINT512F, Z20avry REANTLEEIC, TRTOWINS = =D P T RLAZE
HET,

WOBFNL, FirstGroup &9 ZHID 7 N—7" K Y 2 —IZ, IPT KL A7310.10.10.15 & 10.10.10.30
TH D WINS = N—2RET L HEERLTHET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

TIA~) e FYDDNS = R—ERELET,

hostname (config-group-policy) # dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BKONHRETDIP T FLANRT T A~ Y DNSH—_"—DIPT7 KLATY, 2&H ((EE) O
IP7 RLRTEDZUDNSH—X—DIPT KL ATY, IPT KL ATIE7< noneFf—17 —
RZFEET H L. DNS = "—CXVEDNHREINET, ZOREICEY, DNS — 31—
FAENT, T4 FNERITEED I N—T R —OEPMA S 72 < 720 £, DNS
P—R— 7 FLRAIFTHZRKRK4D, IPVAT RL AL IPv6 7 RL A T2 5T OEETEX £ 7,

dnsserver =~ REANT DN, BEFORENA——F 4 NS ET, 72& 21X, DNS
P—N— xxxx ZEE L, WIZDNS — —yyyy ZixE LGS, 2 /OO~ Nidi
MDa~y Re EEX L, yyyy 23— DNS H— —|272 0 7, P —"—Z2EHEHET

LA BREERTT, BIRNCEE SN2 DNS — " —% FEEX 7500 I — " —%BnT
DX, Z0avr FEANTLHEEIZTXTODNS Y — =D IP 7 KL AZEFDET,

WIZ, FirstGroup & W9 ARID 7 V—7F RV 2 —"T, IP 7 KL A7 10.10.10.15, 10.10.10.30,
2001:DB8::1, 3 L 1¥2001:DB8::2 ® DNS P — "—%HET 5612~ L ET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

DefaultDNS DNS #—/R— 7 /L —FIZF 7 3 /L b D KA A VAR ES N TV RWEESIZ, T
TANV N RAL VERETLOZLENRS Y £9, 72& 2L, examplecom. &9 KA A 4k L
DPhy 7 L RAL UEFERALET,

asa4 (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asa4 (config-group-policy) #

(7> a) DHCP %y hU—27 RAa—F&HRDELIITHRELET,
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dhcp-network-scope {ip_address| none}

W7 7 7 A VDT KL AT —/LIZDHCP Y — "—%3% T L7=5A&. DHCPAa—7 32D
TN—T DT —=ERAT DT Ry &SI LET, DHCPH——2iF, TDA2—TF|T
KXo THMNENZRECST XY FHNOT RLALBRESIN TWLMERHY £§, Aa—T%
FRTEE. ZOREDO I NV—IFEHT 5 DHCP Y — "—TERINTWVBET KRLAT—/1
DYV Tvy FEERTEET,

Sy N —27 2a—7F%EHLBLWES. DHCP ——I7 FL A F— )L OFRENEIC T —
NHNEELTIP T RLVAZEIN Y CTET, REIVYTOT RVARROMNDET, 7—n
NEIZHREE SV E T,
Aa—FHEETHICNE. BOT =L ERUES T Xy b RICHY ., Z2OT—LNITIT N
N—T 4 VT HRERT RLABASILET, DHCP V—_—iF, ZDOIP T RLARNET LY
Txy FEHBIL, FOT—LNLDIP T RLRAZE D Y TES,

N—F 4 T OHBTRRERESIIFIC. A X —T 2 ADIPT NLARHERATAZ L%
SR L ES, =& 21E. 7—/1%310.100.10.2 ~ 10.100.10254 T, A > Z—T = A AT FL &
73 10.100.10.1/24 O34, DHCP A =2—7 & LT 10.100.10.1 ZEHA L E£4, v hUV—7 &5
WEEEA LWL XV, DHCP X IPv4 7 RL RIEEBICOLEAT A Z LN TX 4, BN
L7ZT RLANA L E—T 24 AT RLATEH WS, Aa—T T RLADAZT 47
N— N EERTHHENH Y £,

none #¥{ET 5 L., 7m& 2. T 74/ MEITRAKENZ S L—TRY 2 —)36 DHCP 7
RUANREID YCTonRL 2 FT,

1 -

W OB TIL, FirstGroup D@ 7 4 FaLb—3 g F— REBMA L. DHCP A a— 7%
10.100.10.1 [Z3%E LT,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# dhcp-network-scope 10.100.10.1

ATy kbR T R O—DEE
IPvd 77 4 v DAT ) v b bRV 7 R —%BELT, FF7 74y 7D Y
YT N—NVERELET,
split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no split-tunnel-policy
IPv6 T 7 47 DATY v b bRV 7 R —2EELT, FT7 747D LrRY
YT NV EBRELET,
ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no ipv6-split-tunnel-policy
RY— A7 a ATRD LB TT,

gHInoraL, =T Ry o— s&U1—F— |
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« tunnelspecified : F> XL EZBBL TRy FU—27 VA MIFEESN TSRy U= (T
HTHT_XTDOI T T4y 7% bR Y7 LET, ZOMTXTOT FLATHT D
T, 7V T TXFARCTRERSIN, VE—bh 22— —DAfF—Fy b - RS
QR F—Z Lo TNh—T 4T ENET,

ASA9.1 4 LEDNN—2a o TlE, AV 70— R VR NEEETDHEEIC, A7 0—F
FPENOT T Xy M7 A7 V— R U A MBRETEET, IS T7T Ry T
RLARZ, horrU o7 E&8NRT, A 70— FUAROEYDEHD 2 7 ERE
Ty TIAIN—Var UARDFRy hU—ZIE 22N LT ESNERA, =7
AIN—Tay JANMNIEGZ M) EFERHLCEESN, 1> 70— ar UR NI
Ty MU AL CHEESRET,

excludespecified v UV —27 U A MIIEESNTWA Ry NU—27 LDORFGHD 8T 7 1 v
I hRV T LERAL, TOMTRTOT RLARZKTDHRN T 7473 b >
FENET, EHHLET, 2794 T N ETT 2T 472> TWAH VPN T4 T
N 77 A NTlE, B—HLVIANT 7 ERAEGMC L THBLMLERHV ET, Z0F
7' a id, AnyConnect 7 7 ATV b 7 74T NTOIHERELE T,

B A7V =FVAMDY TRy bTEHBRNTT AT —T g
VA MNOFR Y hU—21F, 7547 FTERSET,

tunnelall — 3 X TDO T 7 4 v 7N PR ZERTHLIOEELET, ZORY > —
X, 27V h bRV TR T4 —T NI LET, VE—F a—P— 3% Ry b
T—JWZT 7 EATEETN, B—INV Ry NT—I NIT 7 EATEERHA, ThBT
TN DT T a T,

GE) A7V vy b bV Z3Exa T o EETIERLS, FT 7 4 v 7 EBUKEETT, KIBED
X2 VT 4 BT DHICIE. A7y R Fo RV T EAR—T NI LN E AR L F
7,

1

WIZ, 1Pv4 & TPv6 @ FirstGroup & W9 A RIDO 7 V—7" R Y —IZxt LT, HEELRZ
Xy M= DHZE R RV TFTHEATY b bR TR —%ERET S 4
ZrLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# ipvé-split-tunnel-policy tunnelspecified

B 5oz L. S—TFRYS— BEUI—F—
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ATy b boRYDTHDORY FT—9 YR FDIEE

A7y b bRV TTE, PRV EBBBRTDEIRY NT—T N T T4 IR FRy NT—F
JANMZEoTRESNET, AnyConnect 7 74 7> h L, ACL THDHFy hT—27 U Ak
WZHESWTAT Uy N bR 72T REEITWVET,

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1list name]

s valueaccess-listname : h > RV T HETTH Ry =T F3FIT L0V R Yy hU—
7 HHEE LT ACL #+E L E3, ACLIZIX, IPv4 & IPv6 Dl DT KL AEfRETH
ACE BREENTWDHMA ACL ZHEETE £,

enone : A7V v b bRV UTHDOEX Y NU—27 UARNBPHFELRNT L &R L, ASA
I _RTCON T 7472 rx )7 LET, nonex—U— REEETHE, A7V v
M bRV T ORy NT—7 JRAMIXIUENRRKRESN, A7V b bRV VIMN
HEINET, F/2, ZHUCEY, 73V FERIFRESNTEZTIN—T"RY —hb,
TI7ANVIDATY >y b bRV T Xy hT—27 UR BRI 720 £7,

X hU—27 UZNZHIRTAI2IE, 20a~vr RonBERXEANLET, T XTORYS
Uy b bV 7 %y hU—27 URXMEHIRTDIZIE, 51EE2HEEETITno
split-tunnel-network-list =~ > FZ AN LET, ZDOa~v NZLV, none¥x—YV— K& AJ)
LTHER LTV U R MRHIEEN B ED T, EEFHDOTXTOFRy hT—2 U R IR
HibR S ivE T,

27V N bRV T Xy bU—7 A SRBRWEE, 2—F— 37 74+ b T V—F
RY —FIRE LI N—T R —WNIZHFEETH Ry NV —7 U R REELET,
2= —=NZDX IRy NU—7 URAREHA LWL 92T 5HI2iE, split-tunne-network-list
none =2~ REAJJLET,

1

WIZ, FirstList LW A4 FTOFR > hU—27 U R R&E/ER L, FirstGroup &5 £ RID 7 )—7
AN —IEBNT 50 %RLET, Fistlistidm/ A7 V— 3 VA RTHY, =27 A7 )—
Cary UARNOYT Ry NTHBIA I NV—Tar JRARNTT,

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

RIZ, v6 E WO LFTIDOR Yy hU—2 U A ZER L. GroupPolicy ipvé-ikev2 &\ 9 44| 7
N—T KR —lZv6 A7V > b RV RY —%BMT 562 RLET, v6lxTs A7
N—=Vary UARTHY, 27 AT N—=Var JARDF TRy NThHLA I N—Va v
JABTY,

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 any6

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipv6-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value v6

ATy b FORIVERTEDHEE

show runn group-policy attributes =~ > FZ 34T L T, RELMR L ET, ROFIZ, FEE
D3PV L IPV6 DI DXy b U —2 RY o—%REL, MFORY —IZx L TRy hT—
7 UA L (BA ACL) FirstList ZfFEH L7 Z L 2R L TWET,

hostname (config-group-policy)# show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

ATy b FORYDTHD KA VEHEDERE

FIHIN N RAAL L, FRIFATY v b hop BN LUTHIRT S, 27U >  DNS &I
END RAL DY A NEIEETEET,

AnyConnect 3.1 |£, Windows 5L U MacOSX D77 v b7 4+ —AD kv /l— X7 YU » | DNS
BREZ VR —F L ET, ¥X2 U T4 TTIAT L AD I N—T 7RI > —IZ LV Split-Include
R R TPA R—=T I TEY . PR I RIBODNSABIEE SN TWAHEA.,
AnyConnect | £, ZDARNI—ETHTXTHODNS 7=V —% 77 A ~X— | DNS % —,3—(Z
roxV o7 LET, bvb— A7V DNSEMHT DL, ASAICE T IA4T > T
Ty aZ g ENTE RAAL N —ET D DNS BHRAD bRV T 78 AOHNFFAT S E
T, TNHOERIL, 7T THRAPTILEESNEEA, —F, DNSERBASAIZE - T
Ty ad IR RAAL AT B LR WEEATL, AnyConnect (X, 7 7 A 7 hDA XL —
T AT VAT AZHDHDNS U VNG DNS RIS S D R A N4 &R LTI
EEESEET,

)

GE) A7V FDNSIE, E#aE/ oV —BXUOEH 7 U — (A, AAAA, NS, TXT, MX, SOA,
ANY. SRV, PTR., CNAME 2 &) Z#¥HFR—FrLTCWET, ForRU T ENERY NU—2
DOWTINC—E TS PTR 7= —i%, M RAUBRE CHEITEINET,

MacOS X D4, AnyConnect |, IROWTNNDOKMEEIMIZTIHEDHR, HDHIP 70 hajL
DO ry—A7Y v FDNS ZEHTEET,

TN —TF RYL—T, Z7Y Y FDNSHB1ODIP 7 =)L (IPvd 72 &) ITHREIN
TRBY, 779AT7 2 b RARXXTa ha By FOIP 7Fa o (IPve7a YY) 1Tk
EINTWE (BEOIP 7 L7 FLRA T —UWTREESNTWHRWY) |

e 27U RDNS W HFDIP 7 Fa /LIZHTEIN TS,

B 5oz L. S—TFRYS— BEUI—F—
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TIHILED AL VEDESR

FIHILEDFAAL VRBDES

ASA [X AnyConnect 7 7 A 7 NZT 74/ N RAAL 4 %ELET, 7747 ME, KX
A T4 IV REEAKLIEDNS 7 =) —IC RAAL A EBMLET, ZORKAAL4IE, b
YRy MIEFEAESNET, TN ND RAAL ARG S, 22— 3T 7+
WK ITN—T RV —DFT 74V~ RAL UL EHEKLET,

ITN—T RN =D —F—DT 7V AL VA ERET DL, FV—T R — 2
V7 4Fal— g EF— FTddault-domain =<2 REAHNLET, FAAL L E2HIRT
H201%, Zoa<wr FonEREATTLET,

hostname (config-group-policy) # default-domain {value domain-name | none}
hostname (config-group-policy)# no default-domain [domain-name]

value domain-name /X7 A — XX, FN—T DT T x 1k AL VL EZHIILET, T 741
b RAL CEADNFE LW EE2ETHITE, noneF—TV— K2 AN LET, ZDa~vr
RIZED, 7408 RAL VAT XIMERRESIL, T 74V~ RAL UABERESNE
T, £, TN FERITEEENTZ I N—T R =T 7 3V b R AA LDk
SN 7Y ET,

TRTCOT 7/ RAAL A ZEHIBRT SI21E, 518% 8 E 712 nodefault-domain ==~ >
REAJLET, Z0a<w RiZLD, none ¥—U— F&E$EE L. default-domain =<2 K
EASTLUTHER LIV U A RBRHNIZEN D ED T, REFHDTXTOT 74/ K KA
AVHDPHIBRINET, nonBREMEHT DL, FAAL A OMAENRTF AT IILET,

RIZ., FirstGroup & V> 9 LETD T V—"T R Y 2 —I|Z% LT, FirstDomain D75 7 /L b KA A
VAERETHHERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

ATV N FORYDTRADRAAMY YR FDESR

TITHNVIDRAAL EZDIENZ, A7V v b bR ENLTHREIND AL DY A B
EANLET, =T RV v—ar74Xal—varyET—RTylit-dnsa~> K& AT
LET, VA MEHIBRT AL, Z0oa<v>y FonEREANLET,

ATy b hRYV T RAL DY A IRV E, 22— =137 74V hO T —T K
U —RNICFET DIV A R EMALET, 2—F—RNZDOXIRATY v~ horV 7 R
AL VA REREL2NE HI2TBI2IE, none F—T— F&4RE L T split-dns 2~ > N &
ANTLET,

TRTORT Yy b bRV T RAAL L U MEHIBRT D120, 5I3EfREETICno
split-dns 2~ > REZASHLET, ZHiZE D, none ¥—7— REZHHEEL T split-dns 2~ R
EFITLUTERLIZRL VR RGO T, REFHDOTXTOATY v b bR 7 FA
A VA MDBHIBRESES,

sNF X —# value domain-name TiZ, ASANBN AT Y v b ho XNV ZN LU THET DL RAAL Y
ZEBELET, none ¥ —U—RiZ, A7V FDNSU X IBFELBRNI EEZRLET,
-, ZOF—U—FRIZEkD, A7Y v FDNS U A MIXIVERRESNET, D=

gHInoraL, =T Ry o— s&U1—F— |
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A7 VU FDNS U A MIEGEEIN, T 74NV MERITEESINTZIN—T R —DATS Y v
F DNS U R DA I N2 D EST, Z0a<wy ROEIIRO EBY TT,

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]

| none}
hostname (config-group-policy)# no split-dns [domain-name domain-name2 domain-nameN]

RAAL DY A MATHEEY B ZKOHI21E, AN—A&1D5AN LET, = b UEITH]
BRIZHY EEANR, A M) T REORSITA2LFUTICLET, 7T "7 () |
BLOEBEUVAR () OREFEHTEET, 77405 RAL AN RV EI L THRR S
NLGEIE, TORAAL 2OV A MIHARMIZED DZVLERH D £,

WOFE, FirstGroup & W9 A HTD 7 V—7" 7" ) 2 —"T, Domainl, Domain2, Domain3,
Domaind D4 RAA VBN AT U » b bR 75 LU TRRESND KO ICRET D HEER
LTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

\)

G¥) 27U DNSEZHRETDHH BEELTETT7A_X—=KDNS P —"—0, 7 I73A4T 7
v M7 Fx— A_aﬁ“/féﬂﬂ\é DNS —R_R—CHE L TWARWZ 2R LEd, HEL
TWb &, LRMRENELLSIEET, 72V =2 Ray 7ENDFREENH Y £,

Windows XP E X URTY v b b)) U5 FHDDHCP RITZIEDERTE
ATV b b AT a rN255 31 FEBZTWD L. Microsoft XP THEEMNIHAE L.

RAAL EPHHR LE T, ZORMBEZEREET 512X, ASA TEE/L— hOEE 27 ~ 40 2R
LET, L—FOKIINL—FDI F AT > THRRY F9,

DHCP 81751512 X - T, Microsoft Windows XP 7 74 7 > MEXASA CTAZ U vk bzl
YT EMEHTE DL D127 £9, ASA X, Microsoft Windows XP 77 7 A 7 > b DHCP Inform
AvB—VICEEIGE LT, 774 T M b XVIPT RLAHOY 7Ry b ~A7 [ R
AAHE. BIORISALVAZAEZT v 7 — ML F 4, Windows XP LLET D Windows
7747 DA, DHCP fATZEICE T RAS VA EY TRy b v A7 k& E
9, ZAUE. DHCP H— "—Z M H T2 DR EATRVERRE TR L ET,

intercept-dncp =~ > Rix, DHCP RATZEEZA R —T7 VEIEZT =7 VI LET,

hostname (config-group-policy)# intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask 24 C., PRV IP T RLADY TRy b =27 2L E4, 2o~ Fdno

ERix, a7 X2 — 2 0005 DHCP (RITRZE&EHIBRL £,
[no] intercept-dhcp

S,

WIZ, FirstGroup &9 7 /L—=7" 7R U 2 —(Z DHCP fX1T%(5 2% ET 20l 2 ~r L £ 7,

B 5oz L. S—TFRYS— BEUI—F—
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YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

JE—F TR IVSAT7 2 MTCERAT SOOI JOoxS

AN N
RTE DT
e
ATv T
ATy T2

VAT DT XY P —N= NTA=FERET DI, ROFIEZFEITLET,

ITN—F K)o —ar7 4Xal— 3 E— RFTmseproxyserver 2<2 Ka AL, 7
FGAT U RN TFARAALZADT SO T axy p—N_—LR— 2R TELET,

hostname (config-group-policy) # msie—proxy server {value server|[:port] | none}
hostname (config-group-policy) #

F 7V MElZnone T, Z7I9A TV M TRAADT T CTaxy h—_R—DORELTT
LTWERA, a7 FXalb—2arnbBEEHIRT I, Zoa~r RonoBEX%E
EALET,

hostname (config-group-policy) # No msie—proxy server
hostname (config-group-policy) #

TaX TP —NR—=DIPT RLAFIIFRA MBI OR— FEENEENTWDIITORE I,
100 XFRETHHILENH Y £97,

wiZ, 7790 Faxs ==L LTIPT FL A 192.168.10.1 Z#i%E L. &~— I 880 #1ff
M L. FirstGroup &9 Z/v—"7 R o— BT D6l LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

TN—TKR)—ar7 4Falb— 3 FT— R Tmseproxymethod 2~ K& A LT,
IIAT S N TARAADT I Funxs 7 r7vay (XYY R]) ZRELET,

hostname (config-group-policy) # msie-proxy method [auto-detect | no-modify |

no-proxy | use-server]
hostname (config-group-policy) #

F 7 4V Ml no-modify T, 27 4 Xalb—2 g b ElEaedliResicid, 2oa<
Y RO noBRAELEHLET,
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ATy T3

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify

| no-proxy | use-server]
hostname (config-group-policy) #

AT 5H5EIF, RO LBH TT,

sauto-detect : 77 A T N TARAADT T T Ay b—_"—DHIHMREOMEHE
A F—T iz LET,

wmme"@7?47VF?N41TﬁﬁL1w67§?$®HﬂT7§?$7E#
N —DREEEDEFICLET,

*NO-Proxy—Z DI FA T N TNRA AT, 77UV DOHITP 7V X v EET 4 —7
LiZ LET,

B

* Use-server—msie-proxy server 2~ NIZRESINTEEZEHT L 012, 77 v ¥
HTTP 7' u % & — "—REZHEL LT,

TRy P —R—=DIPT RLAFETZIIHRA MBIOR—- FEENEENTWHAITOR IIX
100 XFRIETHHILENRH Y £,

RIZ, FirstGroup &\ 9 Z—7 KUY v —DT7 7P 7Fax U fEs L CHEMRMZRET S
BlarLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# msie-proxy method auto-detect
hostname (config-group-policy) #

Wi, 7747~ THAADY—s3—& L TH—s3— QASERVER, K~— bk 1001 Z 5
5 E DT, FirstGroup E WD I N—T R o —DT7 Z 0 Fax UEARET DA ERLE
R

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy server QAserver:port 1001
(
(

hostname (config-group-policy) # msie-proxy method use-server
hostname (config-group-policy) #

ITN—F R — a7 4Fal—ar E— KT mdeproxy except-lis =<2 K&z AL
T ITAT Y T ARAADT Z R =N TTaX T N AT LDl 57
BXTOFNT A NEFRELET, IRHOT RLAE, 78Xy h—nR"—lk-oTT77t2A
SINFEFA, ZDYU R RME, [Proxy Stteings] & A 7 1 7R v 7 A& % [Exceptions] 748 v 27 A
WY LT,

hostname (config-group-policy) # msie—proxy except—list {value server[:port] |

none}
hostname (config-group-policy) #

a7 4 X2l —arnbEEHIRT AR, Zoavr Fono R EFHLET,
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ATy T4

YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

hostname (config-group-policy)# NO msie-proxy except-list
hostname (config-group-policy) #

evalueserver:port : 2D T A7 b T ANT#HT D MSIE h—/ =D P 7 R AFE
72X E. BLOR—FE2HEELET, A— MEFIHMEETT,

enone: IP7 RLAEIIARA M EIIR— bR E &R, BiIF ) A F &AL E
A,
7 7 4V b TIL, msie-proxy except-list [£7 1 E—7 /T > TWET,

TuaX T —N—=DIPT FLAEIEHR AR MBLOR— FEENEGEENTWVBITORE IIT,
100 XFRIMTHDLLENH Y £,

WIZ, 77007 ax ) A N ERETHEZ R LET, IP 7 KL A 192.168.20.1 O
PR — TR S, A— F 880 ZfEH L, FirstGroup £ W) FN—T7 R o—%xfHRm L LE
—éqo

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

ITN—T R —ar7 ¥zl — a3 E— KT mseproxy local-bypass =~ K% A7
L. 24T T A ATHEMT 27 700N, Taxiaa—ILT AN ZATOREE
ARX—=TNVEIT A =TT LET,

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

a7 4 X2 b—rarmLEREERTAIE. Zoavr FonoBRXEHALET,

hostname (config-group-policy) # no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

7 7 # )V K Cld, msie-proxy local-bypass |£7 4 E—7 /WZ/e > TWET,

WRIZ, FirstGroup & WD V7 N—T RIU > —DT7 7 0HFDTmXy m—R) NARRA% A R—
TINZT DR L ET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy local-bypass enable
hostname (config-group-policy) #
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B esec aken) H547  roEFL T BHEOEE

IPSec (IKEv1) V5472 rDEFxF1) T4 BIEDEE

FIE

ATy T

ATy T2

IN—=T DXl T ARELETET DL, WOFIHZFEITLET,

IN—FRK)—ar7 4 Xa2l— g F—FT, enable ¥—7U— F&fELT
password-storage =~ > F&fEH L, =—W =B/ A XAU—REI FAT 2 N VAT
LDIRFETEDL LT DM EIDERELETS, NAT—NMRFET 4 =7 MICT HIC
I%. disable ¥ —U — KZ#5E L C password-storage =~ > R&HA L £7,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

X2 VT4 LOEANS, RAUV—RNREEFETT 74V T 42— Mo TWnET, &
FaT YA MCHLZ RO TWVWAEL AT A ETOR, NAT— ROREE 2 A X—T NI
LTL &,

password-storage EMEAZ FEI T2 7 4 Fa b—ra ULHIRT 512X, 2o~ Ko noi
AEATTLET,

hostname (config-group-policy)# no password-storage
hostname (config-group-policy) #

no JE X ZFEE T % & password-storage DIELZHD 7 /L—7 R L= bilkkd 5 Z &N TE
£

Zoa=wy N, WFEENRN— R =T 747 2 FRAERN— R =T 7747 MOl
Al — Y —FRERC I S ER A,

RIZ, FirstGroup & VN9 4 EID 7 N—TF KUY L=k L THRAY — FIREFEA F—T MZT 5
BilErRLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

T FINNTIET 4 B—T M7 > TWBIPJEMEE A X —T MITEINE I ERELET,

GE)
IPSec IKEv2 #2f5¢ Tl IP [EMEIZ AR — F SN T ERFA,

hostname (config-group-policy)# ip-comp {enable | disable}
hostname (config-group-policy) #
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ATvT3

TRY)— B —H—
IPSec (KEV) 254 7> kot¥a 74 BinEE [

LZSIP JEfG &2 A X —TWICT DI, JV—T R v—ar7 4 Fal—v a3y £— T,
enable ¥—U— RZ4RE L Cip-comp 2~ KE AN LET, IPEMET 4 E—7 T 5
(21X, disable ¥—7— K&$EE L Tip-comp =2~ K& A LET,

ip-comp BHEEZFATaL 7 4 X2 b—a Y oHIRTHICE. Zoavr RO noBEXAE A
NLET, 2L, BIoZAV—T7 R > —DfEEMATE £,

hostname (config-group-policy)# no ip-comp
hostname (config-group-policy) #

T EMEA R—TNVCTDHE, ETLATERTAVE—RN XA YAy 2—F—DF —
HrEL— MR ET AR H Y £7,

Ev bk

TR EMEEHEHT D E, =Y —F v a T D ATV ERE CPUHARNEML, &
RELTASADANL—T"y NEEBMETLET, 207D, 7— X T i%?“bf?‘ﬁﬁbf
WAHUE—F 2= — IR LCHETA RX—T M TH 2R LET, T L 22— —
BEHEOIN—T R o—%&it L, TN —HF—Zxt L TETEME A *—7 i Li
7

IN—F Ry —ar7 4 F¥al—3 3y F— RT, enable ¥—V— F#$EE L T rexauth
a<w REMAL, IKEX—0NHARINABIC——DHEREE T OLERH DN E D
MWERELET,

G¥)
IKEV2 #5¢ TliE. IKE F—FHAKIT YV R— S TWHEF A,

IKE % — A KO FRBREE A 2 — 7 MZT 5D &, ASA T, IO 7 = — X 1IKE x 3
T—yvailBN T —F— Ik L Ta—F—H L XA T — FOANNRRD L, EDHEIKE
ﬂ?‘“‘ﬁéiﬁii”??bﬂéf: :L““"j-"“wuuﬁi));ky) Eﬂij— ﬁ:mun ZEoT, BFX=2VUT+4 yibs
s hvET,

RE STV D F—FHAERMBESARIGICEOWEGS, 22— P32 §VIR LR b5 2 &
WCAEEEC D Z ERDY £77, MT%;JW)HT”%ﬁDJ@éﬂfm\OEO T BT, FRRREE
TAE—=TMILET, BESNTWDF—FERAS V¥ — L EERT DI, E=4 TV
7 E&— RTshowcryptoipsecsa =2~ RZ# AN LT, EXx=2UT7 4 7Y z—Ta OFH
MDTATEA L, BEOT—=FDOXFa M NEMOTA 7 XA LxRKRLET, IKEF—N
HARSNDIBO 22— —OHRIEET 4 B—7 /T 5I121E, dissblex—U— K2 A LZE
o IKE XF—DHERSNOBEOHFEIEL, 774V FTET =TI R>TVET,

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #

IKE ¥ — bﬁiﬁéﬂé@@ﬁmﬁﬁ@ﬁ%%@yw TR =K T L LR A R—
TINZTHIZIE, Zoa<wry RonBEXE AT LT, F(T7a7 4 F =2 b—3 3 )b rexauth
BEEHER L ET,

hostname (config-group-policy)# no re-xauth

gHInoraL, =T Ry o— s&U1—F— |
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B ke 95472 Lo IPsec-udP it iE

ATy T4

hostname (config-group-policy) #

6=
BESEIC 2 — P —=FE L RWEE, PRI R L 9,

FERRERE A X —T T DM EIDERELET, Psec T —3 3 Tld, B2
RSP IC LD . HT L WERE S5 —13LIRT D E D X — & L EEMENR 2N 2 EBMEES L E T,
TN—TF R =%, BIOT V=T R =D mRimb B DOE A TE 9, wal
EMEIL, T 74NV ETET A =T N> T E T, BRIBEME L A X —T /T DI
X, V=7 R —ar74¥al—var F— KT, enablex—VU— F&fEE LT pfs
avr REfEHLET,

hostname (config-group-policy)# pfs {enable | disable}
hostname (config-group-policy) #

SERBIRE LT 4 B — 7T HI2iE, disable ¥—U— K& ELTpfs 2~ K& AJ
| =

SERMBIEE AT 74 X2 L —a U BHIBRL T, EEEALRNE HI2T DI
. Zoa<wr FonBEXE AN LET,

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

IKEv1 7 54 7 > k@ IPsec-UDP B DR TE

IPsec over UDP (IPsec through NAT L MRS Z EbH D £9) 2#EHTLHE, N—Fv=T
7T AT M, NAT #97L T 5 ASA |2 UDP R THi C& £9, ZOHWEEILT 7 #
VR TIET 4 B—T7 7> CWET, IPsecover UDP (L, U E— h7 7 & A8 72171258 H
ENLHEHAOHET, T—Far74X¥al—Ta B0 ETYT, ASAIL, SAORIT L T—
FFIZTZFGAT o PO Tar 74 X2l —ar X5 2A—F220EY) LET, IPSecover
UDP 29 2L, VAT A RT—< U ARETRTLET,

IPsec over UDP % A4 X — 7 W2+ AT, I —F R — a7 4 Fal— a3 F—F
T, kDX 9T enable ¥—U— KEEE L Cipsec-udp 2~ REZREL£7,

hostname (config-group-policy) # ipsec—udp {enable | disable}
hostname (config-group-policy) # No ipsec—udp

IPsecoverUDP Z i 92 121X, Z DHHOFIZNE- T, ipsec-udp-port =2~ > RHERET H 4%
BN ET,
IPsec over UDP &5 f £ —7 W2 ¢ AI12i%, disable &¥—VU— K% A L %9, IPSec over UDP

BMEEZFITa 74 X2 b—2a U HHIBRT AIZIE. Zoa<wr FonlEXE AN LET,
kv, Blo s n—7 KU 2 —035 IPSec over UDP DfEZ A TE B L HI272 0 £,

B 5oz L. S—TFRYS— BEUI—F—



| #eTnorq0, YL—FRYS— BEUa1—¥—

VWNA—ES 7 55170 roBoRE |

&IZ. FirstGroup &\ 9 7 /b—7 7R U 2 —® IPSec over UDP %% ET 562~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable

IPsec over UDP %A X — 7 /WIZ LT25HEIE, Vv —7 Ry — a7 4 Xalb— g F—

R ipsec-udp-port 2= > RERETHAMERH Y £, ZOa<r RiZLY, IPSecover UDP
D UDP R— FEBNREEINFE T, IPSec F T T —3 3 T, ASA IR EINT-HR—
FCU v AL, D7 4V Z NV—)LTUDP 77 4 v 7B Ry 7ENTNTEH, TOR—
FETHOUDP N7 7 ¢ v 7 Zlinik LET, A— MEBOHPIL 4001 ~ 49151 TT, 77 4/L
kDA — MEIE 10000 TT,

UDP B— r2F 4 =T NIZT B2, Z0a<ry RonEXEx A LET, 2Ly,
BD T —T RY > —Hh 5 [Psec over UDP R — F DEZ KR TXH L 912720 F9,

hostname (config-group-policy) # ipsec—udp—port port

WIZ. FirstGroup &9 7 /L—7 R 2 — IPsec UDP H— k&R — | 4025 (23 E T 2 61%
%Liﬁ‘o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp-port 4025

VPN N—FOzT7 95472 FOREREDERTE

FIE

ATy T

(EE) ROoa<xr FefER LT, Xy NV —7H0ERE—REREL T,
[no] nem [enable |disable]

Fy NU—ZHBEE— REFEMRTL E, N—RNU=T7 7747 M, B—D)—F ¢ 7]
B Ry NU—2ZVPN b Z N LTCVE—K FIA4_R—F Ry hU—7 (TRt CE £
9, PAT (@ S EH A, L7zh-> T, Easy VPN h—_—DEFKITH DT /31 AL, Easy
VPN U E— hOERIZHDTTA X=Xy NU—T LOT A A2, hrrxz4r LT (b
YHANENLTOR) BET 7 EATEET, HFOLEAELERTT, hrxuidn—RKy=7
I IAT LV MZESTRBSNDAMERH Y T8, FRART v 7 IREIZ->T-b &I,
WO S T — 2 WA BRI TE £ 7,

1 :
WIZ, FirstGroup &9 7 /L—7" 7R 2 —@D NEM Zi%ET D02~ L E£7,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # nem enable

gHInoraL, =T Ry o— s&U1—F— |
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ATvT2

ATvT3

NEM %7 4 £ —7 /2 5I2id, disable F—U—FZ AN LET, 2D NEM EMEa 3T
Y74 X ab—YaryPoHlRTIE, Zoavy ROnoEREANLET, ZOFT e
VEEHATAE. ROV —T R DA X ET,

(EH) ROaxry FEEHLT, %27 2=y MREERELET,

[no] secure-unit-authentication [enable |disable ]

t¥aT 2=y FEEETIE, VPNNN—RU =T 75472 b8 b 2V EBET 72N —
P—H e NAT— R LIZRGEEZERTHZ LT, X2 U T ok EnES, o
HBEA X—TNWCTDHE, "N—RUxT 77472 MIRFEESN TN D 2—H—4 L )RR T —
REFHLEFAL GRESNTWDIEHS) . EXaT7 2=y FNEGEIT 74V hTT 4 E—7
72> TWET,

X a7 2=y NERET NS R 2T IIAT 2 NBMERT D8 e T 7 A VTR L
Tmﬁﬁ—ﬂ~&»~7ﬂ RESNTWDOILERHY ET, 7714~ ASA TEX 2T =
= FREEDMERIGAIL, EONy 7T v T —NR—lbtx a7 2=y MNGEARET
HVENRDHY FT,

(6=3))
ZOMREE A X — T M LTEEBAIT VPN R U RV R ST 2101E, 22— F—RNa—F—4 &
NAT—= R AT LHERDY £77,

i
WOBENL, FirstGroup EWHIZRTDO T N—F KU —IZk LT, EF27 2= MEIEE A
F—=T M DT EE R L TVET,

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy) # secure-unit-authentication enable

tXaT 2=y VRHEET 4 B—TWIZT BITIE, disable ¥ —TU—FKEZ AN LET, EF
T o=y MNREBMEZET 7 4 F 2L — a3 U BHIRT DI, Zoavwr RO nolE
KEANLET, ZOFTvarvzBETLE MOV —T R o—hbtFaT 2=y
MERAEDE Z Ak T & £7,

('EE‘.J%'I:) 7}(@3‘7\/ ]‘%{%ﬁﬁ LT\ j‘%"j:?‘nuni% ELiT
[no] user-authentication [enable| disable]
2—P—FRFEEA R —T T D, N—RU =T 7 T7A4 T NOFRIZW DA D—H—
. PRV ENLTCRY NPT VB AT BDIGEEZ T D ENNE LD F

TO ﬂﬂﬁ@l*‘qj‘*‘ljﬁ\ Ebtmwﬁ*f**/\%@lllﬁr k—TfE’)TmL‘nEémi—a_ :L*‘—‘j—?‘ﬁ}]nﬁ
FIFILINTT 4 B—T NI TWET,

7 74"\7 ) ASA T:L"—‘"j-"—‘mu an:7b“ ‘%fii‘aé\ci\ EO)/§ b 7 77 770 -‘j‘“—'/{"—‘ %):L"—'qj-"—mu
FEERET DMENH D F7,
i -

OB, FirstGroup & WO A RFTD 7 —T R —IZxf LT, 22— —BiEx A X —7 /T
THHEERLTVET,

B 5oz L. S—TFRYS— BEUI—F—
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ATvT4

ATy Th

TRYY—. BEUYI—H—
VWNA—ES 7 55170 roBoRE |

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable

:1_-]j- i HEE%T/]) t— 7/1/ ‘d—é i disable 3’\’ J— ]\ %]\jj Li‘g‘ :L_‘]j_ e HEE
MEFEITaA L 74 Fab—arDbillRTaI12E, Zoa<wr Fon s AT LET,
COF T arEERATEE, DT L—TRY = a—P —EEOE MR TE £,

RDOa~vy REFERLT, BAELIflx Da2—F—D7 A RV ZAL LT T MERELET,

[no] user-authentication-idle-timeout minutes| none |

mnutes/X7 A —X T, TA RV A A L7 7 NERE] (DHEAD) ZELET, REREMIZ1 S
77 4V ME 30 57, EERFIE 35791394 43T,

TA RV EALLT 7 MITICAN— 727 729472 FOEHRDOa—YF—IC L 2@ET 7
FAETANRWES, ASAIZFD I FSAT U OT 7 BAEKTIHET, 20X A ~v—
IZ. VPN F o RV BEETIERL, VPN MRV EEIBTE 7 94T v NOT 7B AT 8%
TLET,

51

WOBNE, FirstGroup E WO ZRID T )NV—T KU 2 —24553DT A KV XA LT 0 MEEHR
ETLHEEZRLTVET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

TA RV EALT T MEERHIRTHICIE, Z20a~vwr FonEREANLET, 2047
yay%@mﬁék\m®ﬁw~fﬁ9y~ﬂ%74Fw&%b??hﬁ%ﬂ%f%ifo
TA RV EZALT T MEEKEALZRWE 92T 5121E, none F¥—7U— R&F57E
user-authentication-idle-timeout =~ > RZ AN LET, Zoa<wr Ricky, 7’4 I\/I/ XA
LT T MZXUERRESNE T, XIUEEZRETHE, T4 KAV XA LT U EBER SN,
TNV NERIFRESINTZIN—T R =2 —HP—FBFEDT A RV XA LT U M
DA SN2 < 720 £,

G¥)
showuauth =< RADIEETRINDT A RV XA L7 7 ML, 12 CiscoEasy VPN U £—
N TN AD N ANV EBFEL 2= —DT A KV XA LT U MEIZRYD T,

WD~ R&fiH L, IP Phone Bypass Zi% € L £,

ip-phone-bypass enable

IPPhoneBypass # i T 5 &, "— KU =T7 7747 FOBFRIZHDIP 7 4+ 3, 22— —
PEE A7 L CEEi C& £ 97, IPPhoneBypass i, 7 74 /L b TT 4 =T NMIZ/H->TW
E9, ZAUL. IUA BRA X—T T > TV BESICOLEH S E T,

G¥)

Flo, TNHD 7 T4 7T v FORFEEZRIRT HI2IE, 7747 2 MITMAC T R L A%GRE K
ETHUHENRDY £77,

gHInoraL, =T Ry o— s&U1—F— |
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ATvT6

IP Phone Bypass & 7 4 & —7 /W29 B 1214, dlsableﬂE U — K% AJ)L %7, IPPhoneBypass
BYEAZFATA L T 4 X2 b—2a UBHIRT HIZIE, Zoavr RonoBE AL ET,
ZOF T a ANtk BlD I —F KU 2 —)>5 IP Phone Bypass OfiE & {7k T& £,

WD a~r RaEMiH LT, LEAP Bypass %€ L £,
leap-bypass enable

LEAP Bypass X, user-authentication 284 r—7 /LiZ72 > TWAEEICOABEHINET, =
Da<y RIZXY, Cisco VA XY LATIZEBARAL L N T/NA ANED LEAP /37 v M
LEAP iBFEZFENL L T D, —V—38iE D L ICREZ FEITTE H L 91272 v £9, LEAP
Bypass IZ. 7 7 #/V N TT 4 B—T /Tl > TWET,

N=RU T 74T FDOHAIINDLEAP 2 —H— (2%, ERIRMENH Y £9, Fox
NWTHIRA A R TNA ZADH%AIZH D RADIUS h— =27 LT o oY Va2 EETH 2 En
T&72\0W e, LEAPRREA R IV =— F T EHA, M FURETY LT vy L EEE
TERWVEBE, BRE Y FY—7 TRIEIN TV RN T, ZOMBEEET 5729
(2, LEAP /3o /SA1X, {HRB D= — W —FWEEDOFIZ LEAP 237 > b (LEAP /X7 > R2UT) %
bR THRRE L, mmms#—ﬂ~m®ﬁﬁ@ﬁ WRIECE DL 9ICLET, Zhick-
T, 2—¥—i%, ElOox—V —FFEIcEL = LN TEET,

LEAP Bypass £, RO T CHEUNIHEREL £7,

* secure-unit-authentication 235 4 ¥—7 W2 TCWAZ L, A VXTI T 47 2= k
m£#4z TNOBE., PRV EHEH LU TLEAP T NA AN TE D L9110 DHI
. FELEAP (F#) THRAANMN—R T =T 7547 v b AT IHLENRH Y £,

user-authentication 34 2 —7 NIZ/ o> CNDH T L, A X —T /I > T\ & LEAP
Bypass 25 H SN EH A,

MERERBED T 72 A IR A 2 3, Cisco Discovery Protocol (CDP) % 5217 L C\»% Cisco
Aironet Access Point TH5HZ &, PCONIC h— Rix, o7 Z7 > FofIEThnENE
A,

51

WOBENL, FirstGroup & WD A RIDZ /V—7" 7K U - —IZ LEAP Bypass # X €7 5 FiE&E R LT
I/\ivé—o
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) # leap-bypass enable

LEAP Bypass %7 « £ —7 /WZF HITIE, mwMe% U— R%& AJ1L%£¥ ., LEAP Bypass J&
PEFETa 74 Fab—2a UNHHIRT 212, Zoavr RonBEXE A LET,
:@ﬁf?aV%ﬁWTék\EMBWM@@%%@7W%7ﬁUV%@B%%T%iﬁo

B 5oz L. S—TFRYS— BEUI—F—
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AnyConnect 7 5 1 7> k DI L— TRy o —EirnzE [

AnyConnect 7 54 7 > b EHED T IL—TR O—EHDEE

FIE

ATy T

ATy T2

ATvT3

ATvT4
ATy TH

[ AnyConnect VPN Client $%#5¢] (2779 K 912, AnyConnect 7 74 7 > b i % A X — 7 MIZ
L7c#klZ, 7 v—"7 R Y > —® AnyConnect 7 7 A 7 N BEREZ A X — 7 )V ETCIIMZAICTE
F4, F—FRY —webvpn 2T 4 Fal— g B— FTCROFIEELFETLET,

TN—T R —webvpn 27 4 X2 b— g E— RERBLET, KICHlZRLET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

TV RAHRA > har B a—# T AnyConnect 7 7 A 7 2~ OXKGEHIIRA VA M=)V ET 4
T —7 T HIZIE, none¥—T — K& 57E L T anyconnect keep-installer =~ > R & L &
T WITHIZRLET,

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

TI7HNRTIE, 7 74T 2 hOXRGERRA VA M—MEIA F—T W >TWET, 774
72 RMX, AnyConnect 7 7 A 7 By a O TRIZZ Y RABRA » MZA VA F—L &
nrE=fFicin £,

7 )V—"7"7K Y +—0 AnyConnect 77 74 7 > b SSL #5iik i T HTTP 7 — % OJEfi & A £ —7
JVIZ9 % I21%, anyconnectsslcompression 2~ K& A LET, 7 74/ hTiL, EHEIEnone
(T 4= N) ITRESNTWET, Effiz A x—7MIT HI21E, deflate ¥—7— %
FEHLES, RICHlIZRLET,

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

7 RETHRINOBE
T ABEERDT A FRREZ MR T DA HIRT 256 Th, Tuxy | 7747 U4 —
v, FTIXNAT 7351 A O AnyConnect 7 7 A 7 > b #fi B2 FI2TH5 2 BN T
xF4, ZTHE1THITIE, anyconnect sdl keepalivecommand: ZfEH L CF—7T7 74 7 A v
-V OBEEZTEL £,

anyconnect ssl keepalive {none | seconds}

Flo, ¥—TTIA T EREST L L, UE— b= —H—7) Microsoft Outlook F 7= 13 Microsoft
Internet Explorer 72 E DY sy hAR_X—=ZX T 7V r—3a 0% T 7T 4 TIZFAT L TWRWGES
T%., AnyConnect 7 7A T > b 7747 » MIUIWEB LOBHERINLEE A,

WORFITIE, AnyConnect 7 7 A T2 K ¥ —TT 74T X vtv—T% 3008 (559) OMEFE
THETE2IOCEFa VT4 T T ITAT LV AEZRELET,

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

AnyConnect 7 74 7 F 3SSLE v a U THF—ZHARTE 5 X 9127 5HITiE, anyconnect
sslrekey 2~ > R&EMEHLET,

anyconnect ssl rekey {method {ssl | new-tunnel} | time minutes| none} }
T 74N MR, F—HERITT 4 =T IR TWET,

method % new-tunnel (ZFEET 25 &, SVC F—DFHATIZ AnyConnect 7 7 A 7 > & H3FT LW

N RNV ERENIT D KX D ITHRE SVE T, method Z none (IZFRET D &, F—FAERITT «&—
TIATIR Y EF, method & ssIZHRET D &\ SSL O R A ¥ m—3 g 3 — AR HITAT
PIET, method ZFEET 2DV IC, By a VOBMAEND X —FAERNTHOND £ TORE
filZ 1~ 10080 (1) DO THRETEET,

WOHITIE, F—FAERTIZ AnyConnect 7 7 A 7 F BSSL E BRI =— 5 L HIZF%
EL. F—HAERNE Y g VBIED 30 SBICHERATHLIICHRELTWVET,

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

IIAT b7 a b a S RZERE AT S &, AnyConnect 7 7 A 7k 28 IPv6 T
T4 I TETHLTCHAEEEDIPVE T 7 v 7 OFBITIESS, IPvd N7 7 4 v 7720
ETHLTCHWBEEDIPVG T 7 4 v 7 OB IEEZRTT DI ENMTEET,

AnyConnect 7 7 A 7 > kb 75 ASA IZ VPN £t 9% & Z1Z, ASA (X 1Pv4 & IPv6 D— 7 £ /1%
WHOT KL AZE B TEF, ASA 2% AnyConnect 7 74 7 > N ¥l IPvd 7 KL A £ 7=
IZIPv6 7 KL AT 2B Y THEAIC, ASANIPT RLRAZEID Y Thaholzxry hU—
JEIFT T4 TIZONWT, 773477 hal R XA RRAZE>TEDNTI T4 v 7% R
0y XL, FIIXASA ZNNARNALTY TA4 T v EDREEZRL, 20 7
TTXAN ELTOEGBEHATAINEHETELLIICRDE L],

72 & Z1E. ASA 78 AnyConnect 7 7 A 7 2 b ##i(Z IPv4d 7 RLADHZEI Y KT, = FR
AVEIRT 2T NVAE 7 ENTWLEMELET, 2O RARA Y MR IPv6 7 KL A
DE[FEEZRLT-LEIZ, 7T7AT L A RA T a b aiENnT «B—7 L OEE1L, IPv6
NI 749N Fay T ENETHN, 77T b XA T hauhg x—7 LOEE
. IPV6 8T 7 4 w7 X7 AT R 7 VT THFARELTEEINET,

SSL #5#t Tid72 < IPsec b RIVEMESL L CTWAEIE, 7 74T > FTIPV6 AT/ > T
WANE IR ASAITIHAINRNT=D, ASAITFIZZ FA T v b XA XA Fa ha/LikE
AT wvadur LET,

client-bypass-protocol =~ > REMHL T, 7747 b "M 7 haltigad A r—7
WVEIET 4 =TI LEY, a~» MEUIRO LB TY,

client-bypass-protocol {enable | disable}
WIZ, 7TAT 2V F XA R2 T a harkf x—7MIT50%RrLET,

B 5oz L. S—TFRYS— BEUI—F—
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AnyConnect 7 5 1 7> k DI L— TRy o —EirnzE [

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

WIZ, 74T b XA RA T harzcsA—71zd 502 RrLET,

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

WIZ, A3 —=TNVEFRIIT A= NI TWDEITTAT v s XA Fa ha)LVREL
HIFRT 202 R~RLET,

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

ASARIZE — R NNT U T aRELELGAIL. VPN v v a COFMNIZER &b ASA
IP7 RUAEFRRT 2722, ASADFQDN ZHELET, ZOREIT, SEIERIP T2
haroxry NO—IBO7 74T s v—I 0752 R— 192592 TEETT (IPv4 H»
51IPv6 72 &)

AnyConnect 7 7 A4 7> b 707 7 A4 WZH D ASAFQDN #fif L Tr—3 > 71| ASA IP
T RLVAZRGETAZ LI TEERA, TRLVLARB—RKARXT 007 U F U FDOELWT
NAA (RURADBHELSIVTWDTNA R) =B LBRWEERHY £,

TNA ADFQDNINY A T > MIEESNRWEE, 7747 > b, LT b 2 RV
SNENTWASIP T RLA~OFEERZRAET, B bH P 71 h=v (IPvd 725 IPve) D
Fy NI—JBon—3 7% %R — 3 5I2i%, AnyConnect 7 A 7> F X, hrRLD
FIRENTICREF 5 ASA 7 RLAZRETZ 5 X912, v—3 7 1%%I2T /34 A FQDN D4 Ril
RRZAT O MEN SV ET, 7747 2 M, FIEEGHRICT 7 7 7 A4 VIT(FEET S ASA
FQDN ZfEH L E£9, Lot vy v a Rk TIL, R TRERGAILFIZ, ASAIZE - T
Ty vadinl (e, IN—T RY —TEHENHKE L) 7351 AFQDN #fEH L %
9, FQDN MR E I N TW7eWEA. ASA IZ. [Device Setup] > [Device Name/Password and
Domain Name] D2 ENED BT /314 A FQDN ZHifS (BX OV 747 MIkE) LET,

TNA AFQDN N ASAIZ L o T v v a2 ENTWRWEGEA, 79472 ME, £4251p 7 n
fardOxry hU—I Mo —I 0 J%ICVPN Yy v a VAL T £H A,

gateway-fqdn =~ > RZ{EfH L C, ASADFQDNZRELFT, a~r FEXIKRDOEBY T
ﬁ—o

gateway-fqdn { value FQDN_Name| none} ¥ 7213 no gateway-fqdn
&IZ. ASA @ FQDN % ASAName.example.cisco.com & L CEFKT DB &2 R L E T,

hostname (config-group-policy) # gateway-fgdn value ASAName.example.cisco.com
hostname (config-group-policy) #

WIZ, Z—7 KU —n5 ASA D FQDN ZHIBRT 2412~ LET, 71— KU —Iid,
FIT IV TN—T R —nb ZOEEMHAL E7,

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |

B o7y s—ni—REronE

hostname (config-group-policy) # no gateway-fgdn
hostname (config-group-policy) #

WIZ, FQDN 22D & L CEFHET DB %~ L E7, hostname =< K X N domain-name =
<~V REMALCRESNTEZ 2 — UL FQDN MEA S Ed (A TEEREA) .

hostname (config-group-policy)# gateway-fqdn none
hostname (config-group-policy) #

Ny 9T TH—N—RBHEDHRE

NPT o T h—N—%BELET FEHATITERDDIELE) , IPsec Xy I T v 7 H—
NR=%lfH{T5L, VPNZ TA T MIT T4~V ASA DMEARATOBE S g1 Mok
MTHZENTEET, NI T v —N"—2RETHE, ASAIL, IPsec b RV ZFEST
THEEWLITAT L MY —R_"—=VRZELET, 7I7A4T 2 b EERITT T4~ U ASA
FeRy 2T T = R—ERELRVRY, Ny I T T PN IHFEELE A,

NPT T H—=nN—F, 7747 b EFERIZTT A~V ASA LIZEEEL £7, ASA LIZ
Ny T T P—=R—BHETDHE, NI T v T ==K —=NITNV—TNDT T A
TNy asiv, VAT N EONRYy T T == RN (BREINTVWDLHY
B) NEEHEDY T,

\)

6=

KA MG EFRATI2H5E681E, Ny 27 7 v 7 DNS ==L Oy 77 v 7 WINS H—/3—
%, 774 <Y DNSHV—"—BLOT T A<V WINS —_—=L 3Ry hT—7 EIZE
BTHZEEHRLET, 20X L2nE, "—KU=T V74T NOBHDOIFTAT
Y IMWDHCP # N LC/N—RKU =7 7747 h» 5 DNS H#F L OV WINS fF# % Hfs: LT
WD E, T4~ ==L ORIV, Ny 7T T =T 872 5 DNS fEH
& WINSfE#H & 5 &, DHCP U —ARHIREINIC/2 D FE T FA4 7 MEEHTE <Y
£, £/2. AR MEHEH L TWSEEIC DNS B — =R D &, KIEAR BIiE

MEETDIBTNRH D £,

Ry I T T P—=N—"RETHIZE, V=T R)v—ar74FXal— 3 EF—KT
backup-servers =~ K& AJJLE7,

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

RNy 27 o7 P=N=ZHIRT DI, Ny 7T v 7T = "—ZHELTIDIA~ L FDno
B A& AT LET, backup-servers BIEAZFATa 7 1 F o L— 3 U BHIBR L. backup-servers
DIEZMD 7 NV—T" R =Dk TE 5 LT 2I2iE, sIEERBEEFIczoav s N
D noXEANLET,

hostname (config-group-policy) # no backup-servers [serverl server2... serverlO |

B #6707 740, FL—TRYL— H&V1—H—
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vy kD=5 7RIvvavavra—L 5 i—20EE [

clear-client-config | keep-client-config]

clear-client-config ¥—U— RiX, 7 747 F TR I T v 7 b—R—%fFH LN L%
FBELET, ASAIZ, XNVDOY—R_R— U R 2T v a2 LET,

keep-client-config ¥ — 7 — Rid, ASAN Ny 7T v 7 h—N_—{FWE 7 747 MIERFL
BNWZEERBELET, Z7I7A T ME MADOANY 7T o7 == U X EEHLET
RESNTWDIHE) . ZHUIT 744 R T,

serverl server 2....serverl0 /X7 A —4% U R M, 774~ VU D ASA BMEHRRTOEAEIZ VPN
TIAT L NBMERTEZH—N"—% T T4 F VT 4 NAICAR—ZATRY 57V A T, ZD
UARIE, —R_"—ZIPT7 FLRAEZIEIAA M THEELET, 20U 2 FDES1E500
LFEETT, BT FUIIRK10E TTT,

WOFNL, FirstGroup EWIHLZBIDOTN—T KR S —Z, IPT RV A2310.10.10.1 & 192.168.10.14
THHINN I T o7 =B ET D HEEZRLTNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup-servers 10.10.10.1 192.168.10.14

2V RI)—H PRIy 3o Ay A= LIS A—SDHETF

FIE

ATy I

COWETHBAT LN —TRY T —NAC o= R, T XTF 740 hOfERH Y £,
EIOLTHLMERGAZERE, TNOHDRTA—HDOT 7 3L MEIZEFE LARNTL 7ZEN,

ASA L., YEIEFRFEZ v k2L (EAP) overUDP (EAPoUDP) DA vt —UZHHL T, UE—
N ARARNDORAF XY ZMRLET, RAFXYREETIL, VE—FFANMIRY NU—2 T2
TARY —%ED Y THENT, TORA MR EF 2T 0 OLBERMAEMWTZLTNDINED
MDIRTHARENET, ¥X2 VT4 TTIA TV ATHRYy MU= T RIvvary aryba—
LR FRET HETC, NAC HIZ Access Control Server 3% E L TR LERH Y 17,

Access Control Server X, Y AT LADE=X VY 7 LiR—sDER, T3y 7, BLOrX
TSR E R T RAF ¥ =27 (ACS TREFRRLTFS) 2x=2VT7 4 777
AT AHE T a—RLET, —EIRARAF v h—2 1%, Healthy, Checkup, Quarantine,
Infected, F 72/ Unknown TF, RAF ¥ IRILE1F7 T4 7 > M LORFENKEIDD &, ACS
BTty aHOoT778A R v—2txa T4 77747 AFVun—RLET,

FTIFNL DT N—T R —F IR N—T R o—DFy NU—27 T RIvay
oy br—VERETDHITIE, ROFINEEZFZITLET,

(FE) AT—4A 72V —HA4A~—DOHMERELET, EX2V T4 TTIA4T A
E. RATF Y BEERMER KDY | AT =22 72 ) —DIREEZ TWAH =N, AT —X
AT —DH A <~ —% BN ST E T, ZOXA~—DHRBUIND L, FARDERRAF ¥ D
EREMARL 72— (AT —Z A7) —) PFITINET, #A4~—OHR%Z 30 ~ 1800
OB TANLET, T 74/ FDOFREIL 300 T,

gHInoraL, =T Ry o— s&U1—F— |
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B < ro—v7rzvsavavro—nSx—sn%E

ATy T2

Fy b= T RFIvvararybao—LOtyiarT, RAFYRIEDRER KDY,
INAF ¥ DEREFRDIRO 7 ) =375 E TOMREEET DI2IE. 70— K
v—ary 7 4¥alb—v a3y E— KTnacsg-period 2~ REFHALET,

hostname (config-group-policy) # nac-sg-period seconds
hostname (config-group-policy) #

FIFINEIDITN—T RY)—MBEAT—H A I — F A ~<—DEZEMET DIT0E, fkK
TOREITN—F R —IZT7 7 8A LT, Z0avwr RO nERXE2FEHLET,

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy

W, AT —HA T — FA<—0DfE% 1800 PICEFET 202 RLET,

hostname (config-group-policy) # nac-sqg-period 1800
hostname (config-group-policy) #

WOBTIEX, TIFN S ITN—T R —INHAT—FZ AT ) — A ~v—DfEE &K LT
b\iﬁ‘o

hostname (config-group-policy) # no nac-sq-period
hostname (config-group-policy) #

(F-E) NAC OFREEOHIMAEHELE T, BEX 2V T4 T34 T v RIE, BAF ¥ ik
WRER DD TN, BGEA A v — 2B S ¥ E T, 20X A ~v—2nHRINICR D
&L ROBEEEDORAF Y EEN Y H—SNET, ¥XF2 VT4 T FIAT R T, FNE
TLRILFETHRAF ¥ 2 H\BREEL 5, RAF Y BREEEIZIIFREEPICT 7 A 2 ba—
WA= R=RFHTERVGA, T 74NV DT NA—T R —RNGHR0 3, RAF v
T DR AT AT LET, #PHIL 300 ~ 86400 b T, F 7 4L b DR EIL 36000
BT,

Xy hU—27 7T RIvvagrarba—LOkyi g TRAF Y ZHEET 5L IEET
B2, I—7F R —ar7 4¥alb—a E— FTnacreval-period 2~ > R&ff
MALET,

hostname (config-group-policy) # nac-reval-period seconds
hostname (config-group-policy) #

FRFEZ A ~—DEET 74V kN I —7 R =Bk 51203, e 7 L —
TRV —IZT IV EALT, Z0avy KonoBRAFEHLET,

hostname (config-group-policy)# NO nac-reval-period [seconds]
hostname (config-group-policy) #

WIZ, TGRS A ~—% 86400 L E T 2442~ LE T,

hostname (config-group-policy) # nac-reval-period 86400

B 5oz L. S—TFRYS— BEUI—F—
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ATvT3

Y RIT—Y FRFIvI3>arbA—ILNNSA—2DERTE .

hostname (config-group-policy)

WO T, TTHN DT N—T R o —NEFMAEZ A ~—DfEZ & L TWET,

hostname (config-group-policy) # no nac-reval-period
hostname (config-group-policy) #

(&) NACHITZ 74V MACLEZRELET, ¥X2 VT4 T I7AT AL, RAF ¥
ERGETE 2WEEIC, BIRS A2 ACL ICEEMITF N TV D EFXF 2T ¢ RY v —%iH
L%9, none 7= i}fﬂﬁ ACL ZEELE 7, 7 7 4/L Fi%ElInone T, nonelZiXET 5
L EF 2V T4 TTIATURE, RATF Y ZRGEETERDP ST EEICT T4V RO T L—
TR —E#EHALET,

RAF ¥ ZBFETE 22T Fy FU—27 T RIyvayarbu—tyyaryO77r
VM ACL & LTHEHEND ACL 2 EETHICIE, FV—T RV —ar7 X2l —T3
v F— R T nac-default-acl =~ > R&HFEHLET,

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

TN NDOTN—T R =5 ACL kAT B121%, A TOREIN—T R o—|C
TIZEALT, Z0a<vr RO nEREHEHLET,

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

ZDavy ROBRIIROLEELBY TT,

« acl-name : aaa-server host 2~ RZfEHA L TASAICREENTWD, RAF v ZWEET
LY== T N—TOLHERRE LET, ZOARNEL. FD v RIZHEE S U7 server-tag
BN~ T DMENDH Y 97,

enone: F 7NN TN—TF R —5D ACL Ok %27 1 —7 L2 L, NAC & v
T aV TCRAF Y RAEN TE RN ZICACL A LEH A,

NACIZTFT 74/ b TTF 4 B—T IR >TN5720, ASAZ:ETAHVPN T 7 0 v 7 1%
NAC 284 X —T NI B E T, NACT 7 4/ F® ACL ORI Z 1T 8 A,

WO TIE, RAF Y EZRIETERNo72E X2, acl-l EWH ACL 2T 2 L9 EL
Tb\\i—g—o

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

WOFITIX, T 74V ZT—F R Y —6 ACL k& L CTW\WET,

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #
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WOFITIE, T4V N ITNA—TRY =MD ACLOMAZT 1 E—7 2L, NACE v
TV TRAF ¥ ERIETER -T2 ZICACL WA LEH A,

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

ATy T4 VPNDONACHKRERELET, T 74/ FTiE, oY X MIZEIZR>TWET, 744
BT 7 40 MiElE none T, RAF Y RIEZRRTHIVE—F KA MDA —F 1
7 VAT A (BEOVACL) Z &2 vpn-nac-exempt ==~ > K% 1 BIAS LET,

RAF ¥ REEEGFRT D2V E— R 2 Ea—2 DX A 7DY A MY b 2B 5120,
TN—TRY)v—ar7 4F¥a2l— g F— KTvpn-nac-exempt 2~ > RZEH L £9,

hostname (config-group-policy)# vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

WA ZT 4 B—T I L, TXTORR M EZRAF ¥ BEEORRIZT 5I21E. vpn-nac-exempt
DT HEAIZnonex—U—FE AN LET,

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

GERY A ROy N ZEIBRT AT, 2oa~vr Rono B EEHA L, G5 42—
T4 T VAT A (BELWWACL) ZHELET,

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name
none}] [disable]
hostname (config-group-policy) #

TOIN—T R —IZBEHEMT LN TSR A MZhDd T MY RHIBRL, T 74V
N ZN—F R —DHRRY A M EMKTHIZIE, F—V—FEZETETICZoa~vr Ko
nolEX&EfEHLET,

hostname (config-group-policy)# NO vpn-nac-exempt
hostname (config-group-policy) #

ZDavwy ROMXERITIKRO EEY T,

sacl-name: ASA D> 7 4 X =2 Lb—3 3 VIZHEET S ACL DA R,

e disable : FfRU A hoOxT > b ZHIBRETICT =T M LET,

ofilter : (AFVay) ava—FOFX—FT 47 VAT LADOLEIN—FHLI-L X
NI 74902742 ) T T B ACL 2 H LET,

enone: Z O F—TU— K% vpn-nac-exempt D3 & AIZAT LIEGAR. AR T « &—
TR Y TRTOFRA SRR AF Y RIEORM R FI, ZOF—TU— K% filter
DT HAIIATI LIZSEF, = FY TACLEZRELRWI L2 R LET,

B 5oz L. S—TFRYS— BEUI—F—
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ATy T5

WN5SA7o k774791 —n Ky o—nEE [

cOS: ARV —F 4 U7 VAT AERAF X RN SRR LET,
sosname : AL —TF 4 U VAT ADLAITTT, LHINZAN—ANGENTWVDHEHAEIZ
OIHBI RGN MHETT (72 & 21X "Windows XP") .

WOBITIL, MERT 4 =TT SH, TXTORA FPRRRAF Y BEEDO M RIZ SN ET,

hostname (config-group-policy)# no vpn-nac-exempt none
hostname (config-group-policy)

WIZ, RV A "3 _XRToO= MY ZHIBRT 56127~ L ET,

hostname (config-group-policy) # no vpn-nac-exempt
hostname (config-group-policy)

WDa< REANLT, Fy b= T KIvvararyba— i 32—7NVEHET 4
=7 LET,

hostname (config-group-policy) # nac {enable | disable}
hostname (config-group-policy) #

772“/1/ s ZN—F R =5 NAC OFREEMAT HI121E, MATORBEIL—T7 KR
— 277X LT, ZOa<wy Ko no 2 1{# 4 Lifh}

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

F 74V FTlE, NACIET 4 B—T N> TCWET, NACEZA RX—7 Wz +5hHE, UE—
N7 7 BATHRAFYREENLEIZR2DET, VE—F a2 Ea—HDRAFYNELWND
CRHEREIND & ACS T — =R ASA THHATAHT7 7 AR) v—2 Xy ro—RLFE
T, NACIX. T 74V FTlET 4 =T N2> TWET,

Access Control Server (T2 hU —27 FICFEETAHAMLENH Y £4,

OB TIE, 7 —7 RY =T LTNAC A F—T7 WM LET,

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

VPN SA T2 D747 04—ILRY O—DEHETE

T7AT T4 —ME, T—FOEENT Y NEREAT Yy VEENERAEL T, 7> bD
T AT VA VERETFAT O, FRENTy b Ry T T ENEINERETDHI &
LD, av a2 4 02—y MO OBELCTIRELET, 7747 U+ —LIE, 7
N—7DVE—F 2—HF—=NAT Vv § hRV U TEFELTWDIEE, EX2U 740
MExb7EbLET, ZOHA, 7747 UA—NAN, A X —Xy FERIT2—F—Dr—
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B vnoscrororaror—n Ry v —omE

HIVLAN Z T AR ER AN 2= —Da Vo — X Z2F# L, OV Tt ERy hU—
T OIRHELET, VPNZ T4 7 2L TASAICERE L TWS Y E— h 2a—F—(X, @
R 77 AT O — AT a rZBRTEET,

IN—F R —ar7 Xal—3 g F— RTdientfirewall =~ > RZ&{#H L T, ASA
MWIKE b p L 2 I m—2 g VHIIZVPNY A4 72 MIEET A=Y F NV T 74T 74—
WK —RRELET, 77A T 74—V RY—Z2HIRT5I12F, Z0a~vr RonolE
XE AN LET,

TRTOT7 7 AT U4 —/VARY —%HIBRT 5121, 518 EEEETIZnoclient-firewall =~
YREANDLET, ZOa<wr RiZLY, none F¥—U— F&HEE L Tdient-firewall =<2 K
EAITUTER LIZXV R Y —BHIULEN L EZO T, EEEHADTXTOT 7 AT U4 —
VAR —DEIRESNET,

T7AT UA— IV R =Nl hbé, 2—HF—IT7 74V NERFTZOMD 7 V—T K
Vo—WNICFHET D77 AT 04— VR =% LET, 2—F—RZDOLIRT77A47T
T =V R —EEK LN E D29 BITIE. none F—TU — K& $5E L T client-firewall

a<w> REALLET,

[Client Firewall] % 7 ® [Add or Edit Group Policy] Z 4 7 v 77K v 7 A Tid, BMEZIFEET
HIN—T R) = LTCVPN I TAT U hDT 7 AT 74— i EERETE T,

\}

G¥)

INSLDOT AT T+ —VEKEE R T X A DL, Microsoft Windows #FE{T+ % VPN 7 T A4
Ty hNEFTY, BE, N—FU =T 7747 hEEM (Windows LIAL) OV 7 Fo o

T IIAT v MTIE, INbOBEIZEHTCE EFEA,

OOV ATE, VE—F 22— —OPCLEIZNN—VFNV T 7 AT T =B LA —
NENTWET, VPNIZ FTA T ME, 0—HL 77 AT I — IV TERINTWDLT 7 A
TUA—NRI—%WHL, TOT7 74T U4 —VIRFITINTND Z L 2R T 57201
F=H—LET, 77AT U NVOEITHEIET D E, VPN 7 T4 7 2 MM ASA ~D#EfF
ZRey 7 LET (ZO7 747 U4 —/ViEH A 71 =X A% Are You There (AYT) & 'R
F9, VPNZ 74 7> B EHMNC Tareyouthere?] A v —TaRETHZ LICk-TT 7
AT A —INET=H—TFTDHNLTT, IWEDRINRWGE, VPN ZA4 T ME, 774
TUr—IVBE T LToTod ASA ~DOEHE T L2 B LET) . *y NV — V7 EFHE
MINGDOPCT 7 AT U+ —/VEMBICRET 2HE6bH D T, ZOHEEZEHTII,
2P IEBOREL I AZ A A TEET,

H2DTF YA TIE, VPNZ FA4 T2 RPCONR—VF L T 7 AT 74—t pil 7 »
AT AR —%#ATHIENRIRINDZENHY £, — B F L LT, X
Ty b bRV T EFEHLTINAN—=TDYE— K PC~DA L H—Fv b " T T 4w I %
Tyl THIERFFTONET, TOHEL FURABRHLINTWAM, A ¥ —F >
NMEH DR AN PC ZR#ET LD T, HRI A FORESNE T, ZOT77 AT U4 —/LD
F U AL, 7y =2 AR U T —F 7213 Central Protection Policy (CPP) & FEZIVET, ASA T
X, VPNZ A7 MCHEHT D M7 7 4 v 7EHL—LOE Yy FE2ERL, ZLbDL—/b
7 ANVHICEAEMNT T, FOT AN E T AT U — AR =L LTHRELET, ASA
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AnyConnect 7 S A 72k T7 AT oA —ILKR) S—DEHE .

TZDORY =% VPN I I A4 T FETEELET, TDH%, VPN T4 T2 MIKRY v —
Ea—N T7ATUOF—NMEL, TZTRI —NEHINET,

AnyConnect 7 SA 7 b IJ7AT704A—ILiR) O—DHRE

FIE

ATy I

ATy T2

ATvT3

ATy T4

AnyConnect 7 7 A T N D7 7 A T U4 —/Ab—/ LT, IPv4 7T FLABLUIPv6 7 KL A
EHEETEET,

IR BHHIIZ
IPv6 7 RLUANRESINTZHAET 78 A —VEER LET,

webvpn 7 —7 RKY —ar 7 4 Falb—T gy - RERBLET,
webvpn
11

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy) # webvpn

TIAR=FELFINRNTYV I Xy NI =7 V=L DT 7 A 3 ha—L )L—LEIETE L
9, PTARX—FMRY RU—T V=, 7 T7A4T L NOVPNIRIET X T 5 A H—T =
A AHEHAE N D NL—TT,

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

IN—=T R —=DIN—T"3RY) —@HL webvpn RNV > —RBHEZ R RLET,
show runn group-policy [value]

1 -

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

TIAR—=F Xy NI =T = VINS T TAT U s 77 AT U=V b—LAHIBRENE
j—o

no anyconnect firewall-rule client-interface private value [RuleName]

1 :
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hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value

hostname (config-group-webvpn) #

Zone Labs Integrity Y —/\— D&

Z DIATIL Zone Labs Integrity #—/3— (Check Point Integrity #—/3— & HFEEILD) 12O
Tt L. Zone Labs Integrity % —/SN—% %7K — h 95 X 512 ASA Z#3XET 5 FIAOHI 2R L
£7, Integrity —/"—(F, VE—FPC L TEX=2VT 4 R U—2REBLOETTH-
OOFREI AT — 9 - TF, UE— b PC A Integrity V— "—|Z Lo THESN-EX =
U7 4 R —Eila Lenga, Integrity M — S—B X NASAVMR#ET H T T4 X— K X
NI =0 ~DT 72 ARG Z O ER A,

VPN 27 5A4 7> b V7 b =7 & Integrity 7 A 7> F Y7 b =71, VE—FPC EIC
HIZEEE L CWEYT, ROFETIE, VE—FPC EREDTTARX—F 32y hT—F T
Y va UEMLTHEEO Y E— bk PC, ASA, B X Integrity —/X—DT7 7 v a kL
HET,

1. VPNZ AT h Y7 bhu=7 (ntegrity7 747>~ Y7 by =7 LR LY E— b PC
WZHEE) 1. ASAWCEER L., TNNEDIASTDT 7 AT I =NV 774 T FThHD
A ASA I B F T,

2. ASATUTIAT U N T 7AT UA—INDEATREREND L, ASA )5 Integrity 7 7
A 7 MZ Integrity B —/N—D 7 KL AFRBNIRSNET,

3. ASAIFTmFI L LTEWEL., Integrity 7 7 A 7 > M Integrity H—/3— & O [RIT & 82
fra st UE 7, HIIRA 8L, Integrity 7 74 7 2 K & Integrity % —/N—DR]7Z1F T
LS IET,

4. Integrity —/N—[%, Integrity 7 74 7 MR ESNIcEF 2V 7 4 AU —ITHELL
TWDMMEIPERELET, Integrity 7 747 M EFxF =2 U7 1 RY —ITHERLL T
WALE . Integrity —/3—205 ASA X LC, #Ea VT OiEME 27 54 72 b
Wit o Lo iR £ 7,

5 UE—KPCTIX, VPNZ F7A47 v )b Integrity 7 7 A 7 > MIEEREOFEMANE 4,
RY T —DFEMMNBTZIEBICMEND T &, F, Integrity 7 T AT AT T A4 _X— |
Ty NU—JICHRHRTEDLZ RO INET,

6. VPN ML T 5 & Integrity ' —/N—(X, 7 74T h/v—FE— KA v BTV
A LT Integrity 7 74 7> b OIRFEED T =X — %5l £7,
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\)

(GF) a2V —A ¥ =T AVKKSOD Integrity V—"—Da>r 7 4 Fal—a UEFR—
FLTWBHEATYH, BEDOY UV —RAD ASA BN—FE |2V R — 95 Integrity —/3—[F 1D
T, 77T 4 77 Integrity Vr—/N—|ZEENFA L72HEIL. ASA EIZHIO Integrity $—
N=ZBELTHH, VPNZIFA T bty a v ERERLILET,

Integrity h—/N\—Z R ET HIZ1X. ROFIEEZFEITLETS,
FlE

ATy IPT KL A10.0.0.5 2 H LT Integrity — N—%E L E T,
zonelabs-Integrity server-address {hostnamel | ip-addressl}

1 -

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

AT T2 R—=F300%EELET (T 74/ b~ F— L5054 TT) .

zonelabs-integrity port port-number

&1

hostname (config) # zonelabs-integrity port 300

AT T3 Integrity h—/3N— L OBEMICNEHA v X —T7 =24 AEHELET,
zonelabs-integrity interface interface

1 -

hostname (config) # zonelabs-integrity interface inside

AT 74 Integrity V—N"—IZEENRHDHEEESLTVPN 7 747 > MMERZA U D01IZ, ASA 2
T I T 4 T EINIAL 3 Integrity r—/ =D DINEE 12 EFFOEL I LET,
G¥)
ASA & Integrity Y —/N— DM O THRENEAE LI G. = % —7 7 A4 X VPN 73 Integrity
P R—DEEICL > THEIESNR2NWEIIZ, T 74V N TVPN 7 F 47 > MgV
FFIZAHRY EF, 7277 L. Zone Labs Integrity Vr—/N—IZEENEAE LI2GE, LEIZSTT
VPN #5525 Z &N TEET,

zonelabs-integrity fail-timeout timeout

51

hostname (config) # zonelabs-integrity fail-timeout 12

AT wT5 ASA & Zone Labs Integrity ¥—/3— & OFEREICRENRA LIZEGAIC VPN 7 Z A4 7 0 F L O
ML DL D, ASA ZRELET,

gHInoraL, =T Ry o— s&U1—F— |
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zonelabs-integrity fail-close

51

hostname (config) # zonelabs-integrity fail-close

ATYT6 BEINIZVPN V747 v MEFORRERELZT 74V MIRE LT, 7747 > MNERENAH
WEFIZRDLOICLET,

zonelabs-integrity fail-open

&1

hostname (config) # zonelabs-integrity fail-open

AT T Integrity —/3—23 ASA DA — k300 (774 /L MIA— b 80) (ZHfe LT, H—3—SSL
FEAEZZRTH LD ICHRELET,

zonelabs-integrity ssl-certificate-port cert-port-number

1 :

hostname (config) # zonelabs-integrity ssl-certificate-port 300

ATY T8 H— —@ SSLFFAENFICFRIAES NS M. Integrity +—/X—D 27 4 7 .k SSL AEBAEANER
ﬁﬁéhéi 9 \—j:El L/i‘g—o

zonelabs-integrity ssl-client-authentication {enable | disable}

&1

hostname (config) # zonelabs-integrity ssl-client-authentication enable

T7AT 24— I 54F >k 24 TD Zone Labs ~DE%E

FIE

aAvY RFERIEFT7IIY B#

RTFYTNV T AT U= 74T 247 clientfirewall {opt | req}
% Zone Labs Integrity % 1 7 |Z% 79 % | Zonelabs-integrity
IZiE, koa~>r REANLET,

1

hostname (config)# client-firewall req
zonelabs-integrity
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RDBERY

FEHMZOWTIE, VPN Z AT b 77 AT 74 —/L R —Of%E (93 2—) 25MH
LTS, 774 T U4 —/LDX A7) zonedabs-integrity D54, Integrity H—/3—(Z
FoTZNEDORY v —PNREINDTD, T7AT U= NVR) O —%2FETDHa~vr Nl
Bl SN E A,

DI3AT2R D7ATOA—=ILDINTG A—FDERTE

WDOa< REAN LT, W7 9A T N 77 AT T4 —IVDIRNTA—=HEHRELET,
Fa<wy RIZRETEDLA L AZ AT DT T, IOV TIE, VPN Z I9A4T7 2k
T7AT U= R —DRE (93 —=) 2L T TEE0,

eCiscoie 7 74T U+ —/b

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out AaAcL

* Cisco Security Agent

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent

s T AT UF—NT2L

hostname (config-group-policy) # client-firewall none

« WAKIN T 7 AT I F—/)b

hostname (config-group-policy) # client-firewall {opt | reqg} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

«Zone Labs 7 7 A 7 7 4 —)L

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-integrity

A

GE)  77AT7Ur—DXA 7% zondabsintegrity (23 551, 5l
BAaFELZRNTLIZE, RY ¥ —IE, Zone Labs Integrity —
N—ZXoTIROBNET,

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

gHInoraL, =T Ry o— s&U1—F— |
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* Sygate Personal 7 7 A 7 U +—/L

hostname (config-group-policy) # client-firewall {opt

req} sygate-personal

hostname (config-group-policy)# client-firewall {opt | req} sygate-personal-pro

hostname (config-group-policy) # client-firewall {opt | req} sygate-security-agent

» Network Ice, BlackIce 7 7 A4 7 U 4 —/L

hostname (config-group-policy)# client-firewall {opt | reg} networkice-blackice

% 2:client-firewall A< > FDF—T— K EEH

T A—H B

acl-in ACL IIGAT U IBER T T4 v 7 IHERT AR -2 EE L E
7+

adl-out ACL IIAT Y MIRE T T 4 v IR 2R v —EEELE
j—o

AYT IFGATYIPCOT 7 AT I h—NT TV r—2a L inT 74

T =R =%l T D EEBELET, ASAIXT 7
AT T H—NVNETEINTWDEZ 2R LET, [Are You
There?] LW IFEBA v —VUNFRENE T, IGENRWEE
IZ. ASAIC K> T hor A& E7,

cisco-integrated

Cisco Integrated 7 7 A 7 U 4 —/V ¥ A4 THEELE T,

Cisco-secur ity-agent

Cisco Intrusion Prevention Security Agent 7 7 A 7 7 +—/L X A
ZHEELET,

CPP VPN AT bDT7 7 AT U= R —DY—RL LT
Policy Pushed 5 L £,
custom HABIL T 7 AT O —)V XA T ERELET,

description string

Ty AT T4 —NLOHAE R LET,

networ kice-blackice

Network ICE Black ICE 7 7 A 7T U —/V 2 A4 7&FEELE7,

none TIGAT VN T7AT I —ILRY =N EEIEELE
T, T7AT ALK —ICXUEEFREL T, 77 4T
UA— R —EESLET, T4 DI NA—TRY —
FRIEBEESN TWAER I L= R =BT 7 AT T4 —Jb
AU —FA LN I LET,

opt FFa DT AT AN EA T ERRELET,

product-id Ty AT A=V ERELET,
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req WMEIRT 7 AT U —/V IA TEEELET,

sygate-per sonal Sygate Personal 7 7 A 7 U 4 —/v ¥ A T HIEE L £7,

sygate-per sonal-pro Sygate Personal Pro 7 7 A4 7 U 4 —/)L XA THfEELE T,

sygate-security-agent Sygate Security Agent 7 7 A 7 7 4 —/L X A TEIFEL£T,

vendor-id TrAT I d =IO E—EfRELET,

zonelabs-integrity Zone Labs Integrity —/N— 7 7 A T U 4 —/L X A TZ45E L E
R

zonelabs-zonealarm Zone Labs Zone Alarm 7 7 A4 7 U 4+ —/L X 4 T H=BE L T,

zonelabs-zonealarmorpropolicy | Zone Labs Zone Alarm £ 72X Pro 7 7 A 7 7 4+ —/L ¥ A F % {E
LET,

zonelabs-zonealarmpro policy | Zone Labs Zone AlarmPro 7 7 A 77 4 —/L 4 A FZ{E L £,

WIZ, FirstGroup & W) A FTD 7 /V—7 7R Y 2 —|{Z-D T, Cisco Intrusion Prevention Security
Agent Z LT L7 TAT N T7AT U=V R —2RETLH 2R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-firewall req cisco-security-agent
hostname (config-group-policy) #

—_— -~ =JL >
DSAT O RTOERIL—ILDETE
IN—F R — a7 4 Fal—3 3 F— RTdient-accessrule =~ R&HHA LT,
ASA Z N LT IPsec TG TEXDLVE—RNT I BRI ITAT UV DAL TLNRN—2 9 0 %
BRI 2N —NEHRELET, WOTA KT A N> TV— VBB L E7,

L= LB EZLBRVES . ASA T T _RTOERZ A 72T LET,

« ITGAT Y R RNT IO — T —F LR WEES . ASA TS A IR LET, HEL—
NEEZRTDHHEIT, FAL— Vb 12U EERTAILERH Y £, FrAIL—ILEER
L2 e, ASA T I RCoOEREZHES LET,

T NT 2T IV TAT U REN—RU T 77347 FDODELLTYH, AT ENR—T3
> Id showvpn-sessiondbremote TH R INDNE L TERIZ—H L TWDRERDH D £,

o * LFFT AN KA —RTT, VAN RI— REEL— IV THEEEANT L2 LN TEE
9, 7= & X, client-accessrul 3denytype* version 3.* Tix, X—TY a3 3xDY 7k

VT EFAITLTCNDTRCOIITAT Y N A TEEST D, 774XV T 43005
AT N TR L—LAIMERENET,

1 ODITN—T R =IO EHRK25 DL—IVEERTE £,
o JLb—L &y FERIZK LT 255 SXFOHIENH Y £,

BEIOJ7M4IL, SIL—TFTRY—, BLU1—H—
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B /s 770z —nomE

I ITAT U MNDEATERIFINR=T gy (HDHVIFDOMNY) 2R ELRWI T4 T b
IZiE. nfa® AJJTEFET,

=N EHIBRT DT, Zoa<vr RonEXE AT LET, Zoa~vr N, koa~vy
K& E%TT,

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

TRTONL—/LE2YIERT 5121, 518A#ER T2 no dient-access-rule command % AJj L %
T, ZHITXE Y., none F—TU— RZFRE L T dient-accessrule =~ > R&FIT L TIER L=
XL =P HIUTEN D E O T, REFHADTXTONL—/LRHIRISILET,

TNV ITIEE, T7®8ANL—=EIHVERFA, 7TAT 2 TR L—ILBIRNGEA.
A=Y =TT T F N DI N—T R —NIIFET DT X TONL— L EPFA L ET,

=P —NITTA T N T IR JL—LEMHALRNL DT BITIE. none F¥—TU— K&45
JE L Cdlient-accessrule 2~ > RE AN LET, Z0a<wr ROER, 3 XCTOX AT L/—
CarDIIAT IR ERTEDLL ORI ET,

hostname (config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny}
type type version version]

WOFIZ, TNHDavwy ROF—T—RERTA—ZOEKELTTLET,

% 3:client-accessrule A > FDF—T— FEEH

INSA—4H ERBA
deny BiEDH AT LNR—=a DTN, A0 ARG LT,
none DIAT U T8RNV —)LEZHFLER A, client-access-rule % X /L

EICHRELET, ZHICXOFIENTFTENRLS RV ET, T7 41
FOTN—T KR —F IR EISNTWDLE I NL—T R = biE
AR LN DI LT,

permit BEEDEA T NR— a3 v DF A, AT LET,

priority N—=NDTTAFVT 4 ZRELET, HR/hOBEAEE RO/ —iT,
TIAFVT a4 B bmE< eV ET, LIEBnosT, 7947 FOXF
A TENR=T gy (FRITZ0OWNTN) BT 5 /DIWER
DN—VN, WHEND L= E720FF, [HONSWTTAF VT 1
= IVIZFJEN D DA, ASA IZF DL — L &R L £,
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INT A=A BL)]

typetype 7V —EROXLTINEN L TCT N, ADZA TH#H L ET, TS

I%. showvpn-sessiondbremote THE R INDHHNE & ZERIZT—HL TS
MERHYET, 2L, VANV RI—FRELT*XFEANTEE

j—o

version version 7072 EOHBBAOILFHINEMHA LT, T3 A= Da VEIEEL
£, XFHNE. showvpn-sessiondbremote TH/R SN HNE L ELIC
—HLTWARERSHY T, 7272l VAV RI—FRELT* LT
EANNTEET,

RIZ, FirstGroup & WO AHIDO T N—T R —=DI FAT o 8 77 EBA V= VEEHRT D
BlZRLET, ZNEDL—LE, N—=T a3 4xDY T "7 =T ZFEFTT 5 Cisco VPN Client
AL, T_TDO WindowsNT 7 T4 7 > FEEHLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-access-rule 1 deny type WinNT version
*

hostname (config-group-policy) # client-access-rule 2 permit “Cisco VPN Client”
version 4.*

\)

GD  Ttypel 74— KiE. EEOEMZ S5 BRBROTTHITTR, 2O, B
U SAT v R ink ASA ICEIESHBEERE B LTV ABERDH Y £,

S X =L ==
A—Y—REHDERTE
COETIE, =Y =B TOREFIEOVWTHHAL £,

FT7 4 TR, =P =%, YU TOENTNDEIN—T R —nbFT_RTO2—F—§
MERLET, /2. ASA TiE, =2 —HF— LUV THEBNZEMSEZE D ¥ T, 2O —F—
WHEHESNA I NV—7 R >—Dfi%x EEXTLHZENTEET, &2, TXTO2—
P —ICEEERNOT 7 v A&7 L, BFEO2—F =247 7 ¥ A &[4 5 7L —
TR —FRBETHENTEET,

A—H—&ZNaAT74FaL—a3 > DERR
TN—T R =oAL 7=T 74V MEBLED T, I _XCO2—YP—4LDaL 7 X

L—a U EFRTDHICIE, RO X HIZ, alF—7— R&FE L T showrunning-configusername
avy REANLET,

hostname# show running-config all username
hostname#
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B

axX ;&

Zoavy RiE, IR TCOa—F—FIfFEO2—F— (22— —HEHBE LIHE) O
FALESNTNRAT = RERKHEL NV EFRR LET, al ¥F—U— RE2EKT D L, RIS

ESNTAEIZT R ZOY A MIERRSNET, ROFIE, ZD a3~ RTtestuser &9 21—
=% /ELHGEOMNERLET,

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BROD1I—F—DEMDEE

D —PF —%3ET 5120, username=2~ > K& L Ca—F —4LF— FIZAY | —
PR T — R (RNRAU—=RRLHA) EEUEEZEVYTET, HELR» ST X TOR
MEIX, Z—T R —oflkESNnNE T,

W — P —FEET — & _X— 2%, username =1~ &M L CAS Sz — —THER
SNTWET, logina~<> RTIEX, ZO7—Z_X—2AZBiEHICEA L ET, =—%—% ASA
F— A R—=2| BT AL, Fu— a7 4 X2 b— g F— KTusername 21~ >
REANLET, 2—F—%HIRT DX, HIlRT 22—V —4ZEELT, Z0a~v Ko
no—ya VEFHLET, T XTO2—F—LZHIRT 5121, 2—VF—AZHETTIC,
clear configureusername =~ > RZ&{HH L £9,

A—H—DINNRAT— FEHELRNILDETE

=P —TRNAT— REREL L 2EI D BT HIZIE, username =~ > RZ A LET,
nopassword ¥ —V— R&Z ANT5H L, ZO2—P 2RV =R KRRETHD Z L EFET
XFT, NAT— REBEETAEAE, TORAT— REBEBATIRETE 0 E ) ki
ETEET,

T 7 ardprivilegex—TU—FIZEV, ZO2—F—DFHEL L ERETEET, FEL
~ULOHPHT0 (FfX) ~15TY, —fKIT, VAT LEBEE TGS OFFHEL L EZRLET,
T 7 X/ EDOLAYUL 2 TT,

hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv levell}

hostname (config) # NO username [name]

TRORIZ, Z0avy FTHEHTLF -V — FEEROERZRLET,

username 1< 2 RO F—1T — R L5 ¥

F—T— R/EH B

encrypted IRAT— RO b EEE L ET,

name =P —DAFTEFREL T,

nopassword CDaA—HF—|IRRAY — RRMEERNWT L AR LET,
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F—J— K/ZE# =113

password password D= —IRATY— RBGFET D LERL, NAT— RKEIEE
L/iTO

privilege priv_level ZOa—F—DOREL LV EHRELET, #HIX0~15 T, 20K

EREVZE Y, a2 ROMFEHC ASA OFEHICET A RENRE S
F4, FTIHINNOEHEL-ILIT2 T, VAT AEHEO®E OR
MEL LT 15 T,

T74NETHE, ZOa~<wr RTEMLE VPN 22— —IZI3EEE 7 —7 R v—M»
BhEfMT b ERTA, TRTOMEIRIICHET HLERH Y £7,

WOBNE, B AL S T2/R AT — K23 pw 12345678 T, HHEL~ULAY 12 @ anyuser &\ 9 4
A —F —%RET HHEEZRLTVET,

hostname (config) # username anyuser password pw_ 12345678 encrypted privilege
12

hostname (config) #

1P —BHOBE
A—P—=DNRAV—F ((FETLHE) LFHEL~NVORERIT, ZOMOBIELZRE L
T, IALIMERDIEF CTRETEET, EEOBELMHEORT ZHIFRT 512, Zoavy
RO no XA AT LET,

attributes ¥ — 7V — RZ$FE L Cusername =~ > R A S LT, 2—PF—LEF—FITAD
KR

hostname (config)# username name attributes
hostname (config-username) #

Tar T IREL, FILWE— NIRRT Z LRSS ET, Th TRMEEZRETEET,

VPN 11— —EBHDERTE
VPN . —V— @i, IROETHIAT 2 X 912, VPN B EA DEEZHE L £,

MADERTE
=P =N TNETIZ2—F =LA LV TREIS NV TWRWEEOHEE 7 L—T R Y >—7h
LIkET D LI TEET, 22—V —RNEIEEMET L7 L—TRI v—D4RIEfRET
%1ZiX, vpn-group-policy =~ > K&# AN LET, 77 4/L hTiL, VPN Z—H—(Zix 7 —
7R =R EEMST BTV ERE A,

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

gHInoraL, =T Ry o— s&U1—F— |
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=P —HE— FTHATE D REOELE, 2=V —HF—FTRETDH L, HEDL—Y—
WL T A—7 R —ICBIT DA FEEXTEET,

WIZ, FirstGroup & W) ZARTD V7 /V—TF KU =05 @MhEa AT 5 X 912 anyuser &9 4
RO —W—ZFHETHH 2R LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

70t AR DR E
FHEFEHD time-range N U ' —DL4RIERTEL T, ZOZ—F =R AT LA~DT 7 2R %
Al S % W] 2 BT I 9
CORMZFETAY T 4 Fab—a D BHIRT 2121, Zoavy FOono B2 AL
I, ZoOFTvarEEATLE, MO NV—T K Y —M D time-range fEE AR TE
9, fEAEMA L2V E 9129 5121%, vpn-access-hoursnone 2~ > K& AN LET, 57 41
FCIE, 77 & ATEHIR T,
hostname (config-username) # vpn-access-hours value {time-range | none}
hostname (config-username) # vpn-access-hours value none
hostname (config) #
WOHNL, anyuser & V9 £ BTOD 22— —% 824 L FEEXN D time-range 7~ U 2 —IZBHHEAT I 505
ExERLTCWET,
hostname (config) # username anyuser attributes
hostname (config-username) # vpn-access-hours 824
hostname (config-username) #

RAEROT A UBDHRE

QA=Y= ZHFAINDFEFR A ORKREERELET, FBETE 26PHIZ0 ~
2147483647 T4, T 7 4V FORIKE 74 V8%, 3T, ZoORMEFEfTa 7 4 F 2L —
varhLEIRT AL, Zoavr FonERXEANLET, v /A0 ET 4 E—TZ
LCa2—H—DT7T 7B AEEEIT AT, 0ZASLET,

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # NOo vpn-simultaneous-logins
hostname (config-username) # vpn-session-timeout alert-interval none

\)

GE) [ 7 A v ORKEOHIRIZIEFICRE R DO TTR, ORI 7 A 2715 L,
X2 UVT A PETFL, N7 43— RIEEBEERITTZENHY £,
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WROBIL, anyuser &V D AHTO 2 —H =T K 4 SO0 7 A & TRl 2 iEZ 7R LT
b\\i‘g—c

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-simultaneous-logins 4
hostname (config-username) #

TARILBAALT I FDERE

FIE

ATy T

(ER) VPNT A B A LT 0 MR ZRET 2IC1E, V=T R v— a7 4 Xa
L—yaryE—REFa—Y 437 ¥ 21— 3 E— RTvpn-idletimeout minutes
avy RefHLETS,

Z O TICEES FCIEET VT 4 BT 4 DRV ES . ASAITER AR T LET, B/ R
147, B REFREINE 35791394 /3 CTH Y . T 7 /4 ML 30 4TI,

WORFNL, FirstGroup & WD ARTD 7 NV—T HKY —IZ153D VPN T A KV ZA LT T &
WETOHEEZRLTVET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idletimeout {minutes|none} =~ R&fiH L7 ZDOMDT 7 a 3RO EEBY T
7

VPN 7 A RV A LT U NEEHZI L, XA LT U MEZMK LW E 21279 D12,
vpn-idle-timeout none # A7) L £ 77,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

ZAUZ XY, AnyConnect 7 7 A 7> b (SSL & IPsec/IKEV2 DiiJ5) BLWNZ 747 > b
L A VPN 73 7' 11 — /3L webvpn default-idle-timeout seconds i & i 425 X 912720 £,
D=y RiE, webvpn 227 4 Falb—a Ly F— RTAALET, =&z,
hostnamee (config-webvpn) # default-idle-timeout 300 @J: 5 5:Ajj LjﬁTo ?71’/1/ ]‘ X
1800 ¥ (30 77) T, #iPHIE 60 ~ 86400 F T,

T D webvon B IC BV T, default-idle-timeout fE2NEH SN D DX, FA—7 K
V—/a—Y—Z B vpn-idle-timeout none 23F%E SV TWAHEDHATY, TXTDH
AnyConnect 7 7 A 7 > b Bt T, ASAIZE DV EBalSDT A4 KA LT U MEDERK
INFET,

B4 MR (IKEvl, IKEv2) 3L OIKEVI UE— K 7272 A VPNOBEAIL, XA LT 7 K
YT 4=z L, BHIBOT A RAHB AT 22 & 20 L 9,
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cIDIN—T R —F T E == R —DT A KV FZA LT 7 FEERT DI
I%. novpn-idletimeout # A7) L E7, fEITMHFEKINLET,

e vpn-idletimeout % F - 72 <RE LRWIEE ., EITMRAKSVET, 7744 ME304T
R

({EE) A7 a2 > T, vpn-idletimeout alert-interval {minutes} =~ > RZEH LT, 71 F
WNEALLT T RDTT—h Ave—URa—P—ICRKRENIGMERETE ET,
ZOT7T— bk AvE—UF VPN By v a VRIET I T 4 TIREDOT- DU &5 £ Tl
NHDEINEI—Y Uz EzT, TT7ANIOT T — MEFEIX 145 TY,

WOFNZ, anyuser & W) AFTOL—H—IZ3 53D VPN T A KV ZA LT D7 DT 7 — MG
ERET D HEEZ R L TWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ R&MHH L= T 7 > 9 0%
RDOEBYTT,

snone /X7 A —Zx, 22—V —NEMmEZELR2VWILERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s ZDITN—TF I —Y =R —D7 T — MERZHIFRT 5 121E. novpn-idietimeout
alert-interval # A L£9, TR ET,
e ZDONTA=FEF oK RELRWGE, 774V FOT 77— MERREIZ 15T,

EE) I—7F R —ar74¥al—yary B— RELFa—F—Lar 7 1¥a
L —3¥ 3 v & — KT vpn-session-timeout {minutes ==~ > K& L T, VPN $5t D fie KI5
ERELET,

He/NRERIE 1 43 CL BeRIRERNIE 35791394 73T, 7 7 4 /L MEIZH Y FH A, Z OHIHIRHE
TT2E, ASAITHRAK T LET,

WIZ. FirstGroup & WO ZARID T N—TF KU —IZ LTI80D VPN v g XA LT
U NERET D ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #
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| #&rnorq0, Y—

ATvT2

ACL 7 ¢ JLZ DiE A

TRY—, BLUI—Y—
a7 nsoiEm

WOBNEL, anyuser & W) AFTO L —F =2 18053 D VPN v a v XA LT U MEsRiET H
FikwEmRLTHET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZEH L7=Z DD T 7> a i3k EEBY
‘/C:‘—a‘o

s ZORY —=oEMEEHIERL, MKZFFA 212, Zoavr Fdno
vpn-session-timeout JZ= A& AJ) L £ 7,

« WHIROZ A L7 7 MIMATFAIL, 24 L7 U MEZMA LZ2NE S IZT DI,
vpn-session-timeout none = A/ L £,

vpn-session-timeout alert-interval {minutes| } =~ RF&ZHL T, tvvar XA LT U FD
TIT—hF AyE—URa—P—ICRRINDIRHERELET,

TOTT—hk AvE—I1F, VPN Yy a URHEIMICOIM SND £ Tl b b hEa—
Y=z FT, RIZ, VPN v v g U S5 20 oEiic e —H =@ Ensds L o
ETAEZRLET, 1 ~30 0B ETXET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes| none} =~ > K& L7z DT 7 v 3 >
TROEFLY TT,

VPNt a s XA LT T N7 77— MARBBYEDRT 740~ Z—7 KU — bk
INAZLERTICE., 20wy FOn BEREFEHLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

« vpn-session-timeout alert-interval none |, = —%—RN@MEZE LW 2R LET,

VPN #ftH D7 4 v & LTERT 5, FRNCRE SN2 ——[EH D ACL D4R ZIEE
LEd, ACLEZHEEL, Z—F KU =25 ACL Zfk& L7220 X 9129 5121%, none F—
U — RZ4RE L Cvpn-filter 2~ FK&EAH LET, vpnfilter none~ > R&31T L CIER L
XM EZESD T, ACLZHIRT 5I1IC1Z, Zoa<wy RonoERXE AN LET, nod 7=
vEBEHTLE, TA—T R =N EEMKTEET, ZOavr RIX, T4V D
EECEIEH 0 THA,

ACLEZHEL T, ZO2—H—ZO\WT, SEIERFATDNT T 4 v EdFal EI3ER
LET, VPN 7 4 L X 3IIEEICOAEHSWES, 77V r—var A Ay v a v
DT 7 a AT Ko THPNTZSIP AT ¢ TH e EDv T o2 ) Skl ShEE A,
Wiz, vpnfilter 2~ REFEHA LT, 5O ACL ZH L £,
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hostname (config-username) # vpn—-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

\)

GE) 77472 hLASSLVPN Tid, vpnfilter =2~ RTEZRS N/ ACLITH SN EHA,

I, anyuser &) ZRTDOL—H—@D, acl vpn &) ACL ZFFONHT 7 4 VX R TET D
BlaRLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

P47 FLRERY FIRTDIEE

BFEDZ—YP—|ZEHVYTHIPT RLAER Y h~AZEHBELET, IPT KL AZHIBRT
HIiE. Zoa<wr Fon X2 AL LET,

hostname (config-username) # vpn-framed-ip-address {ip address}

hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

WIZ, anyuser &\ ARTOZ—F—|ZTP 7 KL A 10.92.166.7 Zi%ET D Hl %~ LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)

AIOFMIRTHRELIZIP Y RLAIHERT 23y NV —2 v~ 27 2FELET,
novpn-framed-ip-address =~ > RZfH L7 5E1E, Xy MU —2 v X7 Z3EE LRV TL
I, TRy b v AT EHIRTHIE, Zoavry ROonBEREANLET, 7740
N OEMEREILH D EH A

hostname (config-username) # vpn-framed-ip-netmask {netmask}

hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

ROBFNL, anyuser & WD ARTDOL—HF—IZ, 7 F v ¥ A7 255255.255.254 X ET D)7
HEERLTHET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)
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P67 KLRERy kvzo0iEE [

IPv6 7 FLRERY FIYRTDIEE

BFEDZ—PF—ZENYTHIPV6 7T FL AL Xy b~AZEZHEELET, IPT7 KL X ZHIER
THIE, Zoavr Fono X2 AT LET,

hostname (config-username) # vpn-framed-ipvé6-address {ip address}

hostname (config-username) # no vpn-framed-ipvé6-address
hostname (config-username)

I, anyuser & WO ARTOL—H—|ZIP 7 KL A L X k<~ A2 2001::3000:1000:2000:1/64
ERETDHZRLET, ZOT FLAIX, V7 ¢ w27 Z{E 2001:0000:0000:0000 35 & O
v H—7 =4 A 1D 3000:1000:2000:1 Z 7~ L CTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé-address 2001::3000:1000:2000:1/64
hostname (config-username)

Fo)L 7O RaILDIEE

ZOa—Y =0 FHTE D VPN h o xLDX A7 (IPsec £721%2 74 7 > kLA SSLVPN)
PELET, T4V NI TIANE TA—F R = 5TESNAE T, Psec 27
DET, ZORMEZFITa L 74X 2L —2a U nOHIRT 5I21E. Z20a<> Fo no B
EANNDLET,

hostname (config-username) # vpn-tunnel-protocol {webvpn | IPsec}
hostname (config-username) # no vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

AT RONRT A—F DT, RO LB TT,

s IPsec—2 >DOET (VE—F T2 B8R IIA T bEREFNOEXF2T F—F T xA)
1D IPsec b FNmERrIm— hLET, ik, Bk, 77 bk, BILOF—FH
FEIET 2 X 20T 0 TV —2 g UERERLET,

* webvpn—HTTPS %)t Web 7 7 7 W TV £— h =—H%—|2 7 T4 7> k L A SSLVPN
T AR LET, 7747 MIAETT,

ZDavwy REANLT, 12 ED MY v 7 E—RERELET, VPN F 32L& L
T+ 2a—Y =2, PR tb1 20 R VT E— RERETHILEND Y T4,

WOBIE, anyuser & W) AFTOL—H =27 F 147 F LA SSLVPN BL N IPsec bV
Y7 ' RERETDHEEZRLTHET,

hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-tunnel-protocol webvpn
hostname (config-username) # vpn—tunnel-protocol IPsec
hostname (config-username)
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JE—b2A—HY—TF7OEADOHIR

value ¥ — 7 — RZ 45 L Cgroup-lock BIEZGRET D Z LIk 0, f8E LIEBEfFOH 7 1
TrANEFENLCT 7 8AT5L9 12— F 22—V —%ZHIR L £, group-lock I%,
VPN FA TV FTRESNZIN—TN, FO2—F—NEY B THNTWDHER T 7 7
ANERUNEIDETF 2w THZ LIk T, 22— —%FHIBRLET, —FHL W RWE
B ASA T —V—REHTERNVEIICLET, I —T vl ZRELRWEA, ASA
X, BOYToHNTZ I NV—T L3RR, =2— Y —%2FiEL £7,

group-lock JE@MEZFTa 7 4 X2 b— a U BHIRT 512E, 2o~ RO no lEkE
ANLET, ZOFTva v #EHTLE, HEIZ V=T R —nbHlKTE £7, group-lock
BT 4B —=T ML, T 74NV M EITRE SN 7 N —T R Y 2 — 6 group-lock DfE %k
AKLBRWESIZT 5L, none ¥—V— R&fEE LT group-lock 2~ REZ AN LET,

hostname (config-username) # group-lock {value tunnel-grp-name | none}

hostname (config-username) # no group-lock
hostname (config-username)

WOBNZL, anyuser & W) ARTDOL—Y —Z T NV—T 10 v 7 ZFETHHEEZRLTNET,

hostname (config) # username anyuser attributes

hostname (config-username) # group-lock wvalue tunnel-group-name
hostname (config-username)

YILIZT VF4T7 0 b 2—HF—DNRRT—FREDA r—T)LiL

2—F—=Ba L RRAT—RE T T4 T N VAT A RRGET D0 E I D EBELET,
INAT — R, TIANBTT 4 2—=T NI >THWET, EFaT VA MZHDZ EN
DIpoTND VAT L ETOR, WAT = FOREEZA F—T I LTS, NAT—F
RAF%T 4 B—7ICT 5I21E, disable ¥—7— K% $5E L T password-storage =2~ K%
AJ1LF7, password-storage BIEEZFATa L 7 4 X2 b— g U BHIBRT AL, Zoa~
YRoOnoRXE AN LET, ZiUTE Y., password-storage DIEE 7 /L—7" 7R U o — 7 B k7K
TEET,

hostname (config-username) # password-storage {enable | disable}

hostname (config-username) # No password-storage
hostname (config-username)

A< REF =R T IIGAT U MDA ETIT AT NN—RT=2T 74T b
FORE FE 72 3B B — W —FEREIC X R H 0 FH A,

WOBNE, anyuser &\ ) ZRTDL—P—T/RAT — NMEfFE A 32— T T 5 SiiEZ R LT
b\\i‘a—O

hostname (config) # username anyuser attributes

hostname (config-username) # password-storage enable
hostname (config-username)
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VPN 74 L% ACL DRE L HRICET 5 X 7555742 [

VPN 7 1 JL3Z ACL DERTE L AEICEHT AR NT S
TA4AR
ok arTiE, b T T 4 w7 Ol LICBEFD VPN 7 (L2 ACL % B H9 5 BICHE

INRERNANTTIT 4 AR LET,

BEFD VPN 7 ¢ L2 ACLZEHT S

ASA T34 AT ST B vpn-filter ACL % BH 951215, ROFNEEFEITLET,
1. VAT A TH L vpn-filter ACL Z1ERL L £ (] : new_acl.txt) ,

2. TNHAAADNLBSED vpn-filter ACL & % 7 > m— RLET (f : old_acl.txt) .

3. kDX, ACL DEEFIEAER L 7,

* Add update in-progress to ACL remark
echo ?access-list <name> line 1 ACL update in-progress? > push.txt
* Delete old rules
sed ?s/"/no /g? old.acl >> push.txt
* Add new rules
cat new.acl >> push.txt
* Remove update in-progress to ACL remark
echo ?no access-list <name> ACL update in-progress? >> push.txt

4. push.txt 7 /XA AZT7 v 7 —RLET,

BEEDVPN 7 4 LA ACLEZH L LWL DICBEHZ S

ASA T 31 AT STV D vpn-filter ACL B X #iz 5121, ROFINEZETLET,
1. BETFO vpnfilter ACL & & 2 5 & IXEEIH L O Z1ER L £,

2. VERR L7z vpn-filter ACL ZfEH L CO/N—T R > —5HH L £,

3. FAA AT STV vpn-filter ACL ZHIER L £7,
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