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. IPsec ISAKMP 1
* IPsec VPN 7

* IPsec VPN 8

* ISAKMP 8

* IPsec 22

¢ IPsec VPN 47

|Psec ISAKMP

VPN
IPsec Internet Security Association and Key Management
Protocol ISAKMP

TCP/IP

ASA ISAKMP  IPsec
ISAKMP  IPsec

ASA
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B s
|Psec
ASA LAN-to-LAN VPN IPsec client-to-LAN VPN IPsec
IPsec
ASA
VPN ASA
2
SA
IKE SA IPsec SA 2
LAN-to-LAN VPN IPsec LAN-to-LAN
ASA IPsec client-to-LAN
ASA SA
SA SA
SA
IPsec
IPsec ASA SA SA
IPsec SA SA
SA SA
e |[KEV1 IKEvV2
« ACL
ISAKMP 2 IPsec Security Association SA;
SA
SA SA
ISAKMP 2 1 2
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ISAKMP IKE B
1 ISAKMP
2
IKE IPsec SA ISAKMP IKE
ASA Cisco VPN Client IKEv1 AnyConnect VPN
IKEv2
ISAKMP IKE
 IKEvl RSA PSK
. Hashed Message
Authentication Code HMAC
. ASA
* IKEV2 PRF IKEv2
* ASA
IKEv1 1 IKEv2
ASA
IKEv1
ASA IKEV2 SA ASA
SA IPsec IPsec
SA vpn-overlap-conflict
IPsecSA 2
IKEv1 IKEV2
IKEv1 IKEvV2 ASA
IPsecSA
ASA
SA SA ACL
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IKEV1 1 IKEv2
ASA

IKEV1

SA
ASA
49

ASA

IKEV2

9.14(1) ASA IKEV2
IKEv2 SA
10 IKEv2
IKEvL

IKEV2

IKEv2
IKEV2 Peerl 5 SA_INIT Peerl

Peerl SA_INIT Peer2 Peer2
2 Peer3

IKEv2
SA Peerl
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IKEV2 B
1:
— o
Peer 1
— (Retrans SA_INIT 5 times) —»
e — | — o
— —
Host 1 Initiator Peer 2 Host 2
— D —
o -
N
IKE SA
SA
IKE SA
IKEv2
IKE SA
IKE SA IKE SA
IKESA Peerl IP
2 IKESA  Peer2
IP
N
IKEV2
1:5A
SA
Ix/
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VPN

veN |

SA
Ixl
1
2
DPD ACK
AUTH
2:5A
SA
Ixl
HA X

clear crypto ikev2 sa

clear ipsec sa

IKEv2 SA
IKEv1 IKEv2
IKE
SA
2 P1L P2 IKEv2 P1 IKEvl
P1 IKEv2 P2
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IPsec VPN B

HA

Peer2 IP
Peerl IP

Peerl
Peer2

IKEv2

« debug crypto ikev2 platform 255
« debug crypto ikev2 protocol 255

« debug crypto ike-common 255

IKEV2

Sep 13 10:08:58 [IKE COMMON DEBUG]Failed to initiate ikev2 SA with peer 192.168.2.2,
initiate to next peer 192.168.2.3 configured in the multiple peer list of the crypto

map -

IPsec VPN
Y
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. IPsec VPN

IKEV2 IPsec VPN AnyConnect Plus
Apex IKEV1 IPsec VPN IKEv1
IKEv2 IPsec VPN Other VPN

Cisco ASA Series Feature Licenses

IPsec VPN

Anyconnect Apex
VPN ASA  AnyConnect Apex
AnyConnect
Premium AnyConnect Cisco VPN AnyConnect
Advanced Endpoint Assessment Apex
* IPsec VPN /
. ESP 2500
IKE RADIUS UDP 1645 1646
syslog 713903 27910 28166
PAT
IKEV1 IKEV2
IKEvl IKEvV2 20 IKE
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IKEV1 IKEV2 B
IKE
1
2
Diffie-Hellman IKEvV1
ASA
IKEv2
IKE
SA
1
ISAKMP
IKE
1 IKE
cryptoikevl | ikev2 policy
IKE
hostname(config)# crypto ikevl policy 1
ASA IKEvl IKEvV2
2 AES-128
[aes | aes-192 | aes-256]
hostname(config-ikevl-policy)#
encryption aes
3 SHA-1

hash[sha]
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hostname(config-ikevl-policy)#

hash sha

authentication[pre-shared]rsa-sig]

hostname(config-ikevl-policy)# authentication rsa-sig

Diffie-Hellman 14

group [14]

hostname(config-ikevl-policy)#

group 14

SA 86400 24

lifetime seconds

4 14400
hostname(config-ikevl-policy)# lifetime 14400
IKEv1 IKEv2 IKE
10
IKE
authentication rsa-sig RSA IPSec ID ASA
pre-share (
)
encryption aes 128 2 IPsec
AES
128
3 Cisco ASA VPN CLI 9.16
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VPN VPN
IKE B
hash sha SHA-1 HMAC
group Diffie-Hellman ID ID 2
14 14 2048 IPsec
Diffie-Hellman
CPU Diffie-Hellman
DH 14
lifetime 120 2147483647 SA 86,400
86400 = 24
ISAKMP
ASA IPsec SA
integrity sha SHA-1 HMAC
sha256 SHA?2 256 256
SHA 2
sha384 SHA 2 384 384
SHA 2
sha512 SHA?2 512 512
SHA 2
null AES-GCM
IKEV2
encryption aes AES 2 IPsec
128 AES
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aes aes-192 Advanced Encryption Standard AES 128
aes-256 192 256
aes-gcm IKEvV2 Advanced Encryption Standard AES 128
aes-gem-192 | AEs-GCM 192 256
aes-gcm-256
null
policy_index IKEV2
prf sha SHA-1 HMAC PRF
sha256 SHA 2 256 256
SHA 2
sha384 SHA 2 384 384
SHA 2
sha512 SHA 2 512 512
SHA 2
priority IPsec V3
AES-GCM ECDH Suite B
group Diffie-Hellman ID ID 2
1419202124 14 2048 IPsec
Diffie-Hellman
CPU Diffie-Hellman
DH 14
lifetime 120 2147483647 SA 86,400
86400 = 24
ISAKMP
ASA IPsec SA

.o
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VPN VPN

IKE
VPN IKE
IKEvl IKEv2
crypto [ikevl | ikev2] enableinterface-name
hostname(config)# crypto ikevl enable outside
IKEV1
1 IKEvl
2 3 3 6
Aggressive ID
SA ID
“
Cisco VPN Client ASA
ASA RSA
1IKEv1

hostname(config)# crypto map <map-name> seq-num set ikevl phasel-mode aggressive
<group-name>

hostname(config)# crypto ikevl am-disable

no

hostname(config)# no crypto ikevl am-disable

IKEv1 IKEV2 ISAKMP

IKEV1 IKEv2 ISAKMP I
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. INVALID_SELECTORS
Address ISAKMP IP
Automatic ISAKMP
. IP
Hostname ISAKMP
Key ID
key_id_string
ASA I ID
LAN-to-LAN IKEv1 VPN
crypto isakmp identity {address | hosthame | key-id id-string | auto}
hostname(config)# crypto isakmp identity hostname
IPsec SA SA
SPI  IPsec
SA
INVALID _SELECTORS IKE IPsec
ASA syslog CT™M

%ASA-4-751027: 1IKEv2 Received INVALID_SELECTORS Notification from peer: <peer IP>. Peer

received a packet (SPl=<spi>) from <local_IP>. The decapsulated inner packet didn"t match

the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt_dest_port>,

source <pkt_saddr>, port <pkt_src_port>, protocol <pkt_prot>

SA SA

IKEv2
IKEV2 5 SA 1
IKEV2 IKEV2
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| VPN VPN

16 IKEV2 B

16 IKEV2
hex
16 IKEv2
ikev2 local-authentication pre-shared-key [ O | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ O | 8 | hex ] <string>
IKEV2 IPsec VPN
IKE
ASDM
IKE INVALID_SELECTORS CLli
[no] crypto ikev2 notify invalid-selectors
CN
"service-type"
IKEV2
ASA IKEV2
IKEvV2 MTU

[no] crypto ikev2 fragmentation [mtu <mtu-size>] | [preferred-method [ietf | cisco]]

IKEvV2 MTU 576
IPv4 1280 IPv6 IETF RFC-7383
[mtu <mtu-size>]
. MTU IP  IPv4/IPv6 +UDP
. MTU 576 IPv4
1280 IPv6
. MTU  IPv4  IPv6
. 68 1500
S

MTU ESP MTU

ESP packet too big

MTU MTU
CL 3 Cisco ASA VPN CLI 9.16
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IKEV2
[preferred-method[ietf | cisco]]
« |[ETF RFC-7383 IKEv2
. IKEvV2
. AnyConnect
show running-config crypto ikev2 show crypto ikev2 sa detail
SA MTU
. MTU MTU
. SA
SA
. 100
* IKEV2

no crypto ikev2 fragmentation

crypto ikev2 fragmentation

crypto ikev2 fragmentation mtu 576
preferred-method ietf
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| VPN VPN

AAA
* MTU 600
crypto ikev2 fragmentation mtu 600
. MTU
no crypto ikev2 fragmentation mtu 576
crypto ikev2 fragmentation preferred-method cisco
. IETF
no crypto ikev2 fragmentation preferred-method cisco
crypto ikev2 fragmentation preferred-method ietf
aaa authentication http console LOCAL
aaa authorization http console radius
AAA
RADIUS
service-type
IPsec over NAT-T
NAT-T IPsec NAT
IPsec UDP
4500 NAT
NAT-T  NAT IPsec
)
AnyConnect AnyConnect IKEv2
NAT-T
NAT-T
ASA IPSec IPSec over TCP NAT-T

IPSec over UDP
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. IPsec over NAT-T

NAT-T NAT |NAT-T
1
NAT IPsec ESP
IPsec over UDP NAT | IPsec over UDP
2
NAT IPsec over UDP
NAT-T NAT |NAT-T
3
IPsec over UDP
NAT IPsec over UDP
A\
IPsec over TCP
NAT-T ASA IPsec
4500
ASA LAN-to-LAN
NAT/PAT IPsec
IP NAT
LAN-to-LAN
NAT IP
NAT LAN-to-LAN
NAT-T
1 ASA IPsec over NAT-T
crypto isakmp nat-traversal natkeepalive
natkeepalive 10 3600 20
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| VPN VPN
IPsec with IKEv1 over TCP .

NAT-T 1

hostname(config)# crypto isakmp nat-traversal 3600

2 IPsec

hostname(config)# crypto ipsec fragmentation before-encryption

IP NAT
IP
NAT
IPsec with IKEv1 over TCP
IPsec over TCP IKEvV1 IPsec TCP
NAT  PAT
IPsec/IKEv1
over TCP ESP IKEv1
Cisco VPN
A\
IPsec over TCP ASA
IPsec over TCP ASA IKEv1
LAN-to-LAN

ASA IPSec IPSec over TCP
NAT-Traversal IPSec over UDP IPsec over TCP

10 IPsec over TCP

80 HTTP 443 HTTPS
ASA
HTTP/HTTPS
10000
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VPN veN |
ASA TCP
ASA 1
IKEvl IPsecover TCP ASA
crypto ikevl ipsec-over-tcp [port port 1...port0]
IPsec over TCP 45
hostname(config)# crypto ikevl ipsec-over-tcp port 45
DN DN
“
IKEvl IKEv2 LAN-to-LAN IKEV2
webvpn certificate-group-map  webvpn

use the crypto ca certificate map
tunnel-group

Organizational Unit (OU)

ISAKMP

tunnel-group-map enable {rules| ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy

3 Cisco ASA VPN CLI 9.16
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VPN VPN

IKEVL B

policy

ike-id

ou ISAKMP

1ISAKMP ID
ou
DN ou
peer-ip ou
ike-id IP
rules ISAKMP
rule index crypto ca certificate map
1 65535
. 2
. 255
o1
1
. 1
AND
1
1 OR
2
tunnel-group-map [rule-index] default-group tunnel-group-name rule-index

tunnel-group name

CLI 3 Cisco ASA VPN CLI9.16
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IPsec

.o

hostname(config)# tunnel-group-map enable ike-id

1 ISAKMP ID

IP

hostname(config)# tunnel-group-map enable peer-ip

ISAKMP

hostname(config)# tunnel-group-map enable ou

hostname(config)# tunnel-group-map enable rules

IPsec

3 Cisco ASA

VPN

IPsec SA

33

IKEvl

VPN CLI 9.16
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ISAKMP

ou
ISAKMP

ASA

IPsec
ACL
IKEv2
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crypto map map-name seg-num match address access-list-name

access-list-name ACL ID 241

Je

ACLID

mymap
crypto map mymap 10 match address 101

seg-num

ASA
IP

[no] crypto map map_name map_index set pfs [groupl4 | groupl5 | groupl6 | groupl9 | group20 |
group21 ]

PFS ECDH
groupl4 group24 IKEv1

[no] crypto map map_name seg-num set reverse-route [dynamic]

RRI
RRI
RRI
RRI
ASA
OSPF
/ 0.0.0.0/0.0.0.0 RRI

any RRI

IPsec SA
IPsec SA
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\)

RRI  IKEv2

[no] crypto map name priority set validate-icmp-errors

[no]crypto dynamic-map name priority set validate-icmp-errors

ICMP

[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}

[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]
Do NotFragment DF

e clear-df DF
« copy-df DF
o set-df DF

[no] crypto map <name> <priority> set tfc-packets [burst <length | auto] [payload-size <bytes |
auto> [timeout <seconds | auto>

[no] crypto dynamic-map <name> <priority> set tfc-packets [burst <length | auto] [payload-size
<bytes | auto> [timeout <seconds | auto>

IPsec
TFC TFC

IKEV2 IPsec

)

.o

VPN

ACL ACL ACE

access-list access-list-name {deny | permit} ip source source-netmask destination destinati on-netmask

ACE ACL ACL

access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

3 Cisco ASA VPN CLI 9.16
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ASA 10.0.0.0 10.1.1.0
IPsec

access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

SA
ASA
ASA
2 SA
1
. ACL
ACL IPsec
1 1
ASA
. IPsec
1 2
IKEv1 IKEv2
2
VPN
1
seg-num
ACE permit deny
ACE ACE

CLI 3 Cisco ASA VPN CLI9.16
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B Ao
permit ACE ACE
IKEv1 IKEv2
ASA IPsec
IPsec
deny ACE ACE
ACE

ACE
deny ACE IPsec

ACL

permit
deny

ESP

SPI
SA
ACE
2 SA
)
ACE
ASA 28
LAN-to-LAN
LAN-to-LAN A B C
1
A3
3 Cisco ASA VPN CLI 9.16
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A3
A B.A1
_— E———
— Ao — B2
A3 A 3
Human Resources B A
— —
B
o b
| L
[ Internet |
IP
A
1 A3 1
Crypto Map Seq_No_1
deny packets from A.3 to B
deny packets from A.3 to C
permit packets from A to B
permit packets from A to C
Crypto Map Seq_No_2
permit packets from A.3 to B
permit packets from A.3 to C
ACL IPsec
ACL ACE ACL
ACL
ACE

CLI 3 Cisco ASA VPN CLI 9.16
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CA
— Co
F—ar
C3 :
—
3
2
A
IPsec
permit




B Ao

.o

VPN

ACL
ACE ACL
“\___\“-‘
R ACE
1 ACE
ACE
| | ACE
ACE
3 Cisco ASA VPN CLI 9.16
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LAN-to-LAN B

2: ACL

Permit .
AB \
Permit
AC I\

Apply IPSec assigned to Crypto Map 1

Permit
e Wi

Permit
A3C ——

Apply IPSec Route as clear text
assigned to

Crypto Map 2

Crypto Map 2

143313

A A3 ACE

ACE ASA ACE

ACE

ACE IPsec

CLI 3 Cisco ASA VPN CLI9.16 .
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B Ao

ASA ASAB C
ASA deny ACE denyA.3B
ACE deny A3CACE 2
ASAB C ACL
ASAA B C ACL
A B
ACE ACE ACE
1 A3B 1 BA 1 CA
A3C
AB
AC BC CcB
2 A3B
A3C
IP

. CLI 3 Cisco ASA VPN CLI 9.16
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LAN-to-LAN B
A B cA
192.168.3.1 182.168.12.1 192.168.201 1
;? Az ;F B.2 = F cz2
SR, 192.168.3.2 —— 192.168.12.2 - 192.168.201 2
A3 o
182.168.3.3 C3

Human Resources

192.168.201 3

143514

r

ACE IPsec
IPsec

ACE ACE
A 1 A3B deny 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.2-
A3C deny 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.:
AB permit 192.168.3.0 255.255.255.192 192.168.12.0 255.255.255.
AC permit 192.168.3.0 255.255.255.192 192.168.201.0 255.255.25¢
2 A3B permit 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.
A3C permit 192.168.3.3 255.255.255.192 192.168.201.0 255.255.25¢
B BA permit 192.168.12.0 255.255.255.248 192.168.3.0 255.255.255.
BC permit 192.168.12.0 255.255.255.248 192.168.201.0 255.255.2¢
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PKI
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ACE ACE
C CA permit 192.168.201.0 255.255.255.224 192.168.3.0 255.255.255.19
CB permit 192.168.201.0 255.255.255.224 192.168.12.0 255.255.255.2
ACL 1 ASA
\)
ASA IPsec
IPsec
U U
IPsec
ACE B
) BB ACE ACL1
ACE permit 192.168.12.0 255.255.255.248 192.168.12.0
255.255.255.248
Suite-B ECDSA
PKI
RSA ECDSA
1 Suite-B ECDSA

crypto key generate [rsa [general-keys | label <name> | modules [512 | 768 | 1024 | 2048 | 4096] |
noconfirm | usage-keys] | ecdsa [label <name> | elliptic-curve [256 | 384 | 521] | noconfirm]]

2 Suite B ECDSA
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crypto key zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

IPsec
ASA IPsec
ASA
SA
ACL
ASA IPsec ACL
ACL  IPsec no sysopt
connection permit-vpn
ACL VPN
IPsec IPsec IPsec
ACL
ACL IP 2
2 IP ACL
ACL access-group ACL access-group
ACL
ACL  IPsec ACL
ACL 1 permit IPsec

IPsec ACL 4

* [IPSec permit

. SA ISAKMP

. IPSec

. IKE IPsec SA

ipsec-isakmp crypto map

CLI 3 Cisco ASA VPN CLI9.16 .
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ACL

ipsec-isakmp crypto map

ACL 1 ASA
1 ACL cryptomap interface
SA crypto
map
ACL
ACL
IPsec
S
ACL IPsec
ASA
show conf
ACL
ACL any
permit any any
ASA  IPsec
permit any
deny

permit
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VPN VPN

ACL B
S
no sysopt connection permit-vpn
deny ip any any
VPN
no sysopt permit
ACL
ACL
SSH
ACL
ssh http ACL VPN
SSH  Telnet ICMP IP
ssh  telnet icmp
ASA
ACL IPsec
1 IPsec ACL
2 1
3 IPsec IKEv1
IKEv2
4
ASA A 10.2.2.2
10.0.0.1 10.2.2.2 IPsec
CL 3 Cisco ASA VPN CLI 9.16
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. IPsec SA

Host
= | o222
Ay |
Security

Applance Appliance =’

Firewall A Firewall B

IPSec Access List at "outside® interface:
access-iet 101 permit ip host 10.0.0.1 host 10.2.2.2

IPSac Access List at outside’ interface:
access-list 111 permit ip host 10.2.2.2 host 10.0.0.1

Traffic exchanged batasen hostz 10.0.0.1 and 10.2.22 is protectad batwean -E
Security Appliance Firewall A "outside® and Security Appliance Firewall B ‘outside® ]

ASA A 10.0.0.1 10.2.2.2

. = 10.0.0.1

. = 10.2.2.2

ASA A 10.2.2.2 10.0.0.1
. = 10.2.2.2
. = 10.0.0.1
permit IPsec SA
IPsec SA
ASA IPSec SA
IPsec SA SA
SA
2
SA SA
28,800 8 4,608,000 10 / 1
ASA
SA
ASA SA
SA SA
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VPN

SA
SA SA
SA SA SA
5 15% SA
A\
IKEv2
ESP
IPSec
IPsec
IPSec
IPSec

[no] [crypto] ipsec inner-routing-lookup

VTI

ciscoasa(config)# crypto ipsec inner-routing-lookup
ciscoasa(config)# show run crypto ipsec

CLI 3 Cisco ASA VPN CLI9.16
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crypto ipsec ikev2 ipsec-proposal GCM
protocol esp encryption aes-gcm
protocol esp integrity null

crypto ipsec inner-routing-lookup

IPsec

1 ACL

access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

access-list-name ACL ID 241
destination-netmask  source-netmask IPv4
permit

hostname(config)# access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0
2 IKEv1

crypto ipsec ikevl transform-set transform-set-name encryption [authentication]
encryption IPsec

eesp-aes AES 128
e esp-aes-192 AES 192
e esp-aes-256 AES 256

« esp-null

authentication IPsec
« esp-sha-hmac SHA/HMAC-160

e esp-none  HMAC

mysetl myset2 aes_set

hostname(config)# crypto ipsec ikevl transform-set mysetl esp-aes esp-sha-hmac
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VPN

hostname(config)#
hostname(config)# crypto ipsec ikevl transform-set aes_set esp-md5-hmac esp-aes-256

IKEV2

crypto ipsec ikev2 ipsec-proposal [proposal tag]
proposal tag  IKEv2 IPsec 1 64

IPsec

hostname(config)# crypto ipsec ikev2 ipsec-proposal secure

secure

hostname(config-ipsec-proposal)# protocol esp encryption aes

AES-GCM AES-GMAC

[no] protocol esp encryption [ aes| aes-192 | aes-256 | aes-gcm| aes-gcm-192 | aes-gcm-256| null]

SHA-2 IPsec
AES-GCM/GMAC

[no] protocol esp integrity [sha-1 | sha-256 | sha-384 | sha-512 | null]

AES-GCM/GMAC
SHA-256  IKEv2 PRF
ESP

PMTU PMTU

[no] crypto ipsec security-association pmtu-aging reset-interval

a) ACL

crypto map map-name seg-num match address access-list-name

seg-num map name access-list-name ACL
ID 241 mymap
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10

ACL 101 mymap

crypto map mymap 10 match address 101

b) IPsec
crypto map map_name sequence numberset peer ip_addressl [ip_address?] [...]

crypto map mymap 10 set peer 192.168.1.100

ASA IP 192.168.1.100 SA
9.14(1) ASA  IKEv2 10
C) IKEvl IKEV2
1
11
2

crypto map map-name seg-numset ikevl transform-set transform-set-namel [ transfor m-set-name2,
...transform-set-namel11]

crypto map map-name seg-num set ikev2 ipsec-proposal proposal-namel [proposal-name2, ...
proposal-namell]

proposal-namel  proposal-namell IKEV2  IPsec 1
11
IKEv1 ACL 101 SA
mysetl
1 myset2 2

crypto map mymap 10 set ikevl transform-set mysetl myset2

d) IKEV2 ESP mode
ESP IP

. CLI 3 Cisco ASA VPN CLI 9.16
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crypto map map-name seg-num set ikev2 mode [transport | tunnel | transport-require]

* [Tunnel mode]

ESP IP IP
IP IP
IPsec
IPsec IP
IPsec
« [Transport mode]
transport
IP IP
QoS IP
4

* [Transport Required]

tunnel transport
tunnel
transport-require

VPN
. tunnel transport
tunnel
. tunnel transport-require
. transport-require

NO PROPOSAL CHOSEN

CLI 3 Cisco ASA VPN CLI9.16 .
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e) SA

crypto map map-name seg-num set security-association lifetime { seconds number | kilobytes
{number | unlimited}}

map-name seg-num

VPN
VPN

mymap 10 2700 45

crypto map mymap 10 set security-association lifetime seconds 2700

f) IPsec SA PFS
IPsec PFS
crypto map map_name seg-num set pfs [groupl4 | groupl15 | groupl6 | groupl9 | group20 |
group21]
mymap 10 SA PFS
ASA 2048 Diffie-Hellman SA

crypto map mymap 10 set pfs groupl4

) RRI

crypto map map_name seg-num set reverse-route [dynamic]

RRI
ASA
OSPF
/ 0.0.0.0/0.0.0.0
RRI

IPsec SA
IPsec SA

RRI  IKEv2
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crypto map mymap 10 set reverse-route dynamic

6 IPsec

crypto map map-name interface interface-name

map-name interface-name
ASA
crypto map mymap interface outside
IPsec
ASA IP
. IP
LAN-to-LAN
IP ASA
. IP
IP LAN-to-LAN
IPsec SA
DHCP
IP
IP
IP IPsec
IKE
Cisco VPN Client
cLI 3 Cisco ASA VPN CLI 9.16
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mymap

DHCP

VPN

IP
IPsec SA
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S
transform-set
IPsec
Cisco VPN Client
IP
permit any
permit
deny
ACL
IPsec deny
SA
ASA
ACL  permit
SA ASA
ASA
dynamic-map-name
dynamic-seg-num
IPsec ACL
ACL ASA
1D
ASA
ACL
ACL
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VPN

ACL

crypto dynamic-map dynamic-map-name dynamic-seg-num match address access-list-name

dynamic-map-name
dynamic-seg-num

ACL 101 dynl
10

crypto dynamic-map dynl 10 match address 101

IKEv1 IKEv2

IKEvV1
IKEv2

crypto dynamic-map dynamic-map-name dynamic-seg-numset ikevl transform-set transform-set-namel,
[transform-set-name2, ..transform-set-name9]

crypto dynamic-map dynamic-map-name dynamic-seg-num set ikev2 ipsec-proposal proposal-namel
[proposal-name2, ... proposal-namell]

dynamic-map-name

dynamic-seg-num
transform-set-name
proposal-name IKEv2  IPsec 1
IKEvV1 ACL 101 SA
mysetl 1
myset2 2

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

SA

crypto dynamic-map dynamic-map-name dynamic-seg-numset security-association lifetime { seconds
number | kilobytes {number | unlimited}}

CLI 3 Cisco ASA VPN CLI9.16 .
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dynamic-map-name
dynamic-seg-num

VPN
VPN

dynl 10

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

IPsec SA
IPsec PFS

crypto dynamic-map dynamic-map-name dynamic-seg-numset
pfsfgroupl4|groupl5|groupl6groupl9igroup20jgroup21]

dynamic-map-name
dynamic-seg-num

crypto dynamic-map dynl 10 set pfs groupl4

crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name

map-name dynamic-map-name

crypto map mymap 200 ipsec-isakmp dynamic dynl

IKEvV1
VPN

3 Cisco ASA VPN CLI 9.16
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ASA

ASA
ASA

IPsec VPN

IPsec

IPsec

IPsec VPN

ASA

3:IPsec
show running-configuration crypto IPsec
ISAKMP
show running-config crypto ipsec IPsec
show running-config crypto isakmp ISAKMP
show running-config crypto map
show running-config crypto dynamic-map
show all crypto map
show crypto ikev2 sa detail Suite-B
show crypto ipsec sa
Suite-B ESPv3
IPsec
CL 3 Cisco ASA VPN CLI 9.16
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show ipsec stats
IPsec
ESPv3 TFC
ICMP

ASA
reload ASA reload-wait reload
quick reload-wait reload reload-wait

EXEC isakmp

ASA
crypto isakmp reload-wait
hostname(config)# crypto isakmp reload-wait

LAN-to-LAN
ASA
ASA LAN-to-LAN VPN
« Cisco VPN Client 4.0
3 Cisco ASA VPN CLI 9.16
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IPsec crypto isakmp disconnect-notify
SA
SA
SA ASA IPsec
SA
SA ASA
IPsec
IPsec SA
4:IPsec SA
clear configure crypto IPsec
ISAKMP
clear configure crypto ca trustpoint
clear configure crypto dynamic-map
clear configure crypto map
clear configure crypto isakmp ISAKMP
clear configure crypto isakmp policy ISAKMP
clear crypto isakmp sa ISAKMP SA
clear configure crypto IPsec CA
ISAKMP

clear configure crypto

Cisco ASA Series Command Reference

CLI 3 Cisco ASA VPN CLI9.16
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L2TP over IPsec

ASA L2TP over IPsec/IKEv1

« L2TP over IPsec/IKEv1l VPN 51

« L2TP over IPsec 53

¢ L2TP over IPsec 54
. 54

« CLI L2TP over Eclipse 56

e L2TP over IPsec 61

L2TP over IPsec/IKEv1l VPN

Layer 2 Tunneling Protocol L2TP; 2

IP

VPN L2TP
PPP over UDP 1701

L2TP / L2TP

LNS L2TP LAC LNS

LAC
Network Access Server NAS; Microsoft
Windows Apple iPhone Android L2TP
IPsec/IKEv1 L2TP
IP

VPN POTS

Cisco VPN Client

N

L2TP over IPsec IKEvV1 IKEV2

CLI 3 Cisco ASA VPN CLI9.16 .
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B s
IPsec/IKEv1 L2TP RSA
IKEv1 RSA
RSA
41
Digital Certificates
\}
ASA  IPsec L2TP Windows MAC OS X Android Cisco 10S
VPN LNS
IPsec L2TP L2TP
ASA Windows IPsec
300 ASA 300
Windows 300
IPsec
ASA IPsec IP
IP
IPsec
IPsec
IP
IPsec
Windows  L2TP/IPsec IPsec
IP IP
IPsec
3 Cisco ASA VPN CLI 9.16
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L2TP over IPsec .
3:IPsec
IPHDR | Data |
Tunnel mode € Ercrypted _’_‘
New IP HDR | IPSecHDR | IPHDR | Data |
| IPHDR |  Data
Transport mode / \
| IPHDR |IPSec HDR |
<+—— Encrypted —}l-|
Windows L2TP IPsec ASA crypto ipsec transform-set
trans_name mode transport IPsec
N
ASA 28 ACE
QoS P
4
IP
L2TP over IPsec
S
IKEV2 IPsec VPN AnyConnect Plus
Apex IKEvV1 IPsec VPN IKEv1
IKEv2 IPsec VPN Other VPN

Cisco ASA Series Feature Licenses

CLI 3 Cisco ASA VPN CLI9.16
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B roveripsec

L2TP over IPsec

L2TP over IPsec

L2TP/IPsec

* Windows 7

SHA2

L2TP over IPsec

VPN

DfltGrpPolicy
L2TP/IPsec

DfltGrpPolicy  L2TP/IPsec

DefaultRAGroup
ID

ping ASA IP

UbP 1701

SHA
ASA

. CLI 3 Cisco ASA VPN CLI 9.16
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IPv6
L2TP over IPsec IPv6

IPsec 4096 L2TP

ASA  PPP PAP Microsoft CHAP
1 2 EAP  CHAP
authentication eap-proxy authentication
chap ASA
PPP

ASA L2TP over IPsec PPP
5:AAA PPP
AAA PPP
LOCAL PAP MSCHAPvV1 MSCHAPV2
RADIUS PAP CHAP MSCHAPV1 MSCHAPv2 EAP-Proxy
TACACS+ PAP CHAP MSCHAPv1
LDAP PAP
NT PAP
Kerberos PAP
SDI SDI
6.:PPP

CHAP
chap

PAP

EAP EAP

eap-proxy PPP RADIUS

CLI 3 Cisco ASA VPN CLI9.16 .
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B v wroverccipse

Microsoft CHAP CHAP CHAP

ms-chap-v]] 1

ms-chap-v2
Microsoft CHAP

2 MPPE

PAP
pap

CLI L2TP over Eclipse

VPN L2TP over Eclipse ASA VPN
IKEvl ISAKMP

* IKEvV1 1 SHA1l AES
* Eclipse 2 SHA AES
* PPP PAP MS-CHAPV1 MSCHAPV2
. iPhone

1 ESP

crypto ipsec ike_version transform-set transform_name ESP_Encryption_Type ESP_Authentication_Type

crypto ipsec ikevl transform-set my-transform-set-ikevl esp-aes esp-sha-hmac

2 Eclipse

crypto ipsec ike_version transform-set trans_name mode transport

crypto ipsec ikevl transform-set my-transform-set-ikevl mode transport

3 L2TP/Eclipse  vpn

vpn-tunnel-protocol tunneling_protocol

hostname(config)# group-policy DfltGrpPolicy attributes
hostname(config-group-policy)# vpn-tunnel-protocol 12tp-ipsec
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10

VPN
CLI L2TP over Eclipse .

DNS IP

dns value [none | IP_Primary | IP_Secondary]
hostname(config)# group-policy DfltGrpPolicy attributes
hostname(config-group-policy)# dns value 209.165.201.1 209.165.201.2

WINS IP

wins-server value [none | IP_primary [IP_secondary]]
hostname(config)# group-policy DfItGrpPolicy attributes
hostname (config-group-policy)# wins-server value 209.165.201.3 209.165.201.4

IP

ip local pool pool_name starting_address-ending_address mask subnet_mask

hostname(config)# ip local pool sales_addresses 10.4.5.10-10.4.5.20 mask 255.255.255.0

IP

address-pool pool_name

hostname(config)# tunnel-group DefaultRAGroup general-attributes
hostname(config-tunnel-general)# address-pool sales_addresses

default-group-policy name

hostname(config)# tunnel-group DefaultRAGroup general-attributes
hostname(config-tunnel-general)# default-group-policy DfltGrpPolicy

L2TPover IPSec

LOCAL

authentication-server-group server_group [local]

hostname(config)# tunnel-group DefaultRAGroup general-attributes
hostname(config-tunnel-general)# authentication-server-group sales_server LOCAL

L2TP over Eclipse
ASA
LOCAL

authentication auth_type

CLI 3 Cisco ASA VPN CLI9.16
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hostname(config)# tunnel-group DefaultRAGroup ppp-attributes
hostname(config-ppp)# authentication ms-chap-vil

11
tunnel-group tunnel group name ipsec-attributes
hostname(config)# tunnel-group DefaultRAGroup ipsec-attributes
hostname(config-tunnel-ipsec)# ikevl pre-shared-key ciscol23
12 L2TP AAA
accounting-server-group aaa_server_group
hostname(config)# tunnel-group DefaultRAGroup general-attributes
hostname(config-tunnel-general)# accounting-server-group sales_aaa_server
13 hello 10 300
60
12tp tunnel hello seconds
hostname(config)# 12tp tunnel hello 100
14 ESP 1 NAT NAT-Traversal
NAT L2TP over Eclipse
L2TP NAT-Traversal
crypto isakmp nat-traversal seconds
NAT ISAKMP
crypto isakmp enable
crypto isakmp nat-traversal
hostname(config)# crypto ikevl enable
hostname(config)# crypto isakmp nat-traversal 1500
15
VPN
strip-group
strip-realm

. CLI 3 Cisco ASA VPN CLI 9.16
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Windows 7

16

17

VPN
Windows 7

IKE B

hostname(config)# tunnel-group DefaultRAGroup general-attributes

hostname(config-tunnel-general)# strip-group
hostname(config-tunnel-general)# strip-realm

jdoe j'ldoel
Unicode

username name password password mschap

asa2(config)# username jdoe password j'doel mschap

1 IKE
crypto ikevl policy priority
group Diffie-Hellman Group

IKE
ASA IKE

hostname(config)# crypto ikevl policy 14
hostname(config-ikevl-policy)# groupl4d

IKE

Windows 7 L2TP/IPsec ASA VPN
IKE Windows 7 VPN
IKE
ASA  L2TP over IPsec Windows 7
IKE

IKE

hostname(config)# show run crypto ikevl

IKE number IKE
show run crypto ikevl

CLI 3 Cisco ASA VPN CLI9.16
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Diffie-Hellman
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B roveripsec

VPN
crypto ikevl policy number
IPsec ID ASA
hostname(config-ikevl-policy)# authentication pre-share
2 IPsec
Windows 7 aes aes-256 128 AES
encryption{|aes|aes-256}
Windows 7
sha
hostname(config-ikevl-policy)# hash sha
Diffie-Hellman aes aes-256
hostname(config-ikevl-policy)# group 14
SA Windows 7 86400 24

hostname(config-ikevl-policy)# lifetime 86400

L2TP over IPsec

.o

VPN

ip local pool sales_addresses 209.165.202.129-209.165.202.158
group-policy sales_policy internal
group-policy sales_policy attributes
wins-server value 209.165.201.3 209.165.201.4
dns-server value 209.165.201.1 209.165.201.2
vpn-tunnel-protocol 12tp-ipsec
tunnel-group DefaultRAGroup general-attributes
default-group-policy sales_policy
address-pool sales_addresses
tunnel-group Defaul tRAGroup ipsec-attributes
pre-shared-key *
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap
authentication chap
authentication ms-chap-v1l

3 Cisco ASA VPN CLI 9.16
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| VPN VPN

L2TP over IPsec .

authentication ms-chap-v2

crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec ikevl transform-set trans esp-aes esp-sha-hmac
ipsec ikevl transform-set trans mode transport
dynamic-map dyno 10 set ikevl transform-set trans
map vpn 20 ipsec-isakmp dynamic dyno

map vpn interface outside

ikevl enable outside

ikevl policy 10

authentication pre-share

encryption aes
hash sha

group

14

lifetime 86400

L2TP over IPsec

L2TP over IPsec 7.2(1) L2TP over IPsec IPsec VPN

L2TP VPN

L2TP over IPsec

IP VPN
POTS
VPN
Microsoft Dial-Up Networking DUN;
Cisco VPN Cliel

authentication eap-proxy authentication ms-chap-vl authent

ms-chap-v2 authentication pap 12tp tunnel hello vp
12tp-ipsec
IKE/IPsec 9.13(1) / IPRF
/PRF
DH 14 IKEv1 * 3DES
* DES
* MD5
IKEv1 DH 14
2 5
9.14(1)
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B roveripsec
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* VPN 65

VPN

VPN
ASA General Operations CLI Configuration Guide

Cisco Secure Firewall Extensible Operating System FXOS
VPN

ASA FXOS S2S VPN 2
. VPN VPN
VPN
VPN VPN
VPN
VPN
VPN
VPN S2S IPsec IKEv2 VPN ASA
VPN

VPN VPN
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- Y
)
VPN S2SIKEvl  S2S IKEV2
VPN S2S IKEv2
VPN Firepower 9300
VPN VPN
VPN VPN
VPN
VPN
1

VPN

VPN
2 ASA
VPN
ASA /
2
/
/
/ 1
/ 2 ASA
3 Cisco ASA VPN CLI 9.16
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| VPN VPN

VPN B
IP IP
MAC
IP
VPN
ASA
VPN
VPN
VPN
1
1
1
VPN 1 IP
IP
VPN
IP
IP 2
VPN
ASA IP
VPN / Ibpublic
/ Ibprivate
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- Y
o[ Public interface ] IP
Hello
o[ Private interface ]
VPN
VPN IP
AnyConnect
VPN SSL VPN IPsec
SSL VPN 1%
1%
1 2
S
0%
1. 1%
2.
3.
4 IP
VPN
VPN ASA
. 2 ASA VPN IPsec
AnyConnect VPN
. ASA ASA VPN
IPsec SSL
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VPN B

ASA IPsec
ASA
SSL VPN IPsec
IPsec SSL VPN
VPN 10
VPN
Hello
. 2 IP
. IP
. Hello
2 IP ARP
IP MAC
Hello
IP Hello
Hello Hello
Hello Hello
Hello
Hello
Hello
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Hello

VPN

. VPN
. VPN
* VPN

VPN

FAQ

veN |

Q. VPN
A. VPN

Q. ASA P

A VPN

. CLI 3 Cisco ASA VPN CLI 9.16
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| VPN VPN

VPN B
IP
Q. VPN ASA AnyConnect
IPsec IP
A. IP
VPN
Q. VPN
A IP
ASA
VPN
VPN
Q. SSL VPN
VPN
A VPN
1 CPU
CPU
VPN
VPN
Q. 100 SSL VPN 2 Firepower 1150
VPN
200 100
100 3 300
A. VPN
300
VPN
VPN
. 3DES/AES
ASA VPN
3DES AES
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VPN

VPN

.o

ASA

VPN

* VPN

* VPN

VPN

VPN

UDP

cryptoikevlenable

VPN

CA

» AnyConnect Secure Mobility Client

* ASA 5505 Easy VPN

3 Cisco ASA
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3DES

Security Plus

Security Plus

70
VPN
interface nameif
IPsec
IP
IKEv1
VPN
VPN
CA CA
CA CA
3.0



VPN VPN

VPN B

* Firepower 1010 Easy VPN

* IKE 10S EZVPN 10S 831/871

. SSL VPN
VPN IPsec SSL VPN

LAN-to-LAN VPN
L2TP PPTP L2TP/IPsec VPN
ASA VPN
ASA AnyConnect
URL ASA
. VPN IPv4
IPv6 URL

. VPN URL

*« ASA VPN 10

* UCAPL VPN

UCAPL IKEV2
VPN
FIPS
FIPS

AnyConnect VPN IP

IP IP
subject alt name IP
RFC 2818 subject alt name

subject alt name
IP subject alt name
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ASA IP ASA IP VPN
1
IP FODN SAN
ASA IP FQDN
ASA IP  SAN
FQDN ASA IP FQDN
VPN
VPN DNS
TTL DNS
AnyConnect ASA
ASA
IP
DNS ASA VPN
VPN Cisco Global Site Selector GSS
GSS DNS DNS TTL
20 GSS TTL
IKE/IPSec
VPN
ASA
VPN
VPN
VPN
. VPN VPN
IP UDP
IPsec
3 Cisco ASA VPN CLI 9.16
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VPN

. VPN

VPN

VPN Ibpublic
interface ASA
VPN
IP

hostname(config)# vpn load-balancing
hostname(config-load-balancing)# interface lbpublic outside
hostname(config-load-balancing)#

VPN Ibprivate
interface ASA
VPN

hostname(config-load-balancing)# interface lbprivate inside
hostname(config-load-balancing)#

6
hostname(config-load-balancing)# priority 6
hostname(config-load-balancing)#
CLI 3 Cisco ASA VPN CLI 9.16
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4 NAT
nat IPv4 IPv6
NAT 192.168.30.3 2001:DB8::1
hostname(config-load-balancing)# nat 192.168.30.3 2001:DB8::1
hostname(config-load-balancing)#
VPN
VPN
1 vpn load-balancing VPN
hostname(config)# vpn load-balancing
hostname(config-load-balancing)#
vpn-load-balancing
2 IP
VPN IP FQDN
ASA
IP IPv4
IPv6
IPv4 IPv6

hostname(config-load-balancing)# cluster ip address 192.168.10.1 1000::2
hostname(config-load-balancing)#show running-config vpn load-balancing

vpn load-balancing

redirect-fqdn enable

cluster key *****

cluster ip address 192.168.10.1 1000::2
cluster encryption

3 Cisco ASA VPN CLI 9.16
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VPN

VPN

VPN B

VPN IPv6 IPv4
IPv6

hostname(config-load-balancing)#show running-config vpn load-balancing
vpn load-balancing

redirect-fqdn enable

cluster key *****

cluster encryption

participate

hostname(config-load-balancing)# cluster ip address 1000::2

ERROR: Virtual 1Pv4 address is not set

VPN
UDP 9023
UDP
4444
hostname(config-load-balancing)# cluster port 4444
hostname(config-load-balancing)#
VPN IPsec
IPsec
VPN ASA IPsec
LAN-to-LAN
VPN
crypto ikevl enable IKEvl
VPN
IKEv1

participate
hostname(config)# crypto ikevl enable inside
hostname(config)# vpn load-balancing
hostname(config-load-balancing)# cluster encryption
hostname(config-load-balancing)#

cluster key IPsec

IPsec IPsec

CLI 3 Cisco ASA VPN CLI9.16
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cluster key 8 key

123456789

hostname(config-load-balancing)# cluster key 123456789
hostname(config-load-balancing)#

6 participate

hostname(config-load-balancing)# participate
hostname(config-load-balancing)#

ASA AnyConnect
URL ASA
. IPv4
IPv6 URL
. VPN URL
tunnel-group general-attributes group-url URL
ASA VPN IP
DNS
ASA VPN VPN
ASA DNS
IP FQDN
VPN
redirect-fgdn
enable

. CLI 3 Cisco ASA VPN CLI 9.16
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VPN

VPN

VPN

VPN B

VPN

VPN FQDN
redirect-fqdn {enable | disable}

hostname(config)# vpn load-balancing
hostname(config-load-balancing)# redirect-fqgdn enable
hostname(config-load-balancing)#

DNS ASA
ASA IP
DNS DNS
dns domain-lookup inside ASA DNS
inside DNS
ASA DNS IP dns name-server 10.2.3.4 DNS
IP
CLI
test foo

VPN

hostname(config)# interface GigabitEthernet 0/1
hostname(config-if)# iIp address 209.165.202.159 255.255.255.0
hostname(config)# nameif test

hostname(config)# interface GigabitEthernet 0/2
hostname(config-if)# ip address 209.165.201.30 255.255.255.0
hostname(config)# nameif foo

hostname(config)# vpn load-balancing
hostname(config-load-balancing)# nat 192.168.10.10
hostname(config-load-balancing)# priority 9
hostname(config-load-balancing)# interface lbpublic test
hostname(config-load-balancing)# interface lbprivate foo

CLI 3 Cisco ASA VPN CLI9.16 .
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hostname(config-load-balancing)#
hostname(config-load-balancing)#

VPN

cluster
cluster

ip address 209.165.202.224
key 123456789

hostname(config-load-balancing)# cluster encryption
hostname(config-load-balancing)# cluster port 9023
hostname(config-load-balancing)# redirect-fqdn enable
hostname(config-load-balancing)# participate
VPN AnyConnect
ASA
ASA 100%
ASA
ASA ASA
-sessiondb summary
ASA
ASA
ASA
100 SSL 2% SSL
VPN

hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %

Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL

192.168.1.9 Master 7 ASA-5540 4 2 216 100

192.168.1.19 Backup 9 ASA-5520 0 0o O 0

VPN 7.2(1)

3 Cisco ASA VPN CLI 9.16
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« ACL IPsec

. IP NAT
* VPN 88

. 90

. VPN 92
. VPN

* ISE 95
* SSL 100

. IPSec 106

* ASA WebVPN

General Operations CLI Configuration Guide

CLI 3 Cisco ASA

ASA

80

SSL VPN

90

91

93

110

81

86

83

ASA

Guidelines for Multiple Context Mode
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. ACL IPsec

New Features

Network Address Translation NAT

NAT Cisco ASA SriesFirewall CLI Configuration Guide
NAT for VPN

ACL IPsec

IPsec ACL

sysopt connection permit-vpn

IPsec ACL ASA
VPN ASA
IPsec ACL  access-list
ACL ASA
ACL ASA IPsec

hostname(config)# sysopt connection permit-vpn
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VPN VPN

S
no sysopt connection permit-vpn
deny ip any any ACL
VPN
no sysopt permit-vpn
ACL
sysopt connection permit-vpn
ACL
ACL ACL
ACL
SSH ASA
ACL
ssh http ACL VPN
SSH  Telnet ICMP ssh  telnet
icmp
ASA IPsec
VPN VPN IPsec
VPN ASA
VPN
VPN
VPN Web
VPN
VPN 1 VPN 2 IPsec
Web
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NAT

4: VAN
Public web

Server

] - Client VPN

ecurity o laptop 2

i ST I ]
192.168.0.0 el L ;

/ 192.168.0.11

Client VPN

143170

— Unencrypted traffic
1 Ipsec/SSL encrypted traffic 192.168.0.10
intra-interface

same-security-traffic
same-security-traffic permit {inter-interface | intra-interface}

hostname(config)# same-security-traffic permit intra-interface
hostname(config)#

)

same-security-traffic inter-interface

IPsec

NAT
NAT ASA

NAT

ASA
NAT

IP PAT

hostname(config)# ip local pool clientpool 192.168.0.10-192.168.0.100

hostname(config)# object network vpn_nat
hostname(config-network-object)# subnet 192.168.0.0 255.255.255.0

. CLI 3 Cisco ASA VPN CLI 9.16
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IPsec SSL VPN B

hostname(config-network-object)# nat (outside,outside) interface

ASA VPN
NAT VPN NAT
NAT VPN
NAT VPN NAT

hostname(config)# nat (outside,outside) source static vpn_nat vpn_nat destination static
vpn_nat vpn_nat

NAT NAT

IPsec SSL VPN

VPN ASA
vpn-sessiondb

vpn-sessiondb {max-anyconnect-premium-or-essentials-limit <number> | max-other-vpn-limit

<number>}
max-anyconnect-premium-or-essentials-limit AnyConnect
1
N
AnyConnect Ordering Guide http://www.cisco.com/c/dam/en/us/products/

collateral/security/anyconnect-og.pdf

max-other-vpn-limit AnyConnect VPN
1 Cisco VPN Client
IPsec IKEvV1 LAN-to-LAN VPN
VPN
Anyconnect VPN 450

hostname (config)# vpn-sessiondb max-anyconnect-premium-or-essentials-limit 450
hostname(config)#

CLI 3 Cisco ASA VPN CLI9.16 .
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IPsec

IPsec

IPsec
VPN
VPN
VPN
client-update
URL IP
Windows VPN
Windows
IPsec
ipsec client-update
1
hostname(config)# client-update enable
hostname(config)#
2
URL IP
4
ASA
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IPsec .

hostname(config)# client-update type type url url-string rev-nums rev-numbers

hostname(config)#
win9X Windows 95 Windows 98 Windows ME
winnt  Windows NT 4.0 Windows 2000 Windows XP
windows Windows
3 windows
Windows windows
Windows
Windows URL http://
https://
46.1 URL

https://support/updates

hostname(config)# client-update type windows url https://support/updates/ rev-nums 4.6.1
hostname(config)#

URL
https://support/updates/vpnclient.exe

3 ipsec-ra client-update

ipsec
URL IP

Windows

hostname(config)# tunnel-group remotegrp type ipsec-ra

hostname(config)# tunnel-group remotegrp ipsec-attributes
hostname(config-tunnel-ipsec)# client-update type windows url https://support/updates/
rev-nums 4.6.1

hostname(config-tunnel-ipsec)#
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IP NAT IP
4 Windows
URL
URL
2 3
EXEC
hostname# client-update all
hostname#
N
windows Windows
win9x winnt
no windows
client-update
IP VPN
IP VPN
IP
IP
IP
ASA / VPN IP
IP
/
IP VPN / IP
3 Cisco ASA VPN CLI 9.16
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VPN NAT

VPN

VPN NAT B
1
VPN NAT
. IKEv1 AnyConnect
* NAT VPN IP
ASA
. IPv4
* NAT/PAT

tunnel general

hostname(config-tunnel-general)# nat-assigned-to-public-ip interface

IP IP NAT
interface NAT

hostname(config-tunnel-general)# no nat-assigned-to-public-ip

NAT VPN
NAT NAT
IP 95.1.226.4 IP 75.1.224.21

hostname# show nat

Auto NAT Policies (Section 2)

1 (outside) to (inside) source static _vpn_nat 95.1.226.4 75.1.224.21
translate_hits = 315, untranslate_hits = 315

prompt# show nat detail

CLI 3 Cisco ASA VPN CLI9.16 .
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Auto NAT Policies (Section 2)

1 (outside) to (inside) source static _vpn_nat_95.1.226.4 75.1.224.21
translate_hits = 315, untranslate_hits = 315
Source - Origin: 95.1.226.4/32, Translated: 75.1.224.21/32

outside  AnyConnect inside

\ )

VPN NAT VPN NAT
NAT show run object show run nat

VPN

IPsec SSL VPN ASA
ASA
show version

hostname(config)# show version

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 500 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual
Security Contexts : 100 perpetual
Carrier : Enabled perpetual
AnyConnect Premium Peers : 5000 perpetual
AnyConnect Essentials : 5000 perpetual
Other VPN Peers : 5000 perpetual
Total VPN Peers : 5000 perpetual
AnyConnect for Mobile : Enabled perpetual
AnyConnect for Cisco VPN Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
Shared License : Disabled perpetual
Total TLS Proxy Sessions : 3000 perpetual
Botnet Traffic Filter : Disabled perpetual
IPS Module : Disabled perpetual
Cluster : Enabled perpetual
Cluster Members 12 perpetual

This platform has an ASA5555 VPN Premium license.

CLI 3 Cisco ASA VPN CLI 9.16
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asa2(config)# sh resource allocation
Resource Total % of Avail
Conns[rate] 100QV) 0.00%
Inspects[rate] unlimited
Syslogs[rate] unlimited

Conns unlimited

Hosts unlimited

IPsec unlimited
Mac-addresses unlimited

ASDM 10 5.00%
SSH 10 10.00%
Telnet 10 10.0%
Xlates unlimited
AnyConnect 1000 10%
AnyConnectBurst 200 2%
OtherVPN 2000 20%
OtherVPNBurst 1000 10%

sh resource usage system controller all 0

ASA(config-ca-trustpoint)# sh resource usage

Resource Current Peak Limit Denied Context
Conns 1 16 280000 O System
Hosts 2 10 NZA 0 System
AnyConnect 2 25 1000 0 custl
AnyConnectBurst 0O 0 200 0 custl
OtherVPN 1 1 2000 O cust2
OtherVPNBurst O 0 1000 O cust2
VPN
AnyConnect VPN IPsec/IKEv2 SSL ASA

vpn-sessiondb
max-anyconnect-premium-or-essentials-limit

no
ASA 500 SSL VPN AnyConnect VPN
250
hostname(config)# vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname(config)#

no

CLI 3 Cisco ASA VPN CLI9.16
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hostname(config)# no vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname(config)#

ID

AnyConnect IKEv2 ASA ID
IKEv2

crypto ikev2 remote-access trustpoint <name> [line<number>]

AnyConnect
2 RSA 2
ECDSA 2 1 ASA
1 ECDSA
RSA
ASA
no crypto ikev2 remote-access trustpoint
SMP
AnyConnect TLS/DTLS
SSL VPN AnyConnect
crypto engine accelerator-bias
* [balanced] Admin/SSL IPsec
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* [ipsec] IPsec SRTP
ASA 5500-X
* [ssl] Admin/SSL SSL
AnyConnect VPN

hostname(config)# crypto engine accelerator-bias ssl

DNS
AnyConnect 4.5
About Dynamic Split Tunneling

1 WebVPN

anyconnect-custom-attr dynamic-split-exclude-domains description dynamic split exclude

domains
2 VPN /Web

Google Web DNS
Google_domains VPN

Csv
anyconnect-custom-data dynamic-split-exclude-domains webex.com, webexconnect.com,
tags.tiqcdn.com

group-policy anyconnect-custom
dynamic-split-exclude-domains value webex_service_domains
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VPN

DNS IP 1
DNS IP
DNS IP
VPN VPN
VPN
Patch Management
0S
VPN
VPN
VPN
Cisco AnyConnect Secure Mobility Client Administration Guide
AnyConnect 4.7
1 profileMgmt
MgmtTunGrpPolicy
AnyConnect VPN anyconnect profiles
type vpn-mgmt AnyConnect VPN type user

group-policy MgmtTunGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt

2 VPN
profileMgmt
DfltGrpPolicy
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VPN

VPN

VPN B

group-policy DFfItGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt

VPN

VPN

AnyConnect

AnyConnect
EXEC show vpn-sessiondb anyconnect filter p-ipversion
show vpn-sessiondb anyconnect filter a-ipversion

. IPv4 IPv6
AnyConnect

show vpn-sessiondb anyconnect fTilter p-ipversion {v4 | v6}

. IPv4 IPV6
AnyConnect
ASA AnyConnect

show vpn-sessiondb anyconnect fTilter a-ipversion {v4 | v6}

show vpn-sessiondb anyconnect filter p-ipversion [v4 | v6]

hostname(config)# show vpn-sessiondb anyconnect filter p-ipversion v4

Session Type: AnyConnect

Username I userl Index : 40

Assigned IP : 192.168.17.10 Public IP 198.51.100.1
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1l
Bytes Tx 10570 Bytes Rx : 8085

Group Policy :
Tunnel Group :

Login Time
Duration
Inactivity

GroupPolicy_ SSLACCLIENT
SSLACCLIENT
15:17:12 UTC Mon Oct 22 2012

: Oh:00m:09s
: Oh:00m:00s
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NAC Result
VLAN Mapping :

SSL VPN

: Unknown

N/A VLAN

show vpn-sessiondb anyconnect filter a-ipversion [v4 | v6]

. none

VPN

hostname(config)# show vpn-sessiondb anyconnect filter a-ipversion v6

Session Type:

Username
Assigned IP
Public IP
Assigned IPv6:
Protocol
License
Encryption
Hashing
Bytes Tx :
Group Policy :
Login Time :
Duration
Inactivity
NAC Result
VLAN Mapping :

. userl

AnyConnect

Index
192.168.17.10

: 2001:DB8:8:1:90eb:3fe5:9eea:fb29

2001:DB8:9:1::24

: AnyConnect-Parent SSL-Tunnel
: AnyConnect Premium

: AnyConnect-Parent: (1)none

: AnyConnect-Parent: (1)none

10662
GroupPolicy_SSL_IPv6
17:42:42 UTC Mon Oct 22 2012

Bytes Rx

: 0Oh:00m:33s
: Oh:00m:00s
- Unknown

NZA VLAN

EXEC

Tunnel Group :

45

SSL-Tunnel: (1)RC4
SSL-Tunnel: (1)SHA1

17248
SSL_IPV6

: none

SSL VPN

veN |

SSL VPN

show vpn-sessiondb webvpn filter ipversion

show vpn-sessiondb webvpn Filter ipversion {v4 | v6}

hostname# sh vpn-sessiondb webvpn filter ipversion v4

Session Type:

Username
Public IP
Protocol
License
Encryption
Bytes Tx
Group Policy :
Login Time :
Duration
Inactivity
NAC Result
VLAN Mapping :

3 Cisco ASA

WebVPN
: userl Index
: 171.16.17.6
: Clientless
: AnyConnect Premium
: Clientless: (1)RC4 Hashing
T 62454 Bytes Rx s
SSLv6 Tunnel Group :
: 18:07:48 UTC Mon Oct 22 2012
: Oh:00m:16s
: Oh:00m:00s
: Unknown
N/A VLAN
VPN CLI 9.16
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13082
SSL_IPv6

: none
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ISE

VPN

VPN
P LAN-to-LAN VPN B

LAN-to-LAN VPN

SSL VPN
EXEC show vpn-sessiondb 12l filter ipversion
IPv4 IPv6
LAN-to-LAN VPN
show vpn-sessiondb 121 filter ipversion {v4 | v6}
Cisco ldentity Services Engine  ISE
VPN
Cisco ISE Cisco TrustSec
BYOD
ISE Change of Authorization CoA AAA
AAA
ISE ASA CoA
IPEP ASA VPN
ACL
ISE VPN
* |PSec
» AnyConnect
* L2TP/IPSec
S
ACL dACL SGT
VLAN IP

1. VPN
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B s RADIUS

2. ASA ISE

ACL
3. ISE
4. NAC ISE
ASA
5 ISE CoA ASA
ACL
A\
CoA ASA
RADIUS CoA /
802.1x RADIUS CoA DACL
2 ASA VPN 2
RADIUS CoA VPN
VPN CoA
RedirectURL RedirectACL SGT
ISE ISE RADIUS AAA
VPN
AAA
1 RADIUS AAA
aaa-server group_name protocol radius
hostname(config)# aaa-server servergroupl protocol radius
hostname(config-aaa-server-group)#
2 AAA RADIUS CoA
dynamic-authorization [port number]
1700 1024 65535
VPN RADIUS CoA

ASA ISE CoA
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ISE RADIUS .

hostname(config-aaa-server-group)# dynamic-authorization
3 ISE RADIUS

authorize-only

RADIUS
AAA
radius-common-pw RADIUS
VPN
hostname(config-aaa-server-group)# authorize-only
4 RADIUS
interim-accounting-update [periodic [hours]]
ISE ASA NAS
5
ISE
VPN ISE
« periodic[hours]
VPN
24 1 120
. periodic ASA
VPN VPN

IP RADIUS
hostname(config-aaa-server-group)# interim-accounting-update periodic 12
5 ACL RADIUS Cisco AV ACL
merge-dacl {before-avpair | after-avpair}

VPN VPN ACL Cisco AV
ACL ACL ASA ACL
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RADIUS

ASA ACL

no merge dacl
AV

before-avpair

after-avpair

ACL

hostname(config)# aaa-server servergroupl protocol radius
hostname(config-aaa-server-group)# merge-dacl before-avpair

max-failed-attempts number

1 5

reactivation-mode

10

hostname(config-aaa-server-group)# max-failed-attempts 2

reactivation-mode {depletion [deadtime minutes] | timed}

« depletion [deadtime minutes]

10

* timed 30

3 Cisco ASA VPN CLI 9.16
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AV ACL
ACL  Cisco AV ACL
ACL AV
ACL Cisco-AV-Pair
ACL Cisco-AV-Pair
RADIUS
AAA
ASA
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VPN VPN

ISE B

hostname(config-aaa-server-group)# reactivation-mode deadtime 20

accounting-mode simultaneous

accounting-mode single

hostname(config-aaa-server-group)# accounting-mode simultaneous

9 ISE RADIUS

aaa-server group_name [(interface_name)] host {server_ip | name} [key]

e group_name RADIUS

* (interface_name)
(inside)

* host{server_ip | name} ISE RADIUS IP

* key aaa-server-host
key
127
RADIUS

hostname(config)# aaa-server servergroupl (inside) host 10.1.1.3
hostname(config-aaa-server-host)# key sharedsecret
hostname(config-aaa-server-host)# exit

ISE VPN

ISE CoA
ISE

ciscoasa(config)# aaa-server ise protocol radius
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa(config-aaa-server-group)# dynamic-authorization

CLI 3 Cisco ASA VPN CLI9.16 .
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.o

VPN

ciscoasa(config-aaa-server-group)# exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa(config-aaa-server-host)# key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general)# address-pool vpn
ciscoasa(config-tunnel-general)# authentication-server-group ise
ciscoasa(config-tunnel-general)# accounting-server-group ise
ciscoasa(config-tunnel-general)# exit

ISE VPN

ISE
authorize-only

ciscoasa(config)# aaa-server ise protocol radius
ciscoasa(config-aaa-server-group)# authorize-only

ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1

ciscoasa(config-aaa-server-group)# dynamic-authorization
ciscoasa(config-aaa-server-group)# exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa(config-aaa-server-host)# key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general)# address-pool vpn
ciscoasa(config-tunnel-general)# authentication certificate
ciscoasa(config-tunnel-general)# authorization-server-group ise
ciscoasa(config-tunnel-general)# accounting-server-group ise
ciscoasa(config-tunnel-general)# exit

CoA

debug radius dynamic-authorization

URL

debug aaa url-redirect

URL NP

show asp table classify domain url-redirect

ASA Secure Sockets Layer SSL Transport Layer Security TLS
ASDM SSLVPN VPN
3 Cisco ASA VPN CLI 9.16
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VPN

VPN

ASA  SSL
SSLv3 TLSvl TLSvl.l TLSv1.2

AnyConnect VPN

VPN
DTLS

TLSv1.1/DTLS
V1

TLSV1.2/DTLSV
12

AES128-GCM-SHA256

AES128-SHA

AES128-SHA256

AES256-GCM-SHA384

AES256-SHA

AES256-SHA256

DERS-CBC-SHA

DES-CBC-SHA

DHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-SHA

DHE-RSA-AES128-SHA256

DHE-RSA-AES256-GCM-SHA384

no

DHE-RSA-AES256-SHA

ECDHE-ECDSA-AES128-GCM-SHA256

ECDHE-ECDSA-AES128-SHA256

ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-SHA256

ECDHE-RSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-SHA384

NULL-SHA

RC4-MD5

RC4-SHA

CLI 3 Cisco ASA
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B s

94 1 SSLv3 ASA SSLv3
ASA SSLv3 SSLv3
ASA TLSvl
Citrix TLS1.1/1.2

https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf

ASA  SSL/TLS DTLS

1 ASA
ssl server-version [tisvl | tlsvl.l | tlsvl1.2] [dtisvl | dtlsvl.2]

e tlsvl SSLv2 hello TLSvl
e tlsvl.l SSLv2 hello TLSv1.1
e tlsvl.2 SSLv2 hello TLSv1.2
e dtlsvl DTLSv1 hello DTLSv1
e dtlsvl.2 DTLSv1.2 hello DTLSv1.2
DTLS AnyConnect
DTLS TLS TLS DTLS
dtls1.2 tlsvl.2
TLS TLS DTLS 1.0
TLS dtls1
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VPN

VPN

hostname(config)# ssl server-version tlsvl.1l

hostname(config)# ssl server-version tlsvl.2 dtlsvl.2

ASA SSL/TLS

ssl server-max-version [tlsvl | tisvl.l | tlsvl.2]

ASA SSL

ssl client-version [tlsvl | tlsvl.l | tlsv1.2]

* tlsvl ASA TLSvl
e tlsvl.1 ASA  TLSvi.l
TLSv1.1
e tlsvl.2 ASA  TLSvl1l.2
TLSv1.2

SSL DTLS

hostname(config)# ssl client-version tlsvl

ASA SSL/TLS

ssl client-max-version [tlsvl | tlsvl.l | tlsvl.2]

SSL DTLS TLS

ssl cipher version [ level | custom string]

e version SSL  DTLS TLS

* default
e dtlsvl DTLSv1
o dtlsvl.2 DTLSv1.2

CLI 3 Cisco ASA VPN CLI9.16
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e tlsvl TLSvl
e tlsvl.l TLSv1.1

etlsvl.2 TLSv1.2

* |level

« all

e low NULL-SHA

* medium NULL-SHA
DES-CBC-SHA RC4-MD5 RC4-SHA DES-CBC3-SHA
 fips NULL-SHA DES-CBC-SHA RC4-MD5 RC4-SHA DES-CBC3-SHA
FIPS
* high TLSv1.2 TLSv1.2 SHA-2 AES-256
* customstring OpenSSL

https://www.openssl.org/docs/apps/ciphers.html

[medium] [high] custom

ASA

9.3(2) ssl encryption

6 1

ssl trust-point name [ [interface vpnlb-ip ] | [domain domain-name]

hostname(config)# ssl trust-point www-cert domain www.example.com
name interface
vpnlb-ip

VPN
IP domaindomain-name

16
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VPN VPN

ssL B

ssl trustpoint ?
ssl trust-point name ? ssl trust-point mysslcert ?
trustpoint-SSL

* trustpoint crypto ca trustpoint name CA
name
* interface nameif

. ssl trust-point

* ssl trust-point 1
1

» domain

» domain-name 1 ssl trust-point

error:0B080074:x509 certificate routines:X509_check_private_key:key values
mismatch@x509_cmp.c:339

. domain
ssl trust-pointnamedomaindomain-name

. vpnlb-ip
ssl trust-point name interface vpnlb-ip
. ssl trust-point name interface
. ssltrust-point name
* ASA

CLI 3 Cisco ASA VPN CLI9.16
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VPN

7 TLS DHE-RSA DH

ssl dh-group [groupl4 | groupl5]

hostname(config)# ssl dh-group groupl4

groupl4 15 DH 14 2048 224

14 Java7 Java 8
14 FIPS ssl dh-group groupl4

TLS ECDHE-ECDSA

ssl ecdh-group [groupl9 | group20 | group21]

hostname(config)# ssl ecdh-group group20

groupl19 19 256 EC group20
20 384 EC group21 21 521
EC

ssl ecdh-group group19

ECDSA DHE

TLS/DTLS
. TLS/DTLS show run ssl

. TLS/DTLS show run ssl all

IPSec

.o

8.0.4 ASA
IPsec LAN-to-LAN TCP

PIX ASA
TCP

CSCsj40681 CSCsid7630

3 Cisco ASA VPN CLI 9.16
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VPN VPN
IPSec .
IPsec
ASA TCP
~
IPsec LAN-to-LAN
IPsec IPSec AnyConnect/SSL VPN
IPSec
5
ASA BXB Tunnel ASARTP
f
& ) B
B S ——— c
. Y- T
:;, = E
A ]
BXB RTP 1
LAN-to-LAN BXB PC RTP
FTP
PC
FTP
IPsec
IPsec
. B-C ESP
. A-D FTP TCP B-C
TCP/FTP
CLI 3 Cisco ASA VPN CLI 9.16
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. CLI IPsec

IPsec
LAN-2-LAN A-D B-C
B-C
TCPIFTP
A-D FTP
FTP A-D
FTP TCP
IPsec
IPsec
ASA A-D
ASA B-C
A-D ASA
TCP
ASA A-D
TCP TCP
TCP RST
CLI IPsec
IPsec
show asp table show conn IPsec
IPsec ?

show asp table
VPN show asp table
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vpn-context
+PRESERVE

hostname(config)# show asp table vpn-context

VPN CTX=0x0005FF54, Ptr=0x6DE62DA0, DECR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

VPN CTX=0x0005B234, Ptr=0x6DE635E0, ENCR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

hostname(config)# show asp table vpn-context detail

VPN CTX = Ox0005FF54

Peer IP = ASA Private
Pointer = Ox6DE62DA0O
State = UP

Flags = DECR+ESP+PRESERVE
SA = 0x001659BF
SPI = 0xB326496C
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI =0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

VPN CTX = 0x0005B234

Peer IP = ASA Private
Pointer = Ox6DE635EQ
State = UP

Flags = ENCR+ESP+PRESERVE
SA = 0x0017988D
SP1 = Ox9AA50F43
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI =0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0
hostname(config)#

Configuration and Restrictions
This configuration option is subject to the same CLI configuration restrictions as other
sysopt VPN CLI.

LAN-to-LAN

show conn

CLI 3 Cisco ASA VPN CLI9.16 .
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asa2(config)# show conn detail

9 in use, 14 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- initial SYN from outside, C - CTIQBE media, D - DNS, d - dump,

- outside back connection, F - outside FIN, T - inside FIN,

- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, M - SMTP data, m - SIP media, n - GUP

outbound data, P - inside back connection, p - Phone-proxy TFTP connection,
- SQL*Net data, R - outside acknowledged FIN,

- UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
- awaiting outside SYN, T - SIP, t - SIP transient, U - up,

- VPN orphan, W - WAAS,

- inspected by service module

X<WMW T OX=OMw
|

show conn \V

hostname# show conn

16 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:21 idle 0:00:00 bytes 1048 flags UOVB
TCP out 192.168.110.251:21137 in 192.168.150.252:21 idle bytes 1048 flags UIOB

show conn state vpn_orphan

hostname# show conn state vpn_orphan

14 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:5013 idle 0:00:00 bytes 2841019 flags
UovB

ASA WebVPN

no webvpn clear configure webvpn WebVPN
http_in http_out

ASA WebVPN
 no compression all

« clear compression all
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. 111
. 113

. 118

. 159

* Zone Labs Integrity 206

. 214

* VPN ACL 223

VPN
ASA
VPN VPN

CLI 3 Cisco ASA VPN CLI 9.16 .
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tunnel-group

ASA LAN-to-LAN
DefaultL2Lgroup IKEV2 VPN
DefaultRAgroup SSL AnyConnect SSL
DefaultWEBVPNgroup
DfltGrpPolicy

.o

VPN
VPN
VPN
MIS
MIS MIS
)
ASA
VPN
ACL
20 Objects

1. Dynamic Access Policy DAP

2.
3.
4.
5.
DAP
3 Cisco ASA VPN CLI19.16



VPN VPN

N

DAP ASA

DAP webvpn HTTP

ASA http-proxy no
DAP
AAA
ASA SSL VPN
1 http-proxy 1 https-proxy ASDM
DAP

ASA LAN-to-LAN DefaultL2Lgroup IPSEC
DefaultRAgroup SSL VPN AnyConnect

DefaultWEBVPNGroup

1 ASA

1 IKEvl
LAN-to-LAN

tunnel-group-map default-group <tunnel-group-name>

DefaultRAGroup

VPN

ASA

CLI 3 Cisco ASA VPN CLI9.16 .
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. ASA
. IKEv1 IPsec LAN-to-LAN
AnyConnect SSL/IKEv2 1
N ASA
1
ASA
. ASA
1 DHCP
14
. ASA
user@realm
@ user@abc
ASA
ASA
strip-realm
strip-group
username username@realm
username<delimiter> group
strip-realm
L2TP/IPsec strip-group ASA VPN
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IPSec

VPN

VPN
. DN
IPSec
. IKE
128
. ID
. XAUTH
isakmp ikevl-user-authentication
VPN
* ISAKMP IKE
ASA IKE
IKE

* Cisco AnyConnet VPN Client

* Cisco 10S
» Cisco Secure PIX Firewall
VPN
IKE

IKE

CLI 3 Cisco ASA

ASA

IKE

IKE

VPN CLI9.16

IPSec

XAUTH

RADIUS TACACS+

ASA

XAUTH

IKE

SecurlD

ASA

163



SSLVPN

A

VPN

.o

ISDN
IKE
ISDN
IKE
IKE
IKE IPSec
IKE
Peer Timeout Profile
IKE LAN-to-LAN
2 IKE
IKE
IKE
CA
* Windows
client-update
. IKE
SSL VPN  AnyConnect
VPN
SSL VPN
3 Cisco ASA VPN CLI 9.16
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SSLVPN B

tunnel-group 2
7:SSL VPN
authentication AAA
customization
SSL VPN
nbns-server CIFS NetBIOS

nbns-server

group-alias 1
group-url 1 URL
URL
AnyConnect URL
ASA
URL
URL
dns-group DNS
DNS
DNS
hic-fail-group-policy Cisco Secure Desktop Manager
Use Failure Group-Policy Use Success Group-Policy, if
criteria match VPN

override-svc-download AnyConnect VPN

radius-reject-message RADIUS

CLI 3 Cisco ASA VPN CLI9.16 .
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IKEv1 IKEv2 IKEv1
IPSec  AnyConnect SSL VPN Cisco VPN
Apple VPN Microsoft VPN
cTCP
3
show
running-config all tunnel-group
1 ASA
VPN +5

ERROR: The limit of 30 configured tunnel groups has been reached

IPsec

tunnel-group Defaul tRAGroup type remote-access
tunnel-group Defaul tRAGroup general-attributes
no address-pool
no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DFItGrpPolicy
no dhcp-server
no strip-realm
no password-management
no override-account-disable
no strip-group
no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DFfltGrpPolicy
customization DfltCustomization
authentication aaa
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| VPN VPN

IPsec .

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group Defaul tRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group Defaul tRAGroup type remote-access
tunnel-group Defaul tRAGroup general-attributes
no address-pool

no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DFfItGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group Defaul tRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group Defaul tRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group Defaul tRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec

IPSec
SSL VPN IPSec
LAN-to-LAN
Cisco ASA Series Command Reference

CLI 3 Cisco ASA VPN CLI9.16
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LAN-to-LAN
ASA
» AnyConnect Secure Mobility Client SSL IPsec/IKEv2
. SSL VPN SSL
« Cisco ASA 5500 Easy VPN IPsec/IKEv1
DfltGrpPolicy
. 120
. 121
. 125
. IPSec IKEv1 128
* IPSec PPP 130

tunnel-group

remote-access

tunnel-group tunnel_group_name type remote-access

TunnelGroupl

. CLI 3 Cisco ASA VPN CLI 9.16
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VPN

hostname(config)# tunnel-group TunnelGroupl type remote-access
hostname(config)#

tunnel-group general-attributes

hostname(config)# tunnel-group tunnel_group_name general-attributes
hostname(config-tunnel-general)#

LOCAL

hostname(config-tunnel-general)# authentication-server-group [(interface_name)] groupname
[LOCAL]
hostname(config-tunnel-general)#

16

servergroupl
test

hostname(config-tunnel-general)# authentication-server-group (test) servergroupl
hostname(config-tunnel-general)#

hostname(config-tunnel-general)# authorization-server-group groupname
hostname(config-tunnel-general)#

16
FinGroup

CLI 3 Cisco ASA VPN CLI9.16 .
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hostname(config-tunnel-general)# authorization-server-groupFinGroup
hostname(config-tunnel-general)#

4
hostname(config-tunnel-general)# accounting-server-group groupname
hostname(config-tunnel-general)#
16
comptroller
hostname(config-tunnel-general)# accounting-server-group comptroller
hostname(config-tunnel-general)#
5
hostname(config-tunnel-general)# default-group-policy policyname
hostname(config-tunnel-general)#
64
DfitGrpPolicy
hostname(config-tunnel-general)# default-group-policy DfltGrpPolicy
hostname(config-tunnel-general)#
6 DHCP 10 IP DHCP
6 DHCP
dhcp-server VPN IP
DHCP ASA
Cisco ASA Series Command Reference dhcp-server
hostname(config-tunnel-general)# dhcp-server serverl [...serverl0]
hostname(config-tunnel-general)# address-pool [(interface name)] address_pooll
[---address_pool6]
hostname(config-tunnel-general)#
ip local pool
7
NAC
NAC 1
ACS aaa-server
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nac-authentication-server-group

NAC acs-groupl

hostname(config-group-policy)# nac-authentication-server-group acs-groupl
hostname(config-group-policy)

hostname(config-group-policy)# no nac-authentication-server-group
hostname(config-group-policy)

NAC Cisco Trust Agent

8 AAA

hostname(config-tunnel-general)# strip-group
hostname(config-tunnel-general)# strip-realm
hostname(config-tunnel-general)#

ASA
ASA
strip-realm
strip-group
username
username@realm username<delimiter> group
strip-realm
9 RADIUS RADIUS with NT LDAP
LDAP Sun Microsystems
JAVA System Directory Server Sun ONE Directory Server Microsoft Active
Directory
Sun  Sun ASA DN
DN
ACI
Microsoft Microsoft Active Directory LDAP over
SSL

CLI 3 Cisco ASA VPN CLI9.16 .
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14

hostname(config-tunnel-general)# password-management
hostname(config-tunnel-general)#

LDAP
0 180

hostname(config-tunnel-general)# password-management [password-expire in days n]
hostname(config-tunnel-general)#

password-management

ipsec
radius-with-expiry
password-management ASA
ASA
RADIUS LDAP ASA
ASA
password-expire-in-days
0 ASA
Microsoft Active Directory 154
ASA Version 7.1 LDAP MS-CHAPvV2 RADIUS
AnyConnect VPN Client Cisco IPSec VPN Client SSL VPN
Kerberos/AD  Windows NT 4.0
MS-CHAP RADIUS MS-CHAPv2
password-management MS-CHAPvV2
3 Cisco ASA VPN CLI 9.16
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RADIUS Cisco ACS
ASA RADIUS
LDAP LDAP
ASA Microsoft Active Directory Sun LDAP
LDAP SSL
LDAP SSL LDAP
LDAP 636
10
11 1
DN
hostname(config-tunnel-general)# authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}
CN

hostname(config-tunnel-general)# authorization-dn-attributes CN

hostname(config-tunnel-general)#

authorization-dn-attributes C CN DNQ DN EA

GENQ GN | L N
@] ou SER SN SP
T ulD ID UPN

12

hostname(config-tunnel-general)# authorization-required
hostname(config-tunnel-general)#

CLI 3 Cisco ASA VPN CLI9.16 .
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1 AAA
AAA

AnyConnect VPN

SDI

hostname(config-tunnel-general)# secondary-authentication-server-group [interface_name]

{none | LOCAL | groupname [LOCAL]} [use-primary-name]
none groupname AAA

groupname LOCAL
sdi_group
Idap_server

hostname(config-tunnel-general)# authentication-server-group
hostname(config-tunnel-general)# secondary-authentication-server-group

use-primary-name 1

2 secondary-username-from-certificate

hostname(config-tunnel-general)# secondary-username-from-certificate C | CN | ... |
use-script
DN
username-from-certificate use-script
ASDM ASA

hostname(config-tunnel-general)# tunnel-group testl general-attributes
hostname(config-tunnel-general)# username-from-certificate cn
hostname(config-tunnel-general)# secondary-username-from-certificate ou
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webvpn

SSL

hostname(config-tunnel-general)#
{clientless | client} [hide]

hostname(config-tunnel-general)#
hostname(config-tunnel-general)#
hostname(config-tunnel-general)#

hostname(config-tunnel-general)#

hostname(config-tunnel-general)#
hostname(config-tunnel-general)#

syslog

hostname(config-tunnel-general)#

hostname(config-tunnel-general)#
hostname(config-tunnel-general)#

secondary-pre-fill-username
SSL VPN AnyConnect

secondary-pre-fill-username-from-certificate

pre-fill-username

tunnel-group testl general-attributes
pre-fill-username client
secondary-pre-fill-username client

authentication-attr-from-server {primary | secondary}

tunnel-group testl general-attributes
authentication-attr-from-server secondary

authenticated-session-username {primary | secondary}

tunnel-group testl general-attributes
authenticated-session-username secondary

CLI 3 Cisco ASA VPN CLI9.16 .
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VPN
IPSec IKEv1

IPSec IKEv1

IPSec IKEv1

LAN-to-LAN

IPSec

hostname(config)# tunnel-group tunnel-group-name ipsec-attributes
hostname(config-tunnel-ipsec)#

ipsec

IPSec

TG1
ipsec
ipsec

hostname(config)# tunnel-group TGl type remote-access
hostname(config)# tunnel-group TGl ipsec-attributes
hostname(config-tunnel-ipsec)#

IKEv1
IPsec IKEv1
XyzX

hostname(config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname(config-tunnel-ipsec)#

1D

hostname(config-tunnel-ipsec)# peer-id-validate option
hostname(config-tunnel-ipsec)#

req cert(
( req

peer-id

hostname(config-tunnel-ipsec)# peer-id-validate req

3 Cisco ASA VPN CLI 9.16
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VPN

7

VPN
IPSec IKEVL B

hostname(config-tunnel-ipsec)#

CA

hostname(config-tunnel-ipsec)# chain
hostname(config-tunnel-ipsec)#

IPsec

IKE

hostname(config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname(config-tunnel-ipsec)#

IKE mytrustpoint

hostname(config-ipsec)# ikevl trust-point mytrustpoint

ISAKMP

hostname(config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname(config-tunnel-ipsec)#

threshold
10 3600 retry
2 10 IKE
ISAKMP isakmp keepalive disable

IKE 15
10

hostname(config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname(config-tunnel-ipsec)#

threshold 300 LAN-to-LAN
10 retry 2

ISAKMP
hostname(config-tunnel-ipsec)# isakmp keepalive threshold infinite

hostname(config-tunnel-ipsec)#

ISAKMP XAUTH XAUTH

CLI 3 Cisco ASA VPN CLI9.16 .




. IPSec

IPSec

.o

PPP

isakmp ikevl-user-authentication
VPN

XAUTH

a) ASA

IKE

b) XAUTH

isakmp ikev1-user-authentication

ikevl-user-authentication
1

VPN

VPN
ASA
RADIUS TACACS+ SecurlD
XAUTH
IKE 1 2
VPN
interface
interface
2 isakmp
1 interface

example-group
XAUTH

hostname(config)# tunnel-group example-group type remote-access
hostname(config)# tunnel-group example-group ipsec-attributes
hostname(config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid

hostname(config-tunnel-ipsec)#

PPP
IPSec
ppp
3 Cisco ASA VPN CLI 9.16
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hostname(config)# tunnel-group tunnel-group-name type remote-access
hostname(config)# tunnel-group tunnel-group-name ppp-attributes

hostname(config-tunnel-

ppp
Ppp

pPP)#

TG1

hostname(config)# tunnel-group TGl type remote-access
hostname(config)# tunnel-group TGl ppp-attributes

hostname(config-tunnel-ppp)#
2 PPP
epap PPP Password Authentication Protocol
echap PPP Challenge Handshake Authentication
» ms-chap-v1 ms-chap-v2 PPP Microsoft Challenge Handshake Authentication
Protocol Microsoft 1
2
eeap PPP Extensible Authentication Protocol

CHAP  MSCHAPvV1

hostname(config-tunnel-
hostname(config-tunnel-

hostname(config-tunnel -
hostname(config-tunnel-

hostname(config-tunnel-
hostname(config-tunnel -

PPP

hostname(config-tunnel-

CLI

ppp)# authentication protocol
ppp)#

no

ppp)# no authentication protocol
ppp)#

PPP PAP

ppp)# authentication pap
ppp)#

MS-CHAP 2

ppp)# authentication ms-chap-v2

3 Cisco ASA VPN CLI9.16 .
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hostname(config-tunnel-

PPP

hostname(config-tunnel -
hostname(config-tunnel-

PPP

hostname(config-tunnel-
hostname(config-tunnel -

LAN-to-LAN

IPSec LAN-to-LAN VPN

VPN

pPP)#

EAP-PROXY

ppp)# authentication pap
ppp)#

MS-CHAP 1

ppp)# no authentication ms-chap-vil
ppp)#

LAN-to-LAN IPSec

IPSec
LAN-to-LAN
LAN-to-LAN
* LAN-to-LAN 133
* LAN-to-LAN 133
¢ LAN-to-LAN IPSec IKEv1 134
LAN-to-LAN
LAN-to-LAN

tunnel-group DefaultL2LGroup type ipsec-121

tunnel-group DefaultL2LGroup general-attributes
default-group-policy DFfItGrpPolicy

tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req
no chain
no ikevl trust-point

isakmp keepalive threshold 10 retry 2

LAN-to-LAN

. CLI 3 Cisco ASA VPN CLI 9.16
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LAN-to-LAN
tunnel-group
hostname(config)# tunnel-group tunnel_group name type tunnel_type
LAN-to-LAN ipsec-12I docs
LAN-to-LAN
hostname(config)# tunnel-group docs type ipsec-121
hostname(config)#
LAN-to-LAN
1 general-attributes

tunnel-group tunnel-group-name general-attributes

docs

hostname(config)# tunnel-group docs general-attributes
hostname(config-tunnel-general)#

config-general

default-group-policy policyname
MyPolicy

hostname(config-tunnel-general)# default-group-policy MyPolicy
hostname(config-tunnel-general)#
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LAN-to-LAN IPSec IKEv1

IPsec IKEv1

1 IPSec IKEv1
IPSec-attributes tunnel-group
ipsec

hostname(config)# tunnel-group tunnel-group-name ipsec-attributes
hostname(config-tunnel-ipsec)#

config-ipsec TG1

hostname(config)# tunnel-group TGl ipsec-attributes
hostname(config-tunnel-ipsec)#

ipsec

2 IKEv1

hostname(config-tunnel-ipsec)# ikevl pre-shared-key key
hostname(config-tunnel-ipsec)#

LAN-to-LAN IKEV1
XYZX

hostname(config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname(config-tunnel-general)#

3 ID

hostname(config-tunnel-ipsec)# peer-id-validate option
hostname(config-tunnel-ipsec)#

req cert( nocheck
( req peer-id-validate
nocheck

hostname(config-tunnel-ipsec)# peer-id-validate nocheck
hostname(config-tunnel-ipsec)#
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LAN-to-LAN IPSec IKEv1 .

CA

hostname(config-tunnel-ipsec)# chain
hostname(config-tunnel-ipsec)#

IKE

hostname(config-tunnel-ipsec)# trust-point trust-point-name
hostname(config-tunnel-ipsec)#

mytrustpoint

hostname(config-tunnel-ipsec)# trust-point mytrustpoint
hostname(config-tunnel-ipsec)#

ISAKMP IKE threshold
10 3600 retry

2 10 IKE
IKE isakmp no

hostname(config)# isakmp keepalive threshold <number> retry <number>
hostname(config-tunnel-ipsec)#

ISAKMP 15
10

hostname(config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname(config-tunnel-ipsec)#

threshold LAN-to-LAN 10 retry

ISAKMP
hostname(config-tunnel-ipsec)# isakmp keepalive threshold infinite

hostname(config-tunnel-ipsec)#

ISAKMP XAUTH XAUTH
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SSL VPN

isakmp ikevl-user-authentication

VPN
ASA
RADIUS TACACS+ SecurlD
XAUTH
IKE 1 2

VPN

example-group

VPN
XAUTH
2
a) ASA
IKE
b) XAUTH VPN
XAUTH

hostname(config)# tunnel-group example-group type remote-access
hostname(config)# tunnel-group example-group ipsec-attributes
hostname(config-tunnel-ipsec)# isakmp ikevl-user-authentication hybrid

hostname(config-tunnel-ipsec)#

SSL VPN

SSL VPN
webvpn strip-group
IPSec
SSL VPN
. SSLVPN
. SSL VPN
SSL VPN

tunnel-group general-attributes

3 Cisco ASA VPN CLI 9.16
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SSLVPN B

hostname(config)# tunnel-group tunnel_group_name general-attributes
hostname(config-tunnel-general)#

TunnelGroup3

hostname(config)# tunnel-group TunnelGroup3 general-attributes
hostname(config-tunnel-general)#

LOCAL

hostname(config-tunnel-general)# authentication-server-group groupname [LOCAL]
hostname(config-tunnel-general)#

test

hostname(config-tunnel-general)# authentication-server-group test LOCAL
hostname(config-tunnel-general)#

authentication-server-group

aaa-server
16
* inside GigabitEthernet0/1
* outside GigabitEthernet0/0
ASA IPv4d  IPv6
interface
servergroupl outside

hostname(config-tunnel-general)# authentication-server-group (outside) servergroupl
hostname(config-tunnel-general)#
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VPN veN |
SSLVPN

hostname(config-tunnel-general)# authorization-server-group groupname
hostname(config-tunnel-general)#

aaa-server 16

FinGroup

hostname(config-tunnel-general)# authorization-server-group FinGroup
hostname(config-tunnel-general)#

4
hostname(config-tunnel-general)# authorization-required
hostname(config-tunnel-general)#
5 1
DN
hostname(config-tunnel-general)# authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}
CN
hostname(config-tunnel-general)# authorization-dn-attributes CN
hostname(config-tunnel-general)#
authorization-dn-attributes C CN DNQ DN EA
GENQ GN I L N
@] ou SER SN SP
T ulD ID UPN
6
7
aaa-server
16

hostname(config-tunnel-general)# accounting-server-group groupname
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hostname(config-tunnel-general)#

comptroller

hostname(config-tunnel-general)# accounting-server-group comptroller
hostname(config-tunnel-general)#

DfltGrpPolicy

hostname(config-tunnel-general)# default-group-policy policyname
hostname(config-tunnel-general)#

MyDfltGrpPolicy

hostname(config-tunnel-general)# default-group-policy MyDFlItGrpPolicy
hostname(config-tunnel-general)#

DHCP 10 IP DHCP
6
DHCP

hostname(config-tunnel-general)# dhcp-server serverl [...serverl0]
hostname(config-tunnel-general)# address-pool [(interface name)] address_pooll
[---address_pool6]

hostname(config-tunnel-general)#

ip local pool
VPN IP 225
RADIUS RADIUS with NT LDAP
LDAP Sun Microsystems
JAVA System Directory Server Sun ONE Directory Server Microsoft Active
Directory
*Sun Sun ASA DN

DN

ACI
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 Microsoft Microsoft Active Directory LDAP
over SSL

14

hostname(config-tunnel-general)# password-management
hostname(config-tunnel-general)#

LDAP
0 180

hostname(config-tunnel-general)# password-management [password-expire in days n]
hostname(config-tunnel-general)#

password-management

ipsec
radius-with-expiry
ASA
ASA
RADIUS LDAP ASA
ASA
password-expire-in-days
Microsoft Active Directory 154
SSL VPN
SSL VPN
SSL VPN WebVPN
webvpn
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SSL VPN
webvpn

hostname(config)# tunnel-group tunnel-group-name webvpn-attributes
hostname(config-tunnel-ipsec)#

sales SSL VPN webvpn

hostname(config)# tunnel-group sales webvpn-attributes
hostname(config-tunnel-webvpn)#

AAA authentication
AAA

hostname(config-tunnel-webvpn)# authentication authentication_method
hostname(config-tunnel-webvpn)#

AAA

hostname(config-tunnel-webvpn)# authentication aaa certificate
hostname(config-tunnel-webvpn)#

ASA NetBIOS IP NetBIOS
SSL VPN
NetBIOS SSL VPN NetBIOS CIFS
Windows
NetBIOS
NBNS 1 NetBIOS
NBNS 3 ASA

NetBIOS/CIFS

CIFS NBNS NetBIOS
nbns-server 3

WINS

WINS
ASA
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hostname(config-tunnel-webvpn)# nbns-server {host-name | IP_address} [master] [seconds]
[retry number]
hostname(config-tunnel-webvpn)#

nbnsprimary
192.168.2.2 3 5

hostname(config)# name 192.168.2.1 nbnsprimary

hostname(config-tunnel-webvpn)# nbns-server nbnsprimary master timeout 5 retry 3
hostname(config-tunnel-webvpn)# nbns-server 192.168.2.2 timeout 5 retry 3
hostname(config-tunnel-webvpn)#

1 30 2 0 10

webvpn nbns-server
webvpn nbns-server

4 group-alias

Devtest QA

group-alias

hostname(config-tunnel-webvpn)# group-alias alias [enable | disable]
hostname(config-tunnel-webvpn)#

QA QA  Devtest

hostname(config-tunnel-webvpn)# group-alias QA enable
hostname(config-tunnel-webvpn)# group-alias Devtest enable
hostname(config-tunnel-webvpn)#

webvpn tunnel-group-list

5 URL IP

group-url url[enable | disable]

. CLI 3 Cisco ASA VPN CLI 9.16



VPN VPN

SSLVPN B

1 URL
URL group-url url
URL IP http https
URL URL
URL IP
ASA tunnel-group-policy
URL URL group-url
ASA
URL group-alias
URL ASA
URL URL
RadiusServer URL http://www.example.com

http://192.168.10.10

hostname(config)# tunnel-group RadiusServer type webvpn

hostname(config)# tunnel-group RadiusServer general-attributes
hostname(config-tunnel-general)# authentication server-group RADIUS
hostname(config-tunnel-general)# accounting-server-group RADIUS
hostname(config-tunnel-general)# tunnel-group RadiusServer webvpn-attributes
hostname(config-tunnel-webvpn)# group-alias “Cisco Remote Access” enable
hostname(config-tunnel-webvpn)# group-url http://www.example.com enable
hostname(config-tunnel-webvpn)# group-url http://192.168.10.10 enable
hostname(config-tunnel-webvpn)#

SSL VPN
146
AnyConnect URL
ASA URL
URL
2 ASA
group-url
. IP = https://vip-vpn.example.com/groupname

» ASAL1 = https://asal.example.com/groupname

» ASA2 = https://asa2.example.com/groupname
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SSL VPN

.o

ASA1l group-url

hostname(config)# tunnel-group LB1 type webvpn

hostname(config)# tunnel-group LB1 general-attributes
hostname(config-tunnel-general)# group-url https://vip-vpn.example.com/groupname
hostname(config-tunnel-general)# group-url https://asal.example.com/groupname

ASA2 group-url

hostname(config)# tunnel-group LB2 type webvpn

hostname(config)# tunnel-group LB2 general-attributes
hostname(config-tunnel-general)# group-url https://vip-vpn.example.com/groupname
hostname(config-tunnel-general)# group-url https://asa2.example.com/groupname

AnyConnect4.6 SAML
4.6

AnyConnect SAML saml external browser:
hostname(config)# tunnel-group [tunnel-group-namewebvpn-attributes]
hostname(config-tunnel-webvpn)#saml external browser

4.6 AnyConnect SAML

URL Cisco
Secure Desktop ~ Hostscan
hostname(config-tunnel-webvpn)# without-csd [anyconnect]
hostname(config-tunnel-webvpn)#

DAP
AnyConnect anyconnect
3

AnyConnect

SSL VPN DNS

dns-group

dns server-group name-server
DNS DefaultDNS
DNS
3 Cisco ASA VPN CLI 9.16
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11

VPN

SSLVPN B

corp_dns DNS
telecommuters

hostname(config)# dns server-group corp_dns
hostname(config-dns-server-group)# domain-name cisco.com
hostname(config-dns-server-group)# name-server 209.165.200.224
hostname(config)# tunnel-group telecommuters webvpn-attributes

hostname(config-tunnel-webvpn)# dns-group corp_dns
hostname(config-tunnel-webvpn)#

webvpn pre-fill-username

hostname(config)# pre-fill-username {client | clientless}

pre-fill-username /
username-from-certificate

8.0.4

remotegrp
IPSec
SSL VPN

hostname(config)# tunnel-group remotegrp type ipsec_ra
hostname(config)# tunnel-group remotegrp general-attributes
hostname(config-tunnel-general)# username-from-certificate CN OU
hostname(config)# tunnel-group remotegrp webvpn-attributes
hostname(config-tunnel-webvpn)# pre-fill-username client
hostname(config-tunnel-webvpn)#

tunnel-group webvpn-attributes secondary-pre-fill-username

hostname(config)# secondary-pre-fill-username {client | clientless}

AnyConnect SSL VPN

override-svc-download
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SSLVPN

vpn-tunnel-protocol

SSL VPN
AnyConnect
anyconnect ask
WebVPN
SSL VPN

override-svc-download

vpn-tunnel-protocol anyconnect
ask SSL VPN
engineering webvpn

hostname(config)# tunnel-group engineering webvpn-attributes
hostname(config-tunnel-webvpn)# override-svc-download

12 RADIUS
radius-eject-message

engineering RADIUS

hostname(config)# tunnel-group engineering webvpn-attributes
hostname(config-tunnel-webvpn)# radius-reject-message

SSLVPN

SSL VPN
Web
Web
webvpn customization

hostname(config-group-webvpn)# customization customization_name
hostname(config-group-webvpn)#
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SSLVPN B

blueborder

hostname(config-group-webvpn)# customization blueborder
hostname(config-group-webvpn)#

webvpn customization

123

testpolicy customization
SSL VPN 123

hostname(config)# webvpn

hostname(config-webvpn)# customization 123
hostname(config-webvpn-custom)# password-prompt Enter password
hostname(config-webvpn)# exit

hostname(config)# group-policy testpolicy nopassword
hostname(config)# group-policy testpolicy attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# customization value 123
hostname(config-group-webvpn)#

salesgui
sales SSL VPN

1 webvpn SSL VPN
salesgui mycompanylogo.qgif
mycompanylogo.gif ~ ASA

hostname# webvpn

hostname (config-webvpn)# customization value salesgui
hostname(config-webvpn-custom)# logo file diskO:\mycompanylogo.gif
hostname(config-webvpn-custom)#

SSL VPN

hostname# username seller attributes
hostname(config-username)# webvpn
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hostname(config-username-webvpn)# customization value salesgui
hostname(config-username-webvpn)# exit
hostname(config-username)# exit

hostname#

3 sales SSL VPN

hostname# tunnel-group sales type webvpn
hostname(config-tunnel-webvpn)#

4 salesgui

hostname# tunnel-group sales webvpn-attributes
hostname(config-tunnel-webvpn)# customization salesgui

5 ASA URL
ASA IP 192.168.3.3
URL  https://192.168.3.3

hostname(config-tunnel-webvpn)# group-url https://192.168.3.3.
hostname(config-tunnel-webvpn)#

ASA URL  sales
https://192.168.3.3 salesgui

IKEv2

AAA
ASA
IPSec DefaultRAGroup
IKEV2 CLI
EAP IKEvV2
EAP
DefaultRAGroup  EAP DN
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IKEV2 B
IKEv2
ASA IKEv2
* INTERNAL_IP4_ ADDRESS/INTERNAL _IP6_ADDRESS IPv4 IPv6
A\
IPv4d  IPv6
IKEv2 IPv4 IPv6
IPv4
* INTERNAL_IP4_NETMASK IPv4
* INTERNAL_IP4_DNS/INTERNAL_IP6_DNS / DNS
« INTERNAL_IP4_NBNS / WINS
« INTERNAL_IP4_SUBNET/INTERNAL_IP6_SUBNET
* APPLICATION_VERSION ASA
ASA  vpn-sessiondb syslog
DAP
DAP
IPsec-IKEv2-Generic-RA
DN
URL
DefaultRAGroup
AnyConnect VPN
Windows .
L2TP/IPsec
IKEv1 . PSK
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B IKEV2
IKEv2
DefaultRAGroup
. EAP
IKEv2
IKEvV2
\}
ASA
EAP EAP
EAP EAP
EAP-TLS EAP-MSCHAPvV2 EAP-MD5 PSK
/
Linux * |SE * |SE
StrongSwan
* ACS * ACS
* FreeRadius * FreeRadius
* FreeRadius * FreeRadius
AD AD
Android * |SE
StrongSwan
* ACS
* FreeRadius
* FreeRadius
AD
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VPN

IKEV2

EAP-TLS EAP-MSCHAPV2 EAP-MD5 PSK
/
Windows 7/8/8.1 ¢ ISE ¢ ISE NA
* ACS * ACS
* FreeRadius * FreeRadius
* FreeRadius * FreeRadius
AD AD
Windows Phone « ISE « ISE
* ACS * ACS
* FreeRadius * FreeRadius
* FreeRadius * FreeRadius
AD AD
Samsung Knox  ISE * ISE
* ACS * ACS

* FreeRadius

* FreeRadius

* FreeRadius

* FreeRadius

AD AD
i0OS 8 « ISE « ISE
* ACS * ACS
* FreeRadius * FreeRadius
* FreeRadius * FreeRadius
AD AD
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EAP-TLS

EAP-MSCHAPv2

EAP-MD5

PSK

Android

* ISE
* ACS

* FreeRadius

* FreeRadius
AD

.o

SSL
SSL ASA

ASA AnyConnect
group-url

tunnel-group <name> webvpn-attributes

authentication {{aaa {certificate | multiple-certificate})| saml}

AAA AAA AAA
SAML

ASA(config)# tunnel-group AnyConnect webvpn-attributes
ASA(config-tunnel-webvpn)# authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
saml Use SAML for authentication

ASA(config-tunnel-webvpn)# authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
<Cr>

ASA(config-tunnel-webvpn)# authentication aaa?
tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
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EAP ID ID B

<cr>ASA(config-tunnel-webvpn)# authentication aaa?

EAP ID ID
Microsoft Windows 7 IKEv2 Cisco ASA
IP IKE ID
ASA ASA EAP ID EAP
guery-identity
ASA Microsoft Windows 7
EKU
o EKU =
. EKU =
Microsoft Certificate Server CA
EAP Microsoft Windows 7 IKEv2 EAP EAP ID
EAP ID IKEv2 ASA

guery-identity

\)

Windows IKEv2 DHCP
IPv4
1 IPsec tunnel-group
tunnel-group nametype type name
type
IKEV2 44kkaol59636jnfx

hostname(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

ikev2 remote-authentication pre-shared-key ikev2
remote-authentication certificate

2 IKEV2

EAP ikev2
remote-authentication eap [query-identity]
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Microsoft Active Directory

EAP ikev2
local-authentication {certificate trustpoint}
EAP
IKEv2
PSK EAP PSK
IKE ID
DefaultRAGroup
EAP PSK
IKE ID
EAP IKEID DefaultRAGroup

EAP

ciscoasa(config-tunnel-ipsec)# ikev2 remote-authentication eap query-identity
ciscoasa(config-tunnel-ipsec)# ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication certificate mylDcert

hostname(config)# write memory
hostname(config)#

show vpn-sessiondb summary show crypto
ipsec sa

Microsoft Active Directory

LDAP Sun Microsystems
JAVA System Directory Server Sun ONE Directory Server Microsoft Active
Directory
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Active Directory .
*Sun Sun ASA DN
DN
ACI
* Microsoft Microsoft Active Directory LDAP
over SSL
Microsoft Active Directory Active Directory
ASA
Active Directory
ASA
Windows 2000 Active
Directory LDAP

Active Directory

ASA
password-management
Active Directory

1 [Start] > [Programs] > [Administrative Tools] > [Active Directory Users and Computers]

2 [Username] > [Properties] > [Account]
3 [User must change password at next logon]

ASA New password
required. Password change required. You must enter a new password with a minimum length n to

continue. n [Start] > [Programs] > [Administrative Tools] > [Domain
Security Policy] > [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy]
Active Directory [Minimum password length]

Active Directory

ASA
password-management Active Directory
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radius-with-expiry

password-management

1 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy]

2 [Maximum password age]
3 [Define this policy setting] [Maximum password age]

Active Directory

ASA
password-management Active Directory

[Start] > [Programs] > [Administrative Tools] > [Domain Security Policy]
[Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy]

[Minimum Password Length]

N ow N e

[Define this policy setting]

Active Directory

ASA
password-management Active Directory
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AnyConnect RADIUS/SDI B
1 [Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] [Windows
Settings] > [Security Settings] > [Account Policies] > [Password Policy]
2 [Password must meet complexity requirements] [Security Policy Setting]
3 [Define this policy setting] [Enable]
n
AnyConnect RADIUS/SDI
RSA SecurelD AnyConnect VPN
SDI RADIUS

SDI
AnyConnect VPN ASA RSA SecurlD
ASA RADIUS SDI
RADIUS ASA
SDI
ASA  SDI RADIUS
AnyConnect
SDI ASA  RADIUS
SDI SDI ASA
SDI
AnyConnect
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B reowsisor

RADIUS/SDI
SDI

RADIUS/SDI
SDI RADIUS

1 webvpn
SDI

VPN veN |

158
ASA

AnyConnect
ASA

proxy-auth sdi
RADIUS
SDI

hostname(config)# tunnel-group sales webvpn attributes

hostname (tunnel-group-webvpn)# proxy-auth sdi

2 webvpn proxy-auth_map sdi
RADIUS
RADIUS ASA
ASA Cisco Secure Access Control Server  ACS
Cisco Secure ACS
ASA
proxy-auth_map sdi
RADIUS
new PIN new-pin-sup  next-ccode-and-reauth
new-pin-sup new PIN
RADIUS new PIN with the next card code
next-ccode-and-reauth new-pin-sup
SDI
RADIUS
next-code Enter Next PASSCODE PIN
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RADIUS
new-pin-sup Please remember your new PIN
PIN PIN
new-pin-meth Do you want to enter your PIN PIN
own pin
new-pin-req Enter your new PIN

Alpha-Numerical PIN

new-pin-reenter | Reenter PIN: PIN ASA
PIN
new-pin-sys-ok | New PIN Accepted PIN

next-coode-andHreauth | new PIN with the next card | pIN

code PIN
ready-for-sys- pin | ACCEPT A SYSTEM PIN
GENERATED PIN ASA
aaa-server-host RADIUS new-pin-sup

hostname(config)# aaa-server radius_sales host 10.10.10.1
hostname(config-aaa-server-host)# proxy-auth_map sdi new-pin-sup “This is your
new PIN”

IPSec
RADIUS

CLI 3 Cisco ASA VPN CLI9.16 .




VPN veN |

.o

group-policy
ASA
1
ASA
RADIUS
« |dentity
* IPsec
* Filters
ASA
DfltGrpPolicy
ASA ASA
S
DfitGrpPolicy AnyConnect
Network Access Manager Cisco Umbrella AnyConnect
DfltGrpPolicy
AnyConnect DfltGrpPolicy

AnyConnect

hostname(config)# show running-config all group-policy DFflItGrpPolicy
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hostname(config)#

hostname(config)# group-policy DFfItGrpPolicy internal
hostname(config)#

)

internal
hostname(config)# group-policy DfltGrpPolicy {internal | external} external

group-policy attributes

hostname(config)# group-policy DfItGrpPolicy attributes

\}

ASA DfltGrpPolicy

hostname# show run all group-policy DFflItGrpPolicy
group-policy DFfItGrpPolicy internal
group-policy DfItGrpPolicy attributes
banner none
wins-server none
dns-server value 10.10.10.1.1
dhcp-network-scope none
vpn-access-hours none
vpn-simultaneous-logins 3
vpn-idle-timeout 30
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ikevl ikev2 I12tp-ipsec ssl-client ssl-clientless
password-storage disable
ip-comp disable
re-xauth disable
group-lock none
pfs disable
ipsec-udp disable
ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none
split-tunnel-all-dns disable
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intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user-authentication disable
user-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable

backup-servers keep-client-config
msie-proxy server none

msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none

msie-proxy lockdown enable
vlan none

nac-settings none

address-pools none
ipv6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
client-access-rule none
webvpn

url-list none

filter none

homepage none

html-content-filter none
port-forward name Application Access
port-forward disable

http-proxy disable

anyconnect ssl dtls enable
anyconnect mtu 1406

anyconnect firewall-rule client-interface private none
anyconnect firewall-rule client-interface public none
anyconnect keep-installer installed
anyconnect ssl keepalive 20
anyconnect ssl rekey time none
anyconnect ssl rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ssl compression none
anyconnect dtls compression lzs
anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none
keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647
upload-max-size 2147483647
post-max-size 2147483647
user-storage none

storage-objects value cookies,credentials
storage-key none

hidden-shares none

smart-tunnel disable

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable
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url-entry enable

deny-message value Login was successful, but because certain criteria have not been
met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information

smart-tunnel auto-signon disable
anyconnect ssl df-bit-ignore disable
anyconnect routing-filtering-ignore disable
smart-tunnel tunnel-policy tunnelall
always-on-vpn profile-setting

1
S
IKEv1 IKEv2 IKEv1
IPSec  AnyConnect SSL VPN  Apple VPN
Microsoft VPN cTCP
ASA AAA
AAA
RADIUS
)
ASA RADIUS ASA
X RADIUS X
ASA RADIUS
RADIUS
ASA LDAP RADIUS
ASA ASA
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VPN AAA 325

server-group

hostname(config)# group-policy group_policy_name type server-group server_group_name
password server_password
hostname(config)#

AAA RADIUS

ExtGroup
ExtRAD RADIUS
newpassword

hostname(config)# group-policy ExtGroup external server-group ExtRAD password newpassword

hostname(config)#
VPN AAA 325
VSA RADIUS Class #25
ASA RADIUS
OU=groupname groupname ASA
OU=Finance
group-policy internal

hostname(config)# group-policy group_policy_name internal
hostname(config)#

GroupPolicyl

hostname(config)# group-policy GroupPolicyl internal
hostname(config)#
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from

hostname(config)# group-policy group_policy name internal from group_policy name

hostname(config-group-policy)#

GroupPolicyl

GroupPolicy?2

hostname(config)# group-policy GroupPolicy2 internal from GroupPolicyl

hostname(config-group-policy)#

164

banner

500

\n
VPN ASA
9.5.1 510 4000
N
2
no no
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none

hostname(config-group-policy)# banner {value banner_string | none}

FirstGroup

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# banner value Welcome to Cisco Systems ASA 9.0.

ASA ASA
IPv4 IPV6

ASA

IPv4

IPv4

1
group-policy value attributes
hostname> en
hostname# config t
hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)#
2 ipv4-pooll ipv4-pool2 ipv4-pool3 FirstGroup

address-pools value pool-namel pool-name2 pool-name6
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VPN

IPv6 II

asa4(config-group-policy)# address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asa4d(config-group-policy)#

DefltGroupPolicy no address-pools
value pool-name
no address-pools value pool-namel pool-name2 pool-name6

hostname(config-group-policy)# no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname(config-group-policy)#

address-pools none DefltGrpPolicy
hostname(config-group-policy)# address-pools none
hostname(config-group-policy)#

no address pools none address-pools none

hostname(config-group-policy)# no address-pools none
hostname(config-group-policy)#

IPv6

IPv6 VPN IP 225

group-policy value attributes

hostname> en

hostname# config t

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)#
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ipv6-pool FirstGroup
6 IPv6

ipv6-pooll ipv6-pool2 ipv6-pool3  FirstGroup

hostname(config-group-policy)# ipv6-address-pools value ipv6-pooll ipv6-pool2 ipv6-pool3
hostname(config-group-policy)#

DfltGroupPolicy no
ipv6-address-pools value pool-name

no ipv6-address-pools value pool-namel pool-name2 pool-name6

hostname(config-group-policy)# no ipv6-address-pools value ipv6-pooll ipv6-pool2 ipv6-pool3
hostname(config-group-policy)#

DfltGrpPolicy
ipv6-address-pools none

hostname(config-group-policy)# ipv6-address-pools none
hostname(config-group-policy)#

no ipv6-address pools none ipv6-address-pools none
hostname(config-group-policy)# no ipv6-address-pools none

hostname(config-group-policy)#

vpn-tunnel-protocol {ikev1 | ikev2 | I2tp-ipsec

| ssl-client | ssl-clientless} VPN
no
e jkevl 2 Cisco VPN Client IPsec IKEv1
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VLAN B

o ikev2 2 AnyConnect
IPsec IKEv2

* I2tp-ipsec L2TP IPsec

« ssl-client  AnyConnect TLS DTLS SSL
« ssl-clientless HTTPS Web VPN

1 VPN
1
FirstGroup IPsec IKEv1

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# vpn-tunnel-protocol ikevl
hostname(config-group-policy)#

VLAN
ASA
IPv4 IPv6
ACL
VLAN VLAN
ACL
S
IPv6 VLAN
VLAN
VLAN
VPN VLAN
[no] vlan {vlan _id |none}
novian vian id
vlan
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none vlan_id VLAN
vlan

vlan_id VPN

VLAN 10 VLAN

Configuring VLAN Subinterfaces and 802.1Q Trunking ASA
S
VPN VLAN HTTP
. vpn-filter VPN
ACL vpn-filter
IPv4 IPv6 ACL

.o

hostname(config-group-policy)# vpn-filter {value ACL name | none}
hostname(config-group-policy)#

ACL

vpn-filter none

no
ACL
ACL
FirstGroup

vpn-filter

no

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# vpn-filter acl_vpn
hostname(config-group-policy)#

vpn-filter
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VLAN B

vpn-filter VPN
ACL src_ip
IP ACL dest ip ACL
vpn-filter LAN-to-LAN VPN
ACL src_ip ACL dest_ip
ACL
vpn-filter ACL ACL
ACL
ACL src_ip dest_ip
VPN
SIP
vpn-filter VPN
IP 10.10.10.1/24 192.168.1.0/24
ACE VPN Telnet

hostname(config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

ACE Telnet

hostname(config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

\)

ACE access-list vpnfilt-ra permit 10.10.10.1 255.255.255_255
192.168.1.0 255.255.255.0 eq 23
23 TCP
ACE access-list vpnfilt-ra permit 10.10.10.1
255.255.255.255 eq 23 192.168.1.0 255.255.255.0
23 TCP

vpn-filter  LAN-to-LAN VPN
10.0.0.0/24 192.168.1.0/24 ACE
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Telnet

hostname(config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

ACE Telnet

hostname(config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq
23 192.168.1.0 255.255.255.0

\)

ACE access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0

255.255.255.0 eq 23 23
TCP ACE
access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23
192.168.1.0 255.255.255.0 23
TCP
VPN

Configuring Time
Ranges

group-policy value attributes

hostname> en

hostname# config t

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)#

2 vpn-access-hours
time-range VPN
business-hours VPN
FirstGroup
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VPN
time-range
time-range
none VPN
time-range
vpn-access-hours value{time-range-name | none}
hostname(config-group-policy)# vpn-access-hours value business-hours
hostname(config-group-policy)#
VPN
3
AnyConnect IPsec
1
PC
1
1 vpn-simultaneous-logins
vpn-simultaneous-logins 3 0
integer
< 2147483647
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FirstGroup

hostname(config)# group-policy
FirstGroup attributes
hostname(config-group-policy)#
vpn-simultaneous-logins 4

vpn-simultaneous-logins

2 vpn-simultaneous-login-delete-no-delay

hostname(config)# group-policy
FirstGroup attributes
hostname(config-group-policy)#
vpn-simultaneous-login-delete-no-delay

group-lock

hostname(config-group-policy)# group-lock {value tunnel-grp-name | none}
hostname(config-group-policy)# no group-lock
hostname(config-group-policy)#
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VPN B

tunnel-grp-name ASA
group-lock VPN

ASA
ASA

group-lock no

group-lock none group-lock
none group-lock group-lock
group-lock

VPN

vpn-session-timeout {minutes VPN

1 35791394
ASA

FirstGroup 180 VPN

hostname(config)# group-policy FirstGroup attributes

hostname (config-group-policy)# Vpn-session-timeout 180
hostname(config-group-policy)#

anyuser 180 VPN

hostname(config)# username anyuser attributes
hostname(config-username)# vpn-session-timeout 180
hostname(config-username)#

[no] vpn-session-timeout {minutes| none}

. no
vpn-session-timeout

vpn-session-timeout none
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VPN

2 vpn-session-timeout alert-interval{minutes| }

VPN
VPN 20
1 30

hostname(config-webvpn)# vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes| none}

* VPN
no

hostname(config-webvpn)# no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none

VPN

1 VPN
vpn-idle-timeout minutes

ASA
1 35791394 30

FirstGroup 15 VPN
hostname(config)# group-policy FirstGroup attributes

hostname(config-group-policy)# vpn-idle-timeout 15
hostname(config-group-policy)#

[no] vpn-idle-timeout {minutes| none}

* VPN
vpn-idle-timeout none

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# vpn-idle-timeout none
hostname(config-group-policy)#
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VPN B

AnyConnect SSL  IPsec/IKEv2
VPN webvpn default-idle-timeout seconds
webvpn
hostnamee (config-webvpn)# default-idle-timeout 300
1800 30 60 86400
webvon default-idle-timeout

/ vpn-idle-timeout none

AnyConnect ASA
IKEvl IKEv2 IKEv1 VPN

no vpn-idle-timeout

« vpn-idle-timeout 30
vpn-idle-timeout SSL/DTLS
5 TCP
DPD 3
DPD
Answer AnyConnect FAQ - Tunnels, DPDs, and Inactivity
Timer
2 vpn-idle-timeout alert-interval {minutes}

VPN

anyuser 3 VPN

hostname(config)# username anyuser attributes
hostname(config-username)# vpn-idle-timeout alert-interval 3
hostname(config-username)#

[no] vpn-idle-timeout alert-interval {minutes| none}

* none

hostname(config)# username anyuser attributes
hostname(config-username)# vpn-idle-timeout none
hostname(config-username)#

. no vpn-idle-timeout
alert-interval
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WINS DNS

WINS DNS

WINS DNS
none

1 WINS

hostname(config-group-policy)# wins-server value {ip_address [ip_address] | none}
hostname(config-group-policy)#

IP WINS IP 2
IP WINS IP IP none
WINS WINS
wins-server
WINS X.X.X.X WINS VA'AAY 2
VAAAY WINS
WINS
WINS IP
FirstGroup IP 10.10.10.15 10.10.10.30
WINS

hostname(config)# group-policy FirstGroup attributes

hostname(config-group-policy)# wins-server value 10.10.10.15 10.10.10.30
hostname(config-group-policy)#

2 DNS

hostname(config-group-policy)# dns-server value {ip_address [ip_address] | none}
hostname(config-group-policy)#

IP DNS IP 2

IP DNS IP IP none
DNS DNS
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WINS DNS .
DNS
4 IPv4 IPv6 2
dns-server DNS
X.X.X.X DNS VA'AAY 2
YYyYyy DNS
DNS
DNS IP
FirstGroup IP 10.10.10.15 10.10.10.30
2001:DBS8::1 2001:DB8::2  DNS

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# dns-server value 10.10.10.15 10.10.10.30

2001:DB8::1 2001:DB8::2
hostname(config-group-policy)#

3 DefaultDNS DNS
example.com.

asa4(config)# group-policy FirstGroup attributes
asa4(config-group-policy)# default-domain value example.com
asa4(config-group-policy)#

4 DHCP

dhcp-network-scope {ip_address|] none}

DHCP DHCP
DHCP
DHCP
DHCP
1P
DHCP 1P
1P
IP
10.100.10.2  10.100.10.254
10.100.10.1/24 DHCP 10.100.10.1

DHCP  IPv4
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none DHCP

FirstGroup DHCP
10.100.10.1

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# dhcp-network-scope 10.100.10.1

IPv4

split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no split-tunnel-policy

IPv6

ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no ipve6-split-tunnel-policy

* tunnelspecified

ASA9.14

« excludespecified

VPN
LAN
AnyConnect
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« tunnelall —

IPv4  IPv6  FirstGroup

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# split-tunnel-policy tunnelspecified

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# ipv6-split-tunnel-policy tunnelspecified

AnyConnect ACL

hostname(config-group-policy)# split-tunnel-network-list {value access-list_name | hohe}
hostname(config-group-policy)# no split-tunnel-network-list value [access-list_name]

» value access-list name

ACL ACL IPv4  IPv6
ACE ACL
* none ASA
none
no
no
split-tunnel-network-list none
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split-tunnel-network-list
none

FirstList FirstGroup
FistList

hostname(config)# split-tunnel-policy tunnelspecified
hostname(config)# access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname(config)# access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# split-tunnel-network-list value FirstList

v6 GroupPolicy_ipv6-ikev2
V6 V6

hostname(config)# access-list v6 extended permit ip fd90:5000::/32 any6
hostname(config)# access-list v6 extended deny ip fd90:5000:3000:2880::/64 any6

hostname(config)# group-policy GroupPolicy_ipv6-ikev2 internal
hostname(config)# group-policy GroupPolicy_ipv6-ikev2 attributes
hostname(config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname(config-group-policy)# ipv6-split-tunnel-policy tunnelspecified
hostname(config-group-policy)# split-tunnel-network-list value v6

show runn group-policy attributes
IPv4  IPv6
ACL FirstList

hostname(config-group-policy)# show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

DNS
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AnyConnect 3.1 Windows Mac OS X DNS
Split-Include
DNS

AnyConnect DNS DNS

DNS ASA

DNS

DNS ASA
AnyConnect
DNS DNS

\)

DNS A AAAA NS TXT MX SOA
ANY SRV PTR CNAME
PTR
Mac OS X AnyConnect IP
DNS
. DNS 1 IP IPv4
IP IPv6
IP
. DNS IP

ASA  AnyConnect
DNS

default-domain
no

hostname(config-group-policy)# default-domain {value domain-name | none}
hostname(config-group-policy)# no default-domain [domain-name]

value domain-name
none

no default-domain
none default-domain
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no

FirstGroup FirstDomain

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# default-domain value FirstDomain

split-dns
no
none split-dns
no

split-dns none split-dns

value domain-name ASA

none DNS
DNS
DNS
DNS
hostname(config-group-policy)# split-dns {value domain-namel [domain-name2... domain-nameN]
| none}

hostname(config-group-policy)# no split-dns [domain-name domain-name2 domain-nameN]

492 -

FirstGroup Domainl Domain2 Domain3
Domain4

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4
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Windows XP

VPN
Windows XP DHCP B
A
DNS DNS
DNS
DHCP
255 Microsoft XP
ASA 27 40

DHCP Microsoft Windows XP ASA

ASA Microsoft Windows XP DHCP Inform
IP
Windows XP Windows
DHCP
DHCP
intercept-dhcp DHCP

hostname(config-group-policy)# intercept-dhcp netmask {enable | disable}
hostname(config-group-policy)#

netmask IP no
DHCP

[no] intercept-dhcp
FirstGroup DHCP

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# intercept-dhcp enable

msie-proxy server

hostname(config-group-policy)# msie—proxy server {value server[:port] | none}
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hostname(config-group-policy)#

none
no
hostname(config-group-policy)# NO msie—proxy server
hostname(config-group-policy)#
IP
100
IP 192.168.10.1 880

FirstGroup

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# msie-proxy server value 192.168.21.1:880
hostname(config-group-policy)#

2 msie-proxy method

hostname(config-group-policy)# msie-proxy method [auto-detect | no-modify |

NO-pProxy | use-server]
hostname(config-group-policy)#

no-modify
no

hostname(config-group-policy)# no msie-proxy method [auto-detect | no-modify

| NO-proxy | use-server]
hostname(config-group-policy)#

* auto-detect
* no-modify HTTP
* NO-Proxy— HTTP

* USe-server—msie-proxy server
HTTP
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100
FirstGroup

hostname(config)# group-policy FirstGroup attributes

hostname(config-group-policy)# msie-proxy method auto-detect
hostname(config-group-policy)#

QASERVER 1001
FirstGroup

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# msie-proxy server QAserver:port 1001

hostname(config-group-policy)# msie-proxy method use-server
hostname(config-group-policy)#

3 msie-proxy except-list
[Proxy Stteings] [Exceptions]

hostname(config-group-policy)# msie-proxy except-list {value server[:port] |

none}
hostname(config-group-policy)#

no

hostname(config-group-policy)# no msie-proxy except-list
hostname(config-group-policy)#

« value server:port MSIE IP

enone IP

msie-proxy except-list

IP
100

IP 192.168.20.1
880 FirstGroup
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hostname(config)# group-policy FirstGroup attributes
hostname (config-group-policy)# msie-proxy except-list value 192.168.20.1:880
hostname(config-group-policy)#

msie-proxy local-bypass

hostname(config-group-policy)# msie-proxy local-bypass {enable | disable}
hostname(config-group-policy)#

no

hostname(config-group-policy)# no msie-proxy local-bypass {enable | disable}
hostname(config-group-policy)#

msie-proxy local-bypass

FirstGroup

hostname(config)# group-policy FirstGroup attributes

hostname(config-group-policy)# msie-proxy local-bypass enable
hostname(config-group-policy)#

enable
password-storage

disable password-storage

hostname(config-group-policy)# password-storage {enable | disable}
hostname(config-group-policy)#
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IPSec  IKEVL B

password-storage no

hostname(config-group-policy)# NO passwo rd-sto rage
hostname(config-group-policy)#

no password-storage

FirstGroup

hostname(config)# group-policy FirstGroup attributes

hostname (config-group-policy)# password-storage enable
hostname(config-group-policy)#

IPSec IKEv2 IP

hostname(config-group-policy)# Ip-comp {enable | disable}
hostname(config-group-policy)#

LZSIP
enable ip-comp IP
disable ip-comp

ip-comp no

hostname(config-group-policy)# NO ip—cx)mp
hostname(config-group-policy)#

CPU
ASA
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. IPSec IKEvl

3 enable re-xauth
IKE

IKEV2 IKE

IKE ASA 1 IKE
IKE

show crypto ipsec sa

IKE
disable
IKE

hostname(config-group-policy)# re-xauth {enable | disable}
hostname(config-group-policy)#
IKE

no re-xauth
hostname(config-group-policy)# N0 re-xauth
hostname(config-group-policy)#

4 IPsec
enable pfs

hostname(config-group-policy)# pfs {enable | disable}
hostname(config-group-policy)#

disable pfs
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VPN

VPN
IKEv1 IPsec-UDP .
no
hostname(config-group-policy)# no pfs
hostname(config-group-policy)#
IPsec-UDP
IPsec over UDP  IPsec through NAT
NAT ASA UDP
IPsec over UDP
ASA SA
IPSecover
UDP
IPsec over UDP
enable ipsec-udp

hostname(config-group-policy)# Ipsec-udp {enable | disable}
hostname(config-group-policy)# no ipsec-udp

IPsec over UDP ipsec-udp-port
IPsec over UDP disable IPSec over UDP
no
IPSec over UDP
FirstGroup IPSec over UDP

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# Ipsec-udp enable

IPsec over UDP
ipsec-udp-port IPSec over UDP
uUbP IPSec ASA
UDP
UDP 4001 49151
10000

UDP no
IPsec over UDP

hostname(config-group-policy)# Ipsec-udp-port port
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FirstGroup IPsec UDP 4025

hostname(config)# group-policy FirstGroup attributes
hostname (config-group-policy)# Ipsec-udp-port 4025

VPN

[no] nem [enable |disable]

VPN
PAT Easy VPN Easy
VPN

FirstGroup NEM

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# nem enable

NEM disable NEM
no

[no] secure-unit-authentication [enable |disable ]

VPN

ASA
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VPN B

VPN

FirstGroup

hostname(config)#group-policy FirstGroup attributes
hostname(config-group-policy)# secure-unit-authentication enable

disable
no
3
[no] user-authentication [enable | disable]
ASA
FirstGroup
hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# user-authentication enable
disable
no
4
[no] user-authentication-idle-timeout minutes | none ]
minutes 1
30 35791394
ASA
VPN VPN
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FirstGroup 45

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# user-authentication enable
hostname(config-group-policy)#user-authentication-idle-timeout 45

no
none
user-authentication-idle-timeout
show uauth CiscoEasy VPN
IP Phone Bypass
ip-phone-bypass enable
IP Phone Bypass IP
IP Phone Bypass
IUA
MAC
IP Phone Bypass disable IP Phone Bypass
no
IP Phone Bypass
LEAP Bypass
leap-bypass enable
LEAP Bypass user-authentication
Cisco LEAP
LEAP LEAP
Bypass
LEAP
RADIUS
LEAP
LEAP LEAP LEAP
RADIUS
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AnyConnect .
LEAP Bypass
* secure-unit-authentication
LEAP
LEAP
* user-authentication LEAP
Bypass
. Cisco Discovery Protocol CDP Cisco
Aironet Access Point PC NIC
FirstGroup LEAP Bypass

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# user-authentication enable
hostname(config-group-policy)# leap-bypass enable

LEAP Bypass disable LEAP Bypass
no
LEAP Bypass
AnyConnect
AnyConnect VPN Client 267 AnyConnect
AnyConnect
webvpn
1 webvpn

hostname(config)# group-policy sales attributes
hostname(config—group—policy)#\Nebvpn

2 AnyConnect
none anyconnect keep-installer

hostname(config-group-webvpn)# anyconnect keep-installer none
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. AnyConnect

hostname(config-group-webvpn)#

AnyConnect

3 AnyConnect SSL HTTP
anyconnect ssl compression none
deflate

hostname(config-group-webvpn)# anyconnect compression deflate
hostname(config-group-webvpn)#

4 285

NAT AnyConnect
anyconnect ssl keepalive command:

anyconnect ssl keepalive {none | seconds}

Microsoft Outlook Microsoft
Internet Explorer
AnyConnect

AnyConnect 300 5

hostname (config-group-webvpn)# anyconnect ssl keepalive 300
hostname(config-group-webvpn)#

6 AnyConnect SSL anyconnect
ssl rekey

anyconnect ssl rekey {method {ssl | new-tunnel} | time minutes| none}}

method  new-tunnel SVC AnyConnect
method  none
method  ssl SSL
method
1 10080 1
AnyConnect SSL
30

hostname(config-group-webvpn)# anyconnect ssl rekey method ssl
hostname(config-group-webvpn)# anyconnect ssl rekey time 30
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VPN
AnyConnect .
hostname(config-group-webvpn)#
AnyConnect IPv6
IPv4 IPv4
IPv6
AnyConnect ASA VPN ASA IPv4  IPv6
ASA  AnyConnect IPv4
IPv6 ASA IP
ASA
ASA  AnyConnect IPv4
IPv6
IPv6
IPv6
SSL IPsec IPv6
ASA ASA

client-bypass-protocol

client-bypass-protocol {enable | disable}

hostname(config-group-policy)# client-bypass-protocol enable
hostname(config-group-policy)#

hostname(config-group-policy)# client-bypass-protocol disable
hostname(config-group-policy)#

hostname(config-group-policy)# no client-bypass-protocol enable
hostname(config-group-policy)#

ASA VPN ASA
IP ASA  FQDN IP
1Pv4

IPv6
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AnyConnect ASA FQDN ASA IP
FQDN
IP IP IPv4 IPv6
AnyConnect
ASA FQDN
ASA
FQDN ASA
FQDN

FODN ASA [Device Setup] > [Device Name/Password and

Domain Name] FQODN
FQDN ASA IP
VPN
gateway-fqdn ASA FQDN
gateway-fqdn { value FQDN_Name | none} no gateway-fgdn
ASA FQDN  ASAName.example.cisco.com

hostname(config-group-
hostname(config-group-

hostname(config-group-
hostname(config-group-

policy)# gateway-fgdn value ASAName.example.cisco.com
policy)#

ASA  FQDN

policy)# no gateway-fqdn
policy)#

FQDN hostname domain-name
FQDN
hostname(config-group-policy)# gateway-fqdn none
hostname(config-group-policy)#
IPsec
VPN ASA
ASA IPsec
ASA
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ASA ASA
D
DNS WINS
DNS WINS
DHCP DNS WINS
DNS
WINS DHCP
DNS
backup-servers
hostname(config-group-policy)# backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}
no
backup-servers backup-servers
no
hostname(config-group-policy)# no backup-servers [serverl server2... serverlO |
clear-client-config | keep-client-config]
clear-client-config
ASA
keep-client-config ASA
serverl server 2.... server10 ASA VPN
IP 500
10
FirstGroup IP 10.10.10.1 192.168.10.14

hostname(config)# group-policy FirstGroup attributes
hostname (config-group-policy)# backup-servers 10.10.10.1 192.168.10.14
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NAC
ASA EAP overUDP EAPoUDP
NAC Access Control Server
Access Control Server
ACS
Healthy Checkup Quarantine
Infected Unknown ACS
1
30 1800
300

nac-sq-period
hostname(config-group-policy)# nac-sg-period seconds
hostname(config-group-policy)#

no

hostname(config-group-policy)# NO nac-sqg-period [seconds]
hostname(config-group-policy

1800

hostname(config-group-policy)# nac-sqg-period 1800
hostname(config-group-policy)#
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hostname(config-group-policy)# no nac-sqg-period
hostname(config-group-policy)#

2 NAC

300 86400

36000

nac-reval-period

hostname(config-group-policy)# nac-reval-period seconds
hostname(config-group-policy)#

no

hostname(config-group-policy)# NO nac-reval-period [seconds]
hostname(config-group-policy)#

86400

hostname(config-group-policy)# nac-reval-period 86400
hostname(config-group-policy)

hostname(config-group-policy)# no nac-reval-period
hostname(config-group-policy)#

3 NAC ACL
ACL
none ACL none
ACL ACL

nac-default-acl

hostname(config-group-policy)# nac-default-acl {acl-name | none}
hostname(config-group-policy)#
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ACL
no

hostname(config-group-policy)# NO nac-default-acl [acl-name | none]
hostname(config-group-policy)#

 acl-name aaa-server host ASA
server-tag
* none ACL NAC
ACL
NAC ASA VPN
NAC NAC ACL
acl-1 ACL
hostname(config-group-policy)# nac-default-acl acl-1
hostname(config-group-policy)#
ACL
hostname(config-group-policy)# no nac-default-acl
hostname(config-group-policy)#
ACL NAC

ACL

hostname(config-group-policy)# nac-default-acl none
hostname(config-group-policy)#

4 VPN NAC
none
ACL vpn-nac-exempt 1

vpn-nac-exempt

hostname(config-group-policy)# vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname(config-group-policy)#

vpn-nac-exempt
none
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VPN

hostname(config-group-policy)# vpn-nac-exempt none
hostname(config-group-policy)#

no
ACL

hostname(config-group-policy)# NO vpn-nac-exempt [os "os name'] [Ffilter {acl-name |
none}] [disable]
hostname(config-group-policy)#

no

hostname(config-group-policy)# NO vpn-nac-exempt
hostname(config-group-policy)#

e acl-name ASA ACL
« disable
« filter
ACL
* none vpnh-nac-exempt
filter
ACL

*«0OS
* 0S hame

"Windows XP"

hostname(config-group-policy)# no vpn-nac-exempt none
hostname(config-group-policy)

hostname(config-group-policy)# no vpn-nac-exempt
hostname(config-group-policy)

hostname(config-group-policy)# nac {enable | disable}
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VPN

hostname(config-group-policy)#

NAC
no

hostname(config-group-policy)# no nac [enable | disable]
hostname(config-group-policy)#

NAC NAC

ACS ASA
NAC
Access Control Server

NAC

hostname(config-group-policy)# nac enable
hostname(config-group-policy)#

LAN
VPN ASA
client-firewall
IKE VPN
none client-firewall
none
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AnyConnect .
[Client Firewall] [Add or Edit Group Policy]
VPN
D
Microsoft Windows VPN
Windows
PC
VPN
VPN ASA
Are You There AYT
VPN are you there?
VPN
ASA
PC
2 VPN PC
PC
PC
Central Protection Policy CPP ASA
VPN
ASA
VPN VPN
AnyConnect
AnyConnect IPv4 IPv6
IPv6
1 webvpn

webvpn
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hostname(config)# group-policy ac-client-group attributes
hostname(config-group-policy)# webvpn

VPN

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname(config-group-webvpn)# anyconnect firewall-rule client-interface private value
ClientFWRule

webvpn

show runn group-policy [value]

hostname(config-group-webvpn)# show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

no anyconnect firewall-rule client-interface private value [RuleName]

hostname(config-group-webvpn)# no anyconnect firewall-rule client-interface private value

hostname(config-group-webvpn)#

Zone Labs Integrity

.o

Zone Labs Integrity Check Point Integrity
Zone Labs Integrity ASA
Integrity PC
PC Integrity
Integrity ASA
VPN Integrity PC
PC
PC ASA Integrity
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Zone Labs Integrity .
1. VPN Integrity PC
ASA
ASA
2. ASA ASA Integrity
Integrity
3. ASA Integrity Integrity
Integrity Integrity
4. Integrity Integrity
Integrity
Integrity ASA
5. PC VPN Integrity
Integrity
6. VPN Integrity
Integrity
)
5 Integrity
ASA Integrity 1
Integrity ASA Integrity
VPN
Integrity
1 1P 10.0.0.5 Integrity

zonelabs-Integrity server-address {hostnamel | ip-addressl}

hostname(config)# zonelabs-Integrity server-address 10.0.0.5

2 300 5054

zonelabs-integrity port port-number

hostname(config)# zonelabs-integrity port 300
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VPN

Integrity

zonelabs-integrity interface interface

hostname(config)# zonelabs-integrity interface inside

Integrity VPN
Integrity 12

ASA  Integrity
VPN
Zone Labs Integrity
VPN

zonelabs-integrity fail-timeout timeout

hostname(config)# zonelabs-integrity fail-timeout 12

ASA  Zone Labs Integrity VPN
ASA

zonelabs-integrity fail-close

hostname(config)# zonelabs-integrity fail-close

VPN

zonelabs-integrity fail-open

hostname(config)# zonelabs-integrity fail-open

Integrity ASA 300 80

zonelabs-integrity ssl-certificate-port cert-port-number

hostname(config)# zonelabs-integrity ssl-certificate-port 300

SSL Integrity

zonelabs-integrity ssl-client-authentication {enable | disable}
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Zone Labs .

hostname(config)# zonelabs-integrity ssl-client-authentication enable

Zone Labs

1 client-firewall {opt | req}
Zone Labs Integrity zonelabs-integrity

hostname(config)# client-firewall req
zonelabs-integrity

VPN 204
zonelabs-integrity Integrity

1 VPN
204

* Cisco

hostname(config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in AcL acl-out AcL

« Cisco Security Agent

hostname(config-group-policy)# client-firewall {opt | req} cisco-security-agent

hostname(config-group-policy)# client-firewall none
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hostname(config-group-policy)# client-firewall {opt | req} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

e Zone Labs

hostname(config-group-policy)# client-firewall {opt | req} zonelabs-integrity

A

zonelabs-integrity
Zone Labs Integrity

hostname(config-group-policy)# client-Firewall {opt | req} zonelabs-zonealarm
policy {AYT | CPP acl-in ACL acl-out ACL}

hostname(config-group-policy)# client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

* Sygate Personal

hostname(config-group-policy)# client-firewall {opt | req} sygate-personal
hostname(config-group-policy)# client-firewall {opt | req} sygate-personal-pro
hostname(config-group-policy)# client-firewall {opt | req} sygate-security-agent

* Network Ice Black Ice
hostname(config-group-policy)# client-firewall {opt | req} networkice-blackice

8: client-firewall

acl-in ACL
acl-out ACL
AYT PC
ASA
Are You
There?
ASA
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cisco-integrated Cisco Integrated
cisco-security-agent Cisco Intrusion Prevention Security Agent
CPP VPN

Policy Pushed
custom
description string
networkice-blackice Network ICE Black ICE
none
opt
product-id
req
sygate-personal Sygate Personal
sygate-personal-pro Sygate Personal Pro
sygate-security-agent Sygate Security Agent
vendor-id
zonelabs-integrity Zone Labs Integrity
zonelabs-zonealarm Zone Labs Zone Alarm
zonelabs-zonealarmorpro policy | Zone Labs Zone Alarm Pro
zonelabs-zonealarmpro policy | Zone Labs Zone Alarm Pro

FirstGroup Cisco Intrusion Prevention Security
Agent

hostname(config)# group-policy FirstGroup attributes

hostname(config-group-policy)# client-firewall req cisco-security-agent
hostname(config-group-policy)#
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client-access-rule

ASA IPsec
. ASA
. ASA
1
ASA
show vpn-sessiondb remote
o *
client-access rul 3 deny type * version 3.* 3.X
3
1 25
. 255
n/a
no

hostname(config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

no client-access-rule command
none client-access-rule

none
client-access-rule

hostname(config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname(config-group-policy)# ho client-access rule [priority {permit | deny}
type type version version]
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9. client-access rule

deny
none client-access-rule
permit
priority
ASA
type type
show vpn-sessiondb remote
*
version version 7.0
show vpn-sessiondb remote
*

FirstGroup
4.
Windows NT

hostname(config)# group-policy FirstGroup attributes

Cisco VPN Client

hostname(config-group-policy)# client-access-rule 1 deny type WinNT version

*

hostname(config-group-policy)# client-access-rule 2 permit “Cisco VPN Client”

version 4.*

)

type
ASA
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ASA

24

all show running-config username

hostname# show running-config all username
hostname#

all
testuser
hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/19Z encrypted privilege 15
username
username
login ASA
username

no
clear configure username

username
nopassword
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privilege
0 15

hostname(config)# username name {nopassword | password password [encrypted]}
[privilege priv_level]}

hostname(config)# NO username [name]

username

encrypted

name

nopassword

password password

privilege priv_level 0 15
ASA

15

VPN

pw_12345678 12 anyuser

hostname(config)# username anyuser password pw_12345678 encrypted privilege
12
hostname(config)#

no

attributes username

CLI 3 Cisco ASA VPN CLI9.16 .




VPN
B~
hostname(config)# username name attributes
hostname(config-username)#
VPN
VPN VPN
vpn-group-policy VPN

hostname(config-username)# vpn-group-policy group-policy-name
hostname(config-username)# NO vpn-group-policy group-policy-name

FirstGroup anyuser

hostname(config)# username anyuser attributes
hostname(config-username)# vpn-group-policy FirstGroup
hostname(config-username)#

time-range

no
time-range
vpn-access-hours none

hostname(config-username)# vpn-access-hours value {time-range | none}

hostname(config-username)# Vpn-access-hours value none
hostname(config)#

anyuser 824 time-range

hostname(config)# username anyuser attributes
hostname(config-username)# Vpn-access-hours 824
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hostname(config-username)#

2147483647 3
no

hostname(config-username)# vpn-simultaneous-logins integer
hostname(config-username)# No vpn-simultaneous-logins
hostname(config-username)# Vpn-session-timeout alert-interval none

)

anyuser 4

hostname(config)# username anyuser attributes

hostname(config-username)# vpn-simultaneous-logins 4
hostname(config-username)#

1 VPN
vpn-idle-timeout minutes

ASA
1 35791394 30

FirstGroup 15 VPN

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# vpn-idle-timeout 15
hostname(config-group-policy)#

[no] vpn-idle-timeout {minutes| none}

* VPN
vpn-idle-timeout none
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hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# vpn-idle-timeout none

hostname(config-group-policy)#

AnyConnect SSL  IPsec/IKEv2
VPN webvpn default-idle-timeout seconds
webvpn
hostnamee(config-webvpn)# default-idle-timeout 300
1800 30 60 86400
webvon default-idle-timeout

/ vpn-idle-timeout none

AnyConnect ASA
IKEvl IKEv2 IKEv1 VPN

no vpn-idle-timeout

* vpn-idle-timeout 30

vpn-idle-timeout SSL/DTLS

5 TCP

DPD 3
DPD
Answer AnyConnect FAQ - Tunnels, DPDs, and Inactivity

Timer

vpn-idle-timeout alert-interval {minutes}

VPN
1
anyuser 3 VPN

hostname(config)# username anyuser attributes
hostname(config-username)# vpn-idle-timeout alert-interval 3
hostname(config-username)#

[no] vpn-idle-timeout alert-interval {minutes| none}

* none

hostname(config)# username anyuser attributes
hostname(config-username)# vpn-idle-timeout none

3 Cisco ASA
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VPN VPN

hostname(config-username)#

. no vpn-idle-timeout
alert-interval
. 1
1
vpn-session-timeout {minutes VPN
1 35791394
ASA
FirstGroup 180 VPN

hostname(config)# group-policy FirstGroup attributes

hostname(config-group-policy)# vpn-session-timeout 180
hostname(config-group-policy)#

anyuser 180 VPN

hostname(config)# username anyuser attributes
hostname(config-username)# vpn-session-timeout 180
hostname(config-username)#

[no] vpn-session-timeout {minutes| none}

vpn-session-timeout

vpn-session-timeout none
2 vpn-session-timeout alert-interval{minutes| }
VPN

VPN 20
1 30

hostname(config-webvpn)# vpn-session-timeout alert-interval 20
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B

[no] vpn-session-timeout alert-interval {minutes| none}

* VPN
no

hostname(config-webvpn)# no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none

ACL
VPN ACL
ACL ACL none
vpn-filter vpn-filter none
ACL no no
ACL
VPN
SIP
vpn-filter ACL
hostname(config-username)# vpn-Filter {value ACL_name | none}
hostname(config-username)# no vpn-Filter
hostname(config-username)#
S
SSL VPN vpn-filter ACL
anyuser acl_vpn ACL
hostname(config)# username anyuser attributes
hostname(config-username)# vpn-filter value acl_vpn
hostname(config-username)#
IPv4

IP IP
no

hostname(config-username)# vpn-framed-ip-address {ip_address}

hostname(config-username)# No vpn-framed-ip-address
hostname(config-username)
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VPN

VPN

IPv6 II

anyuser IP 10.92.166.7

hostname(config)# username anyuser attributes
hostname(config-username)# vpn-framed-ip-address 10.92.166.7
hostname(config-username)

IP
no vpn-framed-ip-address
no

hostname(config-username)# vpn-framed-ip-netmask {netmask}

hostname(config-username)# No vpn-framed-ip-netmask
hostname(config-username)

anyuser 255.255.255. 254

hostname(config)# username anyuser attributes
hostname(config-username)# vpn-framed-ip-netmask 255.255.255.254
hostname(config-username)

IPV6 IP
no

hostname(config-username)# vpn-framed-ipv6-address {ip_address}

hostname(config-username)# No vpn-fFramed-ipv6-address
hostname(config-username)

anyuser IP 2001::3000:1000:2000:1/64
2001:0000:0000:0000
ID 3000:1000:2000:1

hostname(config)# username anyuser attributes
hostname(config-username)# vpn-framed-ipv6-address 2001::3000:1000:2000:1/64
hostname(config-username)

VPN IPsec SSL VPN
IPsec
no

hostname(config-username)# vpn-tunnel-protocol {webvpn | IPsec}
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hostname(config-username)# No vpn-tunnel-protocol [webvpn | 1Psec]
hostname(config-username)

* |Psec—2
IPsec
* webvpn—HTTPS Web SSLVPN
1 VPN
1
anyuser SSL VPN IPsec

hostname(config)# username anyuser attributes
hostname(config-username)# vpn-tunnel-protocol webvpn
hostname(config-username)# vpn-tunnel-protocol IPsec
hostname(config-username)

value group-lock
group-lock
VPN
ASA ASA
group-lock no
group-lock
group-lock
none group-lock

hostname(config-username)# group-lock {value tunnel-grp-name | none}

hostname(config-username)# No group-lock
hostname(config-username)

anyuser

hostname(config)# username anyuser attributes

hostname(config-username)# group-lock value tunnel-group-name
hostname(config-username)

3 Cisco ASA VPN CLI 9.16



| VPN VPN

disable password-storage
password-storage
no password-storage

hostname(config-username)# password-storage {enable | disable}

hostname(config-username)# N0 password-storage
hostname(config-username)

anyuser

hostname(config)# username anyuser attributes

hostname(config-username)# password-storage enable
hostname(config-username)

VPN ACL

VPN ACL
VPN ACL
ASA vpn-filter ACL
1. vpn-filter ACL new_acl.txt
2. vpn-filter ACL old_acl.txt
3. ACL

* Add update in-progress to ACL remark

echo ?access-list <name> line 1 ACL update in-progress? > push.txt
* Delete old rules

sed ?s/~/no /g? old.acl >> push.txt

* Add new rules

cat new.acl >> push.txt

* Remove update in-progress to ACL remark

echo ?no access-list <name> ACL update in-progress? >> push.txt
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4. push.txt

VPN
ASA

ACL

1. vpn-filter ACL

3 Cisco ASA

vpn-filter ACL

VPN CLI 9.16

vpn-filter ACL

vpn-filter ACL

VPN
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IP

« AAA 229
« DHCP 230

ASA

* aaa
IP
IPv4

« dhcp DHCP IP

* local

225
227

IP

ASA IP
IPv6
DHCP

DHCP IP

IPv4

ip-local-pool

IPv4 IPv6

« [Allow the reuse of an IP address so many minutes after it is released] IP

IP
IP

CLI 3 Cisco ASA
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IPv4

IPv6

.o

VPN

ASA IPv4 VPN
IP AAA DHCP

vpn-addr-assign {aaa | dhcp | local [reuse-delay minutes]}

IP 0 480 IP

hostname(config)#vpn-addr-assign aaa
hostname(config)#vpn-addr-assign local reuse-delay 180

no

hostname(config)# no vpn-addr-assign dhcp

ASA IPv6 VPN
IP AAA

ipv6-vpn-addr-assign {aaa | local}

hostname(config)# ipv6-vpn-addr-assign aaa

no

hostname(config)# no ipv6-vpn-addr-assign local
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VPN

VPN

ASA
« IPv4

aaa dhcp local

show running-config all vpn-addr-assign
vpn-addr-assign aaa

vpn-addr-assign dhcp

vpn-addr-assign local

* |Pv6

local
show running-config all ipv6-vpn-addr-assign

ipv6-vpn-addr-assign aaa
ipv6-vpn-addr-assign local reuse-delay O

IP

VPN IPv4
ip local pool
no
VPN IPv6
ipv6 local pool
no
ASA
ASA
cLl 3 Cisco ASA VPN CLI 9.16
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IPv4

ASA
IPv4
)
CLI
ASA
1 IP local
vpn-addr-assign
hostname(config)# vpn-addr-assign local
2 IPv4

ip local poolpoolname first_address-last_addressmaskmask

firstpool IP 10.20.30.40
10.20.30.50 255.255.255.0
hostname(config)# ip local pool firstpool 10.20.30.40-10.20.30.50 mask 255.255.255.0

firstpool IP
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IPv6 II

hostname(config)# no ip local pool firstpool

IPv6

1 IP local
ipv6-vpn-addr-assign

hostname(config)# ipv6-vpn-addr-assign local

2 IPv6

ipv6 local pool pool_name starting_address prefix_length number_of addresses

ipvepool IP 2001:DB8::1
32 100

hostname(config)# ipv6 local pool ipv6pool 2001:DB8::1/32 100

ipv6pool IP

hostname(config)# no ipv6 local pool ipv6pool

AAA

AAA VPN
AAA AAA
aaa-server protocol
RADIUS

firstgroup RAD?2 AAA

tunnel-group
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B ocr

hostname(config)# vpn-addr-assign aaa

hostname(config)# tunnel-group firstgroup type ipsec-ra
hostname(config)# tunnel-group firstgroup general-attributes
hostname(config)# authentication-server-group RAD2

IP AAA

1 AAA aaa vpn-addr-assign

hostname(config)# vpn-addr-assign aaa
hostname(config)#

2 firstgroup LAN-to-LAN
type tunnel-group

hostname(config)# tunnel-group firstgroup type ipsec-ra
hostname(config)#

3 firstgroup AAA
general-attributes tunnel-group

hostname(config)# tunnel-group firstgroup general-attributes
hostname(config-general)#

4 AAA authentication-server-group

hostname(config-general)# authentication-server-group RAD2
hostname(config-general)#

DHCP

DHCP VPN DHCP
DHCP IP
DHCP
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VPN VPN

DHCP
DHCP
firstgroup 172.33.44.19 DHCP
remotegroup 10.100.10.1
DHCP remotegroup
firstgroup
DHCP IP
IPv4 DHCP
DHCP
1 IP
vpn-addr-assign dhcp
2 firstgroup
tunnel-group firstgroup type remote-access
3 DHCP
tunnel-group firstgroup general-attributes
4 IPv4 DHCP
dhcp-server 1Pv4_address of DHCP_server
IPv6 DHCP
DHCP dhcp-server
VPN IP DHCP
ASA
IP 172.33.44.19 DHCP

hostname(config-general)# dhcp-server 172.33.44.19
hostname(config-general)# exit
hostname(config)#
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VPN
remotegroup
hostname(config)# group-policy remotegroup internal
DHCP
dhcp-network-scope ip_address
DHCP DHCP
DHCP
DHCP
DHCP
IP
DHCP IP
IP
IP
10.100.10.2 10.100.10.254
10.100.10.1/24 DHCP 10.100.10.1
DHCP IPv4
remotegroup DHCP

10.100.10.1

hostname(config)# group-policy remotegroup attributes
hostname(config-group-policy)# dhcp-network-scope 10.100.10.1

hostname(config)# vpn-addr-assign dhcp

hostname(config)# tunnel-group firstgroup type remote-access
hostname(config)# tunnel-group Firstgroup general-attributes
hostname(config-general)# dhcp-server 172.33.44.19
hostname(config-general)# exit

hostname(config)# group-policy remotegroup internal
hostname(config)# group-policy remotegroup attributes
hostname(config-group-policy)# dhcp-network-scope 10.100.10.1
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IPSec VPN

. IPSec VPN 233
« Cisco Secure Client ~ AnyConnect VPN 235
. IPsec VPN 235
. IPsec VPN 236
. IPsec VPN 243
. IPSec IKEv2 VPN
244
. AnyConnect IPSec IKEv2
VPN 246
. VPN 247

IPSec VPN

VPN TCP/IP
Internet Security Association and Key Management
Protocol IKE PC  IPsec ASA IPsec
ISAKMP
1 2 2
1 ISAKMP
2
ISAKMP ISAKMP
. ID
. Hashed Message

Authentication Code HMAC

. Diffie-Hellman
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B vobike VPN
. ASA
ISAKMP IPsec
ACL
ASA
11
IKEv1 IKEV2 239
AnyConnect IPv4 IPv6
ASA ASA
ASA
IPv6 IPv4
IPv4 IPv6
ASA
IPv6 SSL
Mobike VPN
IKEV2 mobike ASARA
VPN
IKE/IPSEC SA
IP
Mobike 9.8(1) ASA Mobike
Mobike ASA
SA IKE_AUTH
mobike SA
UPDATE_SA_ADDRESS
ASA ASA IP
SA
“
show crypto ikev2 sa detail SA  mobike
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Cisco Secure Client ~ AnyConnect VPN .
Mobike
« IPv4
* NAT
. /
* VPN
RRC
RRC SA IP

Cisco Secure Client  AnyConnect VPN

\)

Secure Firewall ASA Cisco Secure Client  AnyConnect VPN
Secure Firewall HostScan Advantage
Premier Cisco Secure Client
Cisco ASA Series Feature
Licenses
IPsec VPN
. IPsec-VPN /
/
*HA
DACL
HA
. IP
FQDN ACL VPN
DHCP DHCP

NAT

CLI 3 Cisco ASA VPN CLI9.16



https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-client-og.html
https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-client-og.html
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html

VPN veN |
IPsec VPN

IPsec VPN

VPN
ASA 2

ASA 2 IP

interface {interface}

hostname(config)# interface ethernetO
hostname(config-if)#

2 IP
ip address ip_address [mask] [standby ip_address]

hostname(config)# interface ethernetO
hostname(config-if)# ip address 10.10.4.200 255.255.0.0

3 48

nameif name

hostname(config-if)# nameif outside
hostname(config-if)#
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ISAKMP

VPN
ISAKMP ISAKMP B

hostname(config-if)# no shutdown
hostname(config-if)#

ISAKMP

IKEvV1

Priority IKE
1 65534 1 65,534

IKE
crypto ikevl policy priority encryption{aes-192 | aes-256 | | }

IKE HMAC
crypto ikevl policy priority hash { | sha}

hostname(config)# crypto ikevl policy 1 hash sha
hostname(config)#

IKE Diffie-Hellman IPsec ASA
crypto ikevl policy priority group{14 ||| 19| 20| 21}

hostname(config)#crypto ikevl policy 1 group 14
hostname(config)#

crypto ikevl policy priority lifetime {seconds}
120 2147483647
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VPN
hostname(config)# crypto ikevl policy 1 lifetime 43200
hostname(config)#
outside ISAKMP
crypto ikevl enable interface-name
hostname(config)# crypto ikevl enable outside
hostname(config)#
write memory
ASA IP
IP ASA
ip local pool poolname first-address—last-address [mask mask]
VPN IP
IP
10.10.10.0/255.255.255.0
A VPN
10

hostname(config)# ip local pool testpool 192.168.0.10-192.168.0.15
hostname(config)#
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IKEv1

VPN

VPN

username name {nopassword | password password [mschap | encrypted | nt-encrypted]} [ privilege
priv_level]

Hostname(config)# username testuser password 12345678

IKEV2

IKEv1 IKEv2

IKEv1 IKEv2

IPsec IKEv1
IKEv1

crypto ipsec ikevl transform-set transform-set-name encryption-method [authentication]

encryption
e esp-aes 128 AES
* esp-aes-192 192 AES
* esp-aes-256 256 AES
« esp-null

authentication
* esp-md5-hmac MD5/HMAC-128
« esp-sha-hmac SHA/HMAC-160

e esp-none  HMAC
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VPN

AES IKEv1

hostname(config)# crypto ipsec transform set FirstSet esp-aes esp-sha-hmac

IKEvV2 IPsec IKEv2

esp ESP IPsec
IPsec

crypto ipsec ikev2 ipsec-proposal proposal_name
protocol {esp} {encryption { | | aes | aes-192 | aes-256 | } | integrity { | sha-1}
encryption

eges ESP 128 AES

*aes-192 ESP 192 AES

*aes-256 ESP 256 AES

integrity

* sha-1 ESP FIPS
SHA SHA-1

IKEV2

hostname(config)# crypto ipsec ikev2 ipsec-proposal secure_proposal

hostname(config-ipsec-proposal)# protocol esp encryption aes intergrity sha-1

veN |

AAA
ASA
ASA 2 1
DefaultRAGroup 1
LAN-to-LAN DefaultL2Lgroup
ASA LAN-to-LAN
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1 IPsec

tunnel-group name type type

hostname(config)# tunnel-group testgroup type ipsec-ra
hostname(config)#

tunnel-group name general-attributes

hostname(config)# tunnel-group testgroup general-attributes
hostname(config-tunnel-general)#

address-pool [(interface name)] address pool1l [...address pool6]

hostname(config-general)# address-pool testpool
4 IPsec IKEV1 IPsec

tunnel-group name ipsec-attributes

hostname(config)# tunnel-group testgroup ipsec-attributes
hostname(config-tunnel-ipsec)#

5 IKEvl 1 128

Cisco VPN Client
ikevl pre-shared-key key

hostname(config-tunnel-ipsec)# pre-shared-key 44kkaol59636jnfx
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ASA IP

ASA
RIP OSPF

1 IKEv1 IKEV2

* IKEvl

crypto dynamic-map dynamic-map-name seg-num set ikevl transform-set transform-set-name

* IKEv2

crypto dynamic-map dynamic-map-name seg-num set ikev2 ipsec-proposal proposal-name

hostname(config)# crypto dynamic-map dynl 1 set ikevl transform-set FirstSet
hostname(config)#

hostname(config)# crypto dynamic-map dynl 1 set ikev2 ipsec-proposal secure_proposal
hostname(config)#

crypto dynamic-map dynamic-map-name dynamic-seg-num set reverse-route

hostname(config)# crypto dynamic-map dynl 1 set reverse route
hostname(config)#

ASA
IPsec

mymap 1
dynl
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VPN VPN
IPSec IKEV2 VPN B

crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name

hostname(config)# crypto map mymap 1 ipsec-isakmp dynamic dynl

crypto map map-name interface interface-name

hostname(config)# crypto map mymap interface outside

write memory

IPSec IKEv2 VPN

IPsec VPN
. 236

. 238

. 239

* IKEv1 IKEV2 239
. 240

. 242

. 242

IPsec VPN

IPsec/IKEv1 VPN

hostname(config)# crypto ikevl policy 10
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VPN
IPSec IKEv2 VPN

hostname(config-ikevl-policy)# authentication pre-share
hostname(config-ikevl-policy)# encryption aes-256
hostname(config-ikevl-policy)# hash sha
hostname(config-ikevl-policy)# group 2

hostname(config)# crypto ikevl enable outside

hostname(config)# ip local pool POOL 192.168.0.10-192.168.0.15
hostname(config)# username testuser password 12345678
hostname(config)# crypto ipsec ikevl transform set AES256-SHA
esp-aes-256 esp-sha-hmac

hostname(config)# tunnel-group RAVPN type remote-access
hostname(config)# tunnel-group RAVPN general-attributes
hostname(config-general)# address-pool POOL

hostname(config)# tunnel-group RAVPN ipsec-attributes
hostname(config-ipsec)# ikevl pre-shared-key ravpnkey
hostname(config)# crypto dynamic-map DYNMAP 1 set ikevl
transform-set AES256-SHA

hostname(config)# crypto dynamic-map DYNMAP 1 set reverse-route
hostname(config)# crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname(config)# crypto map CMAP interface outside

IPsec/IKEv2 VPN

hostname(config)# crypto ikev2 policy 1
hostname(config-ikev2-policy)# group 2
hostname(config-ikev2-policy)# integrity sha512
hostname(config-ikev2-policy)# prf sha512

hostname(config)# crypto ikev2 enable outside

hostname(config)# ip local pool POOL 192.168.0.10-192.168.0.15
hostname(config)# username testuser password 12345678
hostname(config)# crypto ipsec ikev2 ipsec-proposal AES256-SHA512
hostname(config-ipsec-proposal)# protocol esp encryption aes-256
hostname(config-ipsec-proposal)# protocol esp integrity sha-512
hostname(config)# tunnel-group RAVPN type remote-access
hostname(config)# tunnel-group RAVPN general-attributes
hostname(config-general)# address-pool POOL

hostname(config)# tunnel-group RAVPN ipsec-attributes
hostname(config-tunnel-ipsec)# ikev2 local-authentication
pre-shared-key localravpnkey

hostname(config-tunnel-ipsec)# ikev2 remote-authentication
pre-shared-key remoteravpnkey

hostname(config)# crypto dynamic-map DYNMAP 1 set ikev2
ipsec-proposal AES256-SHA512

hostname(config)# crypto dynamic-map DYNMAP 1 set reverse-route
hostname(config)# crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname(config)# crypto map CMAP interface outside

veN |

IPSec IKEv2

VPN

IPsec/IKEv2 VPN

ASA
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VPN

VPN
IPSec IKEV2 VPN B

class default
limit-resource All 0O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname(config)#context CTX2

hostname(config-ctx)#member default  ===============> License allotment for contexts
using class

hostname(config-ctx)#allocate-interface Ethernetl/1.200
hostname(config-ctx)#allocate-interface Ethernetl/3.100
hostname(config-ctx)#config-url disk0:/CTX2.cfg

hostname/CTX2(config)#ip local pool CTX2-pool 1.1.2.1-1.1.2.250 mask 255.255.255.0
hostname/CTX2(config)#aaa-server ISE protocol radius
hostname/CTX2(config)#aaa-server ISE (inside) host 10.10.190.100
hostname/CTX2(config-aaa-server-host)#key *****
hostname/CTX2(config-aaa-server-host)#exit

hostname/CTX2(config)#

hostname/CTX2(config)#group-policy GroupPolicy CTX2-1KEv2 internal
hostname/CTX2(config)#group-policy GroupPolicy CTX2-1KEv2 attributes
hostname/CTX2(config-group-policy)#vpn-tunnel-protocol ikev2
hostname/CTX2(config-group-policy)#exit

hostname/CTX2(config)#

hostname/CTX2(config)#crypto dynamic-map SYSTEM_DEFAULT_CRYPTO_MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX2(config)#crypto map outside_map 65535 ipsec-isakmp dynamic
SYSTEM_DEFAULT_CRYPTO_MAP

hostname/CTX2(config)#crypto map outside_map interface outside

IPSec/IKEv2
DefaultRAGroup

hostname/CTX2(config)#tunnel-group DefaultRAGroup type remote-access
hostname/CTX2(config)#tunnel-group DefaultRAGroup general-attributes
hostname/CTX2(config-tunnel-general)#default-group-policy GroupPolicy_ CTX2-1KEv2
hostname/CTX2(config-tunnel-general)#address-pool CTX2-pool
hostname/CTX2(config-tunnel-general)#authentication-server-group ISE
hostname/CTX2(config-tunnel-general)#exit

hostname/CTX2(config)#

hostname/CTX2(config)#tunnel-group Defaul tRAGroup ipsec-attributes
hostname/CTX2(config-tunnel-ipsec)#ikev2 remote-authentication eap query-identity
hostname/CTX2(config-tunnel-ipsec)#ikev2 local-authentication certificate ASDM_TrustPointO
hostname/CTX2(config-tunnel-ipsec)#exit

hostname/CTX2(config)#
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AnyConnect IPSec IKEv2 VPN

AnyConnect
VPN

AnyConnect IPsec/IKEv2
VPN ASA

class default
limit-resource All 0O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname(config)#context CTX3

hostname(config-ctx)#member default ===============> License allotment for contexts
using class

hostname(config-ctx)#allocate-interface Ethernetl/1.200
hostname(config-ctx)#allocate-interface Ethernetl/3.100
hostname(config-ctx)#config-url disk0:/CTX3.cfg

AnyConnect

hostname(config-ctx)#storage-url shared diskO:/shared diskO

hostname/CTX3(config)#ip local pool ctx3-pool 1.1.3.1-1.1.3.250 mask 255.255.255.0
hostname/CTX3(config)#webvpn

hostname/CTX3(config-webvpn)#enable outside

hostname/CTX3(config-webvpn)# anyconnect image
diskO:/anyconnect-win-4.6.00010-webdeploy-k9.pkg 1
hostname/CTX3(config-webvpn)#anyconnect profiles IKEv2-ctx1l diskO:/ikev2-ctxl._xml
hostname/CTX3(config-webvpn)#anyconnect enable
hostname/CTX3(config-webvpn)#tunnel-group-list enable

hostname/CTX3(config)#username cisco password *****
hostname/CTX3(config)#ssl trust-point ASDM_TrustPointO outside
hostname/CTX3(config)#group-policy GroupPolicy CTX3-1KEv2 internal
hostname/CTX3(config)#group-policy GroupPolicy CTX3-1KEv2 attributes

hostname/CTX3(config-group-policy)#vpn-tunnel-protocol ikev2 ssl-client
hostname/CTX3(config-group-policy)#dns-server value 10.3.5.6
hostname/CTX3(config-group-policy)#wins-server none
hostname/CTX3(config-group-policy)#default-domain none
hostname/CTX3(config-group-policy)#webvpn
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VPN

VPN

VPN B

hostname/CTX3(config-group-webvpn)#anyconnect profiles value IKEv2-ctxl type user

crypto ikev2 enable outside
client-services

HTTPS SSL Secure

Client
CSD SCEP

Secure Client

SSL VPN SSL VPN
IPsec-IKEv2 SSL

hostname/CTX3(config)#crypto ikev2 enable outside client-services port 443
hostname/CTX3(config)#crypto ikev2 remote-access trustpoint ASDM_TrustPointO
hostname/CTX3(config)#crypto dynamic-map SYSTEM_DEFAULT_CRYPTO_MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX3(config)#crypto map outside_map 65535 ipsec-isakmp dynamic
SYSTEM_DEFAULT_CRYPTO_MAP

hostname/CTX3(config)#crypto map outside _map interface outside

hostname/CTX3(config)#tunnel-group CTX3-1KEv2 type remote-access
hostname/CTX3(config)#tunnel-group CTX3-1KEv2 general-attributes
hostname/CTX3(config-tunnel-general)#default-group-policy GroupPolicy CTX3-1KEv2
hostname/CTX3(config-tunnel-general)#address-pool ctx3-pool
hostname/CTX3(config)#tunnel-group CTX3-1KEv2 webvpn-attributes
hostname/CTX3(config-tunnel-webvpn)#group-alias CTX3-1KEv2 enable

VPN

IPsec IKEv1
VPN

SSL

7.0 VPN
TCP/IP

IPsec IKEv2

VPN 8.4(1) AnyConnect IPsec IKEV2
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B VPN
VPN mobike 9.8(1) IPsec IKEv2 RA VPN IKE mobike
Mobike
IKEv2 RA VPN mobike
ikev2
mobike-rrc
IPsec IKEv2 |9.9(2) AnyConnect
VPN IPSec IKEv2 VPN
ASA VPN
ASA
ikev2 rsa-sig-hash shal
SHA-1 9.12(1) IPSec IKEv2 VPN
RSA ASA VPN
SHA-1
IKE/IPsec IPRF 9.13(1) / IPRF
9.14(1)
DH 14 IKEvV1 * 3DES
* DES
* MD5
IKEv1 DH 14
2 5
9.14(1)
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LAN-to-LAN IPsec VPN

LAN-to-LAN VPN

LAN-to-LAN
IPsec IPv4  IPV6

ASA ping VPN
LAN-to-LAN VPN

. 249

. VPN 250

. 251

* ISAKMP ISAKMP 252

* IKEv1 257

* IKEv2 259

* ACL 260

. 261

. 262

LAN-to-LAN

hostname(config)# interface ethernet0/0
hostname(config-if)# ip address 10.10.4.100 255.255.0.0
hostname(config-if)# nameif outside
hostname(config-if)# no shutdown

hostname(config)# crypto ikevl policy 1
hostname(config-ikevl-policy)# authentication pre-share
hostname(config-ikevl-policy)# encryption aes
hostname(config-ikevl-policy)# hash sha
hostname(config-ikevl-policy)# group 2
hostname(config-ikevl-policy)# lifetime 43200
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hostname(config)#
hostname(config)#

hostname(config)#
hostname(config)#
hostname(config)#
hostname(config)#
hostname(config)#
hostname(config)#

VPN

VPN veN |

crypto ikevl enable outside

crypto ikev2 policy 1

hostname(config-ikev2-policy)# # encryption aes

hostname(config-ikev2-policy)# group 2

hostname(config-ikevl2-policy)# prf sha

hostname(config-ikev2-policy)# lifetime 43200

hostname(config)# crypto ikev2 enable outside

hostname(config)# crypto ipsec ikevl transform-set FirstSet esp-aes esp-sha-hmac
hostname(config)# crypto ipsec ikev2 ipsec-proposal secure
hostname(config-ipsec-proposal)# protocol esp encryption aes
hostname(config-ipsec-proposal)# protocol esp integrity sha-1

hostname(config)# access-list 121_list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0
hostname(config)# tunnel-group 10.10.4.108 type ipsec-121
hostname(config)# tunnel-group 10.10.4.108 ipsec-attributes
hostname(config-tunnel-ipsec)# ikevl pre-shared-key 44kkaol59636jnfx
crypto map abcmap 1 match address 121_list

crypto map abcmap 1 set peer 10.10.4.108

crypto map abcmap 1 set ikevl transform-set FirstSet
crypto map abcmap 1 set ikev2 ipsec-proposal secure
crypto map abcmap interface outside

write memory

VPN

VPN

class ctxl

VPN

VPN

Configuring a Class for Resource Management

limit-resource VPN Burst Other 100
limit-resource VPN Other 1000

context contextl
member ctxl

VPN

allocate-interface GigabitEthernet3/0.2
allocate-interface GigabitEthernet3/1.2
allocate-interface Management0/0

config-url disk0:/sm_s2s_ikl_ip4_no_webvpn.txt
join-failover-group 1

3 Cisco ASA
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VPN VPN

3 VPN
VPN

ASA 2

ASA 2 IP

ASA IPv4d  IPv6
1
interface
ethernetO
hostname(config)# interface ethernet0/0
hostname(config-if)#
2 IP ip address
IP 10.10.4.100 255.255.0.0
hostname(config-if)# ip address 10.10.4.100 255.255.0.0
hostname(config-if)#
3 nameif 48
ethernet0
outside
hostname(config-if)# nameif outside
hostname(config-iF)##
4 shutdown no

CLI 3 Cisco ASA VPN CLI9.16 .
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ISAKMP
ISAKMP

.o

ISAKMP

hostname(config-if)# no shutdown
hostname(config-if)#

write memory

hostname(config-if)# write memory
hostname(config-if)#

2

ISAKMP 2
2
ISAKMP
IKE IPsec
ASA
IKEV2
ISAKMP
* IKEvV1

IPsec Security Association SA;

SA

SA ISAKMP

Cisco VPN Client IKEv1

IKE

RSA

Authentication Code HMAC

¢ IKEV2 Pseudo-Random Function PRF;
IKEv2
* ASA
3 Cisco ASA VPN CLI 9.16
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SA
SA
ISAKMP

IKE

AnyConnect VPN

PSK

Hashed Message

ASA



IKEV1

VPN VPN

IKEV1
ASA
IKEvl IKEv2
* IKEv1 ISAKMP
* IKEv2 ISAKMP

ISAKMP

IKEV1 ISAKMP
IKEv1

1 IPSec IKEvl

hostname(config)# crypto ikevl
hostname(config-ikevl-policy)#

hostname(config-ikevl-policy)#
hostname(config-ikevl-policy)#

hostname(config-ikevl-policy)#
hostname(config-ikevl-policy)#

4 HMAC

hostname(config-ikevl-policy)#
hostname(config-ikevl-policy)#

5 Diffie-Hellman

hostname(config-ikevl-policy)#

IKEVL ISAKMP B

1 IKEv2

IKEV1

253

254

crypto ikevl policy priority
IKEv1

policy 1

authentication pre-share

encryption aes

SHA-1

hash sha

14

group 14

CLI 3 Cisco ASA VPN CLI9.16 .




B o« ISAKMP

IKEv2

.o

VPN

hostname(config-ikevl-policy)#

6 43,200 12

hostname(config-ikevl-policy)# lifetime 43200
hostname(config-ikevl-policy)#

7 outside
IKEvV1

hostname(config)# crypto ikevl enable outside
hostname(config)#

8 write memory

hostname(config)# write memory
hostname(config)#

ISAKMP

IKEV2 ISAKMP crypto ikev2 policy priority
IKEv2 IKEv2

1 IPsec IKEv2

hostname(config)# crypto ikev2 policy 1
hostname(config-ikev2-policy)#

2 AES

hostname(config-ikev2-policy)# encryption aes
hostname(config-ikev2-policy)#

3 Diffie-Hellman 15

hostname(config-ikev2-policy)# group 15
hostname(config-ikev2-policy)#

4 PRF IKEv2
SHA-1 HMAC

3 Cisco ASA VPN CLI 9.16
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IKEV2 B

hostname(config-ikevl2-policy)# prf sha
hostname(config-ikev2-policy)#

5 43,200 12

hostname(config-ikev2-policy)# lifetime seconds 43200
hostname(config-ikev2-policy)#

6 outside IKEV2
hostname(config)# crypto ikev2 enable outside
hostname(config)#

7 write memory

hostname(config)# write memory
hostname(config)#

IKEv2

IKEv2 Diffie-Hellman DH

IKEV2 IPsec
DH SA
IKE SA
IKE
ASA 7
. 1 IANA 6
. 2 IANA 7
. 3 IANA 8
. 4 1ANA 9
. 5 TANA 10
. 6 IANA 11
. 7 1ANA 12
7 DH
ASA
DH
NO_PROPOSAL_CHOSEN
[ none ] [ none ]
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- &

n [ none |

. n [ None ]

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 5
key-exchange-method none

. IKEv2
IKEV2 SA

. IKE_SA_INIT

NO_PROPOSAL_CHOSEN

RFC 9242

IKEV2

ASA
* IKEvl

. VPN VPN IKEv2

IKEV2

IKEvV2 show

« show running-config crypto ikev2

. CLI 3 Cisco ASA VPN CLI 9.16



| VPN VPN

IKEV1 B

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 1
key-exchange-method 21 31
additional-key-exchange 2
key-exchange-method 20 21

show crypto ikev2 sa detail

IKEV2 SAs:

Session-id:4, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote fvrf/ivrf Status Role

41567725 192.168.15.1/500 192.168.15.2/500 READY INITIATOR

Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp:14, Auth sign: PSK, Auth verify:

PSK
Additional Key Exchange Group: AKEl: 31 AKE2: 21 AKE3: 20 AKE4: 19 AKE5: 16 AKE6:
15 AKE7: 14

Life/Active Time: 120/5 sec

Session-id: 4

Status Description: Negotiation done

Local spi: 6BB6B7BFAOBAADF4 Remote spi: 7030C7xxx XXxxxXE9DBDE77EB
Local id: 192.168.15.1

Remote id: 192.168.15.2

Local req mess id: 9 Remote req mess id: O

Local next mess id: 9 Remote next mess id: O

Local req queued: 9 Remote req queued: O

Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

IKEv2 Fragmentation Configured MTU: 576 bytes, Overhead: 28 bytes, Effective MTU:
548 bytes

Parent SA Extended Status:

Delete in progress: FALSE

Marked for delete: FALSE

Child sa: local selector 20.0.0.0/0 - 20.0.0.255/65535
remote selector 30.0.0.0/0 - 30.0.0.255/65535

ESP spi in/out: Ox4a7d5da2/0x56a28fa8

AH spi in/out: 0x0/0x0

CPI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 128, esp_hmac: SHA96

ah_hmac: None, comp: IPCOMP_NONE, mode tunnel

IKEv1

IKEv1
ISAKMP IPsec

ACL
ASA

11
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VPN

10:

esp-sha-hmac

esp-aes 128

esp-aes-192

esp-aes-256

esp-null

2 ASA
IPsec

crypto ipsec ikevl transform-set
FirstSet esp-aes  esp-sha-hmac

esp-sha-hmac

crypto ipsec ikevl transform-set transfor m-set-nameencryption-method authenti cation-method

hostname(config)#
crypto ipsec transform-set FirstSet esp-aes esp-sha-hmac
hostname(config)#

hostname(config)# write memory
hostname(config)#

3 Cisco ASA VPN CLI 9.16
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IKEV2 B

IKEV2

IKEV2
ASA
IKEv1

IKEv2

11: IKEv2

sha

aes 128
AES

aes-192

aes-256

IKEvV2

1 crypto ipsec ikev2 ipsec-proposal
IPSec
secure

hostname(config)# crypto ipsec ikev2 ipsec-proposal secure
hostname(config-ipsec-proposal)#

ESP

hostname(config-ipsec-proposal)# protocol esp encryption aes

hostname(config-ipsec-proposal)#

hostname(config-ipsec-proposal)# protocol esp integrity sha-1
hostname(config-ipsec-proposal)#

CLI 3 Cisco ASA VPN CLI9.16 .




VPN veN |

B

4

ASA

ACL
Information About Access Control Lists
LAN-to-LAN VPN ACL IP IP
ACL

VPN ACL

A\
VPN ACL VLAN

169

1 access-list extended

access-list listname extended permit ip source-ipaddress source-netmask destination-ipaddress
destination-netmask

192.168.0.0 1P 150.150.0.0
121_list ACL

hostname(config)# access-list 121_list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0

hostname(config)#
2 ACL ASA ACL
1 ACL
2 ACL

hostname2

hostname2(config)# access-list 121_list extended permit ip 150.150.0.0 255.255.0.0
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192.168.0.0 255.255.0.0
hostname(config)#

ASA
ASA 2

LAN-to-LAN

IKE 1 2
VPN 1
IKEv2

LAN-to-LAN

. IPsec LAN-to-LAN

1 IPsec LAN-to-LAN

tunnel-group nametype type
type

e remote-access IPsec SSL

e ipsec-121  IPsec LAN-to-LAN

CLI 3 Cisco ASA

DefaultRAGroup 1
DefaultL2Lgroup

CLI

IKEv2

LAN-to-LAN

IKEvl  IKEv2

tunnel-group

name
CLI

SSL

LAN-to-LAN IP

VPN CLI9.16

IPsec
IPsec

IKEv1

ASA

10.10.4.108

"
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hostname(config)# tunnel-group 10.10.4.108 type ipsec-121

hostname(config)#
IP LAN-to-LAN
Aggressive
2 ipsec
ikevlpre-shared-key LAN-to-LAN
ASA
1 128
IKEv1 44kkaol59636jnfx

hostname(config)# tunnel-group 10.10.4.108 ipsec-attributes
hostname(config-tunnel-ipsec)# ikevl-pre-shared-key 44kkaol59636jnfx

hostname(config)# write memory
hostname(config)#

show vpn-sessiondb summary show vpn-sessiondb
detail 121 show crypto ipsec sa

IPsec

* |IPsec ACL
* |Psec
. IPsec

* |Psec

IPsec

. ACL ACL
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ASA ACL ACL
. 1
seg-num seg-num
ASA
RRI
ASA
1
“
IPv4d  IPv4 IPv6 IPv6 RRI
ASA
. IPsec
2 ACL ACL
ISP ASA
origin-only
VTI
CLI 3 Cisco ASA

VPN CLI9.16 .




VPN veN |

* ASA

1 ACL crypto map match address

crypto map map-name seg-num match address aclname

abcmap 1 ACL 121_list
hostname(config)# crypto map abcmap 1 match address I121_list
hostname(config)#

2 IPsec crypto map set peer

crypto map map-name seg-num set peer {ip_addressl | hostnamel}]... ip_address10 |

hostname10] 10.10.4.108
hostname(config)# crypto map abcmap 1 set peer 10.10.4.108
hostname(config)#
3 IKEvl cryptomap ikevl

set transform-set

crypto map map-name seq-num ikevl set transform-set transform-set-name
FirstSet

hostname(config)# crypto map abcmap 1 set transform-set FirstSet
hostname(config)#

4 IKEV2 crypto map ikev2 set
ipsec-proposal

crypto map map-name seg-num set ikev2 ipsec-proposal proposal-name
secure

crypto map 1 IPsec
IKEv2

AES-GCM/GMAC IPsec
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1
1
hostname(config)# crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname(config)#
IPsec
ASA IPsec
ASA
ASA
1 cryptomap interface crypto map map-name interface interface-name

hostname(config)# crypto map abcmap interface outside
hostname(config)#

hostname(config)# write memory
hostname(config)#
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AnyConnect VPN Client

AnyConnect VPN Client

« AnyConnect VPN Client 267
« AnyConnect 269

« AnyConnect 269

» AnyConnect 291
» AnyConnect VPN 292

* AnyConnect 293

AnyConnect VPN Client

AnyConnect ASA SSL IKEV2 IPsec

SSL IPsec/IKEv2 VPN
IP ASA http:// https://
URL  https://<address>

URL
ASA
SSL IPsec/IKEv2
ASA
ASA  SSL VPN Transport Layer Security
TLS Datagram Transport Layer Security DTLS

DTLS SSL

CLI 3 Cisco ASA VPN CLI9.16 .
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. AnyConnect VPN Client

AnyConnect ASA
PC
Cisco AnyConnect Secure Mobility Configuration Guide

ASA
ASA
ASA
AnyConnect
AnyConnect
Cisco AnyConnect Secure Mobility Release Notes
AnyConnect
* ASA HTTPS
. AnyConnect Apex
VPN ASA
AnyConnect Apex
AnyConnect Premium AnyConnect Cisco VPN
AnyConnect Advanced Endpoint Assessment Apex
AnyConnect Essentials
/
* RAVPN curl
HTTP
HEAD
« Cisco 88xx VPN AnyConnect
DTLS Dead Peer Detection DPD
. AnyConnect IP
ASA

. CLI 3 Cisco ASA VPN CLI 9.16
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| VPN VPN
AnyConnect .
AnyConnect
S
VPN AnyConnect Plus Apex
Cisco ASA Series Feature Licenses
SSL VPN AnyConnect
1
AnyConnect
SSL VPN 2
AnyConnect
ASA  AnyConnect VPN
Web ASA
AnyConnect Web ASA
TFTP ASA
S
VPN ASA Web
AnyConnect Web https://x.x.x.Xx<ASA IP address> ASA VPN
1 AnyConnect
ASA PC
order
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Web

.o

ASA

ASA PC

anyconnect image filename order

hostname(config-webvpn)# anyconnect image
anyconnect-win-2.3.0254-k9.pkg 1
hostname(config-webvpn)# anyconnect image
anyconnect-macosx-1386-2.3.0254-k9.pkg 2
hostname(config-webvpn)# anyconnect image
anyconnect-linux-2.3.0254-k9.pkg 3

anyconnect image AnyConnect
enable AnyConnect
AnyConnect show webvpn anyconnect
AnyConnect SSL

enable interface

hostname(config)# webvpn
hostname(config-webvpn)# enable outside

AnyConnect
webvpn anyconnect AnyConnect
SSL VPN is not enabled

AnyConnect

DHCP

ip local pool poolname startaddr-endaddr mask mask

VPN veN |

anyconnect
SSL VPN

AnyConnect

SSL

show

hostname(config)# ip local pool vpn_users 209.165.200.225-209.165.200.254

mask 255.255.255.224

address-pool poolname

3 Cisco ASA VPN CLI 9.16
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hostname(config)# tunnel-group telecommuters general-attributes
hostname(config-tunnel-general)# address-pool vpn_users

default-group-policy name

hostname(config-tunnel-general)# default-group-policy sales

AnyConnect GUI
group-aliasnameenable

group-alias name enable

hostname(config)# tunnel-group telecommuters webvpn-attributes
hostname(config-tunnel-webvpn)# group-alias sales_department enable

VPN AnyConnect

tunnel-group-list enable

hostname(config)# webvpn
hostname(config-webvpn)# tunnel-group-list enable

VPN SSL

vpn-tunnel-protocol

vpn-tunnel-protocol

hostname(config)# group-policy sales attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# vpn-tunnel-protocol

CLI 3 Cisco ASA VPN CLI9.16 .
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B ous

webvpn webvpn anyconnect
keep-installer

sales

hostname(config)# group-policy sales attributes
hostname(config-group-policy)# webvpn
hostname(config-group-policy)# anyconnect keep-installer installed none

DTLS

Datagram Transport Layer Security DTLS SSL VPN
AnyConnect 2 SSL DTLS
DTLS SSL
DTLS DTLS SSL
100

DTLS TLS DPD

DPD DTLS TLS

DPD
285
1 AnyConnect VPN DTLS
a) webvpn SSL  DTLS
DTLS SSL VPN

hostname(config)# webvpn
hostname(config-webvpn)# enable outside

webvpn enable interface tls-only
AnyConnect DTLS
DTLS SSL VPN SSL VPN

hostname(config)# webvpn
hostname(config-webvpn)# enable outside tls-only

. CLI 3 Cisco ASA VPN CLI 9.16



VPN

VPN

b) port dtls port SSL DTLS

hostname(config)# webvpn
hostname(config-webvpn)# enable outside
hostname(config-webvpn)# port 555
hostname(config-webvpn)# dtls port 556

DTLS
a) webvpn

anyconnectssl dtls
DTLS

hostname(config)# group-policy sales attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# anyconnect ssl dtls enable

b) anyconnect dtls compression DTLS

hostname(config-group-webvpn)# anyconnect dtls compression lzs

ASA SSL VPN
webvpn
webvpn anyconnect ask

[no] anyconnect ask {none | enable [default {webvpn | } timeout value]}

 anyconnectenable

« anyconnect ask enable default

* anyconnect ask enable default webvpn

« anyconnect ask enable default timeoutvalue

value

CLI 3 Cisco ASA VPN CLI9.16

webvpn
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AnyConnect

.o

VPN

* anyconnect ask enable default clientless timeoutvalue

value

default anyconnect timeout value

6: SSL VPN

Pum AnyConnectwill startin 112
U seconds.

0 I I
+« Start now
« Cancel
ASA
10
hostname(conFig-group-webvpn)# anyconnect ask enable
10
AnyConnect
XML AnyConnect
AnyConnect
AnyConnect
ASDM ISE
Windows  AnyConnect
AnyConnect
ASDM ISE
3 Cisco ASA VPN CLI 9.16
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default webvpn timeout value
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default anyconnect timeout

VPN

ASA

<profile_name>.xml

GUI

Windows



VPN VPN

AnyConnect .
VPN

AnyConnect Cisco AnyConnect

Secure Mobility Configuration Guide
N

AnyConnect SSL IPsec IKEv2
ASA  IKEv2
IKEV2 IKEv2enabled
SSL

1 ASDM/ISE
2 tftp ASA
3 webvpn anyconnect profiles

sales_hosts.xml  engineering_hosts.xml

asal(config-webvpn)# anyconnect profiles sales
disk0:/sales_hosts.xml

asal(config-webvpn)# anyconnect profiles engineering
disk0:/engineering_hosts.xml

dir cache:stc/profiles

hostname(config-webvpn)# dir cache:/stc/profiles
Directory of cache:stc/profiles/

0 -——= 774 11:54:41 Nov 22 2006 engineering.xml
0 -——= 774 11:54:29 Nov 22 2006 sales.xml

2428928 bytes total (18219008 bytes free)
hostname(config-webvpn)#
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. AnyConnect

webvpn

VPN
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anyconnect profiles

client profiles value ?
asal(config-group-webvpn)# anyconnect profiles value ?
config-group-webvpn mode commands/options:
Available configured profile packages: engineering sales
vpn sales
asal(config-group-webvpn)# anyconnect profiles value sales type vpn
asal(config-group-webvpn)#
AnyConnect
AnyConnect
AnyConnect
AnyConnect [
AutoUpdate ] [ Enabled ]
ASA
12:
DeferredUpdateAllowed true false false true
false
3 Cisco ASA VPN CLI 9.16
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AnyConnect .

DeferredUpdateMinimum\ersion X.y.z 0.0.0

AnyConnect

VPN
DeferredUpdateDismissTimeout 0 300 none
0
DeferredUpdateMinimum\ersion
« DeferredUpdateDismissResponse

DeferredUpdateDismissResponse defer update update DeferredUpdateDismiss Timeout

1 webvpn

anyconnnect-custom-attr

[no] anyconnect-custom-attr attr-type [description description ]

CLI
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DSCP
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VPN

DeferredUpdateAllowed DeferredUpdateDismissTimeout

hostame(config-webvpn)# anyconnect-custom-attr DeferredUpdateAllowed
description Indicates if the deferred update feature is enabled or not
hostame(config-webvpn)# anyconnect-custom-attr DeferredUpdateDismissTimeout

anyconnect-custom-data

[Defer Update]

[no] anyconnect-custom-data attr-type attr-name attr-value

DeferredUpdateDismissTimeout
DeferredUpdateAllowed

hostname(config)# anyconnect-custom-data DeferredUpdateDismissTimeout
def-timeout 150

hostname(config)# anyconnect-custom-data DeferredUpdateAllowed
def-allowed true

anyconnect-custom

* anyconnect-customattr-type value attr-name
* anyconnect-custom attr-type none

* N0 anyconnect-custom attr-type

sales
150

hostname(config)# group-policy sales attributes
hostname(config-group-policy)# anyconnect-custom DeferredUpdateAl lowed

value def-allowed

hostname(config-group-policy)# anyconnect-custom DeferredUpdateDismissTimeout
value def-timeout

Windows OS X DTLS
DiffServ DSCP DSCP
3 Cisco ASA VPN CLI19.16
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1 webvpn anyconnect-custom-attr

[no] anyconnect-custom-attr DSCPPreservationAllowed description Set to control Differentiated
Services Code Point (DSCP) on Windows or OS X platforms for DTLS connections only.

2 anyconnect-custom-data

[no] anyconnect-custom-data DSCPPreservationAllowed true

AnyConnect DSCP true
false

AnyConnect
ASA ISE AnyConnect

webvpn webvpn
anyconnect modules

[no]anyconnect modules {none | value string}

Start Before Logon

Start Before Logon SBL Windows PC AnyConnect
SBL AnyConnect Graphical Identification
and Authentication GINA ASA
SBL
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1 webvpn webvpn
anyconnect modules vpngina VPN
GINA ASA

telecommuters
webvpn

vpngina

hostname(config)# group-policy telecommuters attributes
hostname(config-group-policy)# webvpn
hostame(config-group-webvpn)#anyconnect modules value vpngina

2 AnyConnectProfile.tmpl

3 SBL
Windows AnyConnectProfile.tmpl

<Configuration>
<ClientlInitialization>
<UseStartBeforelLogon>false</UseStartBeforelLogon>
</ClientlInitialization>

<UseStartBeforeLogon> SBL
SBL false true SBL

<ClientlInitialization>
<UseStartBeforeLogon>true</UseStartBeforeLogon>
</ClientlInitialization>

4 AnyConnectProfile.tmpl webvpn profile
ASA

asal(config-webvpn)#anyconnect profiles sales diskO:/sales_hosts.xml

AnyConnect

ASA SSL VPN
Cisco AnyConnect VPN Client

ASA
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Cisco AnyConnect VPN Client

AnyConnect
ASA AnyConnect
URL
XML
XML
XML
AnyConnect AnyConnect
AnyConnect
1 EXEC export webvpn translation-table

show import webvpn translation-table

hostname# show import webvpn translation-table
Translation Tables®™ Templates:

customization

AnyConnect

PortForwarder
url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:

AnyConnect
XML client
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hostname# export webvpn translation-table AnyConnect
template tftp://209.165.200.225/client
zh  Microsoft Internet Explorer

hostname# export webvpn translation-table customization
language zh tftp://209.165.200.225/chinese_client

2 XML AnyConnect
Connected ID
msgid msgstr
VPN AnyConnect GUI

# SOME DESCRIPTIVE TITLE.

# Copyright (C) YEAR THE PACKAGE"S COPYRIGHT HOLDER
# This fTile is distributed under the same license as the PACKAGE package.
# FIRST AUTHOR <EMAIL@ADDRESS>, YEAR.

#

#, fuzzy

msgid """

msgstr "

"Project-1d-Version: PACKAGE VERSION\n"
"Report-Msgid-Bugs-To: \n"

"POT-Creation-Date: 2006-11-01 16:39-0700\n"
""PO-Revision-Date: YEAR-MO-DA HO:MI+ZONE\n"
"Last-Translator: FULL NAME <EMAIL@ADDRESS>\n"
""Language-Team: LANGUAGE <LL@Ii.org>\n"
“"MIME-Version: 1.0\n"

"Content-Type: text/plain; charset=CHARSET\n"
""Content-Transfer-Encoding: 8bit\n"

#: C:\cygwin\home\<user>\cvc\main\Api\Agentlfc.cpp:23
#: C:\cygwin\home\<user>\cvc\main\Api\check\Agentlfc.cpp:22
#: C:\cygwin\home\<user>\cvc\main\Api\save\Agentlfc.cpp:23
#: C:\cygwin\home\<user>\cvc\main\Api\save\Agentlfc.cpp~:20
#: C:\cygwin\home\<user>\cvc\main\Api\save\older\Agentlfc.cpp:22
msgid ""Connected"
msgstr "
msgid msgid msgstr
msgstr
Connected

msgid ""Connected"
msgstr '‘Conectado™

. CLI 3 Cisco ASA VPN CLI 9.16



VPN VPN

3 EXEC import webvpn translation-table

Microsoft Internet Explorer es-us
XML

hostname# import webvpn translation-table AnyConnect

language es-us tftp://209.165.200.225/client
hostname# I11VLRIRRRROORRRRIOONRIIDOONNNLTEN]
hostname# show import webvpn translation-table
Translation Tables®™ Templates:

AnyConnect

PortForwarder

customization
keepout

url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:
es-us AnyConnect

show import webvpn translation-table
fr ja
ru

hostname# show import webvpn translation-table
Translation Tables®™ Templates:
AnyConnect
PortForwarder
banners
csd
customization
url-list
webvpn
Translation Tables:
fr PortForwarder
fr AnyConnect
fr customization
fr webvpn

CLI 3 Cisco ASA VPN CLI9.16 .
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. AnyConnect SSL

ja PortForwarder
ja AnyConnect
ja customization
ja webvpn

ru PortForwarder
ru customization
ru webvpn

2

revert webvpn translation-table translationdomain language language

translationdomain language
2

AnyConnect

ciscoasa# revert webvpn translation-table anyconnect language fr
ciscoasa#

AnyConnect SSL

AnyConnect SSL VPN
ASA  AnyConnect SSL VPN
SSL VPN
webvpn webvpn anyconnect

ssl rekey
[no]anyconnect ssl rekey {method {new-tunnel | none | ssl} | time minutes}

* method new-tunnel
* method ssl
* method none

* timeminutes
1 10080 1
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VPN

ssl new-tunnel SSL
anyconnect ssl rekey
30
sales SSL
hostname(config)# group-policy sales attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# anyconnect ssl rekey method ssl
hostname(config-group-webvpn)# anyconnect ssl rekey time 30
Dead Peer Detection DPD ASA
DPD
AnyConnect ASA DPD
S
DPD ASA
AnyConnect DPD ASA
ASA DPD
SSL/DTLS 3
DPD ASA 5
TCP VPN
5
SSL/DTLS
vpn-idle-timeout DPD
Answer AnyConnect FAQ - Tunnels,
DPDs, and Inactivity Timer
ASA AnyConnect SSL VPN
DPD IPsec
* DTLS Dead Peer Detection DPD DPD
DTLS TLS
CLI 3 Cisco ASA VPN CLI 9.16
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* ASA DPD
DTLS

OMTU
MTU

hostname(config)# group-policy group-policy-name

Optimal MTU

MTU

MTU

webvpn

hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)#

hostname# username username attributes
hostname(config-username)# webvpn
hostname (config-username-webvpn #

[no] anyconnect dpd-interval {[gateway {seconds| none}]

gateway ASA
30

ASA

none ASA

DPD ASA

3600 1

ASA

VPN

OMTU

DPD

MTU

attributes

DPD

TLS/DTLS

DPD

no anyconnect dpd-interval

none ASA

DPD

no anyconnect dpd-interval

[no] anyconnect dpd-interval {[client {seconds| none}]}

client ~ AnyConnect
30

client none

3 Cisco ASA VPN CLI 9.16
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3600 1

DPD

no anyconnect dpd-interval

MTU

300

DPD
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VPN

ASA DPD 30
sales DPD 10

hostname(config)# group-policy sales attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# anyconnect dpd-interval gateway 30
hostname(config-group-webvpn)# anyconnect dpd-interval client 10

NAT
SSLVPN
Microsoft Outlook Microsoft Internet Explorer
SSL VPN
webvpn
webvpn keepalive
no
[no] anyconnect ssl keepalive {none | seconds}
°* none
* seconds
15 600
sales
300 5 ASA
hostname(config)# group-policy sales attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# anyconnect ssl keepalive 300
ASA
ASA
SSL VPN
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MTU

CLI

compression

webvpn anyconnect ssl compression

anyconnect ssl compression
no

SSL VPN

hostname(config)# no compression

webvpn anyconnect ssl compression

[no] anyconnect ssl compression {deflate | none}

SSL deflate

anyconnect ssl compression
no

sales

hostname(config)# group-policy sales attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# no anyconnect ssl compression none

SSL VPN MTU 576
webvpn webvpn
mtu
[no] anyconnect mtu size
AnyConnect
svC MTU

DTLS SSL

3 Cisco ASA VPN CLI 9.16
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AnyConnect

VPN

AnyConnect .

MTU

ISE Posture AnyConnect
secure gateway is too small

df-bit-ignore disable anyconnect mtu 1200

MTU

no anyconnect mtu
IP/UDP/DTLS

MTU configuration sent from the
anyconnect ssl

IPv6 VPN

telecommuters  MTU 1200
hostname(config)# group-policy telecommuters attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# anyconnect mtu 1200
ASA
S
VPN
AnyConnect
1 EXEC copy
ASA
2
anyconnect image
[noJanyconnect image image
anyconnectimage ASA
IPv6 ASA
9.0 x IPv6 VPN SSL IKEvV2/IPsec
CLI 3 Cisco ASA VPN CLI 9.16
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VPN

IPv6 SSL VPN
IPv6

hostname(config)# interface GigabitEthernet0/0
hostname(config-if)# ipv6 enable

IPV6 SSL VPN
1. IPv6

2. IPv6 IPv6
3. IP IPv6
4. 1Pv6

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 192.168.0.1 255.255.255.0
ipv6 enable ; Needed for IPv6.
1

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.0.1 255.255.0.0
ipv6 address 2001:DB8::1/32 ; Needed for IPv6.
ipv6 enable ; Needed for IPv6.

ipv6 local pool IPv6

veN |

ipv6 enable
IPv6

ipv6 local pool ipv6pool 2001:DB8:1:1::5/32 100 ; Use your IPv6 prefix here

AnyConnect IPv4 IPv6
ASA ASA
ASA

3 ipv6

tunnel-group YourTunGrpl general-attributes ipv6-address-pool ipv6pool

address-pool IPv4

3 Cisco ASA VPN CLI 9.16
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AnyConnect .

4 1Pv6

ipv6 route inside ::/0 X:X:X:X::X tunneled

AnyConnect

show vpn-sessiondb

show vpn-sessiondb

vpn-sessiondb logoff VPN
show vpn-sessiondb anyconnect VPN OSPFv3
show vpn-sessiondb ratio encryption Suite-B AES-GCM-128 AES-GCM-:

AES-GCM-256 AES-GMAC-128

N

AnyConnect
AnyConnect IP
Cisco ASA
Weblaunch
AnyConnect
AnyConnect
ASA
Cookie /
IPsec/ IKE /Transport

Layer Security TLS /Datagram Transport Layer Security DTLS

CLI 3 Cisco ASA VPN CLI9.16 .
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VPN

Inactivity AnyConnect

00:00m:00s
hostname# show vpn-sessiondb
Session Type: SSL VPN Client
Username : lee
Index 1 IP Addr : 209.165.200.232
Protocol : SSL VPN Client Encryption : 3DES
Hashing : SHA1 Auth Mode : userPassword
TCP Dst Port : 443 TCP Src Port : 54230
Bytes Tx : 20178 Bytes Rx : 8662
Pkts Tx T 27 Pkts Rx 19
Client Ver : Cisco STC 1.1.0.117
Client Type : Internet Explorer
Group : DfItGrpPolicy
Login Time : 14:32:03 UTC Wed Mar 20 2007
Duration : Oh:00m:04s
Inactivity : Oh:00m:04s

Filter Name

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type " logged off : 1

hostname# vpn-sessiondb logoff name tester
Do you want to logoff the VPN session(s)? [confirm]

INFO: Number of sessions with name "tester™ logged off :

AnyConnect VPN

.o

VPN
vpn-sessiondb logoff
VPN

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type

logged off : 1

name index

vpn-sessiondb logoff name name
vpn-sessiondb logoff index index

3 Cisco ASA VPN CLI 9.16
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AnyConnect .
show vpn-sessiondb anyconnect lee
1
hostname# show vpn-sessiondb anyconnect
Session Type: AnyConnect
Username : lee Index 1
Assigned IP : 192.168.246.1 Public IP : 10.139.1.2
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : RC4 AES128 Hashing : SHA1
Bytes Tx : 11079 Bytes Rx T 4942
Group Policy : EngPolicy Tunnel Group : EngGroup
Login Time : 15:25:13 EST Fri Jan 28 2011
Duration : Oh:00m:15s
Inactivity : Oh:00m:00s
NAC Result > Unknown
VLAN Mapping : N/A VLAN I none
vpn-session-db logoff name

hostname# vpn-sessiondb logoff name lee
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name “lee” logged off : 1

hostname#

AnyConnect

13 : AnyConnect

AnyConnect 7.2(1) authentication eap-proxy authentication ms-chap-vl authent
ms-chap-v2 authentication pap 12tp tunnel hello vp
I2tp-ipsec
IPsec IKEv2 8.4(1) AnyConnect LAN-to-LAN  IPsec IKE\
IKEv2

CLI 3 Cisco ASA VPN CLI9.16 .
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AnyConnect HostScan

AnyConnect AnyConnect
HostScan
HostScan
» HostScan/Secure Firewall 295
e HostScan 296
e HostScan 296
» HostScan/Secure Firewall 296
* HostScan 297
* ASA HostScan/Secure Firewall 298
» HostScan/Secure Firewall 298
. AnyConnect 299
» HostScan/Secure Firewall 301

HostScan/Secure Firewall

AnyConnect Secure Firewall Posture/HostScan
ASA
* ASA 84
* ASDM 6.4
SCEP Secure Firewall Posture/HostScan

Secure Firewall Posture/HostScan
Supported VPN Platforms, Cisco ASA Series

CLI 3 Cisco ASA VPN CLI9.16 .
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. HostScan

HostScan

HostScan

VPN veN |

HostScan  AnyConnect
» AnyConnect Apex
« AnyConnect VPN Only

HostScan ASA hostscan-version.pkg
HostScan HostScan

HostScan/Secure Firewall

.o

ASA HostScan Secure
Firewall
D
HostScan 4.3.x 4.6.X
AV/AS/FW DAP LUA HostScan 4.6.x
HostScan 4.4.x
AnyConnect HostScan 4.3.x to
4.6.x Migration Guide ASDM DAP
AV/AS/FW

LUA

* ASA

ASA  hostname(config)#
« secure-firewall-posture-version-k9.pkg ~ ASA HostScan 4.x
hostscan_version-k9.pkg
3 Cisco ASA VPN CLI 9.16
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HostScan .

1 webvpn

hostname(config)# webvpn

2 HostScan/Secure Firewall
AnyConnect

hostscan image path

ASAName (webvpn)#hostscan image diskO:/hostscan_4.9.00086-k9.pkg

3 HostScan/Secure Firewall

ASAName (webvpn)#hostscan enable

[OK]

hostname(webvpn)# write memory

HostScan

ASA
HostScan

ASA
ASA  hostname(config)#

1 webvpn

CLI 3 Cisco ASA VPN CLI9.16 .
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. ASA HostScan/Secure Firewall

webvpn

2 ASA HostScan

hostscan enable

3 HostScan HostScan

HostScan
HostScan

no hostscan enable

ASA HostScan/Secure Firewall

ASA
HostScan/Secure Firewall

ASA EXEC ASA EXEC
hostname#t
ASA HostScan/Secure Firewall

show webvpn hostscan

HostScan/Secure Firewall

HostScan/Secure Firewall ASDM
HostScan/Secure Firewall
ASA HostScan/Secure Firewall
HostScan/Secure Firewall HostScan/Secure Firewall
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AnyConnect

ASA
ASA  hostname(config)#
1 webvpn
webvpn
2 HostScan/Secure Firewall

no hostscanenable

3 HostScan/Secure Firewall
HostScan/Secure Firewall

no hostscan image path

hostname(webvpn)#no hostscan image diskO:/hostscan_4.9.00086-k9.pkg

4
[OK]
write memory
AnyConnect
AnyConnect
VPN ASA ASA AnyConnect
ASA
ASA  hostname(config)#
CL 3 Cisco ASA VPN CLI 9.16
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AnyConnect

group-policy name internal

hostname(config)# group-policy PostureModuleGroup internal

hostname(config-group-policy)#

group-policy name attributes

hostname(config)# group-policy PostureModuleGroup attributes

3 webvpn
ASA hostname(config-group-webvpn)#

webvpn

4 AnyConnect

anyconnect modules value AnyConnect

anyconnect module value 1
AnyConnect /
dart AnyConnect DART
vpngina AnyConnect SBL
Secure Firewall /HostScan
nam AnyConnect
none AnyConnect
profileMgmt AnyConnect VPN

hostname(config-group-webvpn)# anyconnect modules value websecurity,telemetry,posture
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HostScan/Secure Firewall .

Web

hostname(config-group-webvpn)# anyconnect modules value telemetry,posture

5
[OK]
ASA hostname(config-group-webvpn)#
write memory
HostScan/Secure Firewall
HostScan/Secure Firewall
Lua

Cisco Adaptive Security Device Manager Configuration
Guides AnyConnect HostScan/Secure Firewall
Cisco AnyConnect Secure Mobility Client Administrator Guide

CLI 3 Cisco ASA VPN CLI9.16 .
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Fasy VPN

Easy VPN ASA Easy VPN
ASA with FirePOWER- 5506-X 5506W-X 5506H-X

5508-X

* Easy VPN 303

* Easy VPN 307

» Easy VPN 311

» Easy VPN 312

Easy VPN
Cisco Ezvpn VPN
Cisco Easy VPN VPN VPN
Cisco Unity
Easy VPN VPN Easy VPN
Cisco ASA with FirePOWER  5506-X 5506W-X 5506H-X 5508-X Easy
VPN VPN Easy VPN
Easy VPN ASA Cisco 10S
ASA Easy VPN Easy VPN
)
Cisco ASA5506-X 5506W-X 5506H-X 5508-X L2
L3
Easy VPN ASA
Easy VPN

CLI 3 Cisco ASA VPN CLI9.16 .
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Easy VPN
Easy VPN
Easy VPN
Easy VPN
Easy VPN
vpnclient secure interface
ASA5506 BVI
100 100
0 Easy VPN
BVI
. BVI
* ACL NAT
AAA BVI
Easy VPN
Easy VPN  IPsec IKEv1 Easy VPN
Easy VPN VPN
ASA Easy VPN Easy VPN IP
10
vpnclient server
VPN VPN 8
VPN
2
VPN
Easy VPN IPSec
UDP
NAT PAT UDP
ESP
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Easy VPN B
50 IKE UDP500 TCP
IPsec
vpnclient ipsec-over-tcp
UDP IPsec over TCP
Easy VPN
Easy VPN Easy VPN
Easy VPN Easy
VPN
Easy VPN
ASA
Easy VPN vpnclient vpngroup
vpnclient trustpoint
Easy VPN
Easy VPN
. PAT Easy VPN
Easy VPN VPN
PAT Easy VPN
Easy
VPN IP
. NEM
IP
DHCP IP NEM
PAT VPN
VPN Easy VPN
Easy VPN NEM
nem enable
Easy VPN Easy
VPN PAT NEM
Easy VPN vpnclient mode

CLI 3 Cisco ASA VPN CLI9.16




VPN veN |
B s ey

NEM Easy VPN ASA
Easy VPN
Easy VPN
ASA Easy VPN vpnclient username
Easy VPN
. SUA
SUA
secure-unit-authentication enable Easy VPN
SUA
. IUA Easy VPN VPN
IUA user-authentication enable
Easy VPN IUA
IUA Cisco
IP Phone
Easy VPN ip-phone-bypass
IP Phone Bypass Easy VPN mac-exempt MAC
Easy VPN
Easy VPN
user-authentication-idle-timeout
SUA
IUA Cisco Easy VPN HTTP
HTTP

Easy VPN

Easy VPN ASA IPsec

SSH HTTPS
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Easy VPN
SSH HTTPS IPsec
IPsec VPN
vpnclient management clear
IPsec SSH HTTPS
Easy VPN IPsec

vpnclient management tunnel

no vpnclient management

N

NAT ASA Easy VPN ASA
Easy VPN vpnclient
management clear
DHCP IPSec
vpnclient management tunnel DHCP
Easy VPN
Easy VPN
. Easy VPN
* Easy VPN NEM
 Easy VPN
» Easy VPN VPN
. BVI
management-access
1  Easy VPN

vpnclient server ip-primary [ip-secondary-1... ip-secondary-n]
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e ip_primary_address Easy VPN IP DNS
* ip-secondary-n 10 Easy VPN IP
DNS

asa(config)#vpnclient server 10.10.10.15 10.10.10.30 192.168.10.10

2
BVI
vpnclient secure
interface interface-name
3
vpnclient mode {client-mode | network-extension-mode}
* client-mode PAT
* network-extension-mode
asa(config)#vpnclient mode network-extension-mode
4 TCP IPsec Easy VPN
vpnclient ipsec-over-tcp [port tcp_port]
Easy VPN 10000
TCP IPsec Easy VPN crypto ipsec
df-bit clear-df outside Don'tFragment DF
DF IP
Easy VPN MTU

10501 TCP IPsec Easy VPN

hostname(config)# vpnclient ipsec-over-tcp port 10501
hostname(config)# crypto ipsec df-bit clear-df outside
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Easy VPN B
5 Easy VPN
 Easy VPN
vpnclient vpngroup group_name password preshared_key
* group_name Easy VPN VPN
e preshared key Easy VPN IKE
TestGroupl VPN
IKE my_key123
hostname(config)# vpnclient vpngroup TestGroupl password my keyl23
hostname(config)#
vpnclient trustpoint trustpoint_name [chain]
* trustpoint_name RSA
* chain
central
hostname(config)# crypto ca trustpoint central
hostname(config)# vpnclient trustpoint central chain
hostname(config)#
6 NEM
VPN
vpnclient nem-st-autoconnect
7 Easy VPN IAU IP Phone Bypass

Cisco IP phone

vpnclient mac-exempt mac_addr_1mac mask 1[mac addr_2mac _mask 2..mac_addr_nmac_mask n]

. 15
e mac_addr MAC 16
e mac_mask MAC

MAC ffff.ff00.0000

MAC fAFFAAFFAAF 1
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MAC ffff.ff00.0000
MAC 6
Cisco IP Phone ID 00036b
Cisco IP Phone Cisco IP Phone

hostname(config)# vpnclient mac-exempt 0003.6b00.0000 ffff.fFf00.0000
hostname(config)#

IP Phone Bypass  Easy VPN

hostname(config-group-policy)#user-authentication enable
hostname(config-group-policy)#ip-phone-bypass enable

Xauth
vpnclient username username password password

Easy VPN

SSH HTTPS IPsec
IPsec ASA

« vpnclient management clear
IPsec VPN
« vpnclient management tunnel ip_addr_1ip_mask_1[ip _addr_2ip mask 2..ip_addr_nip_mask n]

IPSec IP 192.168.10.10
hostname(config)# vpnclient management tunnel 192.198.10.10 255.255.255.0

NAT ASA Easy VPN ASA
Easy VPN vpnclient
management clear

ASA  Easy VPN

vpnclient enable

Easy VPN
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11 Easy VPN Easy VPN

vpnclient connect

Easy VPN

Easy VPN Easy VPN
1 IPsec IKEvl Easy VPN
111
2 Easy VPN VPN
192
CLI 3 CiscoASA VPN CLI 9.16
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ASA 5506-X 5506W-X 5506H-X
5508-X  Cisco Easy VPN

9.5(1)

ASA 5506-X
VPN ASA 5508->
Easy VPN ASA VPN
VPN
ASA Easy VPN

VPN
ASA 1
VPN

vpnclient
vpnclient server vpnclient mode vpnclient
vpnclient ipsec-over-tcp  vpnclient managemel
vpngroup vpnclient trustpoint  vpnclient
nem-st-autoconnect vpnclient mac-exempt

BVI Easy VPN

9.9(2)

Easy VPN

vpnclient secure in
[interface-name]

Easy VPN
BVI

BVI
telnet http ssh

vpnclient se
[interface-name] https telnet ssh manag
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. 313
. 314
* VTI 316
. 323
ASA VTI
VPN VTI VPN
VTI IPsec VPN
VTI
VTI SA
VTI
VPN VTI
VTI
2 VTI
VTI
1024  VTI
VTI VTI
320
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IPv6
* IPv6 VTI
* VTI IPv6
. IP VTIIP IP
* |IPv6 over IPv6
* IPv4 over IPv6
* IPv4 over IPv4
* |IPv6 over IPv4
. IPv6
* VTI IPv6 BGP
. IPv6
IPv6
. IPv6 VTI IPv6
VTI IPv4 IPV6
IPSec Bidirectional Forwarding Detection BFD
* BFD VTI IPv4  IPv6
IP IP 2 BFD
IP
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. VTI VTI
BFD
IP BGP BFD
« BFD BFD Dead Peer Detection
DPD; 60
e VTI IPsec ASA GRE
. BGP
* VTI MTU
VTI MTU MTU
VTI
o VTI 1,024 VTI VTI
* nameif VTI
. nameif
. 1024
VTI VLAN
500 VLAN 500
* VTI IKE vl V2
IPsec
* NAT IKE ESP UDP
* |IKE IPsec
VTI
o IKEvV1 IKEV2
. IKEv1
/ IP
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. VTI VTI
* VTI VTI

* ICMP ping VTI

* IKEV2 VPN IKEv2
ASA IKEV2 ASA
VPN config-exchange

. VTI

* VTI 0
VTI
ASA VTI SGT
VTI IPsec
IPsec IPsec IPsec
VTI IPsec IPsec

SA

VPN VTI BGP ASA

BGP
VTI

VTI VTI
IPsec ACL

sysopt connection permit-vpn
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IPsec .

ACL ASA IPsec

hostname(config)# sysopt connection permit-vpn

VTI 0 VTI
ACL same-security-traffic

intra-interface
same-security-traffic

81
1 IPsec
2 IPsec
3 VTI
IPsec
VTI
VPN
IPsec
* VTI IKE
IKEv2 IKEvl IKEV2
VTI
* IKEV1
tunnel-group
IKEv2
tunnel-group
IKEv1 IKEV2
IPsec
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IKEV1

crypto ipsec ikevl transform-set {transform-set-name | encryption | authentication}

ciscoasa(config)#crypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac
encryption IPsec
eesp-aes AES 128

* esp-aes-192 AES 192
e esp-aes-256 AES 256

« esp-null

authentication IPsec

* esp-md5-hmac MD5/HMAC-128
* esp-sha-hmac SHA/HMAC-160

e esp-none  HMAC

IKEV2 IPsec

10S IKEv2 no
config-exchange request

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/
sec-cr-c2.html#wp3456426280

* |Psec

crypto ipsec ikev2 ipsec-proposal |Psec proposal name

ciscoasa(config)#crypto ipsec ikev2 ipsec-proposal SET1

« crypto IPsec ikev2 ipsec-proposal

protocol esp {encryption {aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null} |
integrity {sha-1 | sha-256 | sha-384 | sha-512 | null}

ciscoasa(config-ipsec-proposal)#protocol esp encryption aes aes-192
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-cr-c2.html#wp3456426280
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-cr-c2.html#wp3456426280

IPsec

VPN

VPN
IPsec .
IPsec IPsec
2
VTI VPN
crypto ipsec profile name
ciscoasa(config)#crypto ipsec profile PROFILE1
IKEvV1 IKEV2 IKEvV1 IKEv2
IPsec
a) IKEvl
« IKEvl crypto ipsec profile
set ikevl transform set set_name
SET1 IKEv1
ciscoasa(config-ipsec-profile)#set ikevl transform-set SET1
b) IKEv2
* IKEv2 crypto ipsec profile

set ikev2 ipsec-proposal IPsec_proposal_name

SET1 IKEV2 IPsec

ciscoasa(config-ipsec-profile)#set ikev2 ipsec-proposal SET1

set security-association lifetime { seconds number | kilobytes {number | unlimited}}
ciscoasa(config-ipsec-profile)#set security-association lifetime
seconds 120 kilobytes 10000

VTI

responder-only

* VTI
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* IKEV2
IPsec
* IKEv1 10S
SA
5 PFS
Diffie-Hellman
IPsec
Diffie-Hellman
set pfs { group14 }

VPN veN |

10S
ASA

IPsec

Perfect Forward Secrecy PFS
PFS PFS

SA

ciscoasa(config-ipsec-profile)# set pfs groupl4d

6 VTI

set trustpoint name

ciscoasa(config-ipsec-profile)#set trustpoint TPVTI

VTI

VTI VTI
S
IPSLA http://www.cisco.com/go/asa-config ASA General Operations
Configuration Guide Configure Static Route Tracking

. CLI 3 Cisco ASA VPN CLI 9.16
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VPN VPN

VTl B

interface tunnel tunnd_interface_number

ID 0 10413 10413  VTI
ASA 5506-X 1 10413 ID
ASA 5506-X 1 10413

ciscoasa(config)#interface tunnel 100

2 VTI

interface tunnel

nameif interface name

ciscoasa(config-if)#nameif vti

3 VTI IP
ip address IP addressmask

ciscoasa(config-if)#ip address 192.168.1.10 255.255.255.254

tunnel source interface interface_name

ciscoasa(config-if)#tunnel source interface outside

5 IP

tunnel destination ip_address

ciscoasa(config-if)#tunnel destination 10.1.1.1

6 IPsec IPv4

tunnel mode ipsec ipv4

CLI 3 Cisco ASA VPN CLI9.16 .
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VPN

ciscoasa(config-if)#tunnel mode ipsec ipv4

IPsec

tunnel protection ipsec IPsec profile

ciscoasa(config-if)#tunnel protection ipsec Profilel

ASA 10§ VTI IKEv2

ASA

crypto ikev2 policy 1

encryption aes-gcm-256

integrity null

group 21

prf shab12

lifetime seconds 86400

1
crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

1
crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

1

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

1

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
1

crypto ikev2 enable [asa-interface-name]

10S

crypto ikev2 proposal asa-vti
encryption aes-gcm-256

prf shab12

group 21

1

crypto ikev2 policy asa-vti

3 Cisco ASA VPN CLI 9.16
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VPN

VPN

match address local [router-ip-address]

proposal asa-vti
|

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255

authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request

|

crypto ipsec transform-set gcm256 esp-gcm 256
I

crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

|

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!

ID |9.17(1) |ASA ASA  NAT IPsec Cisco Umbrella Secure
Internet Gateway SIG ID
ID ID
IKEV2 ID
/ local-identity-from-cryptomap
VTI 9.16(1) | ASA VTI IPv6
IPv6
VTI
IPv6
IPv6
IPv6
IPv4 IPv6
VTI IP
IPv6 VTI
/ tunnel source interface tunnel destination tunnel mode
CLI 3 Cisco ASA VPN CLI 9.16
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1024 |9.16(1) VTI 100 1024
VTl 1024
VTI VLAN
ASA 5510 100 VLAN 100
/
VTI DHCP 9.14(1) |ASA DHCP VTI
dhcprelay server ip_address vti_ifc_name
VTI IKEv2 9.8(1) VTI BGP VTI
IKEV2
ACL IPsec
access-group VTI
IPsec

set trustpoint

VTI

9.7.(1) |ASA VTI
VTI VPN
IPsec
VPN VTI

cryptoipsec profile interfacetunnel responder-only
set ikevl transform-set set pfs set security-association lifetime tunnel destination
tunnel mode ipsec tunnel protection ipsec profile tunnel source interface

.o
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VPN AAA

. AAA 325
. AAA

. 326

* VPN LDAP 328

* Active Directory/LDAP VPN

AAA

ASA LDAP RADIUS TACACS+
AAA
ASA AAA
ASA
« ASA DAP
. RADIUS LDAP
« ASA
ASA
ASA
1. ASA DAP 8.0(2)
DAP URL
URL
CLI 3 Cisco ASA VPN CLI 9.16
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345
ASA
AAA
ASA
VPN
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DAP




AAA

AAA

.o

AAA
ASA
ASDM

ASA RADIUS

CLASS IETF-Class-25 OU=group-policy

LDAP

ASA LDAP
IETF-Radius-Class
CLI
DAP
ASA
DAP
ASA ID LDAP
ID
ASDM 7.0 LDAP cVPN3000
7.1
LDAP RADIUS RADIUS
AnyConnect SSL
CA
3 Cisco ASA VPN CLI 9.16
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AAA
RADIUS
ASA
LDAP Cisco
ASA
DfltGrpPolicy
RADIUS
ASDM

IKEv2



VPN VPN

2
AnyConnect Start Before Logon SBL
2
AAA AAA
2
9.14(1) ASA
327
2 2
SAML
webvpn
tunnel-group <name> webvpn-attributes
authentication {[aaa] [certificate | multiple-certificate] | saml}
DAP
DAP ASA VPN
ASDM Configuration Guide Add Multiple Certificate Authentication to DAP
ASA 9.14(1)
ASA
SSL IKE 1
2
aaa certificate
multiple-certificate
multiple-certificate aaa multiple-certificate
2
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VPN

11 2

username-from-certificate-choice {first-certificate | second-certificate}

1 2

secondary-username-from-certificate-choice {first-certificate | second-certificate}

tunnel-group tgl webvpn-attributes

authentication aaa multiple-certificate

pre-fill-username client

secondary-pre-fill-username client

tunnel-group tgl type remote-access

tunnel-group tgl general-attributes
secondary-authentication-server-group LOCAL
username-from-certificate-choice first-certificate
secondary-username-from-certificate-choice first-certificate

VPN  LDAP

.o

VPN LDAP ASA  LDAP LDAP
VPN
LDAP
SDI
LDAP
2

LDAP VPN
AAA

aaa-server server_group protocol {kerberos | Idap | nt | radius | sdi | tacacs+}

hostname(config)# aaa-server servergroupl protocol ldap
hostname(config-aaa-server-group)

3 Cisco ASA VPN CLI 9.16
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VPN VPN
VPN LDAP B

2 remotegrp IPsec

tunnel-group groupname

hostname(config)# tunnel-group remotegrp

tunnel-group groupname general-attributes

hostname(config)# tunnel-group remotegrp general-attributes

4 AAA

authorization-server-group group-tag

hostname(config-general)# authorization-server-group ldap_dir_1

LDAP
RAVPN IPsec
LDAP AAA

hostname(config)# tunnel-group RAVPN type remote-access
hostname(config)# tunnel-group RAVPN general-attributes
hostname(config-general)# authorization-server-group (inside) LDAP
hostname(config-general)#

LDAP

hostname(config)# aaa-server LDAP protocol Idap
hostname(config-aaa-server-group)# aaa-server LDAP (inside) host 10.0.2.128
hostname(config-aaa-server-host)# ldap-base-dn DC=AD,DC=LAB,DC=COM
hostname(config-aaa-server-host)# ldap-group-base-dn DC=AD,DC=LAB,DC=COM
hostname(config-aaa-server-host)# ldap-scope subtree
hostname(config-aaa-server-host)# ldap-login-dn AD\cisco
hostname(config-aaa-server-host)# ldap-login-password ciscol23
hostname(config-aaa-server-host)# ldap-over-ssl enable

CLI 3 Cisco ASA VPN CLI9.16 .




VPN veN |

B Aseone
hostname(config-aaa-server-host)# server-type microsoft
LDAP AV-pair
* LDAP Cisco 330
* Cisco-AV-Pair 343
 Cisco-AV-Pair ACL 344
N
ASA ID LDAP RADIUS
ID
LDAP
ASDM 7.0 LDAP cVPN3000
7.1
LDAP Cisco
ASA 5500 VPN 3000 PIX 500 ASA
VPN 3000 PIX
500 ASA
14:ASA  LDAP Cisco
VPN 3000 | ASA PIX /
Access-Hours Y time-range
Business-Hours
AllorNeworkBxersiont | Y 0=
Mode
1=
Authertticated-User-Idle- | Y 1 35791394
Timeout
3 Cisco ASA VPN CLI 9.16
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VPN VPN
LDAP Cisco .
VPN 3000 | ASA PIX /

Authorization-Required 0=

1=
Authorization-Type 0=

1=RADIUS

2=LDAP
Bannerl Y SSL VPN

SSL VPN IPSec
Banner2 Y SSL VPN
SSL VPN IPSec
Cisco-AV-Pair Y [
Multi T | prefix] [Action] [Protocol] [Source]

[ Source Wildcard Mask] [ Destination]

[ Destination Wi dcard Mask]

[ Established] [Log] [Operator] [Port]

Cisco AV

Cisco-IP-Phone-Bypass | Y 0=

1=
Cisco-LEAP-Bypass | Y 0=

1=
Client-Interoept-DHCP- | Y 0=
Configure-Msg .
ClerETye\asoimiig | Y IPsec VPN
Confidence-Interval | Y 10 300
DHCP-Network-Scope | Y IP

CL 3 Cisco ASA VPN CLI 9.16
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B o Cisco
VPN 3000 | ASA PIX
DN-Field Y UD OU O CN L
SP C EA T N GN SN |
GENQ DNQ SER
use-entire-name
Firewall-ACL-In Y ID
Firewall-ACL-Out Y ID
Group-Policy Y VPN
8.2
IETF-Radius-Class
3
e« QU=
e QU=
IE-Proxy-Bypass-Local 0=
1=
IE-Proxy-Exception-List DNS
\n
IE-Proxy-Method |Y 1=
4= ASA
IE-Proxy-Server |Y IP
3 Cisco ASA VPN CLI 9.16



VPN VPN
LDAP Cisco .
VPN 3000 | ASA PIX /
IETF-Radius-Class | Y VPN
8.2
IETF-Radius-Class
3
e QU=
e QU=
IETF-Radius-Filter-1d | Y ASA
VPN
IPSec
SSL
ETFRxL sFansiPAdes | Y IP VPN
IPSec SSL
ETFRd shareiPNaek | Y IP
VPN
IPSec
SSL
IETFRadiusidle-Timeout | Y Seconds
[ETFRadusSavice Type | Y 1=Login
2 = Framed
5=
6 = Administrative
7 =NAS
ETFRadLsSsm Timeat | Y Seconds
IKE-Keep-Alives |Y 0=
1=
cLI 3 Cisco ASA VPN CLI 9.16
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B o Cisco
VPN 3000 | ASA PIX /
IPsec-AllonPassnd-Sore | Y 0=
1=
IPsec-Authentication | Y 0=
1 =RADIUS
2 =LDAP
3=NT
4=SDI RSA
5=
6 = RADIUS with Expiry
7 = Kerberos Active Directory
IPsec-Auth-On-Rekey | Y 0=
1=
IPsec-Backup-Senver-Lit | Y
IPsec-Backup-Servers | Y 1=
2=
3=
IPsec-ClientFrenelHHter-
Name
IPsec-ClientHrenelHHler- | Y 0=
Optional
1=
IPsec-Default-Domain | Y 1
1
255
PeBEatdAhORley Y
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VPN VPN

LDAP Cisco .
VPN 3000 | ASA PIX /

IPecIKEPeD-Chedk | Y 1=

2=

3=
IPsec-IP-Compression | Y 0=

1=
IPsec-Mode-Config | Y 0=

1=
IPsec-Over-UDP  |Y 0=

1=
IPsec-Over-UDP-Port | Y 4001 49151 10000
PRy iel(rifendCrtdy | Y 0=

1= FW Are-You-There

AYT

2 = Policy pushed CPP

4=
IPsec-Sec-Association
IPsec-Split-DNSNames | Y
1
255

IPssc Splie TunndlingPolicy | Y 0=

1=

2= LAN
IPsec-Split-Tunnel-List | Y
IPsec-Tunnel-Type | Y 1 =LAN-to-LAN

2=
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Cisco

VPN

veN |

VPN 3000 | ASA PIX
L2TP-Encryption
2=40
4 =128
8=
15=40/128 /
LZTPIVPPCCarpessn 0=
1=
MS-Client-Subnet-Mask | Y IP
PFS-Required Y 0=
1=
Port-Forwarding-Name | Y
Corporate-Apps
PPTP-Encryption
2=40
4 =128
15=40/128 /
PPTPMPPCCampresn 0=
1=
Primary-DNS Y IP
Primary-WINS Y IP
Privilege-Level 15
3 Cisco ASA VPN CLI 9.16
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VPN VPN
LDAP Cisco .
VPN 3000 | ASA PIX
Required-Client- |Y 1= Cisco Integrated Client
Firewall-Vendor-Code
2 =Zone Labs
3 = NetworkICE
4 = Sygate
5= Cisco Intrusion Prevention
Security Agent
Required-ClientFirewall- | Y —
Description
Required-ClientFirewall- | Y
Product-Code 1 = Cisco Intrusion Prevention Security
Agent Cisco Integrated Client
CiC
Zone Labs
1=2Zone Alarm
2 = Zone AlarmPro
3 = Zone Labs Integrity
NetworkICE
1 = Blacklce Defender/Agent
Sygate
1 = Personal Firewall
2 = Personal Firewall Pro
3 = Security Agent
Recuire-HW-Client-Auth | Y 0=
1=
Reuieindvd alUss-Auh | Y 0=
1=
Secondary-DNS Y IP
Secondary-WINS |Y P
SEP-Card-Assignment
cLl




VPN veN |
B o Cisco
VPN 3000 | ASA PIX
Simultaneous-Logins | Y 0 2147483647
Strip-Realm Y 0=
1=
TACACS-Authtype | Y —
TACACSPiviegeLew | Y —
Tunnel-Group-Lock Y
none
Tunneling-Protocols | Y 1=PPTP
2=L2TP
4 =1PSec IKEvl
8 = L2TP/IPSec
16 = WebVPN.
32=SVC
64 = IPsec IKEv2
8 4
0 11 16 27 32 43 48 59
Use-Client-Address 0=
1=
User-Auth-Server-Name IP /
User-Auth-Server-Port | Y
User-Auth-Server-Secret
WebVPN-ACL-Filters Webtype
VVAINATAQ e | Y 0=
1=
8.0
3 Cisco ASA VPN CLI9.16
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VPN VPN

LDAP Cisco .
VPN 3000 | ASA PIX /
WOVANCIiS otErete | Y 0=
1=
8.0
WEVPNEebefundios
WHVAINBEdeeSawe-
Address
WHVINBdaeSawe-
NETBIOS-Name
WHVANFRAGESEHE | Y 0=
1=
WOMHSxeBondoHae | Y 0=
1=
WEOVPNFHE SverEry- | Y 0=
Enable
1=
WEVPNFaowadsdPas
WebVPN-Homepage | Y URL
http://www.example.com
VWOANVIGS b\ | Y URL
Cisco ASA Series VPN CLI
Configuration Guide Configure an
External AAA Server for VPN
https://www.cisco.com/c/en/us/support/
security/
adaptive-security-appliance-asa-software/
products-installation-and-configuration-guides-listhtml
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VPN veN |
B o Cisco
VPN 3000 | ASA PIX
WOHANVIS A | Y URL
Cisco ASA Series VPN CLI
Configuration Guide Configurean
External AAA Server for VPN
https://www.cisco.com/c/en/us/support/
security/
adaptive-security-appliance-asa-software/
products-installation-anchoonfiguration-guides-listhtml
W&VPNPotFowadg- | Y 0=
Auto-Download-Enable
1=
W&EVPNFPotFowadg: | Y 0=
Enable
1=
W&EHVPNPatFowadg- | Y 0=
Exchange-Proxy-Endble
1=
WEVPNFPotFowadg- | Y 0=
HTTP-Proxy-Enable
1=
WHVPNSIgeSgnOn: | Y 0=
Server-Name
1=
WHVANSVCCETDD | Y 0=
1=
VWVAINSVCCampesin | Y 0=
1=
WebVPN-SVC-Endble | Y 0=
1=
VWOVINSVCGRnaLCD | Y 0=
n= 30 3600
VWEOVPNSVCKeee | Y 0=
n= 15 600
3 Cisco ASA VPN CLI 9.16
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| VPN VPN

ACL URL B
VPN 3000 | ASA PIX /
VVANSVCKapEreE | Y 0=
1=
VVANSVCRieAVHT] | Y 0=
1=SSL
2=
3= SSL
VOVAINSVCRie/Raid | Y 0=
n=
4 10080
VOVANSVCReyiedErak | Y 0=
1=
VOVANURLETyEeE | Y 0=
1=
WebVPN-URL-List URL
ACL URL
URL URL
URL
URL https:// post:// ssh://
cifs:// ica:// rdp:// telnet://
citrix:// imap4:// rdp2:// vnc://
citrixs:// ftp:// smart-tunnel://
http:// pop3:// smtp://

CLI 3 Cisco ASA VPN CLI9.16 .
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. Cisco-AV-Pair  ACL

Cisco-AV-Pair ACL

. IPsec SSL VPN Client SVC
Cisco-AV-Pair ip:inacl#
« SSL VPN
Cisco-AV-Pair webvpn:inacl#
» Webtype ACL ASA
15:ASA
ip:inacl# Num= Num AV
IPsec SSLVPN SVC
webvpn:inacl# Num = Num SSL
AV
deny
icmp ICMP
1 ICMP
1P IP
0 IP
[TCP] TCP
[6] TCP
uDP User Datagram Protocol UDP
17 User Datagram Protocol UDP
host
log
permit and log deny and log

. CLI 3 Cisco ASA VPN CLI 9.16



| VPN VPN
Cisco-AV-Pair .
It
gt
€q
neq
range range 2
Cisco-AV-Pair
Cisco Attribute Value AV ID 26/9/1 RADIUS
Cisco ACS LDAP LDAP
Cisco-AV-Pair
[Prefix] [Action] [Protocol] [Source] [ Source Widcard Mask] [ Destination] [ Destination Wi ldcard
Mask] [Established] [Log] [Operator] [ Port]
16 : AV-Pair

deny permit
Destination IP
any IP Source
Wildcard Mask
Destination Wildcard Mask
FILTER 9
greater than lessthan equal to not equal to
[ Port ] TCP UDP 0 65535
[ Prefix ] AV ip:inacl#l=
webvpn:inacl# SSL VPN
AV
IP 0 255 icmp igmp ip
tcp udp
c 3 Cisco ASA VPN CLI 9.16
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. Cisco-AV-Pair  ACL

VPN veN |

Source

any
Wildcard Mask

IP Source
ASA
SSL VPN

Source Wildcard Mask

ASA
SSL VPN

Cisco-AV-Pair  ACL

\)

Cisco AV

inacl#

ACL #

1 2 3 4

5 45 135

17 : Cisco AV /

Cisco-AV-Pair

ip:inacl#l=deny ip 10.155.10.0
0.0.0.255 10.159.2.0 0.0.0.255 log

IPsec

SSL VPN 2

ip:inacl#2=permit TCP any host
10.160.0.1 eq 80 log

IPsec

SSL VPN
80 TCP

webvpn:inacl#l=permit url
http://wmw .example.comwebvpn: inacl#2=deny|
url

smtp://serverwebvpn: inacl#3=permit
url cifs://server/share

URL
SMTP
CIFS

SSL VPN

webvpn:inacl#l=permit tcp 10.86.1.2
eq 2222 logwebvpn:inacl#2=deny tcp
10.86.1.2 eq 2323 log

SSL VPN 2323 2222

Telnet

SSH

webvpn:inacl#l=permit url
ssh://10.86.1.2webvpn: inacl#35=permit|
tcp 10.86.1.5 eq 22

logwebvpn: inacl#48=deny url
telnet://10.86.1.2webvpn: inacl#100=deny|
tcp 10.86.1.6 eq 23

SSL VPN 22 SSH

23
Telnet

Telnet ACL

SSH Java

. CLI 3 Cisco ASA
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| VPN VPN

Active Directory/LDAP VPN

Microsoft Active Directory

» AnyConnect

. Time-of-Day

Cisco.com

Active Directory/LDAP VPN B

ASA

345

IP 348

350
353

ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example

PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login

LDAP
VSA LDAP 1 Cisco LDAP
IPsec VPN AnyConnect

AD LDAP [General]

[Office]

physicalDeliveryOfficeName ASA physicalDeliveryOfficeName

Cisco Bannerl
ASA physicalDeliveryOfficeName Cisco

Bannerl

1 [Properties] [General] AD/LDAP
physicalDeliveryOfficeName [Office]
CL 3 Cisco ASA VPN CLI 9.16
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Userl Properties i _ﬂﬂ
TerminalServicss Profle | ©OM+ | Exchange Ganeral
o rT—
T
< e BtEn D Window  Help Member OF | Digkin | Erwiorment | Sessiors | Femote contiol
- EmE fBXEE E5| E?|*i!i§ # v Genersl | Addecs | Account | Fiofle | Telephones | Diganization
qﬁ Active Directory Usess and Computer | Usees 31 objects ﬁ g
-] Saved Gueries e G 5
=39 demo, cisco.com DnstdaneFr Security Grou -
i E-_J ?"'tr‘ ¢ Dnmaln Admins  Security Grou i [ser - i |
":‘"J‘El' “"pl”_l cr:nt-rnllam £ oomain Com... Securty Grau '
_| Forag'SEmrltyPnncpah Domain Conk., EEEI.II"!h-' Erou Last name: I
i Domain Guests  Security Grou
Domain Users  Security Grow Diigplay name: ILlsurT
Enterprlse: &... Security Grou ujis
€0 e changs Do... Securty Groy  DEsermlion |
m Exchangs En... Security Grou Lk "
Group Policy ... Security Grou s I e LA *
Guest User - —
HelpServices.,.  Security Grou §
I15_WPG csaurty aoufl [ R L
£ 1wse_roc User E-alt [
€ IWaAM_PDC  User
Marketing Security Grou ‘web paga: I Otthes...
RASand 185 .., Security Grou
Sales Security 5rou
€5 schema fdmns  Security Grou -
€y SUPPORT_38.., User [ ok | concel Apply | He |
mTulnutChnls Securiby & o s =
€ userr User
aq ’ I ._'i mwms Users Security Group .., Members whi have visw-,., - o
2 ASA LDAP
Banner AD/LDAP physicalDeliveryOfficeName  Cisco Bannerl

hostname(config)# ldap attribute-map Banner
hostname(config-ldap-attribute-map)# map-name physicalDeliveryOfficeName Bannerl

LDAP AAA

AAA MS_LDAP 10.1.1.2 AAA
Banner

hostname(config)# aaa-server MS_LDAP host 10.1.1.2
hostname(config-aaa-server-host)# ldap-attribute-map Banner

3 Cisco ASA VPN CLI 9.16
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VPN VPN

LDAP B

LDAP

IPsec VPN AnyConnect
Userl SSL VPN
LDAP [Organization] [Department]
[Department]  Cisco IETF-Radius-Class
ASA [Department] IETF-Radius-Class
Userl
1 [Properties] [Organization]

[Department] Group-Policy-1

4 Active Directory Users and Computers i _.Jﬂll‘.l

i i= Kl
e Userl Properties ol .3.].’..‘.' le

Member OF | Dishn | Erwionmert | Sessions | Remete cortiel | —

:@ Active Directory Users and Computer | Users 33 objects

A ——c— Temminal Services Profle | COMs | Ewchange Genesal i
= @damn 3 o ety “D E ;e E-mail fddrasses ! Exchange Featues I Exchange sdvanc
S amaEn Com. .. C o
E‘E—: ?”hnt bt o] Genesl | Addiess | Account | Profile | Telephones — Diganization
i OMpUCers
(2] Damain Controlers gs::: 5::5 g:: Tite: | Y
- ForeignSecurityPrincipals g sl
£ Igsnrs: aia St g ’
- mExd'mngeDn... sec | Depatment IE"'M’M%":""l H_T
ﬁExchanqun... Sec
gsmup Policy ... Sec £ i I
Guest Use  ~Manager
gHebSawlr_es... Sec A
II5_WPG Sec Name: |
€ Wsk_pDC Use =
- toperties Cea
€ wam_PDC  Use Change. | __ Biope LE
Marketing Ser
RASand 1#5,.. Sec  Digctreports:
Sales Sec
Schema Admins  Sec
SUPPORT_3B... Use
Talnet Cents Smc
fRwNs Users Sec
€ Leary Lige
ﬁGruupl Sec
" N €0 croupz Sec 5l o
'|—‘—| ok | Concel aooh | Hee |} :
2 LDAP
AD Department  Cisco IETF-Radius-Class

hostname(config)# ldap attribute-map group_policy
hostname(config-ldap-attribute-map)# map-name Department IETF-Radius-Class

CLI 3 Cisco ASA VPN CLI 9.16 .



. AnyConnect

AnyConnect

.o

VPN

LDAP AAA
AAA MS_LDAP 10.1.1.2 AAA
group_policy

hostname(config)# aaa-server MS_LDAP host 10.1.1.2
hostname(config-aaa-server-host)# ldap-attribute-map group_policy

[Department] Group-policy-

hostname(config)# group-policy Group-policy-1 external server-group LDAP_demo
hostname(config-aaa-server-group)#

VPN Group-Policyl

EXEC debug Idap 255 ASA

[29] Authentication successful for userl to 10.1.
[29] Retrieving user attributes from server 10.1.
[29] Retrieved Attributes:

[29] department: value = Group-Policy-1

[29] mapped to IETF-Radius-Class: value = Group-Policy-1

1.2
1.2

veN |

1 ASA

IPsec SSL VPN
AnyConnect IP AnyConnect
Web1l IP
AD LDAP [ Dialin ] [ IP
Assign Static IP Address ] msRADIUSFramedIPAddress
Cisco IETF-Radius-Framed-IP-Address
ASA msRADIUSFramedIPAddress Cisco
IETF-Radius-Framed-IP-Address Userl
3 Cisco ASA VPN CLI 9.16



VPN

VPN

AnyConnect

1 [Properties]

Static IP Address]

[ asstme User 21

10.1.1.2

[Dial-in] [Assign
IP

ﬂ Admdnistr ator User - -
P Cert Publishers Serl Teminal Services Profle | COM+ | Exchange General
mDHCF Admiristrators Secul E-mail Addreszes l Exchange Features I Exchange Advanced
DHCP Usars Sepy  Oeneral | Addess | Account | Profile | Telephones | Oiganization
gnmmms ey MemberOf  ‘Diskin | Envicrment | Sessions | Remote contcl
P DnsUpdatsProxy Secul —Remote Access Pemission (Diakin o VPN] .
mDumain Admins Secul
Domain Computers Secul " Allow access
Ebnmain Controliers Secul " Deny access
B omsin Guests - | o iControl access thiough Remote Access Policyi
gDumain Users Secul ; £
Enterprise Admins SEeul
mExu:hange Ciomain Servers Secul [ Veriy Caller-|D: I
PR Exchangs Enterprise Servers Secur [ Callback Options
EGW Palicy Creator Owners Secul ' NoCallback
mgﬁi 2| Getby Caler (Routing and Femote Access Senvios ank)
B Guest User | " Always Callback to: [
gHestrvlcesGroup Secul
1I5_WPG Secu | Assign a Stalic P Address I T e —
7 wuse_poc Lser :
I rwam_poC User |1 ApplyStatic Boutes
gf“"m'nﬂ Secul | Define toutes to enable for this Diakin ST
RAS and IAS Servers Secul connechion. -
deﬁ Secul
gsdﬂna Admins Secul
SUPPORT _366945a0 User I—l
mTahatCIie;ts Secul oh oo i GEL I
ﬂ Liserl User
E VPN_User_Group Lser Welcome LDAP WPN_Liser...
£7 wieb1 User
EWIINE Users Security Group ... Members who have view-...
2 LDAP
[Static Address] AD msRADIUSFramedIPAddress  Cisco

IETF-Radius-Framed-IP-Address

hostname(config)# ldap attribute-map static_address
hostname(config-ldap-attribute-map)# map-name msRADIUSFramedlPAddress

IETF-Radius-Framed-1P-Address

3 LDAP AAA
AAA MS_LDAP

CLI 3 Cisco ASA

10.1.1.2

AAA

static_address

VPN CLI9.16
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hostname(config)# aaa-server MS_LDAP host 10.1.1.2

VPN

hostname(config-aaa-server-host)# ldap-attribute-map static_address

vpn-address-assignment AAA

hostname(config)# show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname(config)#

veN |

ASA  AnyConnect ASA
IP
show vpn-sessiondb svc
hostname# show vpn-sessiondb svc
Session Type: SVC
Username : webl Index 31
Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel
Encryption : RC4 AES128 Hashing : SHA1
Bytes Tx : 304140 Bytes Rx > 470506
Group Policy : VPN_User_Group Tunnel Group : Groupl_TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007
Duration : Oh:01m:48s
NAC Result > Unknown
VLAN Mapping : N/A VLAN I none
LDAP
[Dialin] Cisco
Tunneling-Protocol
1 PPTP
2 L2TP
4 IPsec  IKEv1
8 L2TP/IPsec
16 SSL
3 Cisco ASA VPN CLI 9.16



VPN VPN

32 SSL AnyConnect SSL VPN
64 IPsec IKEv2
! 1 IPsec L2TP over IPsec 4 8
2 2 1
[Allow Access] TRUE [Deny Access] FALSE

ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Example

1 [Properties] [Dial-in] [Allow
Access]

CLI 3 Cisco ASA VPN CLI9.16 .
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http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008089149d.shtml

.o

Userl Properties B

Teminal Services Profile I COM+ l Exchange General
E-malAddiesses | Eschange Features |  Exchange Advanced
General | Address | Account i Profile | Telephones | Organization
Member OF  Diakin | Envionment | Sessions |

~ Remote Access Permizsion [Diakin or WPHN]

2l

Remote contral |

* Allow access

" Deny access

= i S oywhonbesfogion |

" Control access through Remate Access Policy

[~ Vefy CallerD:
— Callback Options

' No Callback

(" Set by Caller [Routing and Remate Access Service only]

" Always Calback to: |

I Assign a Static IP Address I

1 Apply Static Routes

Define routes to enable for this Dialin
connection.

Static Houtes .. |

[Control access through the Remote Access Policy]
ASA

2 IPsec  AnyConnect

a) tunneling_protocols

hostname(config)# ldap attribute-map tunneling_protocols

b) [Allow Access] AD msNPAllowDialin

VPN veN |

330376

SSL

Cisco Tunneling-Protocols

hostname(config-ldap-attribute-map)# map-name msNPAllowDialin Tunneling-Protocols

0)

hostname(config-ldap-attribute-map)# map-value msNPAllowDialin FALSE 48
hostname(config-ldap-attribute-map)# map-value msNPAllowDialin TRUE 4

3 Cisco ASA VPN CLI 9.16



VPN VPN
Time-of-Day

3 LDAP AAA
a) AAA MS_LDAP 10.1.1.2  AAA

hostname(config)# aaa-server MS_LDAP host 10.1.1.2

b) tunneling_protocols

hostname(config-aaa-server-host)# ldap-attribute-map tunneling_protocols

SSL
IPsec
IPsec

Time-of-Day
SSL
AD [Office]
physicalDeliveryOfficeName ASA

Cisco Access-Hours ASA
physicalDeliveryOfficeName Access-Hours

1 [Properties] [General]

CLI 3 Cisco ASA VPN CLI9.16 .




VPN

veN |

Time-of-Day

— 3
. 1] .
|&h Ble  petion  Wiew Window Heb | | | | =lel ]
| e - Member OF Dialin Enviionment | Sessions | HAemote control = |
. [ #
e @@ 30 XPPR|R|BBWY " rnsevesboie | oo Eachange Gerera
({p .flftru'e Directory Lsers and Compuber | Users 33 obijects E-mail Addiezses Exchange Features E=change Advanced
-0 Seved Queries Nawe General | Addess | Account | Fiofle | Telephones | Diganization <]
= i@ m’i:ﬂm Dioenin Adming
)l i
- (7 Compaters Dtrnn!n Computers g Uszenl
= - Domain Contralers
R Domain Conkralkers B Bels
- (] ForeignSecuricyPrincipals 02:: U::s
Users Eirst name: Lzen Iritiasts:
a Entuprise»‘\d'rlns i [
€T Exchange Doman Servers Last name: |
mExl:hanua Enterprise Sarvers
€71 Group Policy Creator Owners Digplay name: [Usen
Guest D 1
HedpServicesGroun Lot J
s wes Difics: [Paner
£ sk _poC
£ twam_poc
€TIRAs ard 185 Servers Telaphone number: | Dbt
ﬂSchema Adimins
SUPPORT_38E945aD E-mai: JUml'l@dEmn:i::n.:nm
TelnetChents
[ Webpage | _he. |
E users
E WPH_User _Group
3 web1 =
. - - Ok | Cecel | e | e -
access_hours [Office] AD

physicalDeliveryOfficeName

Cisco

Access-Hours

hostname(config)# ldap attribute-map access_hours
hostname(config-ldap-attribute-map)# map-name physicalDeliveryOfficeName Access-Hours

LDAP
AAA

AAA

MS_LDAP

10.1.1.2 AAA

access_hours

hostname(config)# aaa-server MS_LDAP host 10.1.1.2
hostname(config-aaa-server-host)# ldap-attribute-map access_hours

hostname(config)# time-range Partner
hostname(config-time-range)# periodic weekdays 09:00 to 17:00

3 Cisco ASA
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SSL VPN

ASA 9.17(1) SSL VPN
9.17(1)

. SSL VPN 357

. SSL VPN 358

. SSL VPN 358

. SSL VPN 360

SSL VPN

SSL VPN SSL Web
SSL VPN
A\
SSL VPN
/
SSL VPN
Web ASA VPN
HTTP Web
Web
. Web
* Web

CLI 3 Cisco ASA VPN CLI9.16




SSL VPN

* NT/Active Directory
* Microsoft Outlook Web Access Exchange Server 2010 2013
« Microsoft Web App to Exchange Server 2010 8.4(2)

« Application Access TCP

SSL VPN  Secure Sockets Layer SSL
Layer Security SSL/TLS1

HTTP

SSL VPN

SSL VPN

ASA SSL VPN
VPN Cisco ASA 5500

SSL VPN

* ActiveX ActiveX
activex-relay

shutdown.webvpn.relay.

* ASA MozillaFirefox MSEdge Google Chrome macOS
CIFS Web

* DoD Common Access Card SmartCard Safari

* ASA SSL VPN DSA

. ASA

. CLI 3 Cisco ASA VPN CLI 9.16

ASA

Linux

SSLVPN |

Transport

Windows

RSA


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

SSL VPN

SSLVPN B
. vpn-filter
SSL VPN
* NAT PAT
* ASA police  priority-queue QoS
*« ASA set
connection

e AnyConnect  Web
WebVPN Web
ASA  AnyConnect

. SSL VPN Java Runtime Environment JRE
macOSv10.12 Java macOS
Java http://java.com/en/download/fag/java_mac.xml
. VPN RADIUS
VPN
Framed-1P-Address 3 VPN
RADIUS weblaunch
3 VPN RADIUS
3
IP
3
« HTML RFC 2616
* Java WebVPN Java Oracle Forms
. WebVPN JavaScript
. WebVPN CRLF
ASA

CLI 3 Cisco ASA VPN CLI9.16



http://java.com/en/download/faq/java_mac.xml

SSLVPN |

SSLVPN
. CSP
. WebVPN Angular
. WebVPN Cross-Origin Resource Sharing CORS
. WebVPN HTML5 Javascript Blog API
* WebVPN Fetch API
. WebVPN MDM RADIUS
0-Select-a-group
1-AAA  2-Certificate
. ASA

.o

SSL

Connection failed, Server "<DNS

SSL VPN

AnyConnect
Client Secure Mobility
AnyConnect 4.4 ASA
Services Engine ISE Web
WSA VPN
3 Cisco ASA VPN CLI 9.16

name>" unavailable.

BYOD

ISR CSR ASR
CWS

AnyConnect Plus Apex
AnyConnect VPN
Identity
Web



SSL VPN

SSLVPN B

AnyConnect http://www.cisco.com/c/dam/en/us/products/
collateral/security/anyconnect-og.pdf

CLI 3 Cisco ASA VPN CLI9.16 .
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SSLVPN |
SSL VPN

. CLI 3 Cisco ASA VPN CLI 9.16
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SSLVPN

ASA 9.17(2) SSL VPN
9.17(1)
Duo AnyConnect
« URL 363
. URL 364
. 364
. 367
. 374
. 380
* SharePoint 383
« Virtual Desktop Infrastructure VDI 383
* SSL 387
. / 393
URL
ASA Web HTTPS CIFS RDP
SSL VPN ASA
URL Web
URL Web
Web ACL
URL

CLI 3 Cisco ASA VPN CLI9.16 .
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URL

7: URL

il SSL VPN Service

CISCO
! : &
@ Sl Address | hitp ff__—\‘;ﬂ'lwww cisco.com } Brovise } gr'_
Q\. Weh Annlicatinns 2
8: URL
3 Ad;es?}* hitps: /fsic cisca, com/+CSC0+00756 7676 33A2F 2FE AG A AZE T 07666706 22ET062 TA++| v| Go Links
.Ill.lll. Werldwide [change] Log In | Account | Registem
cIsco |search |Go.
.
4 Products & i Training & Partner 3
Solut] A Ord S rt
g Services reerg HRES Events Central %
SSL VPN
SSLVPN
1 SSL VPN
webvpn
2 HTTP/HTTPS URL
url-entry
3 URL
url-entry disable
ASA  trustpool trustpool CA
ASA Web

. CLI 3 Cisco ASA VPN CLI 9.16



| SSLVPN

trustpool .

crypto ca import default

HTTPS Web
CA Web
CA

SSL VPN SSL

ASA 9.0 SSL VPN CA
SSL

[Configuration] > [Remote Access VPN] > [Certificate Management] > [Trusted Certificate Pool]
https SSL

\)

ASA trustpool  Cisco 10S trustpool

trustpool
Smart Call Home ASA
Smart Call Home Call Home
CA ASA
CA
Smart Call Home trustpool
1 | trustpool ciscoasa(config-ca-trustpool)#
auto-import-url Default
ASA
URL
Cisco URL 22
2 ciscoasa(config-ca-trustpool)#
URL auto-import url http://www.thawte.com

CLI 3 Cisco ASA VPN CLI9.16 .
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. trustpool

3 ciscoasa(config-ca-trustpool)#
auto-import time 23:23:23

4 URL ciscoasa(config-ca-trustpool)#
auto-import time 23:23:23 url
http://www.thawte.com

trustpool

trustpool

show crypto ca trustpool policy

0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress
Last import result: Not attempted N/A
Current Jitter: O

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios_core.p7b
Download time: 22:00:00

Policy Overrides:
None configured

CA Trustpool

trustpool

clear configure crypto ca trustpool

. CLI 3 Cisco ASA VPN CLI 9.16



SSL VPN

N

B~ w

[Revocation Check]

[Certificate Matching Rules]
AnyConnect

[CRL Options] CRL
[Automatic Import]

[Enable Automatic Import]
ASA 24

ASA
Web
SSL VPN
* Cisco
* ASA
« ASDM URL
CLI 3 Cisco ASA

URL

SSL VPN

CLR OCsP
SSL
1 1440 24
CA
CA
CA
ASA
ASA
jar
[Address]
VPN CLI 9.16




.o

SSLVPN |

18: SSL VPN
[Address]
ica Citrix MetaFrame Services ica://
rdp Terminal Servers rdp://
rdp2* Terminal Servers Vista rdp2://
ssh,telnet ssh://
Telnetservices vl V2 telnet://
vnc Virtual Network Computing services vnc://
*
SSLVPN
[Address] URL
SSO
. ASA SSL VPN
. SSO
SSO
. ActiveX Oracle Java JRE
VPN Cisco ASA
5500
3 Cisco ASA VPN CLI 9.16
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SSL VPN

\}

Remote Desktop Protocol

. SSO
SSL VPN
RADIUS
ASA
ASA SSL VPN
SSL CN IP
ASA FQDN

System32\drivers\etc\hosts

1 SSLVPN ASA

show running-config

2 ASA SSL
FQDN

CLI 3 Cisco ASA VPN CLI9.16
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SSLVPN |

Java
SSL VPN Web
ASA SSL VPN
show running-config
19:
RDP Windows Vista Windows 2003 R2 Microsoft | http://properjavardp.sourceforge.ne
Terminal Services
ActiveX
RDP RDP2
RDP RDP2
5.1
5.2
RDP2 | Windows Vista Windows 2003 R2 Microsoft
Terminal Services
ActiveX
RDP2
RDP
SSH Secure Shell-Telnet http://javassh.org/
Secure Shell vl V2
Telnet
JavaSSH
SSH
3 Cisco ASA VPN CLI 9.16


http://properjavardp.sourceforge.net/
http://javassh.org/

SSL VPN

VNC Virtual Network Computing http://www.tightvnc.com/
VNC

Cisco Adaptive Security Appliance Software Download

\}

ASA import webvpn plug-in protocol
csco-config/97/plugin
ASA ASA

1 ASA
import webvpn plug-in protocol [ rdp | rdp2 | [ ssh | telnet ]| vnc] URL

SSH Telnet ssh,telnet
Secure Shell Telnet

TFTP FTP URL Jar

hostname# import webvpn plug-in protocol ssh,telnet
tftp://local_tftp_server/plugins/ssh-plugin.jar

Accessing
tftp://local_tftp_server/plugins/ssh-plugin_jar. . 111 IRERRRRRRRRRRRRRNRRRRRRERNNIDDINTLE]
Writing file disk0:/csco_config/97/plugin/ssh. ..
frrrpnnpnnpnnnpnnpRRERRRRRLERRLRRLRRRLRERRRRIRRIRRLIRRINRRLIRNIRNILLLI LR

238510 bytes copied in 3.650 secs (79503 bytes/sec)
2 SSL VPN

ASA

revert webvpn plug-in protocol protocol

CLI 3 Cisco ASA VPN CLI9.16 .
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http://www.cisco.com/cisco/software/release.html?mdfid=279916880&softwareid=282829226&release=1.1.1&relind=AVAILABLE&rellifecycle=&reltype=all

. Citrix XenApp Server

hostname# revert webvpn plug-in protocol rdp

Citrix XenApp Server

ASA  Citrix
ASA

Citrix

Citrix

XenApp Server

2 Citrix

Citrix Web
[Find]

SSL VPN
Citrix XenApp Server Client

Citrix XenApp
Citrix
Citrix
Citrix
Web ica-plugin.zip
Citrix
Citrix Java

SSLVPN |

SSL VPN

SSL VPN

Citrix Web Interface
Citrix

[Citrix Receiver] [Receiver for Other Platforms]

[Receiver for Java]

ica-plugin.zip

* JICA-configN.jar

« JICAENgN.jar

. CLI 3 Cisco ASA

VPN CLI 9.16


http://www.cisco.com/cgi-bin/Software/Tablebuild/doftp.pl?ftpfile=cisco/crypto/3DES/ciscosecure/asa/customer/ica-plugin.zip&app=Tablebuild&status=showC2A
http://www.citrix.com/English/SS/downloads/details.asp?dID=2755&downloadID=20731&pID=186

SSL VPN

4 Citrix Java EULA Web
5 ASDM EXEC CLI

import webvpn plug-in protocol ica URL

URL IP ica-plugin.zip

Citrix SSO
URL

ica://10.56.1.114/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

6 SSLVPN Citrix
URL

Client for Java Administrator’s Guide

1 SSL VPN Java

hostname# show import webvpn plug
ssh
rdp
vnc
ica

hostname show import webvpn plug detail
post GXN2BIGGOAOkBMibDQsMu2GWZ3Q= Tues, 29 Apr 2008 19:57:03 GMT
rdp fHeyRelOUWDCQAL9HdTs PnjdBoo= Tues, 15 Sep 2009 23:23:56 GMT

CLI 3 Cisco ASA VPN CLI9.16 .
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.o

TCP
 Lotus Notes
» Microsoft Outlook
« Microsoft Outlook Express
* Perforce
* Sametime
e Secure FTP  FTP over SSH
* SSH
* Telnet
* Windows Terminal Service
* XDDTS

TCP
UDP
SSL VPN
ASA

3 Cisco ASA VPN CLI 9.16

SSL VPN

TCP

TCP
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SSL VPN

Oracle Java
b10
* macOS 10.12 Safari
1
* https://example.com/
* https://example.com
ASA URL
Internet Explorer
Windows 7 SP1
. TCP
SSL VPN
. UDP
. Microsoft Outlook Exchange

Microsoft Outlook Exchange Server

. PDA

. Java

Java

CLI 3 Cisco ASA

VPN CLI9.16

JRE 8ul3lbll 7uld4lbll 6ul51

ASA
Safari

URL
URL

Microsoft Windows 7 SP1

[Tools] > [Internet Options] > [Security]

TCP
TCP
22 SecureFTP
20 21 FTP

MAPI
Microsoft Office Outlook

Application Access

HTML




DNS

.o

. IP 127.0.0.1 ASA
ASA 127.0.0.2
ID IP hosts
IP
ASA
ASA ASA DNS
ASA
DNS
DNS
DNS
ASA
DNS example.com DNS
hostname(config)# dns server-group example.com
DefaultDNS

hostname(config-dns-server-group)# domain-name example.com

IP

hostname (config-dns-server-group)# name-server 192.168.10.10

webvpn

3 Cisco ASA

SSL VPN

VPN CLI 9.16

SSLVPN |

SSL VPN

127.0.0.3

Telnet



SSL VPN

5 SSL VPN

tunnel-group webvpn

SSL VPN

asa2(config-dns-server-group)# exit

ASA

asa2(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes

asa2(config-tunnel-webvpn)# dns-group example.com

ASA SSL VPN

1 ASA

show run webvpn port-forward

2 SSL VPN

webvpn

SSLVPN
TCP

CLI 3 Cisco ASA

VPN CLI9.16
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port-forward enable list name SSL
VPN Application Access > Start Applications

1 ASA

port-forward

port-forward auto-start <list name>

port-forward enable <list name>

port-forward disable

3 port-forward

[no] port-forward
no port-forward
port-forward

no port-forward [ auto-start <list name> | enable <list name> | disable]

3 Cisco ASA VPN CLI 9.16



SSL VPN

1 SSL VPN
webvpn

2 SSL VPN
group-policy webvpn username webvpn

3

port-forward auto-start list_name

list_name ASA SSL VPN

appsl

hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# port-forward auto-start appsl

4 ASA

show run webvpn port-forward

5 port-forward

no port-forward

1
port-forward auto-start list_name
list_name ASA SSL VPN
c 3 Cisco ASA VPN CLI 9.16
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port-forward [enable I<list name> | disable]

appsl

hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# port-forward enable appsl

show running-config port-forward

3 port-forward

no port-forward

port-forward disable

SSL VPN HTTPS
ASA CIFS FTP
SSL VPN CIFS FTP
CIFS
FTP SSL VPN
SSL VPN

IP
ASA

SSL VPN

CIFS FTP
SSLVPN

[Browse Networks] ASA

ASA

. CLI 3 Cisco ASA VPN CLI 9.16



| SSLVPN
CIFS B
WINS DNS

DNS SSL VPN
ASA CIFS/FTP

CIFS

\\server\share\subfolder\personal

CIFS
[Download] [Upload] [Copy] [Paste]

Web

CIFS 2 13
2 CIFS
cifs://server/<long-folder-name>

URL

cifs://server/Do you remember?
cifs://server/Do%20you%20remember%3F

)

WINS
ASDM URL
ASDM WINS
Browse Networks nbns-server
IP ServerA
ASA IP DNS

CLI 3 Cisco ASA VPN CLI9.16 .
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1 SSL VPN
webvpn

2 SSL VPN

tunnel-group webvpn

3 NetBIOS NBNS

nbns-server {IPaddress | hostname} [master] [timeout timeout] [retry retries]

* master

NBNS Windows Internet Naming Server

WINS WINS
3
* timeout ASA
1
2 1
30
o retries NBNS ASA
2

hostname(config-tunnel-webvpn)# nbns-server 192.168.1.20 master
hostname(config-tunnel-webvpn)# nbns-server 192.168.1.41
hostname(config-tunnel-webvpn)# nbns-server 192.168.1.47

4 NBNS

show tunnel-group webvpn-attributes

5 SSL VPN

SSLVPN

character-encoding charset

charset 40 http://www.iana.org/assignments/character-sets

. CLI 3 Cisco ASA VPN CLI 9.16
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| SSLVPN
SharePoint .

is0-8859-1 shift_jis ibm850

character-encoding file-encoding
Shift_JIS
webvpn page style
webvpn
no page style
Shift_JIS character-encoding
hostname(config)# webvpn
hostname(config-webvpn)# character-encoding shift_jis
hostname(config-webvpn)# customization DfltCustomization
hostname(config-webvpn-custom)# page style background-color:white
6 CIFS SSL VPN
CIFS
file-encoding {server-name | server-ip-address} charset
CIFS 10.86.5.174 IBM860
CP860
hostname(config-webvpn)# file-encoding 10.86.5.174 cp860
SharePoint
ASA SSL VPN
Microsoft Word ASA SharePoint
ASA Word
ASA
NTP ASA

Virtual Desktop Infrastructure VDI

ASA Citrix VMware VDI

CLI 3 Cisco ASA VPN CLI9.16 .
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B o

« Citrix ASA Citrix
Receiver

* VVMware

VDI

VDI

ASA

« XML XenApp XenDesktop

CSD Vault CSD

Citrix
Citrix Receiver Citrix

e AnyConnect ASA Citrix

* AnyConnect ASA Citrix

* Citrix
VDI

* RSA RSA SecurelD RSA
PIN PIN
PIN

Citrix

. CSD

. Md5 i0S
http://support.citrix.com/article/CTX132798

. CLI 3 Cisco ASA VPN CLI 9.16
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Citrix Mobile Receiver .
* SHA2 Citrix Web http://www.citrix.com/ Windows
« 1024
« HTTP Citrix Receiver
« XML XenApp XenDesktop
Citrix Mobile Receiver
Citrix ASA  Citrix VDI
VDI
Citrix VDI
1. AnyConnect Secure Mobility Client VPN ASA
2. Citrix Mobile Receiver Citrix Citrix
Citrix
ASA VDI
1. Citrix Mobile Receiver VPN  Citrix
ASA
VPN
Citrix ASA
ASA  Citrix ASA Citrix
ASDM VDI
AnyConnect
Citrix
1 Citrix Receiver ASA URL
2 Citrix XenApp VPN
3 Citrix VPN
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VDI
XenDesktop XenApp ASA Citrix Access Gateway
XenApp ASA ASDM
Citrix
VDI
http://www.youtube.com/watch?v=JMM2RzppaG8 ASA  Citrix
VDI
VDI
* [VDI Access] VDI
. VDI

configure terminal
group-policy DFItGrpPolicy attributes
webvpn
vdi type <citrix> url <url> domain <domain> username <username> password
<password>
configure terminal
username <username> attributes
webvpn
vdi type <citrix> url <url> domain <domain> username <username> password
<password>]

e type VDI Citrix Receiver citrix

eurl http https XML
XenDesktop URL
* username

* password

e domain

. CLI 3 Cisco ASA VPN CLI 9.16
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ssL B

SSL

1 SSL VPN

webvpn

2 URL

url-entry disable

SSLVPN  SSL TLS1

SSL VPN ASDM

8.0(2) ASA 443
SSL VPN ASDM
1 SSL VPN
webvpn
2 SSL VPN  SSL

port port_number

444 SSL VPN
https://<outside_ip>:444
SSL VPN

hostname(config)# http server enable

hostname(config)# http 192.168.3.0 255.255.255.0 outside
hostname(config)# webvpn

hostname(config-webvpn)# port 444
hostname(config-webvpn)# enable outside

CLI 3 Cisco ASA VPN CLI9.16 .




SSL VPN HTTPS

3 ASDM
http server enable

SSLVPN |

HTTPS ASDM 444
SSL VPN
443

https://<outside_ip>:444 ASDM
hostname(config)# http server enable
hostname(config)# http 192.168.3.0 255.255.255.0 outside
hostname(config)# webvpn
hostname(config-webvpn)# enable outside
HTTPS Web cookie

Web HTTP

Strict-Transport-Security HSTS

Web

http-headers: hsts-server;

http-headers ASA

* hsts-client HSTS

e enable HSTS
HSTS

* hsts-server ASA
HTTP

e enable HSTS
HSTS

¢ include-sub-domains

CLI 3 Cisco ASA

HSTS UA HTTPS Web

enable; max-age="31536000"; include-sub-domains; no preload

HTTP
http-headers
HTTP HSTS
HSTS HSTS
HSTS ASA

HTTPS

HSTS HSTS

Web HSTS

VPN CLI 9.16
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SSLVPN HTTPS B
S
HTTPS
HSTS
* max-age Web HSTS HTTPS
3153600 1 0 2147483647
* preload UA HSTS
UA UA

HSTS

* X-content-type-options

* X-XSS-protection

« content-security-policy ASA

» default-src CSP
<sources> URL

« frame-ancestors
applet HTML

1 SSL VPN

webvpn

2 outside

enable interface-name

CLI 3 Cisco ASA

Chrome
18 10,886,400

X-Content-Type-Options: nosniff

X-XSS-Protection: 1[; mode=block]

WebVPN Content-Security-Policy

URL self none

frame iframe object embed

<sources> URL URL
self none

SSL VPN

VPN CLI9.16
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3 http-headers http-headers http-header
ASA HTTP

hsts-client hsts-server enable

preload

4
5 include-sub-domains
6
7 HSTS

hsts max-age max-age-in-seconds

<0  31536000> 10,886,400 18
HSTS

hostname(config-webvpn)# http-headers
hostname(config-webvpn-http-headers)# hsts-server or hsts-client
hostname(config-webvpn-http-headers-hsts-srv)# enable
hostname(config-webvpn-http-headers-hsts-srv)# include-sub-domains
hostname(config-webvpn-http-headers-hsts-srv)# preload
hostname(config-webvpn-http-headers-hsts-srv)# max-age 31536000
hostname(config-webvpn-http-headers-hsts-srv)# content-security-policy enable
hostname(config-webvpn-http-headers-hsts-srv-content-security-policy)# default-src
"self" ,http,https://example.com
hostname (config-webvpn-http-headers-hsts-server-content-security-policy)# frame-ancestors
“"self” ,https://example.com

show running-config webvpn [hsts]

clear configure webvpn

ASA  HTTPS HTTP HTTPS

HTTP HTTPS
HTTP HTTPS
URL
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SSL VPN

10

PAC HTTP
PAC

SSL VPN
webvpn

HTTP HTTPS ASA

http-proxy and https-proxy

NTLM http-proxy

HTTP

http-proxy host [port] [exclude url] [username username {password password}]

HTTPS

https-proxy host [port] [exclude url] [username username {password password}]

PAC URL
http-proxy pac url

URL URL

exclude

URL JavaScript ASA

pac

password

HTTP HTTPS

password

CLI 3 Cisco ASA VPN CLI9.16 .
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12

13

14

15

16

17

18

.o

80 HTTPS

port

exclude

URL

URL

o * /

°?

* [x-y] X y
1 y 1

* [1x-y] 1

http-proxy pac
http://

http://
CLI

http-proxyhost

username

HTTP HTTPS

username

HTTP
209.165. 201.1

URL
512

SSLVPN |

HTTP
443 ASA
65535
URL
1
1 X ANSI
URL
)
HTTP
P
HTTP

hostname(config-webvpn)# http-proxy 209.165.201.1 user jsmith password

mysecretdonttell

URL

ASA HTTP

www.example.com

hostname(config-webvpn)# http-proxy 209.165.201.1 exclude www.example.com
username jsmith password mysecretdonttell

3 Cisco ASA VPN CLI 9.16

URL



| SSLVPN

SSL/TLS B

hostname(config-webvpn)# http-proxy pac http://WWw.exXamp le. com/pac

ASA
https-proxy

NTLM

SSL/TLS

SSL VPN

SSL

ASA

SSL VPN

http-proxy

Oracle Java
SSL
JRE
Cisco ASA 5500

PKI
HTTPS

MS Outlook MS Outlook Express Eudora

[Client-Server Plug-in] ASA

[Import]

1 http-proxy 1

http-proxy 1

CLlI
JRE
VPN
ASA SSL
SSL
SSL VPN

[Import Plug-ins]

3 Cisco ASA VPN CLI9.16 .
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SSLVPN |

.o

. [Delete]
Web
ASA
SSL VPN
ASA

» Cisco URL jar

* ASA csco-config/97/plugin

« ASDM  URL

. SSL VPN

[Address]
20: SSL VPN
[Address]
ica Citrix citrix://
rdp Terminal Servers rdp://
rdp2 Terminal Servers Vista rdp2://
ssh,telnet | SSH ssh://
Telnet telnet://
vnc VNC Client vnc://
S
ASA ASA
SSLVPN
3 Cisco ASA VPN CLI 9.16
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[Address] URL

\}

Java

ASA

open-source

A

Remote Desktop Protocol

. SSO
SSL VPN
RADIUS LDAP

. SSO

SSO
. GNU GPL

GPL
. ASA

CL 3 Cisco ASA VPN CLI 9.16
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B rr
. ActiveX Oracle Java JRE
64 RDP
ActiveX
RDP
RDP
1 [My Computer] [System Properties] [Advanced]
2 [Advanced] [Environment Variables]
3 [New User Variable] RF_DEBUG
4 [User variables]
5 8.3 SSL VPN
Cisco Portforwarder Control
C:/WINDOWS/Downloaded Program Files Portforwarder Control
[Remove]

6 Internet Explorer

7 SSL VPN RDP ActiveX RDP
Windows
1 ASA SSL VPN
2 FQODN ASA
SSL
SSL CN IP
ASA FQDN PC DNS
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HTML ASA B

System32\drivers\etc\hosts FQDN

HTML ASA

1 Web
import webvpn webcontent <file> <url>

hostname# import webvpn webcontent /+CSCOU+/login.inc tftp://209.165.200.225/1ogin.inc
1111* Web resource ~+CSCOU+/login.inc® was successfully initialized
hostname#

2
export webvpn customization <file> <URL>
hostname# export webvpn customization template tftp://209.165.200.225/sales_vpn_login
IR N NN NN NN RN
%INFO: Customization object "Template® was exported to tftp://10.21.50.120/sales
_vpn_login
3 full customization mode enable
ASA URL
<full-customization>
<mode>enable</mode>
<ur>/+CSCOU+/login.inc</url>
</full-customization>
4
hostname# import webvpn customization sales_vpn_login tftp://10.21.50.120/sales_vpn_login$
IR N NN N RN NN RN
%INFO: customization object "sales_vpn_login® was successfully imported
5

CLI 3 Cisco ASA VPN CLI9.16 .
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HTML ASA

hostname(config)# tunnel-group Sales webvpn-attributes
hostname(config-tunnel-webvpn)#customization sales_vpn_login

. CLI 3 Cisco ASA VPN CLI 9.16
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SSL VPN

ASA 9.17(1) SSL VPN
9.17(1)
Duo AnyConnect
» Microsoft Kerberos Constrained Delegation 399
. 407
. 411
. SSL VPN 413
Microsoft Kerberos Constrained Delegation
Microsoft ~ Kerberos Constrained Delegation KCD Kerberos
Web
Kerberos Constrained Delegation ASA ASA

ASA

ASA

CLI 3 Cisco ASA VPN CLI9.16
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KCD

Kerberos

Kerberos

Kerberos

Web SSO

SSL VPN Kerberos

KCD

Outlook Web Access OWA SharePoint

Information Server IS

Kerberos 2
IETF  Web
RFC 1510
* ASA KCD

» Windows Active Directory

» Windows Active Directory

. CLI 3 Cisco ASA VPN CLI 9.16

Kerberos

SSL VPN

http://www.ietf.org

ASA

SSLVPN |

Web
Internet

Kerberos


http://www.ietf.org

SSL VPN

KCD B

9:KCD
6

5

L]

s G

Q -~
Clientless webvpn user Kerberized server
A A
2
3
4
5
\/ \J
i
Domain Controller(KDC) 0
S
ASA ASA
userPrincipalName Windows Active Directory LDAP
1. ASA
URL
Web Web ASA
)
SSLVPN KCD RADIUS RSA/SDI LDAP

AAA

http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_aaa.html#wp1069492

2. HTTP

CLI 3 Cisco ASA VPN CLI9.16
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SSLVPN |

Kerberos
Kerberos ASA
3. ASA ASA
ASA
KCD
A\
1 3 Kerberos
ASA Kerberos
4, ASA
5. ASA
6. ASA Web
7. Web Kerberos
Kerberos
Kerberos
Kerberos Constrained Delegation Kerberos AAA
Active Directory AD
1 Kerberos AAA AAA

aaa-server server_group_name protocol kerberos

ciscoasa(config)# aaa-server MSKCD protocol kerberos
2 AAA AAA

max-failed-attempts number

. CLI 3 Cisco ASA VPN CLI 9.16
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Kerberos .

ciscoasa(config-aaa-server-group)# max-failed-attempts 2

number 1 5 3

reactivation-mode {depletion [deadtime minutes] | timed}

ciscoasa(config-aaa-server-group)# reactivation-mode depletion deadtime 20

depletion

deadtime minutes
0 1440
10

timed 30

Kerberos Kerberos

aaa-server server_group [(interface_name)] host server_ip

ciscoasa(config-aaa-server-group)# aaa-server MSKCD (inside) host 10.1.1.10

ASA

IPv4 IPv6

timeout seconds

Specify the timeout interval 1-300 seconds for the server; the default is 10 seconds. For each AAA
transaction the ASA retries connection attempts based on the interval defined on the retry-interval
command until the timeout is reached. AAA
max-failed-attempts AAA
ASA AAA

ciscoasa(config-aaa-server-host)# timeout 15

CLI 3 Cisco ASA VPN CLI9.16 .
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Kerberos

.o

retry-interval seconds

1 10 10

ciscoasa(config-aaa-server-host)# retry-interval 6

Kerberos TCP/88
ASA Kerberos

server-port port_number

ciscoasa(config-aaa-server-host)# server-port 8888

Kerberos

kerberos-realm name

Kerberos 64 Microsoft
Windows set USERDNSDOMAIN Kerberos Active Directory
name
EXAMPLE.COM  Kerberos

C:\>set USERDNSDOMAIN
USERDNSDOMAIN=EXAMPLE .COM

ASA name

ciscoasa(config-asa-server-group)# kerberos-realm EXAMPLE.COM

MSKCD Kerberos
EXAMPLE.COM

hostname(config)# aaa-server MSKCD protocol kerberos
hostname(config-aaa-server-group)# aaa-server MSKCD (inside) host 10.1.1.10
hostname(config-aaa-server-host)# kerberos-realm EXAMPLE.COM

3 Cisco ASA VPN CLI 9.16
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Kerberos Constrained Delegation KCD

Kerberos Constrained Delegation KCD

Kerberos Constrained Delegation KCD

DNS

KCD ASA
DC

DNS VPN
DNS

DNS

hostname(config)# dns domain-lookup inside

. DNS Active Directory AD
DNS DNS

EXAMPLE.COM 10.1.1.10

DefaultDNS

hostname(config)# dns server-group DefaultDNS
hostname(config-dns-server-group)# name-server 10.1.1.10 inside
hostname(config-dns-server-group)# domain-name EXAMPLE.COM

1 SSL VPN
webvpn

2 KCD

kcd-server kerberos server_group username user_id password password
[ validate-server-certificate]

* kerberos_server_group KCD Kerberos AAA
Kerberos 402

e username user_id

* password password

CLI 3 Cisco ASA VPN CLI9.16 .




. Kerberos Constrained Delegation

« validate-server-certificate
ASA

ciscoasa(config)# webvpn

ciscoasa(config-webvpn)# kcd-server MSKCD username administrator

password !ou8one2 validate-server-certificate

Kerberos Constrained Delegation

KCD

* show webvpn kcd

KCD

ciscoasa# show webvpn kcd

SSLVPN |

KCD state: Domain Join Complete

Kerberos Realm: EXAMPLE.COM

ADI version: 6.8.0_1252

Machine name: ciscoasa

ADI instance: root 1181 1178 O 15:35 ? 00:00:01 Zasas/bin/start-adi
Keytab file: -rW——————-— 1 root root 79 Jun 16 16:06 /etc/krb5_keytab

show aaa kerberos [username user_id]

Kerberos
ASA# show aaa kerberos
Default Principal Valid Starting
asa@example.COM 06/29/10 18:33:00

krbtgt/example.COM@example.COM
kcduser@example.COM 06/29/10 17:33:00
asa$/example.COM@example .COM
kcduser@example.COM 06/29/10 17:33:00
http/owa.example.com@example.COM

« clear aaa kerberos tickets [username user_id]

Kerberos

. CLI 3 Cisco ASA VPN CLI 9.16
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SSL
APCF
ASA
APCF
XML
ASA APCF
APCF ASA
TFTP
APCF
1 SSL VPN
webvpn
2 ASA APCF
apcf
APCF

hostname(config)# webvpn

SSL VPN
sed
APCF
2
HTTP
apcfl.xml
1440 fapcf
apcf2.xml

hostname(config-webvpn)# apcf flash:/apcf/apcfl.xml

hostname(config)# webvpn

Web
1 APCF
ASA
HTTPS
APCF
myserver HTTPS

hostname(config-webvpn)# apcf https://myserver:1440/apcf/apct2.xml

CLI 3 Cisco ASA

VPN CLI9.16




B e

APCF

CLI

APCF XML sed
XML

APCF
APCF

21 : APCF XML

SSLVPN |

APCF

<APCF>...</APCF>

APCF XML

<version>1.0</version>

APCF
1.0

<application>...</application>

XML

<id> text </id>

APCF

<apcf-entities>...</apcf-entities>

APCF

<js-object>...</js-object>

<html-object>...</html-object>
<process-request-header>...</process-request-header>
<process-response-header>...</process-response-header>
<preprocess-response-body>...</preprocess-response-body>

<postprocess-response-body>...</postprocess-response-body>

APCF

3 Cisco ASA VPN CLI 9.16
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APCF B

<conditions>... </conditions>

e http-version 1.1 1.0 0.9

« http-method get put post webc

« http-scheme  "http/* "https/"

oAt MANZY 0 | M

server-regexp

o MMt tAMLMZT M09 | ¥
server-fnmatch

* user-agent-regexp

« user-agent-fnmatch

* request-uri-regexp

« request-uri-fnmatch

. 2
AND

<action> ... </action>

e <do>

* <sed-script>

« <rewrite-header>
* <add-header>

* <delete-header>

CLI 3 Cisco ASA
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<do>...</do>

* <no-rewrite/>

* <no-toolbar/>
* <no-gzip/>
« <force-cache/>:

« <force-no-cache/>

« < downgrade-http-version-on-backend>
HT

<sed-script> TEXT </sed-script>

Sed
<conditions>
<rewrite-header></rewrite-header> <header>
HTTP
<add-header></add-header> <header>
<header>
<delete-header></delete-header> <header>
<header>
<header></header> HTTP
Conn
HTTP

<rewrite-header>
<header>Connection</header>
<value>close</value>
</rewrite-header>
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APCF

<APCF>
<version>1.0</version>
<application>
<id>Do not compress content from example.com</id>
<apcf-entities>
<process-request-header>
<conditions>
<server-fnmatch>*_example.com</server-fnmatch>
</conditions>
<action>
<do><no-gzip/></do>
</action>
</process-request-header>
</apcf-entities>
</application>
</APCF>

<APCF>
<version>1.0</version>
<application>
<id>Change MIME type for all .xyz objects</id>
<apcf-entities>
<process-response-header>
<conditions>
<request-uri-fnmatch>*_xyz</request-uri-fnmatch>
</conditions>
<action>
<rewrite-header>
<header>Content-Type</header>
<value>text/html</value>
</rewrite-header>
</action>
</process-response-header>
</apcf-entities>
</application>
</APCF>

raw

ASA Global Encoding Type Common Internet File System
CIFS
[Global Encoding Type]

CLI 3 Cisco ASA VPN CLI9.16
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CIFS

1 [Global Encoding Type]

* big5

* gh2312

* ibm-850

* i50-8859-1
« shift_jis

Shift_jis
Page Font]

* unicode
» windows-1252

* none

[none]

http://www.iana.org/assignments/character-sets

40

ASA

[Font Family]

3 Cisco ASA VPN CLI 9.16

SSL VPN

CIFS

SSL VPN

[Do Not specify]

SSL VPN

SSLVPN |

[Select



| SSLVPN

SSLVPN B
2 Global Encoding Type CIFS
IP ASA
3 CIFS SSL VPN
* big5
* gh2312
* ibm-850
* i50-8859-1
* shift_jis
Shift_jis [Select
Page Font] [Font Family] [Do Not Specify]
* unicode
» windows-1252
* none
[none] SSL VPN
http://www.iana.org/assignments/character-sets
40
ASA
Web MS Outlook Web App
ASA Microsoft Outlook Web App to Exchange Server 2010 Microsoft Outlook Web Access

to Exchange Server 2013
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.o

MS Outlook Web App

3 Cisco ASA
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URL

domain\username

SSLVPN |

SSLVPN



ASA 9.17(1) SSL VPN
9.17(1)
Duo AnyConnect
. SSL VPN 415
. SSL VPN 416
. SSL VPN 417
. 436
. SSL VPN 450
. 451
. SSL VPN 452

SSL VPN

SSL VPN

ASA RADIUS LDAP

CLI 3 Cisco ASA VPN CLI 9.16 .
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B SSLVPN

SSL VPN

SSL VPN
VPN
4
D
tunnel-group 2
22: SSL VPN
authentication
customization
exit SSL VPN
nbns-server CIFS NetBIOS nbns-server
group-alias
group-url 1 URL URL
URL
dns-group DNS
DNS

help
hic-fail-group-policy Cisco Secure Desktop Manager

Use Failure Group-Policy Use Success Group-Policy;, if criteria match

VPN

no
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SSLVPN B
override-svc-download AnyConnect VPN
pre-fill-username
proxy-auth
radius-reject-message RADIUS
secondary-pre-fill-username
without-csd CsD
SSL VPN
SSL
VPN 419
SSL VPN 428
activex-relay SSL VPN
Microsoft Office
ActiveX
ActiveX SSL VPN
auto-sign-on SSL VPN
1
customization
deny-message SSL VPN VPN
CL 3 Cisco ASA VPN CLI 9.16
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SSLVPN |

file-browsing

CIFS

NBNS

WINS

file-entry

filter

webtype

hidden-shares

CIFS

homepage

Web

URL

html-content-filter

HTML

http-comp

http-proxy

HTTP

NTLM http-proxy

ASA

keep-alive-ignore

port-forward

SSLVPNTCP

post-max-size

smart-tunnel

storage-objects

SvC

SSL VPN

unix-auth-gid

UNIX ID

unix-auth-uid

UNIX ID

url-entry

HTTP/HTTPS URL

url-list

URL

SSL VPN

.o

3 Cisco ASA
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SSL VPN
user-storage
SSL VPN Web ASA
VPN
SSL VPN HTTPS
Web
Web SSL VPN
SSL TLS1
ASA
HTTP
SSL VPN
SSL VPN
S
webvpn
SSL VPN webvpn
SSL VPN
webvpn
e customizations
« html-content-filter
» homepage
« filter
« url-list
* port-forward
* port-forward-name
* auto-signon
* deny message
« AnyConnect Secure Mobility Client
CL 3 Cisco ASA VPN CLI 9.16
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* keep-alive ignore

* HTTP compression

SSL VPN webvpn
webvpn
webvpn
webvpn
webvpn URL TCP
SSLVPN ACL
SSL VPN
webvpn
no webvpn
webvpn
no webvpn
FirstGroup webvpn

hostname(config)# group-policy FirstGroup attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)#

webvpn deny-message
SSL VPN VPN

hostname (config-group-webvpn)# deny-message value ''message'
hostname (config-group-webvpn)# no deny-message value ''message"’
hostname (config-group-webvpn)# deny-message none

no deny-message value
no deny-message none

491

deny-message value

. CLI 3 Cisco ASA VPN CLI 9.16
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SSLVPN B

Login was successful, but because certain criteria

have not been met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information.

group2
webvpn

hostname(config)# group-policy group2 internal

hostname(config)# group-policy group2 attributes

hostname(config-group)# webvpn

hostname(config-group-webvpn)# deny-message value "Your login credentials are OK. However,
you have not been granted rights to use the VPN features. Contact your administrator

for more information."™

hostname(config-group-webvpn)

SSL VPN
webvpn html-content-filter
SSL VPN Java ActiveX
HTML
no none
html-content-filter
no no
HTML
none

html-content-filter

hostname(config-group-webvpn)# html-content-filter {java | images | scripts |

cookies | none}

hostname(config-group-webvpn)# Nno html-content-filter [java | images | scripts

| cookies | none]

23 : filter
cookies
images <IMG>
java Java ActiveX <EMBED> <APPLET>
<OBJECT> <OBJECT>

CLI
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none

scripts <SCRIPT>
<SCRIPT> tags).

FirstGroup JAVA  ActiveX

hostname(config)# group-policy FirstGroup attributes
hostname (config-group-policy)# webvpn

hostname(config-group-webvpn)# html-content-filter java cookies images
hostname(config-group-webvpn)#

webvpn homepage
Web URL

homepage none
no no

homepage none

none SSL VPN

value url-string URL http://
https://

hostname (config-group-webvpn)# homepage {value url-string | none}

hostname(config-group-webvpn)# NO homepage
hostname(config-group-webvpn)#

auto-signon SSL VPN
NTLM
auto-signon

webvpn webvpn
webvpn 3
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SSLVPN ACL B
IP
URI no
no no
webvpn
10.1.1.0 10.1.1.255 IP anyuser
NTLM SSL VPN

URI https://*.example.com/*

hostname(config)# group-policy ExamplePolicy attributes
hostname(config—group—policy)#\Nebvpn
hostname (config-group-webvpn)# auto-signon allow uri https://*_example.com/*

auth-type all
hostname(config-group-webvpn)#

NTLM SSL VPN
255.255.255.0 IP 10.1.1.0

hostname(config)# group-policy ExamplePolicy attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn)# auto-signon allow ip 10.1.1.0 255.255.255.0

auth-type all
hostname(config-group-webvpn)#

SSL VPN ACL

webvpn filter
SSL VPN ACL filter
SSL VPN ACL

filter none ACL
no no
filter value none

filter SSL VPN ACL

ACL
filter ACL SSL
VPN

hostname(config-group-webvpn)# Filter {value ACLname | none}
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B =

hostname(config-group-webvpn)# no Filter

none webvpntype ACL
ACL ACL

value ACLname ACL

SSL VPN vpn-filter ACL

FirstGroup acl_in ACL

hostname(config)# group-policy FirstGroup attributes

hostname (config-group-policy)# webvpn
hostname(config-group-webvpn)# filter acl_in
hostname(config-group-webvpn)#

URL
SSL VPN URL
url-list
1
SSL VPN URL
URL webvpn
url-list
URL
url-listnone :
no no
URL url-list none

hostname(config-group-webvpn)# url-list {value name | none} [index]
hostname (config-group-webvpn)# Nno url-list

url-list
24 url-list
index
none URL
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SSL VPN
ActiveX Relay .

value name URL
url-list

FirstGroup FirstGroupURLs URL
URL

hostname(config)# group-policy FirstGroup attributes

hostname(config—group—policy)#\Nebvpn
hostname(config-group-webvpn)# url-list value FirstGroupURLs 1
hostname(config-group-webvpn)#

ActiveX Relay

ActiveX Relay SSL VPN
Microsoft Office
Microsoft Office
ActiveX SSL VPN

SSL VPN ActiveX
webvpn

activex-relay {enable | disable}

activex-relay

no activex-relay

SSL VPN
ActiveX
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn)# activex-relay enable
hostname(config-group-webvpn)
SSLVPN
webvpn port-forward
webvpn port-forward
SSL VPN
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port-forward

port-forward none

no
no
none

port-forward none
hostname (config-group-webvpn)# port-forward {value listname | none}
hostname(config-group-webvpn)# no port-forward

value listname SSL VPN

webvpn

port-forward

FirstGroup portsl
hostname(config)# group-policy FirstGroup internal attributes
hostname(config-group-policy)# Webvpn
hostname(config-group-webvpn)# port-forward value portsl
hostname(config-group-webvpn)#

webvpn port-forward-name
TCP
port-forward-name none
, no no
Application Access
port-forward none

hostname (config-group-webvpn)# port-forward-name {value name | none}
hostname (config-group-webvpn)# no port-forward-name

FirstGroup Remote Access TCP Applications

hostname(config)# group-policy FirstGroup internal attributes
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HTTP

SSL VPN

hostname(config—group—policy)#\Nebvpn
hostname (config-group-webvpn)# port-forward-name value Remote Access TCP

Applications
hostname(config-group-webvpn)#

keep-alive-ignore

ASA 0 900KB 4 KB

HTTP/HTTPS
webvpn keep-alive-ignore

hostname(config-group-webvpn)# keep-alive-ignore size
hostname(config-group-webvpn)#

no

hostname(config-group-webvpn)# no keep-alive-ignore
hostname(config-group-webvpn)#

5KB

hostname(config-group-webvpn)# keep-alive-ignore 5
hostname(config-group-webvpn)#

webvpn http-comp
SSL VPN HTTP

hostname(config-group-webvpn)# http-comp {gzip | none}
hostname(config-group-webvpn)#

no

hostname(config-group-webvpn)# no http-comp {gzip | none}
hostname(config-group-webvpn)#
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SSL VPN
. gz|p_
* none—
SSL VPN
compression webvpn webvpn
http-comp
sales

hostname(config)# group-policy sales attributes
hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# http-comp none
hostname(config-group-webvpn)#

SSL VPN

SSL VPN
webvpn
webvpn
SSL VPN Web ASA
VPN
SSL VPN HTTPS
Web Web
SSL VPN  SSL
TLS1
ASA
HTTP
webvpn URL
TCP SSL VPN
ACL

SSL VPN webvpn
webvpn

hostname(config-username)# webvpn
hostname(config-username-webvpn)#

webvpn
no

hostname(config-username)# NO Webvpn
hostname(config-username)#
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HTML

SSL VPN

HTML B

SSL VPN
“
webvpn
SSLVPN
webvpn
SSLVPN
webvpn

* customizations

* deny message

« html-content-filter

» homepage

« filter

* url-list

« port-forward

« port-forward-name

* auto-signon

» AnyConnect Secure Mobility Client

« keep-alive ignore

e HTTP compression

username anyuser attributes webvpn
hostname(config)# username anyuser attributes
hostname(config-username)# webvpn
hostname(config-username-webvpn)#
SSL VPN Java ActiveX
webvpn
html-content-filter
no html-content-filter none
no
no
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HTML html-html-content-filter none
HTML

hostname (config-username-webvpn)# html-content-filter {java | images | scripts
| cookies | none}

hostname(config-username-webvpn)# N0 html-content-filter [java | images | scripts
| cookies | none]

* cookies—

* images— <IMG>

* java—Java ActiveX <EMBED> <APPLET>
<OBJECT> <OBJECT>

* none—

e scripts <SCRIPT>
<SCRIPT> tags).

anyuser Java  ActiveX

hostname(config)# username anyuser attributes

hostname(config-username)# webvpn

hostname (config-username-webvpn)# html-content-Ffilter java cookies images
hostname(config-username-webvpn)#

SSL VPN Web
URL webvpn homepage
homepage none
no no
homepage none
none SSL VPN
value url-string URL http://

https://
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SSL VPN

hostname (config-username-webvpn)# homepage {value url-string | none}

hostname (config-username-webvpn)# N0 homepage
hostname(config-username-webvpn)#

anyuser Www.example.com

hostname(config)# username anyuser attributes

hostname(config—username)#\Nebvpn
hostname(config-username-webvpn)# homepage value www.example.com
hostname(config-username-webvpn)#

webvpn deny-message
SSL VPN VPN

hostname(config-username-webvpn)# deny-message value '‘message"’
hostname(config-username-webvpn)# no deny-message value ''message’
hostname (config-username-webvpn)# deny-message none

no deny-message value

no deny-message none

491

deny-message value

Login was successful, but because certain criteria
have not been met or due to some specific group policy, you do not have permission to use any of the

VPN features. Contact your IT administrator for more information.

anyuser
webvpn

hostname(config)# username anyuser attributes

hostname(config-username)# webvpn

hostname(config-username-webvpn)# deny-message value "Your login credentials are OK.
However, you have not been granted rights to use the VPN features. Contact your
administrator for more information."

hostname(config-username-webvpn)
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URL

SSL VPN

url-listnone
no
URL

SSL VPN

URL
url-list

no
url-list none

SSLVPN |

URL
url-list

webvpn

hostname (config-username-webvpn)# url-list {listname displayname url | none}
hostname(config-username-webvpn)# No url-list

« displayname URL

e listname URL

*none URL
URL

e url

anyuser

SSL VPN URL

AnyuserURLs URL

hostname(config)# username anyuser attributes

hostname(config-username)# Webvpn
hostname(config-username-webvpn)# url-list value AnyuserURLs
hostname(config-username-webvpn)#

ActiveX Relay
ActiveX Relay

. CLI 3 Cisco ASA

SSL VPN
Microsoft Office
Microsoft Office
ActiveX SSL VPN

SSL VPN ActiveX
webvpn

VPN CLI 9.16

SSLVPN

URL



SSL VPN

SSLVPN B

activex-relay {enable | disable}
activex-relay

no activex-relay

SSLVPN
ActiveX
hostname (config-username-policy)# webvpn
hostname(config-username-webvpn)# activex-relay enable
hostname(config-username-webvpn)
SSL VPN
webvpn
port-forward
port-forward none
no no
none

port-forward

hostname(config-username-webvpn)# port-forward {value listname | none}

hostname (config-username-webvpn)# Nno port-forward
hostname(config-username-webvpn)#

value listhame SSL VPN

port-forward

webvpn port-forward
SSL VPN
port-forward
portsl

hostname(config-group-policy)# webvpn

hostname(config-username-webvpn)# port-forward value portsl
hostname(config-username-webvpn)#

webvpn port-forward-name
TCP
port-forward-name none
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: no no
Application Access port-forward none

hostname(config-username-webvpn)# port-forward-name {value name | none}
hostname (config-username-webvpn)# No port-forward-name

test

hostname (config-group-policy)# webvpn
hostname (config-username-webvpn)# port-forward-name value test
hostname(config-username-webvpn)#

keep-alive-ignore

ASA 0 900KB 4 KB

HTTP/HTTPS
webvpn keep-alive-ignore

hostname(config-group-webvpn)# keep-alive-ignore size
hostname(config-group-webvpn)#

no

hostname(config-group-webvpn)# no keep-alive-ignore
hostname(config-group-webvpn)#

5KB

hostname(config-group-webvpn)# keep-alive-ignore 5
hostname(config-group-webvpn)#

NTLM HTTP SSL
VPN webvpn
auto-signon
auto-signon SSL VPN
NTLM
auto-signon
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HTTP

SSL VPN

HTTP B

webvpn webvpn
webvpn 3
IP
URI no
no no
NTLM anyuser
SSL VPN URI https://*.example.com/*

hostname(config)# username anyuser attributes

hostname(config-username)# webvpn

hostname(config-username-webvpn)# auto-signon allow uri https://*.example.com/*
auth-type all

255.255.255.0 anyuser
SSL VPN IP 10.1.1.0
NTLM

hostname(config)# username anyuser attributes

hostname (config-username)# webvpn

hostname (config-username-webvpn)# auto-signon allow ip 10.1.1.0 255.255.255.0
auth-type all

hostname(config-username-webvpn)#

webvpn http-comp
SSL VPN HTTP

hostname(config-username-webvpn)# http-comp {gzip | none}
hostname(config-username-webvpn)#

no

hostname(config-username-webvpn)# no http-comp {gzip | none}
hostname(config-username-webvpn)#
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. gz|p_
* none—
SSL VPN
compression webvpn webvpn
http-comp
testuser

hostname(config)# username testuser internal
hostname(config)# username testuser attributes
hostname(config-username)# webvpn
hostname(config-username-webvpn)# http-comp none
hostname(config-username-webvpn)#

SSL VPN

. 437
. 438

. 438

. 440

. 440

. 441

. 442

. 444

. 445

. 447
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SSL VPN

. 448
. 449
TCP
ASA
SSLVPN
Microsoft Windows
SHA-1
Lotus SameTime Microsoft Outlook
Web
. 1
. Web URL 1
SSL VPN
Web
TCP
VPN
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VPN Cisco ASA 5500
Windows
» Windows ActiveX Oracle Java JRE 6
ActiveX activex-relay

shutdown.webvpn.relay.

* Winsock2 TCP

* Mac OS X Java Web Start
. IE
. Microsoft Windows
Windows
Internet Explorer
» Windows ASA
* Windows ASA
ASA
PAC
. Kerberos Constrained Delegation KCD
» Windows
1 [Process
Name] cmd.exe
cmd.exe

*« HTTP VPN

Web
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

SSL VPN

ASA
CONNECT
. ASA VPN
tunnel-all
ASA
VPN
URL
URL
tunnel-all
. Mac POST
POST
* macOS
Firefox
Firefox
Firefox csco_st

* macOS SSL TCP
* macOS

. [View] > [Columns]

macOS 10.14 10.15

2

* Telnet SSH cURL

* dlopen disym libsocket

* libsocket
* macOS

~ ~/bin/vnc
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* Mac Windows Chrome
Chrome Smart Tunnel Extension Netscape
NPAPI
NPAPI Chrome
Chrome
Chrome
Chrome
Chrome
ASA
Chrome
Chrome [Ask every time]
ASA SSL VPN
1
1
SSLVPN
SSL VPN [Application Access] > [Start Smart
Tunnels]
S
1

smart tunnel

. CLI 3 Cisco ASA VPN CLI 9.16
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SSL VPN

smart-tunnel

* smart-tunnel auto-start list

« smart-tunnel enable

SSL VPN [Application Access] > [Start Smart
Tunnels]

« smart-tunnel disable

* no smart-tunnel [auto-start list | enable list | disable]

smart-tunnel
[no]smart-tunnel
no smart-tunnel
smart-tunnel

CLI
CLI 2 CLI

1 SSL VPN

webvpn

[no] smart-tunnel network network name ip ip netmask

* network name
cip IP
* netmask
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3 *.cisco.com

[no] smart-tunnel network network name host host mask

[no] smart-tunnel tunnel-policy [{excludespecified | tunnelspecified} network name | tunnelall]

* network name

o tunnelall

* tunnel specified
* excludespecified

SSL VPN

[no]smart-tunnel tunnel-policy [{excludespecified | tunnelspecified} network name | tunnelall]

* network name
« tunnelall
* tunnelspecified

« excludespecified

[no] smart-tunnel network network name ip ip netmask

[no] smart-tunnel network network name host host mask
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SSL VPN

 network name

* ip address IP
* netmask
* host mask *.cisco.com
1
www.example.com 10.5.2.2 IP

ciscoasa(config-webvpn)# smart-tunnel network inventory ip 10.5.2.2
or
ciscoasa(config-webvpn)# smart-tunnel network inventory host www.example.com

ciscoasa(config-group-webvpn)# smart-tunnel tunnel-policy tunnelspecified inventory

ciscoasa(config-group-webvpn)# homepage value http://www.example.com
ciscoasa(config-group-webvpn)# homepage use-smart-tunnel
ciscoasa(config-webvpn)# smart-tunnel notification-icon

CLI 3 Cisco ASA VPN CLI9.16 .




.o

webvpn

SSL VPN

SSLVPN |

smart-tunnel auto-sign-on list [use-domain] [realm realm-string] [port port-num|{ip ip-address
[netmask] | host hosthname-mask}

o list

* use-domain

e realm

64
ASA

Windows

Web

HTTP

Web Outlook Web Access

* port

HTTP HTTPS

ip IP
* ip-address[netmask]

* host

* hostname-mask

ASA

Web

Firefox
80 443

IP

no smart-tunnel auto-sign-on list [use-domain] [realm realm-string] [port port-num]{ip ip-address

[netmasK] | host hostname-mask}
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SSL VPN

10

show running-config webvpn smart-tunnel

config-webvpn

config-webvpn

Windows

smart-tunnel auto-sign-on HR use-domain ip 93.184.216.119 255.255.255.0

HR
no smart-tunnel auto-sign-on HR use-domain ip 93.184.216.119 255.255.255.0

ASA

no smart-tunnel auto-sign-on HR

intranet

smart-tunnel auto-sign-on intranet host *.example.com

no smart-tunnel auto-sign-on intranet host *.example.com

445

 smart-tunnel auto-sign-on
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A

.o

Internet Explorer

Firefox HTTP HTTPS
* Firefox IP
*.cisco.com email.cisco.com
SSL VPN
webvpn
SSL VPN

group-policy webvpn

SSL VPN

username webvpn

SSL VPN

smart-tunnel auto-sign-on enable

SSL VPN

[no] smart-tunnel auto-sign-on enable list [ domain domain]

e list ASA SSL VPN
. domain
use-domain
SSL VPN

show running-config webvpn smart-tunnel

HR

3 Cisco ASA VPN CLI 9.16
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SSL VPN

smart-tunnel auto-sign-on enable HR

8 HR CISCO

smart-tunnel auto-sign-on enable HR domain CISCO

9 HR

no smart-tunnel auto-sign-on enable HR

Mac OS X [Application Access]

1 SSL VPN

webvpn

2 SSL VPN

group-policy webvpn

3 SSL VPN

username webvpn

smart-tunnel auto-start list

list

hostname(config-group-policy)# webvpn
hostname(config-group-webvpn)# smart-tunnel auto-start appsl
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appsl

5 SSL VPN

show running-config webvpn smart-tunnel

6 smart-tunnel

no smart-tunnel

1 SSL VPN

webvpn

2 SSL VPN

group-policy webvpn

3 SSL VPN

username webvpn

smart-tunnel [enable list | disable]

list smart-tunnel auto-start
list

hostname(config-group-policy)# Webvpn
hostname(config-group-webvpn)# smart-tunnel enable appsl

appsl

5 SSL VPN

show running-config webvpn smart-tunnel
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SSL VPN

6 smart-tunnel

no smart-tunnel

smart-tunnel disable

SSL VPN

Internet Explorer iexplore.exe

VPN

Secure Desktop Secure Desktop

[no] smart-tunnel notification-icon
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notification-icon

no
SSL VPN

*.webvpn.

SSLVPN |

.o

SSLVPN VPN
SSL VPN CLI WebVPN Web
SSL VPN
* Web mangled.1,2,3,4... mangle
SSL VPN VPN html
3 Cisco ASA VPN CLI 9.16



SSL VPN

* Web original.1,2,3,4... URL
VPN
[Administration] > [File
Management]
)
SSL VPN VPN
HTTP SSL VPN
SSL VPN
ASA ASA
SSL VPN
ASA
1 SSL VPN
webvpn
2 HTTP HTTP
SSL VPN
portal-access-rule priority {permit | deny [code code]} {any | user-agent match string}
25 : portal-access-rule
priority
permit SSL
VPN
deny SSL
VPN
c 3 Cisco ASA VPN CLI 9.16




SSL VPN

SSLVPN |

code code

HTTP

200

599

user-agent match string

*Thunderbird*

*

my agent

hostname(config-webvpn)# portal-access-rule 1 deny code 403 user-agent match *Thunderbird*
hostname (config-webvpn)# portal-access-rule 1 deny code 403 user-agent match “*my agent*”

SSL VPN

ASA

APCF

. CLI 3 Cisco ASA VPN CLI 9.16
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SSL VPN

ASA
SSL VPN JavaScript  Java
HTTP
SSL VPN
Web
Web
Java
SSL VPN Java
PKCS12

crypto ca import

ava-trustpoint

hostname(config)# Crypto ca import mytrustpoint pkcsl2 mypassphrase
Enter the base 64 encoded PKCS12.

End with the word “quit” on a line by itself.

[ PKCS12 data omitted ]

quit

INFO: Import PKCS12 operation completed successfully.

hostname(config)# webvpn

hostname(config)# java-trustpoint mytrustpoint

mytrustpoint Java

Web Web ASA
ASA ASA

IPsec

VPN
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1 SSL VPN
webvpn

2 SSL VPN
rewrite

3 rewrite
disable

ASA
Web
Web
proxy-bypass
ASA
URL .com .org
www.example.com/hrbenefits URL hrbenefits
www.example.com/hrinsurance URL hrinsurance hr
* /hr*
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SSL VPN

webvpn

proxy-bypass

SSL VPN

CLI

3 Cisco ASA
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SSLVPN |
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SSL VPN

ASA 9.17(2) SSL VPN
9.17(2)
Duo AnyConnect
SSLVPN
S
ASA SSL VPN
. SSL VPN 457

SSL VPN

ASA 9.17(2) SSL VPN
9.17(1)
Duo AnyConnect

SSLVPN
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.o

ASA SSL VPN
SSL VPN
PIN
SSL VPN
26: SSL VPN
/
Internet Service Provider
SSL VPN SSL VPN
File Server SSL VPN
SSL VPN Web
SSL VPN
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SSL VPN

SSL VPN
. SSL VPN
SSL VPN logout
. SSL VPN
SSL VPN
ASA
HTTPS Web
ASA
SSL VPN
cLl 3 Cisco ASA VPN CLI 9.16
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SSLVPN |

B SSLVPN
27: SSL VPN
SSL
VPN

. DSL

SSL VPN

SSLVPN

SSLVPN

Microsoft Windows
* Internet Explorer 8

* Firefox 8

Linux

* Firefox 8

Mac OS X
 Safari 5

* Firefox 8

SSL VPN

URL

HTTPS
https://address

address SSL VPN
ASA
IP
DNS
https://10.89.192.163

https://cisco.example.com

.o

3 Cisco ASA
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SSL VPN

SSLVPN B

SSL VPN

SSLVPN Web

SSL
VPN SSL VPN

URL
Web

SSL VPN
[Close]
SSL VPN
ASA

Ctrl+V
SSL VPN
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.o

B SSLVPN
Web Web SSL VPN
458
SSL VPN Web
. SSL VPN
Web
* Web
« [Clientless SSL VPN Home]
[Enter Web Address] URL
« [Clientless SSL VPN Home]
Web
. 2
Web
. Web
. Web [Clientless
SSL VPN Home]
3 Cisco ASA VPN CLI 9.16



SSL VPN

SSLVPN B

SSLVPN

— Copy File to Server
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SSL VPN
Mac OS X Safari
Oracle Java Runtime Environment JRE
[Close] [Application
Access] Application
Access
DNS
Java Runtime Environment JRE JRE
JavaScript
Java
1.
2. Java
Java
3. SSL VPN
Java
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SSL VPN

SSLVPN B
IP
Microsoft Outlook
1. SSL
Windows VPN [Clientless SSL VPN Home]
Application Access
[Application Access]
Windows
[Remote Server]
2. [Name]
« [Remote Server] IP [Local]
3 IP
* [Remote Server] IP
SSL VPN URL
URL SSL VPN
SSL VPN [Enter (URL) Address]
URL
Application Access [Clientless SSL VPN
Home] Application Access
IMAP
IMAP SSL VPN
Microsoft Outlook Express 55
6.0
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.o

B SSLVPN
Web Web
» Outlook Web Access
Internet Explorer
8.X Firefox 8
* Lotus Notes
Web
SSL
ASA SSL TLSv1 Only » Microsoft Outlook
Outlook Outlook  Microsoft Outlook Express 55
Express TLS
6.0
SSL
CLI capture SSL VPN
Web
. 467
. 467
“
SSL VPN
ASA
3 Cisco ASA VPN CLI 9.16



SSL VPN

1 SSL VPN

capture capture-name type webvpn user csslvpn-username

* capture_name

* csslvpn-username

hostname# capture hr type webvpn user user2

2 no

no capture capture-name

hostname# no capture hr

capture-name.zip
koleso

3 .zip Cisco TAC
4 .zip koleso

1 SSL VPN
capture capture-name type webvpn user csslvpn-username

* capture_name

* csslvpn-username
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hostname# capture hr type webvpn user user2

2 [Address]
https://IP address or hostname of the ASA/\webvpn_capture.html

sniffer

3 no

no capture capture-name

hostname# NO capture hr

CLI 3 Cisco ASA VPN CLI 9.16
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SSL VPN

ASA 9.17(1) SSL VPN
9.17(1)
Duo AnyConnect
. 469
. SSL VPN 471
. 490
. 491
. SSL VPN 492
ASA
ASA RADIUS LDAP
password-expire-in-days LDAP
IPsec SSL VPN
ASA
ASA
AAA
ASA 7.1 LDAP MS-CHAPv2
RADIUS
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* AnyConnect VPN
* [Psec VPN
. SSL VPN
RADIUS Cisco ACS
ASA RADIUS
. LDAP SSL LDAP
SSL LDAP
636
. LDAP

System Directory Server

e Sun Sun

DN

Sun ONE Directory Server

* Microsoft Microsoft Active Directory

over SSL

* MSCHAP

« Kerberos/Active Directory  Windows

* LDAP
ASA

* RADIUS LDAP

» password-management

3 Cisco ASA VPN CLI 9.16
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ASA

ASA

SSLVPN |

LDAP

Sun JAVA
Microsoft Active Directory

ASA DN
ACI
LDAP
RADIUS MSCHAPV2
MSCHAPV2
NT 4.0
LDAP
Microsoft Active Directory Sun LDAP



| SSLVPN

tunnel-group general-attributes

SSLVPN B

password-management password-expire-in-days days

hostname(config-general)# password-management password-expire-in-days 90

* password-expire-in-days

. 0

ASA 90

password-expire-in-days ASA
SAML 2.0 SSO
SSO SAML 2.0
ASA SAML 2.0 VPN
1 VPN
SAAS
SAML (ldpP Pingldentity
SAML 2.0 SSO Rally Salesforce Oracle OEM Microsoft ADFS
onelogin Dropbox SP 20
SAML SSO ASA
VPN
AnyConnect 4.4 SAML 2.0 SAAS
AnyConnect SAML AnyConnect 4.6
SAML
AnyConnect4.6 ASA9.7.1.24
c 3 Cisco ASA VPN CLI 9.16
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SAML 2.0

.o

9.8.2.28

ASA

SAML SP

ASA

2. IdP

3. 1dP

SAML IdP

3. SAML

ASA  SAML

3 Cisco ASA

ASA

SSLVPN |

9.9.21
SAML

SP VPN

SAML IdP

SSO

VPN ASA
VPN SAML
SAML idP
URL
SAML IdP SAML
IdP
ASA URL ASA
SSL
ldP
ldP ldP
ldP
ldP SAML
ASA
ASA URL ASA
ASA
SAML ldP
VPN CLI 9.16
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SAML 20 B
SAML
SAML NotBefore  NotOnOrAfter <saml:Conditions
NotBefore="2015-03-10T19:47:41Z" NotOnOrAfter="2015-03-10T20:47:41Z2">
ASA SAML NotBefore NotOnOrAfter
NotOnOrAfter NotBefore +
NotOnOrAfter NotOnOrAfter
SAML ASA  Network Time Protocol NTP
IdP NTP
SAML 2.0 IdP
SAML IdP ASA SAML
ASA
IdP webvpn
IdP
ASA IdP
SAML IdP NamelD
VPN
~
IdP
IdP
IdP
SAML 2.0
* ASA SAML
* RSA HMAC SHA1
* RSA HMAC SHA?2
* ASA SAML IdP SAML 2.0 Redirect-POST
« ASA SAML SP
* SAML 2.0SSO SAMLIdP SP
SAML IdP  SP
cLI 3 Cisco ASA VPN CLI 9.16
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B savizo

. SP SAML SSO AAA
. / KCD
/
KCD SSO
* DAP SAML AAA RADIUS
RADIUS ASA DAP SAML
SAML ID
SAML
. VPN SAML
. ASA
ASA  SAML IdP

* ASA ASA IdP

* ASA IdP IdP

* ASA IdP
* SAML NotBefore  NotOnOrAfter ASA SAML

» NotBefore NotOnOrAfter

NotOnOrAfter
» NotBefore + NotOnOrAfter NotOnOrAfter
» NotBefore ASA NotOnOrAfter
SAML ASA
. / FQDN
ASA SAML
ASA Duo
. SAML CLI SBL
* Web SAML AnyConnect
AnyConnect IPv6 IPv4
IPv6

. CLI 3 Cisco ASA VPN CLI 9.16
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SSL VPN

* SAML ASA  Network Time Protocol
« ASDM VPN SAML
. IdP SSO
* SAML IdP NamelD
VPN
ldP
SAML IdP URL URL
Web
1 webvpn SAML
webvpn  saml-idp
[no] saml idp idp-entitylD
idp-entitylD SAML IdP  entitylD 4 128
SAML IdP no
2 1dP URL
url [sign-in | sign-out] value
value IdP URL IdP
URL sign-in URL sign-out URL
4 500
3 VPN SAML URL
IdP SAML
ASA
base-url URL
URL ASA
c 3 Cisco ASA VPN CLI 9.16
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IdP NTP

URL

url

URL
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B savizo IdP
base-url URL  showsaml metadata  AssertionConsumerService
SingleLogoutService URL
base-url URL ASA

ssl-vpn cisco.com
https://ssl-vpn_cisco.com

base-url / show saml metadata

4 IdP SP ASA
trustpoint [idp | sp] trustpoint-name
idp ASA SAML IdP

sp IdP ASA SP SAML ASA SP

trustpoint-name
5 SAML
timeout assertion timeout-in-seconds

NotBefore timeout-in-seconds NotOnOrAfter
NotOnOrAfter

NotBefore  NotOnOrAfter

SAML IdP webvpn saml idp CLI
SAML

webvpn saml CLI

6 SAML

signature <value>

SSO 25.1 SHA1 SHA256
value rsa-shal rsa-sha256 rsa-sha384 rsa-sha512

7 1dP internal
ASA

8 show webvpn saml idp
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SAML 2.0 sp ASA B

9 SAML
force re-authentication
no force re-authentication

salesforce_idp IdP

ciscoasa(config)# webvpn
ciscoasa(config-webvpn)#saml idp salesforce_idp

ciscoasa(config-webvpn-saml-idp)#url sign-in
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
ciscoasa(config-webvpn-saml-idp)#url sign-out
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect

ciscoasa(config-webvpn-saml-idp)#trustpoint idp salesforce_trustpoint
ciscoasa(config-webvpn-saml-idp)#trustpoint sp asa_trustpoint

ciscoasa(config)#show webvpn saml idp
saml idp salesforce_idp
url sign-in https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
url sign-out https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
trustpoint idp salesforce_trustpoint
trustpoint sp asa_trustpoint

Web Onelogin ~ URL
https://onelogin.zendesk.com/hc/en-us/articles/202767260-Configuring-SAML-for-Clarizen

Web Onelogin URL

http://onlinehelp.tableau.com/current/online/en-us/saml_config_onelogin.htm

SAML2.0 SP ASA 477
SAML

SAML 2.0 SP ASA

ldP SAML 2.0 IdP
475
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http://onlinehelp.tableau.com/current/online/en-us/saml_config_onelogin.htm

. SAML2.0  Onelogin

1 tunnel-group webvpn saml identify-provider

saml identity-provider idp-entitylD
idp-entityl D IdP
SAML SP no

2 SAML

authentication saml

ciscoasa(config)# webvpn

ciscoasa(config-webvpn)# tunnel-group-list enable

ciscoasa(config)# tunnel-group cloud_idp_onelogin type remote-access
ciscoasa(config)# tunnel-group cloud_idp_onelogin webvpn-attributes
ciscoasa(config-tunnel-webvpn)# authentication saml
ciscoasa(config-tunnel-webvpn)# group-alias cloud_idp enable
ciscoasa(config-tunnel-webvpn)# saml identity-provider
https://app-onelogin.com/saml/metadata/462950

SAML 2.0  Onelogin

.o

Onelogin
2.0 1dP

1. IdP ASA SP
ciscoasa(config)# ntp server 209.244.0.4

2. IdP IdP IdP

3. IdP

ciscoasa(config)# crypto ca trustpoint onelogin
ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa(config-ca-trustpoint)# no ca-check
ciscoasa(config-ca-trustpoint)# crypto ca authenticate onelogin
Enter the base 64 encoded CA certificate.

End with the word "quit™ on a line by itself

quit
INFO: Certificate has the following attributes:
Fingerprint: 85de3781 07388f5b d92d9d14 1e22a549

Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

3 Cisco ASA VPN CLI 9.16
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SAML 2.0 B

4, SP ASA PKCS12

ciscoasa(config)# crypto ca import asa_saml_sp pkcsl2 password
Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:

quit

INFO: Import PKCS12 operation completed successfully

5. SAML IdP
ciscoasa(config-webvpn)# saml idp https://app.onelogin.com/saml/metadata/462950

6. saml-idp
IdP URL URL

ciscoasa(config-webvpn-saml-idp)# url sign-in
https://ross.onelogin.com/trust/saml2/http-post/sso/462950
ciscoasa(config-webvpn-saml-idp)# url sign-out
https://ross.onelogin.com/trust/saml2/http-redirect/slo/462950

IdP SP

ciscoasa(config-webvpn-saml-idp)# trustpoint idp onelogin
ciscoasa(config-webvpn-saml-idp)# trustpoint sp asa_saml_sp

VPN URL SAML SAML

ciscoasa(config-webvpn-saml-idp)# base-url https://172.23.34.222
ciscoasa(config-webvpn-saml-idp)# signature
ciscoasa(config-webvpn-saml-idp)# timeout assertion 7200

7. IdP SAML

ciscoasa(config)# webvpn

ciscoasa(config-webvpn)# tunnel-group-list enable

ciscoasa(config)# tunnel-group cloud_idp_onelogin type remote-access
ciscoasa(config)# tunnel-group cloud_idp_onelogin webvpn-attributes
ciscoasa(config-tunnel-webvpn)# authentication saml
ciscoasa(config-tunnel-webvpn)# group-alias cloud_idp enable
ciscoasa(config-tunnel-webvpn)# saml identity-provider
https://app-onelogin.com/saml/metadata/462950

8. ASA SAML SP

ASA  SAML SP
https://172.23.34_.222/saml/sp/metadata/cloud_idp_onelogin
URL cloud_idp_onelogin

9. IdP IdP SAML SP
SAML 2.0
SAML 2.0 debug webvpn samlvalue value
SAML
.8
* 16
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B rresasic NTLM S0

* 128 255

HTTP Basic NTLM SSO

HTTP Basic NTLM
SSO ASA
auto-sign-on ASA SSL VPN
auto-sign-on ASA
IP IP
URI
SSL VPN SSL VPN
SSL VPN 3
auto-sign-on
webvpn configuration SSLVPN
webvpn group-policy SSLVPN
configuration
webvpn username configuration SSL VPN
*NTLM 10.1.1.0 10.1.1.255 IP
SSL VPN auto-sign-on

hostname(config-webvpn)# auto-sign-on allow ip 10.1.1.1 255.255.255.0 auth-type
ntim

. HTTP SSL VPN
URI https://*.example.com/*
auto-sign-on

hostname(config-webvpn)# auto-sign-on allow uri https://*_example.com/* auth-type

. NTLM ExamplePolicy
SSL VPN URI
auto-sign-on

hostname(config)# group-policy ExamplePolicy attributes
hostname(config-group-policy)# webvpn

CLI 3 Cisco ASA VPN CLI 9.16
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HTTP Form SSO .

hostname(config-group-webvpn)# auto-sign-on allow uri https://*_example.com/* auth-type
all

* Anyuser 1P 10.1.1.0  10.1.1.255
HTTP

hostname(config)# username Anyuser attributes

hostname(config-username)# webvpn

hostname(config-username-webvpn)# auto-sign-on allow ip 10.1.1.1 255.255.255.0
auth-type basic

smart-tunnel auto-sign-on host-list [use-domain] [realm realm string] [port port
num] [host host mask | ip address subnet mask]

HTTP Form SSO

SSO HTTP Form HTTP Form
SSO AAA
SSL VPN Web
RADIUS LDAP
AAA
ASA Web SSL VPN
HTTP Form POST
ASA
HTTP SSO HTTP
Web
ASA
SSO

CLI 3 Cisco ASA VPN CLI9.16 .
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.o

SSLVPN |
SSO

10: HTTP Form SS0

®%uth Web
@ server

o - -y

I;-FI 5 S
Tunnel Web VPN @\\

senfer

Other protected 2
web server 3
1. SSL VPN ASA
SSL VPN
2. SSL VPN
POST Web
3. Web
SSL VPN
. SSL VPN
5. SSO
Web
POST ASA
Web
ASA
Web
Web HTTP
Web
<param name>=<URL encoded value>&<param name>=<URL encoded>
Web
Web
POST
HTTP Form SSO
. action-uri Web
° use r-parameter
3 Cisco ASA VPN CLI 9.16
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HTTP Form SSO .
. password-parameter
Web
. Web URL start-url
. Web hidden-parameter
. Web auth-cookie-name
AAA

aaa-server-host

Web Web
URL

start-url

hostname(config)# aaa-server testgrpl protocol http-form
hostname(config)# aaa-server testgrpl host 10.0.0.2
hostname(config-aaa-server-host)# start-url http://example.com/east/Area.do?Page-Grpl

http://example.com/east/Area.do?Page-Grpl ~ URL Web IP
10.0.0.2  testgrpl
Web URI
action-uri

http://www.example.com/auth/index.html/appdir/authc/forms/MCOlogin.fcc?TYPE=33554433
&REALMO1D=06-000a1311-a828-1185-abh41-8333b16a0008&GU I D=&SMAUTHREASON=0&METHOD=GET&SMAGENTNA
ME=$SM$5FZmj nk3DRNwN j k2KcqVCFb 1 r'NT9%2bJOHOKPshFtg6rB1UV2PxkHaLwi3d%3d&TARGET=httpsh3A%2F%2F
auth.example.com

action URI

hostname(config-aaa-server-host)# action-uri http://www.example.com/auth/index.htm
hostname(config-aaa-server-host)# action-uri 1/appdir/authc/forms/MCOlogin.fcc?TYP
hostname(config-aaa-server-host)# action-uri 554433&REALMOID=06-000a1311-a828-1185
hostname(config-aaa-server-host)# action-uri -ab41-8333b16a0008&GUID=&SMAUTHREASON
hostname(config-aaa-server-host)# action-uri =0&VMETHOD=GET&SMAGENTNAME=$SM$5FZmjnk
hostname(config-aaa-server-host)# action-uri 3DRNwNjk2KcqVCFbIrNT9%2bJOHOKPshFtg6r

CLI 3 Cisco ASA VPN CLI9.16 .



B rrerom

CLI

SSO
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hostname(config-aaa-server-host)# action-uri B1UV2PxKHqLw%3d%3d&TARGET=https%3A%2F

hostname(config-aaa-server-host)# action-uri %2Fauth.example.com

1 URI
255 URI 2048

URI
http://www.example.com  URI

HTTP POST userid

user-parameter

hostname(config-aaa-server-host)# user-parameter userid

HTTP POST user_password

password-parameter

hostname(config-aaa-server-host)# password-parameter user_password

Web

hidden-parameter

hostname(config)# aaa-server testgrpl host example.com

hostname(config-aaa-server-host)# hidden-parameter SMENC=1S0-8859-1&SMLOCALE=US-EN&targe
hostname(config-aaa-server-host)# hidden-parameter t=https%3A%2F%2Fwww.example.com%2Femc
hostname(config-aaa-server-host)# hidden-parameter o%2Fappdir%2FAreaRoot.do%3FEMCOPageCo

hostname(config-aaa-server-host)# hidden-parameter de%3DENG&smauthreason=0

POST
& 4 Form
* SMENC 1SO-8859-1
« SMLOCALE US-EN
- target https%3A%2F%2Fwww.example.com%2Femco%2Fappdir%2FAreaRoot.do

* %3FEMCOPageCode%3DENG

» smauthreason 0

auth-cookie-name cookie-name

3 Cisco ASA VPN CLI 9.16
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10

11

12

13

HTTP Form SSO .

hostname(config-aaa-server-host)# auth-cookie-name SsoAuthCookie

SsoAuthCookie

tunnel-group general-attributes

SSO

authentication-server-group

hostname(config)# tunnel-group testgroup general-attributes
hostname(config-tunnel-general)#authentication-server-group testgrpl

[testgrpl/ SSO [testgroup/

AAA

aaa-server-host

auth-cookie-name cookie-name

hostname(config-aaa-server-host)# auth-cookie-name SsoAuthCookie

SsoAuthCookie

tunnel-group general-attributes

SSO

authentication-server-group group

hostname(config)# tunnel-group testgroup general-attributes
hostname(config-tunnel-general)#authentication-server-group testgrpl

[testgrpl/ SSO [testgroup/

CLI 3 Cisco ASA VPN CLI9.16 .
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HTTP Form
HTTP Form Web
HTTP
1 HTTP ASA Web
2 Web
Web
URL
start-URL
3 Web Enter
POST HTTP
HTTP POST
POST

/emco/myemco/authc/forms/MCOlogin. fcc?TYPE=33554433&REALMO1D=06-000430e1-7443-125¢c
-ac05-83846dc90034&GU 1 D=&SMAUTHREASON=0&METHOD=GET&SMAGENTNAME=$SM$5FZm j nk3DRNwN j k
2KcqVCFb 1 rNT9%2bJOHOKPshFtg6rB1UV2PxkHaLw%3d%3d& TARGET=https%3A%2F%2Fwww .example.c
om%2Femco%2Fmyemco%2FHTTP/1.1

Host: www.example.com
(BODY)

SMENC=1S0-8859-1&SMLOCALE=US-EN&USER ID=Anyuser&USER_PASSWORD=XXXXXX&target=https
%3A%2F%2Fwww . examp l e . com%2Femco%2Fmyemco%2F&smauthreason=0

4 POST URL action-uri
5 POST
a) USERID anyuser
b) USER PASSWORD
c)
POST

SMENC=1S0-8859-1&SMLOCALE=US-EN&target=httpsh3A%2F%2Fwww.example.com%2
Femco%2Fmyemco%2F&smauthreason=0
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HTTP Form B
HTTP URI
Web
11: URI
MO Tmeftst | Duatons] w Method = Fesst » Sos =]
ax 1kt (1150 8 GET pai ] e
E TR Q&0 POST 0. VIVE. ] e
k] 1203085 0800 s GET an n= " :I

Mesders Corters Cockier Cache OusySwng PootDats Sheas | Sisun Cods Deintion
ey cayed] el b 200 TITAER LA
1 PrST [Faurh/ Iogin] HTTR/ 1.1 =] =
Z hocepr: iwegeSglf, imagefw-wblitmap, imege/ipeg, image/pipeq, applicacionvnd.ms-excel, applicacionsvad.ms-powerpoint, application/ssw
3 Beferert hrrCp://wUw.enasple. com/exanple o hrsl
4 Accept-Language: en-us
5 Content-Typs! applicationx-vwe-fors-urlencoded
& hooepr-Encodings geip, deflate
J User-Agent: Borille/d4.0 (comparible: NSIE 6.0; Wimdows NT 5.0)
§ [pebagih,exeople, Com
8 Concent-Lemashil 60
10 Connection: Keep-Alive
11 Cache-cControj: no-gache

12 Cookim: CPAC=abOcSI43; ISINWETUORE=network=oui|ofnet; SESSICNTCME=home: RRID=alicO0OI439L0cad
LR
14 .m.--ur|-:p..g.--_H:E]_-m-d;-uuﬂl-.m}-,wue x=1Z gy=)

_i_'l;l
Fitefdsimtngtined . "

1 POST HTTP/1.1

8 Host: [webauth.example . com

[i) 14 tpassurh&yage-l|dusedﬂuseridsipasswdlﬂusetjasawnrd
@

49533

!

1 |action URI

6 Web HTTP

auth-cookie-name

SMSESSION

Set-Cookie:

SMSESS 10N=yN4Yp5hHVNDgs4FT8dn7+Rwev41hsE49X1Kc+1twieOggnjbhkTKUNR8XWP3hvDHEPZ
PbHIHtWLDKTa8ngDB/ 1bYTJ IxrbDx8WPWwaG3CxVa3adOxHFR8y jD55GevK3ZF4ujgUllhO6ftald
SSO0SepWvnsCb7 IFxCw+MGiwOo88uHa2t41+Si 1 1qfJvcpuXFi IAO06D/gtDF400w5YKHE 1 2KhDEVV
+yQzxwFEz2c 1 7EF5iMr8LgGeDK7gvMevrgugx68JQ0OK2+RSwtHQ15bCZmsDUSVQVCYSQWCBOMHNGwW
pS253XwRLvd/h6S/tMOK98QMv+i3N800dj1V7FfIBgecH7+kVrUO1F60Fzr0zM1kMyLrSHh1VDh7B0O
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SSO

k9wpOdUFZiAzaf43jupD5Ff6CEkuLeudYW1xgNzsR8eqtPK6t1gFJyOn0s7QdNQ7g9knsPJsekRAHO
hrLBhWBLTU/3B1QS94wEGD2YTuiW36TiP14hYwOICAYRJ2/bY3+1YzVu7EmzMQ+UefYxh4cF2gYD8
RZL2RwmP9JV514813XBFPNUW/3V5) F7nRuLr/CdfK3008+Pa3V6/nNhokErSgyxjzMd88DVzM41L x
xaUDhbcmkoHT9 ImzBvKzJX0J+07FoUDFOXEd 1 g1 ANAGNgk49cpi2sXDblarALp6BI3+thBAMIHGH+
0CPsczXqoi/kon9YmGauHyRs+0m6éwthd AmCnv 1JCDFfDoXtn8DpabgiW6VDTrvI3SGPyQtUv7Wdah
ug5SxbUzjY2IxQnrUtwB977NCzYu2sOtN+dsEReWJ6ueyJBbMzKyzUB4L 31 5uSYNS0B4PCv1wSKdR
Ka5p3NONFg6RM6dFi pMEJWONy1sZ70hz3FbvQ/YZ7Iw/k70ds/8VbaR15ivkE8dSCzuf/AInHtCzu
Q6wWApzEp9CU0G8/dapWriHjNoi411J0gCst33wEhXxFxcWy2UWXs4EZS s 15GyBnefSQTPVFma5dc/
emWor9vWrOoHnTQaHP5rg5dTNqunkDEdMIHFbeP3F90cZejVzihM6igi S6P/CEJAJE ;Domain=.exa
mple.com;Path=/

Web
12 HTTP
[NO | Terwiist | Dusioels] » Mattod v Aendl = Sme v Type v WRL = AedvecilL a]
|F 160 oGS GET M0 im colcatm_e5 /v e con kb =l
Headens Icwm Cockes Cacke OueeySing Post Daia Sheam Sizhu Code Debrion
Peguest asden | Viske =] |Fesponne Hesdws Wi
Pt L) GET Sl HE TP 1 EStshiis-Liew) HETRY 1 200K
Aocept m‘ze-"y T* sbdman. imagepe]. mage/rEed Larves Hsticape-Entepia S 0
sphcsntmlerel = Do Th. 15 Dac 2006 211108 GMT
ﬁ;‘:'::lzui..mm- - Corters ey
AcceptLorguage P Cariberd iype
Acoeptfrcodng  gop. deflate Selvoki e, s sy e o, eapuapewied, (7 Jane) 37 D000/ GHT
Uner-dgrt Mol [ |compatible: MSIE B 0 'Windows NT 5.0 Sl cookie pathe, domereemegle. con, expeessifed, (1 -len-) ST D000 00 GMT . pecuse
ot kit e Tk e [ap—— TP LR 06 e L el L3 o b i D e s
- Lot
‘_""_"M‘" Lo ook T ' £ s hiP AL Pt oDt oF Tsc dical il 2TTE pye- ol pE T SCTTRLHN /ol B5E sl
E (A e, orrisre £y e . com
1 i (Carreion
B SIONHDME =homs:

E TAUIT Hman i) PR, PherDiT e Tt Thaa THEZE

- AUTHSEMgireIihit el AT B

& | Dorm P lebeene

C) AUTH=; path=/; domain= example. som; expires=\w'ed, 01-)an-1997 00-00:00 GMT; 4
SAUTH= path=/; domain=examplz. cox; expires=\Wed, 01-Jan-1957 000000 GMT; secure 5
HTTP Form
csco_sso=1
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S50 B
SSO SSO
ssh://ssh-server/?cisco_sso=1
rdp://rdp-server/?Parameterl=value&Parameter2=value&csco_sso=1
SSO SSO
S
SharePoint
SSL VPN
SSO
VPN AnyConnect
Web
POST
POST POST
POST
URL
POST
Web Web
HTTP POST
*« CSCO_WEBVPN_USERNAME ID

« CSCO_WEBVPN_PASSWORD

* CSCO_WEBVPN_INTERNAL_PASSWORD
AAA

3 GET HTTP S
POST
HTTP S CIFS
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+ CSCO_WEBVPN_CONNECTION_PROFILE

« CSCO_WEBVPN_MACRO1 RADIUS-LDAP VSA
LDAP Idap-attribute-map Cisco

WebVPN-Macro-Substitution-Valuel https://www.cisco.com/c/en/us/
support/security/industrial-security-appliance-isa/
products-installation-and-configuration-guides-list.html Cisco ASA Series VPN CLI
Configuration Guide Clientless SSL VPN Users
RADIUS CSCO_WEBVPN_MACRO1 VSA#223
28 VSA#223
WebVPN-Macro-Valuel Y 223
WebVPN-Macro-Value2 Y 224
DAP https://CSCO_WEBVPN_MACRO1
https://CSCO_WEBVPN_MACRO2 WwWW.cisco.com/email
SSL VPN
« CSCO_WEBVPN_MACRO2 RADIUS-LDAP VSA
LDAP Idap-attribute-map
Cisco WebVPN-Macro-Substitution-Value2 https://www.cisco.com/
c/en/us/support/security/adaptive-security-appliance-asa-software/
products-installation-and-configuration-guides-list.html Cisco ASA Series VPN CLI
Configuration Guide Clientless SSL VPN Users
RADIUS CSCO_WEBVPN_MACRO2 VSA#224
SSL VPN POST
6
ASA
SSL VPN

PIN

. CLI 3 Cisco ASA VPN CLI 9.16
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[Application Access]
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URL XML
Template XML

ASA

1 XML

export webvpn customization

import webvpn customization

DfltCustomization
dflt_custom XML

hostname# export webvpn customization DfltCustomization tftp://209.165.200.225/dflt_custom

tftp://10.86.240.197/dflt_custom
hostname#

XML

XML XML
XML

<custom>
<localization>
<languages>en, ja,zh, ru,ua</languages>
<default-language>en</default-language>
</localization>
<auth-page>
<window>
<title-text 110n="yes''><I[CDATA[SSL VPN Service</title-text>
</window>
<full-customization>
<mode>disable</mode>
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<url></url>
</full-customization>
<language-selector>
<mode>disable</mode>
<title 110n="yes'>Language:</title>
<language>
<code>en</code>
<text>English</text>
</language>
<language>
<code>zh</code>
<text>(Chinese)</text>
</language>
<language>
<code>ja</code>
<text>(Japanese)</text>
</language>
<language>
<code>ru</code>
<text>(Russian)</text>
</language>
<language>
<code>ua</code>
<text>(Ukrainian)</text>
</language>
</language-selector>
<logon-form>
<title-text 110n="yes"><![CDATA[Login</title-text>
<title-background-color><![CDATA[#666666</title-background-color>
<title-font-color><![CDATA[#ffffff</title-font-color>
<message-text 110n="'yes"><![CDATA[Please enter your username and
password.</message-text>
<username-prompt-text 110n="yes"><I[CDATA[USERNAME:</username-prompt-text>
<password-prompt-text 110n="yes"><I[CDATA[PASSWORD:</password-prompt-text>
<internal-password-prompt-text 110n="yes">Internal
Password:</internal-password-prompt-text>
<internal-password-first>no</internal-password-first>
<group-prompt-text 110n=""yes"><![CDATA[GROUP:</group-prompt-text>
<submit-button-text 110n="yes'"><![CDATA[Login</submit-button-text>
<title-font-color><![CDATA[#ffffff</title-font-color>
<title-background-color><![CDATA[#666666</title-background-color>
<font-color>#000000</font-color>
<background-color>#ffffff</background-color>
<border-color>#858A91</border-color>
</logon-form>
<logout-form>
<title-text 110n="yes"><![CDATA[Logout</title-text>
<message-text 110n=""yes'"><![CDATA[Goodbye.<br>

For your own security, please:<br>
<li>Clear the browser®s cache
<li>Delete any downloaded files

<li>Close the browser®s window</message-text>
<login-button-text 110n="yes'>Logon</login-button-text>
<hide-login-button>no</hide-login-button>
<title-background-color><![CDATA[#666666</title-background-color>
<title-font-color><![CDATA[#ffffff</title-font-color>
<title-font-color><![CDATA[#ffffff</title-font-color>
<title-background-color><![CDATA[#666666</title-background-color>
<font-color>#000000</font-color>
<background-color>#ffffff</background-color>
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<border-color>#858A91</border-color>

</logout-form>

<title-panel>
<mode>enable</mode>
<text 110n="'yes"><I[CDATA[SSL VPN Service</text>
<logo-url 110n="yes">/+CSCOU+/csco_logo.gif</logo-url>
<gradient>yes</gradient>
<style></style>
<background-color><![CDATA[#ffffff</background-color>
<font-size><![CDATA[larger</font-size>
<font-color><![CDATA[#800000</font-color>
<font-weight><![CDATA[bold</font-weight>

</title-panel>

<info-panel>
<mode>disable</mode>
<image-url 110n="yes">/+CSCOU+/clear.gif</image-url>
<image-position>above</image-position>
<text 110n="'yes''></text>

</info-panel>

<copyright-panel>
<mode>disable</mode>
<text 110n="yes''></text>

</copyright-panel>

</auth-page>
<portal>

<title-panel>
<mode>enable</mode>
<text 110n="'yes"><I[CDATA[SSL VPN Service</text>
<logo-url 110n="yes">/+CSCOU+/csco_logo.gif</logo-url>
<gradient>yes</gradient>
<style></style>
<background-color><![CDATA[#ffffff</background-color>
<font-size><![CDATA[larger</font-size>
<font-color><![CDATA[#800000</font-color>
<font-weight><![CDATA[bold</font-weight>

</title-panel>

<browse-network-title 110n="yes">Browse Entire Network</browse-network-title>

<access-network-title 110n="yes">Start AnyConnect</access-network-title>

<application>
<mode>enable</mode>
<id>home</id>
<tab-title 110n="yes''>Home</tab-title>
<order>1</order>

</application>

<application>
<mode>enable</mode>
<id>web-access</id>
<tab-title 110n="yes'"><I[CDATA[Web Applications</tab-title>
<url-list-title 110n="yes"><I[CDATA[Web Bookmarks</url-list-title>
<order>2</order>

</application>

<application>
<mode>enable</mode>
<id>file-access</id>
<tab-title 110n="yes"><I[CDATA[Browse Networks</tab-title>
<url-list-title 110n="yes"><![CDATA[File Folder Bookmarks</url-list-title>
<order>3</order>

</application>

<application>
<mode>enable</mode>
<id>app-access</id>
<tab-title 110n="yes"><![CDATA[Application Access</tab-title>
<order>4</order>

</application>
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<application>
<mode>enable</mode>
<id>net-access</id>
<tab-title 110n="yes'>AnyConnect</tab-title>
<order>4</order>

</application>

<application>
<mode>enable</mode>
<id>help</id>
<tab-title 110n="yes'">Help</tab-title>
<order>1000000</order>

</application>

<toolbar>
<mode>enable</mode>
<logout-prompt-text 110n="yes'>Logout</logout-prompt-text>
<prompt-box-title 110n="yes'">Address</prompt-box-title>
<browse-button-text 110n="yes'>Browse</browse-button-text>
<username-prompt-text 110n="yes''></username-prompt-text>

</toolbar>

<column>
<width>100%</width>
<order>1</order>

</column>

<pane>
<type>TEXT</type>
<mode>disable</mode>
<title></title>
<text></text>
<notitle></notitle>
<column></column>
<row></row>
<height></height>

</pane>

<pane>
<type>IMAGE</type>
<mode>disable</mode>
<title></title>
<url 110n="yes"></url>
<notitle></notitle>
<column></column>
<row></row>
<height></height>

</pane>

<pane>
<type>HTML</type>
<mode>disable</mode>
<title></title>
<url 110n="yes"></url>
<notitle></notitle>
<column></column>
<row></row>
<height></height>

</pane>

<pane>
<type>RSS</type>
<mode>disable</mode>
<title></title>
<url 110n="yes"></url>
<notitle></notitle>
<column></column>
<row></row>
<height></height>

</pane>

<url-lists>
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<mode>group</mode>
</url-lists>
<home-page>
<mode>standard</mode>

<url></url>
</home-page>
</portal>
</custom>
[Login] XML
<auth-page>

14 : [Login] XML

[Login]

XML <auth-page>

15 [Login] XML

<localization>
<default-language>

<language-selector>

<title> =
Language: § e
<language-selectors —» [
s & (Chinese)
<language-selectors — B & (Japanase)
<language> PycckWid (Russian) 8
<codes YEpaiHoeka (Ukrainian) o
<text>
[Login] Information Panel
XML [Login]

<auth-page>
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