\)

954F72RLASSLVPND K5 TI)L
a—Tqa4 Y

6=

DR, ASAN—23 20171 TEMGY T4 72 FLASSL VPN DFFHEREKEEEZFHR L
FLz 9.17() LV RETOV Y —ZATiL, [RERZRYAR— MBS ET, IOERETH LN
VVYa—vay (exiE, VE—FDuw *y NUV—2%5—hKU =1, AnyConnect, U E—
N7 T O OSEERERESR ) ~OBATE T a VT BRI A X A BRI L £,

» Application Access i D hosts 7 7 A /b =T —HOEIE (1 ~X—)

* WebVPN &fff & TNy 7 (5 =)

EPEICL D TA T LA SSLVPN 2—H—~D7T 77— hDXE (6 3—)
« 7 T7AT Y FVASSLVPN By v a v 7 v d—Dfki# (6 ~—)

Application Access {FFIFFD hosts 77 1 JIL TS5 —H 6D

[E]18

Application Access D FEATOIITIZ/2 5 hosts 7 7 A /b =7 — & [al#ET 572012, Application
Access & i fl L#& 2725, ApplicationAccess 7V 4 > RV ZMLTHAU DL Lol LET, v K
TEALZITIE, [Close] TA a2 %27 Y v 7 LET,

Application Access 23 1E LT Lo 723581, nosts 77 A M, 7547 b LA SSL
VPN I AZ <~ A4 &N REDE FIC 73?0 TWET, = —F—»IZ Application Access
ZiEh+ 5 L X2, 7747 b LA SSL VPN | hosts.webvpn 7 7 A V&R T 5 Z & T,
Application Access DIRBEZ T =~ 7 LE T, hosts.webvpn 7 7 A VB3R H S5 &, Backup
HOSTS File Found] &9 LT — A v&— VKR I4L, Application Access 28 —FFAJIZ A 7 12
b Bbv £,

Application Access NEFHE T LIEHGEIX, VE—NT 278X 7747 MNYP—_=T7Y
F—a UNREEBRKREBIZRD T, 24T FUVASSLVPN 2l Ficznonr
TV r—varzid@lioedoe, ELLEELRWGAERH D £3, BF OO R

D9FAFT 2 RLRASSLVPND STV a—TF1 05 .



. Hosts 7 7 1 LD E

54T RLASSLVWPND kS5 TLoa—F4 25 |

A RNBNMEATE 2L RBEERHY T, IO X H 2Rk, BENPLYE—FTT
V/r—3a v &F4T L, ApplicationAccess 7 > R K THTICarBa—F&2 vy v Y
oL, FOBRMBTEDOT I r—a L BFEITLE D E LEEAICRELET,

Application Access 7 4 &~ FUZIEL ALV E | RO T =D AET HAlRetEnH 0 £9,

* RIZ Application Access Z#2f L & 5 & L7z & (T, Application Access 254 7 1Z8) 0 o -
NQAY ﬂﬁ%‘l‘iﬁ) HD N rBackup HOSTS File Found| T 77— X /‘E‘—“/ﬁ‘i@ﬂf\‘ = b,

TN = arEa—hNTIEITLTWDGEETHL, 77U r—va BERRA 7128

DD TWBH, FEFEMELRW,

ZD X 97T —%, Application Access ¥V 4 > R A AR@EU) e HIETHR T L2 Z EDRIKT

o WiZhlZRLET,

« Application Access DFEHIZ, 7T UHFNRT T v a Lz,

« Application Access DfFEHHIC, {EEEILIT AT L v v T UBNEAE LT,

« YEZEHIZ Application Access 7« » RO Z /ML, 2D Y 4 U RUNRT 7T ¢ 770KHE
(T2 Li/MESL TV D) Tarbta—Fxzi vy MU LT

Hosts 7 7 1 JLDELE

2—H )V AT I D hosts 7 7 A JVITIE,

IP7 RLALFRA MRy ELZ7INTHE

9, Application Access ZHLEN T H &, 7T A4 7> L ASSLVPN (T hosts 7 7 A /L EEIE L,
7747 MU ASSLVPN [EAED= MY 2B L E7, Application Access 7 o > R & 1E
L < PA LT Application Access Z#& T35 & hosts 7 7 A /WIFTEOIKRAEIZE Y £,

Application Access D LB Al

hosts 7 7 A JWIIITEOIRAE T,

Application Access DL Bfjif

« 7747 ;1L ASSLVPN i hosts 7 7 A
JV% hosts.webvpn ([Z2 B — LT, Nv 7
Ty T EERR L E T,

e WRIZ. 75 A 7> kLA SSL VPN |3 hosts
TrANEREL, 7T 4T FLASSL
VPN [EA DO HREFHFAL T,

Application Access DF& T I

e I AT L ASSLVPN IRy 7T v
7 77 AI)VE nhosts 7AW —L
T, hosts 7 7 A L& ITTOIRIBIZE L E T,

77 A7 kL ASSL VPN (&,
hosts.webvpn Z IR L £,

Application Access D& T 1%

hosts 7 7 A LI ICOARAE T,
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55472 FLRSSLVPN 2 & % hosts 77 1 Lo eBBERE |

\)

GE)  Microsoft DT v F AL =T V7 hU =T %, R— higik Java 7 7 L v MIZ X 2 hosts
Tr7ANDERRZT a7 LET, TVFANRAL DT V7 U7 ORI hosts 7 7 A
VDI ZFF Al 5 T HEOFERNIZ DWW T IE, www.microsoft.com Z S L T 72 &0,

9S5A4AF7>2RLRXSSLVPNIZX S hosts 771 LD BEENEERTE

VE—hT7T 7R —"—THFH TZ D551E, hosts 7 7 A /L ZFFXE L. Application Access
RT TV r—varEZHEAR—TMIT LD, ROFIEEZFFATLET,

FIE

AT TN 7947 FLASSLVPN Zi2E#f L Cr 7 A LET,
[Applications Access] U > 7 %27 U v 7 LET,

=10l x|

Close this window to stop Application Access.

Backup HOSTS file found!

This program must not be run more than once simultaneously
on the same machine. If you know you are kot already running
this program, click Restore from backup or Delete hackup
and restart this program.

| Restore from backup {recommended) | ‘ Do nothing | | Delete hackup

126955

ATV T2 KONWTNILOF T a BRIV LUET,

* [Restore from backup] : 77 7 7>k LA SSL VPN [F5&EHIICIELL Vv v hF TS
¥9, 7747 F LA SSL VPN iZ hosts.webvpn backup 7 7 { /L% hosts 7 7 A /LT 2
E— L. hosts 7 7 A /L& TTOIRREIZE L TH 5., hosts.webvpn ZHIFE L £9, F D%,
Application Access & FHEEIT 2 LR H D £3,

« [Donothing] : Application Access |ZEB L £H A, VE—FT 7 EADR—LX—=INHW
FoRINET,

* [Delete backup] : 7 7 A 7 K LA SSL VPN (% hosts.webvpn 7 7 A /LA IR L, hosts 7 7
ANETTAT 2 FLUASSLVPN flIC A X~ A4 RENREBICLTRBE£d, TD

hosts 7 7 A VX E XK DIVE T, Application Access (X, 27 71 7> kLA SSL VPN HiZ
AR~ ARSIz hosts 7 7 A NVEFH LWAY UL LTHEALCESLES, 20
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. FHIZL D hosts 771 ILDEH

A7 3 I, hosts 7 7 A NVERENRDILTH BER R WIGEICTITEINL TS 2 &0,
Application Access N ARHENC > v v M F T ST ZIC, 22— —F T —F = EH
T57 877 ML o Thosts 7 7 A /VAE SO ATRENED & 2 5813, o> 2 >DA
TarOELLNERINT S0, £/l hosts 7 7 AV E TFECREL T

FEZLBhosts 77 ILDBERTE

FIE

ATy T

ATvT2

ATvT3
ATy T4

BAEDOEHN LV E— T 7 2R b= "= TR T RWEERC, A X <A X L7 hosts
7 7 A NVOFRENEE RN RWIEAIL. ROFIEIZHE- T, hosts 7 7 A V& FHRE L.
Application Access &7 7V r—ya v EFEA X —T I LET,

hosts 7 7 A V% WO CRREE L £ 97, I b — M7 TIE, c\windows\sysem32\drivers\etc\hosts
VC\‘jﬂo

# added by WebVpnPortForward &) X FHINEENTWAITRHINE I ET =v I LE
To ZOXFHNEETITNS DG hosts 7 7 A /WIiE7 747 kLA SSL VPN HIZH A ¥
VA RENTWET, hosts 7 7 ANV T4 T ML ASSLVPN HIZH AR~ A4 XE T
%6 WOBID X 51> TWET,

serverl # added by WebVpnPortForward
serverl.example.com invalid.cisco.com # added by WebVpnPortForward
server2 # added by WebVpnPortForward
server2.example.com invalid.cisco.com # added by WebVpnPortForward
server3 # added by WebVpnPortForward
server3.example.com invalid.cisco.com # added by WebVpnPortForward

# Copyright (c) 1993-1999 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to hostnames. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding hostname.
# The IP address and the hostname should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
#
#
#
#
#
#

lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 cisco.example.com # source server
38.25.63.10 x.example.com # x client host
123.0.0.1 localhost

# added by WebVpnPortForward kl/‘ 5 i?ﬁ”ﬁ‘@iﬂfh‘é?f%ﬁ”&% Liﬁ—
T ANERIFELT, ACET,
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WebVPN £t =73y 5

ATFY TS /747 FUASSLVPN ZEB L TRV A v LET,
AT w76 [Application Access] V> 7 %27 UV v 7 LET,

WebVPN &&= T/ v 5

UE—h 7Z7EAVPN ECHE Oy v a v E2FfTT5L, a0V A XaEETHE T
TN a—T 4 VT INKNEEZe D 2 LR £9°, debug webvpn condition =2~ K& L
T, TRy TavRA& ) EMISKVIADTEDD 7 4 V2 EHETEET,

debug webvpn condition { group name| p-ipaddressip_address[{ subnet subnet_mask| prefix length} ]
| reset | user name}

FNEFNOHRAIZRD EBY TT,

egroupnamelx, ZL—7 R — (bR TV —TF138k 7 0 7 7 A L TIER)
TT7 4 VB EITWET,

* p-ipaddressip_address[{subnet subnet_mask | prefix length}]i%, 7 7 A4 7> hDO/NRT Y w7
IP7 RLATTZ 4 VA EITWET, 7%y b ~RA7 (IPv4) FIET V7 497
A (IPv6) 147 a2 TY,

sreset TXTOH T 4V F % V& v b LET, nodebugwebvpn condition =~ > RZHH L
T, FFEDT7 A NEEFTIZTEET,

s user name [, L—HW—Z{TT 4 VX UBEITVET,

BEOEMERET D L, KBS (AND Tl S, X TORMENHZSNZ5EE
WCDRT Ny IRFRENET,

LT AN FERE LS, HEAD dédbugwebvpn 2~ REEHALTT Ny 72412 LE
Ty FMEERETHE T TIIT Ay ZI3AINCR 0 /A, Ty TOBIEORELZFRT S
I1Z1%. show debug ¥ X O} show webvpn debug-condition ==~ > & H L £,

ASA VPN THEDE v v a U RETINTWDHEA, —Da—F—tyara 770
Va—T 4T THIENEDLI R ET, FMMET Ay IEHEHTLE. TV F S
Dy MIESWTREDEYy v a ron 7 2 HEECEET, FMHMFTET Ny 72 R—
&Y a—/ UL, SAML, WebVPN ZKI L UL, Anyconnect T,

)

GE)  IPvAa BLOIPv6 7 % v b D lany,any] OV R — Mgt ivE T,

KT, 22— — jdoe THRUATET Ny VT HINT 20 2R LET,

asa3 (config) # debug webvpn condition user jdoe
asa3 (config) # show webvpn debug-condition

INFO: Webvpn conditional debug is turned ON
INFO: User name filters:
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B z255295470 FLRSSLVPN 3—4—~D7 5— O3 (E

INFO: jdoe

asa3(config)# debug webvpn
INFO: debug webvpn enabled at level 1.

asa3 (config)# show debug

debug webvpn enabled at level 1

INFO: Webvpn conditional debug is turned ON
INFO: User name filters:

INFO: Jjdoe

EBEICLBIS5AT72FLASSLVPN 1 —HF—~AD7
55— hDEE

FIE

ATV Tl AL ASDM 7 7Y r—3 2> v 4> RUC, [Tools) > [Administrator’s Alert Messageto
Clientless SSL VPN Users] #i#R L £,
AT9 T2 FETIHIIRECIIREAHLOT 77— FNEEZ AT LT, [PostAlert] 27V v 7 LET,

RATY T3 BEOT 77— MR ZHIBRLTH LT 7— FNEE AT DI, [Cancel Alert] %27 U v 7
LET,

254 F7 2 RLASSLVPN Y 3y Iy X—NRE

Flash7 7V sr—3 g vReJava” 7Ly R EOMBIABL AT =7 b, BLOSNET 7V & —
vavii, BEIITFEOE Yy a0l v X —IEGFEL T ==L EELTWET, Zhb
DRIRSAHAT Y = 7 B, FIHEUEEIZW L 223D Javaseript 2 LT 7 U b 7 v F—
RS LET, 7747 MU ASSLVPN > v 3 7 v —I(C httponly 7 7 7 %819 %
LBy ar X —RT T UVFORTREIN, 7274 Ty MIORAZ U7 N TRk s
N0, By a rOIFIIRAREICRY £5,

1R BRI

VPNt a Dl vF—FREX. 777477747 MU ASSLVPN v g
DI WEARICTETEFR L TLIZE0,

« VT4 T7 2 MVASSLVPN v v g DAT—H A%MERT 521, show vpn-sessiondb
webvpn 2~ R&MEH L EJ,

» vpn-sessiondb logoffwebvpn 2~ > R&EH LT, +XCTHDI 747> L ASSLVPN & v
varinbuZ 7Ty MLET,
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5547 FLRSSLVPN £y 3> 2 v3—nkE [

RO 7 AT LA SSL VPN #HEIL, http-only-cookie =~ > K3 A X — 7 /L DIFEIT
ELEH A,

sJava 7T /A v

cJaval 714 %

A= RNTFT—=T 4T,
s TFANT TN

c T AV Ny TSV —3 3 (MicrosoftOffice 7 7'V r—3a Ui L) L
% Sharepoint #&HE

+ AnyConnect Web L £l

« Citrix Receiver, XenDesktop, 33 & U Xenon

CXEDOMDIET T I N=A T TV r—a v BROT FTUYT T IA o R=ADT
TV r—a v

7747 > kLA SSLVPN t v 3 Cookie 2% JavaScript 2R ED 7 A4 7 v MAlOAZ V7
et LTH—RAA—=FT D7 7 BASN2NEDIZT5I21E, ROFIEZETLET,

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [HTTP
Cookig] 3R L E 7,

AT w 72 [Enable HTTP-only VPN cookies] = v 7 R 7 A% A LET,

GE)

Z DFREIL, Cisco TAC D HIFRINTZHAICOAFEHAL T EEN, Z0a~vy KA F—
TNCT DL, HARTA ) ICEREHINTWDZ T4 7T L& SSL VPN EREN L 70
LCEMELARL D0, EXaUT 40 LU A7 BNRELET,

ATy 73 [WH (Apply) 157V v 7 LTEENEERAFELET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



