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m&éhék Z—P—|ZIFER—F N N=UREREIN, PR — N SNDREDOHERY
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AnyConnect 7 7 A 7> N VPN U 4 H— K (5 =)

Cisco AnyConnect VPN 27 7 4 7 > | AnyConnect VPN & ¥ = —/L{X, ASA ~DEFx 277
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* [Psec IKEv1 Remote Access Wizard (9 ~=*—7)
* [Psec Site-to-Site VPN Wizard (3 ~X—72)

LAN-to-LAN #f5 T IPv4 & IPV6 Dl T D7 KL v v ZMEA SN TV AHH4E. ASA T
VPN kU RN HR—=FENLDM, WHFOET N ASA THY . 2O ONERF > b
TJ—27 D7 Ry 7 HRANR—H LTS (&S IPvd £721XIPv6) & X TY, =
i, WHOETONER Yy b T —27 8 IPv6 THERFR v BT —27 MR IPv6 DIFAITH YT
TE ET,

IPsec Site-to-Site VPN Wizard

2EBD ASA T A ADO S p T A WY =4 N brxb) EREEL, WOFRTY,
P A RV —H A K VPN F R TiE, IPsec 72 F a2 fliH L TF—2 ™ r#E I nFE 1,

Peer Device ldentification
* [Peer IP Address] : fthd¥A b (BT T4 R) OIPT RLAZFRELET,

* [VPN Access Interface] : 4 F>Y—H% A F FU R UIHEHTHA > F—T7 =4 AZRIL
i‘é—c

* [Crypto Map Type] : ZOETIMEHN SND~Y vy T OEAT (RET 4 v 7 ET21E54F
Iv7) BEELET,

REIDLST74090

ZDAT T, m—= AN Xy b= BIOVE—bF Ry NIV—2ZZELET, Zh
SOy T =7 TIE, IPsec W5 bEEH L TR T 7 ¢ v 7 RSN ET,

* [Local Networks] : IPsec h " RATHEH SN DR A MERELET,
* [Remote Networks] : IPsec h " RATHEHINL Ry NV —7 ZfEELET,

tXaUT«
ZDOAT T, BT TAAL AL ORGED FiEERELET, HMARELTINT 50, F
AIEA X —Z2IBECTEET, ELILITHMRA T v a iz 0TI, UTIZ#HIAT S
[Customized Configuration] % 3%®R T& £,
* [IKE Version] : &6 50— 3 VAT 50200 U T, [IKEv]] £72I1E [IKEV2] T = v
IRy I A%A N LET,

 IKE version 1 Authentication Methods

s [Pre-sharedKey] : FipiAF—ZHEHT 5L, UE— b ETOHMPREN THOXR Y
N =7 MEZELTWDEA, BEEZ2TECS@HICEY N Ty 7 T&EEd, =T
WD IPsec BT 1L, BX 2 7 e LT AHFOET T EIZar7 1 F¥alb—va
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UNERENVE LT D0, KBRSy U= TEAr—o ) 7 0 ORERET
DEENDHY FT,

IPsec 7 OE&XT1E, FiHEAEF— 2L TEX 2T bRV BT D 0E
BHYFET, BX=2T7RFEEZFEHLT, VE— MY A FOFHE L FRiAET—%
L TLIEEW,

[Device Certificate] : 7 —71/L ASA & U E— | IPsec &7 [H]OFEAECREMIEZHEHT 5
Bailzz Uy LET,

TUHNVGEAEIZ L S IPSec b FAVDOFENIHEHT 28X 2V 7 0 F—%2%hFE L <
BICXET, FUXNAIHEICIL, 4R VU TS 24 WM. E70XIP
T RVAGRED, 2= —F7203T7 A AT sERE RS nEd, 2
FUHNVGEAEICIL, AF—Dabv—sEENTVET,

2ODETREETHEASIT, SARLF AN BLINT-T -2 AL T, A
DOFRFEZITVET, HILWET 22Xy NT—ZITBNMT 2581, DT % CAIZ
ik LET, MOETRNBMOREEIT I LETH Y FHA,

* IKE version 2 Authentication Methods
s [Local Pre-shared Key] : IPsec IKEV2 R8AE R E R BALT VT Y X AZBELET,
s [Local Device Certificate] : VPN 7 7 £ X Di&iE%, X =2V 7T 4 TS I7A4 T A %@
L TITWET,
« [VE— T HHHLA ¥ — (Remote Peer Pre-shared Key) ]: 2 — /L ASA & VU E—
Ik IPsec 7 M ORFEM OFRILAF—2 AN LET,

» [Remote Peer Certificate Authentication] : ZDF = v IV Ry 7 AN DEXE, BT
TS ZPGERHEZ A L TZOT A AT L THFOBREZIT ) 2N TEE
7

* [Encryption Algorithms] : Z D% 7 Cix, 7 —# OR#EIHEHT L8 5T LT Y XD H
A TEERLET,

« [IKE Policy] : IKEVI/IKEV2 #8:F A E L 9,

* [IPsec Proposal] : IPsec 57 /LT Y XA LZFEELET,

* Perfect Forward Secrecy

» [Enable Perfect Forwarding Secrecy (PFS)] : 7 = — X 2 IPsec ¥ —DAKIZISV VT, Perfect
Forward Secrecy i3 2 E 90, BIMERT2EF 5OV A4 X2EELET,
PFSIZ, L WF =TT T, HoLWEDOF—LERLRANE WS ESLa T
7R TH, Psec RAYT— a3 Tl PRSB3AA X —TNWIZRDLET, 7=—X2
L7 = —RX 1 F—IZESNTWET, PFS TiX, F—DAERIT Diffie-Hellman /7
ADBEHINTWET,

PFSIZ Lo T, B —0D | OOV RET SN TH, —HORHAR S —8 X OWE
F—MMOIRAE Ly Y a vy i3RI N2 9,

B vnNYes—F



| VPN —F

AnyConnect

AnyConnect 7 54 7> VPN 4« H—F .

PFS (3. BEROMM TA R—T /T D2RENRH Y £,

« [Diffie-Hellman Group] : Diffie-Hellman 7 /L —>" 1D Zi#R L5, 2 DD [Psec 7
&, FAEICIEEREEREZEET 5 2 L R LAREERZEHT 2720120 1D
EHEALES, 7740 DO Z—7 14 (2048 £ v | Diffie-Hellman)

NAT Exempt

* [Exempt ASA side host/network from address translation] : K2 v 7*Z 7 U A M &HEH LT,
T RUVABEBDOERINT DR A MERFRy NU—7 2RI ET,

92472 VPN D4 H—F

ZDOY 4 ¥ — KX, AnyConnect VPN 2 7 A 7 > k ® AnyConnect VPN E ¥ = — /L7 5 D VPN
Pt T AND K OICASA R ET D EEIHEHLET, 2OV =T, 7 xy
NI —2 77 RANTEDHEHIZIPsec (IKEv2) 7'v h /L E 721X SSL VPN 7' h 2 /L% 3%
ELET, VPN BRI LT- & X2, ASA 12X > THEIAYIZ AnyConnect VPN 7 7 4 7 >
k' @ AnyConnect VPN & ¥ 2 —/LRT Y Ra—HF—DF A AT v 7Fa— RIpET,

Connection Profile Identification

[Connection Profile Identification] Ti&, VE—F 727 A 2—H—|Z%9 5 ASA ZfHE L £
—§—O

« [Connection Profile Name] : U E— k 727 & A 2—H = VPN D7D T 7 245
SR RELET,

* [VPN Access Interface] : VE—F 727 A 2—HF =R VPN EHDOT=DIZT 7 EATHA
:/5\——73:/])1%%*)_\'[/35@—0

VPN Protocols
OB T a7 s A NI LTHT A VPN 7 e ha VEEELET,

AnyConnect 7 74 7 > b OF 7 4L MEISSL TF, #7277 A4 /LD VPN ko X)L 71
hzbl LT IPsec A R—7 M LTz EIE, IPsec A X— 7ML FA4 T b 7'
T ANVEERLTERT LMD £ (EKT 521X, ASDMOT a7 7 A )b
T4 X EFHLET)

WebLaunch D {4V |Z AnyConnect 7 74 7 > N ZHaiRHT 551X, &HDOZ 747 b
B SSLAMHA L, By a v HIZASANG Y AT U N a7 7 AV ESITRY £7,
UBROHESR T, 2947 MIEDOT v 77 AV TRESNTZ 7 7 2L (SSL £721%
IPsec) #fEFH LET, IPsec WRESNTZT 07 7 A NET TA T e EHICHERIER LR
Btrld. ®ADT A7 MERE T IPsec MEH SALE T, [Psec & A Rr— 7 M LIREED 7
FAT N Ta T 7 A NVEFERIERT 2 FEOFEMIZOWTIX,  [AnyConnect Secure Mobility
Client Administrator Guide] ZZ& L T 72 &V,
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» SSL
* [Psec (IKE v2)

s [Device Certificate] : VE—h 727 ®RA 77472 MIxtT 5D ASA ZfREL T,
AnyConnect 7 74 7 >~ OEEREDOHIZIE, Always on < IPsec/IKEV2 D L 512, A7 T
N AGEHEN ASA ICFET D L 28T HL008H 0V 7,

* [Manage] : [Manage] %129 % & [Manage Identity Certificates] 7 ¢ > KU B X £97,
* [Add] : ID GERAE & 2 OFEHIIE A BI04 121X, [Add] 28R L £7,

* [Show Details] : ¢ DFEH] & %8R L C [Show Details] %7 U » 7 4% & | [Certificate
Details] 7 1 & FUDBE | EOFEHEDORITHRE L HITEHEVRRRINDITN, &
VT NES, BERGE, fHET 5 87 A MRA v b, BRI R ERRRINET,

* [Delete] : HIFRT HREAEZ MFHZER R LT [Delete] 27 U v 7 LE T,

* [Export] : FEFAEZRFHE R L C[Export] 227 U v 795 L, ZTOFEHEL 7 7 A MIZ
T AR—=FTEET, ZDOLEIT, WEHARATL—=XE(T 20089 hEHET
%ij—o

+ [Enroll ASA SSL VPN with Entrust] : Entrust > ¢ SSL Advantage 7 3 % /L AEBH & % fif
A+25E. +<ICASASSLVPN 77T A 7 v ADBB 2 Bl T& £,

Client Images

ASA X, VATV bTHRAANTE LU Z—TFTA R Ry NT—=TIZT VAT HEXIT, &
D AnyConnect 7 7 A T2 b N r—V%ZDT A ZCHBICT v 7a— K452 &0
T&Ed, 790V 0a— Y-V b A=V LDORnE, ERFEAMHH L CEE
TEET, Fo, EROREICET AR A2 H/NRIZT 572012, b IS HEHSD AL
V=T 4T VAT LBV A NOKEEICBEI T ET,

RELAE

Z O T, RREEwmARRELE T,

* [AAA servergroup] : ASA Y E— M AAA Y —N— TN —FZT7 7 EA L Ta—P—%§R
FECED LI LET, AAA Y — = TN —T % HEIRES NI N—T DY R b h
BIBIRT D7, [New] 27 Vw7 LTH LW L—TE/ER L E T,

* [Local User Database Details] : ASA 2SIV TV D — /L T —H RX—R | ZH L2 —
PF—EBMLET,

« [Username] : = —W —D a2 —H—& Z/Efk L £,
¢ [Password] : —HF—D/RZAT — F&2ERL L 7,
* [Confirm Password] : #EFRD 7= OIZF UXA T — REZF AT LET,

s [Add/Delete] : B—H )L T —H X— R —Y—ZBINEILT — X X— A0 LHIFR
LET,
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AnyConnect 7 54 7> VPN 4« H—F .

Client Address Assignment
UE— |k AnyComnnect 7 74 7 k —H D7D P 7 KL AFPHEFRE L £,

* [IPv4 Address Pools] : SSL VPN 7 4 7 > Mid, ASA IZHEE L= & ZIZH LWIP T R L
AxZITMYET, 7747 PUVAERTIEH LWIP 7 RLAIAETT, 7 LA
T—=NTiE, VE—FN I TAT U MRZITWDZEDTEDT FLAFHENERINE
T, BEFEDOIP 7 FL A F— @& IRT D), [New] 227 U v 7 LTH LW — L& 1ERK
LET,

[New] 23R L7254 1E, BIMGERKTOIP 7 RLABXOY 7 Xy b ~ R 7 &FRETH
VENRH Y F7,

« [IPv6 Address Pool] : BEfFD IP 7 FL A F— L& 8IRT 57, [New] 227 U v 7 LTH L
W — L E B L E T,
A\

GE) IPv6 7 KL A 7 —)LiZ, IKEV i 7 1 7 7 A )VIZIIERL T&
FH A,

Network Name Resolution Servers

VE— h =P —RNNE Ry NT—Z T I ERTDHLEEXIZED RAAL VL5 RIT 20518
TELET,

« [DNS Servers] : DNS #—/S—®D P 7 KL A& AN LET,
« [WINS Servers] : WINS —_X—®D P 7 FL A& AHLET,

e [Domain Name] : 7 7 A/ hD KA A 4% AN LET,

NAT Exempt

ASA ETHRy MU =T BHRA X —T ICTRES N TN DHEIE. VPN F T 7 ¢ v 71T L
TZOEMAERIRT DUERH Y 7,

AnyConnect 7 547> b DEA

WD 2 ODHFEDNTNNEMFEH LT, AnyConnect 7 7 A 7> s 70l T 8% 7 74Tk
TNAAZA VA R—= NV TEET,

* [WebiZ &) (Web launch) ] : AnyConnect 7 7 A 7> k /X /r— 1%, Web 77 7 & fifi ff]
LTASAICT 7B A LIZE EICHEICA VA b= ENET,
)

GE)  Weblaunch [T~ /LF 2T F A M F— KTV R— S EH
AJO
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o« [FH1ER (Pre-deployment) ]: F#)T AnyConnect 7 74 7> b N r—U% A VA F—
NLUET,

[Allow Web Launch] (X, T X TOEHEN RS0 —VRETT, ZOF=y IRy
ANAT GFFAI L) OA1E. AnyConnect 7 74 7 > N SSL¥Eft & 7 74 7 LV ASSL
Pl ItgRE L £ A,

FaiEH DAL, disk0:/test2_client profile.xml 781 7 7 A JL /32 KO HIZ msi 7 7 A V1
HY., ZOIITAT N T 7 A% ASA 2B AnyConnect 7 7 A 7 2k /Ny r—UIZA
NTEBLLENHY T4, ZhiE, PsecEfta HFF L7 LBV ICHERICEESE D720 T,

Clientless SSL VPN Wizard

DT 4P —=RTIE, PR—FSNDEEONEY VY —RITHT D, R—F L _X—=TINHD
FAT VMV ARATIT O R—=2Ffwe A F—T WM LET,

SSL VPN Interface
P 7 n 7 7 A& SSLVPN 2 —H—DHde b b4 v 24— 7 = A AZHELE T,
* [Connection Profile Name] : #5727 7 A LV OL4RI R E L E T,

+ [SSL VPN Interface] : SSL VPN 85t D72 DI 22—V —NT VB AT HA L H—T = AT
R

« [Digital Certificate] : ASA DFRFAFD 7= DI ASA NS Y E—F Web 7 7 U HIZEETHHD
HRELET,

s [Certificate] : Ky 7& 7 U RLERLET,

* Accessing the Connection Profile

* [Connection Group Alias/URL] : 7 /v —7 = A U 7 AZw 7' A L FEZ [Group] K= >
oy VA MPBEBIRSLET, ZOURLA Web 7 7 UV HFICATSET,

+ [Display Group Alias list at the login page] : 27 A > X—=II\ T N—T A U T ADY
AN ERRTDGEICA T LET,

User Authentication
: 0)“\0/]) \/'/Cﬁj: muu rﬁi&%? Ebi‘?}

* [Authenticate using a AAA server group] : ASA 28 E— F AAA J—N— J L —FZT7 7tk
X[//C:L“—‘H‘ %HALHEET%%)J:j Lij—o

* [AAA Server Group Name] : FH[a%E SN2 NV—T DU R b AAA —"— 7
N—TERINT B0, [New] 227 Vw7 LTH LW A—T 2B L £7,
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* [Authenticate using the local user database] : ASA I[ZfRfF SN TWND B —H)L T —H X— (T
FLna—F—%BINLET,

« [Username] : 2 —H —D 2 —H =& Z/ER L £,
« [Password] : L —F —D/RAT — REERK L 77,
* [Confirm Password] : #ERRD 7= DIZF U/NA Y — REHFB AN LET,

s [Add/Delete] : B —H )L T —H XN— R —P—ZBINETILT —F X— A0 LHIFR
LET,

Group Policy
IN—T K —lZL»>T, 2—W—Ir—T7ot@EtskEL£d, LV L—7 K
U—%Fld 2, FEBFEORY o—2 R TEIELET,

* [Create new group policy] : HT LW N —7 KU v —&ERTE 9, HLWLWKY > —D4
AiZ AT LET,

* [Modify existing group policy] : EEIET HEEFED 7NV —7 R L — 2R L £7,

Bookmark List

IN—T A2 T7Fy EWeb ¥ A FhDOYRARNERELET, ZNHOYA M, A—%L
NR=ZY 7 L LTERINET, fFil& LTI, https://intranet.acme.com, rdp://10.120.1.2,
vne://100.1.1.1 72 E3 % 0 3,

s [Bookmark List] : K>y 7# 7 JZX RNHEIRLET,

* [Manage] : [Configure GUI Customization Object] #1472 7R v 7 A& GEICI UV v 7
L/ i ﬁ—o

IPsec IKEv1 Remote Access Wizard
S

(GE)  Cisco VPN Client | &t HAEECRHI T, H AR — F23& T L TWET, AnyConnect E¥ =7 EEY
TATITAT VY NIT 77— RTH0ERHY £7,

IKEv1 Remote Access Wizard Z LT, F AL 2 —HP =R ED VPN 7 T4 T 2 MILE
RUVE—F 77 RAEZREL, UE— b IPsec ETIHERTHA L F—T oA AZEELE
7
* [VPN Tunnel Interface] : YV E— K 727 BRI T4 TV N CHEHTLIA vV F—T oA Ahi
RLUFET, ASAITHEE DA v X —T =2 A ADRDHDIEEIE. ZOU 4 P — REEITT DRI
ASA TA VA —T =2 AHRELET,
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» [Enable inbound IPsec sessions to bypass interface access lists] : IPsec iREHE A DHEEE v~ a
CPEASAIZE S THICHFTHEIICLET (DFEYD, A ¥ —7 = A AD access-list L
BTyl LeNnEHIcLET) By a DAL RATEHDIE, A F—T=A
AACL 7 TT, RESNZIN—T K v—, a—%F— BLO¥Yrr—RKIhiz
ACL T S x4,

YE—RTHERIFATVL

SFESERFATDODIVE— N T IR 22— =0, ZTDASA ~D VPN h o RLE2BL 2 &
MNTEET, ZTORVSRILVDVPN I TAT U DFA T EEIRLET,

* VPN Client Type
* [Easy VPN Remote product]

* [Microsoft Windows client using L2TP over IPsec] : PPP #2iE~ &2 h 2 /LA FEE L £,
BRI, PAP, CHAP, MS-CHAP-V1, MS-CHAP-V2, ¥ X U'EAP-PROXY T,

[PAP] : SBREFICZ VT TH A RO 2—P =L L XA T — REET O T, ZE&TED
nEHEA,

[CHAP] : = R—DF ¥ L VIR BINE T, 7747 v NI Fbasn-F v
LoD ERAT—=RBIOZ VT THXFA MO2—F A %K LET, ZO7a hail
I, PAP LV ZRTTN, 7—XIFKF{bIhEREA,

[MS-CHAP, Version 1] : CHAP Ll CTWETR, H—"—Z, CHAPD L H>7%227 V7
THEARDONRAT — TR, Kb L7z A U — REFE2RFEB KO 50
TRETT,

[MS-CHAP, Version 2] : MS-CHAP, Version 1 UL EDt % =2 U 7 ¢ 58{bARBEDN & £ T
b\‘ij‘o

[EAP-Proxy] : EAP A X —7 ML Ed, ZhIZXk->TASAL, PPPIEiET & 2
AN D RADIUS GRFE— "—ZRITS A N TEET,

VE—hIT7A4T7 T FalNBEEIN TV RWEEIE, FEELRNVWTLEE
W,

FRET DD, 774 T Finb L 7 b—7 478 username@tunnelgroup & L
TEEENLIHETT,

VNI SAT7URREEARE RO RILTIL—TE

PRE R EBRE L, EHAR ) v— (b Zv—7) ZVERT 512X, [VPN Client
Authentication Method and Name] A4 > & L £7°,

* [Authentication Method] : U E— bk YA & 7%, FHaidFEF—20FEHAZBOWT N EE
HUTHIELET,

* [Pre-shared Key] : ©—71/L ASA & U E— b IPsec &7 [H] OFE CHAIHLA ¥ — 2 H
FTOHLGAILZ ) v 7 LET,
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IPsec IKEv1 Remote Access Wizard .

HELA X —A2HHT D L. VE— N ETOENREHTrLrOR Yy hT—7 NEEL
TWbHEGAE, BEZTIECSHHICEY N7y TEET, TNENDIPsec BT 1T,
Y X 2T RS AWML T AMTFOE T i ary 74X ab—ya UIERESE LT
B, KRRy NI—7 ClEA T —J )T A OMENRELCLDHERH D F
R

IPsec 7 DA_TIE, FAHAFT— 2B L TEX a2 TR U RV EMNLT H0E
DV ES, BEXaTRhAFEEFEHLT, VE— M A FOBEEE L FERHLAXY—%
AL TLTZEW,

[Pre-shared Key] : 1~128 SCF D F T L 752 A LET,

[Certificate] : 77— /L ASA & U E— |k IPsec &' 7 [ DFEFE CiEE A H T 2541
Vw7 LET, 2Ok varEETTHICE, FHRNCCACEEL, 1 2L ED
REEZ ASA X 7o — RLTEBIMERD D £7°,

FORVEFAEIZ X D IPSec b U RIVDFSLICH T2 X2 U T 4 F—a2 2R L
FHTEET, 7 UVXNVGREL, ARl VY TAES, St HH, E2EIP
T RLARED, 22—V —F 72037 A AEHHT HIERPFTER I TWET, E£z2
TUHNVGEEIZE, ARF—0av—bEEnTVET,

FOHNVGFAELZERT A2, TYX VR EEZRITT AR (CA) 1287
FEERLET, CAlL, BT 2N ¥ —F -3 T& %Lt774ﬂ%FCA
DHEAELHY FT,

2ODETNBETLIHEAIT. IFAELF A NBLEINZT—F LT, A
DOFWFEEATVET, ﬁbwt7%z/hv JIZBMT B5A1E. OV T % CAIZ
Bk LET, MOETNBMOFREEZITI LEITZHD A,

[Certificate Signing Algorithm] : 7 ¥ # LGEHEZE A T LT Y X A% FK - LET (RSA

DA rsa-sig)

s [Tunnel Group Name] : @iz AJJ LT, 2D IPsec Befoi D b U RNVAEEEAR ) v —a Bl L

a— REERLET, #Eedh U o—Tid, 8GE, §Frl, 7THho T 007 —n_—_ F
TNV ITN—F R — BIRIKERMEEZEETEET, ZOVPNY ¢ ¥ — T
ET DR —I1%, BFEFRNEZHEE L, ASADT 74V hDO T V—7 R —%&ff
ALET,

D347 2 hERELE

[Client Authentication] 3 > TiZ, ASANY E— h 2 —WF—%FET 5 L AT HES
BIRLET, ROA TV a rOWVTNEBRLET,

* [Authenticate using the local user database] : ASA OWNEHORGES R AFEHT 255127 U v

7LET, ZoFRF, 22— —DEN VR CTEEL TCWARETHEALET, kD2
ATl ASA Il % Da—W—DT H 7 M EERTE F9,

* [Authenticate using an AAA server group] : U &— b 2 —H —3BFECTHNH—/— 7 L—7F

AT 258270 v LET,
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* [AAA Server Group Name] : JEIZHERK & 4172 AAA H—/"— 7 L—T 2L £7,
e[New..] : LW AAA b —R— IV —T ZRETIHARICZ Y v 7 LET,

User Accounts

[User Accounts] XA > Ci, k% B E LT, ASA O —H— F— X X—Z(TH LW
a—WF—EBMLET,

Address Pool

[Address Pool] XA > TiX, ASANYE—F VPN IA4 7 MZEDYTEHa—hALVIPT R
LVAD TS — N EHRELET,

s [Tunnel Group Name] : Z D7 RL A F—AN#EH SN Ew7e 774V (v 7
N—T) DLBINFRINET, ZO4HIE, [VPN Client Name and Authentication Method]
NA Y (AT v 73) TRELEZLDTT,

* [PoolName] : 7 R LA 7 —)LDOFak ID #3R L £,

eNew..] : HrLWT7 RL A F— 2R ELET,

« [Range Start Address] : 7 KL A 77— /L DOBAMBIP 7 FLAZ AN LET,

* [Range End Address] : 7 KL A 7= /LK TIP 7 KL A& AN LET,

* [Subnet Mask] : ({EE) ZNOHDIPT FLADY TRy b v~ A7 IR L £,

Attributes Pushed to Client ({£X)

[Attributes Pushed to Client (Optional)] 21 > i, DNS #—/3—& WINS % — —{ZfF 5 1F
MBEOT 7+ N RAALHEVE— T 78R TA7 2 MIHET L OIT, ASA ZRIE
LEd,

* [Tunnel Group] : 7 R LA F— AR S D8R U > — D4R ZFRRLET, 204
HilX. [VPN Client Name and Authentication Method] XA > CiRE L= HDTT,

* [Primary DNS Server] : 77 A~ U DNS #——D P 7 KL A% A LET,

* [Secondary DNS Server] : 4> 4% U DNS % — =D P 7 RLA&Z AN LET,

* [Primary WINS Server] : 77 A4~ U WINS — X—D P 7 KL A&Z AN LET,

* [Secondary WINS Server] : £ 4 > % U WINS —X—DIP 7 KL A2 AL ET,

* [Default Domain Name] : 7 7 4 /L h®D KA A 4 &E AT LET,

IKE Policy

Internet Security Association and Key Management Protocol (ISAKMP) & & FEIILS IKE (X, 2 &
DARARNCTIPsec BEX 2 VT 4 TYVT—3aryOBEGEEZ —RIEL-00F T —
var7u halTyd, HFIKERIvT—va it Tx—RX 17 2—X2 LTS 2
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SO INEF. T x—R 1 1. u?’ﬁO)[KEZ\ﬁ‘T/I“‘:‘/E\/)z v —VakiETD
BOIO b R VEERLET, 72—RX2 TR, T— X 2R#T5 b o R ABERSNLET,

[IKE Policy] XA > Tlix, 7= —RX1IKE X 3T —3 a3 VOFRMEEHRELET, ZOLRMHIC
X, T EREL, TIANT—E LS b, BT O ID 2T 0 RE L B X
B —HB] 7 2V XA %L % Diffie-Hellman 7 /L — 7" RN EEET, ASAIZZ DT
NIAYZXLEFEHLT, ¥ —btnyva F—28HLET,
s [Encryption] : 7 =— R 2 X AT — 3 VERETDH T 2 — X 1 SA NI T 572901
ASA DMEHT 5, JIFRE LT AT Y X AZBIRL £, ASA L, RO H{ET /T
ALZYAR— KL TWET,

T XL SiER

DES T AR EHE, S6 By N X —AMHEHALET,

3DES Triple DES, 56 B> b ¥ —%ffiH L CTh5 S bz 3[MIFATL £,
AES-128 RS LR, 128 By N F—ZEH L7,

aes-192 192 £y b F—% 7% AES,

AES-256 256 By k F—2fEHT 5 AES,

F 74V h®O3DESIEDES LV bEx o7 TTN, B bEEELIZIE, L& o
FAEVEE LET, FEEIC, ABST 7Y a ik nExa T 213881 Tas, LB/
HELHEAKLET,

» [Authentication] : FRFERCT — X BEMOMIROTZDIZFEHTH /Ny 2 7T Y XA %R
WLUET, 774V MISHATT, MD5OX A Y= A MI//hS<, SHA LV HbTnic
HNE SN THWET, MDS X, (DD THREETY ) HWRICIVEND Z ENFEIES
NTWEF, UL, ASA T 415 Keyed-Hash Message Authentication Code (HMAC)
W= a3 VI OREEREE ET,

[Difﬁe Hellman Group] : Diffie-Hellman 27 /L — 7 ID #3&IR L £7, 22D IPsec £ 7 1L, #H

AICHAREFR ST 2 2 LR ARERHRAZ SN T 272020 ID 2 L E
T, 774/ EDHZA—714 2048 v ) 1, ZA—7 28IV V=75 80 %
LRMBRENE RS ET,

IPsec Settings ({XZ)

[IPsec Settings (Optional)] XA > TlE, 7 RVAEBEWNARE oa—H )L KA NEXy NT—7 %
HELET, 7740 Tl ASAIL, AT IV I EFRBRAET 4 v 7Ry NU—2 T
R L 2ZEH (NAT) ZFEHA LT, WHOFRA MBIy hU—27DEIP T KL A &SR
Z EMBRELET, NAT (I, B TERWINEAR A M X2 W EBEOMEBRME A K/NRICH 2 F
TR, VPN I L » CRIEB L OMREI N TVD AR A MIX L TEREY 2 EE13H D 7,

72 z2iE, FAF I v NAT AT 2N E A ME, 7= BEEEIRIRLEZT FL
ALWETHZLICEY, ZOIPT RLAZEHBEIEET, AHEBHARA Fobid, BHIh-
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T RLAFIRRZAEIICHRVET, AYDIPT RLARICT—FE2EETAILICE ST
TNHDONEHARAMIELEL LD ETHUE— K VPN Y 747 M, NAT Sl —L 2 3%
FELRWED ., ZHbDFRA MIFESFTXETA,

\}

GE) I RTOFRRAPERY FT—7 % NAT D H0ERT HEE1E,. 20X, T LHELEE
o TV FUNIDOTHHEETDHE, MOTRTDORA N EXRY FT—Z [ENATICREWVE T,

« [Interface] : IR L7ZR A FEFITR Yy N =TI THRET 5 A L 2 —7 = A ADLRTZEIR
L\iﬂ—o

* [Exempt Networks] : IR L7z A > X —T = A4 A Xy N =T LHaERTHHRA MEIX
Fy hT—=7DIP T RLAZBEIRL 7,

s [Enablesplittunneling] : U E— K 7 78R 7 T4 T EMEDONRT Y w7 £ H—F vk

D NT T 4y RS EETICEET OHAEICRIRLES, A7V v b bR 7T
F0, RESNT-RY NT—=TDNT 74 v 7RIS, RESNTW RV Y b
T—IDrT7 4w 713 bEnNE A, A7V v b bR T ERA =TT D
&L ASAVE, WBRERRICIPT RLADY A REZUE—RVPNIZ FA4 7 MIT v aLE
T, UE—FVPNZ IA4T 2 ME, ASADBHRIZHDIPT RLA~D NT 7 4 v 7 &l
FELET, tOTXTO T 7 4 v 7 IS L SN TITEEEA X —F > MIED S
L. ASAITEEG LER A,

* [Enable Perfect Forwarding Secrecy (PFS)] : 7 = — X 2 IPsec % — D AERKIZISVN T, Perfect
Forward Secrecy Z /03 5797 BIOMHT2F SO A X&f5E LET, PFS
. LD F =TT T, HoprBEOF—LERLARVWEWNWIZ{ba 7 T
¥ IPsec 1AV T—3 3 XTI, PFSHAA RX—=T /IR D% T, 72— R 2F— 77 =—
A1 F—IZHESNTWET, PFS Tid, F—O4AKIT Diffie-Hellman J7 3 2R ST
£7,

PFS IC & - T, BEF— 0 1 DAFRMBE SN TH, —HORHIAF —35 L ORH F—
MOIRELIZE Yy v a v I3RS Y £,

PFS /&, #ROMMTA 2 —T VT DRERH D £,

» [Diffie-Hellman Group] : Diffie-Hellman 7' /b —>7" 1D 3N L £ 5, 2 DD IPsec T
W, MEICIEEEER A2 RS 5 2 L A MEFRZEHT 57201220 1D
ZHEHALEY, 74/ FDHZL—714 Q048 E v }) 1T, /A —F2BLOS
N—75 Xy vy retinmat RirsnEd,

Summary

FREICRIEZ 2T AU, [Finish] 227 U » 27 LE9, ASDMIZ X > CLAN-to-LAND 2> 7 ¢ ¥ =
L—a UOMRESIVET, [Finish) 227 U v 7 L7z, ZOVPN Y 4 F— &R LT
DALV T 4 X2l —arEBERTHI LI TEERA, ASDM i H L CHLIRIERE 2 iRk
FORELTLEEEN,
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IPsec IKEv2 Remote Access Wizard

IKEv2 Remote Access Wizard ZfifHL C, AV 22—V =R YD VPN 7 T4 7~ MMIZZE
RVE—F T 78 RAZZREL, VE— b IPsec U TG THA L X —T = AZFELE
j‘o

Connection Profile Identification

[Connection Profile Name] (ZHift 7' = 7 7 A /L D4R Z A1 L. [VPN Access Interface] C IPsec
IKEV2 UE— R~ 727 ERAIMEHTH VPN T 7 ERA L 2 —T =4 ZAZRINLET,

» [Connection Profile Name] : 4 RiiZ AJJ LT, Z @ IPsec #fic D b v R VEEGA D O — %5

el a— REERLET, #iAR Y > — Tk, @Rk, 770, THU T 4 v 7 P —r3—]
TN IN—=T R — BIOIKERBHEAZFRETEET, ZOVPNT 4 —RT
RETLEHA Y >—1F, BAESFREHEL, ASADT 7 ANV DT N—T K v—%
ERALETS,

[VPN Access Interface] : VE— N IPsec 7 &£ DEFXF 2T N RIVEMNLTDHA 2V H—
T x A AERIRLUET, ASAICHEBOA v X —T =4 AR DLGEIE, 20U 4P — K%
FATTDHRNC VPN 2 7 4 Fa b—a U AFHE L, t%;?&&ﬁ%%jﬁé%ﬁ@
UE—RIPsec 7 T &I, AT A Z—T oA AZFEL TEBMLERHD £77,

EEHRIZE D < IPSec (IKEv2) EREIR—

[IKE Peer Authentication] : U E— k A ks B 7%, Faidta v —. FEHE. F72I1X EAP 21
AL TRREOWTNNZEH L TRGEL £77

* [Pre-shared Key] : 1~128 SCF D57 C o= A LET,

FRHEAX—Z2HHTHE, VE— N ETOENBENTHOFR Yy hT—7 NEELTH
L6, BEETECSEHIZEY N7 v 7 TEET, ENEND IPsec BT 1L, X =
T IR AN T DM TFOE T 2RIl ary 7 4 X ab—va VIERELE LT HED, K
72y N =T TIIAr— )7 4 ORENELCDLERH Y F7,

IPsec B 7 DERT I, FHAHAF—2 ML TEX 2772 b RV EHESLTHHLER D
DET, BXaTRFEZFEHALTC, VE—MV A NOFHE L EFRLAT—2AH 1L C
<TEEW,

* [Enable Certificate Authentication] : A4 2795 &, FRFEICREAEZFEH CX £,

* [Enable peer authentication using EAP] NZTDHE, PBREICEAP A TE LY, 2D
Fryv IRy I A F AT LTS i 02— 77 Vg wf&%%%ﬁﬁﬁﬁ‘é%%#&)@i
R
* [Send an EAP identity request to the client] : U E— K 7272 VPN 7 A 7 > hZ EAP &
AEEOR 2 X E TE £
Mobike RRC
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+ [Enable Return Routability Check for mobike] : Mobike 234 Zh1Z 72 > T35 IKE/IPSEC &7 &% =
V7q4 7Y vxm—alidlBlil b4 4TIy 7 IPT RLAODEE . F = v 7§ 5 Return
Routability Z A 202 L E7,
[IKE Local Authentication]
« B —NERREE A X —T M LT, FRHAF—FIFEFEHEFEOWT N RINL £77,
s [Preshared Key] : 1 ~ 128 SLFD ST LT E AN LET,

* [Certificate] : ©—#4 /L ASA & U E— b IPsec &7 R OFGECREHEZ T 285512
7V w7 LET, 207 varE%ETTHIE. FANZ CAITEHEL, 1 DLLED
AFAE A ASA ICX T u— RLTELBERH Y 1,

FUHIVEFAEIZ L D IPSec b v RIVOFENICHE AT DX 2 U T 4 F—&2 R LL
BEICE E9, T UXVGEAEIDIE, ARl VU T %S, Stk M. I
T RLARED, 22—V —F 73T A AEHBANT DERPFER I TWET, £
FUXNVGEHEICIL, A —0av—EENTVET,

T UK NVEERREAERT DI, T UOXNGEREERITT HREER (CA) &7
EEEELET, CAIL, BETE AU —F 3N TE %Lt774«%FCA
DHEELHV FT,

2ODETNBETIHERIL., IFAELT A NVEBLEINT-T =X 2ZH LT, HA
DOFEEEITVET, HILWET 2%y N —ZI5BINTAEE1E. O T % CAIZ
Bk LET, Mo T RNBENORERITHI LEITH Y A,

LA &

IPsec IKEv2 U E— k 7 7 & A TiL RADIUS @BFED A B AR — h & THET,
* [AAA Server Group] : JCICHERR S 172 AAA r—"— T —T 2@ IR L £,
e [New] : HT LW AAA B —R— F—T %R ETHHEICI7 ) v 7 LET,

* [AAA Server Group Details] : Z OFEIR A LT, AAAY—— 7 —TF %2 VE|Z5 LT
EHELET,

Client Address Assignment

IPv4 BELONIPV6 DT RL A F— L ZERT 50, BIRLET, )%~F77tx7§47
Y MTIE, IPVAEZIZIPVO DS — DT RLARE Y S THNET, MGEHRE L%

IPv4 7 KL ARMBRE S ET, B WX, Te—H/LIPT RL AR F— LDk EJ%*
L TLSIEEN,

Network Name Resolution Servers

VE—h2—F—=RHNER Y NT—=JIIT 7B ATELEEICEDE I RAAL U EERIT D
NEFEELET,

« [DNS Servers] : DNS #—/NX—®D 1P 7 KL A&Z A LET,
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« [WINS Servers] : WINS —/3—D P 7 KL A& A LET,

* [Default Domain Name] : 7 7 4 /L b D KA A 4% AT LET,
NAT Exempt

* [Exempt VPN traffic from Network Address Translation] : ASA C NAT 231 R —7 /LI~ T
WAHGEIZ, ZOF =2y IRy I AT T HRERHY £7,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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TIKETAIPMDRF AV M ESELESZL,



