—AH9 7% VPN 5852

VAT AT var 23=Y)

s KK VPN v a v BoHE 3—)

* DTLS OfE (4 =—2)

* DNS #—"— L —TDRE (5 X—)

LT DT —VORE (5 X—)

*SSLVPN #fefHD 27 747 b 7 RLAFRE (6 3—)

s IN—TFRY v— (8§—Y)

BT R T A (63 %)

T 0Ty AN, 7T AT N ASSLVPN (84 ~X—Y)

« IKEvl #&fi 7' 7 7 A /b (88 ~—77)

CIKEVZEHETA T 740 (95 3—2)

« IPsec 721X SSL VPN it 7' 120 7 7 A L ~DREAEDO~ v B 7 (97 X—)
* Site-to-Site #7117 7 A /L (101 ~=—7)

* Cisco Secure Client f A —3°® AnyConnect VPN £ = —/L (110 ~X—7)

» AnyConnect 7 74 7 > hVPN £t D% E (111 ~<—2)

» AnyConnect 77 7 4 7 > | HostScan (119 ~X—7)

* HostScan/Secure Firewall R AF ¥ DA L A b —)LE=1ZT7 v 77 L —F (120 2—2)
¢ WATF v BEDOHR (122 ~—)

« HostScan/Secure Firewall R AF ¥ DT A A h—/L (122 X—)

o J =T R Y T —~D AnyConnect 7 7 A 7 > MMEREE Y 2 — L OEIY M T (123 —)
* HostScan/Secure Firewall 78 2 T Bk (125 _X—)

* AnyConnect t ¥ =27 EE VT 4 VT4 Tk VY a—ay (1253—)
* AnyConnect 7 7 A 7> h DB AL~ A R ua—Rh)E— =z (127 2—)
s AnyConnect 7 7 A 7> b B AL L@t (131 _X—2)

¢IPsec VPN 7 A4 T K V7 k=7 (133 X—Y)

+ Zone Labs Integrity Server (133 ~X—1)

<ISERY v—oiE (134 ~—2)
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VATLATUaY
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec] > [System
Options] A1 > (% 721X [Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] % fiff
MALTEIE) 2#H9 5L, ASA ED IPsec & v a & VPN & v ¥ 3 UZ[EA OHERES %
ETEET,

» [Limit maximum number of active IPsec VPN sessions] : 7 27 7 4 7 72 IPsec VPN & v 2 3 >
DERRBOFIRE A F—TNVEIET =T M LET, #HIE, ~—Fv=T7 7Ty
N7 —bLbY T U=T T4 BVRIZESTRRY 9,

+ [Maximum IPsec Sessions] : 7 27 7 « 7 72 IPsec VPN & v ¥ 3 > O KiF a5z f8E L
FT, ZOT 44— RiE, ERROF = v IRy I AEA NI LT, T T 4 772 1Psec
VPN & v a v OERRBAEGIRLUIESGEIZIZT T 77 4 71820 £7,

* [L2TP Tunnel Keep-alive Timeout] : ¥—7"7 7 A 7 A v — TV OBEZ AL THEE L £
T, #PHIE 10 ~300 2 TF, T 74/ ML 60 B TT, Ziud, Network (Client) Access
EHORERV AT A ATV a0 TT,

* VPN R U RV ORESIRFC, BEfFO 7 e —%FafE L7,

* [Preserve stateful VPN flows when the tunnel drops] : %> F U —27 §LiEE— F (NEM) TO
IPsec b /L 70 —ORFF2 A X =T NVETITT 4B =TI LET, K722 IPsec
f v Ta—REE A R —T VI T B &, [Timeout] XA 70 7Ry 7 AT b2 RLH
FERSNDIRY ., ¥X2 VT4 T T IAT UV ARAT— MERIZT 78 ATE 57280,
F=RIFEFIC7o—%28TLET, ZOF T a i, T 744 FTEHTT,

N

GE) MRV TCP 7B —X Ry 7SNV, 7 —r7 v 7%
TCP XA LT U MIUKFELET, 72720, FEDO MRV 77—
DEALT T IWBT 4 =T NIl > THEA, FEFEI3Mho
FiE (BT IHOTCPRST2E) I2X->Tr7 VT SNHET, £
D7 u—Fv AT ANTHRFEFEINET,

* [IPsec Security Association Lifetime] : €% = U7 1 7V m—3 3 (SA) O ZHRE
LET, ZORTA=FIZEY, IPsecSAF—DT A 7 XA LOREHEZFE L ET,
TA 7 HA LIE, IPsec SA BHABREINLIZ /2 5 F TOFRMMEZ/RL, HFLnF—L xR
VZ— T OMERDH Y T,

¢ [Time] : ¢ (hh) . 43 (mm) . BEOE (ss) HALTSADT A 74 A L&FRE L E
‘3‘0

* [Traffic Volume] : ¥ 2 /34 NEfLONTF 7 4 v 7 TSATA T XA LEERLET,
IPsec SADVHAREINIC 2 D ETORA ua— R T —FDFua{ NMEEAHLET, F
721% [unlimited] % 4 12 L £ 9, &/IMEIE 100 KB, 7 7 4 /b MEIE 10000 KB, K
1% 2147483647 KB T,
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[Enable PMTU (Path Maximum Transmission Unit) Aging] : & B2 23 PMTU O=— > V% A
X =TT DB ENTEET,

* [Interval to Reset PMTU of an SA (Security Association)] : PMTU fE2S JLDEIZ Y & » K
SN EATILET,

[Enable inbound IPSec sessions to bypass interface access-lists], [Group policy and per-user
authorization ACLs still apply to the traffic] : ASAIZ, VPN 77 4 v 7 BN ASAA » F—T =
AATHKTT DL ET 74V P THFAIT 2D T, IKE £72I1TESP (L7232 DD Z A
TDOVPN/ANT b)) &7 78 A V— /L THATLLEIIH ) A, ZOFTvarz
FUAT LT LEAEIE, BEENT VPN ATy b —R/V P 7 KL RICxT 57 2
A= VI RETT, VPN bRV VPN X 2 U T 4 A= X85 L TEFIC
Wi SNIZD T, ZOREIC & > T, AL Sh, EX=2VT7 4 VA7 2R L
< THRARADNT =< AP RLEnEY, (=7 F) r—BlU0a—%—
BALOFFAI ACL X, SI&HE T 70 v 7@ ENET) .

IOXTvarEA7ICTHI i, TO/RA =L EO—H)LIP T KL AIZHEH
THZEAMEIMNCEATEET, 778 A A—da—A/IP T FLAICEM S,
VPN "7 RIMEBILSNARNCHH SN TWmD 7 F4 7> P 7 R LA A
ShEHA,

[Permit communication between VPN peers connected to the same interface] : Z OHEHEZE A —
TNEREFT =T LET,

FUCA v H—T 2 A AN LTHERY TA T M VPN b T 7 4 v 7 ZRFSLEFIC, £
TR LTV XA LY v 9528 TEET, AILA ¥ —T x4 A% LTVPN
77 4 w7 BB TICEET 2HE81E. TDOA v H—T =4 AZXT 25 NAT 2 A
F—=T ML, TTAR=FIPT RVRENRT Y v 7NV —T 4 VT ARERT R R
BT HVERHY 3 (7277 L, a—BNVIPT RLA =TT TN T Y w7 IPT
RLU2AZBEHLTCWDEAIEREET) |

[Compression Settings] : JEME & A % —7 /LT T HH%HE (WebVPN 38 K INSSL VPN 7 71 7
VN BRELET, EMET 740 T R—T Mo TWET,

BRAVPN YL 3 #MDEKRTE

FIE

VPN & v 2 5 > £7-13 AnyConnect 7 74 7> b VPN & v ¥ a U THA SN D RREATE
T 5, WOFIEEFATLET,

AT w71 [Configuration] >[RemoteAccessVPN] > [Advanced] > [Maximum VPN Sessions] % 2R L £,
ATw T2 [k KAnyConnect 7 7 A 7> bt v 3 4 (Maximum Sessions) ] 7 4 —/L KiZk vy aro

RRIFREE AN LET,

—ferarz N EE I}
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AIMEE. 1 0 6DTF A B ATHESNDE Yy v a v ORKREETTT,

AT 73 [Maximum Other VPN Sessions] 7 4 —/L KT, #Fa[T 5RO VPN v a HaE AN LE

F, ZHITIX. CiscoVPNZ 14 7 b (IPsecIKEvl) & LAN-to-LANVPNt v 3 U NEF
nET,

HMEX, 1 026D T7A B ATHERSINDI YV a v ORKEETTT,

ATy T4 [Applyl 227 U v 7 LET,

ATy T

=JL =

aX B

Datagram Transport Layer Security (DTLS) Z{£/f9 % &, SSL VPN Bt &z L T\ %
AnyConnect 7 7 A 7>k T, 220D b /L (SSL kb & DTLS b L) Z[RIRFCAE
FAC&xFEJ, DTLS 23 2% & SSL #f5i CTHAET D IRAEIS I OV IiE O [ RE AN [F]8E X d,
27y MBIEDRBLZZ T WY TAEA LT TV r—3a DR 73— ANEELE
R

18 BRI

ZP~y R RTDTLS R E L, T2 DILS D 3—V 3 U AR T HI2IE, SSLXE
EHBL TSN,

DTLS % TLS B4elZ 7 4 —/b Ny 7 SEHTE, 7 v RETHE (DPD) %A 3x—7 /W2
HUEENHY £, DPD ZA F—T /LI LARWEA, DTLS #5 CHRIEN AT 5 L. TLSIC
T A= Ny 7T HROVICHERIIE T LET, DPD OFEMICOWTIL, WEZ L—7 R Y
¥—. AnyConnect 7 7 A4 7 b, 7T v FETHHH (41 ~—2) 2ZRLTIEIVY,

AnyConnect 7 74 7k VPN ##¢lZxf L CDILS 7' v a U AfREL £ T,
a) [f%7E (Configuration) ]>[VUE— F7 27 EZAVPN (Remote Access VPN) |>[* v kT —7
(747>~ 727&A (Network (Client) Access) ]>[Secure Client AnyConnectffi 7° &2
7 7 A /v (AnyConnect Connection Profiles) J[7 7 A4 32 —7T x4 X (AccessInterfaces) |
I va I LET,
b) [ ¥ —7=AA (Interface) 17— /L® AnyConnect 7 7 A 7 > b B IZRET DA
=T 2 A ADITT, AV F—T 2 A ATARX—TNMZTHTr harzt At LET,

* [SSL Access / Allow Access] & 4 2T B0 A F—T7 /WZ LT=44 . [Enable DTLS] i
T 7 AN N TH U EIFIA R —T IR 7,

* DTLS % #0129 5121, [Enable DTLS] #4712 L £ 9, SSL VPN ###%ii% SSL VPN
N RN DI L ET,
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c) [Port Settings] Z IR L, SSL R— b Zi%E L £7°,

* [HTTPS Port] : HTTPS (7 7 U ~<—2) SSL 8&5iflZ A *—7 MIZT 58— b, #
PAIE 1 ~ 65535 T¢, T 7 4 /L MEAR— |k 443 T9,

« [DTLS Port] : DTLS #ft HIZ A *—7 /1123 % UDP AR— b, #iPHIL 1 ~ 65535 T,
T 7 F )V MEAR— |k 443 T,

ATV T2 HEOIN—T KU v—IZxt LTDILS &7 v a Y &ELET,
a) [XE (Configuration) ]>[V E— K7 7 & AVPN (Remote Access VPN) |>[R v hU—7
(747> K~) 727&A (Network (Client) Access) |>[Z/V—77KR U — (Group

Policies) ]> [[BNN/fmEE ( Add/Edit) ]> [E#lE%E (Advanced) ]>[AnyConnect 77 A 7 >
FICEBE L £7,

b) [Datagram Transport Layer Security (DTLS)] @ [Inherit] (7 7 #+/L ) | [Enable], F721%
[Disable] Z&IR L F7,

c) [DTLS Compression] @ [Inherit] (77 #/L ) | [Enable], 7213 [Disable] Z®H L., DTLS
DEMZ R E LET,

DNS H—/\— J )L—TDHKTE

[Configuration] > [Remote Access VPN]>[DNS] ¥ A 7 1 7 7R v 7 A TlL, —~— T )L—T74
P—=N— ZALT T NORE, FEY FIAEH. BEXORNAAS U4 E2EL, REFHD
DNS == NT7 =T )NIFEKRINET, ZOXA TR IRy 7 AT, DNS —s3— J7)L—
TEBMN, fRE. EIFABRTE ET,

* [Add or Edit] : [Add or Edit DNS Server Group] # 4 7 2 7' 7R v 7 ZA03F & £, BIOLATIC
HBHA~LT
s [Delete] : TR L7272 T —7NADOHIBRLET, #RINT., PCHVELLTEERA,

« [DNS Server Group] : = OFHF D DNS — X — F )L —F L U THEHAT A — N — 28R L
*4, 7 7 #/V biL DefaultDNS T,

* [Manage] : [Configure DNS Server Group] % A 7 12 77K > 7 A & £77,

EEEaT7DT—ILDEKTE

K~ L TF 7Tty 7 (SMP) 77y F 74— LA TOMEar O Y TEEHEL
T, AnyConnect 7 7 A 7 K TLS/DTLS N7 7 4 v 7 DANL—T" v N ES®H5HZ ENT
XEd, TOLEEITL 5T, SSLVPN F—Z 8208 &E# b &4, AnyConnect 7 54 7 > b,
A~v—h hrxn, BEOR— MGEIZBWT, 2—F—=2NRBFTE LT 4 —~ 2 A\ LR
FHLET, RKOFIETIE, Yo/ arvsyx A= RNEhE~AF ar7x2hE—F
THELa 7O — L a2HELET,
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AT w71 [Configuration] > [Remote Access VPN] > [Advanced] > [Crypto Engine] Z3#4R L 97,
AT w72 [AcceleratorBias] Kz v 727 U A NG, BT 78T L—% FatyPo0E Y Bk
Vit N D= S I

(6=
DT 4=V RiE, BERENT A A THER ARG RR SN ET,

¢ [balanced] : B 5k N— R =7 UV V=X Z¥EIZ3H L ET (Admin/SSL I X OV IPsec =
7)

s [ipsec] : IPsec ZMBHLT 2 L DI B b N— R =7 U Y —2%E ) Y CTEF (SRTP K
(bER NI 74 w7 &ET) , Ziud, ASAS5500-X ¥V — R TRA ADT 7 )b k3 A
T ATY,

e [ssl] : Admin/SSL #E%c4 25 X ) ISk x— Ko =7 U Y —2X%2E) ¥CTE94, SSL
~_X—2ZD AnyConnect 7 7 A 7 UE— T 7EAVPNEY Y a &R — T 58
A, ZONRLT AR LET,

AT97T3 [Applyl 227 U v 7 LET,

SSLVPN #EHAD Y S A7 M7 FLRIEE

CDOEATOa TRy I ABFERLC, ZJa—)V T34 T T RLAOEY Y TRY o —
EHREL, AV F—T A RAZBEHEDOT RLAT—=LVEZRELET, ZOXAT TRy 7 A
EHEHALT, A ¥ —T7 A RAZEAOT RLA T —VEBIN, e, £3HRTL2248
TEXET, ¥AT7eT Ry I ATEHDOT—T M, RESNTWDA X —T A AEFD
T RVA F=NVO—FERFRRENET,

* [Global Client Address Assignment Policy] : 3T IPsec #f¢ & SSL VPN Client 55t
(AnyConnect 7 7 A 7 v MEfia &le) [T LRI v —Z2FELET, ASAIL, 7
RLUZA&ERDSTLHET, BIRSNT Y —AZNEFITHEHA L £,

* [Use authentication server] : 7 74 7> 8 7 KLVAD Y —ZA & LT, ASA BFEAET—
N—DERZRBD LHIITHRELET,

«[Use DHCP]: 7 7 A4 7> s 7 RLAD Y —AL LT, ASA 75 DHCP Off [l ik 5
Lo ELET,

* [Useaddresspool] : 7 7 A 7> F 7 RLADY—AL LT, ASAINT KL A 7 —)LD
FERZRARD X ITHEELET,
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» [Interface-Specific IPv4 Address Pools] : X E SN TWNBA LV H—T = A AEFOT KL A

TNDO—RKEFRRLET,

» [Interface-Specific IPv6 Address Pools] : X EINTWNDA L F—T = A AEFGOT KL A

TN DO—EEFRLET,

* [Add] : [Assign Address Pools to Interface] % 4 7 2 VAR > 7 ANRHEET, ZOXATa s

Ry 7 ATHE, A2 =T 2 ZABLOCEIVYUTEHT FLA FP— LB EIRTEET,

c[Edit] : A > X —T 2A ZALT RL A F—LDT 4 —)b FIENEY IAENT-RFET,

[Assign Address Pools to Interface] 2 1 7 2 7' 7R > 7 ZABH & 97,

o [Delete] : IR L7=A v H—T oA RZFEHDOT RLA T —VEHIBRLET, I,

RVELLTEEREA,

Assign Address Pools to Interface

TDOFEATaR TRy I ABFEHA LT, AVE—T oA ABRIRL, FOAL L X —T A AT
KLU A 7P =% 1 DL EEID YTET,

s [Interface] : 7 RL A T — DB B THA L H—T oA AR LET, T 740 ME

DMZ T,

* [Address Pools] : FEEL72A v H—T = A RZEIN YU TEHT KL R F—LEEELET,
* [Select] : [Select Address Pools] ¥4 7 2 7Ry 7 ANRAEET, ZOXA TRy 7 A

T, ZOA U F =T oA AZEVYTHT RLA T — L& 1O EEIRTE £7, 3R
WNZ¥1E. [Assign Address Pools to Interface] % 4 7 & 277~ » 27 A @D [Address Pools] 7 1 —/V
RIZRRESNET,

Select Address Pools

[Select Address Pools] # A 71 7R v 7 AZiX, 7747 b7 RLUADOEIY YT TR ATHE
RS —NE, BET RLALERTT RLVA, BEXOT RLA =DV T Ry b~ A7 HBRERR
i, VA RO b ZB, fWE. HIFRCTX £,

* [Add] : [AddIPPool] ¥ A 7T 0 VAR > 7 AMHEE T, ZOXAT TRy 7 ATIE, #HlL
WIP 7 RLVA P — )L ERETEET,

« [Edit] : [EditIPPool] ¥ A 7 0 VAR > 7 ANRMEE T, ZOXA TR IRy 7 ATIL, 2R

L7ZZIPT LA F— LR TxET,

o [Delete] : IR L7=7 FL A F— A ZHIBRLET, MRS T, COVELLTXERA,
*[Assign] : £ L H—T oA AZEID B THNTNDT RLA TS — A4 5RRLET, AV

B —T = A RBINT % DREND B CT— Vi ZTNT ) v LET, [Assign] 7 4 —
NV ROT—VED YT EREHINET,

Add or Edit an IP Address Pool
IP7 RLA = VR EEIIERELET,
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*[Name] : IP 7 RV A F—LZEID B THNTWDARTERELET,
* [Starting IP Address] : 7 —/VDRAIDIP T R AZ$EE L ET,
* [Ending IP Address] : 7" —/VDFRHZED IP 7 RLAZHELET,

* [Subnet Mask] : 7 —/VINDOT FLAIZHEHT 27 %y b v~ A7 @R L E7,

OIN—T K1) —

TN—7 RY —iE, ASA DN (m—1V) £72135MHBD RADIUS % 7213 LDAP H—/3—
IR STV D —F—3RMA D B L DT DY v FTF, VPNEHG &ML T HERI
N—T R =L oTIITAT > MZBEREVECONET, T 74/ FTIE, VPN—
P—IZE T N—7 R =0 b nE A, Z—T R —fF#HiX, VPN ##i7 1
TZrAN (b TN—7) BXOa——THhor b TEHENRET,

ASA (2%, DfltGrpPolicy & WO ARIDT 7 4/ ks Z)V—T KU —RNH Y £9, 574/ b
TN—TRGRA—=RF, T _XCOIN—TBI P2 —|ZH@THH L EZHND T A—
&f\:/74#;v~yay&xﬁ@ﬁ%kﬁ&ﬁ%iﬁoﬁbwﬁw— VWX ZDF T F v
N ITN—=TNoNT A —=2% [ffk] CT&, 2=V —IZAHDOIN—TFET 74V~ 7
N—TMNHNRT A —=R% k) TEET, TNHDONNTA—HF, I —TBIPR2—%—
ERETHEXICEEXTXET,

W T N—7" R — I N—T R —%RETEET, NI NL—T R o—jFn—
B IVATRTE S I, HMER 7 —7 13 RADIUS H—/X—F 7213 LDAP Y — X— A5 CRIF S U
7,
[Group Policy] # A 7 v 7R v 7 AT, IROMHD/NT A—H i LET,

o« —IRBME AR, N F—. TRVATS—, Tabhan, o227 BLXOEERED

=L

ax AEo

o« —N— : DNSBILURWINS P —X— DHCPZAa—7 BLIORXFT 7+ K RAAL 4,

FEMEME c ATV R RV TV IET T U T e X AnyConnect 7 74 7 B,
BELOIPsec 7 747 2 I,
INEDNRTA=FEBET HANI, ROEAEZRET DLENRHY 7,

o 77 & A5 ([General] > [More Options] > [Access Hours]) .

« 7 4 V% ([General] > [More Options] > [Filters]) ,

*IPsec ¥ = VU7 4 7Y m—3 3 ([Configuration] > [Policy Management] > [Traffic
Management] > [Security Associations])

e T ANEZ VU ITBIOATY y N hox VU IZHORy hU—2 U X K ([Configuration]
> [Policy Management] > [Traffic Management] > [Network Lists]) ,
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o 2— P —FBFEY— N — L NEFEGEY—/3— ([Configuration] > [System] > [Servers] >
[Authentication]) .

WDEATDITN—T R —hHETEET,

T N—T RY v— (10 =) A7 —T R Y 2 —1E, RADIUS £ 721X LDAP
P— =% ASA TR L, WHZL—7 R o—IZREINTND LD 2R Y —1FHRO
KD EFETEDL I LET, MBI N—T R —x, Xy hU—7 (I T7AT
K) 727 A VPN #fi. 3L A R VPN 8t L TR U FETRESNE T,

s NFRZ N—T" KU v— (123—=2) : ZTRHOHEHRIT, = FFRA > MIA A h—L
SNTVWDH VPN T4 7 MZEo TSV E T, AnyConnect EXx =7 EE U 7 4

7 74T hEB LD CiscolPsec VPN 7 74 7> MME, VPN 7 ZA4 7 > SO HHICTT,

VPN 7 747 "RFRRESND &, oA boFE, VE—F 22—V —13hFEXx > b
J—0 E737 7TV r—va 7 7 ATEET, VE—bha—VP—Li¥EXy hT—
IJMDOT—4% T 7 4 v 7%, BRI Lo TA v X —F v M &l T DEICRE I E
7T

* AnyConnect 7 7 A 7 > FNEI 7 L —7 R 2— (19 =—)

« 7547 FLASSLVPN O 7 —7F R o— (52°—2) : Zhix, 79 0#
NR—=AD VPN T 7 AL HIFENET, ASA DR—H )L X—=VIZEFIIe 7 A 35
EL UE—F 22— —F Web XR—VNIEREIND Y VIO hERY NTU—2 LT
r—va T e ATEET, VE—b 2—P—LtoEXy NU—IHOT—H T
7 4 w71, SSL h Al T HERICARE S IVE T,

o A NEINEZ N —7F RY o — (58 2—3)

[Group Policyl "1 > 74 —JL F

ASDM @ [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]
NN BREFHO I N—T R v—R—HERINET, VPN I L—TF K o —&4
957200 [Add]. [Edit], 3L [Delete] K% o ZLL IR LET,

c[Add] : Rry 7 XD JRMBRRRIIN, WHELIINTO 7 V—T7 R o —2 8N4
HMEIMERINTEET, HUIZ[AA 27 U v 7T H5581F, 7 74/ ML ONE Y
N—T RV =BT D2 L2720 FET, [Add]Z= 27 VY v 2735 &, [AddInternal Group
Policy] # A 7 v 77’78 v 7 A % 7213 [Add External Group Policy] # 1 7 v 7' 7R v 7 AN & &
T INOLDXA T TRy 7 AEFEH LT, HILWIL—TRY o—%—EITBENTE
FT, TOXAT TRy I AL, 30D A=a—k I aryBb ET, ThETNLOD
Ama—HHEZ 7Y v 35E, TOHEONRT A—=FRERrINET, HEMEZBET
HEE, ASDMITRREZRFFLET, T XTDA=a— %I a V TRTA—XDHRTE
PRET L7256, [Apply] £7/2id [Cancel] 227 VU v 7 LET,

« [Edit] : [Edit Group Policy] ¥ A 7R /ARy 7 A&RRLET, TOXATRI RNy I A%
HHALC, BEOI/NV—F R v—&fRETE £,

s [Delete] : AAA 7 V—T RV > —% U A MDOLHIBRLET, ERINT, LVELLTE
E-WN
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e [Assign] : 1 DL BT 0 7 7 A T NV—T R —EED B THIENTEET,
e [Name] : BITERE SN TWH I NL—T R U —DA4RTE BRI LET,
« [Type] : IIERE SN TWVDE T N—T R —DH A T —EERLET,

* [Tunneling Protocol] : BIfERXE SN TWAE T N—T" KR —NEHTL oD o7 7
ahalcer—mRRLET,

+ [Connection Profiles/Users Assigned to] : & D 7 /L—7" 7R U ¥ —IZBS# T H 72 ASA ITIH
BEREShEEpR T 7y A Ve a—F—%2RLET,

WNERTI)L—T R o —

571*%57‘/1/*—7(’7\]‘\(3 T‘/“‘fj:\ %iﬂ:ﬂqj_“‘/‘\“‘ﬁ)rﬁ jki@ntuuﬂi@ﬁli{ %E&'?:E{fbi‘a—o \—0)7
N—T R —ZLo>T, ASADEMNZ A TE 5 RADIUS 721X LDAP Hh— 13— 7 )L —7
PREEL, TNO0OBEMERET D EEIHEHAT I NATU—-RERELET,

ASA TONEE 7 V—T41%, RADIUSH—_"—Da2—HWF—£ B L CET, DFED, ASA
WAV I N—T X BRGE LT84, RADIUS h—— (37 =V — % 2 —H— X (2T 5583
FRERZRLET, LER-T, N7 L—71X, ASA 1T & » THEBIZ2 B % 8> RADIUS
P R— D2~ —=TH T MITEETA, BTN —TBENRRFET 2 TED 2 — P —
& A URADIUS — N—ZHFET D56, TNOOMTARIZEEIEL Z LI TEEHA,

SN — =% T 5 K 91T ASA Z5RET HHNC, w7 ASA oAl B EZfRE L TY—
N—ZREL., TNOLDEEOY T ko E)ﬂﬁl’z @:L“"j‘ (XS D RFE DFFRI 2 E Y 2T
HZRENRH Y FET, SN — N —ERETDHITE, [RRAEB L ORGEHOANS— N —] OFi
BIZHE > T EE WY,

Z 35 RADIUS # %1213, v — B /LVERFED RADIUS, Active Directory/Kerberos Windows DC
® RADIUS, NT/4.0 KA A > ® RADIUS, LDAP ® RADIUS A& £ E T,

NEBITIL—TRY—DT4—ILF
o [Name] : IBME7ITEH T H 7NV —7 KU v —%5E L E T, [Edit External Group Policy]
DYE. ZOT 4 —/v NIFEFRHHATT,
s [Server Group] : ZDARY —DEHEE LTHHTE 29— N"— I —T7 % -EHRRL
7,
* [New] : #7 L\ RADIUS $—/3— Z/b—"7"F 721387 LV LDAP Y— 33— Z L —7 % Eik

TOEMEIDERINTEDXA TR Ay 7 AZMAEET, EHLDO5AD [Add AAA
Server Group] ¥ A 7 27 AR v 7 AN E £,

s [Password] : DY — 13— T )—TF K T —DNRATU— REHRELET,

AAA P — R —DIERE L O EIC OV T, [Cisco ASA Series General Operations ASDM
Configuration Guide] @ [AAA Serversand Local Database] DEA S L T 72 &0,
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AAA H—/N—Z & BH/RRT— FEE .

AAA H—/N\—[Z KB/ RT—FEHE

ASA IZ. RADIUS B LTNLDAP 712 k2 /LD /XA T — REFEZ YR — N L TWET,
[password-expire-in-days] A 7> 3 > &, LDAPIZK L COAYR—FENFET, FOMD/R
T A=HIL, TO LX) miatRe L AR — 3% RADIUS, RADIUS /& NT H—/3—_ LDAP
P =72 ED AAA H—/N—THZHTT, RADIUS F721L LDAP FBREN R E STV e
A ASA TIEZDa~wy RRERINET,

\}

GE) ﬁﬁ@&’%MSGﬂP%#? FLTWT%, MS-CHAPV2 IZHAR— F LTV 2\ RADIUS
P—R—HH 0 4, = OMEEICIL MS-CHAPV2 NIRRT~ R X —IZER L T2 &
A

ASA TliL., #% . LDAP IZ X D3R % 7213 MS-CHAPv2 # ¥ 7~R— h4 % RADIUS =2 7 ¢
F o b— g KD, RO X A TICxT 2327 — REBEPYR— I E
—éAO

* Cisco Secure Client AnyConnect VPN 27 7 A 7 2 F D

«IPsec VPN 7 7 A4 7 |k

* IPsec IKEV2 7 7 A 7 > |k
NAT— REHL, Kerberos/Active Directory (Windows /XA T — ) FE72{INT4.0 KA A T
I R—bhENEEAL, —H#D RADIUS ¥ —/3— (Cisco ACS 72 &) |F, FBREZR 25 D8R

P—=N=lZ 7B X TR HY £F, 72721, ASA 22513 RADIUS #— 13— L 217 i#fE
LTWDEICRAET,

N

GE) LDAP THRRAY— REETET5120%, T O LDAP %— _"—Z L (2 E O JFEMER S Tun
9, HIfE. ASA TIL Microsoft Active Directory 33 & OF Sun LDAP #—/3—|Z%F L CTO A, Il
E@Axv—ﬁﬁﬁmyy7%£%bfwiﬁo

24 7 47 LDAP IZi%, SSL kN M%E T3, LDAP O/XA Y — REHAZFEITT HHIIC, SSL
ETOLDAP A X =T /T DRENH Y £, 7 74/ FTiL, LDAPIER— |k 636 Zfff
ALET,
AnyConnect 7 54 7 > M2 & /3R T— KDY HR—
ASA Ti&, AnyConnect 7 7 A 7 > b DIRD/SAT — FMEBIERELZ IR — F LET,

s =YL LD L Lz & &0 32T — RERYILO@ A,

« RAT— ROMRAGINDFTO /2T — RHIRUIND Y <A &,

o XA T — FHIRYINL OMEZNE, ASA 1T AAA — S—02 5 D82 T — RIFREIN O %
?ﬁ:‘*ﬁ L. o O ] LE T,
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WA — NEHERETHE, ASAIL, VE—ha—HF—prr A LEHE LIz xIC,
BUED/SAT — ROMRBEINTND Z &, FTHRUINNESNTND Z Ealm L E
T, FNND ASA X, 2— V=B NNATUV—REERTEZLH LI ICLET, BUTONAT—F
DI L TRV, 22— — X2 O H WA T — RZEH L Ta 71 > Uit T, kT8
AT —REEFETHZENTEET,

AnyConnect 7 7 A 7 2 M IRV — FOLEEZBETE T, AAA Y — = b DL HEEKIC
ASAZN L UNETHZ L L TEEHA, AAA VP — 3—(F, AD 27 1% 925 RADIUS
P—s—_ FZILLDAP b —NR—ZTHHERH Y £9,

ASA 1X, ROFGMTFTIINAT— REBZVR—FLEEA,
e m—7L (NE) RBEEEER T 256
* LDAP ¥GEA MM+ 256
* RADIUS GRAED A ZMEH L TH Y, —H%—73 RADIUS Hr—/3— F—F X=X fFET

L%

IRAYT — RHIREIN OB 2R TET D & ASA I AAA Y—/3—7 5 @D account-disabled 7 >
=T LR ET, T, X2 VT4 EOU RZITR B AEEMER DY F
T, T2 2R, BHEONRNRT - REEFE LWL IIZTIHERZHY £,

N2 — RER A A X —T NI TH E ., ASA 1T AAA Y—3—|Z MS-CHAPv2 FFAFER 2 155
LET,

RETI—T R S —
RESIL—TF Ry o—, —BEY

[Configuration] > [Remote Access VPN] > [Network (Client) Access]> [Group Policies] - > T,
[Add or Edit Group Policy] # A 70 /AR v 7 A&+ 5 L, BMELIFZELET LI V—T7 R
Vo= bRV 7 7aban. T2 SHiEsE,. BEOY—"—2fEETEET, 2
DHEAT TRy 7 ADKT —/)L KT, [Inherit] = v 7Ry 7 AEERT DL, XInT D
REDMEET 74V K ZN—F R =00 RETCEET, [Inherit] X, ZOXA TR IRy
I ADEET X TOT 7 4L METT,

ASDM T [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit] > [General] Zi&IR LT, W7 L—7 R o—D—kEEEsE LT, ROBME
¥, SSLVPN v gt IPsecty v a v ilifianEd, T0H, W00 @ik,
1 ODIAT DRy a  AIFREh, OF A TITFFEFESNEE A,

« [Name] : ZD 7 N—7RY) I —DAHTZRK64ALTFTTHRELETST (A—XDEEHT) .
Edit BREDHA. D7 4 —/b Ridsi A0 BH T,

e [Banner] : ©7 A VR —HF—ZH L TERRTOINTFT—TFRAMEHRELET, B3I
K 4000 SCFTH, 7740 MEIZH Y EHA,

IPsec VPN 7 7 A 7> ME, NP —H0D5822 HIML 2% R — L TWWET, 727201, 7
FAT Y B VAR—HZILE IO AnyConnect 7 7 A 7 > N 1ZER5 )72 HTML Z %74 — kL
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TWET, NF—BYEF— b =P —[THYNIERIND LT BHIZE, ROFA KT
A NTHENET,

eIPsec 7 7AT v b a—VP—DEAIE. hF T HERLET,
* AnyConnect 7 74 7 > b | 2 —H —|I<BR>Z V7 2 L T 72 &0,

[SCEP forwarding URL] : CADT KV A, 753 A7~ 70”757 A/)LTSCEP 7ua X% %
RET DHEITHETT,

[Address Pools] : 2D 7 /—7" R =TT L5 1 2L EDIPvAT LA F— /L D4
AiZfRE LET, [Inherit] F= v 7Ry 7 ANA L DBE, JA—F R —XF 7 4+ /b
N IZN—T R —THREINTWVWLIPvE T RLA P— L&A LET, IPv4 T KL
A T =V EBINETZIIRET 5 FIEOFEHIC OV T, 2L T 7Ea0,

A

GE) NI N—7"RY > —TIPv4 L IPV6 DT RL A F— )L ats
ETEET,

[Select] —Z DARZ % T 77 4 72T BHI21E, [Inherit] F= v 7Ry 7 A4 7 LE
9, [Select] 7 U >~ 27 LT, [AddressPools] ¥4 7T R 7Ry 7 A& ET, ZOXAT
By Ry 7 AZE, 7 AT N T FURAEID B TTRINAERT LA =D —
N BT RLAEHETT RLA, BEXOY 7Ry bR BRERIN, £DY R bd
b b U AR GBI, R, HIBR, BROHFID S TTEET,

[IPv6 Address Pools] : 2D 7 —7 K v —THHTSH 1 DLLEDIPV6e 7 LA 7 —/L
DAL ERELET,

[Select] —Z DRZ % T 77 4 72T BHI21E, [Inherit] F= v 7 Ry 7 A4 7 LE
9, [Select] 7 U w735 &, BIROD X 9 72 [Select Address Pools] Z 4 7 & J 7R v 7 AR
& ET, IPv6e 7 RL A F— LA BIE 2 ITRET 2 FIEOFHEMICOWTIE, 2L
TLIZEW,

s [MoreOptions] : 7 4 —/V ROLMNZH D TRAIZZ Vv 7T DL, ZOTNV—TFKRY —
DEDMOBRERRER AT v a U RRREINET,

* [Tunneling Protocols] : Z D7 /—73MEHTE L b x Y7 7 haLziEELET,
a—F—iF, BRI WD 70 ha it 2EATEET, ROBRERHY £7,

* [Clientless SSL VPN] : SSL/TLS (2 X 5 VPN Offf&# s E L £3, Zd VPN TlE, vV
TR 2TRN—=RT=2T D7 TA7T > MINERL, Web7 T U &2 L TASA
ANDEXF2TRIVE—RT 7 A FURAPHESLENET, VI 47 FL A SSL
VPN 295 &, HTTPS A > Z—% v N A FEFIHTX B AL ETXTD=
VB a—Hnn, BFED Web A~ Web xHET U — 3 NT/AD 7 7 A v
HH (Web*fiis) . BFA—/L, BEORZEOMDTCPR—R T 7Y r—a 0 |
MEIAVEZEY Y — R HICT 7B ATE S L9122 0 97,

| —ferarz N EE I}
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*[SSLVPNZ A4 7 > I (SSL VPN Client) ] : Cisco AnyConnect VPN Client ¥ 72{3 L 77
3 — SSL VPN 7 7 A 7 > k@ AnyConnect VPN £ ¥ = — /LD ZfRE L £,
AnyConnect 7 7 A4 7 F &2 L TWAHEIX, 2071 k3L ZER LT Mobile
User Security (MUS) VR —FENDXIITTHHERH Y £,

o [IPsecIKEV1] : IP ¥ =2 UF 4 7 b2/l IPsec (IfkbbX=aT727 1 hald S
NTEY, VPN b RV DIFIERERT —FT7 7 F v 2k L £ 7, Site-to-Site (E
TY—¥T) k. BIL O Cisco VPN 7 74 7 k& LAN OOl J7 T IPsec
IKEvl Zffi [l T& £,

* [IPsec IKEv2] : AnyConnect ¥ ¥ =7 EE VT 4 7 74T MZEoTHHR—FrSh
TWET, IKEv2 Zfii ] L7z IPsec Z /114 %5 AnyConnect 7 7 4 7 & MERETIL, Y
TN 2T T T T— b, 7IAT TR T A0, GUIOR—HE— g

(FER) &AL~ AE—3 3 Cisco Secure Desktop, SCEP 7' 12 % L7 K DYLAE
BeREN Rt S E T,

* [L2TP over IPsec] : —#D— % PC OE /A )LV PC DA XV —T 4 7 T AT L TH
HEND VPN FA4 T FEEALTWA Y E— F 22— —[%, L2TP over IPSec (Z
LoT,. XRTV I PRy NU—IRIATEF 2T A T T IAT LV ART T A _—
MEHRY NT =0 ~OEX a7 AL CEET, L2TP X, 7—4 D hU X
Y ZIZPPPoverUDP (RK— K 1701) #MEHLET, EX=2V7 4 77734 T7 X
%, IPsec HEE— RHICRET HMLENRH Y 3,

« [Filter] : IPv4 £ 721X IPv6 Bt CHAT A7 7 A av br—L YR NEIRET DN, 7
N—T"RY =l EMATENEIDERELET, 74 NV ZITERONL— VIO
MENTWET, ZNHOL—LiE, ASAZNLTCHERBLIZ N RV T T—% 2y
NEFFRIT 2 0MER T 2 00%, EELT FL A, 56867 RUA, 7'a hanp Bl2iESn
TWRELET, VPN 7 4 VX IWEE I coAEH snET, 77V r—var A A
Ry arDT Iy a Lo TRNNIZSIP AT 4 Tk Db o &) B i3
HAEShEtA, 74NV ZEBLONV—NLEZRETHICIE, [Manage] 27 Vv 7 LET,

« [INACPolicy] : 2D N—T R —ICEHTH %y NUV—27 7T FIvaryaryhe—
ARV —DLFTERIRLET, 72 a L ONACKY 2 —% K TN —F R > —|E|
WUTHZENTEET, T 74/ Ml --None-- T,

* [Manage] : [Configure NAC Policy] # 4 7 2 7R v 7 ANREET, 1 2L EDO NACKY
U—%BET D &L [NAC Policy] BIEORED K v 7 X U A MZ, #&E L7 NAC R
U —BWATvart LTERENET,

* [AccessHours] : ZDx—H—(ZiEH SN LBEFOT 7 B ARFHARY o —03H 555132 D
KETZBIRT 275, T LT 7 B AR Y o —2ER LEd, T 741 M
[Inherit] T9, F7=. [Inherit] F = v 7 R 7 ANA T DA DT 7 %/ b i [--Unrestricted--]
T9, [Manage]% 7 Y v 27 LT, [BrowseTimeRange] ¥ 1 7 u /Ry 7 A& Ed, =
DEATa TRy 7 ATIE, FFEEHAZ BN, fE., EFHRTEET,

* [Simultaneous Logins] : Z D —H—(ZFFAIT D [EK R 7 A  ORKEREFELET, 7
7 AV MEIE3 TY, R/AMEIZOT, ZOHE RS A ORI 2P =T &R
EEEELET,
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A

GE) BREOHIRITIH Y TN, BEOREGOTF A N2V
T ADETERE, NI+ —~ L RTHEBLRTTEBERLRHY
F7,

* [Restrict Accessto VLAN] : (A7 >3 >) [VLAN<=v B> 7] ELFENET, DR
FGA=HIZED, ZOTN—F KR —NEHIND Yy a o OHJ] VLAN A & —
TxAZAZWELET, ASAIZ, 2O N—TnLDT_XTHONT 74 v 7 HBESN-
VLAN ([Z#t LEd, ZOBEMEEZHH LT VLAN 270 —7 R —ZE Y4, 77
tA arbie—AEH{FELLET, ZOBMEICHEZEID Y TS HEL, ACL #fiH LT
Yo arDONTI T4 I ET ANE Y TTHREORBELEETT, Kry XXy
2 MZIE, T 7 A0 ME ([EEFRIFR (Unrestricted) ) OffLiZ, 2O ASA TRESN TS
VLAN 2 RFERSNET,

A

GE)  ZoREIX. HTTP #5055 1213 A2 TT A, FTP $ L UV CIFS
I cE A,

[Connection Profile (Tunnel Group) Lock] : & D /3T A —X 2T 5 &, WIS - Hi 7
B 77 AN (b Z—"7) 235 VPN T 7B ADRZFF L, BlOHR 7 7
ANEERT 27 7 A% EHRTEET, 7 7 4/L FOMAMEIL [None] TT,

Maximum Connect Time : [Inherit] = v 7 7R v 7 RN A 727> TWDEHE, ZD/NT A—
5 Tl R — Y — el 2 0 AL CRROE L £ 7,

CZTCHRELERMARRT A L, VAT NIEEREK T LET, R/IMEIR 0, KE
1335791394 53 T4, #ilfR7e L OHEfeRE# 2 5 719~ 2121, [Unlimited] #4112 LES (5
THVER)

Idle Timeout : [Inherit] = v 7 R v 7 A& A4 7 LI2GE. ZO/XT7 A—XTT A KLEF
il % 3 B Cak e LET,
COWMICERCTHET 77 4 T 4 3720 EE, #3 T LET, R/ERIIL 17,

B RIFEIE 10080 2y CTH D . T 7 AV ML 30 40 T, R 2 EHIRIZ 4 5121,
[Unlimited] A4 2 L £7

[Security Group Tag (SGT)] : Z D7 /—7 KRV o —THefi 3 5 VPN = —H—|ZED 4 TH
W5 SGT & 7 DfEE ATJ L ET,

[On smart card removal] : 5 7 4/ b O 473 =2 - [Disconnect] Z 3R L7285A1%. RiEIC
RSN AY— b W= BN END &, 7747 MIga il LE4, #o
M, Av— "W —FEa L Ea—XIRFTLZ L2 —PF—ICERLARWGATX, [Keep
the connection] #27 U v 7 LE7,

A<w—h — FORY/H LICBET A EIL. RSA A~— bk — F&EHT 5 Microsoft
Windows TOHAERE L F97,

| —ferarz N EE I}
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c[FRFE Yy v a TV Ty a TRIEDRW b R VHIBRZ 201295 (Disable Delete
tunnel with no delay in Simultaneous Session preemt) ] : HFE D L — W — 3 FF A 7z [[FIRE =
27’4 (Simultaneous Logins) ] DHIRICET H &, 22— —DkDr 7 A FIT T, &
bttty v VEROICHIRT D20ERH Y £, ZORIRICITERD 0D Z LR d
D, 2—=HF=DH Lty a 2T ITHITERVWEERH Y 3, bty
T a v ORIRE T E/FTICH LWy v a VENLT D L DIV AT AR T 51T
X, ZOFTva UEBRIRLET,

Maximum Connection Time Alert Interval : = —H —|Z X v =V 2 FRKoRwT 5, i KGR
(2T D £ TORFRINE,

[Inherit] = v 7 R 7 A% A 72 LIz8E ., [Default]) = v 7 R 7 AXHBICA >
W0 FET, ZHICEY, By ar 77— MERBN 30 IR ESINET, FHLWES
FBET 2% A01E, [Default] #4712 L, 1 ~3000kyary 77— ilgasETLE

7,

Periodic Certificate Authentication Interval : FERAEFRZEN EHAIIZ ST SN D £ TORRH

fibm (FEREALD)

[Inherit] = v 7 R v 7 ARA 71272 > T D856, EMI723EH EMREEO TR 2 5%
ETEET, FMHIT 1~ 168 BT, T 7 4L MIEHZ 2> TWET, EHIROMGEE
FFal45121%, [Unlimited] Z 412 LE 9,

RETIL—T R >—DFE. H—/1\—EH
[Group Policy] > [Servers] 7 «# > K7 G, DNS #—/3—_ WINS #— —I L UDNS X a—
EHELET, DNSBLOWINS —_—FT 7L h >R L7 T 4Tk (IPsec, AnyConnect

747 b, SVC, L2TP/IPsec) DA XL, A RifRRIZHEHA S Ed, DHCP 2 a—
71X, DHCP 7 L RAEID Y CTHREBEEINTWAEAIERSINET,

FIE

A7 w71 [Configuration] > [Remote AccessVPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Servers| R L £,

AT w72 DefaultGroupPolicy Z e 3 2 %6 AR & . [DNSH— 3—Dif7K (DNS Servers Inherit) ] 5 =
IRy 7 A7 LT, ZOZN—7THEMT % DNS % — =0 IPv4d £72(X IPv6 7 N L
A&EMLET, 22DPv4 7 KLAL 2 ODIPV6 7 RLAZRETE 7,

D DNS — =% ETHEE, VE— T2/ ®A I IA T MEI, 2O7 4—/L KT
BEENZIEFTDNS —_"—ZfHL L5 & LET,

I T T EFEIZ ASDMOZ DI NA—TF R —%FEHLTWAZ FTA T D
[Configuration] > [Remote Access VPN]>[DNS] 7 ¢ > R G S 4172 DNS i% € L W B &
F9,

AT Y T3 [WINSH— R—Dfk7& (WINS ServersInherit) | F = v 7Ry 7 A& 47T, 774~V
LD ZY WINSH—"DIPT RLAZ AN LET, MANFRETLIPT RLANTZ
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ATv74
ATvT5

ATvT6

ATy 17
ATvT8

mas—7 Ky v— 7599 7oxs ||

A<V WINS $— =D IPT7 FLATT, 2%&H (EE) OIPT RLXiZ&®H U WINS
P—RN—DIP T RLATI, ,

[More Options] 73— " HFRF1% 7 U v 7 LC, [More Options] = U 7 % J&B L &7,
[DHCP A =2 — 7" Diffk7k (DHCP Scope Inherit) ] #4712 LT, DHCP A a—7%E#£ L ET,

¥H7a 77 A NVDT KLU AT —/VIZDHCP H—_—% & E L7zHA. DHCP A2 —7 X2 D
TN—T DT = MHEHT BV 73y F&isl LE 3, DHCPH—/"—|ZiX, ZOAa—7(Z
Yo T ENIRE S TRy FRHOT FLABRESN TWAMERHY £, Aa—T%
HHTHE, ZORED I N—TIZEMT 2 DHCPH— "—TERINTNDLT RL AT —)L
O 7y NEBIRTEET,

Ty hU—7 ZAa—T%5EFLBEWVES,. DHCP v — =37 FL A 77— )LORENEIZ T —
NHNEELTIP T RLVAZEID Y TET, REVYTOT RLVARROMNDHET, F—n
JEIZHR R S IVE T,

Aa—FHEETHITNE. BOT =LV ERUS T Xy b EICHY ., Z2DOT =N
N—TF 4 VT HRER T RL AR AN LET, DHCP ——{%, ZDOIP 7 RLANET LY
Txy FEHBIL, FOF—ANEDIP T RLAZE Y Y TES,

N—T 4 T DOHMTHRERGARIIFEIC, A VX —T 2 ADIPT RLAZBHTLZ L%
R LES, =& 20E, 7—/12810.100.10.2 ~ 10.100.10.254 T, f > X —T = A AT KL A
73 10.100.10.1/24 D4, DHCP A =2—7 & LT 10.100.10.1 ZEH L £+, xv hUV—27 %5
WEEEA LW T 7EEV, DHCP X IPv4 7 RL RFEEBIZOAEHAT A2 LN T 9, =R
LT RLARAL U H =T 24 AT RLATIERWES, Aa—F T RLADAREZT 4 v/
No— N EERT DR H Y £,

T 74N RAAL R [EEE (Configuration) ]>[YE— F 72 £AVPN (Remote Access
VPN) ]>[DNS| ¥ 1 & R TIHRE SN TR WEEIL, [T 74/ F RAA 2 (Default Domain) ]

TA—IVRTTT7HN KN RAL VERET HDLENHY £3, 72L& 2L, example.com &)
RAALHE Ry T Loy RAL CEEHLET,

[OK] %7 Vw27 LET,
[Applyl 27 U v 27 LET,

RETIN—T R o—, TS0 TJoxd

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >[Add/Edit]
> [Advanced] > [Browser Proxy]

ZDOHXAT TRy 7 AT, Microsoft Internet Explorer D% E & F 35720127 A4 7
My vayrandBEEERELET,

* [Proxy Server Policy] : 77 A4 7 > k PC @ Microsoft Internet Explorer 77 V¥ O~ %o 7
svay (IAYVyR]) ZRELET,

* [Do not modify client proxy settings] : Z D72 7 A 7 >  PC @ Internet Explorer ® HTTP
T2 Tk - AN"—RELFLEELETA,

—ferarz N EE I}
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* [Do not use proxy] : 77 74 7 >k PC @ Internet Explorer ® HTTP 7' & % LB EE T 4
=7 LET,

* [Select proxy server settings from the following] : BHRANZ TG U T, [Auto detect proxy].
[Use proxy server settings given below], ¥ J T} [Use proxy auto configuration (PAC) given
below] DF = v 7Ry 7 A% A N LET,

* [Auto-detect proxy] : 7 7 A 7 > k PC C. Internet Explorer ® H &) 7" 1 % o H— 3 —fk
HOBERZ A X —7 I LET,

* [Use proxy server settings specified below] : [Proxy Server Name or IP Address] 7 4 —/V
TRESNTEEMEHAT D X 512, Internet Explorer © HTTP 7' 12 & 3 H—/X—3RiE
EARELET,

* [Use proxy auto configuration (PAC) given below] : [Proxy Auto Configuration (PAC)] 77 o —
WRTHELZZ 7 A vE, HEIRY 7 4 Fab—va VB Y =2 L LTHERT
LEOHELET,

« [Proxy Server Settings] : Microsoft Internet Explorer % fi f§ L C. Microsoft 7 74 7 > ~ D~
2Xy =N RT A= EFRELET,

* [Server Addressand Port] : Z 2 74 7> k PC Ciiif] £41%. Microsoft Internet Explorer
Y—=_"—=D 1P 7 RV AEIAH, BLOR—-b2fELET,

* [Bypass Proxy Server for Local Addresses] : 7 7 7 b PC T® Microsoft Internet Explorer
TIUR TaX a—h N S NAREMEERELET, [Yes] ZIERTHEm—T
SV ISA INAPA F—T T2 0 | [No] ZIEIRT DL —T ) NANRANRT 4 E—7
TR0 ET

s [Exception List] : 7 2% $—_— T 7 L ANLRNT DV —_—DLHI L IP T K
LAE—RFRRLET, T —"—RHDOT 7 ¥R ZITHRVT FLADY A
caASILET, ZDYU AR, [Internet Explorer @ Proxy Settings] % A 7 17 7 7K v 7
AT & % [Exceptions] U A MIFHY LET,

* [Proxy Auto Configuration Settings] : PAC URL |XH#)iX & 7 7 A /O URL Zf5E L £,
DT 7AMIE, TN rx FRERE LGRS TWETS, ek
A= 7 4 Falb—ar (PAC) HELHMNT25E, VE—ha—¥—IF, Cisco
AnyConnect VPN 7 7 A 7> b &5 4L ERH D £,

2L DFy NU—ZBREN, Web 77 UV ERKFEDFR Y NU—7 U Y —RZHHT D
HTTP 7u X v 2 EHX L TWET, HITP T 7 4 v 7 B %y hT—27 U YV —R|ZEET
XH0X, TaXTRTITUFIIRESN, JIAT Y EBRHTTP N7 7 4 v 7 27 v X
NN —T 4 T T HEATET T, SSLVPN ko R/LIC LV, HTITP 7 1 2 DEFEN
BHEZ D ET, BERXY NPT —ZIZ RV T THEXTRERTBR IR, Ta—
RNy REEBRRBETA U ¥ —Fy MZERSND L &0, =R =T 4 Xy hU—7
Lz D XM ERLDOLIXRRLERH DD TT,

Flo, KEEEXR Y N =27 ZBE L TV L EETIE, BHROT X b—"—2REL,
—RHZRRREICESN T — =R Z2 0PN 7 a X o P —"—2 BN TE 2 L9172
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A\

AnyConnect 7 54 7 > FRERT IL— TR o — .

ZENMBZ R BEANDHY £, pac 7 A NEEATS L, BEHEIIEEZ OTaX
VB EDOTaX U EHNOTRTOI TA T v b arvta—Z AT 20ERET S
BRI VT N 77 A NVEERTEET,

WIZ, PAC 7 7 A NVEMEHT 520 220wk LET,
O — R RG U TDEHY) A MNSTaX 2T A NIERLET,
e = N—DATFURRT D a— VIHIGT DT DIZ, A3 ARIZ T v ¥
VEZRTHERALET,
e IIAY TuXF U THEENBELLEGAIHA T, TRy 77 FaXx
VY= N—ZEELET,
en—HN YT Xy b, =37 a—V—-HitkbiWnW a2 ELE
‘g_o

TXANZT X EFERLT, BO7 7 iy axvA#har 7 1 X¥alb—Tay
(pac) 77 ANEAERTEET, pac 77 A /L&, URLDOI T VTG U T, i
T51 U o7 rXs = "—%EET L0y 7 Z 5T JavaScript 7 7 A /LT,
[PACURL] 7 4 —/V REFEH LT, pac 7 7 A VOB URL #FEELET, 77U W
X, pac 77 AN EFEHL T e U RELHW LET,

* Proxy Lockdown

I ITAT N AT LD ux vy 7 Xy &FFA] (Allow Proxy Lockdown for
Client System) ]: Z OFREZ A X —7/LIZF % &, AnyConnect 7 7 A 7 > h VPN & v
v a O], Microsoft Internet Explorer @ [£%#5¢ (Connections) ] % 7 MNIEFERIT/R D
£9, F72. Windows 10 /S— 2 > 1703 (BARF) Tid, ZOREZAEICT D L.
AnyConnect 7 74 7> N VPNt v a O, ZET 7TV DV AT AT ax T X7
HIERRITR F9, ZOEEZ ERIZ L TH . Microsoft Internet Explorer ™
[Connections] # 7 ERET 7V DT u X ¥ TOFRRFIEDLY EFHA, TNHDOHT
DT 7 4V MREF, 22— —D L VA N BREIDIS U TRREILER R £
T

GE)

AnyConnect VPN & > & a VD], ET 7V DV AT L7 ¥
TH T HIERRFITT HITIE, AnyConnect 7 7 A T2 kX —T 3
¥ 4.7.03052 LA L EE T,

AnyConnect V 54 7> FRAE T IIL—THR1 o —
RET IL—TR) o—_ F##i. AnyConnect 7 51 7> k

[Keep Installer on Client System] : U E— h 2 Ea—% ETKENRZ 74T FDA >
AR—NEABEICLET, TNEAX—TNMITDHI LR, 727747 hOHBIKZ

—ferarz N EE I}
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AnyConnect 7 514 7 > k

T oA VA N=IMEREINT 4 B —T IR £, 7 T4 T ME, BOBEREDOTZDIC
JE—F IV Ea—ZIIA A =L ENEEERDOT, VE—F 22— —DHHM
NERE SN E T,

[Compression] : JEMEZ AT D &, BRIEIND T v FOVA XN T 5720, X2
TATITIAT AL T TAT V MRIDOBIENRT +—~ AN ELET,

[Datagram TLS] : Datagram Transport Layer Security (Z & ¥ . —#8¢ SSL B2f5¢ (2 #3512
RE L BB OREZ[ERE L, 7y MBIEOREEZZ TR T WY TAXA LT T r—
ardONTy—v o ARWELET,

[Ignore Don't Defrag (DF) Bit] : Z ®HERETIX, DF By FARREINTWDH /N7 v | &5l
MW7 Z 7 AT —vary LT, hrprArBmISEsZ ENnTEET, EABE LT,
TCPMSS F A T— g NZHEUNIIGEE LW R Yy b T —27 OV — s — (25t Bl H 7e
ERHY ET,

(7947 h3A 3271 a2 (Client Bypass Protocol) ]: 7747~ 7u hajv
SNANRZERER AT DL, ASAWNIPV6 b7 7 4 w7 T EFHLTWD EED
AnyConnect 7 7 A 7> N 7747 MTLDIPv4 b T 7 ¢ v 7 OFBRHESL, IPvd h T
TAvIREFETHL TN EEDIPV6 NT7 7 4 v 7 OFERFGEEZRETHIENTE
£,

AnyConnect 7 74 7 75 ASA 1T VPN £&f5i3 25 & Z1T, ASA X IPv4 & IPv6 D—Ji &%
TIXE G OT RUAZED Y TEF, ASA » AnyConnect 7 74 7 > b il IPv4 7 K
VAETITIPve 7 RLATZ T 2HI 0 Y THEGEEIZ, ASADIPT RLAZHID Y Throo
Xy NI—=T "I T 497D C, 727347878 hal 4R ->TED
N7 74w 7% Ry S50, FIFASA ZNRNARALTY TA4 T 2 bhb O
k7L, 2FV U T7TXRAb] &L TOREEZHFATINERETEDLLIICRDF
L7,

7o & 21X, ASA 7 AnyConnect 7 7 A 7 > b #kElZ IPvA 7 RLAD KR ZEID YT, =
RBRAY IR T 2T VAL 7 SNTWDHELET, ZOZ RKRA LV MRIPV6 7 R L
ANDEEEZRAT-E XN, 74T b AN RA T a haiERnT 1 B—7 L0
B IPV6 R T 7 4w 7R Ry T INETH, 2747 b XA R Ta fharig
F—TNVOEEX, IPV6 8T 7 4 v 7137 FAT Y I 7 U7 THFARE LTEES
nNET,

SSL ##¢ Tlx72 < IPsec b RNV EFESL L TV AL, 7947 > hTIPv6 BNAZNIC
TR TWVAMME I MM ASAIZHEINI N2, ASAIXEIZ I FA T M 2XA/RA T
Fa VR ELR Sy a7 LET,

[FQDN of This Device] : = DIF#HIZ. VPN & v a VOGS THEA SN D ASAIP 7 K
VAEMRRT D201, Fy hT—7 0= TO% T 74T MRS ET, =
DOREFT, SEIERIP I FaroRry NI—JMou—I 072 R—b45%9 %
THZETYT (IPv4 5 IPv6 72 YY) |

7 VPN B
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WNEBY IL—TF R >— 540, AnyConnect ¥ 514 7> b+ .

A

G¥)  AnyConnect 7 7 A 7 b 7 a7 7 A )WZd % ASA FQDN % i ff
LTr—IVJ%ICASAIP 7 RLAZRGT 52 LT 4
ho TRLAPRO—=RNRNT 27 U FUADIELWT /N, A
(R RADBFESLENTWDT AL RA) L—HLRWEERH Y
iba‘o

TNA ADFQDNMN Y T4 7 v MIEUE SNWGE, 774 7 > M, BN b
DHESLSIVTWDIP T RUASNOFERZAALE ST, BARDHIP 72 b (IPvd b
IPv6) OF vy T —ZfHDu— > 7 %R — b4 5HI2iE, AnyConnect 7 7 A 7 kI,
N RVOFRESLIER T2 ASA 7 RLAZWRETE S LHIC, v—I v TRICT A
A FQDN DA RMFERZAT O BN H Y £3, 7747 > M, ¥R T2 7 7141
\ZAFET D ASAFQDN 2 H L £ 77, LDt v o a U FE CTlx, fEHTRER G A& 1X
WIZ, ASAIC R > TF vy vaasiie (£, FA—7 R —CERENRE L) 7
/XA A FQDN il L &9, FQDN 235%E STV /2G4, ASA X, [Device Setup] >
[Device Name/Password and Domain Name] D% ENA 2> 67 /34 A FQDN # Hifg (B LW
7747 MTEE) LET,

TNA AFQDN N ASA I L o T v v aSNTWRWGEA, 77472 M, £725 1P
o haroxry NO—JBoa—I %I VPN Yy v a VEBEMENLTE EH A,

[MTU] : SSL ##t D MTU WA XZF{#& L £, 256 ~ 1410 /31 M OHFIPHTEZ AT L F
9, T 7 4/v b TiL, IP/UDP/DTLS DA —/R—~v Ro3%EZE LGl &, B CHAT LA v
H—T A AD MTUIZIKSNWT, HEIMIZ MTU o XRFEINE T,

[Keepalive Messages] : [Interval] 7 4 —/L RIZ 15 75 600 £ TOHAEAITHZ LI
X0, BN T A NVORFEINT A AL > THIRSNTWAEATH, ¥—77 74
T Ayt —VOMBEEARX—TVBLORHELT, Tux 7747 Ur—/b, £iF
NAT 73 A% 0@ LTe ki A RV E T2 enTcEEd, o, MEZH
BFHZ L2k, VE—F 22— =2 Microsoft Outlook X> Microsoft Internet Explorer
REDY 7y bRXR=ADT IV r—2a VEEBRCETL W RNWEE T, 7947
kNG & R A AT DR W T E R RFESNE T,

[FooO0—FR35FT>3>DU 547> hEDa—)L (Optional Client Modulesto
Download) |: # v > r— R A %HET 572012, AnyConnect 7 74 7 2 ~M&, R —
FLTWDEERRICKNEREY 2 — L7210 % (ASADD) ¥ Urmr—RT5 L9128k L
£, RO LD RMOMREL A R —T NMCT DEY 2 — VOLARTEIEET D MNENH Y £
4, AnyConnect 7 74 7 > ML, ROEY 2—APNEENTVWET (—EDIHNR—V 3
CTCIREY 2= VOBV IR R ET)

* [AnyConnect 7 7 A 7 >  DART] : Diagnostic AnyConnect 7 7 A 7 > I Reporting Tool
(DART) &, hT7 TN a—T 4 U7 EEHHRIZ CiscoTACIZIEE TE 5 L 51,
VAT LU TDAF v T gy hBLXOZOMOBKIEREX Y S F Y L, zip 77
ANET AT by TR LET,

* AnyConnect 7 74 7> b X NU—7 T 7 EA <w3x— % : LIEIIE Cisco Secure
Services Client & FEFNTWE L7z, ZOFET a—/LE, ARETA YL ADWED

—ferarz N EE I}
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. RES IL—TFRY) o —. M. AnyConnect V) 54 7> +

Fy NU—=TIZT7 78 AT 520D 802.1X (LA Y¥2) ¢T3 4f AFiEEHZ T\ E
‘g—O

* AnyConnect 7 7 4 7 >~  SBL : Start Before Logon (SBL) (%, Windows ® R 7 A %
AT VTR 7 ANRFRIIDHHEINC AnyConnect 7 7 A 7> b BT 252 L1T &
D, —H% Windows ~D 1 7 A HIT VPN H&fie &2/ L TREEA 7 T ~Faifiliic
o7 TRl S B

» Secure Firewall 'R A F v & ¥ = —/L : LLRiIZ Cisco Secure Desktop HostScan f#E & M-
NTWELE, ZTORAF ¥ EY 2—/UL AnyConnect 7 7 A 7 > MZHEA S, Z
T XY AnyConnect 7 7 A 7> FIE, ASA~D VY E— N7 7 & AR & MESLT DRI
WCRAF X THEAAL DI LT U VERETE L L5120 £7,

sISE-RATF ¥ : OPSWATV3 FA 77 VAL THRATF ¥ F=v 7 2FTL, =
RARA L FOBEEGHEZFMELET, D%, = FARA VMR EAETHETEY b
T— T RAEFIBLIZY, a—h L 2—F—OWHEREZHIL L) TxF9,

cAMP A % —7 7 : = KA v MATOEE R~ /L w7 = 7B (AMP) %8 A4 2%
FERELEASNET, N TE =D MZARA FER TS ——nb T KR
A > hOH 7 & MMZAMPforEndpoints ¥ 7 U =T %7 v a2 L, BEFO2—H—
N—2ZAMP ¥ —tE 2% A VA b—)L LET,

e Xy NU—J AT a— N x0T 4 LY —E RO, Eh, 2774
TUA, BIOEX2 VT o oI LT, BENEHEOERTRRNDZN ESEE
T, NVM (R hU—Z AT Y 2—L) 1T, = RRA U FDOT LA MU 2
ELLT, 7ue—F—FLT77A VL EaT— 3 UEsyslogllitdkL, SHI1C, 77
ANDHHTEUIA =T 2 A ZADRMEAITIa L7 FZ (h— KX —=F 4 X H—)
b7 — La—RKzx7 AFR—kLET,

+ Umbrella Roaming Security €= —/V : 777 4 772 VPN 2372\ & Z[ZDNS LA ¥
X = UT 4 242 L EF, Cisco Umbrella Roaming & OpenDNS Umbrella -— &2 D
WD T DT AT Y T a aRHE L Intelligent Proxy 38 KL OVP LA il
FHRERE A BN L £ 97, Umbrella Security Roaming 7' &2 7 7 A /WL, xtind 5 —E X
& & REBH A BT 1T T G T O RE LA EZ HEINICAENCLET (2T
TANZ VT BEORY — §)72 LA — R, Active Directory # 5. £ 7135
AHJZRDNS LAY &%=V T 1)

+ Always-On VPN : AnyConnect 7 7 A 7> h ¥ —E 27 07 7 A VDO FREGE VPN 7 Z 7
WEET 4= N T D0, £720F AnyConnect 7 7 A 7> b —E AT a7 7 A L%
EERBHTD2MEND D0 ERELET, HRHEEE VPN BRI, 2—F =2z
Va—XizuZ4292% &, AnyConnect | VPN & v v a & HEWICHENL LEF, VPN
tyrvarik, a—V—Rarva—2nhon st 735 ETHESNET, W8
kb Thty v a IHERFS L, AnyComnect 7 74 7 > b i, @S EX =7 o
TTTAT AL ORI RO ML A TRITL, VPN v VAR L E
7

WG VPN I K > T, RERY —Z2#H LT, X2 U T 4 BENDT A A% R
HETXFET, W VPN 2 LT, =2 RARA » FMERE R Y N T — 2 N TiEAun

7 VPN B
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AnyConnect 7 SA 7V b bS 7 4 v IICRTBRTUY LR VT DERE .

A2 WD TH AnyConnect 7 74 7 K WVPN Y v a VAN LTIZZ L #fERTE
FT, AX—TNIT DL, BERPFIELRWIEAEDOXR Y MU — 7 B OB 1L RE
THRY U—DEEINET,

A

GE)  F/o. WHEEERE VPN IZIZAnyConnect EX =7 EE U T 4 7 T4
7 ¥ MEREE AR — b3 % AnyConnect 7 74 7> b U U —AN
L[Z‘%:‘/Gj‘o

s [Forua—KRT575A4T7 2 N7 r 774/ (ClientProfiles to Download) ]: 7' &7 7 A
MIar 7 4 X2l —2alr RIA—=FZDTNV—TThY, AnyConnect 7 7 A 7> KT
VPN, Xy NT—2 TR ~v3—V v, Webt¥aVUT ¢, ISERAF ¥, AMP A
X =77, Fyv FU—ZAHMEE Y 2 —/b B KO Umbrella Roaming Security &3 = — /L

DOFEBIEHAENET, B (Add) 1227 Y >~ 27 LT[AnyConnect 7 74 7 > N7 7
A LV DIEI (Select AnyConnect Client Profiles) |V « > RU ZiE#Eh+5 &, LAz v—7
AU —HIER SN e 7 7 A VEBETEET,

AnyConnect 7 SA 7V b S T74 9 IICRTBRATY Y F bR DT DEE

A7 Yy b b3V U7, O AnyConnect 7 7 A T2 N Fv NI—7 v T T 4 v T &
VPN b VCiFE L Cl s (Be1fk) | thoxrxy hU—2 877 ¢ v 27 % VPN h> 3
NOIMTHEELET FERF b, oF0 27V T7 73X MOIREE] )

ATy b bRV T ERETDHIZNE. A7V b bRV 7 R Y —2{ER L, £
RI)—ZT7 7 Aarra— L JARNEREL, V=T R —IZAT Vv M b
RV —%BMLET, INV—T RV —%TT7A4T7 2 MIEETHEEIC, 727472 MIA
7Yy b hoRV TRV —OACLEEALTEZIWCRY NT—2 8T T 4 v 7 BEET
HERELET,

\}

GE) R7V Yy bF bRV T3 Xa )T BERETIT R, N T 7 4 v 7 EPERE T, %k@@
X2 VT 4 BHERTDHICIE. ATy N R RV T F—T NI LR & B HELE
‘j‘o

Windows 27 74 7 > F Tl NS ASANSD T 74T 7+ —)L b— WG, KIZY
TATYEDT 7 AT U=V b= LRl S ET, MacOSX Tk, 7747 bD7 7
AT U= = VEBIRT fVF )= VI SN EE A, Linux A7 5D AnyConnect
/N—3 32 3.1.05149 LIFETlX, circumvent-host-filtering & V9 A RITDO B A &2 Kgtks 7 v—7
TuT7 7 AMTEBMLTtruelZHETHZET, 774 T DT 7 AT U —/Lb—LEX
W7 4 B N— Va2 G T % L 912 AnyConnect 7 74 7> b X ETEET,

TI7EA VR NEERTDHE
T At — JANMIUIIPVE BLIOIPV6 i DT KL AZFRETE £7,
HEUE ACL 2T 5L, 1 OOT7 FLRAELITIRY NU—T OBRMER S ET,

| —ferarz N EE I}
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B anvcomect 55472 bS5 T v HIZHTBRTU Y b R Y L TORE

HEEACLAMHT AL, V=2 Ry NT—INRAFY v h bRV Ry hU— (T
0 ET, ZOHE, Ry N —Z I 3EH I ET,

cany NEESNTZT 78 A U A L, splitinclude % 7213 split exclude 7% 0.0.0.0/0.0.0.0 % 7=
L OIIZRESNTET Z7EA VANI, 7747 MZERESNEFA, TXTO LT
T4 v & PURAREATERETAICE, 27U v b b Rkd Policy 12%F LT Tunne
All Networks Z 3R L £,

¢ 7 F L 20.0.0.0/255.255.255.255 £ 7213 /128 1Z. 27U v b F o kL R Y 2 —7 Exclude
Network List Below DIFEICDOIRT T4 T o MIEESNET, ZORTEIX. Frxr b
T4 IR —N Y TRy METRNWZ R T TA T Mo@mLET,

« AnyConnect 7 74 7> b TiX, A7 U >y b oY 7R —THEESNZTITD
A, BERASAIZ L TEIDETHENZIPT FLALRIUY 7 Xy FRIZH DT
TOVA M T 74 v BNESNET, HE2E, ASAICE-TEY LB THLNEZIP T
RLZ2310.1.1.1, A7 $255.0.0.0 D55, =2 REBA > N FAL R E, A7 Y v kb
YRY T RY 2R <, 10.0.0.08 L ETHTRTON T 7 4 v 7 EHPFELE
T, FOD, EVSUTHNEIPT FLAR, #fFsnsun—hL 7%y M@yl
ZRT LI, Ry h~AT 2R LET,

1R BRI
« W72 ACE T7 7t A URRNEERT AMENRDY 7,

« A7 Yy b UV R —%IPvd 1y NU—Z7 L IPv6 v U — 27 FIIC/ERK L T2
BEE, BELEXy hU—Z7 URXMRWEOT e ha/vTCHEAISRET, 2079,

Ty hU—27 VA RMIE, IPMBLIRIPV6 Dl D NT 7 4 v 7 DT VA 3 ha—
N hU (ACE) BEENTWIMENRSH Y 7, T 5D ACL Z/ERK L TV 7R
HlE. —BEER 7 s Xal—T gy A REBBLTLLE I,

ROFNETIZ, 7 14—V ROBRIZ [Inherit] F= v 7Ry 7 AR 5T XTHO—AT, [Inherit]
Fe2v IR I ARFT L DOEEOLE, HELTWDL I NL—T KR U—iF, DT 4 —/L R
DNT, TIANME IN—=TRY = LR UEEZEHT 52 L ZBRLE T, [Inherit] = >
IRy I AEFTICTHE, IA—F R —IZEHEOH LWEEIEETX FT,

FIE

AT w71 ASDM Z{#fH L T ASA (Z85%: L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] (2% 8 L £7-,

ATV T2 [Add|Z7 ) v 7 LTHLWIT =T R o —%BINT 20, BEFEO 7 NV—T R ¥ —ZiRR
LTCI[Edit] %27 V> 27 LET,

AT 73 [Advanced] > [Split Tunneling] Z %R L £,

AT w74 [DNS4 (DNSNames) ] 7 4 —/V KiZ, Fr /%I LT AnyConnect 7 7 A 7 > b TR
HRAAL BN LET, TUHDARNE, 774 X— KRy NU—7 EORA MG L
9, split-include b2 R U U 7 RRESNTWAEAIEL, F8E SN2 DNS — =2 % > k

7 VPN B
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ATy TH

ATvT6

AnyComnect 7 S 7> kb5 T4 v 28T 52T b kot vrosE |

T—7 JANMIEENTWAILENHY 3, 74—V RIZiX, BB AL 4, IPv4
T RLURA, £33 IPv6 7 RLRAEZASITE £,

FAFIv T ATy b RV T RAL AT, by T LoUL RAL offlizd72<
EHL1IODRAAL HZTNANKETT, XA FIv 7 A7V v b bR 7iE, FFED
RAAL BT 70 %4 —F vy heTHX0RoT0AHEED, hy LU RAA
vo(org 72 E) P EIBETAZLIETERVDOTY, hy LUV RAL DR ED ]
DD RAA 4T 9L (domainorg 72 &) ZANTHMERH Y 7,

ATy b N T hRT 4= MIT DHITIE, [Yes] 2 Y v 27 LT [Send All DNS
Lookups Through Tunnel] & A *—7/WZLET, ZOA T v a v &% ETHE, DNSFT77 1>
IR T X T HI/NT, Z VT TXARNCTEEEIND b T 7 4 v B EESNET, DNS
RIS B &, 7 RURIIRMEROE £5%0 £9°, AnyConnect 7 71 7 > ME, VPN 4+
DT RUAZEMRRLEL Y 1T LERA,

ATV v b bRV T EAF—=TMITHITE, [No] ZBIRLEST (740 8) ., 2O
BETIZ, VI9AT LV MIATY v b Fo b RY S —IZf>T 2L a2 L TDNS 7 =
VaEFELET

A7 Y v b bRV o7 HFETHITIL, [Inherit] F=v 7Ry 7 A%+ 7ICLT, A7V v
F R RY o RY—2RIRLET, [Inherit] F= v 7Ry 7 A4 72 LARWES, 7
N—T" R —Tlk, 774NV DI NV—7 KU 2 —DfItGrpPolicy TEFSNTZAT U v b
MRV TREMEASNET, 774V 8 IN—T R —DAT Vv b bR 7
RY =0T 7 /b FEXEIX [Tunnel All Networks] T3,

ATy b RoR Y TR —EERT DHITIE, Fa v 7 X0 [Policy] 3 L UMIPv6 Policy]
MBI L F9, [Policy] 74— /V RTiE, IPvdRry NU—2 T 7 4w 7 DAT Y h b
F VTR —%EFRLET, [IPv6Policy] 7 4 —/V R TIE, IPV6 x> hU—2 T 7 ¢ v
TJDAT Yy N bRV T R —%RIRLET, £ LTEVLIMNE, b7 41—
NV ROBEBIZRE T TY,

[Inherit] F= > 7 RNy 7 A% A7 LEEGEIE, IROWTOADLDRY — A7 a U &2@RT
%i‘a‘o

* [Exclude Network ListBelow] : 7 U7 7% XA N THEHESIND T 7 4 v 7 DLy bV —
JDYAEERLET, ZOMRRIL. ARy FT =212 bR B L CHEGE L 7208
b, R=AN Xy b= EDTFARA R (FV 272 8) 27 78AT2VEF—F 22—
Pl o THRILDBET,

* [Tunnel Network List Below] : [Network List] C{EE S L7y N —FRDOTXTD K~
T4 TN bR TENET, AV INV—F %Xy hT—27 UARNNDT RLA~D
N7 49 7MWhrRr Y 7ENET, TOMTXTOT RLRAIZHTHT—XF, 27V
7T TX¥ARNCERFSN, VE—F 2P —DA ¥ —Fy b =R Fa (X —(C
KXoTn—74vr73nET,

ASA91A LD NN~ g o Tlid, A VI NA—FR VR MERETDHEEIT, f 70— FK
HWHNOY 7 Xy MZZZ A7 N—RK VA RMBIRETEET, INLORISEINZTT
ESVR N =3 NV SR/ 2 BRI G0/ 2l S-S NS /RO E SV AP/ A b i NV SUNS/4
ENFET, AN —FRIVAOYT Xy bTIERNZ I AT NN~V a2 R MNOR Y

—ferarz N EE I}
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B anvcomect 55472 bS5 T v HIZHTBRTU Y b R Y L TORE

ATy IT1

ATvT8

NO—21%, 72947 P CEHAINET, Linux DS, 7%y OB ZYR—
THINE, TN—T R = HhAX LB BT A20ERHY 7,

RICHZ R L ET

Configuration > Remote Access VPN > Nebwork (Client) Access > Advanced > ACL Manager

@’Edit‘ﬁDelete|1~ $|$Ba@-|qFrnd

£ Enabled Source User Security Group Destination Security Group Service Action
Ei TunnelExdude
o] |_| g& 10,10, 10.0/24 @ any 1-ip €9 Deny

[}
o4
[=1
o«
L
321

S b Lt ] e e v et

GE)

Split-Include r > b7 —Z7 B3 —0 /v $ 7Ry hOEE—E (192.168.1.024 72 &) D3
B RIETD T 74 v 7E bRV 7S TET, SplitInclude R v F U —727 A3m—
TV BT Fy hOA—,—F vk (192.168.0.0/16 72 &) DA, METDH T 7 4 w7
X, =B YT xy bERE, bRV I nTWET, r—A BTy M T
T4 w7 b bR T 5L, —8T % Split-Include * » kU —7 (192.168.1.0/24 %
£ 1192.168.0.0/16 D[ J5 % Split-Include * v kU —2 & LTHRE) #BINTHLERH Y
e 8

Split-Include % >~ ~ U —27 2345 (0.0.0.0/0.0.0.0 72 &) DOFA, A7V v b b7
X7 4= M0 ET (TRTORNT T4 v B RV 7 30ET)

* [Tunnel AllNetworks] : ZDORY > —iX, TXTDO T T 4 v 7B R 7 ENDH LD

WHRELET, ZOHETIE, FEMATY v b b 738z 4, U
T b= IGEXY NV ERALTA VY =Ry MZT 7 EALETR, v—
HIV Xy NT—=JIET 7B ATEER A, TNUBT 74NV OF T2 aTT,

[Network List] 7 4 —/V R C, A7V v b ho RV T RV —%@HTDHT 78R 2k
n—/L U A NEER L E9[Inherit] F= v 7Ry 7 ARG OEAE, I A—7 KY —37
TANK TN—T R —THEINTWDSI Ry hT—27 VA MEFEHLET,

[Manage] =~ R AR > %38 L C[ACLManager] ¥ f 7 0 /R 7 A& £4, ZORy
JATIE, Ay hUV—=2 VAN LTHENT 27 78X a3 hr—L U A RERETEET,

Fy hT—27 U A NERVEREZIIRET S HEOZEMCHOW T, IR Ef a7 1 ¥
L—vay A4 FESRLTIEEN,

P ACL Y 2 MTIZIPVA 7 KL AL IPVv6 7 RLADM A2 EHDH LN TEET,

[Intercept DHCP Configuration Message from Microsoft Clients] (% DHCP X1 75213 (2 [E 47 DB
T A—H &R LET, DHCPIRATZAZIC ioT\MMMmXP7?47/%iMMT27UV
MRV T EEHTED LT T,

* [Intercept] : DHCP fXATAZ ZFF Al T 572 & 9 0245 L £ 9, [Inherit] 23R L 72055
T 7 4V REREIX [No] TI,

* [Subnet Mask] : T2V 7 x> h v A7 ZRIRLET,

7 VPN B



| —meears veN s

ATvT9

g4+399 270y bk tvryvingz |

[OK] %27 Vv 27 LET,

BAFI YD RT)y kb boRYVTDERTE

FIE

ATy

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

AT Iy ATV v b bRV 7 TR bRV OMELZIZ, DNS FA A U4 IZHES0
THEHMICAT Y > FERIN R R T RATH ZEMTEET, XA FIv 7 ATV v b b
RV T HRET DITE. B AZ LBEEEER L, Zv—7 KUY —ITBMLET,

458 HHEIIZ

ZOBEE T B121%. AnyConnect U U — 2 4.5 (F72I1XFNLE) NOLETT, FEHIIC
WTIZ,  TAbout Dynamic Split Tunneling] ZZ L T 7230,

W

[2%%E (Configuration) ]>[!) E— k7%t AVPN (RemoteAccessVPN) |>[Ry bT—% (4
SA4T7 k) 721X (Network (Client) Access) | >[7 K732 X (Advanced) ]>[AnyConnect
7747 NHRELEME (Custom Attributes) | iz 2 L £,

[Add] /A A UN dynamic-split-exclude-domains @tk A4 7 LTAD L, 3ila AT
LET,

ZOFLWEMEE 2 Y 7 LTHEMA LS, UL EEIC&H 5 [AnyConnect 7 7 A 7 & |k
custom attribute names] V > 7 %27 U v 7 LE 7,

VPN b RARINSED T TA T 2 MK DT 7B ANRERE 7 T T F/Web H—E 2D
W, ®IGT D AZ LEMEAZBINLET, =& 21X, Google Web #— B A IZEH7 % DNS
RAAL 4 DY A KELT, Google domains ZiEM L ET, ZiHD KAA 1%, [AnyConnect
7547 v b AE LJEMA4 (Custom Attribute Names) ] E([E O [fE (Value) ]#8> T. KA A
VEhAyvLFE TR a s~ XU E (CSV) B EMEH L TER L £, AnyConnect 7 7
AT v R TIE, KU 0T (K300 DIEFE YA XD RAA 4) < EAID 20,000 SCFD A
DEEINET, TORIREZEZD AL CATEHINET,

H A LBV 421 SCELNTRITIER Y T8 A, RERMENIATEND L. ASDM 1T 421
WFHE ERETHEBOMICHEIINE T, ¥EDBMEY A T LARIOT X TOLENL, &E
MITAT M T a2 E3NDEXITASAICK > THEEEINET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] 2/ L,
AT Iy ATV y Mgt bR ) o TR ED 7 V—7 R =ML £7,
FLWTNN—T R o—% BT %0, [Edit] 227V v 7 LTEFO I N—T R —%EH
THILENTEET,

—ferarz N EE I}
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B s rsvo 270y Bty soRE

— iz VPN B |

RDBERY

ATV heEGe N RV U ITMBRESNTWDIGEA, AT v 7 A7V v MRSME, AT
Uy hagETrty hT—ZIZDNSIBEIP 7 RLAN 1 DU EEENLIHEAEDH, FITE8NE
T DNSIGEIP 7 RLALERTV » haGiery NT—7OWVTNIOMIZE -T2 ERY
DR WNGE, TXTODNSIGEIP T RLARIL—HTDH N TF 74 v 7 ETTIZ R 7 h
LA SN TWDTD, XA FIv 7 A7 Y v MRAADEITIFAETT,

BAFTIVY RT)y RN RO DT DEERTE

FIE

ASDM Zfif i L TH AT v 7 A7V » bERSL bR U 7 2BINT HITIE, IROBEF
EZFATLEST, XA FIv 7 ATV Yy MR RAAL AT N— R RAL L DRETTHE
BINTWDEEIEL., RAAL LD —BUZLDIERL AT Iy 7 ATV "ERAN R 7
DHEINC/2 0 3, =& 21F, BEHE X example.com ~D k7 7 1 v 7 % www.example.com 2L
AET RTINS B L HICHETE EJ, ExamplecomiZZ A+ I v 7 27U v MR AA
Y THY ., wwwexamplecom (IX A Iy ATV h A7 — R RAAL L TH,

)

GE)

TAF w7 A7V Mg bR v 7 &2EHT 5121, AnyConnect V U — 2 4.5 (LLF§)
IMLEETT, E72. AnyConnect U U —2Z 4.6 (LAKE) T, MO RAL UNRESNTNDY
BRI A T IV I ATV b A I N—REXT Y » MNEADTZDDOWENMZ HILE

ATy T

ATy T2

ATvT3

ATvT4

Lize #AF v 7 A7V v RN tunnel-all 37, split-exclude 7% &, 3 & O split-include
BREICHEA INET,

1R BHHIIZ

AnyConnect 7 7 A 7 2 b DFEARICONWTIE, XA FIv 7 ATV b hoxrV 7] OHE
EHRL TN,

[EJ'I-""'

%% (Configuration) 1>[JE— ;742 ZXVPN (RemoteAccessVPN) [>[Fy kT—%5 (&
SA4T7 k) 721X (Network (Client) Access) | >[7 K732 X (Advanced) ]>[AnyConnect
7747 NhRELEMSE (Custom Attributes) | iz 2 L £,

[Add] U wr L. dynamic-split-exclude-domains %E‘I{:’E?/l} 7 L/Tj\jj L. %ﬁ% %Aj}
LET,

ZOHLWEEEZ Y v 7 UCEA L2, Ul E#5I28H 5 [AnyConnect 7 7 4 7 > k
custom attribute names] V > 7 %27 U v 7 LE T,
VPN R RABINE DT T4 T MK DT 78 ABRNKEIRS T T 7 F/Web h—E Z(ZD
W, ®ST D AZ LEMEAZBINLET, =& 21X, Google Web #— B A IZEH7 % DNS
RAAL DY A KELT, Google domains ZiBMLET, ZiLHD KAA X, [AnyConnect
7747 v b AZ LJEMA  (Custom Attribute Names) ] HE[E O [fE (Value) &8> T. KA A
VEhAIF TR a s~ XU E (CSV) B EMEH L TER L £, AnyConnect 7 7
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| —meears veN s

ATy TH
ATvT6

ATy T17

g4+32v0 27y ragrviyvionz [

AT FTiE, KEIY 3 (8300 DEFEY A XD RRAA24) 2R FEIIO 5000 KFO I
NEFBINET, TOHIREZBZS AL UAITERSINET,

B AL NEMEN 421 SCFELUNTRITIER D S8 A, REQENIAIENS & ASDM i 421
XFE ERETLEBOMEICHEISNE T, FEOREY A 7 LEARIOT X TOLRIL, FE
NI TAT U MIT v aZ&8NbEEIZASAICL > THEINET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] 2/ L

AT Iy ATV y Mgt o) o TR RED 7 NV—7 R =ML £7,

FLWTNN—T R o—% BT %0, [Edit] %27V v 7 LTBFEOZ NV—T R v —%EH

THZENTEET,

QDA ==2—T, [F#MERE (Advanced) ] >[AnyConnect 7 74 7 > R >[HRZ LEH
(Custom Attributes) 14227 Vv 27 L, Fay Xy onb@EY A 72 8IRLET,

BAFTI99 RAT)y FAB LR VT DETE

ASDM L THAF I v ATV R A 70— K Fr RV 7 EEHTTHITIE, K
DOERETFMEEFEITLET, AT Iv 7 ATV MEARAAL AT N—K RAL D
WHNERSNTNDIEEIE., RAAL L ADO—FIZKDIEXY AT I v ATV N A7
=R bR U T RE uiﬁ@ 9, 72 zE. FHEIT domaincom ~D NT T 4 v T &
www.domain.com IAMI TR TEEND LI ICHEETE 9, Domaincom|IF A FI v 7 &

TV b A IN—FK FAAL L THY ., wwwdomaincomiZZ A+ v 7 A7V » Mk R A
4T,

\}

GE)  AnyComnect U U —2 4.6 (L) 230, #AFIv 7 A7y b A7 N—F bR
TEERTHINENHY £9, F7/2. AnyConnect U UV —R 4.6 (LIFE) T, Wi HFD KA A N
RESNTWDGEEDIEEL A FTI v ATV b A7 N—RERXT Y v NRADTIZDHD
BEPMAONE LI, FAF Iy 7 A7V v b A 7 )b— Ridsplit-include 7% & (2 0 38

FIE

&M

ATy T2

SNET,

458 HHIIZ

AnyConnect 7 74 7 b DEIEZONWTE, XA F Iy 7 ATy b hrxY 7] OH
EHELTIESN,

[%%E (Configuration) ]1>[!) E— ;72 £ XVPN (RemoteAccessVPN) |>[Ry kT—% (&
SA4TF7 k) 7YX (Network (Client) Access) ] >[7 F/V> X (Advanced) ]>[AnyConnect
7747 hhRELREM (Custom Attributes) | iz &M L £,

[Add] -z v 7 L. E‘I‘E&% 7L LT dynamic-split-include-domains EAN L. ?}zﬂﬁﬂ AN
L/i‘j‘o

—ferarz N EE I}



B ==vnrorione

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

— iz VPN B |

ZOFHLWEMREZZ Y v LCHEMA L6, Ul i EHIZH 5 [AnyConnect 7 74 7 > b
custom attribute names] V > 7 &7 U v 7 LET,

VPN b RN D7 F AT ML DT 7 B ARKERE T 70 R/Web Hh—E R (2D
WT, T 202X Mg EBEIMLET, =& 21X, Google Web —E A IZBJ9 % DNS
RAAL DY A NELT, Google domains ZiBMLET, ZIHD RAA %, [AnyConnect
7 IA4T 2 NI AK NEMES (Custom Attribute Names) | B [fE (Value) ]#84CT. FAA
VEALUTLEFE TR~ XEVE (CSV) B EHEM L TEFRLET, AnyConnect 7 7
A7 BT KB SCFE (K300 DIBEY A XD FAAL 4) ZBR< H&HIO 5000 LFOH
NEFINET, ZOHIREZEAD AL CATEHINET,

HAZ LEMENT 421 SCFELNTRITER Y A, REREPATENS L, ASDM 11 421
XF% ERBETHHEEBOEICEIINE T, FEOBMEY A 7 LLBIOT X TOLENL, &HE
NI TATLMIT v oad&8NbEEITASAICL > THEBEINET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] = £ L

T AT Iv I ATy b AT N—F bR o TREEEZRFED 7 V—T R > —ITiB

mLEd,

HLWTI—TF R =2 BT 50, [Edit)| 227 U v 27 LTEEED I N—T R v —%EH

THIENTEET,

QDA ==2—T, [F#HIERE (Advanced) ] >[AnyConnect 7 74 7 > K] >[HRZ LEH
(Custom Attributes) 1 %27 Vv 27 L, Fay Xy onbREY A 728U ET,

EIVPN O RILDETE

B VPN b Rk, iVPl%ﬁ’iofwwﬁﬁﬁ%jéhék%ﬁifﬁ< 7
TAT VN VAT AOERBADLTZNCHAR Y MU —7 OFFR P ERESNET, 7 1 A
% hU—271Z VPN %ﬁb“(l*‘b‘ﬁ\f}ﬁ% WZHEE L 72T 3 ATk L TR, AR o
*7 4 AP RARA > kT Patch Management 2179 Z L3 CTX £9, Z OREREIZIX, N
X NU— 7 DG ANE L THZ L RRA L OSSR A L 27 VT MFTHAY v b
HET,

BEVPN b udy K 2—FiZxt LERHTH L7720, 2—F 77V r—ravicko

TR ENT-XYy NT—27 NI T 4w 7137 74V N CTEELZ TERAN, Kby ICEH
VPN b > RV ERE S VET,

07 A UM TH D & a—F—nofE I N2GE, BN RAREEICERE STV
WATREMED ® D F 97, BN, FERMRME, IR, B I OWEE VPN ho LD h T 7L
Va—T 4 U TIZOWTIL,  [Cisco AnyConnect Secure Mobility Client Administration Guide] %
ZRLTLTEEN,

Ia s BRI
AnyConnect V U —2 4.7 (F721XENLIKE) DL E
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| —meears veN s

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

$I%y rOBAEFH— 1T B00 Linx 0Bz [

kR N—T OFGES L, [RE (Configuration) [>[Y) E— k749X (RemoteAccess) ]
>S[ry bTD—9 (US4 F72 ) TUEAX (Network (Client) Access) ]>AnyConnect 7 7 A 7
v MR TR T 74 )L (Connection Profiles) 1> [BAN/#RE (Add/Edit) [\ZBBI L., [RERE
D F (certificate only) | & L THETHLENRH D £,

Wiz, RLT Y 1> KT, [Advanced]> [Group Alias/Group URL] Z &R L, FEH VPN 27 7
ANVTHET D7 V—7URL ML ET,

DRV TN=TDIN—T R —ITF, PR TN—TFTREINTZT KA
T=NEERATLTXTOP 7a haiZi LTRAZ U7 MG R U I RREESLT
WAHMENH Y £7, [RemoteAccessVPN] > [Network (Client) Access] > [Group Policies] > [Edit]
> [Advanced] > [Split Tunneling] 7> % [Tunnel Network List Below] Z 3R L £7°,

(FFvay) a—F—=N2BHm Ly NU—ZBEISHELRNE I (FH VPN hx
MIBB TH L T=0) A7V v MIE MR T ORENT 7 4/ F TRETT, ZOH)
EaAd— =54 FF210F, B MR ERTHEA SN TS 7 —TRY —IZHAZ
LEMEZRE L ET : AnyConnect 7 74 7 > kN B AZ L@EME (131 X—) |
WHFOIP 71 ka5 b Z—TTT R R T35 E STV WIS,
7 )V—"7 R 2—"C [Client Bypass Protocol] A x—7/LZ L, 7 KL A F—/LD2\IP 7
2 handt %7587 7 4y PEBHVPN bRV THETSNARWE S IZT 5 0ERH Y
£7
Tu 7y ANEERL, Tu 7 7 A VOMEHAOER VPN k2 3RV EEIR L ET : AnyConnect
IIAT s Fa Ty ANORE (1123—=2)

I3y FOBRNFY R — T 56D Linux DERTE

FIE

ATy T

ATy T2

A2 7w kb b3V > 7 FHIZ [Tunnel Network List Below] % 7% & L7234 . Linux Tix¥ 7 % v
s DRI E YR — T D7 OIZBIMORENMEZ/2 Y 97, circumvent-host-filtering & U 9
LEID T AL KEPEZER L Ctrue IR EL, A7V v b b U U ZRICERESNLIZ 7 L —

7R AT D BERH Y T,

ASDM (285t L. [ER*E (Configuration) 1>[") E— k7% X VPN] > [Network (Client)
Access| > [E¥#2%F (Advanced) ]>[AnyConnect 7 71 7 > F h R A LG (Custom
Attributes) 1 IZRBEI L £,

[Add] #7 U v 27 L. circumvent-host-filtering &9 ZETD I A X L@tz B LT, £ DfE
ZtruelZRELET,

—ferarz N EE I}
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B mso0—F%0 o—. AnyConnect 754 7> R

ARTVT3 VAT b 77 AT U — VI L THERTED I/ V—7 KR v—%fwE L, [FEHMEE
(Advanced) ]>[AnyConnect 7 71 7 . F]> >[h R A LEMH (Custom Attributes) ] I H)
LET,
AT T4 VERE L= A % L@ circumvent-host-filtering 2 27U v b b3 ) ZICERT 5 70—
7R —BEMmLE T,

RES JIL— TR o —. AnyConnect 7 54 7 > FEMH

[%7E (Configuration) 1>[VU E— K7 27 EAVPN (Remote Access VPN) [>[R > hTU—72 (¥
FA T ~) 77 tEA (Network (Client) Access) ]>[7/v—7 R Y 2 — (Group Policies) ]>[iB
ImgE (Add/Edit) 1> [FEMEE%E (Advanced) ]>[AnyConnect”Z A 7 > FIZIL, T D7 )L—
TR Y U — T E AlHE/2 AnyConnect 7 74 7 > FORMENF RS NET,

A

[Keep Installer on Client System] : U E— h a2 a2 —& L TKENRZ 74T DA >
A F—/LEAREICLE T, THEARX—TMITHZEICEY., 7947 o B
T oA A NIRRT 4 BE—T D ET, VT4 T 2 NI, BEOERO DI
JE—h ara—HIZf A M—LENTEEEROT, VE— b 22—V —DOHHG R
NEMEEINET,

GE)

(A AN=F—% 27 T7A47 > h AT LMIERFE (Keep Installeron
Client System) ]1%, AnyConnect 7 7 A 7> h®D/X— 3 2,54
e CHAR— S TWEREA,

[Datagram Transport Layer Security (DTLS)] : —¢> SSL #5¢ 12 B# 9~ 2 F24E & 7 38lig o [
A EREL, Ty MBRIEOEBEZ 0T WI TAXA LT T r—2a DR 7 4 —
VU AERELET,

[DTLS Compression] : DTLS (281} B JEMi 2R E L £77,
[SSL Compression] : SSL/TLS (Z81F 5 [ Efi A% € L £,

[Ignore Don't Defrag (DF) Bit] : ~ OEHETIL, DF By FRRE STV D237 v | & il
BINCT7 77 AT —var LT, Py rilmstsr 2 enTEEd, ERAME LT,
TCPMSS R AT — g NNIHUNINE LRWER Yy b U —7 O — " — T4 5 7
ERHY ET,

[ FA47 2 hN"A 3271 2L (Client Bypass Protocol) [: 7 747 h 7ua h=ajv
INAIRZTIE, ASADIPVG N T 7 ¢ v 77202 TPHILT\% & & AnyConnect 7 7 A 7
YR ITATUNIEDBIPVE R T T v I OEFEEFIES, IPv4 8T 7 4 v 7 2 & T
LTWoEEDIPVG T 7 1 v 7 OEFBFIEEHRELET,

AnyConnect 7 74 7 >~ 78 ASA IZ VPN £t 5 5 & Z1Z, ASA (X IPv4 & IPv6 D— i %
7AW DT FRLAZE OB TES, 7 I7A4T 2 M NA 8K T ha)LTid, ASANIP
T RLVABE OB TN N T 74w 7% Fay 7 T250, 721X ASA #3414 XA L

7 VPN B



| —meears veN s

A

RERS )L— TR & —. AnyConnect 7 54 7 > FEME .

TITATY I DLOMELRL, D% (7T FRA L & LCOREEFTT 50
EUELET

7o & 21X, ASA 7 AnyConnect 7 7 A 7 > b #ElZ IPvA 7 RLAD KR ZEIN YT, =
RARA IR T aT VAL 7 SR TWDHELET, 2O RARA 2 R IPV6 7 R L
ANDEFEEZRAIT-E XN, 74T b AL RR T a haViERT 1 B—7 L0
BlEIPV6 N T 7 4w B Ray T ENETE, 7747 b XA 3R 7 favipng
X —=TNVDOEEIL, IPv6 8T 7 4 v 737 T7A T b7 V7 TXFARELTHERES
nET,

[FQDN of This Device] : Z DIE#Hi%. VPNt v a VOFMLTHEH IS ASAIP 7 R
VAERRT HTDIZ, Fy NT—7 0= 7 D% T IA4 Ty M ESnET, =
DOREF, SEIERIP I haroxry NI—Jou—I 072 R—184%59 %
THEETT (IPv4 5 IPv6 2 L) o

GE)

AnyConnect 7 7 A 7k 7’17 7 A )LiZ& % ASA FQDN % fifi ]
LCa—IVFHICASAIP 7 RLAZEETHZ LIFTE 8
o TRLANO =R RT3 07 U FUFADOELWNTINA A
(RPN ENTNDT AL R) E—FHLRWGERDHY
£,

TNA ADFQDNINY T4 7 v MIEUE SNWGE, 774 7 > M, BN b
DHESLSIVTWD IP T RUASNOFEERZAALEST, BRDHIP 72 har (IPvd b
IPv6) OF vy hU—ZMou— > 7 %% AR— MT5I121%,. AnyConnect 7 74 7 > b I,
N RVOFRESLIER T 5 ASA 7 RLAEZWRETE L LIHIC, v—I v 7RICT A
A FQDN DA RIMFERZAT O BN HV £3, 7747 > M, ¥R 7 7141
\ZAFET 5 ASAFQDN 2 H L £ 77, LDt v o a U FE Cld, BEHTRER G AT
WIZ, ASAIC R > T yvaasiie (e, FA—7 R —CEHERENRE L) 7
/XA A FQDN il L &7, FQDN 235%7E STV 2G4, ASA X, [Device Setup] >
[Device Name/Password and Domain Name] D% ENAE 2> 67 734 A FQDN # Hifg (B LW
7747 MTEE) LET,

TRAAFQDN N ASAIZ L > TT v vaSPUTWRWES, 7747 M, £e5 1P
Za haldxy NU—7Boa—I U J%ICVPN Yy Vg VAN TE £H¥ A,

[MTU] : SSL ##5t D MTU WA XZF{#& L £, 256 ~ 1410 /31 M OHFiPHTEZ AT L %
9, T 74 /V b TiL, IP/UDP/DTLS DA —/R—~v Ro3EZE LGl &, B CHAT A
H—T A AD MTUIZHKSNWT, HEIMIZ MTU o XRFEINE T,

[Keepalive Messages] : [Interval] 7 4 —/L RIZ 15 75 600 £ TOHAEAITHZ LI
X0, BERT A NVORFEINT A AL > THIBRSNTWAEATH, X—77 74
T Ayt —VOMBREARX—TVBLORHELT, Tux 7747 Ur—/b, £iF
NAT 73 A A%l Lo eIV E FicT o2 N TcEx 4, £/, HREEH
BFHZ L2k, VE—F 22— =2 Microsoft Outlook X> Microsoft Internet Explorer

—ferarz N EE I}
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B mso0—F%0 o—. AnyConnect 754 7> R

REDY Ty NR=ADT SV —a VEERIZEITL TV RWEETH, 794 T
kAW & FHER 2 1T OV 2 EBMEFES N E T,

[Forua—RTLH4 S a Dy 747 hEY 2—/L (Optional Client Modules to
Download) |: # 7 1 — REFH 2 89 572912, AnyConnect 7 7 A 7 M, HAR—
FLTWAOBBRBICKEREY 2 — L2 % (ASADD) X Urm—RT5 L )I2ERL
F7, ROL I RMOKEREE A R —T T DEY 2 — VORI ZIRET DLERH Y F
9, AnyConnect 7 7 A 72 FD/N—T 3 2 401201%, IROEFEY 22—V BEENTNET

(ANR=2a v TIEEY 2a—LOEND R0 ET)

* [AnyConnect 7 7 - 7 k DART] : Diagnostic AnyConnect 7 7 A 7 >~ |k Reporting Tool
(DART) &, hT7 TN a—T 4 U TR EMEIC CiscoTACIZIHE TE 5 L 51,
VAT AR T DAF TV ay hBXOZEOMOBEITFERE Sy T F v L, zip 77
ANET A7 by TR L ET,

* AnyConnect 7 74 7> b X NU—27 T 7R ~v3x—U % : LLAillE Cisco Secure
Services Client X FEIZNTWE L7, ZOFEY 2—/Lid, ABREVA VYL ADEED
Xy NT—=ZIZT 78 ATH2HD802.1X (LA Y2) LT A ARFEE A TV E
R

« AnyConnect 77 7 4 7 >~ | SBL : Start Before Logon (SBL) %, Windows ® "1 7 A 4
AT TRy 7 ANFRSIVDHHINT AnyConnect 7 7 A 7> b ZBET 52 LIC &
D, =—H% Windows ~D 1 7 A HIT VPN #fi &/t L TEIEA > 7 T ~Faifiliic
P S E T,

» AnyConnect 7 7 A4 7>k Web € ¥ = U7 ¢ E 2 —/b : LIAIIE ScanSafe Hostscan &
FEENCWE Lz, ZOFY 2—/bid, AnyConnect 7 74 7 M ITHEA SN TNE
T ETo. WebX—TDEFELZGEL T, FFRFICEERZ O TELLOICLET,
D%, ERINTWDIEX2Y T4 RY —IZESNWT, ZITANFTRER T
VEFAL, BERHL AT YRR TERVW AT UV E Ry S LET,

«AnyConnect 7 7A 7> b T LA NI EYa—/L EBEOHD T Y ORI ITIC
B 2 1E#H % CiscolronPort Web 2% = U 7 4 77T 4 7 A (WSA) IZEELET,
WSA TlE, ZOF—F%ZEHA LT, URLOT 4 NHE ) o T N—E8EL £7,

A

G¥) 71V A NU X AnyConnect 4.0 Tl AR— F I FEHA,

¢ ASA R AF % ¥ = —/b : LIFiL Cisco Secure Desktop HostScan FRE & FEIEIL TV E
L7ze TORAF ¥ EY 2—/ UL AnyConnect 7 74 7 > b ITHEA S, 2Tk
AnyConnect 7 74 7 > b 1%, ASA ~D VY F— FT 7 & A AW LT 5 BT AR A
FXTHEAA DT VT ooy VERETE L X DITRY ET,

sISE-RAT ¥ : OPSWATV3 74 77 VEMEA L TCHRATF ¥ Fov 7 2FITL, =
RARA > FO#EEHEZFMMLES, Dk, = FRA LV MR EATDHETH Y b
J— 2 TIEAERBLEY, B—H L 22— —OHEREEL L) TX F9,

7 VPN B
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RERS )L— TR & —. AnyConnect 7 54 7 > FEME .

cAMP £ % —7 7 : = RikA > FANTOEE e~ T = TR (AMP) %#3E AT 5
FELELUEHINET, N TE—I AR SN TS — =5 KR
A > hOH 7 & MMZAMPforEndpoints Y 7 F U =T &7 v a2 L, BEFO2—H—
N— 2T AMP —E 2% A A b—)L LET,

s Ry P AR Y 2= s Ry 80T g LY — B RO, BE, 2T T4
TUA, BIOEX2 U T 4 oI LT, BENEREOEITRIZM ESEE
T, NVM (R hU—ZA[MEE T 2—) I, T RRA L FDOT LA RU &L
H£LT, 7e—TF—F LT 7 ()L L EaT—a v Esyslogllitdk L, &b, 77
ANDGHTEUIA o F—T = A ADRMEEITI a7 & (h— R N—F 1 X Z—)
Wb 77— ba— Rz 7 AR—FLET,

* Umbrella Roaming Security € ¥ = —/V : 77 7 ( 772 VPN 372 & X2 DNS LA ¥
X2 U7 ¢ &ML L EF, Cisco Umbrella Roaming & OpenDNS Umbrella — & A D
WD T DT AT ) T a o aRHE L Intelligent Proxy 38 KL VP LA il
FHRERE A BN L £ 97, Umbrella Security Roaming 7' &2 7 7 A /WL, xtind 59— A
& AR 2 BT T ST o RV BEIICARIC LE T (2T Y
TANEN T BEORY —, #)72 LAR— R, Active Directory #i 5. £ 7135k
AHJZRDNS LAY &%=V T 1)

* Always-On VPN : AnyConnect 7 7 A 7 h h—VE A7 a7 7 4 VO VPN 7 7 7
BEET A =TT DHh, £720F AnyConnect 7 7 A 7> b —ERT a7 7 A )LE%
EEENT2MERH D0 RE L ET, W VPN LY | =2 — ==
Va—XizunZ429%E . AnyConnect | VPN © v v 3 & BEIMICHESL L £9, VPN
tyvasiE, a——RNarta—nou s 4735 TR SIVET, MBI
kb Thbty v a MRS L, AnyComnect 7 A4 7 2 b i, SR EX U 7 o
TTITAT AL ORI R O ESL A A TRATL, VPN By v a 2 H L&
R

WL VPN IC L - T, ¥R —2@H LT, BX =2 U T BRI O T /A A%k
HETEET, WS VPN 2 LT, =2 RARA » FMERE R Y FU—27 N TIEZRn
BAIZWDTH AnyConnect 7 74 72 8 MVPN v a VEMN. LIZZ L 2R T
FT, AR—TNCT DL HERPFELRWIGEDOR Y MU — 7 Hit O BT 152 IRE
THRI —DBREINET,

GE)  F7-. WEPEE VPN [ ZiXAnyConnect 3 = 7 E E U 7 ¢ fEHE
HAR— F9% AnyComnnect 7 74 7 > b U U —ARMETT,

(Fora—RT527747 2 7774/ (ClientProfiles to Download) ]: 7’17 7 A
MIar 74 FXalb—2ary RXIA—=ZDTN—7TohY, AnyConnect 7 747 T
VPN, Xy hT—2 TI7EA~vF—V%, Webtx=UF ¢, ISERAFT ¥, AMP A
X =77, Fy U=V AHME Y 2 —/b I X Umbrella Roaming Security &3 = —/L
OREHEHSNET, BN (Add) %27 Y >~ 2 LT[AnyConnect 7 74 7> h7Fma 7y
AL DER (Select Profiles) |V 1 > Ry Zf#h+ 25 &, DETZA—7 R Y o —HIT/ERK
ST 7 A NVERETEET,

| —ferarz N EE I}
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. RERS IL— TR > —, AnyConnect 7 SA 7> b OF A4 VRE

RE S IL— TR > —_ AnyConnect 7 SA 7> k OO A VRE

Wi 7 v—"7" 7R Y > —@ Advanced > AnyConnect 7 7 1 7 > |k > Login Setting <1 > CiX, VU
T— b2 —H—(ZAnyConnect 7 7A 7> FDE D a—RERDL T 7 heRRLED,
7547 hLASSLVPN DR—Z JL_LA—DIZH A L7 MEGTH L IICASA ZRETE %
T
* [Post Login Setting] : = —H#—IZ7m 7 NERRL T, 774V EDRRA N v 7 A 8k
REFATTLHTODIA LT U MNERETLHHEITERLET,

* [Default Post Login Selection] : = 7' L ZICEITTHT 7 v a y&2ERLET,

54Tk I7LT94+—ILIZEB VPN TOO—AIL F/3( R HH— FDHEHIE

W 7 v—"7 R Y > — O [$HIERE (Advanced) ] >[AnyConnect 7 S A 7 M >[99 54TF >
F274794+—IL (ClientFirewall) 1A >V TlX, 2 I9A T FTONRTY v I 3y hT—
JETITANR= IRy N =0 DI EST D7 FAT VN ATLDT 74T U+ —/WT
RETAHIL—LERETEET,

UEa—h 22— —NASAIZERiTDHE, T _CDOINT T 4 v I BEDVPNERGEZ LT hy
XV T7ENDTD, 2=V —lIa—HINLRxy NT—27 LOV V=R T 7 8ATE 727V
F9, 2O LRV Y—RZE, e—hara—LREATETY X, B AT, Windows
Mobile /34 A (TH— FNRA R) RERFENET, ZOMEIX, 7747 FTn7y
A JLC [Local LAN Access] Z AZNZT 5 Z & CHSNE T, 7272L, = Xy hU—7
DT IR APBEHIRIZR D720, —HOBEETIEEX2 VT 4R —I o0 TERENA
CAHHEBEERHY £T, TV 20T — TS R EREXA T DOa—H U Y —R Tkt
THT 7B AEFKIBRTHZ RRA L bDOSDT 7 AT T4 —/L b—LEEATEHIHIC
ASA ZRETEET,

ZDEDOEEE LT, HIRAORER— MIRTD7 T4 T 8 77 AT U4 —/L b—Jb
EAEMILET, 7534 T 2 FTlE, BEA—AVEREL—ANRKINI ET, HIREEDS
B 77472 PTEREERICLERFR— MIBRENETS, BER T T 1 v 73T
Tay g ERET,

\}

GE)

BEHELL TS A v Liza—Y =3, ASAICEV 94T b~BRENZ7 7 AT 74—
W= IVEAEIETE 5 Z LICHERBRPLETT, REMRMERZFFO o —F—%, L— L ZEE
TEEHA, EH60a—WF—D8AL, BRPKT LERR T 74T NMZEV 7747
T gV =L EH S VE T,

IIAT N T AT U+ —NVERELTWDHEE, —%—7 Active Directory (AD) ¥ —
N=TRRIEEND &, 7 TA T FTIESIEHMEASAD T 7 AT U —/L R =00 &
NET, 2720, ADZNV—T R —TERSNINV—IEL, AT N T 7 AT U+ —
DNL—L L) HERIINET,

ASATYITAT UV N T 7 AT T —ILIL— L NREESI, T2 RRA 2 b T VPN HEST
ENTWBEE,

7 VPN B |
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DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

CASAIL, 77 AT UA—NN—IERE T TA TV MNTEELET,
« I IAT Y ME, MBS TT 7 A T U h— A — LA LET,

LITOETIX, IROWEEAT O T2 DD FIAIZHOWTHA L £,

e — NN TV B EYR— T BT TAT N T AT I+ —LORE (38—
D)

" VPN OF H— T/ R FHF— b ORE (40 =)

T7AT 04— ILOEEICET 5FEEIE
PUFI&, AnyConnect 7 7 AT > b TOT 7 AT U+ —/LOERATEICET H2IEEFEHTT,

e T AT A=V = VIITXER IPIIEH S NERA, 7747 FTIE, ASAND
EEINEZTZ7AT U —/ L—LNOXETT IP HFHITER S E T, BETIP X,

= VNN T ) o I NT T A RXR—= UG LTI ITA T MR ELET, TV v
=, ZI9A T F EOFTRTOA v EZ—T oA RZEHAENET, T4 — |
=i, RIET X7 ZICEA S NET,

¢ ASA |Z, ACL b — Uikt L THEE< D7 r barzdR— L TWET, 727210
AnyConnect 7 7A 7> s D7 7 A T 7+ —/MERETYH R — h S TWboik, TCP,
UDP, ICMP, BXWIPODATY, 7747 hTiL, B7p57 v ha/LTL—IRNZE
SNTGE. EON— TN T 7 AT U A — N b— e LTS, SbiZtx=
V74 EOBHNOAT Y v b b U I REgl/an 70 b U U BMER &
nET,

cASA9.0 D, NTV v T Xy FU—7 L—ABIRTITA_X—K Xy NU—Z7 L—/)L
X, 2=7 74 K772 arste— L URANEFR—FLTWET, 26D T 7
A ayia—)L JARMI RUEL—=LTIPEBLOIPV6 T 7 4 v 7 2 EHRT HHH
WEHATEET,

TERELIRDE DT, ARV —=TFT 4 7 VAT DKo THERRR DT OEE N LETT,

» Windows = > E' = — % D4 Windows Firewall T3S /L— L3 FF AL — VTG L
T, ASAIZ X VFFAL—/L3 AnyConnect 7 74 7> MZ T v a3 ThH, 22— —»
H AL KOS N— IV EAERR L TV D84, AnyConnect 7 74 7 2k Jb— Ui S
FHEA,

e Windows Vista D&, 774 7 7 +—/L L—LIMERK SN D & . Windows Vista Tl —
FNESOFRMMN D o~ X OFHE L CRER SN ET, A— FEPEIE, &K T 300
A—KFTT (1~300, 5000~ 53007 &) . F&5&E LGN 300 R — N &2 55 51%
BRAD 300 R— MK L TORT 7 A4 T 74— b— WA I ET,

¢« 77 AT U —/bP—E AN AnyConnect 7 7 A 7 > M ICK VBB EINDZLE RN HD (v
AT M X0 HEHIZBIAE &S N 72\Y) Windows =— 5 — (%, VPN 5t O W BRI 23 Kig
Li—%x_éi}%/\ﬁ\ V) i—a—o
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B /570974794 — LI B VPN TOO—HL 734 R $— FOEMIE

*Mac 2 B2 — % OE . AnyConnect 7 74 7 > b TliL, ASA CHEH S NEF L FT
e CA— @A SN ET, 7a— UL b—Ld ST RZICR D LI LT EEN,

e —RKNX—=F 4 77 AT U+ — VDA, AnyConnect 7 7 A T2 8 77 AT U4 —)L &
P—=RKR=FT 4 T AT U4+ —NOM S THASINTND N T T4 I EFATDNT T 1
7 DOFHEIEBTEEF, AnyConnect 7 74 7> b THA SN TWBEED N T 7 4 v I X
ATWRY—RKNN—=T 4 T AT T —NTT Ry INIGE, TOEZATDRNTT v
JIX7 AT R T a7 ENET,

O—AIL TYBFHR— T BE=HDISAT7o R T7A4T7 04— ILOER

ASA 1T, ASA N— 3 2 83(1) LIER L TVASDM /S —2 5 > 6.3(1) A& T, AnyConnect 7 7
ATV RN T77AT7 U —NREEYFR—NLET, ZOWHTE, a—AL TV Z~DT 7
TANRHFRENDEICTTAT VN 77 AT U —NVEFRET DHI7E, BLU VPN D
KBFIZ T 7 AT 04— NEFERTHEI 2947 T a7 7 A VERET DHHEIZONT
AL £,

D95A4F2 0 T74T7 04— ILDFIREE

IS5AT N 774 T 4= NAEFRHLTa—H/VLAN 7 7 & 2 EHIET BEAITIT RO
REIEN @A SN ET,

s denyipanyany 77 A X— hL— VTFFR S UEH A

*« OS DHFIRFIIZ LY . Windows XP NETSNTNDL AL Ea—FDIITAT N 77
AT A=K =L, EREINFT 74y 7L TOREHINET, BIEL—ILEBX
VG A— VB S E T, ZHUZiX,  Ipermitipanyany] 72 ED 7 7 A 7 U7 4 —)L
—VINEENET,

» HostScan (B37E D4 Hijld Secure Firewall Posture) 083DV — Ko8—F ¢ T 7 A T U 4 —
MiE, 77 AT A=V EEETHAREERSH Y 7,

IFoFIT, FELR—FBEOSERN - FOREICLVEEEZZITD NT 7 4 v 7 DT %

FELOLOTT,
%#{EAR— + (Source Port) EHkAR— bk EEEZTHRFI T4 vID
AR
HrEDR— NER HrEDR— NER HBREBIUORE
FPHEZIT T9NT) (T [#EE-E 1T (il | BREBLORE
0) 0)
HEDR— NES FPHFE 21T 19T (T | BEOA
0)
FPHE 21T T T (X |FFEDOKR— &S (5 D I
0)
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DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

B—AJLENRIIZEE9 5 ACL JL—)L D15l

ACL AnyConnect 7 714 7 > & _Local PrintiX, 7 7A T N 77 AT U4 —/LEHKE
LT TH7DIC, ASDM {2 TWEF, Z/b—7 7R U 2—® [Client Firewall] ™=
ALDNRTY v 7 Fy NT—7 =L DT ACL 2R 5L, —EITkRD
ACE &0 F T,

5 1: AnyConnect 7 5 4 7 > b_Local Print @ ACL )L—)L

#1EA YR 4> %— |FA b0 |#EET |FEET FLX|FEER—F
T4 X |JL R— bk

TARTHES EIERED NIV [T | T 740 [ DT VAE Wi
Z (Any) |k (Any)

LPD Ean) X7 |TCP S vPhags |515
74 k (Any)

IPP 2] 87 1Y » |TCP F 7 4L W 631
7 ~ (Any)

Ty Gl 7Yy | TCP T AN | Fp 9100
7 k (Any)

mDNS G /7Y » |UDP 7 41 (22400251 |5353
J ~

LLMNR ST 7Y » |UDP 5 41 (22400252 |5355
J k

NetBios e %71« | TCP F7H DT 137
7 k (Any)

NetBios ) %7V » |UDP F7 a4 P | 137
Z ~ (Any)

GE)
77 %V DR — M 1 ~ 65535 T,

N

GE) = HIRZ AT 5120E, EFRF A ACL /L— b Tallow Any Any] (Zxf L, 7
FA Tk 7r7 7 AD [Local LAN Access] #HEZ AN T2 MERH Y 3,

| —ferarz N EE I}
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B venoo—nimERYR— FoRE

VPN @ O— A JLENRIHYR— b DERTE

TR a—V—RNo—bL T ZIHNTEE X929 5120%, FA—7 KR o—TCHEHE
ACL Z1ERL L E9, ASAIZFDACLEZ VPN 7 I A4 T MIEEFEL, VPN I 7 MEY
FTAT U NDT7 7 AT U —NEEEER LET,

FIE

ATV TN INA—TKY —T, AnyConnect 7 7A 7> b7 7 A T 7 4 —/ZEANZLET, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [Group Policies] Z#4R L ¥,

AT T2 IN—7 K o—%BNLT, [Bdit] 27 Vv 7 LET,

AT w73 [FEERE (Advanced) ]>[AnyConnect 7 7 A 72 N>[7 TA T > 87747 74—/ (Client
Firewall) | Z#IRLET, 7T A4 X—F Xy hT—27 L—)LITKkHET 5 [Manage]l 7 1V v 7
L/i ﬁ‘o

ATv 74 Hid L72 ACEZHTr ACL Z/ER LET, TOACLETTA_X—F Xy PU—Z7 L—/ L L
TEMLUET,

ATy TS5 WEHEEROHAEVPNAR Y o —2H L, o7 a—XRRY —2HEL TS558, VPN
EENEAETD Ea—F—Ia—hL ) V=R T VA TEEEA, ZOVFTIUFTEH, 7
077 A )V T 4 XD [Preferences (Part 2)] {2 E) L. [Apply last local VPN resource rules] % A4
VIZTBHZEIWLE ST, T AT U A— L EEATEET,

VPN O TH— T/31 R Y R— FDEETE

TH =T A 2P HR— L TRERY NU—7 2R#ET 2513, 74— R o — T
WL ACLEERR L, 7Y — T A A THEHT 2487 FLAOHRBHZEELET, 5612,
MRV YT VPN b7 4 v I BT 213y b —27 UARELTAF Y v b by
MO ACL ZHE LET, F7o, VPNIEERHIIIR%EDO VPN 2—/L U Y — A JL—/L73
FHENDZZITAT U N 077 ANERETDHI EHHMETT,

)

(GE)  AnyConnect 7 74 7> b #3735 a3 B a—% L[RAMT HMENH 5 Windows E/3A /LT
INA ZNZDOWTIEL, ACL TIPv4 %547 R LA % 169.254.0.0. F7-1X IPv6 56T KL A%
fe80::/64 LFEEL £

FIE

ATv 71 ASDM T. [Group Policy] > [Advanced] > [Split Tunneling] % %R L F 7,

ATw T2 [NetworkList] 7  —/L ROBKIZH 2 [Inherit]) F= v 7 R 7 A% 4712 L, [Manage]l &7 V v
7 LET,

ATv T3 [Extended ACL| % 7% 7 VU v7 L%,
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ATvT4
ATy Th

ATvT6
ATy T17

ATvT8
ATvT9
ATy 710
ATFvIN

2T 12
ATy 713

RERS IL— TR & —, AnyConnect 7 54 7> b F—DEER .

[Add] > [Add ACL] Z#IR L £ 7, Hr LW ACL DARTEZfRE L ET,

T—T IV THLWACL ZiBIR LT, [Add]#27 Vv 7 L, EHIZ[AAdACEl %27V v 7 L&
T

[Action] {Z5%f L C [Permit] 27> 3 > RZ U ZER L E T,

A= ) 7 C, IPVA ST KL A% 169.254.0.0, £721X IPv6 5i5E7T R L A % £e80::/64 &
RELET,

[Service] {Zxf LT IP &=/ L EF,

[OK] %7 Vw27 LET,

[OK]Z727 Vw2 LT, ACL Zf%fFL £,

WS 7 v—=7" 7K U > —® [Split Tunneling] A > C, AT v 7T TIHELZIPT KL AIZGT
“C [Inherit for the Policy or IPv6 Policy] = v 7 7R v 7 A% A4 712 LT, [Exclude Network List
Below] Z 3R L £9, [Network List] T. B L7 ACL Z3®R L £,

OK] %227 U7 LET,
[Applyl &7 U v 7 LET,

RE S IL— TR > —. AnyConnect 7 S A4 7> b F—DEER

ASA LV FAT V MIRF—ZMAERL, BEF—LPH~7 FLonTHERATT— g
HEXIT, F—FERR I =T a URETESN, BOEX 2 U T o ik IinET,
NE T N—T R Y 2 —0 [EERE (Advanced) ]>[AnyConnect 77 7 A 7> h]>[F— DA
% (Key Regeneration) |3A > Tlid, ¥F—FAERD T A= E2RELET,
» [Renegotiation Interval] : &> > a > OBAEN L X —OFARDBEITINDETONEE 1
~ 10080 (1#R) O#iPHTHET HI21E, [Unlimited] F= v 7 Ry 7 224712 LET,
» [Renegotiation Method] : [Inherit] &= v 7 Ry 7 A% 4712 LC, T 74/ DT NL—T
RV =3B omrAve—va r FRERELET, F—BERET =712
T HITIE, [Nonel 7> a v REUZBIRL, T —FARKRRHTH LW b RV E LS
HIZiE. [SSL] £721% [New Tunnel] &7 a3 > RZ U ZBIR L £7,

N

() [Renegotiation Method] % [SSL] & 7= 1% [New Tunnel] (ZEXET 5 &,

F—HAERRFICSSLFR T —va B ThRT, 77947 v
N 23— AE RSB N o RV ARSI D T E RN RE S IVE
7", anyconnect ssl rekey 2~ > ROJEREICONTIL, a~v KU
77 L AEZRLTIES N,

RNERS IL— TR > —_ AnyConnect 7 S A4 7> k. Tv FET7#HRH

Dead Peer Detection (DPD) (2L Y. BT DIRENZ S EEFRNEL TWAD5EAIZIE. ASA
(F—=bo=A) 72037 747 MAIClRREICHRETE 9, 7 v RETHE (DPD) =&

—ferarz N EE I}
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B mso0—FK0o—. AnyComnect 7547 k. Ty FETH#H

L. AnyConnect 7 74 7 K £721X ASA 7 — NV = A 3 DPD %34T D4 2R ET
HI2iE. UTOFIEZFETLET,

48 HHEIIZ

« ZOFEREIZ. ASA7— R =1 & AnyConnect 7 7 A 7 > SSLVPN 7 7 A 7 > hEDOH
FEDOAIZHA SE T, DPD 1L, HLOIABMFF A N7 EHEFEE -5 < 728, TPsec
CIEPFHTE EEA,

¢ DTLS # A % —7 /L2t % & . DeadPeer Detection (DPD) & A %—7/LIic/2 ) £4, DPD
WXV, KRLZDTLS#EH D TLS ~D 7  — /X T I3, 2 —T 272D £3, FLU
NOGE, BRITKETLET,

« ASA TDPD BNAZNZ/2 > T 5 & &, Optimal MTU (OMTU) #REAERA+2 &, 77
AT 2 MR DTLS X7y EIEFICHET Z ENTELHRKRKOT Y RiRA > s MTU % />
FHZENTEET, RAMIU £TRT 4 7 ENTDPD Xy hERETLHZ LI
XoT, OMTU 23 LFT, M v—FROELWTa—%~y K=V RKNLEETD
&L MTU A ARZ T ANLNET, T AN T28E, MTUIZ/MS < &,
7u R AL THFASIN TS E/NDIMTIUICELRET A E T, MUVIRL 7o —7RNEEFEINE
7T

FIE

ATV 1 BO T V—T RY o—IcB# L £,
* [ (Configuration) |>[VE— K7 7 AVPN (Remote Access VPN) |>[F v N T —7~
(747> ) 727+&A (Network (Client) Access) |>[Z /V—77KR YU 2 — (Group
Policies) | DIEICHE L, HIDZ L—7F KU o —ZB0 (DB (Add) 1) F7-I13mE
([fREE (Edit) 1) L. [F£#IFZE (Advanced) ]>[AnyConnect 7 7 A 7> h]>[F v RE
7 it (Dead Peer Detection) ] XA > & Bl & £9°,
 FRIFEO =Y =R U —ICHET DI, [(XE (Configuration) ]>[7 /3 A AEHL
(Device Management) |>[—%—/AAA (Users/AAA) |>[—H—T >k (User
Accounts) | IZBEIL, BMO=Z—YF =T 7 N8B (B (Add) ) F72idmE
([ (Edit) 1) L. [VPNARY > — (VPNPolicy) ]>[AnyConnect 7 71 7 > N>[T v
R 7 #iH (Dead Peer Detection) ]934 v ZBI& £,

ATYT2 5= by AOBRHERELET,

DPDA X2 VT4 T T IAT VA (F—=r UxA) IZLoTETT AR EEZEET AITIL,
[Disable] F= v 7Ry 7 A% A7 LET, ¥X2 VT4 T7T7A47 AN DPD 23473 %
MEZ 30 % (T 74/ 1) 225 3600 O TAT LET, fH300 DHEEINE T,

ATFYT3 75447 MIOKBEAERELET,

7 VPN B
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W8S L—THRY —, 554 F > kLRK—Z L0 AnyConnect 751 7> k h 2234 X |

DPD% 7 547 v FRFATTHZ L ZFRET DI, [Disable] F = v/ Ry 7 A4 7|2 LE
T, 7747 b DPD ZFEITTAMMEEZ 308 (T 74/ 8) 25 3600 MO&EFATAS L
F9, 30 AHERINET,

RAEBITIN—TR)—, 954F7 2 LRAKR—4%2)L®D AnyConnect 7 54 7> b h XA
B4 8

W 7 —7 R > —o [FflEEE (Advanced) 1> [AnyConnect 7 7 A 7 2 N> [ AHX~A
A (Customization) ] XA ' TliX, FNV—THRIV—DI FTA TV NVAR—=Z LDl A
R—TEHNAB A ATEET,

o [R—ZNDH AKX ~<A X (Portal Customization) ] : [AnyConnect 7 7 A 7 >~ F/SSL VPN]
R NA_R—=VICHEAT DI AT~ A = a U EBIRLET, FRRREFADOR—F L
NAZRA =2 ar 727 NaBIRT 250, T 74V 8 =7 R v—
TERINTWVWDIUWAI A= a a2 AND LN TEET, 774/ M
DAfltCustomization T3,

* [Manage] : [Configure GUI Customization object]s # f 7 2 7R v 7 ANREEET, ZD
HATaTRy 7 ATlE, WAZSA L= a 04727 FoBIN, k. Bk,
AR —b, FHFZIAR—- I EHRETEET,

s [Homepage URL](A 7> 3 ») : Zv—7 RY —IicEffiFonlca—F—n s 747
MU A R—=F NIRRT HAR—L =YD URL #E LE T, http:// £ 721% https:// DU
TN THEDLA N CTIZTDRERHY T, BRI TDE, 7 I9A4T PR
=PI T IZZ D=V NERRENET, VPN ERBEFICHLSLD &,
AnyConnect 7 74 7 MZE S TT 74/ D Web 7 7 73BN 41, Z @ URL 28
FRINET,

N

(GE)  AnyConnect 7 7A 7 > b X, Linux 77 > 7 4 —2A_ Android
FENA T INA A BIO Apple i0S E/SA VT /SA A TZD
74— FERBEFR—FLTOEREA, RESHLTWDIHE,
Z 5D AnyConnect 7 7 A 7 NI I E T,

* [Use Smart Tunnel for Homepage] : 7~ — Mzt & H 3 500 0 TR —Z iz 2 X
~v—k bRV EERLET,

* [Access Deny Message] : 77 B AZ G T 52—V —IZRRT DA v =V EERT DI
X, 27 4=V RIZASTILET,

RES IL— TR —D AnyConnect 7 S A 7> FHRE LEMHDETE

N7 N—7 KR 2 —0 [FEMERE (Advanced) ]>[AnyConnect 7 A4 7 > M >[F A X LR
P (Custom Attributes) ]34 E, ZOR U —IZHAEED B TOHNTWD I AX AEtEE R

| —ferarz N EE I}
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. RERS IL— TR & —@ AnyConnect 7 S 4 7 > Fh AR LBHEDHRE

FIE

ATy

ATy T2
ATvT3

ATvT4
ATy TH

LET, ZOFATal Ry 7 ATIEL, T TICERFLADH AR L@EME ZORY o — |2
150, WAZLEHEEZEZRLTZORY —ICBET L2 N TEET,

1 A5 NJEMEIX AnyConnect 7 74 7 2 MIEE S, 7 v 77 L— ROEH 72 & O RE A 5%
ETHEDICHEHINET, ZAXLBMECIIY A T AR EOERHY £3, FTRED
A THEFRLILIE, ZOZA TOLARMTEOMEA 1 DL EERTE £, BRI L THRE
T LHEE DAL NEHEOFEMIZOWTIEL, LTS AnyConnect 7 7 A4 72k U U —2X
@ [Cisco AnyConnect Secure Mobility Client Administrator Guide] # &R L T 7230y,

T AL KA@ML, [RE (Configuration) ]>[VU E— K7 27 & A VPN (Remote Access VPN) ]>
[ry NU—2 (7547 ) 727 EA (Network (Client) Access) ]>[EAlIEXE (Advanced) ]
>[AnyConnect 77 7 A 7 > [N 7 A% L@ (Custom Attributes) ] 35 & OV [AnyConnect 7 7 A 7
v b AL LEM4 (Custom Attribute Names) | THANCEFRT DI EHTEET, FlCE
BLEIAZLBML, A4 T30 7 778 ARI =T N0—TF KU o —O M S
ET,

ZOFMEEZEH LT, HAZ L@ BNEIITHE L T, REFHDON R Z @4 kR
THZLHTEETN, BOZA—TRY —ICBEEMT STV D 5E 3R £ 72 3HIBR T
S FEE A,

[%%E (Configuration) ]>[JE— k72 AVPN (RemoteAccessVPN) |> [y FD—%

(95472 k) 7UEX (Network (Client) Access) >[4 IL— TR 1) & — (Group Policies) |>

[EBr/fRE (Add/Edit) |>[E##E%%E (Advanced) ]> [AnyConnect 7 7 A4 7 ] >[ARA L

Bt (Custom Attributes) [\ZB®E) L 97,

[Add] %7 U w2 LT [Create Custom Attribute] ~( > B & £,

Ray 7 Xy JRANNLREANCER SN BEY A T 2IBIRT 50, ROFIAZFETL TR

Mo A T o LET,

a) [EH (Manage) |27 U7 L. [DAZLEMNY A 7 D%E (Configure Custom Attribute
Types) 1A > CLEM (Add) 1227 Y v 7 LET,

b) [HAX LEMEZ A 7T DVER (Create Custom Attribute Type) ]34 > T, H LWEMD [#
47 (Type) 1 & [#B] (Description) | AN LET, EHLHLDT 4 —/L RHMAIEH T
9, AnyConnect 7 7 A 7 > § AKX L@EEA 7T a 2Dk, AnyConnect 7 7 A 7
vk A AEME (131 =) 2L TSN,

¢) [OK]ZZ7 Vv 27 LTIO_A 2L, 5 E[OK] 227U vZ7 LT, HILIELRLEL
AL LNBYEDZ A T2 BIRLE£7,

[MEDEER (Select Value) ] ZEIR L 9,

[EDEIR (Selectvalue) | K> X o U R NN LHEFHIER SIL-A BT & OfE 28R &

D0 WOTFNEZEFET L TH LWARIMTEOEZRELET,

a) [&H (Manage) 1|27 VU v 7 L, [WAX LEMNEDOERTE (Configure Custom Attributes) ] 2
A TEEM (Add) (%227 Y v 7 LET,
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b)

c)

IPsec (IKEv1) 254 7> konHBITL—T KU s— |

[1 A% LEtE4 OVER (Create Custom Attribute Name) 31 > C, ANCEBINE 21T E L
TERMES A TR L, T LWEMED 481 (Name) | & [fE (Value) | Z A LET, &
H607 4 —/V FHUHEEE T,

EZEBMT 52l BN (Add) 127 Vv 7 LTEEAJIL, [OK1Z27 U277 LET,

1% 420 XFHBZ IR A, ERZORIEZB22561%, BN Ty
HAOBEOEZBIMLET, BREMEIL AnyConnect 7 F 4 7 > b 1Z5E S5 B HERE <
ET,

[OK]ZZ7 Vw27 LTZOXAL %ML, 9 —FE[OK]Z27 Y v 7 LT, ZOREDH L
TEFR L4 & OMEETIR L £,

ATV T6 [ AZLEMEDOIER (Create Custom Attribute) ] XA > CT[OK] Z 27 V v 7 L%,

IPsec (IKEv1) 2S5 A4 7> ORI IL—T R o —
RETIL—T K1) o—, IPsec (IKEV1) VS5 A4T7 > FO—EENE

[Configuration] > [Remote Access] > [Network (Client) Access]> [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] T, [Add or Edit Group Policy]>[IPsec] ¥ A 7 2 /R v 7 A& M HT S5 &
BMETERST D7 V=T R =D horR V7 7a bal, 7405, e, —
N—ZfRETEET,

* [Re-Authentication on IKE Re-key] : [Inherit] &= v 7 R v 7 AN A7 TH DH5HE1IZ, IKE

X —OFARMTbNTE & EOHBREEA X —T NV ERIET =TI LET, 22—
P—ix, 30BN LT vy VE AT HVLERSHY 3, F72, K20 TSAN
WIREINICZ2 0. PR TTH5ETOMIC, 3EETANEZHRITTE £7,

* [Allow entry of authentication credentials until SA expires] : FXEHH SA DEKNT A 7 X A L

ET, A—P—{IRAL LT Vv A E ZOEBRBEANTEET,

« [IP Compression] : [Inherit] = v 7 7R v 7 A4 7 T H 5412, IP Compression & 1 F—

TNERIFT 4 =T M LET,

» [Perfect Forward Secrecy] : [Inherit] = v 7 &R v 7 ANF 7 THHHAIT., ERIREIE

(PFS) Z#A R —7NE7213T 4 B—7 /M L9, PFS L., #FED IPsec SA D F— 3l
D=7 Ly b (DOF—72E) PHEHINTEHLDOTRWI EZRIELET, 2FED,
PFSTiX, MBENHLF—% WL TH, ZIhboF—28HT5Z LIETE RN
ZEMERESNVE T, PES N A F— T2 o TWRWEE T, TIKE SA OFME X — 7328
WEhbe, ZOWELIL, IPsec DT X TCOR#ETF—F%abt™— L, IKESA D —7

Ly hOAZHEA LT, TOIKESAICX > TRE SN IPsec SA DX = U T 4 %212
TIENTEDLEHEMEINET, PFSEMEHTH L, WEENIKE #2200 LT, HEE
IPsec |27 7 B ATX A, TOHA, BWEFIIH IPsec SA ZHBNZZEM T 5 BN
HYET,

» [Store Passwordon ClientSystem] : 7 7 A 7> b Y AT A TO/NRRAT — ROREE A 2—7

WNETTF 4 E—T M LET,
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B mso0—FKUs—DiPsec (KEVD) 55472 FOT IR L—LIZDNT

A

GE) NRTU—FE22753A4T7 2 N AT ATRET SR L, BENTE
Fa2UT 40 URIBFEAELET,

* [IPsec over UDP] : IPsec over UDP O % A R —T NV E 21T 4 B—7MIZLET,
* [IPsec over UDP Port] : IPsec over UDP Cfi 4% UDP " — h & fEE L £,

* [Tunnel Group Lock] : [Inherit] = v 7 78 v 7 A £ 72 13fH [None] 23EIR S LTV 72 WIGHE
W2 BRLEE PRV I —T%my 7 LET,

* [IPsec Backup Servers] : [Server Configuration] 7 - —/V N & [Server IP Addresses] 7 4 —/L R
ET 7747 LET, ZhUICE-oT, ThHDEDBMA ShRWEEIZH M4 % UDP
Ny 7T o7 == FETEET,

* [Server Configuration] : IPsec /N 7 7 7 B —"— L UTHEHT 50— —5ES
varvuer—EFRRLET, BHTE 547 3 iE, [Keep Client Configuration] (7
7 4V ) | [Use Backup Servers Below], 5 & O} [Clear Client Configuration] C9°,

* [Server Addresses (space delimited) ]: IPsec /N 7 7 v 7 % — =D P 7 KL A% f5
ELET, ZTDT 14—/ RiX, [Server Configuration] TiZ&fR L 7= {3 Use Backup Servers
Below Th D5 A2 EHTE £,

RETIL—T K1) —dD IPsec (IKEV1) 95 A 72 bDT7 IR JL—ILIZDWNT

ZDXEATarRy 7 AD [Client Access Rules] 7—7 WiZlx, 7947 N T I7&8AX Lv—)b
BB ECTERTEET, 79T M TI7BAN—=NVEIBINTSEXITFKRDOT 4 —V
ERELET,

« [Priority] : Z DJL— L OHEESEIEN 2 384R L 5,
* [Action] : ZD/L—)UIEESNWTT 7 AEFFA £ 72 13EE L £,

* [VPN Client Type] : Z DN — Vv Z#HTDHVPNY AT vOXAT (V7 =T £
FIN—FRo=7) ZHELET, Y7 VT 77472 bOBEEIE, 3T O Windows
7747 NEREY Ty MERHBREAOT XA N THELET,

* [VPNClient Version] : ZD/V— /L ZEHTHVPN I T4 T hONR—=T 3 VEIBELET
R ., ZOHTHZE, ZOI7TAT Y MIEHEIND Y 7 b =T 37 7—
AU =2T AA=VOH <KD VA MPREENET, =2 FVIFHHRBXOT F 2 K
T, *F9_RToONN—TV g —HLET,

DSATUoMTIOERRIL—ILDESE

=NV EEFR LW E . ASATT R CORRI A 7E2HF T LET, 2720, 2—P—Nn
TI7FHNE TN—T R —ICHFET D= N EETIHEERNH Y £,
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« ITAT Y FRNTIHDONL— T —F LRSS . ASA TS AIHE LET, HEL—
NEEZRTDHHEIL. FAL— Vb 12U EERTAILERH Y £, FrAL—ILEER
L72aWne | ASA T T R TOERAHELR LET,

FLFIXTAN R —RTT, VAN RI— REHEL— VLV THEEEIANTHZ LR TEE
ﬁqo

o JL—/L &y FARRIZKRE L T 255 SCFEOHIENH D £97,

I ITAT U NDEATERIIN=TVay (BDHWEIEFOMSY) XELRNT TAT b
IZiX, nflaz A1 CcEFET,

RETIL—T R —, IPsec (IKEV1) 954 T bDISA TN T7AT 94—

[Add or Edit Group Policy] @ [Client Firewall] %4 A 7 7 7R v 7 AT, IBMEITET T L7
N—T R —IZH LTCVPN I TA T U hDT 7 AT T+ — ViR EEITHI ZENTEET,

INHDOT7 7 AT U4+ —NKEREE M T 5 DlE, Microsoft Windows b TEj{E L TV % VPN
74T NETTT, BUE, N—RU =7 7 T47 v MERIE (Windows LISL) oY 7

=7 72747 FTIE, ZTRHOHKREIMFEH T EEA,

VPNZ S5A T ML TASAICESE L TWA Y FT— b o—Y—%, @757 AT 74—
NV F T a o EBERTEET,

YOV ATEH, VE— 2=V —DPC LIZRX—=YF NV T 7 AT T —IVINA A F—
NENTWET, VPNIZ TA T ME, 0—HV 77 AT T4 — L TERINTWDLT 7 A
TUA—NR)—%EH L, ZOT7 7 AT U4 —ADBETINTND I L EHERT LD
F=H—LET, 77 AT U= VOETHEIET S E, VPN 7 T4 7 2 MME ASA ~D#fE
FRoy 7 LET (ZOT7 7 AT U —LiEH A = X.0E Are You There (AYT) & FEIZH
9, VPNZ 4 7> FBEMIIIC Tareyouthere?] A vE—V%EFETHILICL-TT 7
AT T —IVET=H—FT N5 TT, INENRINRWGE, VPNZ IA4 T M, 774
T —IVRNE T LTToD ASA ~DOEEEN T LI @Bk LET, ) *y N — 7 EBE
MINGDOPCT 7 AT U+ —/VEMBIZRET 2HE6bH D T, ZOFEEZFEHTIII,
=P IEHDOREE AT~ A TEET,

H2DYF VA TIE, VPNZ FA T2 FPCONR—YF I T 7 AT 75—l h i il 7 »
AT A= NR) U —%EHAT L ENBIRENDZ LN 9, —iy2ple LT, X
TV N bRV T EFEHALTCIN—T DOV E—RPC~DA L H—Fy N NTT 4T %
Ty 7L ERFTFONET, TOFEE FUORADBHELINTOWDLH, A2 —F
MEREDORADNS PC ZRG#ET 20T, PRI A FORESNET, ZOT77 AT U4+ —LD
U AL, v a K'Y r—F 721 Central Protection Policy (CPP) & FEXILET, ASA T
X, VPNZ A4 7 MZEHT2 7740 v 7B L—A Oy FEfFRkL, Zhbo—1
7 A NVZIEEMNIT T, EOTANEZ T 7 AT UF— /R —L LTHRELET, ASA
XZDORY > —% VPN FA T FETEIELET, D%, VPNZ 747 MIKRY v—
EO—H)V Ty AT U —MIEL, T TR —n#EH I ET,

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Poalicies] > [Advanced] >
[IPsec (IKEv1) Client] > [Client Firewall]
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B s —F Ky s— IPsec (KEVI) 95472 bDISATU b T7 AT I4—1L

J4—JL K

A

[Inherit] : 7 V—7" RV =BT T4V K TN—T KV =T IFAT L DT 74T
AR EERSETANE I DERDET, ZOF TV a AET T4V MRETT, &
ETHE, ZOXATRITRy I ATHDHIEY ODRMENZOREICL> T EEXIN, 4
RIS 7 L —FRIZ 0 £,

[Client Firewall Attributes] : (SRZESNTWAHEA) FEINTNWDLIT7 7 A T U+ —ILDH
ATRT7 7 AT UA—NKRY) =T VIAT L NOT7 7 AT Ur—VEMEERELE
j‘o

[Firewall Setting] : 7 7 A 7 U 4 —ADBFIET HNE I 0E—BERRLET, HET H5HE
WX, FDT7 7 AT U —IVRUENE TV a b LET, [NoFirewall] (57 41
R ZBIRTDHE, ZOFA TRy 7 AZHLEV DT 4 —L Rit, WFnbL 7o
TATERYETA, ZOTN—TDa—Y—2T 747 U+ —/LTIR#ET DHE1T
[Firewall Required] & 721 [Firewall Optional] 7% & % 2R L £,

[Firewall Required] 28R L 7= HA01%,. 2O —FOa—F—L2ENEESNZT7 74T
TA—NVEERTOIMNERDY T, HBESINTEY R — RSB0 T 7 A4 T 74— v
AR =L ERNTELT, FTENTWARWEA, ASAITERZRIT LIty v a v i T
TReyZLET, ZOHA. ASAIX, 77 AT U —LREN—ELRWNI &% VPN
7747 MZEmLET,

GE)

IN—TTT 7 AT UF—VEVBEICTAHIEEICIT., DT IL—
7IZ Windows VPN 27 7 A4 7 NUSND V7 T A4 T > NBHFIEL 7
W EEHERALTLLESY, IV—THNHOZDOMD I Z 47 b
(7747 b F— KD ASAS5505 Z&Te) I T £ A,

ZDOITN—TNZ, FIET7AT U= MIHIE L TNRWNWY F— b 2—HF =N 554
I%. [Firewall Optional] % 4R L %9, Firewall Optional sX EZHHT 25 &, Z—THNOD
TARTCOZ—PF =N TEDLLICRVET, 77 AT U+ —MIxE L TWNDH 2 —
P—lE, 77 AT 04— NEHATEET, 77 AT U+ —R L THRT 22 —H—I
X, BEA v E—URERINET, TOREL, —HO—F—RNT 7 AT U — /L%
PHR—FLTEY, thOZ2—F—BHR— L TWRWTL—T 2B T 5 & EITHILH
F9, L Z2E BITEFPOIINL—T T, —EHOANET 7 AT U — VKRR R E
L. BlOZ2—F—ZFZHEL TRV ERH D 7,

[Firewall Type] : v A2 G0 ORX X —DT7 7 A4 T U4 — N —EFRRLET,
[Custom Firewall] #8&4R 72 &, [CustomFirewall] D FD 7 4 —/V KNT 7T 4 712730 F
T FRELI T 7 AT U — AR, HHTEL7 74T V=R =L TS
VERHYFET, FELIET AT VA= MIED, YR—= R ENDT 7 AT VA —I/L R
Vo—FTvarPikED 7,

[CustomFirewall] : WAZ LT 7 A4 T 04— /DX X —ID, ®EID, B X O EZHEE
Liﬁ‘o
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W& IL—F K S—. IPsec (KEV) 45472 tDo547 bk 77479+—1 ||

«[VendorID] : 2D N—TF K L —=DHAZ N T 7 AT 74 —LDR X —ZIEE
L/ijqo

¢ [ProductID] : 2D 7 N—TF RV —HIZRKETDHAZ L T 74T U4 —/LORL
BETFET AR ERELET,

o [Description] : ((EE) HAX L T 7 AT U4 —MIOWTHBALET,

s [Firewall Policy] : # AKX L 77 A T U4 — )V R —DHAT LV —RAERELET,

* [Policy defined by remote firewall (AYT)] : 77 A 7 U+ — VKRV o —%UE— K 77
AT 74—/ (Are YouThere) (2K > TEFKT 5 LI ITHEEL £7, Policy defined by
remote firewall (AYT) (X, ZDIZNV—7DYFT—h 22— —DT7 7 AT 7 4 —ILI,
FEHDOPCIAFET HZEHBERLCVWET, ZOR—IL 77 AT U4 —/LP,
VPN ATV M7 AT U4 — ) RY —%2ilfALET, ASAIL, HEI N
T7AT TH=NNA A= EN, FATLTWDERICDOHR, ZOTNV—TD0
VPNZ FA TV FPERCEDL LI LET, SESNET 7 A4 7 U+ — A RFETS
NTWRWEE, BT L £3, B0 LT 5L, VPN IA T vin 774
TUA—NEIOMILICR-V T LT, ZDT 7 AT U4 —ARFETINTND
CEEMERLET, V7 AT VA= NVDOETHEILT L E VPN T4 T 2 Mdk Y
varaefk T LET,

[Policy pushed (CPP)] : RV v —NET BT v a2 SndEHHEELET, 204
7va v ERIRT 554 1%, [Inbound Traffic Policy] 3 & OF [Outbound Traffic Policy] Y
A k& [Manage]l R ¥ 3T 7T 4 712720 £F, ASA IX. [Policy Pushed (CPP)] K
0y FE T YA RNTEREINTETANZICESTERIND N T 7 4 v 7 EHL—
N, ZOTV—TFDVPNIZ FA T MIERALET, A=a—TERTE DI,
TI7ANVE T4 NEEEDT, ZOASA TERIINLTND T 4 /LZTT, ASANZ
NHEDONL—NE VPN I TAT VML voadT DI EICERELTLEEN, ASA T
TR VPN 7 AT MZH LTI DA — LV EER L TERT HMENH D E
T, 72 ZiE Ting & Tout) IZFNEI, VPN FA TV MIEETDH N T 7 14w
7L VPN IAT VIO RIESNDS T T 427 TH, VPNZ FA4 T MIr—
HNVT AT IA—VbbDOEE, ASANSL T vy aShizR) —idua—hL 7y
AT TH—VORY) —LHELTHELET, WINIrO7 74T 74 —LD/L—
NTTBR YT INTTRTORry R Rey7SnEd,

[Inbound Traffic Policy] : %515 F 7 7 4 v 7 ICH L THEATE L vy v a R v—%—
BERRLET,

[Outbound Traffic Policy] : & 7 7 4 v 71T L THHEHATE L vy v a R v —%
—BRRLET,

* [Manage] : [ACL Manager] ¥ 4 7 0 /Ry 7 A& FRLET, ZOXATRTRY
AT, 77Aarbu—L JXL (ACL) Z&RETEET,
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REBTIL—TF K1) >—_ IPsec (IKEV1) D/N—FHx7 95472 hEHY

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] > [IPsec
(IKEv1) Client] > [Hardware Client] %1 7 17 778 »» 77 A C, Easy VPN Remote 77 7 A 7 > NIk
FBENdI7N—7 R —REHEZHELET, ASAIZEIT % Easy VPN O ¥R — ~ OFEMIZ D
WTIX, Easy VPNOEAZ S L T EE W,

\)

GE)  VPN3002 N—Ku=7 7747 MIMHAEEKRHAT, VY FR—F23KTLTHET,

e [Inherit] : (BEA LV AX L R) WHST DR EN., T OHRITH < PR FEE TIlEZe <,
TI74NE TN—T R —noEEETHZ 2R LET, X, Z0XAT
TR 7 ADBHTXTOT 7 4V FREIR D F17,

« [Require Interactive Client Authentication] : f > X Z7 77 47 7 74T > kD ERK % A
X—=TNVELEZT A4 =T M LET, TONRTA—FITFT 73V FTET 4 =T
o TWET,

TAE=TNMCTDHE, N—RT =T I 74TV MIUBRFEENTNDZ LT U X LR
FEIZfEHENET, 2 LT vy MBI TR WAL, N—RU =T 7294 T
MAFENCTEIELE T, RESNTWDE I LT Uy VETIIANEINTZI LT v v b
DENLGAE T, MU RABHELSNET,

DX T varEAR—TNITDEE, 7IA4T Y MZa—F—4 LA T— RPMRES
TWBENE I MIZTEMRZR S, P RADBBBENDT-WVCNN— KT =T 7747 MZ
KL TPE T2 ENAT— RERGET D L ICERTHZLICL-T, BF 2V
TANELESNET, ANMLEZ LT oy ARENRGAIE. N RV SV E
77

BXaT 2=y FRRETIE, N—RUxT7 7947 bIMERAT AR 07 7 A4 112
st L CRdi *f~/\~7/1/~773) HESNTVWDRERHY £T, 774 ~VUASATEFx=
7 2=y FERERRERGEIX, EORY 7T v ==X 2T 2=y MG
ERETOHLENRDH Y T,

GE)  ZOWREEZA X—T NI LTEHAIT VPN P RV ERESLT BT
IF. 2—P—RNa— P — gtnzv RE AT HHERHY F
TO

[Require Individual User Authentication] : {530 —H —FBFED TR % A 21 —T NV E721XT «
=7 M LET, @Bl —F—FFEEL. VPN3002 D7 T A X—hk X T —7 OFFA]
SNV —F—=RBHRY A NMIT 7 ERATERVWEIIRELETS, ZONRTA—HT
TN TIET 4 =T N> THET,

AR — =32 A 2 — 7 LB AR, P RANT TIFEEL T TS, N—F
TxT ITIAT M EN L TERTOIELI—Y—IL, ASADERICHILEXY NT—TT

7 VPN B
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W& IL—F Ko —. IPsec (KEV) On—Foz7 5547 rEE

T I BATAEDIZ, Web 7 T AW TEFEH THI R —F—Z L 2T — & AS]
THVENRHD F7,

FRREEAIT 9 1ZiE. 77 ¥ D [Location] 7 « —/V KE 721% [Address] 7 « —/V KiZ, /~»— K
VT ITAT UV NDTTAR— R A =T 2 ADIPT RLVAZANTHLEND
VET, 7??%:\A~Pvi77?47V&®nﬁ4yﬁ47mﬁf/7xﬁiﬁ
SIET, RFET DHI2iE, [Connect/Login Status] 27 U v 7 LEF, ASA DEFHD Y E—
bRy hU— &u77jwa L=V N HYE, £121%. ASA OE%O U E— |
Xy hU—27 FiZdDHWeb VA Fa7 7 UFTHGS, "—Ru=7 27747 MX
a—W—ua A HOEN =27 T UV CHREET, ERlCe AT 5E, ik
AN L TWER=U R T T uFIcR RSN ET,

Z—W—FBEENA F—T W TWDGRIL, a~vr RIAf v A v F—T = A&
LT Ay TCEEtA, 77UV EMBHTOILERHY £F, ASADBEHDOR Y hT—
7 FIZH D WebX—ZATIER WY V—R (BFA—N77RE) IZT7 7B RAERREDEEIX
TIUWEMHEH L CERAELZTT 5 £ T, #lc R L 7,

N —%RRTHIZIE, Hx O —WF—iEE2 A XR—7 NVICTHRLERH D EF, 1 AD
a—H—i%, IR K4y varon sl o237 TEET,

TIA <V ASA T—HP —FRENMERIGAEIL, PO I T v TP ==l —F—
RAEERETHLER DY £,

[User Authentication Idle Timeout] : ==—H—D ¥ A4 A7 7 M AR ELET, EX=V
TH4 TTITAT AL, ZOMMICE—F— T T 4 v 7 BZELRWE BEAKT
LET, A4 L7 0 ML LT, FFEDODEETLITELREIEETEET,

s [Unlimited] : #6232 A 57 7 MR OLBRWESITHEELET, 2047 v a Ui,
TI7ANE TN—T R —F B EINTND T N—T KU —i Bl &K
L2k 2T LET,

e [Minutes] : %A A7 7 MM ZSHALCTHEEL £, 1 ~35791394 OBE A H L
%9, 7 7 4/ M#IZ Unlimited T17,

show uauth 2 > RADIEETRENDT A RV A L7 T MME, #IZ Cisco Easy VPN
VE—=RFTNAAD P RN EBAELIe2—Y—DT A BV Z A LT 7 MEIZRYD 7,

[Cisco IP Phone Bypass] : Cisco IP Phone |21 > % 7 7 7 ¢ 7B —H —38iE 7 n& X %
NRANRAEHET (f F3—TN7REA) . T 74/ K TliE. Cisco IP Phone Bypass I35
=TTl o TVET,

IPPhone #5fe 2% > NV — 7 hiRE— REFHIT L L, "—RU=T7 75947 b &
RETDHDLENLY £,

[LEAP Bypass] : [Require Individual User Authentication] 731 % — 7 /L DA IZ D i FH &
FT, VAADET NA ZADHDLEAP /T NI, fllx D2 —HP—FFET 7 X%
A NASHET, LEAPBypass I, 7T 74/ N TT 4 B—TWiZ/> TWET,

IN=RT =T 7 IAT 2 hOHBAIZNS LEAP 21— —|21%, mEIRRERH Y =4, k
VHIVTHIRAY A N TS ZADHAITH D RADIUS —_—|Z7 LF v L& EET
B ENTERWED, LEAPRifta 3= — FC&EFEHA, FoxXAERHETIZ LTV
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B 57> rxssivenomgmy—7 Ky o—

X NEEETERVEBE, By hU—7 TRIESN TV ARWEZDTY, ZoORE
ZRRRT D 7212, LEAP/SA /N A%, fERBI D =2— W —FRFEDHIIZ LEAP /X7 v | (LEAP
Ay RET) & BRIV THERE L, RADIUS Yr— =~ DR 2 RFECTE D5 K 91T
LET, Zhck- T, 2—%—i%, Alo—V—fBiEctETrZ &N TEE T,

LEAP Bypass |&, RO T CTHEUNIHREL £7,

* [Require Interactive Client Authentication] 237 4 & —7 /WZ72>TWD, £ X T 7T 4
7 a=y MREAERA R—T NV OEE b L TLEAP 7 /31 A )3 T X
% X917 HANT, FELEAP () THA AWMN—RY =7 7547 2 Naidikd
HEDRH Y i‘j—o

* [Require Individual User Authentication] 231 R — 7 /W{l72 > T 5, A F—T7 /I >
TUN72 & LEAP Bypass 25 H S v EH A,

o BERERBED T 7 2 A 7RA M3, Cisco Discovery Protocol (CDP) %34T L T\ %
Cisco Aironet Access Point TH 5 Z &, PCDNIC Z— KiZ, o7 Z o FoO®GTY
MEWVWEFA,

» [Allow Network Extension Mode] : Z D7 NV—T DN~ KU =T7 7534 T MIELDFRy b

N

U — PR — RO HZIRELET, ZONRTFTA—XIT 74V Tl 40—z
o TWET, Xy NI —FET— KRBT 4 B—T TR >TWEEE, "—KuxT
II3AT L MIR—F 7 RLAEBRE— R TASA T AVLERLY £9,

Call Manager (ZEFRD IP 7 RLATREFWETE 572D, N— KU =7 7747 MR
IP Phone #fit & ¥ AN — b3 2121%, Ry b U —ZHLRE— RBALE T,

GE)

TDITN—TDONN—RT=T 7747 NeRFRICGRET HME
NHYET, Xy NU—JHRE—REFEHT LI —F

TxT JIAT YV RREREINTEY, #fcd ASA TF* v b
T — YRR — RN T 4 E—T s TWAEE, N— R =
TI7IAT Y MIAM T LR AT L. T RTORITAES
SNET., ZOXIRGE. N"—Ru=T 7747 MI, B
JeD ASAICARERABR AR 20T 5 Z L1220 £9, Z2Ho—
RO =T 727347V ERZOXIITHRFEEINTNDLE, X =
VF 4 TI7AT v ADOY—E RBMREH BB b E T,

554 F72RLRSSLVPN DRSS IL—T K1) o —
RESTIL—TF RYS—, 547> kL SSLVPN — g B 14

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >
[Add/Edit] > [General]
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[Add or Edit Group Policy] # A4 7 2 7R v 7 ATiX, BMELBFIELTLHI7LV—F K —D

MoV 7 Fa han, 7408 e, Y—A"—ZEETEET, Z0X¥AMT e
RNy I ADHKT 4 —)LV KT, [Inherit] = v 7Ry 7 AERINT DL, e THHEDHEET
TAN KN TN—T R =G TEE T, [Inherit] X, ZOX AT TRy 7 ADREMET
RTOT 7 4V METT,

[Add Internal Group Policy] > [General] # 1 7 1 77K v 7 X121, RORBMERERSNET,

«[Name] : ZDOTN—TFRY —DARTZRK6ALFTHEELET (AX—XDHEHT) .
Edit BERED Y. 2D 7 ¢ —/b RIEFAHR Y BEH T,

* [Banner] : B 7 A VR —H—ZX L TCERTHNNT—TFRAMNERELET, 20
7o\ — DR EIHK 4000 SCFTT, T 740 MEIZH D FH A,

TP L. 7747 RV AR—=Z B XN AnyConnect 7 7 A 7 2 N ITERSrH972 HTML %
PAR=FLTWET, NP —RVE— 2P —THUNRFEND L HITTDHITIE, &
DA KT A ANPENET,

IV TAT U RV A =W —DAEIL, <BR> XV EHEHLET,

* [Tunneling Protocols] : Z D7 /—7MEHTE L b x> 7 7 haLziEELET,
a—PF—iF, BRENTWD 70 harZ 2 TE £, ROBRENH Y £,

« [Clientless SSL VPN] : SSL/TLS (2 & 5 VPN Ofifi##5E L£4, Zd VPN TlE, vV
TR 2TRN—=RT=2T D7 FA47T > MILERL, Web7 7 U ¥ &HH L TASA
ANDEXF2TRIE—NT 7R FURAPHESLENET, VI A4 7 ML A SSL
VPN 235 &, HTTPS 4 > Z—x > N A FEFIHTEZ AL A ETXTD=
Y a—H D, ABRHED Web A b, Web X577V r—3 a3 NT/AD 7 7 A )V
HH (WebXhs) . BFA—/L, BIORFDOMDTCPR—RA 7 7Y r— g7 8,
MEIAWEZEY V) —RHHICT 7 B ATE D L9170 £77,

*[SSLVPNZ 7 A 7> L (SSL VPN Client) ] : Cisco AnyConnect VPN Client & 721X L %
2 —SSL VPN 7 7 A 7 > b ® AnyConnect VPN £ ¥ = — /L OER ZHE L £,
AnyConnect 7 7 A 7 2 b2 L TWA5LEIE, 207 1 bz z@R LT MUS 2
PR—=FEND T HHERDHY T,

o [IPsec IKEvl] : IPEFX = V7T ¢ m haji, IPsecidfcbtFxaT727m hare s
NTEYD, VPN R RVDIRIEERRT —FT7 7 F v 42t L 9, Site-to-Site (£
T —ET) i, }3 LW Cisco VPN 7 7 A4 7 > b & LAN B OHEGE D [ )7 C IPsec
IKEvl Z#ffH T £,

s [IPsec IKEV2] : AnyConnect E ¥ =7 EE VT 4 7 74T MZEkoTHHR—rSh
TWET, IKEv2 Zff ] L7z IPsec 24 % AnyConnect 7 7 A 7 > hEf Tl
TN T T T T—N 24T NI T A0 GUIOR—H Y E—Ta v

(BIER) & A ¥~ A+ — 3>, Cisco Secure Desktop. SCEP 7' 1 % 273 & DYLIE
HRE Rt S E 7,

* [L2TP over IPsec] : —#fiD— %) PC ROE /A )L PC DA R VL—T 4 VT VAT A THE
HENDB VPN IA4 T bEFEHAL TS Y £ — k —H—(%. L2TP over IPSec |
FoT, XU I PRy NU—IRBRATEXF 2T 4 T T IATVART T A _—

—ferarz N EE I}
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A

%ﬁ%*yFU%?A@?#;?&%&%%&T%&?}LHP@\?%&wkyi
Y72 PPPover UDP (AR— K 1701) 2 LET, EX=2V 74 T7I9A4T R
1%, IPsec Bt E— NAICERETHDLELRH D £,

« [Web ACL] : (ClientlessSSLVPN /) ~T7 7 4 w7 27 4 NZ ) 7T D881F, R

Oy AT DAL TZ7EA a3y ha—L AR~ (ACL) BN LUET, BIRT S
AN ACL ZF&Kox, 2%, BN, FLEHIRT 254681%,. U X NORIZH 5 [Manage] & 7
Vw27 LET,

* [AccessHours] : ZD2—H—(ZJiEf SN ABAFEOT 7 & AFEMAR Y =03 H 558132 D

ZHTZBIRT 570, ERIEHLWT 7 B ARBARY o —2Ek LEd, T 741 M
[Inherit] T9°, F7z. [Inherit] T = v 7 7R v 7 ANA T OG5 DT 7 4 /v M [--Unrestricted--]
TY, R A 7V =7 NERREITBEMNT 5121E, U A FOB{IZH % [Manage] %
7V w7 LET,

« [Simultaneous Logins] : = D — W —(ZFFa[ T B[R0 74 v O REERELET, 7

74N MEIZ3TY, R/MEIZOT, ZOBER A UNEDIRY, a—F—T kX
EEEIELET,

GE)

A

RRBOFIRITH Y AN, HEOREHEROF IR F =Y
TADKTFTEZRE, N7+ =~ RTHEERITTEBENRH Y
=7

* [Restrict Accessto VLAN] : (A7 >3 >) [VLAN<=vE 7] EHFENET, D

FGA=HIZED, ZOTN—T R —NEHIND Yy a OHJ] VLAN A & —
T A RAEEELET, ASAIZ., 2O NA—TDTRTORNT 7 4 v 7 HEEINE
VLAN ([Z#t LEd, ZOBEMEEZHEH L TVLAN 27 /0—7 R —ZE YT, 77
TR arber—AEHFELET, ZORBMICHEEZEIY Y THHEIL, ACL 2 H LT
Yo alrDONTI T4 I T ANE Y TTHFEORELEETT, Kry Xyl
A NMZIEX, 77 4/ ME (Unrestricted) OfftiZ, 2 ASA TiXE 4L TV 5 VLAN 721F
NERRINET,

GE)

Z OEEREIT. HTTP 55 OB ICITER TT A, FTP 38 L O CIFS
R CIfFEHTEERA,

» [Connection Profile (Tunnel Group) Lock] : Z D/ /3T A —H 3% & | @IS iz 7

a7y AN (b IV —7) 425 VPN T 7 ADOLEZTR L, BlOBER 7 7
ANEHERTHT 7B AZBBETEET, 7 7 4L hOMIAEIL [None] TT,

* Maximum Connect Time : [Inherit] = v 7 7R v 7 ANRA 71272 > TV DEGE, ZTD/NT A—

F TR — Y — R 2 o AL TROE L £
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WETL—T K o—, 5547 bLRSSLWPN 7o 2z K—5 0 [

I CHRE LR SRER T D & AT AT %Tbiﬁ e/ M B KA
1535791394 43 T4, HIFR72 L OHER ] 2 35 7] 45 12 ummma%ﬁ/ Li#(
TR

Idle Timeout : [Inherit] = v 7 7R v 7 A& A 72 LG, ZO/RT A—XTT A KILVE
% sy B Cak e LET

ZOWIMICERE CIBIET 77 4 ET 4 R WEA, BRI T LET, R/ 5
BRI 10080 53 TH Y . F 7 /0 MI 30 40 T, B 2 EHIRICT 5121
[Unlimited] 4 12 L £ 7,

Maximum Connection Time Alert Interval : = —% — (2 A v —TU 2 FRT D, KR
\ZET D F CTORFRM R,

[Inherit] = v 7 7R v 7 A% A4 712 LizFE ., [Default] F = v 778 v 7 2 ZEEIMIC
IRV ET, ZICEY, By ary TI7—FEEN 0 SICERESINET, ﬁbwﬁ%
FeET 2%A1%, [Default] #4712, 1 ~3050kyary 77— ulRAEETCL %

j—O

» Idle Timeout AlertInterval : 74 K/ XA AT U NMIETDHE, 22—V —IZXA vEB—UNE
rENET,
[Inherit] = v 7 7R v 7 A& F 712 LicEE. [Default] F= v 77K v 7 ZZHERIIC

WY ET, ik, TA hzv77wI~F‘Ejﬁmﬁ> 30 IR ESNET, asﬁu\ﬁz»i»?a
ETHE1E, [Default] #4712, 1~3000t vy ar 77— bEREZETCL £,

Periodic Certificate Authentication Interval : REFAEFRGEN EMNICHEIT I N5 £ TOREH
Mk (RERIHAL)

[Inherit] F= v 7 7R v 7 ANA T/ > T D58 EBRY 7RG ERREE D EA TR 2 3%
ETEET, FPHIL L~ 168 R T, 77 4 /L MIERI /2> TV ET, EHIROMEEE
FFAl4 5 121%, [Unlimited] Z 4 12 L £ 9,

REIIN—T RS —, 95472 RLASSLVWPN 7O R R—4 )L

[Portal] BMEIZ LD, 7 T4 7 MU ASSLYVPNERZMN.THZOINV—T KR T —D A
INDOR—=H N R=VIWIRREINDI AT UYNPREDVEST, ZOXAL T, Ty o~—7
UZREURLTZY RY ., 7 AN P —N—T IR B  EEE Avw—F PR,
ActiveX U L—, BIXOHTTP DR EE A X — 7 /I TE £,

s [BookmarkList] : & L2 UORREINTZT v 7 ~—27 U A RM&ERT 570>, F£721X [Manage]
270y 7 LTHLWY A REERLES, Ty r~—21F) 27 L LTHRREN, 22—
PF—=ZZDY 7 Z AL TR—Z L X=U b BB T ET,

« [URL Entry] : VE&— F =—H#—3 URL Z#4A—# /L URL 7 4 —/LV RICE#EA)TZ 5 X
INCTHHEEITA R —T NI LET,

* [File Access Control] : el % —F > N 77 A /LT AT L (CIFS) 77 A VD [IERR
HH | ORFRE %ﬁﬁﬂﬁutiﬁ“ FFRRLEFIL, ALOKRED FLits (§) THIIS
zhi@“o Tl zlE, RIA7CIECS & LTIAEESNET, FERRILFTE, BET7+ L

| —ferarz N EE I}
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B rss—THRus— 55470 FLRSSLVPN 75 £2 K—4 L

FIIFRENT, 2= —IZZNHDIEFRRY VY —REBRELIETT 7 v AT D & &2k
ExhET,

o [File Server Entry] : U E— h 2—HF—RT7 7 A L b —_R—DLZFIEANTEEH LI

THHEIA RF—T M LET,

« [File Server Browsing] : UV &— h =% =3 MEHFIRER 7 7 A L —R"—%2HZTX

HEDITTDHHEICA R—T NI LET,

* [Hidden Share Access] : 36 7 4+ V¥ ZIERRICT D5 HITA R—T VT LET,

* [Port Forwarding Control] : Java Applet \Z L2527 74 7 F LA SSLVPN #felc LV, =—

—]jf%

MNTCP RX—ADT SV r— a TV BATXHLE5ICLET,

« [Port Forwarding List] : & ® 7 L—7" KU ¥ —|ZBEA T 2 FRIEE A TCP 77U

r—var OV ARERIRLET, HILWU X MZERLEZY, BEFO Y A b &Rk
L7299 25121, [Manage] #7 VU v 7 LE7,

s [Auto Applet Download] : = —W —thdTr I A F 5 & ZIZFEITEND, JavaApplet

OBEEA VA P—ABIOEIZ A RF—T M LET,

s [Applet Name] : [Applet] ¥ A 7 2 VAR 7 ADX A NS —D4RT%E, F8ET D40

WCEHRLET, T 74/ b DAL [Application Access] T,

e [SmartTunnel] : A~— K FRATHEHAINDZ FA4T 2 ML A (7T 7H~R—2X) SSL
VPNt g BT, ASANRNRNAT A, EX2 VT 4 TTITAT AR T axy
P—=R—=THIEHEIZ, Aw—bF hURADETT v arBHRELET,

s [Smart Tunnel Policy] : *> U —2 UX R GEIRL, W1 20 b A4

7 aEHEELET ([use smart tunnel for the specified network], [do not use smart
tunnel for the specified network], & 7213 [use tunnel for all network trafﬁc]) o A¥— b bk
VRNV Ry NU—=T BT N—T R v—F i F = —RAICEIV S TCH e, 2D
w—f%)/~itin~%~% k//a/#%@Hf%nfw L _RTH—
P—DLHIZAST— b bRV T 7 EARA X =TI £F3, U A M THE
éﬂfb‘577 Vir—var~DA<v—h bRV T 7 BRAFHIBEINEST, Av—
M hoxrn URXNEFRR, GBI, B, FRTHIBRT AI120%, [Managel %7 U v 7
LET,

* [Smart Tunnel Application] : K2 v 77X T JZX MMHEIRL, = F A7—v a3 »

WA VA R—LENTWATCPR—ADT F VU r—= 9 Winsock2 %A > N5 %
FEDOY—R—1ZEH LET, A~v—b bR T TV r— g a2FER, B
R, EFHIBRT AL, [Managel 27 U v 7 LET,

s [Smart Tunnel all Applications] : TXTCOT SV r—ra vz hox U 7351001

IDOF 2y IRy I AEF A LET, *ry hU—7 VXA IDOLIERLIZY, = F
=P =P T TV r—a CHICEBT A RN H A FEIT T AN BRI LT
DT BHZLERL, TRTOTF IV r—varnbrxl) o r7E3nEd,

« [Auto Start] : L —H—D 7oA UEZ, A~— bk bR T 7k A& HEICEMS

7 VPN B
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NV T ARBMTAZOF T 3 3 Windows DT ICEASNNE T, =—
P—ouJ A VHIZA~Y—F FURNV T IR EA F—T LT, 2—HF—|ZF
B TRRBT DL IICERTHIGEIZIZOT = IRy I A A7 LET, 2—HF—
I%. [Clientless SSL VPN Portal] /\—“/ @ [Application Access] > [Start Smart Tunnels] 7~
AUERBERLTT 7B A ZHIETE 7,

» [Auto Sign-on Server List] : Z—H =3P —_R—~DRAv— | N RVEREMLT D
LR = I LT UV VEREITT GG, Fry XU VXA RNRLY R
MiaBRRLET, FAY— K bURVEET A o F 2 VA MO YR, 22—
Y= LT vy VOB T Iy arEHEMET 2 — =& R LET, Av—h
Mo xVEEMA A U R MEFRR, B, 2F, F3HIRT 51213, [Manage]
RN mE7 V7 LET,

+ [Windows Domain Name (Optional)] : 3&iffn 4 BlH] (domain\username) 73F8GEICLE 72
WA, HEY A Ay ko —H—4 1289 % Windows D R A A U &2FEL £,
7o 2R, 22— —% qu_team DFBFEZTT 9 5. CISCO & AJ) LT CISCO\qa_team
ZEEELET, BEW A oA == U X NTCR#T L= M ZRIET D55,
[Use Windows domain name with user name] 47> 2 > & 4 T AMERH Y 77,

s [ActiveXRelay] : 7 74 7 k LA —H — Microsoft Office 7 7'V r—>a %2777

PN SEIMTXALIICLET, 77V r—a 0%, By g 2 LT Microsoft
Office RK¥ a2 AL DX T a—RET v 7o — RE{TWET, ActiveX DU L—{%, 7
FGATYRFLASSLVPN By v a3 TTA5FECHENEETT,

FOMOA T g
« [HTTP Proxy] : 7 74 7> h~OHTTP 7 7L v b 70X v Ofiiiks A F—7 V721X

TAE—=TMILET, ZOTrFUL, @k a T oY ERICTWT 5T e —
(Java, ActiveX, Flash 72 &) X LCHATY, 207X ili-»T, EX=2VU 74
TIIAT o ADHER Gk L2 S, v~ 7 ) oV ERERETE ET, Bk m ¥ x

TIUFOHRNT a X U REEHBIEE L, 9T HTTP 8 X O HTTPS E3K % 37
LW e BEICY XA L7 hLET, HITP7 7L > b 7B % CTld, HTML, CSS.

JavaScript, VBScript, ActiveX, Java72 &, ZEAETRTOIIAT U MAIlT 7 ) mno—
DY R—=FEINTWET, AR—FEINTWDT7Z 7HE, Microsoft Internet Explorer 72
7T,

[mm&mawmmMm =P —Dnr JA VR HTTP 7' v % v % HEIIZA x—7 b
T, AIcA I LET, 2= —al A URHZAY—F RNV T I EREA R—
7wkbf\1~%—miﬁf%%¢éio CHERTDGAIIATICLET,

« [HTTP Compression] : 7 7 A 7> N L ASSLVPN & v ¥ g COHTTP 7 — ¥ OEHi & A

F—T W LET,

—ferarz N EE I}
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B nso—TRys—omE. 95472 FLRSSLPN OR—ZLDHRETA X

NEITIL—T R O—DEFE. V7F74T7 2 FLASSLVWPN DR—FILDAREZTA X

TNh—T RV —DH AT A B —2a rERET DI, FRIREFLADR—H )L AR
~vA B —var ATVl FEBBIRT LI, FRET 74NN TNA—T KR —TEHRIN
TWAHI RS~ AEB—varveEziF ANET, BRTHURLEZRETHIELTEXET,

7747 MU ASSLVPN T 7 2 AR\ ZT 7 B A R—=FNEH AL~ A AT 5 ODFIE
F. XYy NI—=7 78R 7747 MNERIERILTT, Wi V=T R v— 75347
¥ MUV AR—=F/L®D AnyConnect 7 7 A4 T 2 b WAL <A X (43 X—V) 2ZHLTLLEE
AN

REIIN—TK)S— 95472 FLXSSLVWPN DR YT A VERTE

YE— h2—H—|Z AnyConnect 7 7 A 7> hDX v a— R&ERDLZ T T FeRR LT
D, 77472 hLASSLVPN DR—HF)L_—VIZBENT 5 LI ICASA 2 ET& 9, N
W7 N—THRY —, AnyConnect 7 7 A4 7 ka7 A4 ViEE (B6X—) ML TIEX
AN

REIIN—TF RY)S—, 9S5SAF2RLASSLVWPN 7 2RBO VI YA oA
HY—N—C¢BEYA A H—N—

TN A A =N HEY A A PN RET DL, NET =T R
= IIFGAT L RLVASSLVPN 7 7B X iR—&Z )L (55 %—) 2B L TLIEE,

A4 FREIRETIL—T R o —

P M VPN RO 7 V—T R —Tik, horxV 7 7abanr, 740, B0
BREEZRELET, 2OXATaIT Ry 7 ADKT7 4 —)L KT, [Inherit] F=v 7 KRy A
EIIRT DL, MIGTHAREDMHET 74N N TV—T R —0LHETE 9, [Inherit]
i, 20X Tl Ry 7 ADORETXTOT 7 4L METT,

J4—ILF

[Add Internal Group Policy] > [General] % A 7 2 77K v 7 ZZ1%, IROBERFRINET, =
NEHDOBMEIE, SSLVPN & IPsec by v a v cEfishEd, 20d, WL 200 BT,
1ODIAT DRy a  AIFREN, lOXA TITFFEFRESNEEA,

«Name] : 2O NV—TF R > —DAHIZEELE T, BditdieDHH&. 207 4 —/L RiX
B I BT,

* [Tunneling Protocols] : 2D 7 /V—7"NFr[ 5 horx U 7 7Fu haLziEE L £,
a—F—ix, BRI TWD 70 harZi2ERTEET, ROBRERHY £7,

« [Clientless SSL VPN] : SSL VPN (SSL/TLS ZH|f9 2% VPN) 45 L Z2fEL
F9, TOVPNTIE, Y7 hy=zTRN—Ry=T D7 747 MILERL, Web
TV EFHLTASA~NDEXF 2T RV E— T 78 A M RIUBHESLSINET,
7747 MU ASSLVPN #3425 &, HTTPS A > % —% v b A NEFIHTX
BIFEAETRTCOary Ea—4nb, R¥EDOWebH A b, WebXhin7 7V 7r—3 3

7 VPN B
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g4 rEmmsL—7 Ky o— |

v, NT/AD 7 7 A VIEH (Web *tii) . B A—/b, BLOBZEOMD TCP _X—R 7
PV =g BEVEED V=R IHHRICT 7B ATE5 L9120 £,

*[SSLVPNZ A4 7> I (SSL VPN Client) ] : Cisco AnyConnect VPN Client % 72{3 L 77

Vﬁ%LWW7547V%@Aw&mmﬂmN%91%”@@%%%ﬁbi70
AnyConnect 7 74 7 > " L TWAHEIX., 2072 Fa/LzER L TMUS 2B
PR—=FINDLIICTHLERHD 7,

o [IPsecIKEv1] : IP X =V T ¢ Fm haj, IPsecidfgbtFdaT7 27w hatd X

NWTEY, VPN b RV DIFIERERT —F 7 7 F v 2t L ¥ 7, Site-to-Site (E
TY—ET) B, BL O Cisco VPN 7 74 7 b & LAN B O8O )7 T IPsec
IKEvl ZfFHT& £7,

e [IPsec IKEv2] : AnyConnect EX =7 EE VT 4 /T4 TV MZELoTHFR—FEN

TWET, IKEV2 i L7z IPsec 2 /3 % AnyConnect 7 7 1 7 > MERE Tl
TN =TT T T—h ITAT R TRT A, GUIOR—H T E— 3

(BlRR) & A H~AE— 3, Cisco Secure Desktop, SCEP 7' 1 % 27 & DILIE
HERE N Rt S E 7,

* [L2TP over IPsec] : —#D— %y PC °E /A )V PC DA XV —T 4 7 T AT L TH

HEND VPN FA4 7 bEFEHLTWS Y E— b =—H%—%, L2TP over IPSec (Z
EoT, XTV I PRy NT—IRRHATEX 2V T 4 T T ITATUVART T A _—
Mexy NI =7 ~OEX 27 B & E3, L2TPIX, T—F¥D b3
Y ZIZPPPoverUDP (AR— K 1701) Z#fEHLES, EX=2VT 4 77747 X
X, IPsec Rk E— NHICRTET HILERH Y 7,

o [7 4% — (Filter) ]1: (Network (Client) Access /) T 57 7R av tra—

UARERRET D0, £ TNA—TR) =l MKT 20 E ) hafEELET,
T ANFITEEDONL— LIRS TOET, 26D —E, ASAZN L TEREL
TR RV T =8 Xy N T50ERT 0%, BEXLT RUA, 568587 R
VA, 7a hanig EICESWTRELE T, VPN T o4 L Z 30RO i Sk
T, TTVr—var A VAT a DT 7y a Al ko> THMANZSIP AT 4 7t
REORN U VERIITEA SN E A, 7 AN ZBLOL— LV ERET D HIEICON

I%. [Group Policy] # A 70 7Ry 7 ZaBML T IZEW, ACL Z#RpB L ORET
& % [ACL Manager] % B < (Z1%, [Manage] #7 VU v 7 LE7,

Idle Timeout : [Inherit] &= v 7 R v 7 R4 72 LTI2hG. ZO/RT A—XTT A KIVEf
MzSHEMTHELET,

ZOHRNCEE CHET 77 4 ET 4 DNRWEE . B3 T LT, R/ERRIX 14,
B RIFEIIE 10080 2y TH D . T 7 /L ML 30 5T, B 2 EHIFRIZ T 5120
[Unlimited] &4 12 L £ 77,

Maximum Connect Time : [Inherit] 7= v 7 R v 7 ANA 712> TWAGEAE, ZO/NRT A —
Y TR — P — e R & 3y AL CRE L £ 77,

CCHRE LRSS 2 & VAT AT ffkT LET, fIMEl SN R
H%NB% T, HiIBRZ Lo AT 51 \memﬂ%ﬁ/ Liﬁ(‘
THIE)
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* Periodic Certificate Authentication Interval : FIFBAEZRFEN EHIAIIC T EIT I D F TOREH
fibm (RERHAL)
[Inherit] = v 7 7R v 7 ANF 7T > TV LG, B 72 iEERRGE D F T bR % 5%
ETEET, FPHIL L~ 168 R T, 77 4 /L MIERNI /2> TV ET, EHIROMEEE
FFAl45121%, [Unlimited] Z 4 12 L9,

Q=)L 1—HF—0 VPN R & —RIEDKTE

FIE

&
ATFw T2

ATvT3
ATvT4

ATvTh

ZOFIETIE, BFEOA—F—2fHET 5 HEHOWTHIALET, 2—F—2BIT 52
X, [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] # i L, [Add]
27V v 7 LEY, S VLTIE, —fRBER 2 7 4 Fab—a v A FEZRLT
<TZEvy,

1R BHEIIZ

TI74NRNT, 2= =T H . MITFT 7+ 7T —7 R Y > — DiltGrpPolicy 7> H
kK L ET, FRENRE LEEZT L2581, [Inherit) F= v 7 Ry 7 A% A 7121,
VMEZ A LET,

T
il
C =

ASDM % Bl L. [Configuration] > [Remote AccessVPN] > [AAA/Local Users] > [Local Users)
DNEIZEIR L E T,

RETH——Z@®INL, [Edit) 227V v 7 LET,

DA T, [VPNPolicy] 27 U v 7 LET,

2P DI N=T R —ZFELE T, 2= =KV v~ ZOTV—=F K v—D
EEZMA L ET, ZOBEEIZT 74V N JA—T R U—ORELZMERT DL IR TSN
TWABMD T 4 — NV ERHEEE. ZOTN—TF R v—THRESNTEZBERT 7+ - 7
N—"T" R —TCHEINTBELIVELRINET,

=P —RERATEL bRV 7 Ta halEBET LN, J—7 KU —nblE %k
KT DMmEIDERELET,

H Y@ [Tunneling Protocols] F= v 7 Ry 7 A& AL, RO MRV 7 7Fa haion
TN £,

« (SSL/TLS ZF|H4% VPN) 7547 FL A SSLVPN Tid, Web 7T U HafiH LT
VPN 2B h L= ~DeFaTRVE—NTI7EHA M RAVEHLL, V7 U=
T IITAT I oN—RU =T 77A4T7 Mo EE LEFA, 7747 ML X SSL
VPN Z {9 % &, HTTPS £ > #—x v s A "MEFIHTE 1T LA ETXTDa
Ea—&0b, ABHED Web A ~, Web %7 7V r— 2 2 NT/AD 7 7 A VA
(Web 5ts) . B A—L, BIXOFOMD TCP R—2 77V r—3 g 02, RN
BEY Y —RIEHBEICT 78 ATEL L9120 £,
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ATvT6

ATy T1

ATvT8

n—ni 1—4—nveN Ry o —EionE [

*SSLVPN 7 7 A 7> N, AnyConnect 7 7 A4 7> 77V r—va DXy ra— K
WZa—P =2 TE2 LI LET, 2 —VF—1F, &YITZ 7147 LA SSL VPN
e L CooT7 7V r—varviEFyra—RLET, 22— -8k 570
W2, MBIN LT AT N 7y 77— MR EHEINIIThILET,

e [[Psec IKEV1] : [P X =0T 71 bajb, IPsecldfgbtFaT7orm haltEnT
B9, VPN F RNV DIRITHEERT —F7 7 F ¥ 284 U £ 9, Site-to-Site (7Y —t
7)) Bigi. BIL O Cisco VPN 7 7 A 7 o b+ & LAN [ O#EE O J7 T IPsec IKEv1 &4 T
=FET,

s [IPsecIKEv2] : AnyConnect 7 74 7 M iZ L > THAR— SN TWET, IKEV2ZHH L
7z IPsec ZffH9 % AnyConnect 7 7 A4 7> N it ClX, Y7 ho =77 v 75 —h, 7
FGAT R TuT AN, GUIOE—h T B—Tay (BR) LhRZ~wAB—T g,
Cisco Secure Desktop, SCEP 71 % /7 E DYLiRERE S TRt S v E T,

o« —HDO—HEHFI PCRENALJLPCDOLT XL —TFT 4 T VAT L TREENDS VPN T4 T
VREHEHALTWAYE—F —F—|F. L2TPover[PSec i L > T, X7 VU v 7 IP % v
N —JBHETASABL O T4 RXR—= b RERY NI ~DE X =7 2Bk A ML T
xFET,

GE)
Tu b anaRRLR»ro TG EIE, =7 — Ay —URRRINET,

ERT 27 4% (IPv4d E7XIPv6) ZHEET D, EF 7 NV—7 KU o —DfEZ AT
HENEIMERELET,

T A NVBITEEONL— VIR SILTWET, ZAbD/—/UE, ASAZITLTHEL |k
YRV T T Ny NEHAT AT AR, BETT RLA, LT RLA, 7
2 ki BIZESWTIRELET, VPN 7 4 L X I3HERIcOAEH INET, 77V
= a A VAR a DT Iy a Al o THPNTZSIP AT « TR D o5
UEICITEA S ET A,

a) T ANHENL—IVEFRTET HITIL, [Configuration] > [Remote Access VPN] > [Network
(Client) Access| > [Group Policies] > [Add/Edit] > [General] > [MoreOptions] > [Filter]
DN EIRN L £7,

b) [Manage] #7 Y v 27 LC, ACL & ACE ZiBJN, fm#. B I OHIFRTZ % [ACL Manager]
A U EFRLET,

o n 7 AN (R IN—TF vy ) BhHHGE, TNEMEKTLINE I D, £z

TR b I—T ay 7 BT 5082 hEfRELET,

BEDOR Yy 7 Z@RTLHE, 2—F—DVE—F 77 BAZIZOIN—TZFITHIR SN E

9, [Tunnel Group Lock] Ti&X, VPNZ A4 7 > N CREINT I N—TL | ZOa2—HF —)3E|

DETHNTWVDAINA—TREENEINET =y 7 THEICE-T, 22— —NHIR SN

F9, —HLTWARWEA, ASAlTa—V =gk ek 2 LE 9, [Inherit] F = v 7

Ry 7 ZANA 7 ORA . 77 4 /4 MEE [None] T,

[Store Password on Client System] i% &% 7 /L —7 INHHET 2 E I hERELE T,
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B o 1—v—ownky o —REiEoRE

ATvT9

ATy 710

[Inherit)| = v 7 Ry 7 A% 471235 L, [Yes] BEON[No] DA T a v REUBHMTAR
DET, Yes]ZZ Vo735, 0l A RATV—=RRNIITAT v b VAT ARFEENE
T (EF2 VT A DR TFTEIBENOHHAE T a0 TYT) , #lLica—F—i AT —
P@Aﬁ%ﬁwéiimﬁémﬁ\m@%7)/7bi¢(77xwh) X2 VT 4
KIBICHERT D7D, NAT— RORTFEF AT LN L2 HER L 9,

[Connection Settings] &% € L £7°,

a) ZO2—W—ICHHATHT 7 BARMARY U —E2RETSH. TO2—F—DH LWT 7k
AR Y > —%AERT 5. F7-0% [Inherit] F=v 7Ry 7 224 OFFICLET, T
7 /v N [Inherit] T¥, F72. [Inherit] F= v 7 Ry 7 ANRE T DEFEDT 7 4 b ME
[Unrestricted] T3,

[Manage] #7 YV v~ 7 LC, [Add TimeRange] ¥4 TR 7Ry 7 A2MEET, ZOXAT
B Ry 7 ATT 72 ARHOFHE Y EEETEET,

b) —V—ICK DR 7 A ¥ &EE L £7, SimultaneousLogins /X7 A — &%, ZDx1—
—ICHETX DRKRFARR 74 U ERELET, 7740 MaIL3 T, &/MEIZ0
T, ZOBEa A URNENIRY a—Y— T Ve REEELET,
()
e KAE 2 5% E CTHIIR L TIRNRWFEIRHC S ORI T SN Do, Bx 2 U T ¢ &
T =~ ADIKTEHIBERLH Y £7,

¢) VPN ##6¢® [Maximum Connect Time] Z /7 BN THEE LE ¥, 2 2 CTHE L 2R 23 BGE
THE, VAT AT EKT LET,

[Inherit] F= v 7 AR v 7 ANRF T o> TWDIGE, ZO/RT A —X T Rka—W —§k
RFfA & o BAOL CHRE L E 97, f/IMENE 1 43, SeoKAENE 35791394 45 (4000 42#8) <9, il
fR72 L OB M 2 3F /14 5 121, [Unlimited] #4212 LET (F7408)

d) ww@ﬁwn&ﬁmwm% PR THRELET, ZOHMICERTEET 774 €7 «
IRV R BRI T LET,

[Inherit]?1/7?/7275§21‘7€’7L£0“Cb\5 ZDNIRTA—=ZTHT A RV ZA A
TURNESGHBEATHEELET, Wdﬁﬁil Wkﬁﬁim%o yTHY., T 7 FHb
1% 30 43 T, HERLRRR] A2 EHIRIC 51 \ummm@%ﬁ/ LET,

[Timeout Alerts] Z 7% E L £ 7,
a) [Maximum Connection Time Alert Interval] Z 45 L £,
[Inherit] = v 7 AR v 7 A% 4712 LizA ., [Default] = v 7 K v 7 ALHEIIIZ A

W2 £, kY, BT 7 — MERRIE 30 SICRESHET, ﬁbmm%h
ETHEAE, [Default) 24 712 L, 1 ~300Dkyar7I—bHREHEELET,

b) [Idle Alert Interval] Zf8E€ L £7°,

[Inherit] = v 7 R 7 2% A 72 LIz8E ., [Default] F= v 7 AR v 7 A XHBIIC
W0 ET, ZHICXY, 74 RV 77— MEkE? 30 SIS ESNET, %ﬁbb‘fﬁ%?a
ET DAL, [Default] #4712 L, 1~3000yvar 77— MNiREEELET,
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ATvIN

ATvT12

ATv 713

ATy 714

gr7nzr4L |

ZOa—HF =T LTHHADIPVE T R LA EZFRET 256 1%, [Dedicated [Pv4 Address (Optional)]
FEIKT, IPv4 7 RLRAEH TRy N vRA7 2 AT LET,

ZOa—HF—|ZHHADIPv6 7 KL AZEET 5121, [Dedicated IPv6 Address (Optional)] fE ik
WZIPV6 7'V 7 4 v 7 A% ETeIPv6 7 RL A ASJLET, IPv6 7'V 7 4 v 7 AL, IPv6 7 K
VANEHT B Y72y hERLET,

FEEDAnyConnect 7 7 A4 7 2 aRELET, UL, LA o TCInNbDAE T a %
7V oI FTHILICEVITVET, FRENFE EEXT285A51E, [Inherit] F= v 7Ry 7
AEA 7L, HrLvEEADLET,

FATa L T4 Fab—va VICEE AT 5103, [0K] %7 U v 7 LET,

EHmoJOoJ274)0

BT T 7 A (b Z—7L BTN D) TiE, VPN ROk Z s E L E
T, 2B OEMIE. AnyConnect VPN 27 7 A 7 > k@D AnyConnect VPN £ = —/L 7 T A
7> F LA SSL VPN #%#t. 8L OVIKEv] & IKEV2 O — K 8—F ¢ VPN 7 4 7 > MM
Manhx7,

AnyConnect 7 A 7V b T AT 7AIL, AL RLY

AnyConnect 7 7 A4 7V M B 70 7 7 ANDAAL XA TR, A H—T=2AALDT T
AT RT TR AEAMMILT, 7w 7 7 A VziB, Wk, BIUHIBRTEEd, v
A V=P = PREEDOER L BIRTE DL LT 20 EINBIBETEET,

* [Access Interfaces] : 77 B AZA R—=T NI DA v F—T 24 AT =T LNHIERT
XET, ZOT—TNANDT 4= RIZE, A F =T oA ALRT = v IRy 7 RANRKR
S, 77 BREZFATLNE D DERELET,

s[4 X —7 A A (Interface) |7 —7 /L ® AnyConnect 7 74 7 > b HERICRET D
A EBE—=T 2 ZADITT, f v B —T 2 A ATAX—TNMIZT BT ralrt iz
LEF, SSLTZERA, IPSec 7 7R, FHITFOMFEHRTXET,

SSL #4129 % &, DTLS (Datagram Transport Layer Security) 737 7 4 /L h TA F—
T 0 9, DTLSIZ LV —HBod> SSL 55 THAET 2 IBAERS L OV ki o f
MEREE S, STy MEEDOEELZZTRTWITNAEA LT T r—y a0
T A=< ANMELET,

IPsec (IKEv2) 727 8 A& A NZT D&, 2747 M B—ERABT 74/ FTA

F—=T M ET, VAT M—ERIZIE, VT N TEE, V54T v b
TuaZyAN, GUIOr—)E—ay (FR) L AX~AE— 3, Cisco
Secure Desktop, SCEP 7' & & 72 E DL AnyConnect 7 74 7 > b BEBEN & E T
WET, 77447 b —E A& LTS, AnyConnect 7 7 A 7 > b TILIKEvV2
& DIEARI) 72 IPsec HEfE DIENL SIVE T,
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. AnyComnect 7 SA 7V M ERTOT 7ML, A4 URAY

* [Device Certificate] : RSA ¥ —F 721X ECDSA ¥ —OBFEDGEAELfRETEET, 7
NA AGEEORIE (65 —) #BRLTI S,

* [Port Setting] : HTTPS 33 X ONDTLS (RA 7 A4 7> b DO&) #ki DR — N EHEZ R E
LET, #7m 77 A0, BA—FEE (65—) 2L TN,

* [Bypass interface access lists for inbound VPN sessions] : [Enable inbound VPN sessions to
bypass interface ACLs] 287 7 # /L f TH T/ > TWET, ¥ X2 VT4 77747
VAR, TRTOVPN b T 7 4 v 7 DA ¥ —7 = A AACL D@ ZFFA LET,
o & ZF A v H =T = A A ACL MESALS NI DT 7 4 v 7 Oz FFR] L
BROBEAETH, ¥Xa2 )T 4 TT7IAT VALY E—N T T4 R—K Xy hT—7
ZEHEL, @SNy ho@BEF T LET, 20T 740 FOEEEZZER
TEET, A X—7 A AACLICVPNIRESR T 7 4 v 7 OEEITOE ST
DIZIE, TOF = 7Ry I RAELF7IZLET,

* Login Page Setting

c AP —HEOTA )T ATHI SN AERET 1 7 7 A N m T A v RV THEIRT
XFT, TOF v IRy I AEF LRSS, T4 NEE T T 7 AT
DefaultWebVPNGroup T,

* [Shutdown portal login page.] : =27 1A V37 4 B—T /L DA Web _X— T KR L
i‘é‘o

s [Connection Profiles] : ##t (h> R/ ZV—7) OF v ha VEEBRMEERELET,
« [Add/Edit] : Bt 7 e 7 7 A v (ho RV Z—7) ZBMETITREL 7,
s [Name] : #ft 7' 2 7 7 A L D4R,
* [Aliases] : #&ft 7' v 7 7 A L D4,

* [SSL VPN Client Protocol] : SSLVPN 7 T A 7 > NIT 7 B A" G2 D50 E 5 & fi
ELET,

+ [GroupPolicy] : Z D72 7 7 A NDT 7 4 )b b I N—T KR o—&FRLET,

* [Allow user to choose connection, identified by alias in the table above, at login page] : [Login]
N=UTOERT R T 7 AN (RN T N—T) A VT ADEREA X —T VT
TLHGEIEA I LET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.
Otherwise, the connection profile matches the certificate map will be used.] : Z DA 7T 5 T
. BT 1 7 7 A VORI 1 & ARIZ 7L —7 URL 36 L OREMEOME O %Y
77V AEBELET, ASAT, HRINDHEL —BT HER RO LR0EGEE. bl
DI —Bd 287 0 7 7 A VSEIRENET, VPN Y RRA > P THRE L7 b—
ZURL %, [RAIC7 /=7 URL Z48ET D8/ 7 0 7 7 A LV EMETDH0IC, ZHON
WASA Y7 ho =7 VY —RATHERAENLD TV 77 LU RAEFIAT 25 5IC0R, 20
FATvarEANILET, TOXFTValiE, TIANVFTEFTICRoTHES, &
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ZIZ LT, ASAITEER T 0 7 7 A VTHIE LIZREHE 7 4 — 1 Rz, =2 RARA
FCEHEHT DREHEDO Y 4 — /L MELRAE LT, #7077 A 12850 4 TET,

TINA RFEAEDIEE

[Specify Device Certificate] < > ZfEH+ 25 &, izl Arlc L &, 7747 MIXLT
ASA ZFAT DREHEZEE TEET, ZOMEHEIL, AnyConnect 7 74 7 h Hifi 7 v 7 7
ANBEIOI TA4T o FLABGET 17 7 A4 VA TY, Alway-on IPsec/IKEV2 72 & DR E D
AnyConnect 7 7 A 7 > M ERETIE, AR TR TE 27 31 ZDFEMFZ ASA THIHTE %
WERH Y ET,

ASA U U —294.1 LR TlX, ECDSA iE#E% (AnyConnect 7 7 A4 7> b &7 747 hL
A SSL Ofli 6 D) SSLEffiH & £9, 2oV U —ALIHIX, AnyConnect 7 7 A 7
> b IPsec ##5 /O ECDSA fFAEZ I N R— F &, RESNE LT,

FIE

ATFv 1 (VPN 8D ) [Certificate with RSA Key] fHIE T, ROWT DX A7 HFEITLET,

1 ODFEAEZRIRLC, Mo a harzFEHL T 747 v NERGET 58545, [Use
the same device certificate for SSL and IPsec IKEV2] F = v 7 R v 7 A% A DEFEIZLET,
UANBRy 7 ATHEHATESEAELZRINLZY ., [Managel 27V v 27 LT, HT2
IDGEHEZMER L2 TE £,

* [Use the same device certificate for SSL and IPsec IKEV2] F = v 7 R v 7 A& A 712 LT, SSL
Pfoi £ 7213 IPSec #ke O BIE OFEEZHEE L £ 77,
AT w72 [Device Certificate] UV A ~ AR 7 A BEEAEZ IR L £,

VERFEHEN IR SNARWIEATE, [Manage] R¥ %27 V) v 27 LT, ASA @ ID iEHEZE
HLET,

ATv 73 (VPN EHiDH) [ECDSA key] 7 « —/b KD [Certificate] T, Y A k R 7 A7) 5 ECDSA O
REFAE A3 3% 7>, [Manage] #7 Y v 27 LC, ECDSA ® ID sEFAEAER L £,

ATy 74 [OK]ZZ7 Vv 7 LET,

EHEJOJDr7A4IL, R— FERTE

ASDM Ot 7 7 7 A )L XA L CTSSL B L ODTLS ##t (VE—F 77 B ADR) DR—
FNEFEHELET,

[%%E (Configuration) ]1>['JE— 742 AXVPN (RemoteAccessVPN) |>[®y kT—4 (&
SATF7r k) 721X (Network (Client) Access) ] >[AnyConnect 7 5S4 7> MEHETO T 7
4 JL (Connection Profiles) ]
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. AnyConnect 7 S A 7> F EHETO T 74 /L. EXEHE

J4—JL K

 [HTTPS Port] : HTTPS (77 7 _—2R) SSL #kiHicA X —7 Mz T D AR — b, #FHIX
1 ~ 65535 T4, T 74V MIFR— 1 443 T9,

« [DTLS Port] : DTLS £t 2 A r—7 /W23 % UDP A — k, #iL 1 ~ 65535 T3, 7
7 )V NI — b 443 T,

AnyConnect 7 S A 7> b #EHEIO I 714 I)L, EXREM

Cisco Secure Client ##5% ® AnyConnect VPN & ¥ = — /L D A BV 2 3% 4 5 121%. [AnyConnect
AT v MNERE7 2 7 7 4 /L (Connection Profiles) |27 2 a > CLEM (Add) ] F721 R
£ (Edit) 1 &R L FEJ, [AnyConnect 7 71 7 > M7 1 7 7 A L OBM/FRE (Add/Edit
Connection Profile) ]>[JiA (Basic) 1A 7 1 J Ry 7 ANRE £,

* [Name] : [Add] DIGA. BNT 586k 70 7 7 A VOL4RIZRE L £7, [Edit] DFAE, 2
D7 4 —)v RIIfRETETEHA,

* [Aliases] : ((FE) ZoH#FEORBELE 1 DU EASLET, 4RIT. AS—XF =134
PN TCRYIAZ ENTEET,

* [Authentication] : 3k D HiEZ . WROHFNE 1 DFER L, FBIALI THEH T2 AAA F—
N—= TN—THRELET,

« [Method] : BEGEAERED DD 7 0 b a VA EZER L, WMFDO® vy ar XA
TTCINERATA7ZOICERFET 1 b 2 M EE STV E 9, AnyConnect 7 7 A
T hSSLZTA T 7 ha vt IKEV2 7 74T > b7 a barvafiA LT,
tyva D EICEEORGEEMREECE £, FHTOWRGEY A &, AAA, AAA
LREE, FEEDO A, SAML, HHGEERL LUAAA, BHOGEHE, 22H&ERL
F9, BRIZISU T, BT 27 OICENEARIET HILER S L5403 H Y 7,

s [AAA Server Group] : Fr Y 77X URXMND AAA—1_— J—7 %@L E
T, T 74V FOREIZLOCAL TF, ZDHA. ASAMFRIFEZ T 5 L ) IR E
SNFET, BINTAHEIC, [Manage] #7 Vv 7 LT, ZOXATaTRy 7 AD LI
MOXATaT Ry 7 AERE, AAAYV—1R_— T L—TDASA 27 4 F=2b—
arvERRLICVERTHZENTEET,

* LOCAL YIS D 7' —7"% %R % & | [Use LOCAL if Server Group Fails] =
IRy 7 ANEIRTEDH LR ET,

* [Use LOCAL if Server Group fails] : Authentication Server Group J& %12 L - THE I
NI TN —FITBEENFEAE L2 L ZIZ, LOCAL 7 —F RX—RA % A X —T /LT T
DEHEITIA T LET,

* [SAMLID 7' 2 /31 #— (SAML Identity Provider) ]: > 7 A4 A 4 (SSO) #BakH
D SAML IdP ¥ —/"—ZEIR L £,
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AnyConnect 7 5 A 7> M IO 77 (L. EXEMR .

s [SAML#—/3— (SAML Server) ]: AnyConnect 7 74 7 > b 7 NH A AR
AEANC Re v 722G SAML — " —2 & IRT 57, [EE (Manage) 127 U »
7 LTSSO #r—="—%ZBL, RDONTA—=ZEFHELET,

*[IDPZ>7 4T 41D (IDPEntityID) ] : SAMLIdp D=7 47 « 1D,

* [Sign In URL] : IdP {ZHA > A >+ 572 URL, url value 1 4 ~ 500 LT D#i
FCTHRELET,

*[SignOut URL] (7' v ay) (1P oA A THEEZOU XA LT N
URL, url value I% 4 ~ 500 SCFO#FHTHELET,

*[BaseURL] (A7 v av) =y Ra—P—%ASAICY XA L7 T 572012,
e RN —F  #dP IRt S E T,

base-url 23 E SN TV 5H%E. €D URL (& show saml metadata O
AssertionConsumerService & SingleLogoutService JEEMD~~—2Z URL & L T &
nET,

base-url 3 FXE AL TN WGA, URLIZASADKR A M E RAAL UADDIRTE
SNFET, & 2E. RA MDD ssl-vpn, KA A 478 cisco.com DGH
X, https://ssl-vpn.cisco.com MEHAINET,

base-url AR A M/ KA A U4 BERTE I N TWARWEEATEL, show saml metadata
EANNTDHEZT—0RELET,

* [Identity Provider Certificate] : ASA 2% SAML 7 % —3 = V' ZHGET 5 729 D 1dP
FEHEZEG RN I AMKRAV FEHEELET, TTICRESNTND R T A MR
AV FEBBRLET,

* [Service Provider Certificate] (473 2 >) :1dP 2% ASA (SP) DEL K51k
SAML 7% —v 3 VA RGET 572 ASA (SP) AEHIEETe b7 A hARA v K
EHRELET, TTIERESNTVWDS T A MRS MERIRLET,

* [Request Signature] : K> 7% 7 % H LT, SAML IdP #—/S—{(ZxF L CTHy
LI BHEL FTEEEIR L E9, rsa-shal, rsa-sha256. rsa-sha384. rsa-sha512 75
BIRCTEET,

[BERAA LTI+ (RequestTimeout) |: (A 7> 3 2) SAMLERDZ A LT
vk (B) . #EEIE 1~ 7200 TY,

FEE L7234 . NotBefore & timeout-in-seconds D& 7% NotOnOrAfter & ¥ & Hu»
WX, 2 OFRED NotOnOrAfter |25 L £,

FBELZWEAIZ, v 3 O NotBefore & NotOnOrAfter 25 A Zh [ OFEERIC
fERENET,

[REBARY b T—Y TT7 YV EXAFRELGIZEDHIDPEHERME (Enable! DP only
accessibleoninternal network) ] : Wik Y N U — 27 TT 7 B X A[RERGHIZDH
IDP ZHNCT DI, ZOF = IRy 7 At it LET,

| —ferarz N EE I}
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. AnyConnect 7 S A 7> F EHETO T 74 /L. EXEHE

«[O45 4 UBEZIDPERIIZER (Request |DP reauthentication at login) ]: &= 7
A VREDOIDPHFRGELZ AT T HITIE, ZOF =y IRy 7 A F I LET,

[ B8v9 XRF 21— (Clock-skew) ] : NotBefore 7 #—3 = & NotOnOrA fter
SAML7 YV —ya VEFRTDH I/ ny I AFa—, T4V ETIE, 7097 A
X2 — 3T AMLERH D £, T 740 MEF 1T, &AL~ 180 B
‘(“j—()

* [Client Address Assignment] : 7% DHCP %—/"— 7 547 K 7 KL A F—)1,
54T RIPV6 T RL A F— L2 @R LET,

* [Client Address Assignment] : {1 7~% DHCP %—/"— 7 547 7 KL A 7 —)L,
AT RIPV6 T FLA F— /L& IR L £,

« [DHCP Servers] : f#i /3% DHCP % — \—DL4FTEZIZIP 7 KL AEZ AN LET,

* [Client Address Pools] : 7 7 A4 7> b 7 RLAE D Y TTHEHT S, BIRATRERERE

BEHDIPvE T KL AR F— )L DLA4FIZATILET, BIRT DRI, [Select] =27 YV v 7
LT, 2OXATal Ry 7 AZERTHA T TRy 7 A%ME, 7T LA T—)L
EFRRLEZYD, BEEMZTZVTL52ENTEES, IPvd T KL A F— L &iBIE
“IIREET D HIEOFEMICHOW T 23R L T E &N,

[Client IPv6 Address Pools] : 77 74 7> b 7 KL AE D Y CTTHEMHT D, BIRATFER
REFRHFDIPV6 T R A F =)L DA4HFTIZ AT LET, BIRT DA, [Select] & 7
Uy 7 LT, ZOXAT TRy 7 ACEQTIA TR Ry 7 AzflE, 7 RV A
TS NERRLIZY, BEEEMZIZ0TH5ZENTEES, IPV6 7 KL R F— L%
BINE T IIRET 2 FIEOFEMICO N T 22 LT 7E S0,

s [Default Group Policy] : T2 7 NV—7" R o —%FTIR L £,
s [Group Policy] : Z DD T 7 4/~ ZN—T KU —L LTHDH TS VPN 7/

N—T RY —ZER L ET, VPN 7 —7 R Y —iF, 22—V —fRAEMHHED~
T DHEAT, T3 ATHERIZ, £2IXRADIUS — "—THMIRGFECEET, T
7 4 /v MEIZ DfitGrpPolicy T3, [Manage] %7 VU v 7 LCHIOX A T a 7Ry 7 A
EERCHE, V=T R)v—ar74Xalb—va BB E2MA5Z ENRT
xFET,

+ [Enable SSL VPN client protocol] : VPN ##¢ SSL % A F— 7 /M T AT A I L

£75

* [Enable IPsec (IKEv2) client protocol] : ##i C IKEv2 Z {4 % IPsec & A 1 —7 /LI
TAGEICA T LET,

« [DNS Servers] : R U 2 —D DNS H—_—D P 7 KL 2Z AN LET (1 >FI13E

7 VPN B
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* [WINS Servers] : R Y =@ WINS —_—D P 7 RLAZ AN LET (1 >F~ik
B .
* [Domain] : 77 4/ FD RAAL 2 %E AT LET,

« [Find] : BTN E L CHEHAT D GUI 7V E 721 CLI =~ > R& AL, [Next] £7-
& [Previous] 27 U v 7 L CHEZBMBLET,

EHEIJO I 7ML, FHEN

[Advanced] A == —IHH & ZDX A T RV HRy 7 A TIL, ZOHERICET 2R OFHEZ R E T
TET,

- —fRE M

« 7 TAT v T RLAKRERME
PRI B

R AT
TAT T 4T @M

v =N — R

l

\}

(GE)  SSL VPN BMER L2 wEiFEMEIX. SSLVPN#ERi 7 u 7 7w A M EA S ET,

— += O Y,
AnyConnect V S A4 7 b 70774 I)L. —fiREM
* [Enable Simple Certificate Enrollment (SCEP) for this Connection Profile]
* [Strip the realm from username before passing it on to the AAA server]

* [Strip the group from username before passing it on to the AAA server]

* [Group Delimiter]

« [Enable Password Management] : =— —~D /32T — REJRYILEMICE T 5 /3T A —X
ERETEET,
* [Notify user __ days prior to password expiration] : /X2 U — R3HIRYINIC 72 D £ TOHF
EORREREL, ZOBKZITHIOB OB 7 A VS ASDM 28 = —F—| 258 A3
LHEOBELET, 7740 b TiE, NAT— FBHIREIIICZ2 S J Y 14 BRTIC2—
P OB AR L, LIS, 22— 2T — RELEFET 5 ECEHENT5 L
ICERESHTVEY, #PHIEL 1~ 180 A TY,

» [Notify user on the day password expires] : /XA U — RBHIREINIC /2 B Y BIZ2— W —
(ZiEE L E T,

| —ferarz N EE I}
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B =6707740. s5470 r 7RLRER

N

WTNOHETH, BHEINTIINAY — FBRHIREINIC R >72 & & ASATiE=—
P—IZ LN AT = FOEENAETY, BAEONRY— FOHRB TN TWieidh
3, 2= P = ZEDONRT = FTH&EHEn 7 A o TEET,

ZDMIZ L > TRAT— FOHIRPTIND ETOHENEDL DD TIE/RL, BN
A RF=TNZRDBFETTHEEVNI HIZEE L TLEXN, 2047y g V2RI
AT, BELEET A LERHY £,

[Translate Assigned IP Address to Public IP Address] : £4UZ, Wy hU—27 T, HID Y
Tohniza—HhVIPT7 RLATIERLS, VPNETDOEBEDOIP 7 R LA EFHT 5540
HVET, VPN TIT@EE, NERy hU =227 782 $T5201C, Bl Y Toni-n—
HIVIPT RUANRETICHRESINET, 7272L. N —_"—BXUOxy bV —7 tF%a
U7 A BETOEBEOIP 7 RLRIZESIGAEREIZ, a—U/VIPT RUAZZERL T
BT DOEEDONTY w7 IPT FLRAZRTIGERH Y £9, ZORRIZ. b 7 n—
TTEL I ODA U H—T 2 ATA F—TNMITDHIENTEET,

* [Enable the address translation on interface] : 7 R L AZEHA AIHEIZ L, 7 KL ANER
SNDBAVHE—T oA AZBEIRTHZ LN TXET, outside L AnyConnect 7 7 A 7
VDT DA X =T oA ATH Y, insidelIH LW bR T — TG D
A H—T A ATT,

GE)

N—T 4 7 ORER LOMOBIRFIED 720, Z OEREN L2
TRWGEIT, ZOMREDEMITHERE L £ A,

[Find] : BiZE XTFH & LTS GUL 7L £ 721X CLL 2~ > K& A L, [Next] £7=
IZ [Previous] 27 U v 7 L THREEZBMBLET,

EHRIJOJD74A4IL, 95472 7 RLRIBE

i 7 v 7 7 A L@ [Client Addressing] XA > Ti&, ZOEHR T2 7 7 A LV THEHAT D201
BEDA B —T 2 A AZIPT RLA F—)L&E Y 4 TE9, [Client Addressing] ~2A > 119
RTCDOIITAT v M T 1 7 7 A ZIE T, RO ASDM ASANLT 7B A TEET,

* [(%7E (Configuration) 1>[V E— h7 2 & AVPN (Remote Access VPN) |>[F v kT —7

(7247 ) 727&A (Network (Client) Access) ]> Secure ClientAnyConnect Connection
Profiles) ]

[Configuration] >[Remote AccessVPN] > [Network (Client) Access] >[I Psec (IKEv1) Connection
Profileg]

[Configuration] > [Remote AccessVPN] > [Networ k (Client) Access] >[I Psec (I K Ev2) Connection
Profiles]

CITRETHT RLA F—Ud, Bi 70 7 7 A LD [Basic] A ' ThHRETE E1,

7 VPN B
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w7740, 15470 7rLREE [

AnyConnect 7 74 7 > Nt 7' a7 7 A )L TlE, IPvd 7 RV AT— L7217 TR IPv6 7 KL
AT =N HEN B THENTEET,

IIAT N T RVAREZRETHIE, VE—RNT 78R IZIA4T VN7 v 7 7 A4
/v (AnyConnect 7 7 A 7 > b, IKEvl £721XIKEv2) ZBH X, [FEMEXE (Advanced) ]>[7 T
AT T Kb w7 (Client Addressing) | 23R L 97,

T RVAT—=NDar74Xalb—va AR EREFERTLHUE, XM TRy
AD [Add] £72I1X [Edit]) #27 Y v 27 LET, [Assign Address Pools to Interface] %1 7 1 7
RNy ANREET, ZOFAT IRy 7 ZTIE, ASATRESNIA LV F—T A A
WZIPT RLVA =L ZE DY THIENTEET, [Select] 27 Vv LET, ZDOXA
TRIRy 7 AEFHLT, TRLVAT—LDar 7 4 Fal—varz2RRLET, 7
RLAT—=LDar7 4 F¥al—rvarzBE3520E, ROFIEZFETLET,

*ASAIZT RL A 7F— L ZBINd 521X, [Add] %227 Y v 27 LEd, [AddIP Pool] ¥ A
TarRy 7 ANEE ET,

CASADT FLAF—NDar7 4 Xal—a 2B ET520%, [Edit]| 227 U v 7
LET, 77— ANOT RLARFEH I TWRWEAIZIE, [EditIP Pool] # A 7 1 7
Ry 7 ANAE ET,

ERAFOEEIET LA =V EERTEETA, [Blit] 227V v 7 Lz &7
LA = NUNMERTCTHo728E6, ASDMIiZ, =9 — A vk —Uk b bic, 7—ib
WNOZFDT RLAZHEH L TCWAERAB IO - 4D —EE2R R LET,

*ASA EDOT FL AT =N ZHIBRT 512X, 7—7 A TEOT MY 2RI L, [Delete]
7V w7 LET,

FEHFOLEEIET FUA =L EHIfRCTEEH A, [Delete] #27 Vv 7 Lic & &7
RLVA = MERTCTHo728E. ASDMiE, =59 — A vk — L b bln, 7—
INNDFDT FLAZBEHA L TW AL D —EA2FR LET,

T RVAR TS =oAL H—T x4 RZEIV Y TAHIZIE, [Add| 27 Y v 7 LET, [Assign
Address Pools to Interface] % A 7 1 77K v 7 ANBH & i'@‘o 7 RVA T =)L &ED YK TH
A B —T oA A%EIR L ET, [AddressPools] 7 4 —/L ROREIZH % [Select] 22 V v 7
L £, [Select Address Pools] # A 7 R 7Ry 7 ANHEET, A Z—7 =4 XZHID
BCOEADREN G TT—=naZ TN ) v 7350 E2iTEx ORED 4 TH—n
ZiEIRNLClAssign| %7 U7 LET, EOT 4 — /L RIZT—VEID Y TO—FENRRRE
NET, [OK]Z27 Vv 7 LT, ZhHDOT RLA 7 —)LDO4Hi% [Address Pools] 7 o« —
JVRIZERY AR, H 9 —E[O0K] %27 Vv 7 LTEVYTChOary7 4 Xalb— g &5%
TLET,

e A B =T 2 RATEYETHLNTWNDET LA TP NVEERTTHIZIE, 204 % —
T2 ARBXTNT VT TEHN, A F—T A AZRINLC[Edit)| 27V v 7 LE
9, [Assign Address Pools to Interface] ¥4 7 R 7R v 7 ANRMEET, 7 LR F—%m
HIBRT 22X, &S —NEEXTNAI Y v L, F— T k@uxmq# EHLET,
AVE—=T oA AZEOMD T 4 —/ REFY ¥ THHEEIX, [Address Pools] 7 4 —/L K
DOFEIZSH D [Select] 227 U v 7 LET, mmmmmmwmmﬁ47uﬁf/7xﬁ%%i
9, [Assign] 7 4 —/LV RIZIZ, A v X —T =24 ZAZEIVLETHENTNET KL A T — L4
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B 6700700, 5470 F 7 RLRER. BMES MRS

MWEFEREINET, A F—T oA REMT 25 DRENO Y TT—NadTNs ) vy
LET, [Assign] 7 4 — /L RO —VED Y CT—EREHFINET, [OK]Z27 Y v T L

T, INHODOT KL A 7 —/)LDO4HIT[Address Pools] 7 4 —/V R&#ER L., b 9 —E [0K]
7V 7 LTHDETOary 74 F¥ab—a w8 T LET,

e MY EHIFRT DITIE, 2O MY ZBIRL T [Delete] 7 U v 27 LET,

EENEYY
BERET 07 7 A, 2 TAT Y b T R UAEE, BNEIRE (72 5—Y)
Bfs a7y AN, T RLA F—)L (72 5—2)
BT 0 7 7 AL, FEL TP L OBINE S IERE (73 2—Y)

T

]

IH-

IH

BEHEIJOIJ74IL, 954727 FLREE. EBMELEHESE

P a7 7 AT RV A 7 —L &% D 4T 5I21E, [Advanced] > [Client Addressing] % i5&fR
L. [Add] 7= 1% [Edif] %3840 L £,

s [Interface] : 7 KL A T — DB B THA L H—T oA ABIRLET, T 74/ ME
DMZ T,

* [Address Pools] : R EL72A v H—T = A RZEIN YU TEHT RL R F—LEEELET,

* [Select] : [Select Address Pools] Z 4 7 7Ry 7 A& 4, ZOXA Tl Ry 7 A
TIE, TOA U F—T 2 RZEVHETEHT RLVA T =& 1O E@EITE F9, 3R
WAL, [Assign Address Pools to Interface] %1 7 & 77K v 77 A @ [Address Pools] 7 « — /b
RlIZRRESNET,

B0 J274)L, TRLR T—)L
[Connection Profile] > [Advanced] @ [Select Address Pools] # 1 7 a7 KR 7 A2, 7547 > bk
7 RURE Y Y CIZHEHAREERT FLRA =D F— 4, BIET FLALKRTT FLA, B
FOH TRy R BRERSINET, OV R Mo TR T 17 7 AV EZIBI, Rk,
EITHIRCEE T,

* [Add] : [AAdIPPoOl] ¥ A TR VR 7 ANEEET, ZOXATRITRY 7 AT, HL
WIP T RL A F— LR ETEET,

« [Edit] : [EditIPPool] ¥ A4 7 0 VAR > 7 ZANRHEET, ZDOXA T r TRy 7 ATIE, ER
L7ZIPT7 RLVA F— L& ERTE£T,

s [Delete] : FR L7727 RL A F— v ZHIBRLET, RINT, PCOHELLTEEEA,

e [Assign] : £ L F =T 2 A AZEIDHBTHNLTNDT RLA TP =B ERRLET, £
H—T A RZEBMTHEx OREN YL TT—NVEFTN7 ) 7 LET, [Assign] 7 A —
NV ROT—=)VENY B TR SN E T,

7 VPN B
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EHEITOID7A4IL, HM. IP T—ILOEME-ITHRE

[Connection Profile] > [Advanced] ® [Add or Edit IP Pool] % 7 1 7' 7/R v 7 A& AT L, 7
FAT b T RLRAEDYTHOIP 7 RUAOHPHAZIREE/IFAERETEET,

«[Name] : IP 7 KL A 7 —/LZEID B THNTWDHLARTEIRE L7,

* [Starting IP Address] : 7 —/VORAIIDIP 7 KL AZREL ET,

* [Ending IP Address] : 7 —/VOEHEDIP T FLAZFEELET,

* [Subnet Mask] : 7 —/VINDOT RLAIZHEHT A2 7 %y b v~ A7 @R L E7,

AnyConnect 7 S A4 7> bERTO 771 L. BRILEM

[Connection Profile] > [Advanced] > [Authentication] # 7 C, KD 7 4 —/V RERETE LT,

* [Interface-specific Authentication Server Groups] : f8EDA » Z — 7 = A ATk HABFEY—
N—= T N—TDEN) B TEEHLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 & 7' 7R v 7 A M35
XET, ZOXA T TR I ATIE, A F—T 2 ALY —N— T N—T%RE
THELBIT, BIRLIY—— J L —TF TEENHAE LI-HAIC LOCAL 7 —#
R=ADT F— Wy T AT ENEIDERETEET, ZOXATRITRY
27 AD [Manage] NZ %7 U > 7§ %& ., [Configure AAA Server Groups] % A 7 =2 7
RNy 7 AN E T, [Interface/Server Group] 7 — 7 /WITIBIRNAENF RSN ET,

s [Delete] : R L7zH—— ) —T %27 —T0nLHIBRLET, HRINT, 0
ELHTEXEHA,

* [Username Mapping from Certificate] : == —% —% Z i7" 5 HIEB LOT ¥ X Vel ED
T4V RERETE £,
S

GE) ORI~ ALF a2 TFFANE— RTCIEIHR—FESNEHA,

* [Pre-fill Username from Certificate] : & L7REIED 7 4 —/L Kb o2 —H —4 & il
ML, ZORFLORICKEL ATV a V- T, 22— =LA T — REEFERB L O
AR L £,

* [Hide username from end user] : flit L7z 2 —H —4id=> K 22— —CFERInFEH
A/O

» [Use script to choose username] : 7 ¥ % JLAEB &) 5 —H —4 2 3R T 2 55126
THAZ VT NAERELET, 7 74/ M [None] TT,

* [Add or Edit] : [Opens the Add or Edit Script Content] % A 7 & 77K v 7 AHBA & FEHH
BEO2—HP Oy B TIMMEHT LA VT FNE2ERTEET,

— 187 VPN B
|
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B anvcomect 5547 MEGTO T 700, REIER

3

3

7 VPN B

[Delete] : BHR L7227 U 7 FaHlRLE T, MERINT. RVELHTEEEA,

[Use the entire DN as the username] : RERA D [Distinguished Name] 7 4 — /L K&K %
a—HF—L L L THEATLIHGEIHBELET,

[Specify the certificate fields to be used as the username] : = —%—ZIZFEAT 5 1 SLLE
D7 4—/VRERELET,

TIA= Y BB LU 2 Y BIEOAMEIL, RO LBV T,

Bt EE

C Country ([E4) :2 XFOEAMKGE, E4 =— Fid, 1SO 3166 [E4 1%
FEICHELL TWET,

CN Common Name (—f%%) : A, VAT AL, FOMDOTUT 4T 4 D4
A, BV EEE LCIERcE EEA,

DNQ R A A B ERT-

EA E-mail Address (FEFA—/L 7 KL X) |

GENQ Generational Qualifier (HAVERfT) .

GN Given Name (%) .

I Initials (4 =< % /L) |

L Locality (Hi44) : #LARAME ML TV D T E 72 18T,

N 40 il

6] Organization (i) : &tk MK, #BI, #E, Zofox7 17 ¢
DA,

Oou Organizational Unit Gflf—~=> ) : ik (O) NOHFT 7 r—7,

SER Serial Number (U 7 /L&) |

SN Surname (%) .

SP State/Province (N 72I3HMEFIY)  « AHARDNE DL TN DN E 72 (3HPIE
JF e

T Title (¥ A FV)

UID User Identifier (=-—#—1D) ,

UPN User Principal Name (—#— 7'U L2 014)

[Primary Field] : ==—%—Z AT 25EZEORYO 7 4 — /L FERIRLET, Z0D
EAFRE SN TV DA, [Secondary Field] 1Z#EM S E 9,
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gETnz7 4. 2xRiaEs |

* [Secondary Field] : [Primary Field] 23 48/E SAVCTWRWEE, fEHT 257 0 — /L Fa 3
RLET,

* [Certificate Mapping for Multi-Certificate Authentication] : 7° 7 A ~ U G8iEIf# 3~ 2 FEH
DFEVYTEEHLET,

« [First Certificate] : ~ 3 > 23317 L 7= FEAEAE 77 A~ URGEEH T 2561%. 20
FFvarks Vv LET,

* [Second Certificate] : 7 74 7 h M BIFITI N2 —F—FEHEL 77 4 ~ U FZFEIC
AT 25G61E,. 2047 varEs Yy LET,

« [Find] : BTN E L CTHEHAT D GUI 7LV E 721X CLI =2~ > R&E AL, [Next] £7-
& [Previous] 27 U v 7 L CHEEZBMBLET,

EHIJO774I)L, 2RB5EH

[Connection Profile] > [Advanced] ® F @ [Secondary Authentication] Zffi i 9-ALiX, “HZFEE L

THHMOND 2RFBFEEHRET H Z ENTEET, 2 KFEIED A I fio“(b\éfa/\ 3. v

Ra—P—nn s F o425 & EICHRBIAI LT oy Va2 y MANTHLENDHY £

7. sEEO—Y—4 0)$HU7\77 & 2/)*(;% AEE ALY CTHERCTEET, 20X/ 7 s

T/71®74—w% I NRBIECRET D7 4 — NV REBPTWHWETN, ZhbHD7 f—)b
RIZ 2 RERREIC 72 B L &9,

CTHEHFRENA X—T Mo T A GE, Ib DR EIF—F AL LTHEMT 5128k
D7 4 —)b REGEAZENOBIR L 7, iEAEREN O X 22— A E2HETDH L.
X2 VT4 TTIAT AL, BESNTEAET 4 — LV RE, 2IRZ—F—Z4 /AT —
REBREALERZ 2 D H O —YF—A 2T 5 & 5@l S E T,

\)

CE)  FERAFEOEN U FY 2—P =4 L EBIZ2RBIAEY — = Z V=T LHETHHETH,

ARV T A~ ) a—F =TI S ET,

=1
2}

o>

* [Secondary Authorization Server Group] : B W > % U 7 LT o v L& i3 2 385E Y — /3 —
IN—TafRELET,

« [Server Group] : B & U H—s"— AAA 7 )V—T L LT D38 — 13— 7
N—TZ®RINLET, 774V MInone T9, SDI —_— 7 )L—FiZwHh XY
P—R— TN —FIZTEE A,

* [Manage] : [Configure AAA Server Group] # A 7 B V7R v 7 AR E £7,

* [Use LOCAL if Server Group fails] : $§7& L7z % —/N— Z ) —TIZENFEE LT2HE
D LOCAL 7 —H RX—=A~D 7 4 — NN 7 Hf{E L ET,

* [Use primary username] : 22 A > XA 7 0 732 —HF—4% | DT HERTH L O
ELET,

—ferarz N EE I}
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* [Attributes Server] : 77 A ~ U @YY — N—nth U F Y B — =02 B L E
‘g—O

A\

GE) :@%%%70\:’77/(/1/ 7%);%;:1‘]5'&‘_‘/\‘—%? ET 5 L. FDOE
P N—ORENMEILINE T, ASAITED &V BREY—/3—
AL ET,

* [Session Username Server] : 77 A4 <1 By a v a—PF—ZHF— =t XY
tyvary a—P—HP— "= EELET,

* [Interface-Specific Authorization Server Groups] : FEED A ¥ —7 = A AKX DA —
N—= TN—TDEI) Y TEEHRLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 & 77K v 7 A H3BH
EET, TOXATRITRY I AT, A v ¥ —T 2 A AP == T N—TERE
THELHIT, BRIV — = JN—T TEENFEE LZHAIZLOCAL T —4
R=ANDT A=Wy T AT ENEIDERETEET, ZOXATRITRY
7 AD [Manage]l R ¥ &7 U v 735 &, [Configure AAA Server Groups] % A 7 &2 2
AR 7 AHBHE £7, [Interface/Server Group] 7 — 7 /WZRINNENRE RS NET,

o [Delete] : IR L7V —_"— TN —T %7 —TA0nLHIRLET, ERINT, 0
BELLHTEERHA,

* [Username Mapping from Certificate] : = —H—H 2T 57 P X AGEHEDO 7 4 — /L &
HETEET,

* [Pre-fill Username from Certificate] : Z D/SF /L THRE SN TSRO 7 4 —/L KRB LW
2FEEHDOT 4=V RinD, 2WERIEIEH S 24012258 1A LET, &
DEMZ A T DT, AAA BLOGEAEOBIEF R RET DLENHY £, 2
NEITHICIE. R Y 4 v R0 [Basic] 7S /MZFEY . [Method] DFED [Both] % 4 12
LET,

* [Hide username from end user] : 2 RFRAEIZAEH 4D 2 — P —4 % VPN 22— — IR R
T BHAICA T LET,

» [Fallback when a certificate is unavailable] : Z @ g1, [Hide username from end user] 734>
ORI OIHEHFTRE T, FEBEMEH R 72354 1%, HostScan  (BifEIE Secure Firewall
RAF X EMEHENTWET) T—FEFHL T, 2 /J/(nLnEODZL*—‘bL G EFEAMAT LE
@—O

* [Password] : 2 REFEIZAEF 5 /3 AT — ROEE N E L TROWT L Z R L F
j—O

e [Prompt] : =Y —|ZRXAV—=RKEZANTHLI v T MERRLET,
. [Use Prlmary] '@““T@ 2 /kpuun Z1 /kmuu @/\02 ]7% P%ﬁ*”ﬁﬁ sz—a«o
* [Use] : TRTCTO2WEEO B XY RRAU—REANLET,

7 VPN B
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» [Specify the certificate fields to be used as the username] : = —¥—4 & LC— i’(‘?‘%’) 128k
DT 4 —Ib }\ffj:ﬁﬁ Lij— A :/&) :L"—"’j-"—“%//\oxlj N utuuﬁif; nlu :iﬁﬁi
Da—HP—ZHFRATERETZ O —Y—Z EEHT 512015, :L“—"j‘“—%$HIJ7\73iactU\
TH ) A= —AEFANORETDLERDH Y 7,

* [Primary Field] : = —# —Z|ZfEH T 5EHEDOEM D7 4 —/V RERIRLET, Z0

ENEE SN TWADEE, [Secondary Field] I3 SV E T,

* [Secondary Field] : [Primary Field] 235 E SV TWRWEA, HT57 4 — L N& i

RLUES,

BAIDT7 4 — IV FBLOR2EBDOT A — L FOBMHIZIZ, WOF T arnbh Ei,

Bt EE

C Country (H4) :2 XFOEAMKGE, E4 72— FiE, IS0 3166 [FE4 I
FEICHEILL TWET,

CN Common Name (—fi%4:) : A, VAT A, ZOMOTZT 4T 4 D4
A, EAZVEMEE LTIEHTE EEA,

DNQ R A A A ER/T,

EA E-mail Address (FEFA—/L 7 FLA) |

GENQ Generational Qualifier (fAUESGT)

GN Given Name (4) .

I Initials (f = ¥ /L) ,

L Locality (Hi4:) : AN E 2TV DT E 721307,

N A il

0 Organization (%) : &tk FK, BB, G, Zzofioxr 7 17 ¢
DT,

ouU Organizational Unit (fffk==~> 1) :f#k (O) NOHFT /L —7,

SER Serial Number (VU 7V 3E5)

SN Surname (%) .

Sp State/Province (M E 72 IFAEFIL) - AR E DL TO DN E 72134 0E
JFFUR,

T Title (¥ 1 ~V) &

UID User Identifier (=-—#—1D) ,

—ferarz N EE I}
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. AnyConnect 7 54 7> h TR T 7 (L. RBEAREK

Bt E&

UPN User Principal Name (—W%— 7" > 331 4) |

» [Use the entire DN as the username] : 584727 =7 ~ DN (RFC1779) =#EHL T, T
5/I/uIEEﬁ£753%M‘TﬁI ) #@%Eﬁ;&ﬂi{f%‘ LET,

* [Use script to select username] : 7 ¥ # LREEN O 22— —Z 235 A7 U 7 M &5
ELET, 774V M [None] TT,

* [Add or Edit] : [Opens the Add or Edit Script Content] %1 7 1@ 77K v 7 ANPA& . FEH
EO2—HF LD~y B TIHEHTHAZ VT N EERTETET,

s [Delete] : R L7=AZ VT hEHIBRLET, #ERINT, LVELLTEEEA,

* [Certificate Mapping for Multi-Certificate Authentication] : & % > % U G8AEICf 3~ 2 FERA
DFEVYTEEHLET,
* [First Certificate] : ~ 3 > 31T LTl EZ B0 U 2 VRGEICHERAT 25451%. 20
FFvarkErsVy s LET,

* [Second Certificate] : 7 74 7 " bLRIT SN o —H —GEEE &I ¥ U BEEIC
FERT 28, ZoF7TvarE )y 7 LET,

AnyConnect 7 S A4 7> b #EHE IO T 74 )L, BRAEH

AnyConnect 7 7 A 7 > b 8fie 7’1 7 7 A L@ [FRAE (Authorization) | ¥ A TRV Ry 7 A%

ERATIIEX, 4 ¥ —7 oA AFEE OB — =T V—T%EKR, BN, WE, E7ITHIR
THZENTEET, ZOXAT TRy I ADT =T LVDOEATITE, A F—T =4 AEEF
Y= R= T N—=TDAT—=ZANEREINET, BIRINDLDII, A F—T =A%, £
WBhEM T o — = T —T BIXOER L= —— J L —TF TEENBE L L

W= NN T —=HRX—=ADT =V I PA X =TI 2 TNDMNE SN TT,

ZDORAL DT 4—)v RiL, AnyComnect 7 74 7 k., IKEvl, IKEvV2, BL U7 T4 7 b
L ASSL## a7 7 AN THETT,

* [Authorization Server Group] : #&F[/NT7 A —F Z ik T 5B A —"— T L —T %2 fEE L E
ﬁ‘o

* [Server Group] : T 25V —"— I N —TE@&IR L E£T, T 7 4/L Md none T
75

* [Manage] : [Configure AAA Server Group] % A 7 B 7R v 7 AN E £,

+ [Users must exist in the authorization database to connect] : =——73 = O FEHEZ T 7= 7
MERHLGEE, ZOF 2w 7Ry 7 ABF I LET,

* [Interface-specific Authorization Server Groups] : fEED A ¥ —7 = A AITxtT HR A —
N= T N—=T DR L TeEHLET,

7 VPN B
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AnyConnect 7 5 A 7> k S TO 77 A L, B, 1—¥—2EBRT 50024y T ronznen [

» [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 & 7' 7R v 7 A MG
EET, ZOXATRI Ry 7 AT, A VX —T 2 ALP—N— T L—T%4E
T5EEHIT, BIR LIz —"— J N —T TREENEAE LT2HAIZ LOCAL 77— 4
Re=ANDT 3=y T EZTRATOMEIMERETEET, ZOXA TRy
27 AD [Manage] "% %7 U > 7§ %5 &, [Configure AAA Server Groups] % A 7 7 7
AR 7 AMBE £9, [Interface/Server Group] 7 — 7 /WZBINNENRE RS NET,

o [Delete] : TR L2V —— F N —T 2T —T0nBHIBRLET, BRI, 0
ELHTEEEA,
* [Username Mapping from Certificate] : =—H—H 2T 57 P X AGEHED 7 4 — /L N &
RETEET,

» [Use script to select username] : 7 3 ¥ JLEEBEN & 2 —H —4 2 IRT 25512 H
T2A7 VT MaxfaELE T, 774V M [None] T, fEIET ¢ —/L Kb
=P ERINT DA77 VT N EAERT 2 HFEICONTIE, 22 LTEEN,

* [Add or Edit] : [Opens the Add or Edit Script Content] % A 7 & 77K > 7 AXBHE | FEH
HEO2—Y DO~y U TIMMHT LA VT N2 ERTEET,

¢ [Delete] : IR L7=A2Z U FZHIBRLET, RINT, PVELLTEEEA,

» [Use the entire DN as the username] : flEBA £ ? [Distinguished Name] 7 « —/L R &{k%
a—H—4 & LTHERT25EICEELET,

» [Specify the certificate fields to be used as the username] : = —H —ZIHEET 5 1 L E
D7 4=V FEHRELET,

* [Primary Field] : = —% =2 IR T HFEAEOHRAI D7 4 —/V REZFTIRLET, Z0D
EAFRE SN TWDH4E . [Secondary Field] XM S E 5,

* [Secondary Field] : [Primary Field] 2ME/E STV RWGEE, BHT 57 ¢+ —/L K&k
RLUET,

« [Find] : BTN E L CTHEHAT D GUI 7V E 721 CLI =2~ R& AL, [Next] £7-
L [Previous] 27 U v 7 L CHEEZBMBLET,

AnyConnectV S A4 7> MEHR IO T 7ML, BA, 1 —F—REEIRT H-ODRXY 1)
7T FOREDEM

AnyConnect 7 74 7 > h® [83E (Authorization) ]XA > T [Z—V—LBRICAZ VT b &
4 (use ascript to select username) ] Z IR L, BN (Add) | E-IT[RE EBdit) | A¥ %
IV I THE ROT 44—V RBRRSNET,

A7 VT RTIE, O~y B 7 F T a TIEERINBRWVEEATHOGENE Y  —/L K&
HActxEd,
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B anvcomect 55470 F BETO T AL, RA. 1—Y—BERRT HLHDORY Y T FOREDEM

S
GE) A7 VT MEMEHLEZEHENS D2 —YP—ZFHFIANTY 74T 2 bEHEDO 22—V —4 0N
ROoONBR WS, AnyComect 7 747 > b BEWYZ T4 7 2 LA WebVPN (2 ['RBH
(Unknown) | EFRRINET,

* [Script Name] : A2 U7 FOAHIZFRELET, ik LU DAY U7 M4 IEFE LT
RN EFHA, T2 TRZ U MEERL, CLIX, ZOHEEEL EITT H7-DIC[H
CAZUTF MR LET,

* [Select script parameters] : A7 U 7 hDJEMEL LORAREZEELET,

« [Value for Username] : = —H%—4 & L THEHT 2 %17 DN @YD ke vy 72 U 2
I (Subject DN) 76 @BMEZRIN L £,

* [No Filtering] : {57 & L7 DNAREKREMHEHT 52 L5 EL £7,

« [Filterby substring] : BitaA > 7 v 7 A (—B T 2 HAN DO LFOLFHINOALE) 8 L OHE
TAVT v I A RBETHLTFIE) ZEELET, ZOF T a VERIRT 5545, B
WA LTy 7 A, EAKETEE YA, RTA T v 7 ARZEACT LT 740 M
-1 &R0 SCFHNRERN BT HNE I DPRBINET,

7o & 21X, AR Ma—H—0DfE% 5T DNJEM D CommonName (CN) Z@®RL7- & LE

To MOFIZ, SEIERREVEZFEBRT LM XFINEEHLTZOMEET A NVZT 5
FGikERLET, RO, 2= =4 LTEBRICHMALT SN ST,

R2:BAXFIEBT4NEY YT

FthA >Ty (BTAUTYIR RYE
S

1 5 host/

6 10 user

6 -1 user

TOEDITHOIICTA T ADA T v 7 AEFEH LT, XFHNORHEHER T
FIOEBET (ZOHET Tuser] @ v ) Ao v TaEk59EELET,

W SLFINC LD 7 4 VB U o T RGERT 256, METLHED LTINOREINH-T
WA ZERMETT, ROFITE, EREFHEAEZIIX LuaBRXODAZ L X7 YT K
AL £,

* f5] 1 : [Regular Expression Matching] : [Regular Expression] 7 « —/V N2 R I8 H 3 5 EH
RELEATTLET, OB ERKRBEOEREFEH SN ET,  Email Address (EA)]
DNED @FL/7E TOTXTOXTFHNE T 4 NVZ ) 7T HDICIEREREZFEHT S &
LET, @ NZNE2FATTELHIERKRIO 1 >TY, ZOHFITIL, DNEIZ
user1234@example.com 3 F FN TV LA, EHRBLOZ DRV X user1234 L 720 F
R
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N

AnyConnect 7 5 A 7> k S TO 77 A L, B, 1—¥—2EBRT 50024y T ronznen [

« %512 : [Use custom script in LUA format] : fR58 7 « —/V K& 272012, LUA 7w/ 5
LEHETHRIREINTEHIAZ LA YT NEfRELET, ZOF T a r2ERT5& 4
AZLLUAAZ VT b7 4=V FICANTEHL91C20£d, A7 V7 MIRO X

I EF,

return cert.subject.cn..'/'..cert.subject.l

12ODa—YP—4 L LTHHTH2OODNT 4 —/L K, 22— —4 (cn) BLOHE (1)
EREASL. 29007 4— A RMICAT va () XEEHBALET,

WDOFIZLUA A7 V7 N CEMREZ B4 EHHERLET,

GE)

LUA Tlit., KRXFE/IXFENREIESNET,

x® 3. @M LHA

B4

B!

cert.subject.c

Country

cert.subject.cn

Common Name

cert.subject.dnq

DN f&ffi+

cert.subject.ea

B AL T KL A

cert.subject.genq HAE AT 1
cert.subject.gn b
cert.subject.i A =%V
cert.subject.l it
cert.subject.n B

cert.subject.o

~ =2 T IVOFERL

cert.subject.ou

e

b A

cert.subject.ser

$TC=s YT AES

cert.subject.sn 1
cert.subject.sp /1
cert.subject.t Title
cert.subject.uid —H¥F— 1D
cert.issuer.c Country

—ferarz N EE I}
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B /57 FLRSSLVPNEGETO T 7ML, 2 8—T T4 RADBAH—/— T L—TDEIY 4T

cert.issuer.cn Common Name
cert.issuer.dnq DN f& i1
cert.issuer.ea FfA—L T RLA
cert.issuer.genq AR A1
cert.issuer.gn %

cert.issuer.i A =¥V
cert.issuer.l Hi4

cert.issuer.n A

cert.issuer.o ~ = 7 )VORER
cert.issuer.ou SRR BT
cert.issuer.ser AT VT NE S
cert.issuer.sn It

cert.issuer.sp AN

cert.issuer.t Title

cert.issuer.uid o —%— 1D
cert.serialnumber SERAES Y 7T LVE A
cert.subjectaltname.upn a—Y— T LA,

R TN—F 27 VT T I T 4TI L TWAEEXIZZT—0NREL, 27 V7 W)
TIT 4TI ho23868, BHEOa L Y =N T— XA v —UNERENET,

HS5AF7RLASSLVPNEHR 7O T 7 A I, A 2B —T 4 ANDREAY—/N— 4
IL—TDEYHT

ZDXATRIT Ry 7 ATIE, A ¥ —7 =4 A% AAA I —"— 7L — IR T v E
7, FERIE. [Authorization] ¥4 72 VAR 7 ADT — T NWICERSINET,

s [Interface] : A v Z —7 = A ZAERINLET, 774/ MEDMZ T,

s [ServerGroup] : IR L7 A v & —T = A AIZEID Y THY— "= TN —T %R ET,
7 7 4V FE LOCAL T,

* [Manage] : [Configure AAA Server Group] A 7 02 7R v 7 ANRFHE £,
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EHJOI7AIL, THhOooT409

[Connection Profile] > [Advanced] @ [Accounting] XA > Clid, ASA &BEKDOT T T 4 7 F
TraraeRELET,
* [Accounting Server Group] : 7 U T 4 » ZIMEHT 53 TITERF A DO —— 71—
TERBEBRLET,

* [Manage] : AAA H—N— 7 )L—7 % ER T & 5 [Configure AAA Server Groups] % A 7 &2 2
Ny 7 AW E £ T,

BHETOID7A4IL, SIIL—T T4 Y F7REY)L—T URL

[Connection Profile] > [Advanced] @ [GroupAlias/Group Group URL] A 7 0 7 7R > 7 AT, U
F—ha—F—0Ou A UFICERSNONFICEL 52 0B ERELET,

W v 7 7 A VOF T OLREINX. AnyConnect 7 7 A 7 2 hTlik, [/ /V—7URL/Z /V—7 =
4 U7 A (Group URL/Group Alias) ] T,

* [Login and Logout (Portal) Page Customization (Clientless SSL VPN only)] : i f 3~ % SRiEX E
SN AL~ A XEERET D2 IR, 2—F—ar (v X—=UOINELEZHE
LE9., 7 74/ b DflitCustomization T3, HLWAIAX A B —Ta o FT V=7 b
ZAVERCT 5 121E, [Manage] 7 Y v 7 LE7,

* [Enable the display of Radius Reject-Message on the login screen] : 7% nﬁﬁl?ﬁf Shic & Xl
TA v BAT vl Ry 7 A2 RADIUS-reject A v E—T %R RTHITIL, ZOF = /ﬁ
RNy 7 A F AT LET,

* [Enable the display of Securld message on the login screen] : 27 A > XA T VK 7 AT
SecurlD A vt =P HFKRTDHITE, ZOF =y IRy 7 A%F T LET,

s [Connection Aliases] : #Eft A VT AL ZDAT—H A, a7 A Va2 —F—REED
et (hr V7 —7) ZBRTE D L ICHERN/RE SN TOEHEIE, 2—F—0
D74/A—‘ CHHtTA VT ANERENE T, A VT AZBMEITHIRT 512

X, [Add] £721% [Deletel R¥ %227 Vw7 LET, TA VT AERETDHITIE, 7—7
WT%@I497x%ﬁ7wﬂvyﬁL‘iyhu%ﬁibiﬁo4*~fwm@ofw
HAT—HRAEEETHINE, T—TNVHNOTFT =y IRy I A E23A 7L FE
7

* [Group URLSs] : Z/b—7 URL & ZDAT—H A, a0 A VIFZ2—F—NRED 7 )L—

TERINTE D LOICHERPRESIN TV DAL, 22—V —Du /(o =i/ N—
7URL NWFRRSIVET, URL ZBINE 72 IXHIBRT 5121E, [Add] E 721X [Delete] A% > %
7V w7 LET, URLZMRE ([Edit]) $5121E, T—7ANOURLEZZTIL7 Y w7 L
T MIERELET, A R—T NI TNDARAT =X AEELTHIZIE, 7—T v
WNOF x=w ViR 7 AeFd E734 712 LET,
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B =5707740. 45472 FLxssLVPN

EHEJOJ7A4IL, 95472 L X SSLVPN

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles] 4 1
TurZRy 7 A TiF, BUEERSNTWDSZ 747 LA SSLVPN i 7' 1 7 7 A bk &
T a—NADITAT Y RV AT v a vy B—ERRENET,

* [Access Interfaces] : 77 EATA R—TIWIZT DA v F—T oA AZFIRTEET, ZOD
T=TNDT 4= RIE, A F =T oA AT =y VR J ANFKREN, Tk
AZFFATHNE I DEBELET,

» [Device Certificate] : RSA ¥ —F 721X ECDSA ¥ —F 721X F 7 X AR A > b OFRFEDRE

AELIEETEET, 20O TFAMRA LV NERETDHATva b Ed, 7
FSAT Y ME, RUHX—1ID A 12— RNZX% ECDSA OV R— a7 LET, ASA
I, HELIZ N IARMKRA L NIV ANEAFT Y L, 2 74T 2 MRV R— M55
WD 1 2%FEIR L ET, ECDSA i HT 5851%. RSA h 7 A hARA » FOHIIZ,
ZDRIFIARNKA Y NERETHRLENHY £,

[Manage] : [Manage Identity Certificates] A 7 R 7 AR v 7 ANHETET, 20X AT R
ANy 7 AT, BIRUZFEREOFEM A4 BN, . Bk, =27 ZAR—F, £
FRTEET,

* [Port Setting] : 7 74 7 b LA SSL 3 L WM IPsec (IKEv2) #EfiD AR — M FEHZ % E
LEJ, #iPHIE 1~ 65535 T4, 7 74/b MIA— | 443 TT,
* Login Page Setting

s A UT AT SN T 0 77 A N E0 T A R=UTHEIRTEE T, BRL

72 1L, DefaultWebVPNGroup 23 e 7' 2 7 7 A MZ72 0 £, =2—H—Dnr /
Ay RX=VZ, == THHATDRED bR TN —T HBIRT D720
DRy 7RG JAIRERREINDLIITHEELET,

* [Allow user to enter internal password on the login page] : N —/N—~D 7T 7 & RIF|Z
BIg DAV =R AT ATV a vy ZiBMLET,

* [Shutdown portal login page] : &2 7' A 3T 4 E—T /L OLEIZ Web X— T A2 FR L E
ﬁ‘o

« [Connection Profiles] : = D#ke (b kv Z—7) OFfARY —%2RETHLa—R
PORLIER T — NV EERLET, HFLa— Rk T, ZOEROT 7 4Lk 7 —
TR =M ENET, La— R, 7e haVER O NT A —F R EENT
WET,

« [Add] : B4R 7= #5650 [Add Clientless SSL VPN] & A 7 10 /' w 7 APl & £,
o [Edit] : #R L 7= 86¢ D [Edit Clientless SSL VPN] A4 7 7R v 7 AN Z 7,

* [Delete] : BR L7cBfize 7 — 7 A DOHIBRL £, MBS T, CHELL TS EE
%Vo
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5547 LR sSLVPN TR 77 4 L, 24EE [

s [Name] : #8727 7 A L D4R,

* [Enabled] : £ X =T /R 5> TWDAGHEILT = v 7 v — I BPfFEET,
* [Aliases] : #&ft 7' v 7 7 A L DRI,

* [Authentication Method] : 3 2F8GE S XA FEE L 7,

s [GroupPolicy] : Z D70 7 7 A NDT 74Nk T N—T K v—%F£RLET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.

Otherwise, the connection profile matches the certificate map will be used.] : ZD A7 3 > T
X, BT 1 7 7 A VORI T v AREZ 7 L—7 URL 3 K OGEHEOEOFERI 7Y
77 LURAERELET, ASAT, =2 KR4V ML o THRESh RS D%,
P 70 7 7 A M Ko THRE SR IO E & A TERWIEEIEL, Bl L —
ToHER T 0T 7y A ANEREE T, VPN KR4 > N CHRE L/ V—7URL %,
M7 V—7"URL 48 ET D7 n 7 7 A VAT H72DIT, ZED TV ASA V7
FOo=7 D=2 THERENDT ) 77 L AZFAT 558120 H, ZOFTva
FNCLET, ZOFTvarid, T 74N NTIEATICRoTHET, A 7L
By ASAITHHT S n 7 7 AV THRIE LIZREAE 7 4 — /v NMil& . = RRA & M CREATT
LREHEO 7 4 — /L MEELRE LT, B/ n 7 7 A L EFID Y TET,

D5A4TF72RFLASSLVPNESHR O 74 )L, EXEHE

[Clientless SSL VPN Connection Profile] > [Advanced] > [Basic] # 1 7 2 7R v 7 A TliL, HEAE
PERELET,

* [Name] : B&fpidn 248 E L £ 7, EEEDL G, TO7 4 —/ FE@tA M0 5T,
s [Aliases] : ({EE) Z 0EHONREL%E 1 DLLERE L £ 9, [Clientless SSL VPN Access

Connections] ¥ A 72 7Ry 7 ATEDA T a b ZREL TWAEAIL, nl (L ~—
VIR BRE RS IVET,

* [Authentication] : FFE/NT A —HF ZFRE L T,

* [Method] : Z D#HE T, AAARSRE, FEAERRAE, E72IXZOMWM G2 EHT 2008 9 0
ERELET, T 740 ME AAABIETY,

* [AAA server Group] : Z DEHGE ORI T T 5 AAA T —— 7L —T 2RI L
7, 774/ MILOCAL TT,

* [Manage] : [Configure AAA Server Group] % A 7 B 7R v 7 AN E £,

+ [DNS Server Group] : & O D DNS H— 33— 7 )L—7 L U TERAT 20— " — %@L

F9., 5 7 4/ M DefaultDNS T,

* [Default Group Policy] : Z Dt THEHT LT 74V N Z—F KRY —DNRTFA—F %

fRELET,
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B /s 7 riassivengToor 4L, —REE

* [Group Policy] : ZOHEHE THHT 27 74V~ ZV—TF R o—Z@RLET, 7
7 # )V ;L DfltGrpPolicy T,

* [Clientless SSL VPN Protocol] : = D#fi CH 7 747> ML ASSLVPN 7’12 k2L %
ARX—TNVELFTT 4 8—TMICLET,

D5A4TF72RFLASSLYVPNEHR O 74 )L, —BEH

[Clientless SSL VPN Connection Profile] > [Advanced] > [General] % A 7 11 Z7'7R v 7 A Z&fFHH L T,
AAA Y — = ZETRIC 2= —ZDD LIL AL I N—TERETDINE I hEREL, /S
AU — NEHL T a v E2RELET,

* [Password Management] : AAA H—/3—7>5 D account-disabled 1 > 27— % O LE X (2R
FTHNRT A= L =P T DR T — FHRGIEIICBE T 5 /8T A — X 23R E
TEET,

» [Enable notification password management] : ZDF = v 7R 7 A& F T HE, WK
D2ODNTGA—=ZPHHATEL XL IITD E£T, AT — RBBIREUINICR S ET
OREDHEERE L, TO B THIOHROR 7 A VEFIC2—Y—ZBET D h,
FAFANRAT — RPHAREINIC R 2 S B2 — — BT A0 ERELET, T
7 AL b T, RNAT— RRHIREIILIC R D KV 14 BRI 2 —F— il & ik
L. D, 2—HF =B RTU— FE2ERTLETHABAT O LIICHEINTNE
¥, HEPHIL 1~ 180 H T,

G  ZoOWBIZL->TAT— ROHRPYUIND ETOREREDD
DOTIERL . BENRA X—T MR DETTHD V) HICHEE
LTLEEN, ZOFT v a v &8 RT 5560, BELIEET
LHUMENRHY FT,

WTNDEHETEH, BEINTICNRAT— RRHIREINICR -7 L &, ASA Tlid=2—
P —IZLD/NAT — ROEBEMNARETT, BATO/NAT — KRR L T2 WnGE,
2P TFDONRAT— RFEfEH LT A v LETA I ENTEFET,

ZONRTA—=HF, 2D XD IEmEERE A YR — 95 RADIUS. RADIUS %)t~ NT
P — 33— LDAP #—/3—72 ED AAA — X—THZH T, RADIUS £721% LDAP
SREEABRE SN TWVVRWNEAS. ASA TlEZoa~y RAEH I ET,

25472 RLASSLVPN i 7O 774 )L, BEE

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] % 7 & 7' 7K v 7 AT,
A B —T A AEFORAY—— T N—TEFKoRx, B, WE, ELFHBRTEET, 2

DEATATRY 7 ADT—TIVDOEATICIE, A F—T oA AEF Y —— T )L—TF DR
TR ANFREINET, BREINDIDIE, A X —T7 oA AL, FHICEER T b= —
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HS54F7 2 FLRSSLVPN EHETO 77 4 L, il ¥—1— s r—Toem [

NR—= T N—7 BIOER LY —R— N —FTCEENRE L X — LT —F_—
AND T =V T PA F—T NI TNDBINE DI TT,

[F83E (Authentication) ] XA > D7 ¢ —/L RiZ, AnyConnect 7 74 7> b OFBFEL R L TY
(AnyConnect 7 7 A 7 > M 70 7 7 A )b, RiEEME (73 X—) &) ,

95472 FLASSLVPNEHTO T 74 )L, BEE. Y—/N\— T IIL—TDEM

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] ¥ A 7 12 7' 7R v 7 A D
[Add) REZ > %7V v FTDHE, A X —TxA A% AAA —"— F)L—TIZBEAIT 5 2
ENTEET,

A==

COFEERITHIO T4 — N NIZOWTIE, 794 T FLUASSLYVPN#ESi 7 e 77 AL, A2
B—T o f A~DBBANY—_— T )L—FOEN BT (82 2—) ZBBL T I,

54T FLASSLVPN 4 T 07 7 4 )L, 2 KRBT

54T MU ASSL D2 WEREFRTE T 4 —/V Rid, 87 a7 7 AL, 2 REEEEME (75
AN—=) IZREEHE SN TS AnyConnect 7 7 A4 T N T 7B A L FEEETY,

25472 RLASSLVPNEHE 7O T 74 )L, 2B

7547 LA SSL OFBAEEE T 4 —/V RiZ, AnyComnect 7 74 7 > bk, IKEvl, BLW
IKEV2 DA LERILTYT, ZNHD T 4 —/L ROFEMIZ DWW TIEL, AnyConnect 7 74 7 2 b
e o 7y A, BAEME (18 X—2) ML TIZE0,

95472 LRASSLVPN #5707 7 1 L. NetBIOS H—/\—

7547 b L ASSLVPN#f5i 7’ 11 7 7 A /LMD [Advanced] > [NetBIOS Servers] Z 1 7 1 7 7R
7 ANTUE, BRIEFH D NetBIOS H— S —D @D LR 41 E T, [Add or Edit Tunnel Group dialog
box for Clientless SSL VPN access] > [NetBIOS] # A 7 1 7R v 7 A& T X, horxrn 7
N—TDNetBIOS BMEZRET 2 Z LN TEET, 7747 ML ASSLVPN Tid, NetBIOS
& Common Internet File System (A % —xy b 77 A0 VAT L) Fu havzfEfL
T, VE— P NVATAEDT 7 ANIT 7 BALIZY, 77 ANV EHLEFLZY LET, Windows
AU —HICEDA L Ea— A EERH LT 7 A VAR Z LE S &7 5L, fRESH
P27 7 AN =Nl Ry N T—2 LDV Y — R EHHT D REE D NetBIOS 44 & &bt L £ 77

ASA X, NetBIOS#4 % IP 7 L RIZ~ v 7T 57T NetBIOS r—Lb r——2 /) —%
EELET, V94T FLVASSLVPN Tid, VE— K VAT LADT7 7 A NET 7 EAE
1TIEH 2 72 D NetBIOS 3 LB T,

NBNS #&6E 2 8 {FE =& 5 12, /Not< EH 1 HEDNetBIOS r—/3— (KA N ZRET HME
NH0FET, WEMEZFEHTLHZDIINBNS h—_"—%2 3 OFTHETEET, ASA X, V
xb@%m®%~ﬂ—%Nmmmmm&%mM&_@%Liﬁo7i) DR DL, KD
P—R—REHENET,
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. 9547 RLASSLVPNEHE IO T 7ML, V547> kL X SSLVPN

[NetBIOS Servers] X1 D7 4« —JL K
* [IP Address] : % & S 4172 NetBIOS —/3—D P 7 KL A& KR LET,

* [Master Browser] : —/3—73 WINS $—_—T&H 57, HDHWECIFS —3— (DFEY
YAZ TITUY) IZb L= A"—=ThoLNERLET,

* [Timeout (seconds)] : —/3—73 NBNS 7 = U —|Z%} 9 2 IG5 & 5D e () O R & RO HL
THERFRLET, ZORHZBHE D L, ROV ==/ —2 X EFLET,

* [Retries] : f%E S 72V — 3—Z%f9 5 NBNS 7 = U —DRFZIAFIZY T4 3 5E%
ERALET, WAL, =7 =% BT ETH—"—D VU X M EK[EFT DHEEE VD
ZETYT, BANY M TAEITO0TY, T4 FOFRITERUI2EITY, &KUY FTA
i 10 T¥,

* [Add/Edit] : NetBIOS ¥—/3—% B/ L £9, [Add or Edit NetBIOS Server] 1 7 1 77K v
7 AMBE £,

s [Delete] : 4R L 7= NetBIOS 174 U A R B HIBRL £97,

* [Move Up/Move Down] : ASA I, Z DR v 7 AIFKREINTNEF T, NetBIOS H—/3—|Z
NBNSZ = —%FELET, ZORy 7 AZEHLT, 72U —% U A MATLETCH
MLk BEIEMEZERE L ET,

HS5AF7RLARSSLYVPNESE 7O 7A4IL. 547> L X SSL
VPN

7 T4 T b AR 1 7 7 A /LD [Advanced] > [Clientless SSL VPN] XA > Tlx, v /A
KFC Y B— N 22— —CRRENDHINFICHET I REERETEET,

ZOXAT w2z & AnyConnect 7 7 A T M T 0 T 7 A NND T 4 —)b RIZELTW D720,
SR OV S e Y v AN, I—T A YT AL T L—TURL (83 3—) &5
LTLEE,

IKEVI & 7O 74)L

IKEv1 #£ft 7' 1 7 7 A )&, L2TPIPsec 7R ED XA T 4 7VPNZ T A 7 ¥ — =T 4
VPN 7 747 v FOFERER Y > —%EF LE T, IKEvI #6712 7 7 A /Ui, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection Profiles] ™= > T
RELET,
* [Access Interfaces] : IPsec 77 E A TA X —T MITHA VX —T oA A%ERLET, T
TN TR, T EAGRIIMMH BRI TWEEA,

« [Connection Profiles] : BEfED IPsec #ft DR EH /3T A —Z HREATRRLET,
[Connections] 7 — 7 /WZIE, #fiA U o —%2RETHLa— KRFRENET, 1 DO L
a—RIZEoT, ZOEROT 74NV N T —T R U—Ri#kBlshvEd, La—RiZ

—f&#975 VPN 5% 5
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IPsec JE— bk 7O £ REHETOT 74 )L, Basicl 2T [

7 e b aVER ORGRNT A= BREENLTWET, T—T NI, RO T LADBH Y
\i‘a_(]

* [Name] : IPsec IKEv1 B4t DA FTE 721X IP 7 KL AZREL 7,

s [IPsec Enabled] : IPsec 7’72 h /L3 A R —T )Ll > TWD N E I ERLET, T
D7 v kaik, [AddorEditIPsec Remote Access Connection] @ [Basic] A 7 & 7 7K v
JATA X =T M LET,

s [L2TP/IPsec Enabled] : L2TP/IPsec 7' 2 |k /L3 A R—T )UZ/2 5> TWNDH N E ) MhEIR
LE9T, ZO7u kza/liL, [Add or Edit IPsec Remote Access Connection] @ [Basic] &
ATaTRYy 7 AT R— 7w LET,

* [Authentication Server Group] : il Z 2t TX 5 — \— )L —T D4 Hi,

* [Group Policy] : = ® IPsec #ft D 7/ NV—"7 KRV v —D4 iR~ LET,

)

GE)  [Delete] : IR L7zV— "~ TN —T 2T —TANBHIBRLET, MEESNT, CVELLT
TEHA,

IPsec ) E— F 7O REHETOT 74U, [Basic]l] 2 7

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[IPSec (IKEvl) Connection
Profiles] > [Add/Edit] > [Basic] @ [Add or Edit IPsec Remote Access Connection Profile Basic] # 1 7
7 IRy 7 AEMHT D & L2TP-IPsec 27 T, IPsec IKEvl VPN Bt ] O 35 J@ M % 3% i
TEET,

s [Name] : i 7' 2 7 7 A )L DA |,
* [IKE Peer Authentication] : IKE E'7 # 5% E L £,

* [Pre-shared key] : #&ft HOFRILAF—DELFRE L T, FRiLAXF—DREKREIT
128 ILF T,

* [Identity Certificate] : ID REFIE N E S 4L, BRI NTW 5 ID FERAE D4 il
Z 3L 9, [Manage] : [Manage Identity Certificates] %1 7 12 7 ‘l‘ v J ANHE E
o TOXATRI Ry 7 AT, BRUGEHEOTEMZBN, MWE, Hikk, =7
AR — b, BRTEET,

« [User Authentication] : = —H%# —FBFECHEHTH—"—DERAFE L 7, FEMR505
fE#I% [Advanced) £ 7 >3  TRETE £,

* [Server Group] : =—HW —FHFECHEHT LY —— V=T RN L EF, 774V
F& LOCAL T, LOCAL LIkDH—/S— 7 /L—F 28155 & | [Fallback] F = v
IRy T ANFIRTEDL LRV ET, == —T%BMNT 5I21%, [Manage]
NIV LET,
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. [Add/Edit Remote Access Connections] > [Advanced] > [General]

* [Fallback] : f§E L7z —"— Z)L—TFTEENELE LZHAIL, 22—V —§8FET
LOCAL Z{Ef+ 20 2 nERELE£7,

* [Client Address Assignment] : 7 7 A 7 > M@MEOFN Y Y TICEET D @A FEE L 7

« [DHCP Servers] : /4% DHCP y—_X—D P 7 RLAZFELET, AKTI0H
FTCOH—R—% ZA_X— X TCRY > TEMTE FT,

* [Client Address Pools] : FRIEFRFA DT KL A F—L%& 6HETHRELET, 7K
VA F— )V EEFET HITIE, [Select] RZ %27 U w7 LET,

« [Default Group Policy] : & 7 # /b b Z)L—7 KU > —(CB#$ 5 B2 E L9,

« [Group Policy] : Z D THHT AT 740 b ZN—F R o —Z@RLET, 7
7 4V b iZ DfltGrpPolicy T, Z D7 /—F KU 2 —ZBEIT 28 LW —7F
R —%EFT DT, [Manage]l 27 U v 7 LET,

* [Enable IPsec protocol] & [Enable L2TP over IPsec protocol] : ~ Okt CHEHT 57 v |k
VA IR L £,

[Add/Edit Remote Access Connections] > [Advanced] > [General]

TDEATa TRy 7 AEMH LT, AAAYV— _R—[ZETHIIC 22— =45 LA L T —
FHEEETANEINEIREL, SAU— NEHEAT A —F52EBELET,

« [Strip the realm from the username before passing it on to the AAA server] : = —% —% % AAA
P N—IZETHNC, Lrh (B NAA V) Za—F—2nbRETLUHE A 1 —T
NETZZT A E—=7 M LET, BRERFIC 2 — =4 0 L v MME 2 HIBRT 51213,
[StripRealm] F = v 7/ Ry 7 A% AN LET, LLLAIE, AAA GERE. #Frl. 74D
YT ) Oa—HF—ZITEMNMTEET, LIAICKHLTHED TV I X T @7ZTT
7, FBAUL. username@realm T3, 7= & 2I1E. JaneDoe@example.com T3, Z @ [Strip
Realm| F = v 7 Ry 7 A% FN2T 5 & BEEE2—F =4 DIRIZESNTITOIVET,
F 712 LI=A0E, username@realm L8 ERIZ DWW CRGEN TNV E T, +—3—T
TUIZEMTCERVWGRIT, ZO0F =y IRy 7 RA2FNTTHUERH Y £7,
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A

[Add/Edit Remote Access Connections] > [Advanced] > [General] .

GE)

N

VIVAE TN =T D) 2a—F—ZITBINTEET, £05
By ASA T, AAABEREICK L T/ =T M & LV AICRGE &
NIRRT A=Z22HEHLES, o7y a o, ~—
P —L[@realm][<# 721X 1>7 NV—71 &2 0 £9 (1 -
JaneDoe@example.com#VPNGroup) , T DA 7T a » #RN LT
Bl IN—TTFTUIRELTHELR Z2HEATLILERD
DET, ZhiE, @B VA ATIIXELTHEHEINTWDY
BASAN @EIN—T TV IZELEINTE 72005 TT,

ASA 121X, user@grouppolicy DH AR — MIFENEH A,
L2TP/IPsec 7 7 A 7 > M2 23, user@tunnelgroup 41 L7 k>
ALy F U T HEYR—FLTWET,

* [Strip the group from the username before passing it on to the AAA server] : = —H—4 % AAA

P N—ZETHNS, LA (FERAAL V) 2a2—F— 5%7%%5’?%“3‘5@@%4*_
NEFIFIT 4 =T M LE S, REEFIC—F —& D 7 — T4 ZHIRT 5 121%, [Strip
Group]| F = v 7 R v 7 175:7]‘/ LET, ZDOA 7T =3 &, [Enable Group Lookup] &~ v
IR AN LTS RICETA T, TV IFEHHL I/ NV—T 45—V —4I108
L. Group Lookup 7&4’7 TMZTDHE, ASAX, TV IXOEMNCH DL FHaT
Ta—WP—Z LR L, AUOLTE2TXTINV—TLEMIRLET, I NV—TF
VXTI @, #. BELO! T, @ Group Lookup DT 7 4 /b b TF, 2—P—4<F7V I
A>T N—T DT/ N—T 2 a—F—ZIZEMLES (f: JaneDoe@VPNGroup,
JaneDoe#VPNGroup <° JaneDoe! VPNGroup)

« [Password Management] : AAA —/3—7>5 D account-disabled 1 > 27— % O LE X (2R

THNTA=L L =P =TT /AT — FEIREIAEFINZEET 23T A — X ZB0E
TEET,

* [Enable notification upon password expiration to allow user to change password] : Z D F =

IRy I RAEd AT DHE, WD2ODONRT A—ERFIATEL X910 £, ~
AU — FRHIREINICR 2 F TOREDO ABEIEEL, TOREZTHIOR DR 74
VIR YTl R D0, EIFNAT — RAHIREIIC R D E I — =T
WA 20 Z2BINTE LT, 7740 TR, SAT— FRHIREINICR D XD 14
ARfC2—Y—~o@mmabisa L, Uk, 2—F =N 2RV — RE2EETT5ETHHA
WENT D LD ICRE STV ET, #PAIE 1~ 180 H T,

G¥)

OB L 5> TRRAT— ROWIRBEIN S ETORBNEDD
DOTIERL . WENRA X =T MIRDETTHD LWV HICHEE
LTSN, ZoF7var 2@ RT25503, BERLEET
HRENRH Y 9,
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B e s5070 7 rLRERE

WPHOBETH, RSN SR T — RSB 57 & & ASA Tl —
PolZ L HNA T — ROLENTRETT, BATO/ AT — FAKE L TORVEA,
AP I DART— REHEAL TR A v LT 5 2 LB TE £,

ZDNRTA—=HE, ZDOX D 7piEAEEE L VR — h 35 RADIUS., RADIUS %fiis NT
P — 3—_ LDAP — =72 XD AAA — X—THLZ T, RADIUS £ 721X LDAP
SREENRE SN TWVRWES, ASA Tlio oo~y RREHIHET,

Z DOHERETIX. MS-CHAPV2 29 20 ENH Y £9°,

IKEV1 V 547> b7 FLRIERE

JIAT T RLAEDORTEIZITXTOI AT v MR a7 7 A V@, £
ICOWTIE, #7757 A0N, 2I9A4T 2 7T RLARE (70 2—2) Z2BRLTLEE
/AN

IKEV1 #7022 74 )L, BEE

DX AT iRy 7 A%, IPsec on Remote Access 18 X OF Site-to-Site + > R/ ZIL—T D
BIERENET, ZOXATRT Ry 7 ATOREIL, ASARKIZE-S T OB 7T v 7
AN (b Zn—7) ICEHShET, A2 =7 =2 AT LIGGREY—— Z—7
ZRET HITIE, [Advanced]| 27 U v 7 LET, ZOXA TR IRy 7 ATIE, ROJEMEEZH
ETEET,

« [Authentication Server Group] : LOCAL 7' /v —=>" (57 %)V ) 732 EOF|H ATRE 72 BGEY—
Ne T N—T%—BaRK AR L E T, None HiERATRETT, None F721% Local LIS 25415
% & . [Use LOCAL if Server Group Fails] = v 7R v 7 ANRFIFATE 5 L 512720 £9°,

« [Use LOCAL if Server Group fails] : Authentication Server Group JEIEIZ X > THRE SNz /
N—T THEEDFEAELIZHEIT. LOCAL 7 —F N—=ZA~D T 4 — /Sy J e R—T )L
FRET 4 =TI LET,

[Enable Group Lookup] R v 7 A% A 712§ 5 &, 22— - DORIZHES BRELZ R E TE
%9, [Enable Group Lookup] 78 v 77 A & [Strip Group] Difi iz 4 123D L, AAA Y—
N=TTN—=THBHIMEN 2= —DFT —ZRX—RAEHERF LR D, AR ——
BDIRIESNT2—F—ZFIETH LN TEET,

IKEV1 #8507 74 )L, 27

BAIDORETTXTDOI TAT > "M T 1 7 7 A W@ T, 3ROV TIE, AnyConnect
7 I7AT v MMERT 0T 7 A0, BREENE (73 =) ZZRLTIIEE0,
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KE 5 T0 o740, 7hoovr4vy |

IKEV1 R D7 AL, ThooTa429

THI T 4 TOREITTRITOISAT v N e 7 7 A V@ T, Zfz oV T
. BT e T AN, TR T o7 (83 09—) ABBL TR,

IKEV1 %7027 74 JL. IPsec

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [ Psec(IK Ev1l) Connection
Profiles] > [Add/Edi] > [Advanced] > [| Psec]

* [Send certificate chain] : GEBlET = —V RIKOEFEEA X —T NV EIXT 4 B—TMICL
FT, ZOT 7 v a it — FEHEBL LOREENOTXTO L CAREHENE F
IWET,

* [IKE Peer ID Validation] : IKE ©¥'7 ID RGE% AR 20>, HHET D0, HDHWITGEHE
WCESTHR—=FENTWEHEICETTF =y 7 THNERIRLET,

s [IKEKeep Alive] : ISAKMP ¥ —7"7 74 7 =XV T A F—TMILTHELET,
* [Disable Keep Alives] : ISAKMP ¥ — 77 7 A 7% A F—T7 NVEET =7 ML
£,

* [Monitor Keep Alives] : ISAKMP ¥ —77 54 7 &€= U > T A FX—T)VE LT «
=T M LET, TOF T a UEIEIRT H & [Confidence Interval] 7  —/L K &
[Retry Interval] 7 4 —/L RSFIHTE 5 X 912720 £,

+ [Confidence Interval] : ISAKMP % —7"7 7 4 7 OEfEMREEZfHE L E7, T, ASA
M¥—TTIATE=RY) T HFETHETIS, ETRT A RVIREZETE 5
BEcd, R/ 108, K300 T, VE—KTI7ER TL—TDFT 7 4L M
300 T,

* [Retry Interval] : ISAKMP % —7"7 A4 7DV b7 A MO EZRELET, T
7 v MEIX 2 B TT,

* [Head end will never initiate keepalive monitoring] : &4+ ~D ASA BNX—7T 7 A 7
F=Z VTR LRV E S ITHRELET,

IKEV1 %t 70 2 7 1 JL. IPsec. IKEEBEL

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [ Psec(IK Ev1l) Connection
Profiles] > [Add/Edi] > [Advanced] >[I Psec] > [I KE Authentication]

* [Default Mode] : EFCO none, xauth, F721% hybrid 7057 7 4 /L b OFBFEE — R Z @R T
TET,

* [Interface-Specific Mode] : F8GEE— K& A VX —T = A AT LIZHRELE T,

+ [Add/Edit/Delete] : [Interface/Authentication Modes] 7— 7 /W Iz LT, #R L7721 >
B —T 2 A A LFBIET— ROLT Z B IARE/MIEEL £,
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. IKEVI 8T 077 A )L, IPsec. V547> b VI b7 DEH

* [Interface] : ARIfTE A L F—T =2 A AZBRLES, T 74NV DA F—T x4
Aldinside & outside T2, BIDA L H—T oA AL R E LTGAIZIE. T D4H]
NY A MIFERENET,

* [Authentication Mode] : 7@ none, xauth, F 721X hybrid 70 HFEAFE— FZ#IRTX
\i —g—O

IKEVI s O 274 J)L, IPsec. 95472 YIT MO T7DEH

[Configuration] > [Remote Access VPN] > [Network (Client) Access] >[I Psec(IK Ev1) Connection
Profiles] > [Add/Edi] > [Advanced] > [I Psec] > [Client Software Update]

[Client VPN Software Update Table] : f > A h—/LINTWH% 7 FA4 T VPN Y7 hU =
TN —=NZOWTC, VTIAT U MNEAT VPN ITA T DO EYa Ly, BLOS A—
VURLEZ —EFRRLET, 7 I7A T N EA T, FRIENDI2 74T N7 o=
TUVEYVare, WEUSLTC, Y7 T Ty 77— REX U u—RT%5URL £/
LIPT7 RVAZRETEET, 2747 8 T v 7T —hk AH=A2L (Client Update % A 7
0 ZR 7 ANFEHEREAH 0 £) X, ZOEREMH LT, £ VPN 27 T4 7 > k)
RIUEYa  LoYLTERITSNTNDNE S D, W THIUX, @A ve—T T v 7T —
NAB=A L%, BROY 7 "o 2T E2FATLTWDET T4 7 > MIRMET 008 5 vzl
LET,

* [Client Type] : VPN 7 A4 7 > ks XA T &AL E 7,
* [VPN ClientRevisions] : iFARSNDH VPN T4 T hDOY EY a v LULERELET,

* [Location URL] : IR VPN 7 A4 T N VY7 b =T A A=V R KX 70— RKT&5
URLEZIIIPT RLRAZEELET, X470 TRy I ARX—ADVPNI ZA4 T RO
%6, URL X http:// 721X https:// E W HEXTT, 77472k F— KD ASA 5505 C
%, URL (Z tfip:// B TH DN H Y £,

IKEv1 #£%t 70 2 7 1 JL. PPP

Z O IKEvV] #5717 7 A A& LT PPP #2§t TRFAI SN DREBRET 1 b 2V ARTET 51T
¥, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection
Profiles] > [Add/Edit] > [Advanced] > [PPP] Z B & £,

TOEATa TRy 7 AE, IPsecIKEvl VE— N7 728G T 7 7 A VT EA SN
F9,

* [CHAP] : PPP ##%¢ C CHAP 7'&2 h 2V O %A Fr—7 LIZ L E T,
« [MS-CHAP-V1] : PPP #f5t C MS-CHAP-V1 7' 11 f a /LD & A X —7 /WIZ LE7,
« [MS-CHAP-V2] : PPP #f5t C MS-CHAP-V2 7' 11 h 2 /LDl % A X —7 /WIZ L £,

« [PAP] : PPP ##t CPAP 711 b a VD2 A X —7 M LET,
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« [EAP-PROXY] : PPP #4f¢ C EAP-PROXY 7' 12 h 2 VDl % A % —7WIZ L £9, EAP
IZ. Extensible Authentication protocol (JEIEFRREZ'® kL) ZERL ET,

IKEV2 402774 JL

IKEV2 it 7' 7 7 A JL"ClE, Cisco Secure Client ™ AnyConnect VPN & ¥ = — /L2575 EAP,
FEAENR—Z . B OFEHEF— X2 ORWFEE EE LTI, ASDM OFRE/ SRV,
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection
Profiles] T,

s [Access Interfaces] : IPsec 7 7 B A TA R—T W T DA F—T = A&ERLET, T
7N b TR, T ERAFRIME RSN TV ERE A,

* [Bypass interface access lists for inbound VPN sessions] : {5 VPNt v a > DA ¥4 —7 =
AARATIHAYRNENRNANRNRATHIZNE, ZOF=v IRy 7 AF A LET, J—
TRV —BLOP2—YF =RV —DT 7 A VANMITRTO T 7 4 v ZITHICHE
HInE7d,

« [Connection Profiles] : BEfED IPsec HEfi DR EH /3T A — X 2R TERLET,
[Connection Profiles] 7 — 7 /WIZIE, #iAR Y > —Z2WET H L a— KRR RINET,
DO a—RIZE>T, TOBHROT 74V b ZNA—TRY =gl Eingd, La—
RiZiE 7w ha V@G OBk T A= PREENTHNET, T—7 ML ROD T LR
b FET,

* [Name] : IPsec #t DA RIE /21T P 7 KL AZfRE L T,

s [IKEvV2 Enabled] : A 272> T 541, IKEV2 7’1 b I LR 2 —T )LiZ72 > T
WHZEERLET,

* [Authentication Server Group] : #alE\ZfEH T 5 —/"— Z L —T D4R ZEE L £ T,
s [Group Policy] : Z @ IPsec #fi D 7 —7" 7R > —DA R~ LET,

N

GE)  [Delete] : IR L7 —_— T N—T%T7—T A0 LHIBRLET,
g snT, LVELLTEEEA,

IPsec IKEv2 #£#: 7027 7 1 JL : [Basic] & 7

[Add or Edit IPsec Remote Access Connection Profile Basic] % 4 7 12 7 7R v 7 A Tld, IPsec IKEv2
oW EMEARE LE T,

* [Name] : #&fpida 24P E L £ 7
« [IKE Peer Authentication] : IKE &7 # 3% E L £,
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B psecke2 57077 40 : [Basicl 2 T

s [Pre-shared key] : ¥t HOFRIFEAXF—DEEZHE L ET, FaitfAF—DRKEIX
128 ILF T,

* [Enable Certificate Authentication] : A ZF % & FAEICGEAZFRZEH TE £,

* [Enable peer authentication using EAP] : 2T 5 &, FRAEICEAP 2 TE E4, 2
DF = IRy 7 A F A LT j: v —J1 LiRE Lufh%%%{iﬁﬁj—ézgﬁ)%
D ET,

[Send an EAP identity request to the client] : UE— K 727 EAXA VPN 27 74 7 MNZ EAP
POREELR 2 HME TE X T,

* [Mobike RRC] : Mobike RRC % A %h/HEshic L £ 9,

* [Enable Return Routability Check for mobike] : Mobike 23 H N2 72 > TV 5 IKE/IPSEC &
X2 VT TV —a BRI AT IV I IPT FVAOER=F =y 7§
% Return Routability % A %0/E0Z LE T,

* [User Authentication] : == —#—gBAECHEHT 52— "—DFRAFEE L £7, M
THHIL [Advanced] 7 2 a V CRETE £ 7,

s [Server Group] : = —H —FBAECHEAT 29— N"— F L —TERINLET, 77 4/L
NI LOCAL T9, LOCAL LS DH— 33— F)—TF %8I 5 & | [Fallback] T =
IRy 7 APEIRTED L D270 £,

* [Manage] : [Configure AAA Server Group] % A 7 2 7R v 7 AN E £,
« [Fallback] : & L7z ¥ —/N— L —7 CREENEAE LA, 22— —&GF
LOCAL il 2L 5 hafiE L7,
* [Client Address Assignment] : 27 7 A 7 > MNEMEOFI Y 4 TIZRE T 5 @EZIEE L £,

« [DHCP Servers] : /4% DHCP y—_X—D P 7 RLAZFELET, AKTI0H
FTCOH—N—% ZAR_X— 2 CRY > TBINTEX ET,

* [Client Address Pools] : SRIEFRFHDT RLA F—)L & 6l E THE L E7, [Select]
7V v 73 5L, [Address Pools] 4 7 a7 AR v 7 ANEE ET,
* [Default Group Policy] : 7 7 # /L b Z)L—"7" 7RI > —(ZfH#T 2 BHZEE L 7,

* [Group Policy] : Z DR CHEAT LT 74V s I N—7 KUY v—&@RLET, T
7 v M & DltGrpPolicy T,

+ [Manage] : [Configure Group Policies] # A 7 2 7R v 7 ANRPE E7, ZOXA T/
Ry 7 AT, ZV—7 K o—%iBM, e, EFHBRTEET,

* [Client Protocols] : Z Dkt CHET 571 ha L2 &INLET, T 740 F Tk
IPsec & L2TP over IPsec Dl 73 EIN SN CV\vET,
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IPsec ') E— + 79 £ RA#E#H 07 7 1 JL : [Advanced] > [IPsec] 7 7 .

* [Enable IKEv2 Protocol] : UE—k 727 A7 07 7 A VAT 5 IKEv2 7 1
MarzAf x—7 M LET, THE, BEEERLEZIA—TFY —DEMET
‘a_O

IPsec ') E— b 7Y R T 0T 7 1)L : [Advanced] > [IPsec] & 7'

IPsec (IKEv2) #f5i7 17 7 A LD [IPsec] 7 — 7 /VIZIRD 7 4 —/V R’ D £97,

* [Send certificate chain] : FEFHET = — L BIEDREFEEZ A X —T NV E1IET 4 =T MITT
DHEICA N LET, ZOT 7 v a iliE, — FEEIFEB KORENO T X TO T
CAGEHEN G ENET,

* [IKE Peer ID Validation] : IKE ©'7 ID OF&MMEEF = v 7 Ligunn, BHET D0, HD
WITREEIC L o THR— FENTWAHEICTF = v 7 50 Ray FZ 7 U A )
LB L ET,

O —
IPsec 7= SSLVPNIEHE T O T 7 4 ILADIEBAZED < v
E>Y
ASA X, 7T A7 > PAEBERGEC X D IPsec ¥t ERE2ZET D L. RESNTWVDHRY
It CEERICESR T e 7 s AN EE D Y CTET, TORY —iF, RELIA—L A
HTx, SFHEOU 74—V K, IKEID (FA R4, IPT RL A, ¥—IDAY) . E7TIPT

RUVA, 3T 74V MMEi T 0 7 7 A VESH CTEX E7, SSLEFRDOLA. ASAITRE S
NTWBIL— LT 2R L £,

J— )V 2 5 IPsec #aft £ 721X SSLEEE DIBA . ASAIZ—H T2 HLDONAO0D £ T/L—
Mk U CREEDORBMEZFHME L £ 9, — 8T DV —ANREOND & ZDON—/ VBT
bR 0 7 7 A VEBRRICEID Y TET, —HET DL AREAONLRVEE, ASA
X, T4 OB v 7 7 AL (IPsec D54 1T DefaultRAGroup, SSL VPN DA 1T
DefaultWEBVPNGroup) Z##ElCHID M TET, 2—H—L, a7 7 A LnA x—7 L
W2 TWIUE, R—=F L XR=VIZRRIND Ray 7 Xy VA ML LZOE R TR 7 7
ANEBIRTEET, 0w T 7 7 A VOEER & 1 FRAT-BEOR L. EHENER)
MEIIM, FLTHER T 0 7 7 A VORIFREICL > TR 7,

RY =BT DREHE V=718, GEAEL =P —DOMER I N — T 2K E T D T DI
TLhEEERLET,

[Policy] XA > CHET LRI U —%HELET, BMET L — L E2RIRT 58413, [Rules]
R ANBE L TL—LEHEELET,

SfBREAERETA D 7AIL Iy T, RY o —

IPsec FEfEICHN T, RNY =2 BT DEHE S L—T713, FSEAEL—Y — DRI LV—7
ERETHEODIHERT A HEEZERLET, ZRHORY —0OREHHIX, [Configuration]
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> [Remote Access VPN] > [Network (Client) Access]> [Advanced] > [IPsec] > [Certificate to
Connection Profile Maps] > [Policy] Ti% & L £

» [Use the configured rules to match a certificate to a group] : [Rules] TEF L7z — /L &2 T
% i ﬂ—o

* [Use the certificate OU field to determine the group] : fff—>~=~ ~ 7+ —/L R&MEH L T,
AEAEIC BT 27— 2 IRETEET, ZOREF, 774/ b TEHAAIR>THE
j—O

* [Use the IKE identity to determine the group] : [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Advanced] > [IPsec] > [IKE Parameters] T L7= ID 2 T& £,
IKEID/Z, IP7 FL A, ¥—IDICkV, $-I3HBTIHEEESNET,

« [Use the peer IP address to determine the group] : E7 D IP 7 L AZEATE £4, Z O
ElX, T 74NV R THUACR o TVET,

* [Default to Connection Profile] : EDHFIEIZ S —H L 22> G EIERT 5, FEE—
V=DT T4V b TN—TZ@RTEET, TOREL, 774V b THUTR>TNE
T [Default)lZHDT 74N IN—T%27 )27 LT, YA V—T{LLET, &
ENNZZ N—TBDRETT, U A MNIZT —T 37204 1E, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Group Policies] T/ /N —7 % EFT D LE N H Y
£

SIBEESE T D 7A4IL Ty TDIL—IL

IPsec R IC BN T, AU P —IZ BT DFEHEI NV —T13, GEHEL—Y —DHERI V—7
ERPET DDA T 2 HEEZERLES, 7277 AV~ > 71X, [Configuration]>[Remote
Access VPN] > [Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile
Maps] > [Rules] CTYERK L £79°,

TS, NTIE, FFRAEE T 0 T AN~y T DY A Ny B SRR ENE T,

RERAEMEZ IO I 7ML Ty T, SIREREIL—ILEEDIENM
B o7 s ANV ET o BT NIy T T~y T T Ty AV EERLET,
* [Map] : IROWFTIERIRL £,
* [Bxisting] : W —/VE GO DL~y T OLFTEZENL £,
o [New] : L—DF LW~y T84 EASLET,
* [Priority] : 10 ¥t AJ) LT, #ERZ 2T - 7c & T ASA B3~ v 7 &7 Hi 4 5 IH

FaEELET, ERINTWARENDOL—ALDOT 74 7344V F 4110 T,
ASA T B 2 FE T A BRI, EBAREM R BN R /NS W~y T BRI L £,

« [Mapped to Connection Profile] : LAR{IX [ > Z—7 ) LA TCW e 70 7 7 A
NEBBRLT, ZOAL— vy B 7 LET,
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RO TR T D~ v T ~DONL— N EEOE) B TEITHRVEE, ASAIZTDO~y T T
MY ZRRLET

Configure a certificate matching rule criterion

% Add Certificate Matchin

Rule Priority: 30
Mapped to Group: DefaultR&aGroup

Field Component Operator Yalue
Subject j I-- ‘Whole Field -- LI IEquaIs Ll I
o
0K I Cancel | Help | %
o
g% Edit Certificate Matching Rule Criterion x|
Configure a certificate matching rule criterion
Fule Priority: a0
Mapped ko Group; DefaultRAGroup
Field Component Operator Yalue
Subject ;I I—— Whole Field -- LI IEquaIs ;I ItestZDD
&
ok I Cancel | Help | -
o

STEHEZERES)L—ILEEDEN/ARE
ZDOFATa TRy A, EERT e T 7 A I~ v VL T A RERFEIAER A L — L EEUE A 3R
TTAEDIHERLET,

* [RulePriority] : (FRARHH) #EREZZ TR -7 & ZITASADN~ v 7 Z i 2 IEF,
ASA IR B 2 RN D BRIC, BIRIRME BN R b/ WY v T BRI L £ 7,

* [Mapped to Group] : (FE/REH) A—/LRNEH Y L TOENTWLER e 7 7 1L,
e [Field] : Fmy 7 X7y UR D, dHliT 2REEDOH S 2RI L 5,

* [Subject] : REFAZEZM AT D2 —WF—F 71T AT L, CADN— MEHEOE AL,
Subject & Issuer 23[A U T,

* [Alternative Subject] : 7 ¥ = 7 MUEAILIRIZE Y . BT 5 ID ZFEHEO Y7
T/ MINA U RTEET,

o [Issuer] : REBHEZRIT L7 CA £oidtho =7 7 4 (FfExL) |
* [ExtendedKey Usage] : —E DM & L THRINTE 5, L0 mERKELRMILT L7 F
A7 v FREE ORI,

* [Component] :  ([Subject of Issuer] BN ENTWAGAIZOABHINET) . L— T
AT LA4 2 AR —F 2 FEROF NS F,

| —ferarz N EE I}
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DN2s—ILF

E&

Whole Field

DN 1A,

Country (C)

2 WFOEAMEEE, E4 2 — KX, 1SO 3166 [EABEFEICHEL L TV E
KR

Common Name (CN)

L= VAT L ZOMOTUT 4T 4 OA4HT. ZHUE, 1D EE
O L b BEAMEDE) LV T,

DN Qualifier (DNQ)

H7E O DN B,

E-mail Address (EA)

SEHEZAT D= —, VAT A, FEET T 4T A DEFA—

VT KL A,

Generational Qualifier
(GENQ)

Jr. Sr.. E721T 10 72 & o NERR T

Given Name (GN)

FEAEFTAE 04T (B) .

Initials (1) REREPT A Ok & 44 DFRA) D LF,
Locality (L) KRS PTET D AT,
Name (N) RERET AR #F D4 i,

Organization (O)

2tb, A, RS, e, Totho= T 47 4 DA,

Organizational Unit
(ouv)

FEEN O T T —TF

Serial Number (SER)

AEAEO Y T VE T,

Surname (SN)

AEWE AT A DL,

State/Province (S/P)

FRRDSFTET D NI,

Title (T) FREEFTAEE O, (Dr. 72 &) |
User ID (UID) SERAEFTAE O ID F 5,

Unstructured Name
(UNAME)

unstructuredName @2 A 713, 72 =7 b O£ REiZ (L ASCII
SCFHE L THRELET,

IP Address (IP)

IP7T RLR 74—,

* [Operator] :
* [Equals] :

¢ [Contains] :

7 VPN B

N—/V TS 2 A 2RI £,
RIEEH T 4 —/V FIMEICGEE BT 2 0ERH Y £7,
REFEHLT A=V FIEPREENTOVDLERDHY 7,
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* [Does Not Equal] : BEH4A 7 4 —/V FAMEE —E LWL I LET,
+ [Does Not Contain] : JAEE4 7 4 —/V RIEN G ENRNE DI LET,
* [Value] : 255 L5 COHRPATHEE FOAT V=7 F&ETE L £9, Extended Key Usage

BREDGE. Fuy7Z 7 U A N THEAERSNIEOWT a4 57, ok
D OID Z AN TE £, FATELZSNIATRDO LBV TT,

EIREE F—ERAOBM 0ID X3
clientauth 547 FEES 1.3.6.1.5.5.7.3.2
codesigning o— NEA4 1.3.6.1.5.5.7.33
emailprotection LERINET A — LV R# 1.3.6.1.5.5.7.3.4
ocspsigning OCSP £ 4, 1.3.6.1.5.5.7.3.9
serverauth H— N —3H3 1.3.6.1.5.5.7.3.1
timestamping BAINAE T 1.3.6.1.5.5.7.3.8

Site-to-Site IEfc O 77 1)L

[Connection Profiles] & A 7 12 77K v 77 Z1Z1&, BIfERRE 4TV 5 Site-to-Site #fit 7' 2 7 7 A
V(RN T N—T) ODRMENRFERENET, ZOXAT r TRy 7 AT L, #i
T T ANBERRNT L EESIERT AT Y IZERIRLIZD, 87w 7 7 A VBN,
BE FELITHBRELEZD T L TEET,

ASA TlX, IPv4 E£721% IPv6 @ IPsec LAN-to-LAN VPN #5%¢1% IKEv] £ 721X IKEV2 2 L T
PR—rEN, NERy hU—7 ARy P U =7 I 3NEB L O IP ~y X —% i L
THHR—FrENET,

[Site to Site Connection Profile] XA > D7 4 —JL F

* [AccessInterfaces] : f > H—T7 = A ADYE— M ET TN AL -TCT IV BATEST
NRAAAL VB =T 2 A ADT—TVNRERINET,

s [Interface] : 77 A A X—TNELIET 4 E—TNMIT DT NA AL L H—T =
1A,

* [Allow IKEv1 Access] : BT 7 /34 A2 5 IPsecIKEvl 77 B A% A 32 —T NWIZT D
BEICA I LET,

* [Allow IKEV2 Access] : E'7 7 /34 AZX 5 IPsecIKEV2 77 B A% A FX—T NWIZT D
BRI A T LET,

| —ferarz N EE I}
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« [Connection Profiles] : 7’1 7 7 A /L% BN, #RtE. EITHIBRTE 288727 7 A LD
— I NERRLET,

* [Add] : [Add IPsec Site-to-Site connection profile] %A 7 1 77K v 7 AP & £,
« [Edit] : [Edit IPsec Site-to-Site connection profile] Z 4 7 & 77K v 7 AN & 97,

* [Delete] : SR L7cBi 7 2 7 7 AV ZHIBR L £ 97, MRS T, COELL TS EE
/Uo

o [Name] : #&fc 7" = 7 7 A /L DA,

o [Interface] : B 7' 0 7 7 A VA X—T NI > TWDA LV H—T = A A,
* [Local Network] : 2—H/L v hT—ZDIP T RLAEZELET,

* [Remote Network] : YE— K Ry hT—=7DIP 7 RLAZEELET,

* [IKEv1 Enabled] : #7127 7 A /WIZx L TA F— T W72 > TWAH IKEV] 23R L
EJ e

* [IKEv2 Enabled] : #7107 7 A LTk L CTA R — T 72 5 TV D IKEV2 KR L
E3e

o [Group Policy] : ¥t 70 7 7 A VDT 7 4N ks T NA—T KR —%FKRLET,

Site-to-Site IEfE TR T 7 4 ILDEMFE 1= LFFRE

[Add or Edit IPsec Site-to-Site Connection] & - 7 1 778 v 7 A Tl&, IPsec Site-to-Site #f5¢ 2 1Fk
FRIFAEECTEET, ZOXAT IRy 7 AT, IPT FLR (IPv4 £721XIPv6) DIEE.
BERLA DIRTE, A v ¥ — 7 = A AR IKEvl ET7 B LWIKEV2 7 & a2 —F—3RFE "7
A—ZDRRE, RSNy N =7 DRRE, BIOW S L7 VT Y ZLDIEEEITHI Z &
MTEET,

\)

GE) YA MEIVPNES T 2 7 7 A VAT D256, B n 7 7 A VERE ., lEEEET
IZ¥% v 2L LET, [Apply] R ¥ /75>6§uﬁi%rénﬂ\éiﬁ/\  BEERELET,

2ODET ONER L USSR v N U — 27 BIPv4 DGHE (NEB L 091 v % —7 =1 A L
DT FUANRIPVADEE) . ASATIX, YA EidV— K/3—F 4 DET & D LAN-to-LAN
VPN #5i N iR — h & E 7,

IPv47 KL w7 EIPv6 7 KLy U U ZWNRIELTE, £33 _XTIPv6 7 RLy v v 7%
9 % LAN-to-LAN I DWW CiE, WO ET 28 ASA D4, BLOWFONEE » b
T—7 DT Ry 7 HFRN—H L THD54 (WH2 IPvd £ 7213 5725 IPve OEE)
. X2 VT 4T 7T 7 ATVPN b AR R—hSnET,

HARHNZIZ, WGTDOET R ASA DFE, RO bR v VY R—hShEd,

7 VPN B |
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Site-to-Site 16 70 7 7 A LoemErEE ]

* ASA ODNERA v hU—27 3 1Pvd T, AExr >y T —27 B IPv6 (NEA > ¥ —7 =4 A E
DT RLUANIPvA T, A v H—T =2 A A EDT KL AD IPv6)

* ASA ODNERA v BT —27 D3 1Pv6 T, Aixr > RU—27 B IPv4 (NEiA > ¥ —7 =4 A E
DT RLANRIPV6 T, A v H—T =2 A A DT KL A7) IPv4)

* ASA ODNERA v MU —27 D3 IPv6 T, AR v BT —27 B IPve (NERE L UMERA > & —
T2 A A EDOT KL AN IPV6)

[Basic] /XRILD T 4 —JL F

* [Peer IP Address] : IP 7 KL A (IPv4 £721XIPv6) ZFEEL., TDOT KL AEAXT 1 v
JIZTHMEIMERRETEET,

* [Connection Name] : Z D7 1 7 7 A MZHEI D BT HNIZART 2 FRE L £, Edit HEHE
DR TDT 4 —/v RITFTREMNTY, B4 3. [Peer IP Address] 7  —/L K THIE
ENDHIPT RLALREUCIZARD LR ETEET,

* [Interface] : ZDHEHETHMNT o4 0 F—T = A A2 RINL £,

* [Protected Networks] : ~ Dt CRrR#EINTWHIr—INLEBLIRVE—F Xy NU—7 %
BIREITEELET,

o [IP Address Type] : 7 RL AN IPvA 7 RLAEXIPV6 7 RLADWT N TH L0 %
BELET,

* [Local Network] : @ —/L %y NI =7 DIP 7 NLVALZRELET,

* [...] : [Browse Local Network] # A4 7 2 VAR v 7 ANMHEEST, ZOXA TRy
AT, m—=h Xy N —7 Z@RTEET,

* [Remote Network] : YE— K Ry NIV =27 DIP 7 RLAZEELET,
s [IPsec Enabling] : Z D72 7 7 A VDT NV—T KR — BIOZEDORY —THRE
Lz —%#7n FhaLzEELET,

* [Group Policy Name] : Z Ok 7 v 7 7 A WIZEH#EMS T O N TWAE T —F KR o —
ZHELET,

+ [Manage] : [Browse Remote Network] A 7 12 7/ 7/R v 7 ANRPHE E, ZOXA T s
RNy 7 ZATE, VE—F Ry MU= ZBIRTEET,

* [Enable IKEv1] : 8 E L7/ V—7 R o —CTH =57 1 b a/)L IKEvl A F—7
Mz LET,

* [Enable IKEV2] : ¥ E L7/ —7 R > —CTHF =7 0 b a2V IKEV2 A F—7
Mz LET,
* [IKEv1 Settings] % 7 : IKEvl OROFRERER L PGSR ELHE L £7,

s [Pre-sharedKey] : ~ >R/ 7 —7 OFFHA X —DEELfRE LET, Falax—
DIKRFNE 128 LFTT,
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* [Device Certificate] : 38E CHEAT 2 IDFEAENH H5E1E. TOL4RIEREELET,

* [Manage] : [Manage Identity Certificates] ¥ 1 7 2 7R v 7 ANHEEF, ZOXA 71

TRy 7 ATIE, T TICHRESNTWDHIFHEDE R, H LWGFHEDBIN, FFAE
OOz, BLOGTERAEORE FZZIFHIREZIT ) Z N TEET,

* [IKE Policy] : IKE 7 a2 R —H¥ /L CERAT K E(LT LT Y X A% 1 DLl EIEEL £

—g_o

* [Manage] : [Configure IKEv1 Proposals] # A 7 7 7' /R v 7 AN E £,

* [IPsec Proposal] : IPsec IKEvl 7' 7 AR —H /L CHEHT LK LT LY A A8% 1 2Lk

HELET,

« [IKEV2 Settings] % 7 : IKEv2 DR DFRFFRER L O 5L E 4B E L £,
s [Local Pre-shared Key] : k> /v Z)—T7 OFFHAF—DOELZIEELET, Faidk

BxX—ORKEIL 128 XFTT,

* [Local Device Certificate] : 38alE CHEH T 2 IDFERAENRH 25A1L. TO4RIEZfRE L

i‘j—o

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1
TRy 7 AT, T TICHRESNTWDAEHEDORR, B LWGEHE OB, FEHE
DFMOFTR, BLOGEAZTORE L TZITHIREZIT O 2N TEET,

* [Remote Peer Pre-shared Key] : b >R/ Z—70 VU E— h 7 HFHEXF—DESE

PEELET, BEAbE 2 — R KRR 128 XF T,

[Remote Peer Certiﬁcate Authentication] : Z Okt~ 17 7 7 A /LD IKEvV2 $55¢ FH D FEA
Elllh nE%‘fn%T‘j‘é \ [AllOWCd] ’i’ﬂ“/ﬂ: Lij‘o

* [Manage] : FEPAE DO FRSCHHAEAE DB % %17 T % % [Manage CA Certificates] &

AT a7 RREET,

¢ [RSAEL /Ny v 2 FNZT % (Enable RSA Signature Hash) ] : RSAZEA /Ny v =2 %

ﬁ%mfémi\_®%l/7f/7x%ﬁ/ LE9, RSAIZEEE(LO—FE T,

* [IKE Policy] : IKE 7’ mAR—H /L THHT 2057 V3 X o8% 1 DL ERREL

D

* [Manage] : [Configure IKEv1 Proposals] % 1 7 1 7' 7R > 7 ZA03F & 77,

* [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHiHT L7 /LY X A8% 1 DLk

RELET,

o [Select] : IKEV2 #5i DEEGi 7 0 7 7 A M T O iR—F L E2EN B THZ ENTED

[Select IPsec Proposals (Transform Sets)] % 4 7 12 7 7R v 7 AR X 97,

ZOERmRTa T 7 A MZIE, RONTA—=2HEHY ET,

7 VPN B
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o [7£# (Advanced) 1>[Z7 U7 h~w 7= KU (Crypto Map Entry) ], FERIZ DOV TIE,
Site-to-Site #ft 7 2 7 7 A )L, S~y 7 = b (107 X—) ZZRLTIEENY,

Site-to-Site k> RJL T IL—TF

ASDM <A > @ [F%E (Configuration) 1> [% 1 FH VPN (Site-to-Site VPN) > [F£
(Advanced) ]>[ k> */LZ /L —=7" (Tunnel Groups) ] Tl IPsec 1 MEHEHE 17 7 1 L
(hoxnZnN—"7) OFMEERELEY, £/2, IKE VT &ax—F =BG T A —F Dk

ROIKEX =TT 747 £=4 VU 7TORE. BEIOT 74V b ZA—TF KY —DERG

1ToOZ2ENTEET,

e [Name] : 2D b ¥ L Z—F 80 B TOHONARIZEE L ET, EditEOHA. 2
D7 4 —)v RIFRFREFEHTT,
* [IKE Authentication] : IKE &7 OFEGE T 2 FaiILA F—FB LV ID GEHE T A —#
ZHEELET,
s [Pre-sharedKey] : ~ > R/b Z—7 OFFiHAF—DOMELREE LET, Fafax—
DIKRFENL 128 LFTT,

* [Identity Certificate] : 7L CHEA T2 IDFEHENRH 2551, TO4ARIEZRELET,

* [Manage] : [Manage Identity Certificates] ¥ A 7 2 7R v 7 ANRHE ET, ZOX AT 1
TRy 7 AT, TTICRESNTWDREHEFEOERR, B LWGEEOBN, FEE
DFFMOFRR, B LOGEHFEOME L2 ITAIBRZIT ) Z LB TEET,

* [IKE Peer ID Validation] : IKE B 7 ID DAL F = v 750 E 5 NERELET,
7 7 # /v b i Required T3,
* [IPsec Enabling] : Z DO 70 7 7 A VDI N—T R — BLOZORY —THRE
L7 —R7r e ha L ziEE L ET,

+ [Group Policy Name] : & D 7 10 7 7 A WMIZEEAT BN TWDH T V—T R o—
EHRELET,

* [Manage] : [Browse Remote Network] ¥4 7 02 /7R v 7 A& £, ZoFXA 7w
Ry 7 ATE, VE—bF Ry FT—7 ZEINTE LT,

* [Enable IKEv1] : fEE L7/ N —7 R Y o —TH =71 k2L I[KEvl A Rx—7
M LET,

* [Enable IKEV2] : fEE L7/ V—7 R Y o —TH =71 a2 /L IKEV2 A R*—7
M LET,
* [IKEv1 Settings] # 7 : IKEvl OROFEGERER L OGS LR ELFEE L £7,

s [Pre-sharedKey] : k> RV 7 —T OHEFHAF—DMEEZfEE LET, FlaF—
DERET 128 XFTT,

* [Device Certificate] : 3RaE CHEHT 2 IDFEIENH H581L, COA4ARIZIEELET,

— 187 VPN B
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A

G¥) —@WoTa 7 A NI, T RRA IR IE— T I EAET
IZLAN-22E D MZHBTERWZ ERH Y 9, b7 i—
TERHABITE WG AE, T 74NV RT

tunnel-group-map default-group <tunnel-group-name>

ICRESNET (77 4/ MElT DefaultRAGroup T9)

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1
IRy 7 AT, TTICHRESNTWDIEHEFEOERR, B LWGEHEOBEMN, EHE
DFMOFTR, BRLOGEAZFORE L TZITHIREZITO) 2N TEET,

* [IKE Policy] : IKE 7' m AR —H /L CTHEHT LH 5T VT ) X L% 1 DL ERREL
R

* [Manage] : [Configure IKEv1 Proposals] % A 7 7 7R v 7 AN E £,
* [IPsec Proposal] : IPsec IKEvl 7' R —H )V CHERT AR BT VI Y X A% 1 2L E
BELET,
* [IKEv2 Settings] Z 7 : IKEv2 DR DFERER ER L O 5L EZHRE L £7,

* [Local Pre-shared Key] : k> R/ 7 —T7 OFFiHAF—DEEZEE L ET, Fardk
X —DRKRET 128 LFTT,

* [Local Device Certificate] : 38alE CHEH T 5 IDFEENH H5E1L. EO4RTEZFRE L
i—é—o

» [Manage] : [Manage Identity Certificates] ¥ 1 7 2 7R v 7 ANRAE £, ZOXA T
TRy 7 ATIE, T CICHE SN TWAHAEAZEOR R, Hr LWGEAZEOBN, FEIHE
DFFMIDFRIR, BILOGEHAFORE L IIHIRETT) Z LB TEET,

» [Remote Peer Pre-shared Key] : b > %/ 7 /—7 DU E— k €7 FHaiFF—DEE
FBELEYT, FREAF—DORKEIL 128 XF T,

+ [Remote Peer Certificate Authentication] : = D~ 1 7 7 A /LD IKEvV2 #&#5¢ FH O FEA
FRAA AT HITHL, [Allowed] &4 12 LET,

* [Manage] : REBIEDORRLHBIGEI FE DB %A 51T T X % [Manage CA Certificates] %
AT TBHEET,

* [IKE Policy] : IKE 7 m AR —V /L TCHEHT LB 5T V3 ) X% 1 DL ERREL
R

* [Manage] : [Configure IKEv1 Proposals] % 1 7 2 77K > 7 A3 & 97,

* [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHEHTLEE/ALT VT Y X A8% 1 2L
BELET,
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s [Select] : IKEV2 #ft DR 70 7 7 A MZ T B R—F L EZED B TH ENTED
[Select IPsec Proposals (Transform Sets)] % 4 7 12 778 v 7 AN & 97,

* [IKE Keepalive] : IKE ¥ —7"7 54 7 E=X2 J v Th A F—T ML, REZITVET,
WDBIEDOT S 1 SRR TE £,

* [Disable Keep Alives] : IKE X —7 7 74 75 A X —T7NVEIIT 48— MICLE
‘a—c

* [MonitorKeep Alives] : IKE X —7"7 74 7 =4V T A X—TNVEIIIT 4 E—
TMIZLET, ZOF T arEERT B L, [Confidence Interval] 7 ¢ — /L K & [Retry
Interval] 7 4 —/V FBFIHATE L XL 912720 £7,

* [Confidence Interval] : IKE &% —7"7 7 A 7 OEHEMREEHEE LEd, Ziuid, ASA N
X—TTIATE=F Y T EBMT HETIZ, ETHBT A RVIREZAkE CE 581
e, mAh10F, K300 TY, VUE—FT 78R ITNN—TDT 740 ME10
BT,

o [RetryInterval] : IKEX—7"7 747DV T A HOHEREEEELET, T 741
MEIZ 2 BT,

* [Head end will never initiate keepalive monitoring] : 44 A ~D ASA BNX—7T 7 A 7
F=H VTG LRV I ITRELET,

Site-to-Site IEfE A 77 A )L, EEET v T T K

ZOEATa s Ry 7 AT, BUED Site-to-Site ks 71 7 7 A L DIEE T A—H BHEEL
F7,

* [Priority] : ~EO7T7AA VT 4 (1~65543, 1 BIREDT 744V T 1) o IKERTY
T arpBthENS L, XAV — a VEBBTAE T REDORY —F_TE Y
E—FMETIWZERFLES, VE—F ETIE, —HTLHRY =RV E S0, AT
DRV =T TAX YT A MAITHRE L ET,

* [Perfect Forward Secrecy] : HiiE D IPsec SA D F — MO FEFE R (thoxF—72 L) »HE
HENTHDOTRNWZ EEFFELE T, PFSICL D, WBEENX—E2 I c&mL LT
b, ZOF—bMOF—EEHTERNEIICLET, PRS2 X—7/LIIT 5L,
Diffie-Hellman Group Y A "3 7 7 7 4 712720 £,

« [Diffie-Hellman Group] : 2 2@ IPsec £'7 25, fHAICHAREF R L iRET 5 2 &7 <
HHMEEREZEHT H7-DIEHT 5 ID, Group1 (768 £ k) | Group2 (1024
By b)) . BEOGroup5 (1536 B k) OHFMNLERLET,

« [Enable NAT-T] : Z ™7 U 2 —® NAT Traversal (NAT-T) %A x—7/LiZ L9, ZHhiZ

X0 IPsec 7 1E, NAT T /34 A% S LTV E— bk 77 ¥ &L LAN-to-LAN D i )7 D#EEfE
AR TEET,

AL |
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« [Enable Reverse Route Injection] : U E—hF R RALDTZ L RKRA U ML THR#EINT

WHFXY NT—T EARANDONV—TFT 47 TakvRZ, A¥T 4 v 7 L— MBRHBBIC
FHASND LT DI ENTEET,

* [Security Association Lifetime] : ¥ =2 U7 4 7Y m— 3 (SA) OWIMZHRE L E

T, ZONRFGA—=FIZLD, IPsecSAF—DT A T7EZA LOWEBRMNEIEELET, 71
7 Z A ML, IPsec SA BHIREINIC /2 5 F TOEFSHMA TR L, FILnF—LFHXx I
T— T HMLERDHY £,

¢ [Time] : ¢ (hh) | %3 (mm) . BROK (ss) BALTSADTA 7 XA LEtiELE
R
* [Traffic Volume] : ¥ 2/ NA NEALDO T 7 4 v 7 TSATAT7FA LEERLET,

PsecSADHIRYINIC R D ETONA B— RF—2DF (4 NEE AN LET, &
/JMEIX 100 KB, T 7 4/ MEIX 10000 KB, HRMEIX 2147483647 KB T,

» [Static Crypto Map Entry Parameters] : £°7 IP 7 K L A 73 Static {ZHE STV B HAEIT,

WROBIMANT A—Z Z2fHELET,

* [Connection Type] : #F Al S DR T =—3 = % bidirectional, answer-only, F7=
I% originate-only & L CHEE L £,

* [Send ID Cert. Chain] : fEFAETF = — B2IEDOEEFEZ A X —T M LET,

* [IKE Negotiation Mode] : SA, Main, F721% Aggressive DHF G, By N7 v 7 TH—
HHRELRTHLEOF—NERELET, XIv=—a VORGAPIEHRT 2
E—RFbREINET, WEAITZAEIR T — 3 0 LET, Aggressive T— NI
T, T 27y MBI E DR THZENTEETH, B —7 «
O ID IR SN EH A, Main E— RIEHT, 7y b EZHBREENR L 20 £
P, EEN—T 4 OID ZRELET, Z0F— FELVREMERELS. T 741 b
TSN TWET, [Aggressive] 83 % & | [Diffie-Hellman Group] U 2 R 237 7
T4 IR ET,

« [Diffie-Hellman Group] : 2 2@ IPsec £'7 25, fHAICHAREF R L iRET H 2 &7 <
HHWMEE RGN T D72 DIfEMAT 5 ID, Group1 (768 £~ k) | Group2 (1024
By h) . BEOGroup5 (1536 £ k) OFMNHEINL £,

CAGIFAE D EE

CAFFAZDEMIZ, VE— K 727 EBAVPN &3 MU VPN ICEHA S E T,

» Site-to_site DA : [IKE Peer Authentication] ® [Manage] 27 U v 7 9% &, [Manage CA
Certificates] Z A 7 12 7R v 7 AN & 77,

e UE— bk 77 A VPN TiX, [Certificate Management] > [CA Certificates] 7 U » 7 L
iﬁ‘O

7 VPN B
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Site-to-Site IEHR T O 77 A L. SEHEDA VX =)L .

ZOEAT TRy 7 A LT, IKE BT RAETH M ATRE7 CAREHED Y A hox |
Uz, For, B, WE. BILOHIERLE 3, [Manage CA Certificates] Z A 7 1 77K v 7 A |Z
I, FERAZEORITIE, REHEORITIT, IEAZEOAIIR, BLXORHT—# 72, BIERE
SNTWHIEHFEDOHE RS — BRI RINET,
* [Add or Edit] : [Install Certificate] &1 7 & 7' 78 v 7 A % 7= 1% [Edit Certificate] % 1 7 &2 77~ v
JANRREET, ZNHbDX ATl Ry 7 AT, FEHEOFREREE L., iFHELZ A
YA R—VTEET

* [Show Details] : 7 — 7 /L Ci&IRT HFEHEOFEMEHRZ R L E T,

* [Delete] : R LZREAEZ T —7 L 6HIBRLET, MBS, RVELLTEEY
/\Jo

Site-to-Site iIZft O T 7 M I, SEBAZDA VX —IL
COEATa Ry 7 AERFEHALTC, BTLWCATFHELZ A VA =L LE T, ROWTHN
DHETIEHELZREGE T £,
GERET s ANVESRLTCT 7 ANADDEAL A =L LET,
« HHTHESHE A D PEM EROEAET XA M2 ZOX A T Ry 7 ANDOR v 7 AZAE
DAHTET,

» [Use SCEP] : Simple Certificate Enrollment Protocol (SCEP) DA fEE L £7, fEIE
PF—EADT KA 1%, Windows Server 2003 7 7 X U THEITS £ 9, SCEP 71 k2L
OV HR—FERMEL, 2RIV 23D —FZBIOMOFRIF Y hT—27 T34 2
%, AEREAES TE LT,

* [SCEP URL: http://] : SCEP fF#D ¥ 7 > m— KJtd URL Z45E L £,
« [Retry Period] : SCEP 7 =V — [ D MZEF B A2 5% CHE L £7°,
* [Retry Count] : U T A O KFAEEEFRE L X7,

+ [More Options] : [Configure Options for CA Certificate] % A 7 12 7' 7R v 7 AN E £,

ZOEAT TRy 7 AEFEHLT, 20 1IPsec VE—h 77 & AEHED CA FGEHEDOIFIC
BT 23MAfRELET, ZOXAMTRIRy J RCEENDLFAT 0T Ry 7 AL,
[Revocation Check], [CRL Retrieval Policy]., [CRL Retrieval Method], [OCSP Rules], X
[Advanced] T,

[Revocation Check] % A 7 v 778 v 7 A1, CAGEAZEIIMERICET 2 MAfRET 5729012
FERLES,
e F T ar REATKY | KRB OWCGEREE T = 7T EI N ERELE
77, [Do not check certificates for revocation] & 72 1% [Check Certificates for revocation] % @R L
\i—a—(}
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. Cisco Secure Client 1 A — > AnyConnect VPN £ 1 —)L

* [Revocation Methods area] : JzhT = v 7 23 5 515 (CRL £721£ OCSP) | B L%
NODHEEMEPTDIEFEEETCEET, WIhh—HEEImFOEZERNTE
R

Cisco Secure Client £ A — < AnyConnect VPN £ 21—

JL

[f%E (Configuration) 1>[VE— K7 27 & AVPN (Remote Access VPN) ]>[F v hT—2 (7
FA4 7 ) 727 A (Network (Client) Access) ]>[AnyConnect 7 7 A 7> Y7 U =7

(Client Software) ]XA (2, ASDM T iE Z417= AnyConnect 7 74 7 2 b A A—U N —&
KRSINFET,

[AnyConnect 7 7 A 7 b4 A— (AnyConnect Client Image) ] 7 —7 /L : ASDM T E S 4L
Tl =TT 7 ANVRFERINET, ASABIVE—IPCIZA A=V EF Y1 — KT 5A
FaETEET,

« GBI (Add) ]: [AnyConnect 7 7 A 7 > A A—DENN (Add AnyConnect Client Image) ]
FAT TRy I ARFRENES, ZOXAT IRy 7 AT, 77 vvarAEIW
DT7ANEITFTAT UV MA A=V T7ANVELTHRELREYD, 77 v a ATV N,
ITIAT UV MMA—TELTRET DI 7ANESRLIZY TEXET, £, 77 A%
B—H) A Ea—INET7 Ty a AEVIZT vy Fe—RKT52 b T&EET,

* [i&#: (Replace) ]: [AnyConnect” 74 7 2 hA A —TDiEH: (ReplaceImage) |41 7 1
TRy I APKRRINET, ZOFXATRIRy I ATIE, 7792 AEINDT 7 A
Nl TAT Y MM A=V ELTHEELT, [SSLVPNZ 747 A A— (SSL VPN
Client Image) |1 7 — 7V TR L72A A—VLBERTEET, /2, 7740 ER—D)L
AL 2= ENB T Ty va AEVICT vy I —RT52 b TEET,

* [Delete] : 7—TNInbA A=V EHIRLET, £ A—TVEHIRLTH, Ny Fr—Y 77
AMIT T v aPbHIBRSIVERE A,

* [Move Up] 35 & ¥ [Move Down] : ERHIE FRETZEH LT, ASANYE—RKPCIZZ T
ATV M A=V EFET = RTLEFAELLET, 7T—7NO—FLEICHDHA A—
VERINIA U n—RLET, Z0), BEbIHEHT LAV —T 4 7 VAT L
THHINDGA A=V K LICBET20ER’H Y 7,

Cisco Secure Client £ X — <M AnyConnect VPN € 1 —)L., BII/E#H:

TDONAL VTR, ASA 7T vV aAEY EOT A NDLEIERIEELT, FDOT7 7 A V%
AnyConnect 7 7 A4 7 hA A=V L LTEMLIZY , 7—7 M TICHRH I AL TND A A—
VEBEBTHIENTEET, o, BT 7 ANET T v AEUNLERLZY,
O—H A a—INnLT7 7 AN ET v e— KLY TH2 L8 TEET,

* [Flash SVC Image] : SSLVPN 7 7 A4 7 b A A=V L LB+ 5, 77 v a AEY
NOT7 7 A NVERRELET,

7 VPN B
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AnyConnect 7 5 1 7 > VPN 5 DEXE .

e [BrowseFlash] : 77 v ¥ 2 AEVIZKMNINTNDLTXTOT 7 A VA2 ZHTE 5 [Browse
Flash Dialog] # 4 70 7R v 7 AxFRLET,

s [Upload] : [UploadImage] ¥4 7 R VAR v 7 ANKRINET, ZOXATrRITRYy 7 AT
I, 2I9AT VM A A=V ELTHRETD 77 A V20— PCInGT v a— RT&
\i‘g_c

* [Regular expression to match user-agent] : ASA 23, 7 7 U WL I H17- User-Agent 374
EOWBEIMERT 2 XFHIEELET, BN 2—F—DBE, ZOMELHER LT
ENA N TN, ADEGR R 2 EME CE £3, 77 UFIXASAICERET H & &2, HTTP
~w X —|Z User-Agent LTH &G FET, ASA NLTFHNEZE L. TDOXTFHNNRNT
MDA A=V RITHRESNTRNE BT DL, DI FAT U M A A—=VIET A SN
T, —E LA A=V EEbICF Y e — REnET,

Cisco Secure Client £ * —<°® AnyConnectVPN € 1—J)L, A A —SD7 v 7A—FK
ZORAL T, v—ANarCa—2FEi3exa V74T T IAT UV ADT T v a AE
VKA S TWD, AnyComnect 7 7 AT b A A=V L LTRINT D7 7 A VDA%
ETEET, B—I N avta—FEdexa T4 TTIATVADT T vva AEY
Mo, Wl T o7 7 ANESRTEET,
s [LocalFilePath] : = —W/L 2> B a—Z MM I TWS, SSLVPNZ FA4 7 K A A —
CELTHEMNT D7 7 A NVOLARTERRELET,

* [Browse Local Files] : [Select File Path] A 7 0 /'R v 7 ANFREINET, ZOX AT 1
TRy 7 ATIE, = ava—F FEOFT_RTOT7 7 AV EFz R L, Z7I9A4T7 2k
AA=TELTHBT D7 7 A NVERINTEET,

s [Flash File System Path] : X = U7 4 T I7A T L ADT T v ra AEVITHEMHINT
W5, SSLVPN 7 74 7 b A A=V L LTHANT 27 7 A VOARTEFEE L E7

* [Browse Flash] : [Browse Flash] # 4 7 2 7R v 7 AMFREINET, ZOXATa Ry
TJATIE, X2 VT4 T I9AT L ADT7 T v va AEVIEMEINTNDTTO
TrANERRL, VIAT UM A A=V ELTHEBTH7 7 A NVEBIRTEET,

*[Upload File] : 7 7 A VDT v ua— K& L 7,

AnyConnect 7 5 4 7 > FVPN & D% E

AnyConnect 7 514 7 > MERDTESIE L HIHNEIE

vy a3 b= UDHREEIE

ASA 75 AnyConnect 7 7 A 7 2 b7 D VPN #ft 2R 2 38GET 5 &, BF 2 U 7 4 Zo@fbd
D120y rary b= NI4T MIEEINET, AnyConnect4.9 (MR1) LAFE, ASA
& AnyConnect 7 7 A4 7 M id, By ar h—2 00X a VT 42k T A=A L%

— 187 VPN B
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. AnyConnect 7 5S4 7> k 7O 71 LORTE

PAR—bLET, b—27 X2 VT & A — LTV AnyConnect 7 74 7 2 h/3—
Dar b OESERITEEL T AL OICDAPL— L ERETEET, DAPAHH LTty g
Y= DX VT 4 2R T D ML TIEINY,

AnyConnect 7 S A 7> b 7O 774 ILDEKRE

ASA X, 3_T® AnyConnect 7 7 A 7 > b = —H —{Z 7 v —,3/LZ AnyConnect 7 7 A 7
N7y ANVERBT 50, 22—V —D I N—T R TSN TREET A X O ICHRET
xFET, #BE, 22— —1Fx, A A =L EHTWD AnyConnect 7 7 A 7> b Y 2— /LT
LIZ1ODIIAT o b TR T7 7 ANVERLET, a—F—IZEBEOT 07 7 A L z2H) 4T
HTLHTEEY, LR BEOLIITHEET L22—F =23, BEOT v 7 7 A VD
BUIRDZENHY ET, —HOT w7 7 A NVERE (SBLRE) X, 7 r—UL LY TH
EHIE L ES, TOMOEEIL, FFEOFRA MIEATHY , BIRSNT-AA ML B
nET,

AnyConnect 7 7 A4 7 707 7 A )VOAERLE BB, BLO T4 7 > MERROHIE DO FEH
\Z2WWTIE,  [AnyConnect VPN Client Administrator Guidel]] ZZ L T 723\,

774 T N Ta T 7 A ML, [%E (Configuration] >[V E— F 7 2 ZAVPN (Remote Access
VPN) [>[*y NU—2 (7 T4 T ) 7T 27&A (Network (Client) Access) ]>[AnyConnect
74T Tr 77 A (Profile) | THELET,

[B/A >R — b (Add/Import) ]: [AnyConnect 7 7 A 7> v’ 7 7 A /LDiBI (Add
AnyConnect Profiles] # 4 7 0 7Ry 7 ANKRENET, ZOXAT TRy 7 ATE, 7
Ty aRrREIRNDT 7 ANETR 77 ANVELTHRELLY, 77y aXrE)EBHLT
TaT7 s ANE LTHRETD 7 7 ANVERBLIZY TEET, £/, 77 A/ vE2u—hLay
Ea—Sn677yva ARVIZTY vy 7Ir—RT52 b TEET,

s [7'm 77 A N4 (Profile Name) |: Z/b—77KR U I —® AnyConnect 7 7 A 7 > b 7'1
T ANERELET,

* [Profile Usage] : I HICAER STz L &7 a7 7 A ZEIV 4 Ton-Hi& (VPN, X v
NI —2 778 A 32—V, WebtFx=2UT 4, ISERAF ¥, AMP A R2—7 7,
Fy MU — 7 ®W[RIMEE Y = —/L, Umbrella Roaming Security, F 7213 E VPN k> % /L)
ZFRARLET, ASDM A, XML 7 7 A LV THRESNTHABRERE L2 WGE, Fay
Zyy URARNDBEIRFTRRICR Y, HigF A 72 FECTEINTE £,

« [Profile Location] : ASAD T T v 2 AFVRNDT T 7 AV 77 A I~D/RAEFREL
F9, ZOTFANADBDFELRWNGS, ASAIZ7 a7 v AT L— MIHESWTT 7
ANEERR L ET,

* [Group Policy] : 7R 7 7 A NDITN—T R —%BELET, 7077 AL,
AnyConnect 7 7 A 7> h L HIZZDITN—T R —IZB L TWbHa—H—|ZFx T
n— RKShET,

[f#E (Edit) ]:[SSLVPNZ T4 7> b7 a7 7 A LOffE%k (Edit SSL VPN Client Profiles) ]

T4 RUNREKRENET, 2OV FUTIE, 7077 A MIE LTS AnyConnect
AT N BREORELZERETEET,

7 VPN B


asdm-716-vpn-config_chapter6.pdf#nameddest=unique_153
asdm-716-vpn-config_chapter6.pdf#nameddest=unique_153

| —meears veN s

AnyComnect 5 SA 7> b b5 74 v oIz T B4y bo—s7 FLzzosk |

[TY AR—F (Export) ]
s [Device Profile Path] : 7027 7 A )V 77 A )VDRABILRNT 7 A VA ER R LET,
s [LocalPath] : RA L 77 A NZEREL TR 77 AN T 7 A NVET T AR—FLET,
e [Browse Local] : B— /L T/NA AT 7 A )V VAT LAESZRTHITIE, k77 L
Ty FyzE#ELET,
[Delete] : T—TAnbT7T a7 7 A NVEHIBRLET, 7077 A VEHIFRLTSH, XML 7 7 A
MWET7 T v ambHIBRENERA,

[AnyConnect 7 7 A 7> k7' 7 7 A /L (AnyConnect Profiles) |7 —= /L : AnyConnect 7 7 A
TryhTuT7 A LTIRESNI XML 7 7 A Ve R LET,

AnyConnectV SA 72 b bS5 T74 VISR HRY FI—U T LR

D R

Fy NU—=7 7 RU M (NAT) 2 FEATT 5 X 512 ASA 3R E L7 %G 1%, AnyConnect 7
FAT YR, WERy hU—2 BEODMZ OE¥ED Y —ANHEICER A TE 5 X9
2, UE—RFT7 27 EAAnyConnect 7 74 7 N 877 4 v 7 BEBOMBINCT HLER S
&7, AnyConnect 7 7 AT > N 8T 7 4 v 7 BEMOXGIHMNITE 72 & AnyConnect 7
TAT LV PBIOMLOREY V—AREETE R0 £97,

[TAT 2T 47 4 NAT] ( INAT %6BR] & HFEHINTWVWD) 12XV 7 RL X% H HIZER
TEET, ZHICLVIERMIZNAT BEESNET, 74T 7T 4T 4 NAT Z2o0D7 KL
AT =, TRVA =LY Ty hU—7 FHF 2000 7%y hU—JBITHEET
=ET,

ZOFIEL, FICHHF Y T —7 PR YORDREDR Yy hT—27 7 =7 METT
AT T 4T 4 NAT % ET D HEEZRLTWET, £iH1E, Engineering VPN 7 K L &
7=, SalessVPN 7 RV A F—)L Xy hT—ZWN, DMZ 1> hU—7 BILOA & —
F v N T, TAT T 47 4 NAT % 7E TIEZ NI, NAT HHIZ | D0HHE T,

RAGVWNI AT rDTATUTAT4 NATERETHRY FT—9 FRLRA T RLyI Uy

Y RIT—=UFLETEFLR |2y FT—9&BFRET7 LR |7 FLREH

T— T—IL%

NExy NI —27 inside-network 10.50.50.0 - 10.50.50.255
Engineering VPN 7 K L 2 7"— | Engineering-VPN 10.60.60.1 - 10.60.60.254
V%

Sales VPN 7 KL 2 7F— /L Sales-VPN 10.70.70.1 - 10.70.70.254
DMZ X N T—7 DMZ-network 192.168.1.0 - 192.168.1.255

—ferarz N EE I}



B anvcomect 55472k 5T v oIERHT BRY FI—H T KLAZHRORE

FIE

ATw 71 ASDM (21 71 > L. [Configuration] > [Firewall] > [NAT Rules] (28 L %9,

—i%#I7%5 VPN

#x |

AT 72 Engineering VPN 7 K LA 7 —/)L DR A k3 Sales VPN 7 R LA 7 —)LDRA MR TE 5
X 9. NAT HAIZ/ER L %9, ASA 73 Unified NAT 7 — 7 /L O OAI L 0 4812 Z oA
ZEfi4% L 912, [NAT Rules] ~2 > C, [Add]>[Add NAT Rule Before "Network Object" NAT
rules] (I8 L £,

GE)

NAT V= VT by 7 HZ T o R TR L7z — A BIEIZ#EA S ET, ASAIZLED
Wo T2 ATy RMEED NAT BLHIl & —3 25 & E bl BRI i ThivEE A, ASA N
NAT HI|Z B % - CTJRdiZe NAT HANZ—E L72\ X 5| Unified NAT 7— 7 VO M ERICE b
A O NAT Bl A BE S 5 2 & DNEETT,

£

1:[Add NAT Rule] A4 7057 Ry 7 R

B= Add NAT Rule

Makch Criteria; Original Packet

Source Interface: -— By -

Source Address: EEngineering—\p‘PN E]I

Action: Translated Packet

Source MAT Type: l-SEaElc |

Source Address: i Qriginal -- B;
Fall thraugh tointerface PAT

Options

Enable rule

Direction: | Both ;J

| Destination Interface: ' ANy -

Destination Address: ESaIes—\EPN

Service: gan\;
Destination Address: i-- Qriginal --
Service: !-- Qriginal --

Descripkion: |

| ok

H Cancel ” Help ]

240512

a)

[Match criteria: Original Packet] =V 7 C, RO 7 4 — /L REHELET,

* [Source Interface:] Any

* [Destination Interface:] Any

» [Source Address:] [Source Address] 77V X AR ¥ > %7 U w7 L. Engineering VPN 7 K
VA F—=NaRT Ry NT—2 ATV VERERLET, A7 V=7 b 44T %
7 RUAD[Range] & LCEELET, HEIZ RLA T A b—3 g 2 b— TR

L2V TL 7ZE0,

7 VPN B
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b)

<)

d)
e)

AnyConnect 7 S A 7> b b5 7490w T B4y bT—0F7 RLRAZEBRDO KR .

* [Destination Address:] [Destination Address] 77 7 X R % %27V v 7 L, Sales VPN 7
RLA F— V£t Fy NT—0 A7V VEERLET, 77 V=7 b 2 A47
7 RUAD[Range]l £ LTEHRLET, BEIT RLA N Ab—T a3 b—)LiX

BIAMLZRWTL IFEN,
R2:VPN7 FLR =IOy bT—0 T H FDOER

B= Add Metwork Object

Marne:

Type:
Start Addre. ., |10.60.60,1

|
|
|
10.60,60.254 !
|

End Address:
Description: EEngineering WPM address pool
INAT 2l

[] Add Automatic Address Translation Rules

I [al'4 ][ Zancel H_ Help ]

245513

[Action Translated Packet] =V 7 C, IRD 7 4 —/L REHRELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

[Options] =V 7 T, IRD7 4 —/L RERELET,
* [Enable rule] ZA4 12 LET,
* [Translate DNS replies that match this rule] % 4 7 (23 % 7>,
« [Direction:] Both
* [Description:] HLEIOFH A2 AT LE T,
[OK1 %27 U v 7 LET,
[Applyl 27 U v 7 LET,
CLI O :

—ferarz N EE I}

ZEZLCRBEET,



— iz VPN B |

B anvcomect 55470k 5T v oIEHT BRY FT—5 T FLAZHEORE

ATvT3

ATy T4

ATy TH

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN
Sales-VPN

f) [Send] %7 VU7 LET,

ASA M NAT Z#FATL TN D & X(T, WL VPN 7—LIND 2 DDHRA MBS EWCEHRTE 5
Lo, FFENSLDARARB VPN b R U TA & —F y MR TE 5 L 51T,
[Enable traffic between two or more hosts connected to the same interface] 47" 3 > % A 3 —7 /LI
THMENRHY 9, ZHELT 21X, ASDM T [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces] %2 3%&R L £, [Interface] /<% /L ® F® [Enable traffic between two or more
hosts connected to the same interface] 4 /12 LC, [Applyl &2 U v 27 LT,

CLI O :

same-security-traffic permit inter-interface

Engineering VPN 7 K L' 2 7"—/L D 7R A |73 Engineering VPN 7 R L A 7 — )L DD R A MZ
Bt & 5L 0. NAT BHIZAERL L4, ERECTHRHEIZ R L7z & & &[RRI Z OB 21
% L &7, 7272 L. [Match criteria: Original Packet] = Y 7 "C, Engineering VPN 7 R L 2 7' — /L
REILESEDOmM G DOT RL AL LTHRELET,
Engineering VPN Ut — h 7 78R 7547 " TR *y NV —ZICBETE A L9
NAT A ZERR L9, ZOMABRLOFA L v BB &5 K 912, [NAT Rules] ~=2A
> C. [Add]>[Add NAT Rule Before "Network Object" NAT rules] % %R L ¥4,
a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/L RZREL T,

* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 77 VA K& %7 Vw7 L, Nty hU—2 %
FT Ry NU—0 A7V beERLET, 27V N XA THT FLAD
[Network] & LCEFLET, HET LA F T AL —3 3 2> b— L EBEM LW
TLEEW,

* [Destination Address:] [Destination Address] 77 7 X /R % > % 27 U v 7 L. Engineering
VPN 7 RV AR T =LV aRT Ry NT—2 A7V =7 NEBRIRLET,

7 VPN B
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el
B

b)

d)

AnyConnect 7 S A 7> b b5 7490w T B4y bT—0F7 RLRAZEBRDO KR .

3:inside-network 7 - DB

B= Add Metwork Object

M
Marne: |inside-netwark. |

Type: i Tekiwork, W !

IP Address: | 10.50.50.0 |

MNetmask:  |255.255.255.0 v
Description: Einside niebwark, |
INAT 2l

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

249511

[Action Translated Packet] =V 7 C, IRD 7 4 —/L REHELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

[Options] =V 7 C, DT 4 —)L RERELET,
* [Enable rule] A4 12 LET,
+ [Translate DNS replies that match this rule] 24 723 57, ZElZLTBE£T,
« [Direction:] Both
* [Description:] HLHIOFL A2 AT L E T,
[OK1 %27 U v Z LET,
[Applyl #7 U v 7 LET,
CLI O

nat source static inside-network inside-network destination static Engineering-VPN
Engineering-VPN

—ferarz N EE I}
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B anvcomect 55470k 5T v oIEHT BRY FT—5 T FLAZHEORE

ATV T6 ATV TEDHEINES TH LWHIRIAZER L. Engineering VPN 7 KL X 7' —/L' & DMZ % v
NI —=ZROEFRDT AT T 47 4 NAT ZELET, DMZRy V=27 Z%(FEILT R
A Engineering VPN 7 KL A F— v Z5ie7 RL AL LT L £,

AT 97T HLUWNAT HHI%/ER L, Engineering VPN 7 KL 2 7 — /L ko RILIEH CTA VX —F v b
T 7 BATEDEIICLET, ZOHE. TAT VT 47 4 NATIHMER L EHA, #E5C
T RVAETFAN= | T RUAMBA LS —F oy b =T 4 L 7 WHERT FLAILLES
LT, ZORAZERT 51T, ROFIRICHENE T,
a) ZOBANMUOKAIL Y I S5 K 51T, [NAT Rules] < > T, [Add] > [Add

NAT Rule Before "Network Object" NAT rules] Z %R L £ 7,

b) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/L RZREL ET,

* [Source Interface:] Any

* [Destination Interface:] Any, [Action: Translated Packet] = U 7 @ [Source Address] T
[outside] ZBIRT H &, Z D7 ¢ —/L RICHBIMIZ loutside] BATTSHET,

» [Source Address] : [Source Address] 77 7 X AR ¥ > %~ U » 7 L. Engineering VPN 7
RLRA =N aRT Ry NUV—0 A7 V=7 FEBRIRLET,

* [Destination Address:] Any

c) [Action Translated Packet] =V 7 C, IRD 7 4 —/L REFHELET,
* [Source NAT Type:] Dynamic PAT (Hide)

* [Source Address:] [Source Address] 77 WV X RZ %7 Y 2 LT, outside £ > ¥ —
Tz A AEERLET,

* [Destination Address:] Original

* [Service:] Original

d) [Options] =V 7 C, KDV 4 —/L RZHFELET,
* [Enable rule] #4112 LET,
* [Translate DNS replies that match this rule] 4712352y, Tl LT X ET,
« [Direction:] Both
* [Description:] BRI DRI Z AT) L £,
o) [OK]%#72V vz LET,
) [Applyl 227 V27 LET,
CLI O

nat (any,outside) source dynamic Engineering-VPN interface
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B

X JE

4: Unified NAT 7— 7 )L

AnyConnect 7 5 4 7 >  HostScan .

File Wiew Tools ‘Wizards

Window  Help

Look For: |

é?i] Home Q}% Configuration @ Mnnitnring| LB Save @ Refresh | c Back \_‘;]

2=

any

| = "Metwork Object” MAT (Rule 6)

21 Sibe-to-Site WP £ management outside = asdm_cuma @ any 1ok 5443
outside manage... @@ any Bl zzz2z2 Tk 5443

éﬁ: Trend Micro Content Security

[£
ﬂ) Device Management =

.

AcC

Firewall g & = Configuration > Firewall > NAT Rules
= eles & . G Edit T Delete 4+ ¥ % [ - Q Find 2 Diagram &7 Packet Tra
----- Q, Service Policy Rules Match Criteria: Original Packet
Eﬁ ;E:riuf; Source Intf  Dest Intf | Source Destination Service
_____ & e 1 Any Ay iﬁu Engineering-¥PH dﬂ: Sales-VPN & any
¥EL n) Filtering Servers Ay Ay @B Sales-vPN B8 Engineering-¥PM @@ any
Threat Detection 2 Any Anry mf Engineering-¥PM @B Enginesring-wWPM @@ any
- Any Ay M Engineering-¥PM B8 Engineering-wPM @@ any
— s 3 Any Any B inside-network, B Engineering-¥PN & any
kﬁ) ol Ay Ay @ Engineering-¥PH  mf inside-network @@ any
@_ Firawall 4 Any Any P DMZ-network B Engineering-¥PN & any
Tfj i Ay Ay af Enginesring-wPN @l DMZ-network @ any
45, Remote Access VPN ﬂn'-.-' ¥ Engineering-¥PH o

Configuration changes saved successfully, Hs Ackive docs 15

(=

AT w 78 Engineering VPN 7 K L A 7 —)LinZE D7 —/)VEHIK, Sales VPN 7 KL A 7 —)L WNElx > b

U—27 . DMZ*y hU—7 BILOA F—F v MIEIET D X 5 ICRE L7&IZ, Sales
VPN7 RL R T —=ZOWCTR L7 BB A Z M0 IRTVLERHY ET, TAT 747 4
NAT #ffl L C, Sales VPN 7 KL A F—)b 7 4 v 773, Sales VPN 7 KL & 7 —)L|
Wity hU—2  DMZ %y hU—27 BIOA ¥ —F vy MOFR Y NU—2 7 KL A%
ORI D L HITLET,

AT w79 ASA @ [File] A == — T [Save Running Configuration to Flash] #34R L., 741 7 > 7 1 7 4 NAT

B2 =IE L £,

AnyConnect 7 5 4 7 >  HostScan

AnyConnect 77 74 7 > | HostScan (BL{EIX Cisco Secure Firewall /8 A F v L FEEINL TV ET)

WXV, AnyConnect EX o7 EEUT 4 77347 F) FARANMIA VA =L ENTND
FRX—=T A TVAT A AT =TRR, 77 AT U —NDFY T Ny =T @A TE
£7, ZOMEHIL, Cisco Secure Firewall 78 2 7+ /HostScan 7 7" U r—3 3 N2 Lo TIEE S

NET, RAF¥TEAAY FNTIL, A A MZ Secure Firewall 8 2 F % /HostScan 731 > A k—
WENTWDLRERH Y £,

—ferarz N EE I}
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. HostScan/Secure Firewall 78 X F ¥ DHTIR &4

ASDM UILIZEITH U, HostScan 2312 — K LTV 55415 HostScan 23 M X #1E 9, Secure
Firewall R A F ¥R — KZi 5 &, Secure Firewall ‘J‘X:‘f'ﬂﬁf)’}iﬁﬂ%éﬂi'ﬁ“o EITLTWD
NV g N K> TARINTRR Y 97,

HostScan/Secure Firewall 78 X F v D RIE &

AnyConnect 7 7 A 7 > b % Secure Firewall Posture/HostScan & ¥ = —/L & & 12 32 (21X
BIKTHRD L 972 ASA 2 R—FK > MK TT,

* ASA 84

* ASDM 6.4

SCEP ZR:FHERE 21 4~ 5 121%. Secure Firewall Posture/HostScan % A > 2 b —/L4 B LB &
D E7,

Secure Firewall Posture/HostScan D1 > A h— /L TCHR— N ENBAFRVL—TFT 4 VT AT AT
DWW TIL,  [Supported VPN Platforms, Cisco ASA Series] ZZ&f LT Z &V,

AnyConnect 7 5 4 7 > kHostScan/Secure Firewall RXF v DS54 >
A

Secure Firewall 78 2 F % /HostScan O 7 A & o AZM IR DO L FB 0 T,
« JEAI) 72 HostScan/Secure Firewall 78 2 5+ M AnyConnect 7 7 A 7 > b OF|A (Apex) .

 {&15121%. Advanced Endpoint Assessment 7 A & > A DS MLEE T,

HostScan /\ v 5 —

HostScan /X 77— % ASA IZA X R7 a v /3w /- —3 hostscan-version.pkg & L CTr— R
THZENRTEET, ZO7 74 MTIL, HostScan Y 7 b7 =7 & & H1Z, HostScan 7 A 7 7
VJEBIOYR—FRPEFENLTHET,

HostScan/Secure Firewall KX Fv DA X F—ILET=IE
O N >
TvITTL—Fk

ZOFNETIEL. ASDM ZfEfH L T. HostScan/Secure Firewall R AF ¥ /Ny r—T% A A h—

WNERIZT v 77 —FKL, AN LET, ASDM UL IZERITH Y . HostScan 282 — K&

TUW 5 4A 13 HostScan 28 s 31 E 4, Secure Firewall R AF vy 3im— K& 5 &, Secure
Firewall RAF ¥ NI NF T, FEITLTWEINR—=T 9 Sk TARNTEZARY 17,

B s veN EE
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FIE

HostScan/Secure Firewall RAF ¥ DA VA F—ILEEEFT7 Vv TS5 L—F .

1R BHHIIZ

\}

GE)

HostScan /3X—3 3 V43 x LARID D 4.6 x AT v 77 L — R L L H & LTWABIBA., LIRTC
feST UT-BETE D AV/AS/FW DAP AR Y 2 —RB LN LUA 22 U 7 F 39 _T HostScan 4.6.x DL
CIEABMTHDLEWVI FHEIERTIHI T T — A v —UNEREINET,

REZE WIS SEDLTZOICETTIMLERS DT XA BT FIENGFELET, ZOFIAT
X, 2OXA TRy 7 2% LT, ZOREZRTT DAIIC HostScan 4.4.x & A#IZ72 %
KOICREEBITLET, ZOFIAEZFIEL, [AnyConnect 7 7 A 7 > b HostScan 4.3.x to
4.6.x Migration Guide] TFEfiZ2 FIEZ ML T &, DF D, BITT 521X ASDM DAP
DORY 2 —_—=VITBE LT, HHMED 720 AV/ASFW B 8 L CTREICHIBR L Th b,

ATy T

ATvT2

ATvT3

ATv74

ATvTh

ATvT6

ATvT17

ATvT8

2ATFvT9
ATy 710

LUA A7 U7 Nt L, EXMIHOLERH D £,

W= g U5 EHHLTWDHEETE, secure-firewall-posture-version-k9.pkg 7 7 1 /L& 2 B 2 —
HiZHFra—RLET, N—Ta4x DA, 7 7 A Vi hostscan_version-k9.pkg T,
[7 w7 m—K (Upload) 1% U v LT, HostScan/Secure Firewall I8N A F ¥ /X 7 — D =
E—Zarta—XF0nb ASA D T A 7R T 52TV ET,
(A A—=YDT v 7 r—K (UploadImage) | ¥ A 7 0 VR 7 AT[R—ANT 7 A VOZH
(Browse Local Files) |%#7 U v 7 LT, @—#/L2 >t =—4# L ® HostScan/Secure Firewall 7~
AF X N\ r—VERRLET,
FelF E# v — R L7z hostscan version-k9.pkg 7 7 A /b, F721%
secure-firewall-posture-version-k9.pkg 7 7 1 /L & ER L, [[BIN (Select) 127 UV v 7 LET,
[m—H/NT 7AW/ A (Local FilePath) | 7 A —/V FE [T T v aT 7 A/ AT LA/RA
(Flash File System Path) ] 7  —/L R T&R L7277 A /LD, AL, HostScan/Secure Firewall
N r—DT v 7 a— REORAZNBLTWET, ASAICEEO 7T v a RTI4TN
HHGEX. DT T va K747 %759 L 91T [Flash File System Path] & e T& £ 97,
[UploadFile] %7 U v 7 LE¥, ASDMIZL - T, 77 A VDab—RN7 T v a 1— RiZiE
EENET, FRIAAT IRy 7 A, T ANVNBT Ty v allEFICF v ra— REhik
ZENRREINET,
[OK]Z7 Vv 7 LET,
[7v7a—KLiA A=Y O H (Use Uploaded Image) | #4712/ C[OK] %227 Vv 7 L
T, BEDOA A— L LTT v 71— K L7 HostScan/Secure Firewall IR A T v /X r— 7 7
ANEHHLET,

[HostScan% A %{l. (Enable HostScan) | £721% [RATF ¥ A A —%H%h (Enable Posture
Image) | BA N2> TOWARWEAITA T L ET,

[Applyl 27 UV v 7 LET,
[File] # == —7>5 [Save Running Configuration To Flash] % 3R L £,

—ferarz N EE I}
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B x5 rzxommn

RRAF v R E DB
THAAAZ L, RATF Y RECHERTE LT,

1R BHEIIZ
HostScan/Cisco Secure Firewall IR AT ¥ /X r—UNHDH 2 L EHERLET,

FIE

AT w1 [##EL (Configuration) ]>[VE— K7 27 EAVPN (Remote Access VPN) ]>[RAF + (Cisco
Secure FirewallH])  (Posture (for Secure Firewall)) >[N AF ¥ iXE (Posture Settings) ] Z &R
LET,

ATV T2 EAORL DT NAZY A RND, T, ZAE@RLET,

TN AT LT, [FEARRAF v (Basic Posture) | J@MEE [RAF v HE3E  (Posture Extensions) ]
BHEEFR R TEET,

ATwF3 774/ TiL, Endpoint Detection and Response (EDR) X = VT Y7 b7 =T, T
oYt — " —CilfE U COEREZ BT LET, EDREFNICR L CROBEEMR T HZ L1 T
TET,

* VPN N RNUIRT 7T 4 770 EIZEDRICA VX —Fy Mg T = v 7 B XX v 755
LI ERIEWEAIT, [EDREF T, VPNINT 7T 4 TR 12513 AV F—F v b
WiF = v 7 % AX v 795 (ForEDR update, Skip Internet Check after VPN is active) ] F = v
TR 7 A N LET,

tXa2 VT 4 VT MU= T REHDE D D EHEZE T IZ HostScan/Cisco Secure Firewall 7~
AF v T HAA L FEAENTT HITIE, [EDREF T, VPNRT 7T 4 TR HETTH A
VH—Fy NEtT = v 7 % A%~ 795 (For EDR update, Skip Internet Check before VPN
isactive) | F =y 7Ry 7 A%F NI LET, ZOF v IRy I RAEFT7ICT5HE, #
BNTFELRNWIZORAT Y T EAA L PRRKRL, R o—ZXo IRy hT—2 T
JEAPEESNDHERH Y £9, RAF¥T7EAA L FOFNIIE, A 2 —F v ME
AR T D AHLE L £,

HostScan/Secure Firewall RAFv¥ D7 4 X —JL

HostScan/Secure Firewall RAF ¥ X r—% T A VA M—L3T5HE, ASDM A X —7 =
A ALEDOE 2—MHHIREINET, U X Y. HostScan/Secure Firewall /8 A F ¥ NN 72>
TWBHHEAETH ASA IZ L 5 HostScan/Secure Firewall I8 2A F ¢ Ny r— OEBENEBE SN E

7 VPN B
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FIE

&

ATy T2
ATvT3

JI—TFR1) o—~®D AnyConnect 7 54 7> h BEEE S 1 —ILDEIY LT .

9, HostScan/Secure Firewall IR AF ¥ %7 A A h—/L L%, HostScan/Secure Firewall 7~
AF R —F 7T a2 RIATHOHIBRENERE A,

ASDM T, [E%%E (Configuration) ]>["JE— ;7% AXVPN (RemoteAccessVPN) |>[RX
F+ (SecureFirewall) (Posture (for SecureFirewall)) ]>[[RRAF ¥ A4 A — (Posture
Image) ] (I #) L T, Secure Firewall RAF ¥ &7 > A X h—/L L EJ, AnyConnect /3—
VaraxEHEHALTWT, HostScan 27 A A h—/ L3 B41%, [ERE (Configuration) ]
>[JE—FF7YEAVPN (RemoteAccessVPN) ] >[SecureDesktop Manager] >[7RRX kX & v
A *—2 (Host Scan Image) | (ZBE) L 9,

[Uninstall] 227 U v 7 L, #ERDI=OIZ[Yes] 227V v 7 LE T,
[Uninstall] 227 U v 7 LE 7,

FIL—THR) o —~®D AnyConnect 7 514 7 > b+ #HEETE
Ta—ILOEYHET

FIE

&

ATy T2

WOTFNET, AnyConnect 7 74 7 > N HEBEE Y 2 — L & I N—T R U o —& BT £,
VPN =—H—78 ASA (#5545 & X2, ASA X245 AnyConnect 7 74 7 > b HERET
Va—lET U RRA v hara—H Ay ra—KLTA VA M=V LET,

1R BRI

ASAZm 7 F v L, = ar 74 X¥al—varE—RefaLEd, Fr—ryLb o
Y74 Fa2lb— 3 F— FTIX, ASA L hostname(configif 7' > 7 F AR LET,

Iy NI—2 7547 N T RARONEBI N—T RY >—%&BMLET,

group-policy name internal

i :

hostname (config) # group-policy PostureModuleGroup internal

LW NL—F R o —EfRELET, Z0avr FE AN LEEIZ, JA—F RY)—a
Y7 4F¥alb—arE—ROT LT b hostname(config-group-policy)# M Frm L E T,
group-policy name attributes

1 -

—ferarz N EE I}



— iz VPN B |

. JIL—TRY) —~® AnyConnect ¥ 54 7> b BWEEE S 2 —ILDEIY BT

ATvT3

ATvT4

ATy T5

7 VPN B

hostname (config) # group-policy PostureModuleGroup attributes
IN—THKY) —webvpn T T 4 Fab—a - FEBLET, ZOavr FEAl
L7c#&iE, ISR ASA D7’ r 7 FidFRSVE T, hostname(config-group-webvpn)#
webvpn

ITN—THNOFTXTO2—H—|Z AnyConnect 7 74 7> M BEREE Y 2 — AR FX 7 m— KX
nN5E21, INV—TRY v—ERELET,

anyconnect modules value AnyConnect & = — /L 44

anyconnect module =~ > R value (21X, IROED 1 DU LEZFRET HZ LN TEET, HH
DEY 2—VERETLD2HEIL. BE o~ TRED £,

ES AnyConnect € ¥ 21— /L/##E4

dart AnyConnect DART (Wi LN LAR— hY—1)

vpngina AnyConnect SBL (71 7' >/ Hij D )

RAF ¥ Secure Firewall 7~ A 9 % /HostScan

nam AnyConnect * v NV —2 T/ A v —T%

none TN—"T KU =53 TP AnyConnect &2 = — /L % Hl| B

TOHAITHER L £,

profileMgmt AnyConnect &2 k > /L VPN
15'] .

hostname (config-group-webvpn) # anyconnect modules value websecurity, telemetry,posture

T 22— D1 OFYIBRETAHICNE. EELEWVWEY 22— VOEEITEEE Lo~y REE%E
BLET, 2&21E. Z0a~<wr RiEWebtFalT 0 EV2—L%2HIBRLET,

paflli

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

Fffar T4 Xal—var k7T vva AEVIREFELET,

HLnar 74 Xalb—varPNEFICTTvia ARVIRESND E, [OK] £V ) Ay
T—UNRRIN, RITRTASAD T B 7 NRFRREIINET, hostname(config-group-webvpn)#
write memory
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HostScan/Secure Firewall 78 X F + B5&E & .

HostScan/Secure Firewall 7R X F + B ;@ & i

AnyConnect

=

HostScan/Secure Firewall R AF ¥ X RiRA > ba L B a—EZnbLHRAF ¥ 7 LT v
EUAE L7221, BHAETEH T2, A4 71y 778 AR —0OFE, Lua D
DERREDS TV FEBERETLILERHY 7,

INHD Ny 7 OOV TIE,  [Cisco Adaptive Security Device Manager Configuration
Guides] &M LT 7Z &V, F£72, AnyConnect 7 A 7 > b T® HostScan/Secure Firewall
RAF % OEEDFEMIZ DUV TIL,  [Cisco AnyConnect Secure Mobility Client Administrator Guide!
HZMRL T30,

X217 EEVTA VATV ) a—

AnyConnect EF¥ =7 EE VT 4 7747 ME, HEEBOBERIZAEEORIE E EEL A
2 —3y NOBEN O L E T, AnyConnectt X =7 EE YT 4 7 T4 7T > MM LD Cisco
IronPort S 'V —AWebtF¥=2VU7 477747 A X AnyConnect X =27 EE VT 47 7
ATV EAFY L TE, 7 IAT 2 MeBEEDHD Y7 MU =T RAEY 2V A GRS
R#ELET, 7747 M, CiscolronPort S 'V —AWeb&X = V7T 4 77747 2 AR
HENA =T N2 o TV D ERIICHER L ET,

\)

6=

Z OKEREIZIX. AnyConnect £F¥% =7 EE YT 1 7T 47> h® AnyConnect £F¥ =7 EEY
T4 TA B A PR — FERMT B CiscolronPort Web ¥ X = VT 4 T T F7A T ADY I —
AMNMMEETT, F£72. AnyConnect ¥ ¥ =7 EE VT 4 7 T4 T MEREE Y R— 175
AnyConnect 7 7 A 7~ U U —ARMETY, AnyConnect 3.1 LARRIZ Z OBEREZ Y AR— K L
TWEHA,

X7 EEVT 4 VU a—Ta rERET HITIE, [Configuration] > [Remote Access VPN] >
[Network (Client) Access] > [Secure Mobility Solution] D JIEIZEI L F 7,

—ferarz N EE I}
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B Avcomect %27 £EEUF 4 4547 R YAy

5: [Mobile User Security] 7 4 > K™

é’] Hame CJ,(“} Configuration D Monitaring | 3 Save @ Refresh | o Back J ‘ 'j Help | l CISCO
Remote Access ¥PN Configuration > Remote Access ¥PN = Network (Client) Access > Secure Mobility Solution [J

Intrudu;tmll'l &, 1 The Mobile User Security service lets Cisco IronPort 5-Series Web Security appliances protect Cisco

_twnr (Client) Access AnyConnect secure mobility clients From malicious software and inappropriate sites,
i AnyConnect Connection Profiles
- AnyConnect CustomizationLocalization Service Access Control
AnyConnert Client Profils Specify the addresses of the hosts/networks From where WSAs can communicate with this security
AnyConnect Client Settings appliance.
i} Dynamic Access Policies
3 sroup Polides % add| @ o | [
sec(IKEvl) Connectlon Profiles e 1P address Mask
¥ alutio

- P F\ddress F\sswgnment

2 53 Advanced

Clientless 551 YPM Access

AdafLocal Users

Host Scan Image

Secure Desktop Manager
+ Certificate Management. e
é} Lepicebehn Service Setup
gﬂ Firewall [ Enable Mobile User Security Service
gg Remate Access YPH

: [] Change Passward
gg Site-ta-Site VPN
& Trend Micro Content Security
o |, Device Management
>
&} active  docs 15 & 12/20/10 5:24:50 PM UTC

* [Service Access Control] : WSA OEIL &7 DB A MEZIEHR Yy NU—2 7 KL RAZHEE
LET,

o« [Add] : BN L 72855t D [Add MUS Access Control Configuration] 4 7 & 778 » 7 A8
&£,

o [Edit] : 88R L 72 8%6¢ ® [Edit MUS Access Control Configuration] Z 4 7 & 778 v 7 A3
&£,

* [Delete] : R L7-#ife 27— 7 L GHIBR L £, fERShT, LCOVELLTEEY
hoe

* [Enable Mobile User Security Service] : VPN 241 L7227 A4 7 > k& OFf 2 BtG L £ 77,
A F =TT D L ASA ~DEEHIHZ WSAIZ L o> THA SN DAY — K& AT 5
VHEPH Y F9, WSA BIHELRWES, AT —Z A3 disabled (2720 £,

* [Service Port] : —E R & A X —TMZT L85G, P—ERADEDR— "N EFEMHEHTD
MERELET, A— FOHFMIL 1~ 65535 T, BRIV AT ALY WSAIC 7Y g
ST ENTHINT AEE B ESEHZLERHY T, T 744 ME 11999 T,

* [Change Password] : WSA 77 B A /AT — REERTX £7,

» [WSA Access Password] : ASA & WSA ORBIDFRFETCHE L 72 B FL—7 Ly b R T —
RERELET, ZONRRAT—RE, BHUVATAIELD WSAIZT v Y a =7 &
XS THNRAT— RE—HIEDILERNH Y F7,

s [Confirm Password] : i€ L72/XATU— REZFH AN LET,

7 VPN B

277760
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Add or Edit MUS Access Control [JJ]

* [Show WSA Sessions] : ASA IZHft S 472 WSA D& v v UIFRAEFRTE 7, #Hs
NTW5D (F7zid#Ek Siz) WSA OFRA MNP T KL AR L ORI N4 A 71 s
Ry 7 AZRENET,

Add or Edit MUS Access Control

[(%E (Configuration) ]1>[VE— F7 7 AVPN (Remote Access VPN) |>[x* v hU—7 (7

FA T ) 77 A (Network (Client) Access) |>[EF=aT7EEV T4V Va—ay
(Secure Mobility Solution) ] ™ F® [MUS 7 7 & A DB E 72 13#4E (Add or Edit MUS

Access Control) | %A 7 v 2/ 7Ry 7 AT, AnyConnect 7 71 7 >k ® Mobile User Security
MUS) 77t R2%2HELET,

s [Interface Name] : Ry 77X YA MEFEH LT, BINMELERELTWDHA ¥ —
T oA AL BEIRL £,

* [IP Address] : IPv4 7 RLUAE 72X IPv6 7 KL A& AN TE £,
eMask] : Fry ¥y URXAMNEMHLT, 4O~ A7 ZRIRLET,

AnyConnect 7 SA 7V FDHRATARXEO—D)E—
vav
AnyConnect VPN 77 7 A 7 > F ®AnyConnect VPN £ 2 — /v EZ W AX <A A LT, UE— |
a—P—|Z, DDA A—TERRTEET, [AnyComnect 7 74 T NOH AL <A X/v—

7174 X (AnyConnect Client Customization/Localization) | D7 ¢ —/L RZ&HHT I, RO HZ
ATDORAR~A REINTZT 7ANEA L R— b TDHIENTETET,

* Resources : AnyConnect 7 74 7> hOER SN/ GUI 7 A 22>,

* Binary : AnyConnect 7 74 7> b 4 VA M—FIZRODLFATHRET 7 1 /b, ZHUTIL,
GUI 77 ANVDIEN, VPN TA T M TaTdrAN, AU~ ZOMDI TA47T
VNI rANBEERET,

« Script : AnyConnect 7 74 7 > b 73 VPN 455t 2 ML T DATE 72T RICFATT 227 VT
]\O

« GUI Text and Messages : AnyConnect 7 7 A 7 > "MEHT 2524 bLE X vE—T,

« Customized Installer : 7 A4 72 bDA LA M—=NVEEFTTDH T AT —254,

s Localized Ingtaller : 7547 N TCHEHINDIEEEELEETH N T VAT +— 24,
KEATa T TIIRDOT 7 a v wEZTTEET,

e[ A—="F (Import) 1227V v 27 3%&, [AnyConnect 7 7 A 7 hDHAZ <A XFT
Yz h%&A >R — b (Import AnyConnect Client Customization Objects) ] 4 4 7 1 7 A3

| —ferarz N EE I}
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B anvcomect 55470 b orrgTARED—HYE—v s, YY—R

HLES, ZOXA 7RI TIE, A7V FEeLTAVR— D77 A VEIRETE
\i‘g_(]

e [=27 AAR—1 (Export) 1227 Vv 7 F5&, [AnyConnect 7 7 AT KD AL <A XF
7Yz h&Ex 7 AFR— bk (Export Customization Objects) 1 %4 7 ZNE#LF94, =
DHEALTaTTE, A7V hELTZI AR T D77 A NVERETEET,

*[Delete] 27 Vv 7 425&, BRLIEAT V=7 FBHIBRSIVET,

N

GE) ORI AT 2T AN BT— RTIEYAR—FFShEE A,

AnyConnect 7 S A 7>k DARZATAXEO—A)E—3 0, V)
\J_X

AVR= T OHAZ LA K= DT 7 A N41E, AnyConnect 7 7 A 7 >k GUI Tl
MEND7 7 AN E—BLTVWLRERHY £¥, ZHIETARL—T 4 VTV AT AL -
THE2Y | Mac B LU Linux TIERICF &/PCFREAISVET, 72& 21X, Windows 7 7 A
Ty MO I EEEWZ DI, ME O 2% company logopng & L CA AR — b
TOHMENRDY ET, BIOT7 7 ANVHTA AR —FT5E, AnyConnect 7 747 K A A
F=Z3tDarR—xr baERLERA, ZIEL, MEDOFTY 7 A /L2 R LT GUI
HHNABA RTDHEEE, TEOFATT7 7 ANPOATRED T 7 ANVAHDY Y —A T 7 A )L &I
BT ZenTExET,

AA=THI—AT 7 A)E LT (72L& 1L, company logo.bmp) £ AR — b D555, >
R=hL7eAA=VIE, A7 7 A NGB EZHEHLTHOA A=V %A VR — T 5ET,
AnyConnect 7 7 A7 N W AZ~A XA LET, =& 2L, company logo.bmp & 71 A % I A
A—VIZEBEH|A T, 2O A=VEHIRTO5E, A7 7 A A2 L TH LA A —
Y (FlFmnovAaunId A A=) EAUR—FTDHET, FIA TV MIZOA A=Y
DFRIR ke L E7,

AnyConnect? S A4 7 FDHREATAXEOA—hA)E— 30, NA
FIERSGY TR

AnyConnect 7 S A 7V bHhRAIRAE—ayv/a—h)E—ar, N4 FY)

Windows, Linux, F72iXMac (PowerPC £721T Intel X—R) =B =2—X DA, AnyConnect
2747 MAPLEERT2MBD Y AT FERETEES, 27747 FONALFY
TrANEBEEHZDZ 12X > T, AnyConnect 7 74 7 > b GUI F & O AnyConnect 7 7 A
T hCLI ZEEHAET,

[Import] A4 77 D7 4 —)L RIFKRD LY TT,
* Name & X #i 2 5 AnyConnect 7 7 A 7 b 77 A VDA HIZATILET,

7 VPN B
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AnyComnect 7 54 7> k DARATA REO—hyt—vav, GUIFFRrEAvE—3 [

e Platform 7 7 A VEFEITTH0S 7Ty b7+ —LBERLET,

*Sdectafile 7 7 A VA4IZ, A VAR =F D7 7 A NVDOAFTERICICT 2L2I3H ) £
}\/o

AnyConnect V S A 7>V b HRARAE—L 3 y/A—hYE—ar, RO9YTh

27 V7 NORERBLIOAZ VT NOHIBRFEHEOFEMIZ OV TIEL,  [AnyConnect VPN module
of Cisco Secure Client Administrators Guidel] ZZM L T 72 & Wy,

[Import] #4717 D7 4 —)L RIFRDO L FBY TT,

*Name: 27 V7 b OA4RTZ AN LET, AANIITELWERFZHBEL T ZIV, f:
myscript.bat.

«Script Type: 227 U NaFATTHH 4 I 7 H2FRLET,

ASATT7 7 ANEART YT NE L THAITED L 912, AnyConnect 7 747 M iZk -
T, V7 47 Ascripts &7 L7 4 v 7 A OnConnect % 7= X OnDisconnect 73— —
D7 7 ANZITBINSNET, 77472 bBRERT DL, ASAIE, VE—Farta—
2 LG —y h T4 L7 RMVIZAZ VT heF T ra— RLET, ZOE,
scripts. 'L 7 ¢ 7 2 FH|FR 41, OnConnect % 72 1% OnDisconnect 7° L/ 7 P
DOFEFHRY F4, /=& Z21E, myscriptbat A7 U7 h & A L AR— kL7284, ASA BTl
A7) 7 N seripts. OnConnect_myscript.bat & 720 £9, UE—F 2 1: 2 —& TR
A7 U 7 MX OnConnect_myscript.bat & 720 £,

27 U7 SOEITOEEMEZERT D701, T_XTDASA TRILAZ Y 7 2R
HIEOOICERELET, A7 VT M2 EEEHITEBRT 2561, BAX—Ta v LR 4R
EHHAL, 22— =087 D AlREED H 5T TO ASA IZEHRA S V7 N &2E D 4T
F, 22—V =PRI HE, HLWAZ VT MIEVFECLIOAZ ) F R EEX S
nET,

s Platform : 77 AV EFEITTH0S 7Ty b7+ —LEBIRLE T,

«Sdectafile: 77 A AAIE, A7 VT MK LTHRE LA EF L THLLEITH Y £
NS

ASDMIZE S TT 7 A MR —RA T 7 A AhbA L F— k&4, [Name] (25 L CHE L7280
LWARTPMERR S E T,

AnyConnect 7 5S4 7> F DHREFIA4AXEO0—AHy¥— 3>, GUI
TEXFAREAYE—D

F I IV N OEBRT =TIV ERET S0, £ LWT —7 & ERL LT, AnyConnect 7/
FTAT LV FGUUZEREINDTFA M A v E—VEERTEXET, D1 i, [Language
Localization] <A > & [Al UHREZ FiH £, KV ®ERFIHELEEIZ OV TIL, [Configuration] >
[Remote Access VPN] > [Language Localization] {28 L ¥,

| —ferarz N EE I}
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B avcomect 55472 L OhRERAREA—HUE—Y a0, DRAERARENIA VR b= FSURTH—L

Y =S DIEE DR FZ AATINZ T, ZONA VEL[A] A FZ & BIIOR %
%z 2.7 [Template] =V 723 % Y £7,

Add : [Add| R HF > %27 ) v 7 FTDHET 740 hOERT —T O a e —NE &, EHERE L
TORGETHZENTEET, RIF7V 7 ANVOSELINL, 77 A LVADTF A NOSFE
BCRETHZENTEET,

BT —TNDA =T HBNAZ A ZXT D56, msgid FEE LRV T ZE VY, msgstr
NOT XA NEEHELET,

FUT L= NOEBEIEELET, T 7L — MIF vy v 2 AE Y NOEHRT — 7 LI
D, BELEARNGEET, 77 UVFOEEAS T v a v E RO S DR ZHEH LT
I, ez, PEEOT T NVEERT HEZICIE ZFH L T H5E1E, IEICk-
TSN zh LW OMREEZM A L £,

[Template] £ > 3 >
« T U7 L— MNEREZ R L TT 7 4V NORGEEWT — 7 /T 72 AT HITIE, [Template]

Vv LET,

« T 7 4V NOYGEEMT —T N EFR L, REIE U TRET I, [View| 227 Y v
LET,

« T 7 A NORFEEBRT — T NV D 3 —E T TIRAT HITIL, [Export]| &2 U > 7
L/iﬁ‘o

AnyConnect? S A 7> FDHREIAXEO—AH)E— 3>, AR
AIARXENIA VAR =5 FT VR TH+—LA

B LA D N T v AT =2, VATV M AV A =T Ful T L& L CTRHA
952 &1L 5T, AnyConnect 7 747 2~ GUI Z KIBICH AZ~A R4 HZ ENTEET
(Windows D&) . F T AT 4 —L% ASAICA VR—b T2HL, AV A —F Tl T L
PHEHALCEMINLET,

NIV AT7 4 —ALDEAEE L TERINTE 5DF Windows 7217 TF, N7 AT 4 —ALDFE
oW Tik,  [Cisco AnyConnect Secure Mobility Client Administration Guide] # & L C< 72
AN

AnyConnect”y S A 72 FDHARAIRARXEO—H)E— a2, O—
NDTGARXREINFA VR MN—F PSR TAH—LA

NTUAT—LBHHLT, 7I7AT U M AVAR—T TR TTAIFERIND A vE—
CERRTEET, NI UVATF—AILE o TA VA ML=V a rBNEREINETRN, TOE
X2 U T 4 BAMSIIIZLLERA, TNHED T VAT 3 —ATIEA VA b—T WmE7ZT
DEERE, 774 7> b GUIEIFFR SN E A,
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AnyConnect 7 51 7 > + H R 5 LIEM .

AnyConnect 7 514 7> k W RA LEM

71 A H LJEPEIL AnyConnect 7 7 A 7 > M IZEE S, LTIORT X9 RIEEZ R ET D729
WHEHSNET, DAZABHICIZZA T AR EOMERH Y £F, FANIER LTI AL
LEMIE, FAFI 07 TIRBARYI =L N—T R —DOlGFTHERAENET, Zh
5DOHAH KBEMHEOEREIZOWTIL,  [Configure Secure Client Custom Attributes in an Internal
Group Policyl] 2 L T 7Z& W, 2HOSEIERHRO N A X K@z ERE L O E
LT,

* DSCPPreservationAllowed :  (DSCP DfRFZAML) ZDONAY LgttaREd 5 &,
Windows F 721X Mac DA XL —F 4 > VAT A 7T v N7 % — AT DTLS #ki D
Differentiated Services Code Point (DSCP) 23l S nE 4, Zo@EaiH+Ts L, T3
A AZ, BIEORBEZZTRT W T 7 v 7 Z2ERNAAAT U, BSRIENAHT Sz b
T4 07— T TT U MY FEROBEZSGET L2 2 N TEET, FHMIC
DWW TIX,  [Cisco AnyConnect Secure Mobility Client Administration Guide] @ [EnableDSCP
Preservation] ¥ 7 > a AL T Z &V,

fEIX True £721% False T9, 7 7 4/ h TiL, AnyConnect 7 74 7 > I X DSCP O{RFF
ZFEITLET (True) o BT DT, ~y R RTHAZ LB % false IZFRE
L. #kex et L £9,

DeferredUpdateAllowed & = 1d DeferredUpdateAllowed_ComplianceModule :  (ASA TH
BFOEHZ AL ZNEDOH AL KEERRESN TWDLEEIC, 7747 2 bOEHE
DRIFFREEIZ/2 D &, AnyConnect 7 7 A 7 2 MIEH % FATT H0MEMT 20 % 2 — W —
WCF;NRL LA Ta Tl EEET, FEMICOWTIE,  [Cisco AnyConnect Secure Mobility Client
Administration Guide] @ [Enable AnyConnect 77 7 1 7 > |k Deferred Upgrade| % 7-1%

[Configure Deferred Updateonan ASA| ZZ R L T 7230y,

fEIX True £ 721X False T3, True %A, BT OIEMN G20 £9, HHOUER S E
% (False) OFA. TilOREITEH SN ET,

« DeferredUpdateMinimumVersion_ComplianceM odule & 7= (&
DeferredUpdateMinimumVersion : B ZEH CTEX 5 L 212 572D A A h—/b
THINEND DI/ —2 3 D AnyConnect 7 7 A 7 2 K,

L xxx T, T 74/ ;£ 0.0.0 TY,

« DeferredUpdateDismissTimeout : B HTOIEM 2 FEiR T 5 4 A 7 1 7 RFoR S To
5, HEIWIZPAL 2 £ TCOME, THOLEMEZHERT 244 T I BERINDGE
WZOHEH I ET,

EIX0— 300 b Cd, 74/ ME150 T,

« DeferredUpdateDismissResponse : DeferredUpdateDismissTimeout D FAERFIZFEITT 5
TIvalv,

fEIX defer GEH]) F7-1L update (BEH) T¥, 7 74/ b update TY,
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/asdm719/vpn/asdm-719-vpn-config/vpn-asdm-setup.html#ID-2188-0000042d
https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/asdm719/vpn/asdm-719-vpn-config/vpn-asdm-setup.html#ID-2188-0000042d
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http://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-anyconnect.html
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. AnyConnect 7 54 7> b h X3 LEH

« dynamic-split-exclude-domains<fg &> <k A A4 D) X k> F1=I&

dynamic-split-include-domains<@4&>< kAL VDY R +>: (XA FIv T 27U v |k
Fox Y T aAb) ZONAZ LBWEAERT D Z LK b URIVORENLRIT,
BARDDNS RAAL VAIZESHTEHICAT Y » RN R R Y U T EITH 2 ENRT
& E£7. dynamic-split-exclude-domains ZiEBf19 %5 Z £ IZL Y, VPN k& RILDINRD 7 T
AT NCEBT 7 -ARMELR 7 T RERITI Web —E 2% AT TEXET, FEHIC
DUWTIE,  [Cisco AnyConnect Secure Mobility Client Administration Guide] ¢ [ About Dynamic
Slit Tunneling) Z#ZM L T 7230,

EORBRMAIZIX, EEOARIZIRE TE £7, =& 21X, anyconnect-custom-data

dynamic-split-exclude-domains excludedomains webex.com, ciscospark.com @ X 5 {2 L £,

managementTunnelAllAllowed : (%2 VPN k> V2 H3{b) = —F =B L7z >
N — 7 @BEICEELRNEIIC (BB VPN X UTERNTHH720) A7V v k
WE NV T ORENT 7 4V N TRETT,

B true 7213 false T, ZOEEEZ A — =T 4 RTH551%. BEA LEOW G %
true lCRELET, ZOXIIITHRETDHE, MADIP F'v h 2/LOFRIED tunnel-all,
split-exclude, split-include, F 7213 bypass DWW D4 AnyConnect 7 7 A 72 b 1%
BN RV DOEERITERE T,

no-dhcp-server-route : (/X7 Y v 7 DHCP #—/3—)L— N DOFE) ZDOH A X AEMEIZ X
¥ . Tunnel All Network i E S TCWAEAIZA—A/VDHCP N7 7 4 v 707 VT T

FAPNTHND X D127 £9, AnyConnect 7 7 A 7 > b %, AnyConnect 7 7 A 7 > k
DOPEGERFZ 1 — /1)L DHCP Y — " — R ED/L— R ZBML, RA R~ D LAN 74
TR TR T 4 V2 B LT, DHCP b7 7 « v 7 %R 4i%— hOFTTO
N7 4w ETry s LET, FEHICOWTIE,  [Cisco AnyConnect Secure Mobility Client
Administration Guide] @ [SetPublicDHCPServerRoute] 7 v a v #ZSL TL &0,

fElE true £7215 false TT, b RAFENLRED X7 U » 7 DHCP H—/3— /L— MERK %
F 572812, no-dhep-server-route 7 A ¥ AEENIFEL, true ICREIN TV DAL ERH
0DET,

circumvent-host-filtering : (7% v FOERS A AR — F 35 K 9 12 Linux 3% &) [Tunnel
Network List Below] 232 7'V v F bR U ZTHIZEE SN TWDLEIETT 7y FOBR
Gha R — 325K 9IZ, Linux Zi%E LET, dBMcOVNTIEL, 7%y bORRSNEZ Y
R— I 27200 Linux OE (31 ~—2) 2ZMLTIZSW,

51X true F£ 7213 false TI, true IZHFE L E T,

tunnel-from-any-source : (Linux® %) AnyConnect 77 74 7 > b IZ, Split-Include F 721
Split-Exclude k> R/AVE— ROMLEDKEETT RLAZFFONT Yy NEFAILET, VM
A VAR AET T Docker 2T FNOR Y NU—0 T 7B AZFFRITEX ET,

A\

(GE¥)  VM/Docker T SN D F v b T —271d, &N b R HER
NTDHLERH D £,
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| —meears veN s
IPsecVPN 25472 kv koz7 [

s perapp : E/3A /LT84 X (Android F 7213 Apple i0S DH) EDOFFEDT 7Y r—3 3
& FTVPNESAE A S ET, FEIC oW TiE,  [Cisco AnyConnect Secure Mobility
Client Administration Guidel] @ [Create Per App Custom Attributes] 2 v a > &ML T<L
720N,

EafRET DL, AU > —Y—A»n5 BASE6A EXA 28— L CZ ZIZAED FHF T, 1
DL EDOEZBEML £,

IS OREDOH % S 51258223 521X, [Configuration] >[RemoteAccessVPN] > [Network
(Client) Access] > [Group Polices] > A == —T, ERFHNIAZ LBHEDIZE AL EERFED T
N—"T" R —ICBEMT A MERH D £T,

IPsecVPN O S A7 VD07
A

GE) VPNISA7Y MEMAEHKRIT, YR— PR TLTUVET, VPNZ 7147 FORE
[ZOWTIE, ASANR—V 3 92128352 ASDM D~ =27 V&2 ZH L T< 7280, AnyConnect
YxX 2T TEIT A IV TA TV MITYTIL—RT BT EE#MELET,

Zone Labs Integrity Server

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[Advanced] > [IPsec] > [Zone
Labs Integrity Server] /X*/LClZ, Zone Labs Integrity Server % %78 — F 95 X 912 ASA 2% 7E
TEET, 2OV —R_—L, T4 X=Xy NT—J T 7 EAXATHVE—F I TFA4T

FCTEx =V T 0 AU —ZEHT 5 HABY TR S 4172 Integrity System &9 & AT AD—

HCT, FHEMITIE, ASART 7 A T VA — NP — =2 T5H7TA T hPCOT B I
L U CHERE L, Integrity 7 74 7 > b & Integrity % —/N—F THE/2 T XTO Integrity HH %
ULr—LET,

\}

GE)  BEOVY—RAOEX2VT 4 77747 2 ATIXFERFC 1 B0 Integrity ¥—/N—D 34
AR—=FEINTWVETN, =P — A ¥ —T7 A ATIIEKKS B D Integrity Y —/3— DX E N
PR=FENTWET, 77T 4 7R — " —ZEENREAELTHA1E. ASA L THIOD Integrity
P—R—5RELT, 74T NVPN Y a VERMHLL T EIN,

* [Server IP address] : Integrity h—/N—®D 1P 7 RLAZ AN LET, Ry MEE 10 EEZME
MLES,

e [Add] : BT LW — 3—1P 7 KL A% Integrity ¥ —/N—D U A MZBMLET, ZOKRH
X, ServerIP 7 KL A 74—V RIZT RVABANEND ET 7T 471270 £,

s [Delete] : #&4R L 7=V —/3—% Integrity —/3—D U 2 h S HIBRL £97,

| —ferarz N EE I}
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— iz VPN B |

* [Move Up] : i&R L 72— 3—% Integrity —/3—D U X MNT EIZBEILET, ZDOHR
ZE, VA MY —=A=0 1 BULFET 2HAICETEATE £,

* [Move Down] : B8R L 7= —/ N—% Integrity —/"—D U XA NNTFIZBHLEST, 2D
AL VA M —="=N 1 BUFHET 258 TEET,

s [Server Port] : 77 7 « 7 7% Integrity h—/3—% U v A F 5 ASA DR— FEZHE AT L
F£7, ZTD7 4 —)L RiL, Integrity Server D U A MMZH— —3b7e < b4 1 BLLEGFTE
THLGECIEHERATEET, 7740 b AR— MEBIL 5054, PHIL 10 ~ 10000 TJ,
Z D7 4 —)v R, Integrity Server Y A NIZH— _R—NHEIET HGEAICTETHEH X
R

* [Interface] : 77 7 4 7 73 Integrity —/"— L iHET D ASA A > ¥ —T7 = A4 A& BRIRNL F
T, DA U H—T oA A A =2 —L, Integrity Server U A N NIZH— N—3MFIET 5
Ga iR cE £,

* [Fail Timeout] : ASA 37 7 7 4 7 72 Integrity r— /N—|CE[FETEX RNV LEZEHESTHET
DOFER A AN LET, T 740 M 10 T, #PHILX, 5~20 TT,

* [SSL Certificate Port] : SSLFRFECTHHT5 ASA DR — b E2ELET, T 74/ hDOFR—
R 80 T,

* [Enable SSL Authentication] : ASAICE DY E—F 7T 47 F® SSL FEAEDFRFEZ A
F—TMITDHEENA AL ET, T 74NV N TIE, 774 7> bSSLEEREILT « & —
T TWET,

* [Close connection on timeout] : % 57 7 MEFIZ ASA & Integrity Y —/S—[H DO 2 44T
TOHBICA T LES, T 740 M TR, ERPHER SN ET,

* [Apply] : BXEZ FEIT L T D ASA 1T Integrity — S— DX EAXWH L £,
* [Reset] : F 7238 H S 40TV 720 Integrity Y — S— DR EDEE 2 HIFR L £,

—MD1E A

Cisco Identity Services Engine (ISE) (%, EX =2 VU7 4 KUY —EFHBIOHE 7T v b7 +—
LATY, A, VA VLA, VPNEROT 72 AL X2V T 4 a7 34T A% H
#MbL, 7z LET, CiscolSE (FFIZ, Cisco TrustSec L HLEL TEFX o7 77 R &
TAN T 7 RaRE L, EAFTHT A ZFBIAZ (BYOD) A =377 4 7 & FR— |
L, FHARY >—2@EHT 7O ERlSNET,

ISE Change of Authorization (CoA) #BEIX. FGE. A, BT U7 127 (AAA) B
valrDREE, By va VINIRICEE T LT ODOA = AL EREELET, AAA D —
P—F T2 —F—= I N—TOR) > —%EET 5L ISENDH ASA ~CoA /"7 v N EHE
EELUCGRREZHEMIE L, HILWARY o—Z2@HATEET, 1 T4V RATFT v EMARA
k' (IPEP) 1. ASAIZ L > TN EN=E VPN Y v a7 7®8A a2 fa—L U A L
(ACL) ZHHT 2 4ExH Y T8 A,

ISE RV v—DFEfEiX, RO VPN 7 747> b THR—FZNTWET,

7 VPN B
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isexazEnss

* [PSec

 AnyConnect 7 7 A4 7 > |k
» L2TP/IPSec

VAT A 7= RkOLEEBY TT,
1. = Fa2—%—2 VPN #52 TR L F9,

2. ASAX, ISEIZK L Ca—Y—%FFEL., X v MU~ ~DRET 7 B A%+ 52—
PF— ACL 22T HLD 97,

38 TAVYT Ay IRRMGA Yy E—VYRNISEILRESN, By va v RREShLET,

4, RAF % TEAALIBNACTZT— = FEISERITHEHB I TONEYT, 2071k R,
ASA [TiFE BT,

5 ISENCoA D RV —Fvia] 2L TASAICKRI P —DFEFEZEXELET, 2
WXV, Xy NU—7 T AMREZEDDHH LW a—HF— ACL Nifpl S E 7,

A\

NOGERHY £7,

=

CE) kD CoA BHFAN L, DT A 7 XA LFITIBINOR Y 2 —3AfAS ASA IZFEIBAIICIT

o)

ISEFFRIEE DR TE

FIE

ISEfR A B 23R ET H121%. ISERADIUS r— —& & Teh—_— F L —T 5B L, U E—
NT7T7EBAVPNRET2 774 (boxX)V) TZEDOY—N_— T —T%2HLE9,

ZTw T 1 ISE H—/3—@D RADIUS AAA —— )L —7 %2R ELFT,

ROFNEIL, F/DROFRELZRLTOVET, REIZSUT, Z—7DOMORELFHETE £

To KEDOREITIE, 1FLALEDORY FU—VITHLIT 74V MRENRH Y £7, RADIUS

AAA = "— T —T DR EDFHEMIDONTIE, KR a 7 4 Xalb—var A R

ZHLTLZEN,

a)  [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [AAA Server Groups] % i3t
RLUET,

b)  [AAA Server Group] FHI T, [Add] %2 VU v 7 LET,

¢)  [Server Group] 7 4 —/V RIZZ NV—T D4R I# AT LET,

d)  [Protocol] Fu v X7 U R KinE RADIUS Hh— 3— X 4 T A TR L ET,

€) [Enable interim accounting update] & [Update Interval] Z34R L, RADIUS Hf{]7 7 > T 4
VIEBA = URNEMRICAERESND LI LET,
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B osexazsoxs

ISElI%, ASAZREDNAST NA AMBZETHT AT T 407 La— RIZESNT,
TIOTA4T ey varoTr 4V NI ERELET, L, By varn Ty s T 47
THDHEWIBEH (TATT 4T Ay —VERIRAF Y b rvay) &
SHEIZAE Lo 128A . ISEIZT — 2 R—=2ANnbLZDk vy a Dl a— REdRL
F7, HFRERFFHOFE W VPN BN HIBR SN2V E 2123212, X ToT7 7747
Yty a I OWTISEICEMMCHBI T Ao T 4 VT EHA v —VEEET D L
IS, IN—TERELET,

INDOEHEHFET HMRERHEA CER TEXE T, 7 74/ MI24FEH T, HHE
T DT 1~ 120 TT,

f)  [Enable dynamic authorization] % 3R L %9,
ZDOFT T a E, AAA —3— Z)L—T7" D RADIUS O @R R (ISE #Frl 5,
CoA) #—ER%AF—TMILET, VPN b RN TH—R_— Z A —T % HEMAT 5
& XFIET 5 RADIUS H—/3— 7 /L— 773 CoA @AM B ER S 4L, ASA X ISE B D
CoA RV —HHHAFR— 2 v AL LET, BIOFR— MEFEHT 5 X HICISE —
Ne=INREZIINTOZRWRD . A—F (1700) ZZH L72WTL EEW, A2h7e&ipHIX
1024 ~ 65535 T,

g)  FSFEIZ ISE Z i L7254 1%, [Use authorization only mode] % E&R L ¥ 97,

ZOF T arid, == N —TERANMEHTH L X2, RADIUS 7 7 & AER
A=V, AAA P —R_"—FICRESNTNE IR — R R LT, R
Al BERE L THEREENDZ L2/ RLTWVWET, RADIUS V— "—DH@/ AU — K%
WETH L FONRAT— RIEHSHET,

7= 20, BEEC Z DY — "= T — T i < SEAEAE AT AL, BRAHEA
T—FREFEHALET, VPN U RV TORBAIET AT 4 o TIZZDH—— 7 )—
TEFEHT D AREMENH D215 TT,

hy [OK]%ZZ27VyZ LT, == —T%RFLET,

i) P X— T N— T HFRIN L T2 5, [Servers in the Selected Group] V A F T[Add] & 7 V v
27 L. ISERADIUS ¥— _—% 7 )L—7|ZBMLFT,
X—BMEEZUTIORLET, HRBEISC T, MOBRERICT 74V hERETEET,

* [Interface Name] : ISE %—/"—|ZE[FET H720ODA LV F—T = A A,

s [Server Name or IP Address] : ISE #—/X—DHR A M4 EILIP 7 FLX,

o (&) [Server SecretKey] : e # 5 5{b3 5% —, F—ZRELRWV L, BT
BrfbshEztA (FL—rTFAN) . ZOF—13127 LT E TORET D OHE
BE., KLFEE/NLFORRHY . RADIUS H— 13— EDF— & [7 UfEIZ 2 Y
7,

j) [OK] %7 U w27 LT, —="—=% 7L —TIZBMLET,
P—X— =T IZHID ISE — R"—Z B L £,
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AFvT2 VE—K 727 EBAVPN TISEH—NR— F I —T2FHTLH-0IC, HRES0 T 7 A LEHEH
L\i‘g_o
DLTFOFINE L, ISEREDOREAL 7> 3 DR ZYE LET, HiEN2YE— K727 AVPN
PIERRT DL, T4 Ty a VHERETHILERSHY EI, VE—F T 7 A VPN D
FIEIZHOWNWTIE, 2O =2 T AOMOBEFROFBIIIE> T EE VY,

a)

b)

d)

e)

[X%E (Configuration) ]>[Y)E— F7 2 XAVPN (RemoteAccessVPN) |>[ry kT —
9 (U347 k) 7YX (Network (Client) Access) | [AnyConnect 7 74 7 > b H&Efi
70774 )L (Connection Profiles) | ZE4R L £,

[Connection Profiles] 7—7 /L C, 707 7 A V& BMEITRELET,

[Basic] X— T, @b REHELET,

FEREIZ ISE Yr— "—Z 3 %A 13, [Authentication] > [Method] (Z%f L T [AAA]
IR L, IRIZISE AAA —R_— N —T7ZRIRL £9,

R ICORISE Y —_— TN —T %R ET DHE1E. BIOFRIES R ([Certificate] 72
L) @R LET,

[Advanced] > [Authorization] ~~—<"C, [Authorization Server Group] (Zxf L T ISE #—/3—
IN—TZFEIRLET,

[Advanced] > [Accounting] ~<—<"C, ISE #r—/ 83— 7L —T7 28R L £ 7,

[OK] &2 Vv 7 LCEEERFLET,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



