IKE

« IKE OFEE (1 3—)
« IPsec DFEE (14 X—7)

IKE (Z ISAKMP & 1R ., 2 BDEA FTIPsec BX =2 VT 4 7YV vm— a3 o OFEEITE
—HERL-OORIA— g3y Fa halTt, X—F )L FTALA_X—K Xy NT—
7 HIZ ASA ZRET DI, VAT AERICEAT S 70— SV IKE XT A —H R E L,
EHIZ, VPN BT 5720187 NI o— v HIKERY U —H Bk L 7,

FIE

ATy T1 IKEDOAMME (1 2—) ZHEHALTEMIT LI ENTEET,
ATFY T2 VA M VPN D IKE 8T A—4% (23—) #RELET,
ATFY T3 IKERY v— (95—) ZRELET,

IKE DE 1L
FIR

ATy 1 VPN #5iloxt LT IKE #6923 5 )71k
a) ASDM T, [/ (Configuration) ]>[V E— K7 27 & AVPN (Remote Access VPN) ]>[F v
cNo—2 (V547 ) 727 EA (Network (Client) Access) ]>[Secure ClientAnyConnect
¥%i 7 v 7 7 4 /L (AnyConnect Connection Profiles) | ##N L F 7,
b) [Access Interfaces] fHIk T, IKEZfEHT 5 A > & —7 = A ATk LT, [IPsec(IKEv2) Access]
D TFIZH 5 [Allow Access] A4 2 LE T,
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IKE |
B v rraveNo ke <S5 x—4

ATv T2 HA M VPN Ik LT IKE 26302 5 ik
a) ASDM T, [Configuration] > [Site-to-Site VPN] > [Connection Profiles] % &R L %9,
b) IKEvI BLOIKEV2 2T 54 X —7 = A ZZHTIRL £,

YA FREIVPN D IKE /X5 A —4

ASDM . [Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Parameters] Z %R L £ 9,

NAT D &E&E
* [Enable IPsec over NAT-T]

IPsec over NAT-T IZ L Y IPSec B 7. UE— h 77 & 2 & LAN-to-LAN O[5 D
NAT T84 2% N U CHEN. CE X9, NAT-TIZUDP T —4 27T LD IPsec NT7 7 4 v 7
BT L, R— b 4500 2 LT, NAT 731 AZA— ME#RzZRME L E7,
NAT-TIZTXTDONAT 731 A= HEgH L, LB RGEE7E T IPsec T 7 4 v 7 %D
T LET, ZOMREIL. T 74V N TA R—T I ENTWVWET,

cASA VL, T—HRMWEITH 7 T A4 T > MG LT, EHED IPSec. IPSec over TCP,

NAT-T. £ X O IPSec over UDP # [AHFIZY AR — K T&E £9,

« NAT-T & IPsec over UDP Dl ;7754 % — 7 /LT 72 > TWAHEE . NAT-T BMEE SN

\iﬁdo
o £ X =TI o TWBEA . IPsec over TCP (XD X ToOEEG L HER X
nEJ,

ASA IZ X% NAT-T OFELETIZ, ROBFEITIHV T, H—0 NAT/PAT 7 /31 ZADHKIT

»BHIPSec T YV AR—FLFET,
« LAN-to-LAN #5#¢.

¢ LAN-to-LAN B £ 72 13DV T — N T 7B A 7 T4 T hOWT, 72721
W RRESEDZLIXTEEYA,

NAT-T 2T 2121%, ROFIMEZFATTOB8ERH Y £

« R— bk 4500 ZPAL FoDIHEAT DA v F—T = A AD ACL ZEK LT
([Configuration] > [Firewall] > [Access Rules]) .

o« ZDOA T, IPSec over NAT-T %A R —7 /LT LET,

* [Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Prefragmentation Policies] ~~
> @ [Fragmentation Policy] /X7 A —#4 "C, [Enable IPsec Pre-fragmentation] Cffi 3 %
A Z=T oA AEHELET, TUPRESNTNDHE, PT7 T 7 AT — g
YEY R =R LTORWNATT A A% b7 7 4 v 7 BBETEET, Zhick-
TCIPT T T AT =2 a ey R— b4 2 NAT 734 ZOEENGF oD 2 &
EH 0 £ A,
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 Enable IPsec over TCP

IPSec over TCP Zfi 1% & | FE4E ESP ARV IKE 23HERE C X W BREE, E 72 13BEF D
T AT T A= =V E BB LTEGAIZR S THIETX 28K T, VPNZ 747 b
DENEFHEIC 72 D £97, IPSec over TCP IX TCP /X%~ RN TIKE 7’12 k22L& [PSec 7' 1
ranvaE el L, NAT & PAT DT OT AL ZABI R T 7 A T o —i2k vt
XaT R bRV 7RFBRLET, ZOMWRBIZT 7 4/ b THEICHRE SN TVET,

N

GE)  ZoOHEEIX, X R_R—2DT7 7 A T U4 — L TITEEL 8
Mo

IPsecover TCPIZ, VE— T8R4 7 FCEIELET, £/, T XTCOYHA
VH—T A AL VLANA UV H—T7 A ZATHEMEL £ 9, L. ASA BEREICK S L
TWBHZ7 747 MBSO ET, LAN-to-LAN B8 TITHERE L =85 A,

cASA X, T—EKHEITH IV TA T > M LT, HERED IPSec, IPSec over TCP,
NAT-Traversal, 3 X OV IPSec over UDP # [RFFICH AR — FTx$£9,

o f X —T NWNTZ7 > TWBEA . IPsec over TCP IIL D3 X ToEm A LD HELS
nEJ,

ASA & F D7 54 7 v kD)7 T IPsec over TCP %A 2 —7 /LI LT,

ERI0EDOR—FE2EEL T, TN HDKR— MM LTIPsecover TCP & A 3% — 7 J/LIZ T
xFJ, K—1bF 80 (HTTP) °AK— bk 443 (HTTPS) 2D =V vy R— e AT
L, FOR—MIBEEMTON TS T T Fa /L EE LR 70D 2 & T G n s
AT MMIFEREINET, ZO/E, 77UV VFEEALTIKE ®hA ¥ —7 =4 A5
ASA ZEHTE < e 7, ZOREEMIT 5121, HTTP/HTTPS EH 4 B AR —
MIFELET,

ASA 72T, V94T FTHLTCP AR— hERETHMLENHVET, 7747
FNOBREICIE, ASA HICHE LR — a2 b 1 OFDHINERHY £,

E7IZEESNSID
IKE X2 x— 3 VCET AT Z#A7 5 [Identity] 23R L £,

Address ISAKMP OFBIE#HR A2 ZH T 5K A RDIP 7 RLUAZHHLET,

Hostname ISAKMP DOFkBIIE#R A2 2 # S DR A FOEREM KA A VL&A LET (F
THIVE) o TOLENE, BRARE RAL VA THERESNET,

Key ID UE— BT NEFIEE X — AT 5 720 fF T 5 [Key Id String] #5573 L
i‘aAo
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Y4 FEIVPN D IKE /X5 A —%

IKE |

Automatic B4 A TN L > TIKER A —v g VERELET,

s HEHEAEXF—DOIP 7T KL X

FEBAEZEFED cert DN,

£y

V2= %% kil

* [Disable Inbound Aggressive Mode Connections]

7x2—RX1DOIKE RxF T — 3 »ClE, Main E— K& Aggressive E— ROWT %
fFHTEET, EHLHDE—RLREIC—E AL L E T4, Aggressive T— RDGH
WCET M THE L SN D ZHALE T, 3 D TiEe< 227217 T, Agressive E— ROFH N
IR TT, BEN—T DO IDIFREINETA, TOLD, HHREES (LT LoEx =
TR SAZTESLT HENC, BT HTIDEME KT 2 MLERHY £3, ZOKREIZT 7 4
Vv b THEICRE SN THNET,

* [Alert Peers Before Disconnecting]

cASADT ¥y RET LR T —h, Byl ar TARLVELLT Y N, B KGR
MIOEE, FHEICLIEIERE, WS OPOBETZIA4A T ey a it
LAN-to-LAN v a v Ry 7E3nNs 2 E083H 0 £9,

cASA X, Ui SNDERIOE v a 2oV T (LAN BRTEHND) REINZET
B L, FNOICHBARELET, 77— bEeZEB LT ERE 27947
1. FOEAZEEMLTAR N a S ERERy T T v 7 A IERLET,
ZOMREIXT 7 4V h CEIERTE SN TWET,
-:®&4VT1I%Aﬁ%h%@7§~F%%Ebfﬁﬁ%%@@m%ﬁiélkﬁ
TEx5 ko, WmEREE A RX—T NI TEET,

REINTZI7TAT 2 FEETIZIEIROL DN EENET,
T T — "B AX—T NI TNEEX 2 UT 4 TTITAT R
e NR—=Ta 40D Y T MU =T HFEITLTWAVPNY 74 7 b GREITRE)

* [Wait for All Active Sessions to Voluntarily Terminate Before Rebooting]

TRTCOT 7T 47 Bya X PHBMICKT LELEICRY ASAZY 7— 55K 9
2, ATV a—)LERETEET, ZOHKEE i77¢»%fﬂm:&ﬁénfwi¢o

* [Number of SAs Allowed in Negotiation for IKEv1]

—FETORIT=— g 0 SA ORI AHIIEL £,

IKEv2 358 DEEE
BIMOEy v a siiliEix, A—7 2 SAOKERIET B IKEV2 CHEATEES, 774/ KT

=N

m

ASA I3F4—72 SA ODEEFIREL EH A,
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* [Cookie Challenge] : SA \Z X - TRt E T X7 v FA~DIRE L LT, ASABET T34
AT v F—F ¥ LU VERMETEDLLIICLET,

* [% threshold before incoming SAs are cookie challenged] : ASA (2%t L THFR I N D G5
SADSH, AT —a O SADEIE, ZOREICET S L. LIEOSAR T
V=g IR LT v FxF— Fx L UpMThitET, #iPAIL0~100% T3, 7
7V M 50% T,

* [Number of Allowed SAs in Negotiation] : —fi COR T T — 3 U H SA OfE % il R
LET, Z2ovF—Fx LUV EHT25GAIE. A7 0 X Foy 73 Thbivd L9
2. ZyF—=F XL VDOLIWEZ ZOFIRE Y HES LTI ZS W,

* [Maximum Number of SAs Allowed] : ASA L TFFr] 415 IKEv2 ##c OE & Hi[R L £ 97,
T 7 AN T, T4 B ATHRE ST DR #5878 ERR T,

* [Notify Invalid Selector] : SA TZAZEINTEE Ty NREDSAD NI T 4w LY
B L =B LRWEARIC, BHEIIET ~DOIKEBMOEE LA EITENCTE £,
ZOBHOEFITT 7 4V BT, BT TET,

IKE v2 8 DEXTEIZ & % DoS WED[fLE

EEtXalT7 0 7Y vm—ar SA) #OF¥X L PEITI VI vF—Fx LU TVER
ET D), =T U7 SADEEFIRT S Z LIk V., IPsec IKEV2 #46¢12 %4 25 ¥ — B A5
(DoS) BEEAHIETEET, 7 7 4/4 FTIiX, ASA TA—7" 172 SA O ZHIREET, SA
DI FX—F XL IUEITHIZELDYEFA, FAISNDSAOEEFIRETHZ L TEE
T, ZhICk-o T, FRLUUBKITEGEOR I —2 g UM Thn R kDD, 7 v¥F—F %
Ly UHSRE CIIBHIE CE T HIEE OB A R CX e W afREMER H 5. A E U X CPU ~DH(E
ZBiIECE £,

DoS W TI, WBEHIX, ©T T3, A0 SAR A v b EFE L. ASA BEDIEE &k
FI2EHBELAMLETNL, E7 T AT THULSELEEA, 7 710 AN TH
ZARRERICAT O & INEZFIET D E TASATIH A SN T X TOSATRZMHTE £,

I X —F L VDLEVE (%) 24 F—7NMITDHLE, =T SAFxAvT— g
OEMNFIPRINET, 72&2E, T 74/ FERED 50% TIE, FFal&4uD SA D 50 % Bp =
vE—yva i (A=) OLEIZ, ASAX, BIFE L7ZBMO SAWMI 7y vD Y v X —
F ¥ L PEITVET,

[Number of SAsAllowed in Negotiation] = 7213 [Maximum Number of SAs Allowed] & & & 12 H
TOHEEE, AR u A F2y 2 MTONLE I, ZyF—F XL PVDOLEWVEZ
NHDOFFELY B LTLEE N,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] %R L T, IPsec L'/l
TRTO SA DFFizfillRd 52 &b TEET,

« m



IKE |
B keemgeronTrzyFizonT

IKEV2iESET7 O Y T <y TIZDNT

9.14(1) U U —ALIBE, ASAIKEV2 13T 27V 7 b~y 7Y R—F 55120 EL
7o RUFRNAVNOETRE T T 5 L IKEV2IZY A NNORD BT TSA DML Z kA F 7,
BRI0EOETT RLAZFFS7 ) 7 b~y 7 HHETEET, IKEV2 TOZOEKET O
HAR— NI, RS, BEET 2 ) S b~y T EEHLTIKEVI 226817 255 1IC% L H
T

IKEV2 I G D 7 VT v~y FTOREYR—FLET, LIZN- T, BEETIINGmD 7
VR FICHRESN, PRV EBRBT 2T LOEREZITANDTZDIZFERLCH D
MER SN ET,

IKEv2 1 =< T —45 DENE

IKEV2ZET (Peerl 72E) Dy gz LET, 5E0 SA INIT #iX{E T Peerl (2|
HETERPoTZEE, EOBHEENETINET, ZOT 77 4 7 41T 25000 F
o

Peerl (ZREEHAET H L, SA INIT A v &—78 Peer2 12165 SVE T, Peer2 IZHEFETE
IRONEEIE, 2 5% Peer3 E D& v v a VHENLABMB S NUE T,

VT <o TOETIVAMIBHEITRTCOETEHEATS L. IKEV2IE. WO T &
SABFESL ZNDET, Peerl by a v EFHERKBLET, KOKIZ, ZO8EEEZRLE
—é‘o

1: /M= I—42n7atR70—

—_— SA_INIT —>
Peer 1
—_ (Retrans SA_INIT 5 times) —> 2000
e E—— - —_— | — SA INIT request —>
<— (_ SA_INIT response ) ——
Host 1 Initiator Peer 2 Host 2

(19216820 ) (1111 ) AUTH request > 3.3.3.3 192.168.3.0

<4— ( AUTH response _

\)

() IKESA ZBH#AT 2I2i%, MR b T 7 40 v 7 BB TY, TD7=d, TN RIS 5 7=
WCIROETIZHEEIL ., %%&H’J . BETRERE TN SA S LET, FT T4 v s RIS
N1, kDO YT TIKE SA ZRETATDICTFE N A= MR F9,

6| " I



| IKEe
KEz g EF sy T reyFicont ]

IKEv2 L XK > & DENME

IKESADV AR AT NRAZANT VT b~y THRHOEHOET 2EHA L TRESHLTWDHE
A, IKESADFRITENAT-NZ, A =V 2—HIKESADT RLANR, Z U T b~y THNOH
ET 7T 47 RETOT FLATHIFSNET,

ez 2V T v~y THOBIET 7T 4 7RET (LARUEZ L LTHER) BNRyOE T
THDHEA. IKESA X Peerl DIP 7 RLAMWLEMBEINE T, FEEIC, 2V 7 v~y 7D
BET 774777 (VAR ZELTHER) B2FBOET THDHEE . TIKE SA I3 Peer2
DIPT RLUANGEMBENET,

A\

G¥) E'7 b7 X—PuiE, IKEV2 ¥ LFET hARa O L ARCVAMITIEIR—FENET A,

DY TRy TEEBHOET7AVTYIAD) Y +

IV T b~y TEERTLHE, ETA Ty 7 ARERIZ Y FE, VA NADOEAIOE
Thb b RARRBENET, RORIZ, FEORATOERET A 7 v 7 ADOBIT 2R
LET,

R1:SARIDBEBET A VT v 9 ADHEAT

SA BTN E7A2TvI ADHEE
Oty k

BERRERET KFIE

72— 1 FRR—=FLDOLR—K PIIIN

72— X2 7 aR—PILDOR—E P

DPD ACK K%15 PSInY

AUTH 7 = —=XHD T 7 4 v 7B L7 ZD | %fI&

A=

Authentication failure (GRFESHK) K hix

ETICEEARRE R 720 F— AR R Ut b

R2:SABRDERET A VT VI ADBIT

SA ZDIKR E7A 0Ty A0HE
o'z

TaR—PVDAR—BIZ L5 F —HAERDOK | Uy b
e

| « m
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B keesgerorsss

SA ZDIKIR E7A42T v ADHEE
oty k

F—HERTDONT T4y 7L ZOR— | Uty b

4

VT b=y TOER Ut b

HA A A v FF—/3— X

clear crypto ikev?2 sa JETIRY

clear ipsec sa Utk

IKEV2SA # A L7 7 b Vv b

IKEv2Z 2 ET7 DIEEIE

m

IKEvi 8 LU IKEv2 70 )L

VT b~y INEFOIKEN—Y a3 VEBLXOEEE T TREINLTWVWDILE, ROETIZE
BT HENC, MHFDONA—T 9 U OF/ET T SA DRITHITHOILET,

7223, 2200 T PLEP2 T/ UM~y T NEEINTWVWAEE, IKEV2 @ P1, IKEv]
DOPl, IKEV2DP2 DX HZ M RADREEINET,

SR A%
HHOEYT -7 )7 b~y 713, HAND L AR ZFTNAL ZA~D b RV EBE LSS,
BAIDT AL ZZEETERVEE, ROV AR ET AL ZZBE L £,

A== TR, R, VAR ETF AL ZAD N RVERBLES, 775747534
AMB TG RE, AR UNATNRA AL, TIT 4T T, ZADPeer2 DIP T KL RN
TH7 YT b~y TR, Peerl DIP T RLANDS RV ENLE 9 L LET,

EHhyS5R4

BEOEYT EHRHS7 ) b~y AL, £H 7 T AFZDORBHEANIZH DL AR ETISA A~D b
VANEBBTEET, BRIIDOT AL AZRETEX WA, RO VAR ZTINA A~DE
A E T,

A== HTNARE, VAR ETNA ASD RV EBE L E T, Peerl ICRFETX
RS, 7T AXNDTRTO ) — RITIRO Peer2 [IZBH L £ 3,

DRI T RA
IKEVREEET 7V F R~y PRRESNTWERES, SHr 522 ) o 3 R—FENE
A,



| IKE

IKE 1) < —

ke Ay o— [l

ILFAVFFAME—F
CNT AT HRANE— RTIE, BERECTOEMEZISE 2T A MIERERD T,

A= aVAN

F RNV DFENLIZRIE LTS A R, Zhvboavy REAHCL T, MEEZ S HICoi LE
ﬁ—o

« debug crypto ikev2 platform 255
« debug crypto ikev2 protocol 255
« debug crypto ike-common 255

IKEV2EEETIZEAEDOT Ny Z7ua 7 oflzRIRLET, 2o ZiZid, €7 O@EERER
INET,

Sep 13 10:08:58 [IKE COMMON DEBUG]Failed to initiate ikev2 SA with peer 192.168.2.2,
initiate to next peer 192.168.2.3 configured in the multiple peer list of the crypto
map.

[Configuration] > [Site-to-Site VPN] > [Advanced] > [ KE Palicies]

ZDOA 0, IKEVI AR Y =L IKEV2 R U > —%3B, RE. EI3HIBRT 2720 EH L
F9,

IKEXxdvx=—3 3 VOSEBEFRET HITIE, WIORTHEAZEDIKER DY —% 1 2L EE
L ET,

« —BDTIAFVT 4 (1 ~65543, 1 B’ mDTIAFVT 1) &
s BT D ID ZHERT DAl =,
T — A ERHE L, TTANRN—ETDHE ST,

s HMAC 5, #EFOHTEIRILEL., WEPIZA vE—URNETFIN TV NI & A2 {RFE
L/iﬁ‘o

BB —HB 7 L =Y X L %Ei{bd 5 Diffie-Hellman 27 /L —>7, ASAIZZ D7 /LY XA
FEALTC, edr—_nny o F—2EHLE4,

M — A E XWX DEIIC, ASA DNF DB — 24 14 5 o R,
ZIKE XTIz —arit, 72— 1 E7x2—X2 EMEEND 2 ODFSITHIPNET,

7 x—X 113, U%@KE*ﬁyi—yaV%/ﬁ CERET HERMD bRV EER L
¥4, 7x2—X2TlX — B AR HET D P RADMERR S NE T,

IKEvl OFE1E, K/37 A—ZIZXH LTI DOREL T2 A X—T M TEE T, IKEV2 O
Bl 1 207 o R—Y L CTHEEDFE ([Encryption], [D-H Group]. [Integrity Hash], 35X
[PRF Hash]) ZfiETE £,

« m
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B ke &y —oemErEe

IKERY S —NRESNTWRWIES, ASAIZT 74V FORY —ZFRALET, T 741
MRV =3 E R TA—F DT 74V MERGENTEYD, RV —DF T4V T 413
Wl FALICERE SN E T, FFEDRT A =X DEEEELRWEA, 7 74/ MENEA S
iTO

IKEX Ty om—ya U RBlsshd e, R3vm—va VAR TOETREOR Y —F
THEVE—RN ETICEELET, VE— R TR, —HTARY S —RR0NE I, FTh
THER) =T T34 F VT 4 BITHBEBELET,

Wgft, /v =, FB3E. B X O Diffie-Hellman DESFE U T, SATA 7 XA AR EE ST
RV —DTAT7HALLUTOEEITIE, IKERY —RIC—ENFELET, 74741 A
WELLRVERE, (VE—FET RY—000) BNHOTA 724 LA ShE
T, —HTHR) —N2WEA, IKE TR Ty —2 3 0 &24E48 L, IKE SA I3 Sh s
A,
Z4—ILF
* [IKEv1 Policies] : B EF A IKE RV > —FNZNDNRT A —=HERELR R LET,

o [Priotity #] : RV > —DTTAF VT 4 R LET,

* [Encryption] : W5 5 b 5 NA R L £,

«[Hash] : "= 73 ALhERLET,

* [D-H Group] : Diffie-Hellman 7' /v — 7" %/~ L £7,

* [Authentication] : FBaF T &R L E T,

o [Lifetime (secs) ]: SA 74 7 XA LEPHTRLET,

« [IKEV2 Policies] : B EH & IKEV2 RV L —FNFND/NRT A —Z R EEZFRLET,
o [Priotity #] : RU > —DTTFTA A VT 4 2R LET,
* [Encryption] : B 5t AR L ET,
* [Integrity Hash] : /~» = 743U X A& R LET,
« [PRF Hash] : 5&{lELERI% (PRF) Ny = 73U X hZ/RLET,
* [D-H Group] : Diffie-Hellman 27 /\—~7 %R L £,
s [Lifetime (secs) ]1:SA T4 7 XA LEPHTRLET,

IKEV1 7R & —DiBMNE f- IE Rk
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKE Policy]

[Priority #] : IKE R U > —DFFAF VT 4 R ET DHFE2 AT LET, #PHIL 1 ~ 65535
T, 1B EREDTTAF VT 4T,

m
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[Encryption] : FF S b AR L 9, ZiuE, 2 5D IPSec B 7 TIRiksNnNbd7 — X &%
HET DG BSLT LY XL TT, ROFPLRINTEET,

des 56 £ bk DES-CBC, ZAMEIIMENTT A, oS R L v EiE T,
T 7 HI R,

3des 168 £ |k Triple DES,

aes 128 £ I AES,

aes-192 192 £ k AES,

aes-256 256 £ I AES,

[Hash] : 7 — % QDG A LRFET DNy 22 TA TV RLERRLET, X7y b3, £
by MIEENTWARELALREINT-Z L, FAEFICEETEINTWARWT & 2R

LET,
sha SHA-1 |57 4L ML SHA-1 TF. MD5DFA = 2 FDFIRIESL
mds CoeT | SHALL KD bR L AR ST ET, LA, MDSISH

DU (ZHUFIERICINEE) L TH, IKEZMEHY 5 HMAC
NYT v MR OREESEET,

[Authentication] : 45 IPSec &'7 D ID & #1327 812 ASA Mt 3 2 58FF 7 N8I L £ 77,
FHHA T IR T D% v NU =212 LI REAREE 923, /NEEER » T —27 Tk

Ty N7 v TREL T,

RO B D £,

preshare | i ledr—,

rsa-sig RSA L7 =F % 7L TV XA Lo TERESNEF—F(XDOF VX VIR,

[D-H Group] : Diffie-Hellman 7 /L — 7" ID Z &R L £9, ZDID X, 22D IPSec 7 23, #H
AIZHAREFRZEEET 20 TR, WAMEFREZID M 72OIEH L ET,

1 TN—71 (768 [FZ7 4k O N—72 (1024 £~ |+ Diffie-Hellman)

v h) WX, FA—7 1 F72135 LR L T, CPU OFEITHRITE
WH DD, LZEMITELS 2 97,

2 TN—72 (1024
By k)

5 T—75 (1536
By k)

14 T N—7F 14 (2048 | 7 7 + /v k@ Diffie-Hellman 7' /L — 71X 7 /L—7 14 (2048
v h) t > b Diffie-Hellman) T,

[Lifetime (secs)] : [Unlimited] Z 4 23250y, SAT A 7 XA LEBH AT LES, T 74V
ME 86,400 B>, O FV 24BEITY, 74 7 XA LBELTHIELE, ASA IZLIHED IPSec &

« m
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B keeky s —oemErEs

F2 VT4 T/vm—arzl0Eenicty N7 vy LET, B LMEX 7L~
WD, F—OFAKBRZRIEIZES (W2~340T812) L ThEXxa U7 11
RIEENFET, 74NV b E2FOFTEHFEATHZ L AHEEL £,

[Time Measure] : FEfHEEHEA IR L £, ASA TIFROMEZEHTE ET,

120 ~ 86,400 ¥

2 ~ 1,440 43

1 ~ 24 IKff#]

1 H

IKEv2 /R & —DEBME =[RS
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKEv2 Policy]

[Priority #] : IKEV2 R Y & — D7 T A F VT 4 X ET HEFE AT LET, #@PHIL 1~ 65535
T, I B EDTTAAF VT 4T,

[Encryption] : S b FX AR L F7, ZiE, 2 5D IPSec BT TIaiksnbd 7 — & &%
HET DRI BSALT LT XL T, ROFPLRINTE ET,

des 56 £~ ~ DES-CBC 5 51{k% ESP (Zxf L CTHREL £ T,

3des (774w b) U TV DESHEEALT /L= Y X L% BSPIZH L THEE
L\ij—o

aes AES & 128 B b ¥ —H55 k% ESPIZxI L CTHEL £,

aes-192 AES £ 192 B b ¥ —BE{b% ESP 2% L CTHRE L £7°,

aes-256 AES & 256 &' b ¥ —H55 k% ESPIZxI L CTHREL £,

aes-gcm AES-GCM/GMAC 128 ¥ b DY iR — b 5l 5k & &Mz LT
fBELET,

aes-gcm-192 | AES-GCM/GMAC 192 £ kDR — bk Z 5Bl 54k & A6 LT
RELET,

aes-gcm-256 | AES-GCM/GMAC 256 £ b DR — k& Bl 5k & AR LT
BELET,

NULL BB b DTN 2R LET,

[D-H Group] : Diffie-Hellman 7 /L —7 ID Zi8R L 3, ZDID X, 22D IPSec 7 23, #H
HACHARERREEET 20 TR, AMEFREZRY M3 72OEHLET,

m
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1 ITN—71 (768 | ZHMT 74/ hTH, Group2 (1024 £ b
vy h) Diffie-Hellman) Ti&. EITITHEZR CPUBRRIN D2 720
FIM, Group2 F721L 5 L0 EEMENRLD £,
2 T—72 (1024
By k)
5 TN—75 (1536
By k)
14 7 —7 14
19 TN—719
20 7 N—720
21 T N—721
24 7 N—7 24

[Integrity Hash] : ESP 7’1 b 2V DF — X BEVEZRGET H7o O DNy o T Y X LR
WLET, X7y FB, Z2OXT7y MRS TWDORETLNLREINTZ &, it
AR SN TN EERFEL £,

sha SHA 1 F 74/ MESHA L T, MD5 DENRA A V= A RHP/NEL,
oy VDS SHA1 XV {000 E RS TnES, LarL, MD5IZx
HWENEKD) (ZHUFFEFICEE) L TH. IKEMEHT % HMAC
NY T MR ZOWELZHEE T,
sha256 |[SHA2, 256 B> K256 By hDOX AV A RN TEFaT Ny o 73 XASHA
DFEAT AR 2EFETELET,
sha384 S$AZ%Mm A Y FDOF A2 A NTEFaT Ny 73 XA SHA
digest 2EEELET,
sha512 5$Az&zm S2E Y FOFAA P2 A RTEFaT Ny o 73 Y XA SHA
digest 2EEELET,
null AES-GCM F 721X AES-GMAC BB L7 /T U XA E L TRES

NTNWSHZ EERLET, AES-GCM B LT3 X h & L
TREINTWDIEHAIR. XNVEAEETAVIT Y XLEZBERT D0
EWRH Y F9,

[Pseudo-Random Function (PRF)] : SA THEH SN AT X TOK LT /LT LD HDF—
B W OFL AL TITAE ] S 415 PRF 248E L £ 7,

« m
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IKE |

sha SHA-1 57 4L MEIZSHA-1 T3, MD5DX A V= A ROFR/NEL

SHA-1 £ 0 {003 E RSN TnET, UL, MDSIZXd
DIENHE) (ZAUIIEFICHEE) LT, IKEAMEH T 5 HMAC
NYT VNN ZORELEET,

md5 MD35

sha256 |[SHA2. 256 B>y K [256 By DX A P2 AR TEXRaT7 Ny a 7/)La ) XA SHA
DEAY AL [2ZFELET,

sha384 |[SHA2. 384 E >y N [384E Y DX ATV A RNTEXF2T Ny o 73 Y X ASHA
DEAY A 2% ELET,

shab12 [SHA2. SI2Ey M S12E Y FOX A V2 A N TEXF 2T /Ny o 73 XASHA
DEAY A [2ZELET,

[Lifetime (secs)] : [Unlimited] 2 412355, SATA 7 XA LEBITANLET, T 741
X 86,400F0, DFE D 24 TT, T4 77X A4 LEELTHIEE, ASAITLIED IPsec & ¥ =
V74 T7Yvx—varzloitiElicty N Ty LET, BELREIL+DR L~ ldh D
72, F—OFARBREEBRICES J2~307810) La< Thbexa T ¢ 3RS
NEJ, TN MEFOFTEMERAT L EEHELET,

ASA CTIHIROEZFHTXET,

120 ~ 86,400

2 ~ 1,440 43

1 ~ 24 IR#fY

1 H

IPsec NDi%XTE

m

ASA T, LAN-to-LAN VPN #£#¢1Z IPsec 23 ] &4, client-to-LAN VPN $£#¢(Z IPsec % {3 ff]
THZLEHBRTEET, PPsec DAHFETIE, 711X VE—FT 2 BRAIIAT b E
FEBOEX 2T F— oA 2R LET, ASAL, A2 BT (IPvd £721X1Pve) &, B
BG4 _RTOEHECHEL L /=Y — R/8—F ¢ 7 & D LAN-to-LAN IPsec #fi 2 V- — ~ L
7,

N RNVERESLT DS, 2 20T, BREE. Bk, ek, F—EFEEZHET 5
X2 VT TV —varERIAve=—hLET, INHORITT=—T 3 iE, bR
JVORESL (IKESA) &, XA HND T 7 4 v 7 Ol (IPsec SA) £ H 22D 7 = —X
NEENET,

LAN-to-LAN VPN |d, HIERRYICE 2 D5 ATICH D%y NU— 7 245t L £ 7, IPsec LAN-to-LAN
BT, ASA IFRGEM E /21T EM & UTHERET 5 Z & A TX £ 97, IPsec client-to-LAN
FECIE, ASAIFICEME LTOREEL £7, BEMIZSAZREL, IWEMIZ, REINT




| ke
IPsec DE&TE .

SART A=Kt T, SADITREZITAND D, FHETH0, TR EERAILET,
Bt TN T AT, MFDOT T 4T 4 TSAD—HTAHLERH Y £,

ASA IZ, RD IPSec @MEa R —F L TWHET,

GEREFCT U NVAEELS T A L XIS, 72— X1ISAKMP ¥ 25 4 7V o—
varvEFXIv— b AEAED Main E— R

S CHATILAS — A HEHT AL XZ, 72— X1ISAKMP X2 YT 4 7YV T—3 3
v (SA) ExrIvx— NTBH5ED Aggressive E— K

FRRET IV =) - NVAR
« ESP-MD5-HMAC-128
* ESP-SHA1-HMAC-160

* itk uE:E_ R
o FERTHEA F—

e X509 F & VAR E

BT LY X
« AES-128, -192, XL 1r-256
* 3DES-168
« DES-56
« ESP-NULL

?}Lgﬁuuu (XAUth)
cE—Rar74Xal—vary BILISAKMP 207 X2 b—3 g hHRX)
o« b BT EMEE— R

« LZS Z{HFH L7- IP JE4E (IPCOMP)

FIE

AT BB~y (165—) ZRELET,
ATV T2 Psec FHIZT T/ AT —var R v— 253—2) EHERELET,
AT w 73 IPsec Proposals (Transform Sets) (28 ~X—3) #FHELET,

| « m
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[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto M aps]

DA T, IPSec L VIZERESIN TS, BEREEINTWAE 7 U T b <y 7HRER
éniﬁo::Tm\m&aw~w%ﬁm\ﬁ%\M%\@@mw\k;U%Dﬁfbt
ETFiIzEE SEZY TEET,

\}

m

CE) BFEROL—UIT, e, B, £723ar—TEXEHA, ASAIL, A4 F3I v 7 FUxp/L iR
) VeMMRESINTWAEA, VE—FIZT7A T 0D T 7 4 w7 OBIRERZ BRI
ZHANET, BEDN T 74 v I EBEIRTDHZLICE ST, ZOREEEILTEET,

[Interface]. [Source], [Destination], [Destination Service], % 7z!d [Rule Query] Z 3R, [is] £7=
IZ [contains] ZIIN, HAWVET 4 NVH RTIA—FEANTHZ LIZL-T, V—LERE

W= NVDFERET7 4 VHUEE) T2 TEET, [L]E27V v 7 LT, BRAHERT X
TOBFZY NUDIRENTZBREA T e/ Ry 7 A& Ed, FATIT I LI, V—%E
M THERTHEOICHEHLET,

IPsec L— /L TIZLA T ZHE L £ 7,

* [Type: Priority] : /L —/L DX A 7 (Static £ 721X Dynamic) & ZD 77 A AV T 4 ZRRL
iﬁ‘o

* Traffic Selection
c[#]: V=NV EHFERLET,

* [Source] : k< 7 4 7 % [Remote Side Host/Network] 7 7 LD VU A MZHBHIP T R L
AHTICHET 2L X, ZOA—/UZHEDS IPT FLAZRLET, FEME—F
([Show Detail] "% > &2 &) TlX, 7 KL A BT 22, Tany) EWIHENREEN
HAUE =T oA AL INERENDIGENH Y £3 (B linside:any] ) . any (.
WESA > B =T 2 ADTRTDORA NP VOEBEEZTLZ L 2BRLET,

[Destination] : ~ 7 7 ¢ v 7 %3 [Security Appliance Side Host/Network] %7 7 A @D U A KT
HDHIPT RLANLEEEIND EEIT, ZOAL— VWD IPT KL A% —BEERL
F9, T — K ([Show Detail] R¥ > &) TiX, 7 KL A2 B 7 A2, Tany)
EWVWIRBNEENDA L E—T oA AAMERINDIGENH Y £ (F :
loutside:any] ) , any (X, M1 v F —T = A ADTXTDOHRA R L—)L D
BT HZ &%ﬁ%biﬁ‘o SOICHEME—RTIX. 7 FLA BT A2 v 2 TH
ENTIPT RLARGEENDLGZ EHHY T ([209.165.201.1-209.165.201.30] 72 &)
INHDOT RURIE, BHEART RLATT, WEAA ML o THMNBHE A h~D#z
ﬁ#%&énékwmAiW%Tx%@Tbvx%7aw@7FVXKVyHyﬁb
FT, RAMRT T AT RERAIERLT%, ASAIZZOT RLA vy BT
ERFELET, 207 FLR vy B 7L xlate & FETL, —EHIM A E VIR
a7,

s [Service] : —MZ Lo THRESNLA P —ERE T 1 haLixfiEELET (TCP,
UDP, ICMP, F721X1IP) .
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* [Action] : IPSec b —/L DX A 7 (fRi#ET 5, EIIRE LRV ZRELET,

e [Transform Set] : L— VD T L AT —h ¥y hEERLET,

* [Peer] : IPsec "7 Zakhll L £ 9,

* [PFS] : /L— /L DSERHERMVE R EME 2 Rm LE T,

« [NAT-T Enabled] : K U 3 —C NAT Traversal XA N2> TWHMNE I aERLE T,

« [ReverseRoute Enabled] : iR U > —TU NR—Ab—h A V=27 a3 (RRI) A FX—7
JNZT2 5 TWABMNE I 0 E/RLET, RRUTRE TITOIL, B LRSI ET, REN
ERELITHIREINAETEOEEICRD ET, ASAIX, V=T 4T T—TNIZAH
T4 w7 V— M HEIZEML, OSPFAfEH L TENLDONL— 2T T A4 X— K Xy
N =7 F3AR—F— —Z BB L ET,

s [Dynamic] : ¥4 I v ZIZHESNTWDHEHA, RRIEIPsec EX 2V T 4 7TV
T—3 3 (SA) DOFETRIIRFIZIERL S 4L, IPsec SADHIBR I D LHIBRSILE T,

GE)

HAF 32 v 27 RRUTIKEV2Z R—ZAD AL T (v 7~ v 712
SRS ET,

s [ConnectionType] : (AX T 4 v 7 M FNVRY I —TOLER) , ZOKRY I —OHH:
4 A 7% bidirectional, originate-only, & 72!% answer-only & L Cakill L £,

* [SA Lifetime] : /L —/VD SA T4 7 XA LEForLET,

s [CA Certificate] : "V > —®D CAGEAEEZFR R LE T, THUX. A¥T 0 v 7RIS
WHINET,

* [IKE Negotiation Mode] : IKE r &+ =—3 3 > C, Main & — R F 723 Aggressive E— K%
TN EINEFRLET,

« [Description] : (fE&) ZDON—/LOfELRFHAEZEE L £, BHELV—ILOBEEIT, L—
JVOBIMRFIZ AT L@ 72 0 97, BB L— uizid.  Tmplicitrule] &V 9 FEal)s
BEATOVET, BEROL—LLSDO L — VOB ZRET 2121, ZOh T bsatfis
U v 7 L [Edit Description] Z3&IRT 50, ZOBTLEXTNAI Vw7 LET,

* [Enable Anti-replay window size] : V 7' LA WG Y ¢ > ROV A X% 64 ~ 1028 D
FPHD 64 DEHTHELET, BEAM QSKY v —TO NI 74 vy v=—¥E 7Tk
HFT7A4F VT 4 Fa2—A 27 ( [[Rule Actions] >[QoS] ¥ 7| ZHMR) DRI EE
X, X7y MDIBENEDD Z LTI, IPsec/N7y FTlE, 7oF VLA g Ry
PIZRWARERE 7 v PIZ LD, 24 syslog A v E—UWNER SN ET, Zhbn®Es
X, 79AF VT 4 Fa—A L TOHRRITRRTT, 7o0F VT LA DRV A X%
RETHE, RMEREMET L ENTEET,

+ [Enable IPsec Inner Routing Lookup] : 7 7 # /L kTl IPSec b R/LERH TEE S5 )
7y MR LTy 7 7 v FIEETENEEA, 7y MM OBERRL Y 7 7 v 713

« m
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. [Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] % 7

SMBESP /N7y MZxE L TCORTONE T, —HDOXy hU—2 hARr Y TiE, V—T 4
VT DEHNZE S TAHREANT v RONRANER I TEH, IPsec M RANERET v IR
OGS, N a Loy MIEFIIV—T 4 73T, skICEETE
No ZHEBIET 212X, IPSec NER N7y ROy NTEDV—T 4 T vy I T
ThEAF—=T M LET,

[Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] % 7

m

DA T, IPSec L— A DFH LW R RV RY —EEFRLET, I TEHRT LM
X, [OK] %27 VU v 7 L7=#I1Z [IPSec Rules] 7 — 7 MZFERENFE T, 3 TOAL—ME, T
7 4V kT [IPSec Rules] 7 — 7 MZERSIND LT IZA R—T7 Ml £,

[Tunnel Policy] XA > Ti%, IPSec (7 =—X2) EX=2UTF 4 7V xT— g (SA) OFA
V= FTHEATL PRV R =R ERTEET, ASDM L, 2—H—Dar 7 4 X=
U— g URREER R EZID IABETN, [Applyl 227 V v 7 5 F TlEFEITHOa 7 ¥
L—ya VITRIFLEE AL

FTRTCDOP RV RY)—TlE, F T A7 53—ty bEBEL, #HT %2074
TITIAT VAL B =T oA ARBEETHLENRHY ET, NTFTUAT7r—5%y M T
IPSec DIF SALALER & G 5L &2 FAT T D S LT VT X AB XNy o Ta ) XA
EEHELET, T_COIPSec ET7NRI LT A TY XAEWHR— T2 LIEELARNED, £
ORIV V—%BELT, TNEFNICI DD TAF VT4 &2ENETHLEIICTHIELT
EET, TOBEX VT A T TIAT U AIE, VE—FDIPSec BT & 2T — KL T,
BMGFOETNYR—FTBIN T ATr—b By he—HIEET,

MoV RY —d, AXT 4 v I ETNIFZATFT IV IICTDHENTEET, AT 47
MRV RV —TlE, BX=2VT 4 77747 ATIPSec ki #7Fn[ 35 1 DLLEDY
EF—FPSec T TV TRy NU—2 ZRELET, AF¥T 47 R —%HHLT,
X2 VT4 TTITAT AT EZRGT 200, £V E— N AR M OEEHERE =
BTHMEIDERETEET, AXT 47 R —TClE, FENDHIFEANEITRY b
U — 7 Zii T DI DI E R ERE AT HLERH Y £,

AT Iv 7 bV RIT—IE, X2V T4 T7I3AT AL OERERET 22 L%
FAIEND U E—FRRMIOWTORFREFEETE RV, EIFEE LRV EITHEM L
F9, VE—FVPNHRY A F TS ZRLEOKRT, ¥X2VT 4 T7T74T A% VPN
IIAT M LTULMERLRWGESIE, ¥4Iy PRV RY O—%RET HME
XHVER-AL, AT Iv7 bRV R —DERLIEOL2DIE, VE—FNT 78R I F
ATV IR, VPNHRA A F TANAL ZRE LTEET 28X T 4 TTITAT AP D—
=Ky N =7 ~OERGERBRTEDL LT HHATT, ¥4Iy 7 bR o—
X, VE— T 28R I7A4T7 2 MIHEA T I v ZIZE0YTHNZIPT RLARHLHGA .
FFZLDVE—RT IV BRI TAT 2 MIADRY =% ELRNE DT H5HEIC
BB ET,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create/ Edit | Psec Rule] >
[Tunnél Palicy (Crypto Map) - Basic]

* [Interface] : ZDORY I —Z@HT 51 2 —7 = A A4 ZRIRL ET,
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[Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] % 7 .

* [Policy Type] : 2D h >/ KRY o —DH A 7 & LT, [Static] F721F [Dynamic] % 5 L
\i‘g—c

e [Priority] : RY > —DFT7AF VT 1 & ANSTLET,

* [IKE Proposals (Transform Sets)] : IKEv1 33 X OVIKEvV2 @ IPsec 7' B AR —H /L2 FE L £,

[IKEv1 IPsec Proposal] : ARV v —D 7 aR—H/L (FZ7 A7 4—h >y b)) &R
LTCI[AAd| 22 Vv 325&, TIVTATRENTUATH—LEy hOU X MIBH)
L¥7, [MoveUp] £72i1& [MoveDown]l %7 U v 27 LT, VA RARy 7 ANTOT 1
R—=PNDIEFEE ANNEZET, 7V b~y T 2 NI ERIFIFATFTIv s 7
Thwy 7 RUIZE, KT oTaR—FrizBncEEd,

[IKEv2 IPsec Proposal] : R U v —D 7 arR—H¥ )L (7 A7+ —45 &y b)) ZER
LCIAdA| 227 Vv T2DE, TIVT 4T NIV ATr—Lty hOU R MIBE
L£9, [MoveUp] £72i&[MoveDown]| %7 U v 27 LT, VA RAKRv 7 ANTOT 1
R—PNLOIEEEZ ANNEZET, 7V b~y T 2 N ERIFIFATIvr 71
Th vy MU RRTIUH O rR—FLEBITEET,

* [Peer Settings - Optional for Dynamic Crypto Map Entries] : 78 U > — D E 73 EMZ X E L £

S

[Connection Type] : (R¥ T 4 v bRV KU —TOHER)) , bidirectional,
originate-only, ¥ 72X answer-only Zi&R LT, ZOKRY > —OHRi ¥ A 75 EE L E
9, LAN-to-LAN £t D354 1%, bidirectional ¥ 7213 answer-only (originate-only Tl 7
V) 2R L E T, LAN-to-LAN JURAERLDOG AT, answer-only 21384 L £ 97, originate
only ZIEIR L7 5EIE, IKRI0EOTUERE T ZfRETE 4, HIGMITH L TR,
originate only ¥ 7= /% answeronly Z 5§ E CX £7, EHHHT 7 4/L M TA Rx—T/LIT
o TWERA,

[IP Address of Peer to Be Added] : iB/19 % IPSec 7 D IP 7 KL AZ AT LET,
9.14(1) LA, ASA IXIKEV2 THEOE T 2V R—hLTWET, KI0ETE227 Y
7Ty FIBMTE ET,

* [Enable Perfect Forwarding Secrecy] : 7R U 2 —® PFS % A 31— 7 MI T HHAICA T L E
T, PESIZ, LV F =139 T, Ho2REOF—LERLANVEV IR La
7R TY, IPSec F AT T—1 3 TOT = —R2F—L, PFS ZHELRVIEY 7 = —

A1

IZHEESWTAER SN ET,

* [Diffie-Hellman Group] : PFS & A r— 7 /UICT 28E1E, ASANE Y v a v F—DARRIC
3 % Diffie-Hellman 7 /L — 7" HEIRTHMLEBENRH D £, IROBRENRH O £7°,

[Group1 (768 £~ k) ]:PFS Z{#f L. Diffie-Hellman Group 1 %/ L T IPSec & »
ary X —%ERLET, TOLEDOFEHE generator BT 768 B N T, DA
Tra ATEWEEE R LETN, KV Z OB A— N—~y RENEL LE
‘g—c

[Group 2 (1024 £~ k) ]:PFS #fff] L. Diffie-Hellman Group 2 % i ] L T IPSec
tovard—%ARLET, ZDLEDOFEHL generator £2(X 1024 £ F T, Z

« m
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. [Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] 2 7'

DA a N Groupl LV EWEREEZRLETN, L0EORBEA—/N—
RELEELET,

¢ [Group 5 (1536 £ ) ]:PFS Z{i[] L. Diffie-Hellman Group 5 Z i [ L T IPSec
tyvard—r24AERLET, ZOLEDOREHL generator £IL 1536 B FTT, Z
DAT > a3 X Group2 LV @WEEMEEZ R LETN, L0 E O — —~y
REpgEe LET,

* [Group 14 (2048-bits)] : FERHRIEME 2 H L, IKEv2 (Zxf L T Diffie-Hellman 7' /L—
714 2EHLET,

« [Group 19] : SEEHRIEFE 2 ] L. IKEvV2 (Z%d 5 Diffie-Hellman 7' /L — 7 19 Z{#
LT, ECDH 2% AR —hFLE7,

« [Group 20] : SEEHRIEFE 2l L. IKEv2 (2% L C Diffie-Hellman 7' /L — 7 20 % {#
LT, ECDH #¥%R—hKLET,

* [Group 21] : FE&HRERE 2 F L, IKEv2 (Zxf L C Diffie-Hellman 7' /L—=>" 21 %ZA{#
LT, ECDH #¥%HR—hKLET,

* [Group 24] : 5e&HREME 2 L. IKEv2 2% L C Diffie-Hellman 7 /L — 7 24 % i
ALET,

[Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] 2 7

m

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create/ Edit | Psec Rule] >
[Tunnel Palicy (Crypto Map) - Advanced]

s [Enable NAT-T] : Z®D7R YU 32— NAT Traversal (NAT-T) %A x—7 /WL ET,

* [Enable Reverse Route Injection] : Z DR Y o —Difi/b— MEAZA FX—T M LET, U

WA N—h ATz ary RR) X, AT Iv I =T 7 7m baliff
AT 2NEHN—FDNV—T 4 T T =TT — X2 ANT DR EINET, ¥ A1
FIv I NV—F 7 7 a hadflE LTiE, OpenShortestPathFirst (OSPF) . Enhanced
Interior Gateway Routing Protocol (EIGRP) (ASA #5474 5455) . v—T7 4 » 7IEHRT
7 h=at (RIP) (UE—RVPNZ T4 72 hRPLAN-to-LAN & v ¥ = VIZHEH) B3dH Y
F9, RRUIGKE TITOIL, fE AR INET, RENELEZITHIRESND ETED
FEIZRVET, ASAILX, V=T 4T T—TINIAZT 4 v 7 )b— & BEIZEN
L. OSPFZfEH L TENLDNL— &2 T FTAX—F Ry NT =T EFA—F—L—X
A L ET, EEI0/sEE (0.0.0.00.0.0.0) #R#ER Y NT—2 L LTHEET 2561,
RRIZ A R2—T M LRNWTLIESW, T 74V M—bE2EATD 877 ¢ v 7T
LET,

o [Dynamic] : # A F I v ZITHRESINTWBEEHA, RRIEIPsec ExX 2 UT 4 TV
T—v a3y (SA) OWMESLRKIIRFIZIERR 41, PsecSADHIBRE LD EHIBRSLE T,
HWHE, RRIL— ME, b— FDFEEET, b T 74 v 7 2R E LT 2 0ERNH D56
2, PRV ERBT OO SNET, #1471y 7 RRIBYPFR—bhaILd
EL RO INDETH— MPFELERA, LIRS T, ¥4 FIv7
RRI AF%7E SN 72 ASA 1T, VARV AL L TOLEMEL T,
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[Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] % 7' .

GE)

A AF v 7 RRUZIKEV2 R—ZAD AR T (v 7 W5~ v 7720
WA S ET,

* [Security Association Lifetime Settings] : €% = U7 4 7V x=—T 3 (SA) O %
ELET, ZTONTA—=HIZED | IPsecSA X —DT7 A 7 XA LOWERMNZFE L F
To TA T XA LIE, Psec SA BWIRGINIZ /25 £ TOFFMIRZR L, HLOF—L
XA T— T LMERHY T,

e [Time] : B¢ (hh) . 43 (mm) . BROF (ss) B TSADTA 7 XA LEFREL E
—g—O

s [Traffic Volume] : ¥ 2/ NA NENDONT T 4 v 7 TSATATEA LEERZLET,
IPsec SADNHIRIINIC R D ETO_AS O — KT —ZDF o ( MEE AL LET, &
/MEIZ 100 KB, 7 7 /b MiEIE 10000 KB, e RffIE 2147483647 KB T,

* [Static Type Only Settings] : A¥ 7 4 v 27 h RNV HRY —DONRT A —FERELET,

* [Device Certificate] : i3 2FEEARINL EF, 7 74+ /L h® [None] (Faidf
X—%H) DISAOMEZRINT 585, [None] LIS &IN5 & [Send CA certificate
chain] = v 7R v 7 ANRA NI £F,

* [Send CA certificate chain] : h 7 A ks KA > b F=— U BIKROBEE A F—T ML
\i—gﬂo

» [IKE Negotiation Mode] : IKE r T T —3 3 > F— K (Main F 7213 Aggressive) % ¢
RLUEF, ZONRTA=ZIZEY, F—FHROLHE SADE Y bT v T 2T I 56
DE—REZRELET, I —2a VORGBUMEAT2E— RE2REL, K
B E x> —v 3> LET, Aggressive T— NIIEH T, HHT Ly &
AR 2 DI THZENTEETN, BE—7  OIDDIIRESEE A, Main
T FIIRET, Ty b ERBEENR L 720 T3, WBE/N—7 1 D ID ki
LET, ZOF—NILVLLMEREL. 7740 FTERENTHET, [Aggressive]
%Z &R % & | [Diffie-Hellman Group] Y A N3 T 77 4 712720 £,

+ [Diffie-Hellman Group] : i fi 9~ % Diffie-Hellman 7 /L — 7% 3R L £9°, Group1 (768
B> k) . Group2 (1024 £ ) Group5 (1536 B ) Db @R L £,

*[ESPV3] : HIEICMP =T — A vkt —T% Kb~y XA FI v I b~y 7D
EHHIR L THIET A2 EHEEL, EXa2 VT BT VY vm—r a0 R U—%7%
ETHN, " T T4y Ta— Ry "eEA R—T I LET,

+ [Validate incoming ICMP error messages] : IPsec b > F /L& L TRIE S, 7T A4 _—
kY hU—27 EONEAA ASEEDZANHDICMP =7 — A vt — V& MRGET
LHME I MEBERL £,

« m
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. [Create/Edit IPsec Rule] : [Traffic Selection] 2 7'

* [Enable Do Not Fragment (DF) policy] : IP ~~~ % —{Z Do-Not-Fragment (DF) E v h
Ty hERFORE Ry FEIPSec T VAT AN ED X ITHEET A ER L
F9., ROWTHNZERL £,

[Clear DF bit] : DF £ F Z MM L 97,
[Copy DF bit] : DF t v R ZHERf L £ 97,
[Set DF bit] : DF £ b &% E L CTHHL 7,

* [Enable Traffic Flow Confidentiality (TFC) packets] : > R/ EZ@RTH T 7 4 v 7
TRTrANET AT T HEI—=DTFC Xy N A 3x—T WM LET,

N

GE)  TFC A X —7/LIZT SHHINZ, [Tunnel Policy (Crypto Map)] ®
[Basic] # 7 C IKE v2 IPsec 7' 2 7R —HI/LNFRIE STV R ITAUL
20 EEA

W= A=Y A X BIOFA LT U RTA=FEMEHLT, FBEL
72 SA TREMNC T  H LR EOAT y PEAKLET,

[Create/Edit IPsec Rule] : [Traffic Selection] % 7

m

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create/ Edit | Psec Rule] >
[Traffic Selection]
ZORA T, RET D GFAD T 74y 7 ERIIMREL R (ES) T T4 v ERE
ETEET,
* [Action] : ZDN—/VTHEITTDHT 7 v avafmE LEd, @RI, [protect] & [do not
protect] T9,
s [Source] : IHMETLFA FNELIFZRXRY NIV DIPT RV A, Ry NT—7 FT7V=7 b
TN—T FRFAH—T 24 AP T RLAZIEELE T, L—1A Tk, H#ErTLs
FOWMBFTRCT RLAREHTEEEA, [LJEZ2Z V7 LT, DT 14—V Raedie
[Browse Source] ¥ A 7 2 7Ry 7 AxFE ET,

« [Add/Edit] : BHETLT RV AE 2137 —7 2B 5121%, [IP Address] F 721
[Network Object Group] % 3&R L %9,

s [Delete] : => h VU ZHIFRLET,

o [Filter] : £ REINDEREZ T A NZ VL TFTHIPT RLAEZASLET,

o [Name] : fie< /X7 A=, HEEILHEA ML ER Y NU—T DLA4HIZBET D2 &
R LET,

o [IP Address] : K2< /X7 A—2 0 FEILARA NELIIAY NV—20 DA F—T = A
A, IPT RLVA, BV TRy MR 2EETLHZEE2RLET,
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[Create/Edit IPsec Rule] : [Traffic Selection] 2 7' .

* [Netmask] : IP7 R LA T HEHES 7 2y b~ A7 ZRIRLET, ZORT A —
A%, [IP Address] 47> a v RE U &BRINT B & XITERREINET,

s [Description] : @Bl Z A L E 7,

* [Selected Source] : IR L7z h U ZEX(ELE LTED DI [Source] 7 U v 7 L
E3r RN

s [Destination] : J8%CHR A FEITR Yy NT—FDIPT RVA, Xy NI—27 AT V=7 |
IN—T, FRBFAE—T=2A AP T FLAZEELET, L—L Tk, FELesm
DM G TRUT RLAZBEHTEE®A, 22% . [L]22 Vv 27 LT, ROT 4—)b
Ra&te [5adeDZ M (Browse Destination) | %4 711 7 #Bl& £,

* [Add/Edit] : [IP Address] ¥ 7= (% [Network Object Group] Zi®R L C, %867 KL A&z
X7 N—7%BMLET,

s [Delete] : => b U ZHIFRLET,
s [Filter] : AR SNDERE T AN Z Y TFTHIPT RLAZASTLET,

 [Name] : #i< /3T A—F 5, SUSEHRA MNETCIIR Yy N =7 DAFIZIRET 52 L &
ﬁ_\‘bi‘j‘o

o [IP Address] : #i< 78T A—H ), 550eHR A FEIER Y NU—27 DA F—T = A
A IPT RVA, BEOYH TRy b A7 E2BETHIEERLET,

* [Netmask] : IP7 RV AICHEHT HMEHES 7 xy b~ A7 BRIRLET, ZONRT A—
Z1%, [IP Address] A7 2 v RE U ERIRT L L SR RENET,

* [Description] : #tFHZ AT L E T,

* [Selected Destination] : 4R L7z b U 25545 & LT 51213 [Destination] 2 7 U
7 LET,

s [Service] : —ERAE AT S0, X[ ]% 2V v 7 LT [BrowseServicel ¥ 7 12 7
Ry 7 Z%E, —ERAD U R IO LEINTEET,

* [Description] : [Traffic Selection] D> kU Ot EZ AT L £,

* More Options

« [Enable Rule] : ZD/L—V %A X —T M LET,

s [Source Service] : ' —EAZANTE), [.]EZZ Vv 7 LTH—ERXRZREZ A T
TRy 7 AZME, —E 2D Y 2 b HEIR L ET,

* [Time Range] : & D/L—/ L& 3 2 REE#PH 2 E& L £

* [Group] : W< NT A—=H P, KETLARA FELITRY PT—=T DA v H =T = R L
TN—TRHERETHI LR LET,

e [Interface] : [P 7 KL ADA  HZ—T = A AL ZEIRLET, ZDO/F7 A—H (L, [IP
Address]) &7 a v IRNF U ERIRT D L IR RENET,

« m
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. [Create/Edit IPsec Rule] : [Traffic Selection] 2 7'

*[IPaddress] : ZOR IV —NlHINHA L H—T 2 A ZADIPT RLRAEEELFE

T, ZORTA—=HT, [IPAddress] 47 a v RE U EEIRT L L EICRRENE
‘é—o

* [Destination] : &5 75, SEEDHRA M EZITF Yy U —Z1Z2O0WTC, IPT RLA, X

NTD—0 3T =7 N TN—T FH3A L F—T =2 AIPT RLAZRELE
T VTl FMEILESEOM G TRILY FLAZEHNTE A, ZNHD
T 4=V ROWTNNT[.]E27 Vv 7 L, IRDT 4 —)v K&EETe [Browse] XA 7 1
TRy 7 A& ET,

e [Name] : EELE/ZITSELDOFA N E TRy hU—2 L L THEAT A A ¥ —7 =

A AL HETRINLET, ZO/NT A=, [Name] 47 a v R¥ U ERINT D L X
WCRRENET, ZhiE. ZOF 72 g CBEMT BN AME—D T A —2 T,

s [Interface] : IP 7 RV ADA » Z—T = A AL ZBIRLE T, ZD/NTA—=HX,

[Group| A 7' v ay RE %27 Vw7 THEXICRRINET,

s [Group] : IE[EILE/ITSEIDHR A NEITHRy N —ZIBESNT A v F—T = A

ANAFET DN =T OLAFZRIRLET, VR Mz FUBMILRNESIE, BE
T N—TDHAIEANTTEET, ZO/RTA—H|L, [Group] 7' v a v RZ %
IV I FHEZIIFRRINET,

* [Protocol and Service] : ZD/L—/VIZBEET 572 haj NI A —F L —E R RT X —
ZafRE LET,

m

[Any-any] IPsec/L—/VIIfEHTEEHAL, ZOX A TDONL—)L
2L, TS ZBLIVFDOET D LAN-to-LAN k> %L
YV AR— I TER{ 0 ET,

«[TCP] : ZD/—/v% TCP HHRICHM T2 Z L Z2ELET, TNERIRT L L&
[Source Port] 7' /L —=" 7R » 7/ A & [Destination Port] 7 /L —7 R 7 AHLFRrEINE
R

* [UDP] : /b— L% UDPEICHEAT 5 Z L2 fHE L ET, ZHE®INT 5 &, [Source
Port] 7' /L —7" 7R » 77 A & [Destination Port] 7 /L —7" 78 v 7 AL FREINET,

« [ICMP] : /L— L& ICMP R I+ Z L2 ELET, ZhE2@RT5 L. [ICMP
Type] Z/V—7 Ry 7 AHRRINET,

«[IP]: ZON—NEIPEHEFICHEAT S E2BELET, ZNEBIRTDH L, [IP
Protocol] 7 /V—7" R > 7 A b FRRINET,

* [Manage Service Groups] : [Manage Service Groups] A > A &K R LEF, ZD/ KL T
IZ. TCP/UDP % —UE A/R— D7 N—7 %800, ffe. EIFHIRTE 7,

» [Source Port] 33 & O [Destination Port] : [Protocol and Service] 7 /L —=7" 8 v 7 A TER
LicA T vary RE AR LT, TCP £721L UDP R— k RT A—ZNRRINE
75
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IPsec BRI IS AVT—Ya v RYI— .

* [Service] : % DY —EADNRTA—=ZEZFELLIELTWDHZEERLET, 74
NE ORI T A — AL T =V T AT ERELET,

* [Boolean operator] (7 -/L72 L) : [Service] R 7 A THE L=V —EAEZRAETD
EENHENT 27—V 7 &M (B RES, KD, /NRY | EI3H) 2—
BFRRLET,

* [Service] (7~Lv7eL) : BAERNGEOY—E X (https, ldaps, ZDfh) ZHFEL £,
range ' — B RHEFEZIEETH L. ZORTA—R[T2ODRy 7 ATEDY 7,
RNy 7 AN, FHOMMEE K THEE A LET,

e[.] i P—ERADY A RBRFIREN, I TEIR LIV — B AN [Service] 78 v 7 AT
KRINET,

* [Service Group] : HETLAR— F DOV —E R FN—TOL4FIZHELLI ELTND D
EtERLET,

e [Service] (T~ v7xL) fEHT L —ERX Z—T %R IRLET,

* [ICMP Type] : fEHT 5 ICMP ¥ A 7 %$8E L E T, 77 4/L Mdany TT, [.]H¥F
EIVITHE BHARRIATOY A SRR RINET,

* Options
* [TimeRange] : BEfFOREEFHOA R A TEET D0, F7I3H LWEHAEZER L £,
*[..] : [Add Time Range] ~X4 > NFER S, 22 CTH LWKHHEIAZ ERX T £,

+ [Please enter the description below (optional)] : /L —/ /LI DOWCHZRFAZ A3 572
BHD A=A TT,

IPsec ERI 757 A VT—32 R —

[Configuration] > [Site-to-Site VPN] > [Advanced] > [ Psec Prefragmentation Policies]

IPSec Pre-Fragmentation 8V & —"TClx, TV v I A X —T =2 A RN LTI T4 v T %
oV o735 L&, RNEEHRN (MTU) OREEZBZ 537 v NOWELFEZEE L
FI, ZOMREIZCEY, ASA LT TA T MEDNL—F ETENAT TN, AN 7T T A
MAERERIT ey 7T oRUUCKHLTE 9, 722X, 7747 2 b2 ASA DEHZD
FTP #— " —Zxf L TFTP get A~ FEFETT DL LET, FIP b— =2 bXFEah s
7y M, B TREMEENTGAICT ) v A B —T 2 A4 A ED ASA O MTU Y1 X%
BT 5AEEMENH Y 9, ASATOZNS DO/ O GEIL, @RS/ A4T7 v a v
WU TIRED 3, FRIT7 T /AT —2ar R o—Iid, ASADRT N v I A2 —T =
AAPLEHEINDITRTO N T 74 w7 ICHASINET,

ASAIF, FY RV VT ENTTNTONT y b TEMELES, 2O T LD,

ASAIIMTU OREMEBZ D37y b7 77 A MELT, XTIV v I A F—T xR
MHEEFELET, TR T 74NV DOR) —TY, ZOF T aid, 77720 Meah
ey RO, BEEZR LT R RV 2T SO RULCHRE L £ 9, FTP OB TlX, K&

« m
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B «w2o55205—cvavt7vavoss

Ny SR T EMEENTHS, IPLAY T I 7 A MeEnET, FRT A AL,
T A N E Ry TEN, FREERERTIIA N ETE ey LET, n— KX
ST TN AN, BE TS A MR ANAFREMED B D £,

FHTZTITAT =V arEARX—TMIT HE, DT EMEOFINIZ, MTU OFKEE % 8 2
HRRV T ENTNNTy BT T T A MeasivEd, 26Dy MIDF By B3
WRESNTWAEAE, ASAIZDFE Yy b2 27U T L, X7y haT7 7720 MELThHh T
UL LET, 20T 7 ailik, N7V I AU E =T oA AEEND 2 ODMNL LT
7T T AL MEIP Xy RMERR S, BT YA N TTHIER SN Ee2R 3y NMZT7 T
TAV NEBEWTDHZLICL0, 2ROy MIRET YA MIIEFIEEINET, 22
TORITIE, ASAIIMTU 288k L, DFEY 22 U T35 LI~ TIIT T AT —
TaruEFRLET,

\)

6=

WIFNDOA v F—T 2 AZBNTEH, MTU £73FR 777 A T—arDF Sy a

EEETLHE, TRTORFEOERNOIMISNET, 22X "T Vv I A0 F—Tx AR
TL0 DT 75 4 77 FUFARKT L, ZDL XIHA 4 —7 = A 2T [MTU] £7-
I% [Pre-Fragmentation] = 7' > a3 V2 EH T 5L, XTIV I A F—T oA ADTXTDT

TATIREI IR Ry 7 ENET,

ZONA TR, BN TR LA v F —T = A ZADOBEAFD IPSec FR1I7 7 T AT —
v = v ARV v—L& Do-Not-Fragment (DF) B b RV > —2FKpR-E- 3 REL 7,

J4—ILF

* [Interface] : BIREINToA VX —T 2 A RAZHALET, ZOXAT TRy 7 ZAEHEHL
Th, TONRTA—HIEHFTEERHA,

* [Enable IPsec pre-fragmentation] : IPSec DR 7 7 V' AT — a kA4 x—T7 )V E I

TA4E—=TMILET, ASAIL, BT EMMET HHENC, MTU ORELZ B2 D bR v
TENTNRTry 8777 A MELET, 26D/ 7 >y MIDF By FBREEEINT
WAHEA, ASAIZDFE Y b2 27 UT L, Nry haT7T7 72 MELThEh 7L
LET, 2077 asicky, "7V A8 —T x4 ZA%BND 2 OO LTI
777 A MEIP 7w RAMERR S, BT A F TEBR SN D EER Ny MY
TRV NEERTH LI, 26Oy RBAET YA MIIEFITEESNE

T

« [DF Bit Setting Policy] : Do-Not-Fragment £ > ~ 78U 2»— : [Copy]. [Clear]. 7213 [Set]

IKEV2 OS5 AT—3 0 AT a3 VDT

m

ASATIH, IKEV2 7 77 AT —vav A F—TNERIET 4 =TT B ENTE,
IKEV2 %7 hDT7 7 A METHEHAT S MTU (g Rfcikx=v ) ZIFECTEET, %
7. BEHEZIIROBEHE T, BT IV I 7 A T—2a i ERETEET,

[Configuration] > [Site-to-Site VPN] > [Advanced] >[I KE parameter |
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Ke2 755 4v7—vavA7vavonsz |

FIZ4N T, TRTDIKEVR 7T 7 AT — 3 U FRBA R—7 2720 . MTUIZ576
(IPv4 OFE) F7213 1280 (IPve DIFE) . B 35 HUL IETF #£4 RFC-7383 £ 720 &
ﬂ—o

WOEEZEFE LT, MTU ZHEEL T E &,

« fEH3 25 MTUfEIZIX, TP (IPv4/IPv6) ~» X —+UDP ~v X —D Y%A X% G D NEIN
HYFET,

EHEIC Lo THRESN TWARWES, T 74/ O MTU IX 576 (IPvd DB4E) F7-1%
1280 (IPv6 DIGE) &7V £9,

cFRETSH L. [FU MTU 2 IPv4 & IPv6 O T THEA S E T,
« FEhEFHIL 68 ~ 1500 T,

\}

GE)  MTU OFRERFZ ESP A— "=~y REZBETILENH D 3, KEELFIZ MTU 1B S
A% ESP A — 33—~y RIZX Y | B LZIZ AT > A XL £9,  [packet too big |
T T —NERINEEEIT. MTU VA X2/R L, LVIERWMTU 2 ELTLEE0,

WO R—KRENTWBET T T AT —2 g FROWTNNE, IKEV2 DERT 7 X
T—ar R ELTRETEET,

« IETF RFC-7383 tEHER—Z D IKEV2 7TV AT —3 3 o

c 2R, MO TRRI T — g P R— Y T LU RABIRET
HHEIHEHEINET,

c ZOFREMERTHE, 757 AT —2 3 DB SR EITSN., FIKEV2 7
FITA N A= EINRESNET,
c VAOMBDT T T AT — g

e ZOFAUT, T AnyConnect 7 74 7 b R EOETIZ Lo TR SN D HE—D
FHETHLIGE., Il FoeTRnrIvr=—ra VHICER—Re SV 770
A RETLHGIMEHINET,

s ZOFREHEHATDE, LRI T T T AT —2a UREITENET, ZIEN
DETIE, TRTOT I I AL eZETDHET, Avk—VE2ESFTLHZLELEE
THZLELTEEREA,

c ZOFRIT., VRSO ET L OFEEREIZS Y EH A

1R BRI

e RAMTUT 4 AHNY IV AR—FENTWEHA, MTUIZ, XY hT—7 D=—XIZH
DECTEHTRETDHILENLY F7,

« m
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. IPsec Proposals (Transform Sets)

FIE

DOFBREF T v — "V THY | REOHARIHSL IND SAIZEELRIFLET, @A
U\HIJ@ SAIIHBLZITERA, T7T7T AT —2a BT 4= RoTWBI5E
THEERTT,

SHK100D7 T 7 Ay hERIETEET,

AT w71 ASDM T, [Configuration]>[Site-to-SiteVPN] >[Advanced] >[I KE parameters] (&8 L £,
AT 72 [Enable fragmentation] 7 « —/b K% B4R £ 7= LR MERR L £ 9,

AT w73 [Fragmentation MTU] CTH A X&FEE L FT,

AT 74 [Preferred fragmentation method] T4 2 AR E L £9°,

IPsec Proposals (Transform Sets)

m

[Configuration] > [Site-to-Site VPN] > [Advanced] > [ Psec Proposals (Transform Sets)]

NV AT 3 —0F, T—4% 70 —TETINIBAEDE v T, T—HIE, T — X HEE
M, BIOT —ZEEEeERLET, =& 20E, 1250 M7 27 4 —Ah%, 3DES K51k &
HMAC-MD5 ZB3E7 /L2 X (ESP-3DES-MD5) 12k % ESP 7’1 k = /LT,

TS, U, %IRRT AHIKEVI BEIOIKEV2 b T A7 3 —Ah &y FEFER, BN, RE.
FRITHIBRT A0 HLET, T —7 IR, REFHAD T AT+ —hty D4
Al EFEREN R R SN E T,

[IKEv1 IPsec Proposals (Transform Sets) ]

s [Mode] : ESPH; b L BGEA AT 52— R, ZHuUZ kv, ESPAEHA IS AV v
DIP /X7y NOEGPRESNET,

¢ [Tunnelmode] (77 #/V k) : ESPEFBAL ERBRENITTDIP /N7 (K (IP~v #—
ET—H) WA ESNDTED, ARDOEFEITLT FLRELSEET RUANRIERRITARD
FT, TDOIPT—H 77 AEEBEE LS, HILWIP X7y RO A m— K27
DET, ZOF—RTIE, V—FREDRY NT—27 T8, AR Psec DT R F T &
LCEECEET, 2F0., —FBKA MRbo THBE(LEITWET, EEFT
=B PRy FERSSE L, IPsec b pVEMH L Clizit LEJ, sEiL—# i
D IP T —H 77 LEE T L, S8 AT AMIEELET, PRV E—RFOK
ERFRE, m R VAT AEERE L Th IPsec #FIHTE S L0 H Z & TT,
Fi=. F774 TN LR#ET L TEET, PR E—REHATS
EL BB IIZ P RNDT Y RiRA LN, b &Ny
b®2§§l€®%¢%fn<‘:§@5‘ﬂiﬁo7b>@ FHAL (INENR PRV DTZ RRA L MERLT
ATHEER
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IPsec Proposals (Transform Sets) .

« [Transport mode] : IP ~3A 17— R7ZIF BB LS, TTDIP ~v X —3ZFDE Ik
DWET, ZOFE—RITIE, &7y MBS fLrBEinEnd, 7Y v 7 xy b
T—27 EOT A R, Xy N ORI EGE I LSRR TE 5 L ) RN
HFET, IHET—FTIE, FHR Y U —27 TORBIZRME (72 & 21XQoS) %,
P~y X —DFERICHESNTEITTELL TRV ET, 2L, bAoA Ya~yF—
MEEFALIND T2, X7y NOREDFIRSLET,

* [ESPEncryption] : 87 v A7 3 —ALty OO TvMEEX=2 VT 4 71 b=z (ESP)
B b7 =Y X, ESP Tid, T—4% FIA R —H—E R, F7varDF—FR
FE. BEOY 7 LA BB — C AR SN E T, ESPIL, RS TV HT— 4 %
B 7 LET,

» [ESP Authentication] : hTJ A7 4 —2Ah v FDOESPFEIAET /LI Y X A,

[IKEv2 IPsec Proposals]

*« [Mode] : ESP =1k & BiEA W+ 5F— K, ZHIZEV ., ESPREH NS AU PF L
DIP 3 MO BRE SIE T,
e [Tunnelmode] (F7 /LK) : B FEAMEE—RR b XL E—RICRYET, b
FOL E— RCHL ESP BEEAL L 3BEEMTED IP /4 F ek (IP ~v 4 — L 5 — %)
WCHEHA END 72D, KREKOEFIILT RURESEET RUARIERRFIZRD 3, TD
IP 5 —H# 7T AEEPEEELEIL, TLWIP X7y FOAS o— R0 5,

ZDF—KRTIE, V—Z R EDFXy NU—7 T34 AR IPsec D7 1 x & L CEIME
TEET, 2F0, A—FNEA MAb - THSLEITWE T, EETL—F 238
v NEREEE L, TPsec b RV EMH L Clist LET, S8 —ZIZED IP 7 —
277 LEEH L, SEETVAT ATHEREL T,

Fo R EB— ROREZRFLEIE, = RV AT AEEE L2 T IPsec ZF|HTE
HEVWHZETT, Flo, NI T 4w IO RET LB TEET, b
E—RE2EHTHE, WEHITIZ R RO RRA VM LbbT, ol
VT ENTZ Ty NOAKORETT ESITDNY FEA (INHR F RO
KR4 > b ERIUHETHIRER .

[Transport mode] : 7 234 R — kL TWRWEE, 17 2/U{bE— RN, hrrxi
E—RNIZT A= ANy I T HF T a APEDEEE— FIZR Y £9, transport E—
RTIRIP ~A v— REZTARE AL SN, TD P~y X —3ZOEEMHAINET,

ZDFE— RIZIE, &3y MBS bLyBmaEnd, X7V v 7 xy hU—7 E
DT INA R, Ny NOFRKEIIRFEIL LA ZBMTEDL L VWIHIFIERH Y F
T, AT — R T, TRIR Yy hU—27 TORRBIZRMEE (722 21£Q0S) %, TP~
H—DFRICHEASWTHEITTED IRV ET, Z7EL, VA a4y X =05
fbansi=d, 7y hoBRENHIRSINET,

s [TransportRequired] : 77 7 Z /W ALE— RIZHREE— R L) $HA, PR E—
RIZT7 =Ny 7§52 EIETEERA,

| « m
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. IPsec Proposals (Transform Sets)

A\

GE)  #EE—RiZ, VE—F 727X VPN IZIIHERINLE A,

HTEMEE—RORXRIv=—2a VOBITIRO LB TT,

e =V T — A PEEET— REREL, LARUEN 3L — RCRE LA
f = —H I RNV ET— R T =Ny 7 LET,

« FAEMI7 tunnel E— RZFEnR L, JSZHIAS transport E— R TINE L7cA . ISERIT
tunnel E— NIZ7 4+ — Ay 7 LET,

o FEAEM tunnel & — RZ2427R L, I transport-require &— N OE | IREMNE Y
B AR—PLZEELEEA,

o [AARIZ, A =3 = —# 3 transport-require E— K C, VAR ZB h R/ E— KD
LElE, VARV Z D5 NO PROPOSAL CHOSEN 2k SN Ed,

* [Encryption] : IKEv2 IPsec 7 2 R—HF LD H S fbt¥2 U7 4 7' a2/ (ESP) W
FT NI AL%ERLET, ESPTlX, 7—4% 7IA N —H—ERX AT aro
F—HBE, BLO) 7 LA BB IEY— AR S £, ESPIE, F#ESNATWD
F—REh T LET,

* [Integrity Hash] : ESP 7' 2 s /L D7 — ZBEVEARFET D7D DNy v 2 Toa Y X4
ERLET, N7y hBBEELERELIORESNIZZ L, FloftficARE I T
L2 EEMRIELET, Ny RBPBELLERECHORESNIZZ &, s hIcE R
SINTNDHZ EERIELE T, AES-GCM/GMAC 3557 /0T AL E L TREINT
WHEAIT, XVEEET LT X AERIRT DML ERH Y F7,

m
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



