LTIV 7oA KR) O—

TOETIE, AATIvI TI/RRARI D —2RETDHHEEZHRHALET,
cHAF IV TIEARY —IZHONT (1 =)
cHAFIvI TIRAR) D —DTFTA LA (3X—=)
cHATF I T EARY —DRE (43—)
* DAP O AAA BMHEEIIEEDRRE (8 X—)
*DAP D= KA v MNEME@RIEEORE (12 X—)
« LUA Z{# ] L7= DAP (28T 5B DAP EREHEDOER (27 =*—)
*DAP 7 7B A LFFRIR Y —BEOHRE (34 2—)
*DAP b L—ADHEFT (39 X—)
* DAP Off] (39 ~—7)

BAFIVvH THERAER)—IZD\T

VPN 7' — b 7 = A (FE R BREECTEME L £7°, x4 D VPN #2213, BHBEICERIND A
73y FRE., #HENOKF 22— =R 3T IEFhe—, BXOREE X2 T4 L
APULRRRDVE—F T I RBRA YA MnbOu s A i EEROERIEES 5 Al herEn
HVET, VPNRETOZ—F =B DX AT T, AXT 4 v I REBEEDF v NTU—27 TOR
PSR/ s

ASA TIIZAF I v T7EAKRY — (DAP) IZX-> T, ZHbHDSF I FREBHITHHAL
THRAMELRETEET, ¥4 TIv 7 T78ARY —iF, BEDZ—F— F Rl
Frrida—Y— vy ra BEMTE EOT /R ar be— L EEERE L CTERL
T4, TNHOBMEICEY, BEOITV—TF A=y PR RIRA b X2 U T4
ORJEIZHL L ET, DFED, ASATIE, EXLERY U—IlESX, FFEODEY a3 »~D
T 72 AMEPFE D2 —V— T 5 SN FE T, ASA 1T, = —F—3 8 L7-#Ki T, DAP L
aO— R B OBEMEZBRIN E 72138075 2 &1k > TDAP 248 L £9, DAP L =1— RiZ,
VE—FTRAL AT RRA L P X2 7T 4 FERBILORFES N2 —F —D AAA "
FFRICESWTRIRENE T, BIRSNZDAP L a— RiE, 2—H¥— bR Eidkyi g
VICHEASNET,

DAP VA7 AT, HEEEMLELTIROIALR—R EBEH Y 7,
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eDAPEBIRa L 7 4 X2l —lary TyrA)b: Byl a UELHFIZDAP L 22— RE2EIN L
THEHT H7-DIC ASABMERT 5, ERENTBRINTZTFA N 7741, ASA EITRTF
SNET, ASDMZHEHL T, ZO77 A VEER LD, XML 7 —#JET ASA I
Ty 7a— KLY T&EET, DAPIBIGEE Y 7 A MZidE, 22—V —DBEETDHTITO
BN SN TWET, ZHUTiE, AAABEME., = RRA U Mt By FU—
7 ACL & Web # A4 7 ACLD 7 4 )% 7R"— hirk, URLDOY A & LTRESNZT

JREARY =R ERHY EF,

* DfltAccess R U > — :

Ut

ix AE

WIZDAP '~V — T —TNVOREOZ N T, TI7A4F VT ¢
ZT0, T7ANV KT I7EARY —DT7 7 8ARY v —@E%E

TE LT, AAA

BYEEII= RRAS U MRIEIZEENTE LT, 2O RBMIEITGRETE A,
DfltAccessPolicy (FHIBR CE XA, Fio, b~V — T —TNDOKEEKEDOT N IiZ/k->T
WAMERHY £97,

R DOV TI,

[Dynamic Access Deployment Guide]
(https://supportforums.cisco.com/docs/DOC-1369) # S L T 7Z S0,

DAP [Z LB E—F 70X 7O FIALEELUVRAF ¥

DY HR— b

ASA 1. BHENRELIZRAF v

&Y — L

Y — V2R LT RaRA v b kX2 U T ¢ &M

ERAELET, ZORAF v il —/iZiX, AnyConnect RATF ¥ €Y = —)b, ML L7
HostScan/Secure Firewall IR A F v /3v r— BXONAC REENFET,

WDOFRIZ, DAP RV R—FLTWDEEYE—F 778X 7 a ha)b, ZOHRTHEHARER
RAF Y —, BIOREOY — NIk > TRt ENABERERLET,

HYHR— bk Eh 5 1) |AnyConnect 7K R | AnyConnect 7R R | NAC CiscoNAC 7 75
E—+FT7O0€R |FY¥ED2 I |[FEDA-IL AT72R
e kan RA b XF+ > |Hostscan/\v 4 —
Nyr—3o o
Secure Firewall 7 | Secure Firewall 7~
RAF ¥ RAF ¥
T A MUEHR, V| =TI [ NAC A7 —H A |VLAN ¥ A 7' &
CARY F—0 | TOR=YF | EIRKT VLANID %K
. Fr7aY | 774 T 74—
A, FARL—F 4 | VT Ry =T O
VT VAT A | REIRT
B
[Psec VPN FEXH I FEXH I I I
Cisco AnyConnect | %} )& X s X hta B

VPN
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H71R— k&t 3!) |AnyConnect 7K X | AnyConnect 7R X | NAC CiscoNAC 7 75
E—FT79ER |F¥ED2A-IL |[FF¥EDI—I AT7R
7akan KRR b X¥ > |Hostscan/\y 4o —

Ny lr—3o D

Secure Firewall 7 | Secure Firewall 7

RF ¥ RF ¥
7547 LA |G st FEXTIE FEXT It

(77 P _—

A) SSL VPN
PIX /7 v k Z/L— | FExtIS FEXT It FEXF I FEXFIi
Ta¥xy (KA
T v FH X AE A
)

DAP ICKBUE—F 7O ERREHFDO— R

RO —rr AT, BERNR Y = 77 B AER e LT 258 OMEERLET,

1. UE—h 27747 FH VPN B

A ET,

2. ASA . EE SN 7= NAC fE & HostScan/Secure Firewall 78 2 F ¥ {E A& L CTAHR A F ¥ 3
23T LET,

3. ASAIE., AAAZN L Ca—Y—%BiFELE9, AAA YV —_—F, =2—F—0RAEHDH

RLET,

ASA 1T AAA BBFR[BIEEFDE Y a L ZEA L. VPN P 3L EFeSr LET,

ASA ., AAAZRTFIER E v g LV ORITF v EIIERIZIHE SV T DAP L 21— R &2 %IR
LE7,

ASA TN L7 DAP L 22— K25 DAP BEAZEN L. TOENINTZEMN DAP R Y
=2 F9,

ASAZFDODAP R v—%t v g iZmmiLET,

BAFTIVI TIOEBARIO—DI4EVR

)

GE)

ZOBEREIE. A 1 — FEE SRR DR WE T A TN TE £ A,

BAFI v I T I7RARY — (DAP) ZiE. ROWTIND T A o ARNLETT,
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* AnyConnect Apex : X T? DAP HEEZ AT 554,

» AnyConnect Plus : XL —7 4 VT VAT ABI VARV —TFT 4 V7 VAT NEIZ
AnyConnect 7 74 7 > F ONX—T a3 o F = v 7 HH,

BErEY Y
DAP ~® AnyConnect 7 74 7> b = KA > MEgMEOEM (15 X—)

BAFTIVY) FTOERAKR)O—DEE

1R BRI

o BRIZEHK DR WREY . DAP =2 KA v M@tk 458 E 9 D i, HostScan/Secure Firewall
RAF v HA AN VTHLERHD T,

*» HostScan 4.3.x 7> 5 HostScan 4.6.x LARRIZ T v 77 L — KT 25581, 7 v 77 L— KOHij
(2. BEFFD AV/IAS/FW = RARA ¥ N EMEZSHGT 500 AMFW =2 R A > MEMEIC
BITTHDMERLDET, 7o 77— FBLOBITOREZRTNEIC OV T,

[ AnyConnect HostScan 4.3.x to 4.6.x Migration Guide] ZZH L T 72 &\,

« JavaWeb Start ¥ X = U 7 ¢ ORIED 728, T /34 AT webvpn X—ADOEE & AT 55
BlE. RELTMEEEERT Y RARA » MEHEICANITERWZ En3db 0 £, ZOME
IR D215, ASDMT A b7 77V r—ya U EMHT 50, £idJavatF =
U7 4 OfFkE LT AEA Bi#EdD URL ZEM L £7,

s Ty AN, TurEA, LIARMNIDOZY RKRAV NEEERET DRI, 77A0, TR
T, LY A MY DOHAHostScan/Secure Firewall '8 A F v B ZRET A MLENH Y £,
FNEIZ DWW TIE, ASDM N Ciib)7Ze Ul ljmiZBEh L, [~V (Help) 1227V v 27 LT
<TEEW,

* DAP %, ASCII XFDHIR—FENET,

FIE

ATv 71 ASDM ZiZE) L, [&RTE (Configuration) 1>[1JE— ;74 £XVPN (RemoteAccessVPN) ]>
Ry kD=0 (UZA4TFT k) 7YX (Network (Client) Access) 1> [FA4 T2y 970+
A1) T— (Dynamic Access Policies) | i8R L £,

G¥)
[Add]. [Edit], 3d& O [Delete] 77 3 a > @ FIiZ [Incompatible] 77 3 = VR ¥ U BRFRREIND
BEE, WE T A 77 U OFEFIC K W BEF DAP K U & — (HostScan 4.3.x LRI L CTfE
pk) & HBENIRL ol =T 3 > (4.6x LK) (2 HostScan 7 v 77 L— KL L9 &L
TWET, TU¥ALBITFIREZFEITLC, REZHEICSEILERH £,
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ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

ATy 717

s4F3v0 722K —0BE |

[Incompatible] 7" 7 > 5 VISR AR ENDHEEIEL. HostScan DT 77 L — RAPHIG S 4L, #%E
DOBATHMEN IR o722 LR L TWET, FHMARFNEIC OV TIX,  [AnyConnect Hostscan
4.3 .x to 4.6.x Migration Guide] ZZM L T 7ZE0,

BED<NVY 2T HRELIIRNI=IFNT 7 AT I —NVDE KRS MNEtzd&ah bz
1. A O EEIT< @ [f%E (configuration) (V> 27 %227V v 7 LEd, 20U 7,
IO T OMEEEZ T TICA X —7 ML TWAEAICIIFRENEE A,
REFEHDDAP DU A MEFR-LET,
T =T INIFRD T 4 =)V RIRFERENET,

* [ACL Priority] : DAP L' 2 — KD F A4 4V T 4 2R R LET,

ASA X, BEDODAP L a— Kb %y hU—2 ACL & Web ¥ 1 7 ACL #4545 L &
2. ZOfiE#EH L TACL ZimB BT LET, ASALE, R o774 407«
BB TNDTTA AV T 4 BEDIEIZLa— RE2W, I TIVOTITAF )T 4%
T NDO—FFIHELET, FEFNRRKEWVWIETIAFT VT A BENZLEERLF
T, 2 ziE, ENR4ODAP La—RIFMER 2D L a— XD bEWT T4 4 T 4 %
FFoZ Lz Ed, 7744V T 11%, FETOWRRBFZIITETEEA,

* [Name] : DAP L' 2 — RO RTZFRRLET,
* [Network ACL List] : B> a ANI@HIND 7 7 A4 T 74+ —/VACLOARTZ R - LET,
* [Web-Type ACL List] : &> = i H 415 SSL VPN ACL D4R Z# R R LET,
s [Description] : DAP L' =2 — RO B ZFA L E7,
[Add] £/ [Edi) #27 U v 27 LT, XA F v 7 T/ EAKRY —0BMEITMHE (6
N—) BFEITLET,
[Applyl #27 U >~ 27 LT DAP XEXZRGTFLET,
[Find] 7 4 —/V FEMBH LT, ¥4 FIv 7 778AKRY — (DAP) ZHBELET,

DT 4= IV RADANEBIET AL, DAPT—7 VDT  —I)L ROSEEEE S O SLFEA TR
SN, —ETH5b00BHENETT, VALV RI—REEHATL L, MBRHEBENEND £,

72 & %X, [Find] 7 4 —/V FIZ [sal] & ATJLTEHAETE, Sales &V I AFID DAP & id—

HLETN, Wholesalers EWVIARHITD DAP &1E—% L EH A, [Find] 7 4 —/V FIZ *sal
EANTIT B L, T—TLHND Sales £7-1d Wholesalers D ) b, HANHE L7=H D0
HEnEd,

BAFIv I TI/RARY O —DT AL (83—V) H#FITLT
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ATy T2

ATvT3

ATvT4

ASDM % j2#E) L, [Configuration] > [Remote Access VPN] > [Network (Client) Access] & 7=1%
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add] %721 [Edit] Z8&R L 9,

ZDEAT Iy I TI7RARY =040 (WMH) EHH (F7vary) 2ZANLET,
* [Policy Name] I%, 4 ~ 32 SLFOLFH|T, AX—AIEHTEXEHA,
* DAP @ [Description] 7 4 —/L RIZ1X 80 LFFE TANTEET,

[ACL Priority] 7 4 —/V R T, ZDFAF I 92 T I EAB) —DF 54 F VT ¢ T L
iﬁqo

X2 VT4 TTIAT VAL, ZCCRELEEFTT 7 8A R o—Z#ALET, &
MRENEETTA AV T 4 13m< 20 £9, AMEOHIT 0~ 2147483647 T, 77+
v MEIZ 0 TT

Z O DAP OEPILHELFTE L E T,

a) [Selection Criteria] XA > K n *)707"7‘/ U AR (T2 L) C, a—HF—NZDHXA
FTIvI TIEARI O —EFEHTHITIE, TRTOY RARA » Ntz &
Wz T, ZZT§ EéhéAAAE@m@w#Mﬂ(mNﬂ)ikmﬁ&f(mupﬁﬁ
WL RD 00, £k b—URE (INONE]) THLONEERNL 7,

HETLHI L FVIIHFTENEE A, AAA BHERoT  RARA o M@ 28 EE 32 DAP
La—RERETHE, La— KPR TR_RCOBREREZMWZ L TND I EICRDEDT,
ASAITFIWCFD L a— REBIRLET,

b) [AAA Attributes] 7 4 —/L R® [Add] £721X [Edit] 227 U v 7 LT, DAP ® AAA JEMEER
EHEORE B82—) ZETLET,

c) [Endpoint Attributes] fEJ C [Add] £721X [Edit] %7 V v 27 LT, DAP D> KR4 > N
PEEREEORE (12 %—) 2FITLET,

d) [Advanced] 7 4 —/V K% 27 U > 7 LT, #unique 1972 F(T L3, ZOMEEZHHIT HIC
iE, Lua 707 7V 7 SHEOHBBLETT,

« [AND/OR] : AR L— L ZZTANT ML oEREERLET,
DFD, TTICHESNTWVD AAA BHEB IOy RARA > MNathicH Lg%
BT D00, FREFEFNOREFHADBEICEZSRZILO0ERELET, 774
JL M i% AND T,

[Logical Expressions] : I END X A T DT RIRA » NEMEDA A K 2 2%
RETEET, LV AAA BB T 1T R A v FERIENE (B 0ixzo
)7 ZE#FT D7V RO LUATFAMEANLET, ASDM I, ZZCTAMH
ENTZTHFANERGEE T, 7% A2 DAPXML 7 7 A M a B —3 5721 T,
WLERIE ASA I Ko TiThodL, T RREZ UTEFE S N E T,
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ATy TH

ATvT6

220 ASARBIT DAPXML 77 A LE A wif— b & UT o 2K—+ [}

dapxm 7 7 A VDA AR — T ZAHR— MIONWTIE, 220 ASA [T DAP XML
T ANEA YR= PBIUPT I AR = (T=2) 22BLTIZEN,

ZDODAP DT 7B A/FFRAR ) —@tEfRE L ET,

ZTRET BRI, BEFOZ—F— SA—T bURA T N—T | BEOT T A0 b
DI V=T La— FEED, A VAT LORBAfEE X LET, DAPT 2 ¥ A &R
V—BEORE (34 =) 2ZRL TSN,

[OK] %7 Vw27 LET,

2DODASAFEICTDAPXML D 7 A )LEA VR— B KUVITI RAAR—F

FIE

ASADFEAFT I v TI7EARY — (DAP) HEIL, ASADT T v a A€ kO dapxml
EWVI T ANVIRIFENE T, ZOT7 7 AL, DAPRY U—ORIRBEEN G EN TN E
j—O

\}

GE)

ATvT1

dapxm 7 7 A Va7 AR—F L THREL mlEXE2H->TWEEE) | HEA R —KL
TRERTZEIITEETN, REITHVRHD L, ASDM 3 DAP L 22— ROMBLZ{Z L3 5 /]
BEMERH B2, HHICEELTLLEIWY, BRkOZ O pE8IET S CLLIZH Y XA,

WROFNEZFEHL T, 250 ASAB Tdapxml 7 7 A V& AV AR—FBLORZ 7 AR—KMLZE
D

FINETIX, ASA#1 725 dapxml 7 7 A V&7 AR — bk L, ASA#2IZA > R— 3 5%
LET,

ASDM % L7= ASA TDO 7 7 A WILBRIZ D Tik,  [Cisco ASA Series General Operations

ASDM Configuration Guide] @ [Managing Files)] @IEZ S L T Z IV,

ASA#2 O dapxml 7 7 A V&7 UT LET,

a)
b)

ASA#2 OFGE & dapxml Z AN D titp F 7213 fip —S—IZRFLET,

ASA#2 O ASDM %##& T L £,

GE)

ASDM T >[Y—IJL (Tools) 1> [/\v 92 7 v TDKRE (BackUp Configurations) ] >[DAP
&% (DAP Configurations) | 7> a A LT, dapxm 7 7 A VZRETDHZ LS
TEET,

ASA#2 7T w2 A Y EDO dapxml 7 7 A VDOLRTIE AR EITHIBRTH L TEFE
-éAO
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ATy T2

ATvT3

ATvT4

ATy T5

ATvT6

ASA#2 2~ R7a 7 K~ C, clear configure dynamic-access-policy-record =2~ > K& AT L
T, DAP L 2— ROWEREHIBRL £,

dap.xml 7 7 A )V E ASA#I 7 T v v anb T AR — ML, ASAHR2 7T v =il A — kL

£7

dynamic-access-policy-record =1~ > KZ{#HH L T, ASA#2 D ASA#1 "5 D DAP L 21— Rt
FYZRELET,

ASA#2 T, dynamic-access-policy-config activate =~ > Rzl L T DAP ZHM L£7,
GE)

ASA#2 O ASDM Z L&) L T, DAPRELZT /7T 4 7I2TH 2 &b TEET,

ASA#2 T ASDM Z Hifd#) L £,
HLUVWDAP R Y > —I% ASAH2 THRESNE T,

BAFTIVI) T7OERKR) O —DTRX b

FIE

ATy T

ATy T2

ZORA T, RABMHEORT ZEETLHZLIE-T, T/ ATHRESILD DAP L
a— RNty MRBGESNDINE I NETANTEET,

BEYEEOT #FEET HI121L. [AAA Attribute] 7—7 /L & [Endpoint Attribute] 7 — 7 /LA Z 358
T B [Add/Edit) RZ o Z2EH L E£9,

[AAVEdi) RE %2 U v 7425 L RRENDF AT 2 7 1E, [AdUEdit AAA Attributes] ™7 4 >
K7 & [Add/Edit Endpoint Attributes] %A 7 2 7R v 7 AZFRREINDH LA T a 712l TinE
D

[Test) Z"& > %27 Vw27 LET,

FTNRAAZAEDODAP Y T U AT AL, L a— RKOAAAB L O Nl A > MERENM: 230
THELEEIL, TNODOEASRLUE 7, KiRIE, [Test Results] fHIIC R/ RSN E T,

DAP ) AAA B4 :BIREEDRTE

DAP X AAA —EAZMiE LE T, AESN TV ERABMEOE v MIR LN TWET AR,
IO DRI K> TAAA TSN DR AT BMEL ENTE £, AAABEMEIL. CiscoAAA
JEVEREE N SFRET D 0>, ASA 73 RADIUS F 7213 LDAP — "= 5259 20 EME—X
MOHIRETEET, ASAIX, =2 —VF—D AAARTERE Y v 3 v ORATF v iHERIZE
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FIE

pAp ¢ ama EtsEREE0RE [

SDWTDAP L2 — REBEIRLET, ASAL., ZOFHRITIHK SV THEED DAP L 21— R &38R
TE&, FNo6D L a— REERN L T DAP R B2 L 1,

DAP L 22— ROBIRIEEHE L LT AAA BIEZFRET HI2IE, [Add/Edit AAA Attributes] % 1 7 1
TRy 7 AT, M7 5 Cisco. LDAP, F£72IXRADIUS B2 ELE 7, ZnbDEMEIL,
AT HMEIZX LT =) 720 N=) OWVWTANICHETEET, F#DAP L 2 — RIZREA
HE7e AAA BIEOEICHIRIZH 0 T8 A, AAA BIEOFEHIIZOW T, AAA BHEOER (11
N—=) EZRLTIEEN,

[AAA Attributes Type] : Ky &7 U A MZEH LT, Cisco, LDAP, %7-i% RADIUS J&
M BEIR L £,

« [Cisco] : AAA EBET VICTRFE SN TW S —F—RBu g4 3B L £79, DAP L o1—
RO AAABIREIEIC, 2 b0 —F =Rl @tEo/ M7y NEEETEET,
WORBIERE ENET,

* [Group Policy] : VPN —H'— & v ¥ g NIEEIT 5N TNWD 7 —TF R v —4
ERLET, X2 VT4 T IAT A Ta—hVICERET SHH, IETF 7 T &
(25) @M:L LT RADIUS/LDAP "B EE LET, &k 64 XFTY,

* [Assigned IP Address] : AR Y > —IZHET HIPvA T RLAZ AT LET,
* [Assigned IPv6 Address] : R U 2 —IZFEETH IPv6 7 RLAZ A LET,
s [ConnectionProfile] : @ %7 > a VETIL bR Y T DI N—T4, K64 LFTT,

s [Username] : i8iE S N7z —HWF—Da2—W—4, KK 64 XF T, v— N ILFEGE,
RADIUSF83E, LDAPFGEOWTNNE, F2ITEDOMOFRFES A 7 (RSA/SDI, NT
Domain 72 EQOWT NN EHEH L TWAIEAICEH S VET,

o[=1=]: EEELVVEELL 2

« [LDAP] : LDAP 7 7 A 7> M, 2—%—D AAA & v ¥ =3 VICEEAMIT b zT—#
N—=2ZH DT XTDORAT 4 7 LDAPICERIEMED T ZRFF L ET, LDAPZ 747
VR TIE. ZELEIBOSE B2 T — 2 N— A CEX AR T, ZOLBTO%RGEDEME
TP RTEESNET, 2—F—La—FL s L—7 La— RO 5 LDAP ¥ —/—
MOFARAEND &, ZOVFIVARRETHHERHY £9, 2—F— L a— KEERn
RONCHRIAEN, Z—F La— Rtk baicElsnEd,

Active Directory 7 /V—"7" A =3y T iR— b D720, AAALDAP 7 747
K CiX. LDAP memberOf it & B I3 3 2 BBl 72 AL EE 23 TH v E 3, AD memberOf B4
X, ADNDOZ)V—7 L a— KO DN XFHIEEELET, Zb—7DO4RIE, DN XF
FIN DA CN T, LDAP 7 74 7 hTiX, DN UFHN S ZV—T & 28 L
T, AAA memberOf BIEE LTI L., IGE BT — & ~X— A2 LDAP memberOf &4 &
LTHEM L FET, LDAP LA A vt —NITIBINO memberOf B NTFET HHE. T
OOBENS 7 —T 4 B S, B AAAmemberOf B E A SN T, ZL—T74
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X E

WA= TREIGNTECFFINERESNET, ZOXFINISERBET —F X—ANTH
BEnET,

LDAP FHAE/E A Y —N—~D VPN UE— K 77 EBRA By a URNIRD 3 DD Active
Directory 7 /L —=7" (memberOf #|%5) OWF &K THEIT, kO@EY L7220 7,
cn=Engineering,ou=People,dc=company,dc=com

cn=Employees,ou=People,dc=company,dc=com

cn=EastCoastast,ou=People,dc=company,dc=com

ASA %, Engineering, Employees, EastCoast @ 3 -D® Active Directory 7 /L — 7 % ALEL L
T, THHDOZN—T1%, azaldap DIBBPRHEHEL L TED L ) A G DOE CHFEHTE
ESC RN

LDAP J&EI%, DAP L 22— FNDJEMES L BIEEDO T TR S TWE T, LDAP B
AL, MY MERH Y . RXF, DM FEEXBILES, 72L& 2iE, AD — 33—
HPH & L CRIME ORIV IZ, LDAP B D Department & f8E L7284, DAP L 22— K
X OEMEREICE ST —FHLERA,

GE)
[Value] 7 « — /b FICEEOEEZ ANTHICIE, EIany () 27U IFZELTHEAL
F9, WICBlIERLET,

eng;sale; cn=Audgen VPN,ou=USERS,0=0AG

[RADIUS] : RADIUS 7 7 A 7 > bk, 2= —DAAA T v ¥ 3 VIZBEMIT b T—
B R—= 2N DT XTDFXA T 4 7 RADIUS IGE BIEE DT 2147 L £7, RADIUS 7
TAT Y ME, ZTBO AR CISEREEZ T — 2 R—RACEXIAL T T, TOLARTORK
BOBRMEETTNTERZEINLET, 22—V — La— R8BI/ V—7 La— RomFn
RADIUS ' — =GR A ENTHGE. 2O T VAR RAET HAREMERH Y £77,
a—W— La— FEMERRIIZTHAAEN, 70— La— REHELY LEITELS N
£7

RADIUS EMiZ. DAP L' a— FNOEMNE & BHEEO T THEA SN TWET,

GE)
RADIUS &1 2 T, DAP X Attribute ID = 4096 + RADIUS ID & FF L £,

WK Z R LT,

RADIUS & [Access Hours] @ RadiusID IZ 1 TH Y., L7225-> T DAP BHAEIL 4096 +
1=4097 L 720 £,

RADIUS EM: Member Of] @ Radius ID 1% 146 TH V. L7-28- 7T DAP JBIEfEIE 4096 +
146 =4242 L 72 £9°,
LDAP 3 L (' RADIUS BMHEIZIE, ROMERH D F9°,

* [Attribute ID] : BYEDARI/FE S, K 64 LFTT,

s [Value] : JE14H4 (LDAP) F7-i13%kfl (RADIUS) .

B 773y 70€RrR)I—
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Active Directory ' JL— 7 D ER 1% .

[Value] 7 4 —/V FIZEEDEZ AT ZITE, EIamy () 27U I 2L LTHE

L FE9, fl : eng;sale; cn=Audgen VPN, ou=USERS, 0=0AG

C[EN=] EE LV EELL 22

* LDAP (21, [Get AD Groups] R ¥ 3 & £41FE T, Active Directory 7 /L —7 O Efs (11
R=2) SR TIEEN,

Active Directory 7/ JL— 7 D EF

Active Directory ¥ —/S—|Z 7 = —%F{T L, ZO~A THIMWEEZR AD 7V — 7 Z VG
PELZENTEET, ZoREIEL. LDAP Z /] L T\ % Active Directory ¥ —/X— 721 F (2
AEnET, ZORZ X, Active Directory LDAP — 13— 2% LT, =2—HF—nNE3 57
N—T7DYU XK (memberOf #1%) ORWGOEELETLET, ZOT7N—7IFHREMLH L,
BAFI v TI7RART —0 AAA BIREEEFRE L £,

AD 7 Vv—71%, /Xy 7 72 KT CLI ® how-ad-groups =2~ > KZ&{# 95 Z & T LDAP
P _—=n LG ENFET, ASA BV —N—DJREEFFOT 7 4 /L MRIIX 10 BT,
aaa-server IR A b 27 4 ¥ 2 L—3 3 F— T group-search-timeout =~ > R&fEH L.
Rl 2 c&x £,

[Edit AAA Server] ~ > T Group Base DN ZZ5 ¥ L. Active Directory P&/ O H1 THisR 2 BAn4
LUV INVEEFRTEET, 2OV A FUTIE, ASABRY = "—DIREZfFORH B AE TE
F9, I DOOEEE R T T 521X, [Configuration] > [Remote Access VPN]>[AAA/Local Users]
>[AAA Server Groups] > [Edit AAA Server] %R L ¥ 9,

)

(GE)  ActiveDirectory % —/N—ZZ8 D 7 )V — T BFET D5 E1E, = =D& Ty MZED
52 LDTELT—ZEBOHIRIZHWEST, BfFLIZAD Zv—7 DU A (L7213 show
ad-groups2~> RO ) BUIVFEDLNDLZERnH Y 3, ZOMEEFRRETHI2E,. 7«
NEBREREHA L, = "= T TN —THERD LTS,

[AD Server Group] : AD 7 /L — 7 % B33 % AAA r— 33— JL—T D4,

[FilterBy] : B/ REIND IV N—THEWOLTT-OIZ, FNV—THEIITN—T4 O EEE
]\/iﬁ—o

[Group Name] : #— "= LEfGF SN/ AD Zb—7 DY A K,

AAA EHEDESE
WDOFIZ, DAP CEHTZ 5 AA ABRBEMADOERERLET, BMESA 7 —/L RiZ, LUA

REXTOLEBMEA DA HEER L TERY, [Add/Edit Dynamic Access Policy] <A1 > ®
[Advanced] 7 v a > CHEA L £,

g4+3v9 792Ky — [}



F4F2v 9 7oA KYv— |

B orr oz pks s rEERREEORE
B4 |BlER EExT |fE A MY |EREA
7 VAO} PN
&
Ao aaa.cisco.grouppolicy | AAA string 64 ASA FoO L —TF Ry —
4. F7-1% RADIUS/LDAP
B —/X—71 5 IETF-CLass (25)
BEE L TEEIN I —
7RI —4
aaa.cisco.ipaddress | AAA number |- TNV RYFRIVVVPN Y FA4 T v
MZHEIDETHNZIPT R
A (IPsec, L2TP/IPsec, SSL
VPN Anyconnect <& = — /L)
aaa.cisco.tunnelgroup | AAA string 04 i oe 774 (b xb
TN—"T) ORI
aaa.cisco.username | AAA string 64 I SN —Y— D4R
(v — 7 )VRRRERFE AT Z s
LTV D 5EICEM)
LDAP  |aaa.ldap.<label> LDAP |string 128 LDAP B fE~7
RADIUS |aaa.radius.<number> | RADIUS |string 128 RADIUS BM:AE~27

DAPD T Y FiRA Y FEMEIREED

=JL =2

axX AE

T RRA L MBMEICIE, = RBRA U N VAT ABE, RAF Y iHlifE R, BLOT 7Y

= a AT HERNE TN TWET, ASAIL, By a VHENIERIZ T RARA v NEk
DEAZBINAER L, By v a BT O TWET —F RX—=R(ZEND D RMEZ IR
LEd, £DAP L 22— RIZiE, ASADNE v a VDO DAP L o — REEIRT 572D 7=
HNH LT RiRA » MERBENSIEESN TV ET, ASAIL, BRESNTWDHEMEEZ T
i/~ DAP L 2 — R721F 28R L £ 9,

1R BHEIIZ

*DAP L a— ROBIREAEL L T RARA U MNEMEARETLHZ &L, XA T390 T

THARY)V—DORE @G—=) OFOOKREETa AO—ETT, DAP OEHIE
WL LT RSV NEMEZRET DRI, ZOFIEEMERLFT,

ey REA L MEEOFEMIC W T,

ZRL T 7ZE,

B 773y 70€RrR)I—

(= RRA 2 MEEDER 233—) | %
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FIE

DAP DTy K4 v FEHEREE0RE |

e AFVHEHMD< /L7 =2 THHK, BLXOS—=YF N T AT 05—V 70T T L%
HostScan/Secure Firewall IR AF ¥ N F = v 7§25 FIEOZFEMIZIOWTIL, DAP L~ /L U =
THEBIOR=Y TN 77 AT Or—L T T h 225—) 2BRLTLLES
AN

ATw 1 [Add] £/2I1F[Edit] 227V v 27 LT, IROWTRHRNDOT Y RiRA > M@tk @i r LB

meEJ,

BHZATDOT RIRA v RO A VA X A BEIER T3, £ DAP L oa— FITHRE
AREZR T RARA o MEMEOEICHIRIZH W FH A,

* DAP ~D~ /L7 = TR RARA v MNatEosm (14 <—)

*DAP ~DOT 7V r—a VEEOBEMN (14 X—)

« DAP ~® AnyConnect 7 74 7> k = RikA > FEMEDEMN (15 2—)
*DAP ~D 7 7 A )b = RiRA » MgtEoBm (17 X—)

* DAP ~DT /A X = RiRA » MNEMEDBI (17 ~—)

* DAP ~®D NAC = RARA > MNEkoBhn (18 ~—)

«DAP ~DFRL—F 4 7 VAT L T RRA Y NBEOBM (19 =*—)
*DAP ~D/8—YF )b T3 A T 74— T2 RBRA > MatEoBMm (19 ~—)
*DAP ~DRY — ¥ RiRA » MNatoBn (20 ~—)

*DAP ~D 7't X = RiRA » MNEMDE (20 ~—)

*DAP ~DL YA LY = RRA v MEttoBm (21 ~—)

* DAP ~DO#EHGEEAERGERYEDIEM (21 ~—)

AT T2 FC—FHTEDAP RY o —Z2fELET,

INHEDT RRA LV NEWOX A TTLIL, 2= —BHDXA T DA AKX ADTRT
ZEOLHICDAP R Y o — T8R4 25 Matchall=AND., T 7 #/L ) O, F21TEn 6
DAV AL A% 1 DIZTFRO L HIZERT 5 (Match Any =OR) D& RE L LT,

a) [LogicalOp] Z#7 VU > 27 L¥E7,

b) TV RKRA > Matko ¥ 472 LIz, [MatchAny] (77 #/L k) F 7213 [Match All] % 341
LET,

o) [OK]ZZ7 Vw7 LET,

RTFYT3 AT IV T7EARI S —DBNELITRE (6-3—) IZESTL X,

g4+3v9 792Ky — [}



FAF2v o 7oA RYL— |

B ore~oxmzRET ke FEEDER

DAP ADTIILI T T7XERIY FRA » MEMDIEM

FIE

ATvT1
ATy T2

ATvT3
ATvT4
ATy T5

ATvT6

ATy 717

ATvT8

1R BRI

HostScan 4.3.x 7» 5 HostScan 4.6.x LAMRIZ T v 77 L— RT 5881, 7 v 77 L— RO,
BEAFD AV/IAS/FW o RRA o b B RIS 5 0F AMFW =2 RARA > MEMEICBATT 2
VERHYET, T — RBLUBITOREEZRFIAZOWTIX,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZM L T 723\,

[Endpoint Attribute Type] U A ~ R 7 A T [Anti-Malware] % 3R L £,

W) 7278 # U [Installed] & 7213 [Not Installed] 22 V » 7 LT, R LI RARA > MEME &

FAUATHET A Eff -+ ([Name]/[Operation])/[Value] D FD 7 4 —/L K) A A h—LT 5

D ETIFA VA M= LR ERELET,

VTNEA L AXY U EANEITEDHOELOICT 20 ERELET,

[Vendor] U A R AR > 7 AT, TA RGO~ NLY = T RRRN X —D4HTE T ) v 7 LET,

[Product Description] = v 7 Ry 7 A% A N2 LT, TAMTEHIRXZX—0BIAA %) X b

Ry 7 AMBERLUETS,

[Version] F= v 7Ry 7 A& AT LT, #1E7 1 —/L K% [Version] U A b ARy 7 ATk

WL A= g VFEFIZELY (5)  FL WY (1=5) . Ih/hawn . ZhRkEn
() L UTF (<) | FEBE G2 IHRELET,

UA DRy 7 ZATRERLIEA=V a HIx PV THWDLEE (KL AT 3x) 13, Zoxz

K72V U —2AF S CEHEHMAET (2L X35 .

[Last Update] F = v 7Ry 7 A& F N LET, HEOEHNOLOHKREZH/ELET, BHr
., ZZTANLIEAEE Y R (KD E7320, B B ETT205HETEE
D

[OK1 %27 U v 7 LET,

DAP ~AD7 J ) /r— 3 VEMDEM

FIE

&
ATy T2
ATvT3

[Endpoint Attribute Type] U A & 78 v 77 X T [Application] Z R L 7,
[Client Type] DHAET 4 —/L KT, [=] (L) F72E[1=] (EFELL W) ZBRLET,
[Clienttype] YA R Ry 7 AT, TARMIROVE— K T BRAEHO XA THBELET,

B 773y 70€RrR)I—
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DAP ~ AnyConnect 2 51 7> k T K1 > rEHDEM [

ATvT4 [OK] %7V w7 LET,

DAP ~® AnyConnect 7 54 7> b TV R4 > FEMDENM

FIE

&

ATy T2

ATvT3

AnyConnect 7 7 A 7 > b = RARA v Mgk (/34 VAR AF v £ 7213 AnyConnect 7 A 7
7T 4 7 4 JLiEfERE (ACIDex) & HFEILALS) 1%, AnyConnect VPN 7 7 A 7 bk @ AnyConnect
VPN &Y 2 =B ASAIZR AT v HRER A DT ENET, YA FIv s 778X
AV —Tik, 2=V -G NOHOZ 2 RAA v MEtERER S E T,

ENRANFKAF v BHEZZAT IV TI7BRAR) —ITlBIATr E, =2 RiRA V MIT
HostScan/Secure Firewall R A F ¥ 23 KR A > MZA VA b—LENTWARL ThH@EHA T
i‘g‘o

—HRDENA VR AT ¥ BIEIL, BANAL TN, R ETEITL TS AnyConnect 7 74 7 2
MZOHBEREL £4, ZOMDENAA NVKRAF v EIEIE, TANA VT NAA ZETEITLTND
AnyConnect 7 7 A 7> k& AnyComnect 7 7 A 7 N T A "y F 7547 h ETHEITLT
V% AnyConnect 7 7 A 7 > O IZEE L £ 7,

188 BRI

ENA VIR AT ¥ 2353 5121%,. AnyConnect 7 7 A 7 > k Mobile 7 A > A & AnyConnect
747 K Premium 7 A B AN ASAIZA VA R—LEINTWAEXLERHY ET, ZibH
DTAVL R A VA N—/LT HAEHEIL, DAPEMER X OMOBEFEO = RARA > MEtkic &
SNTHR—=FENTWDLENRALNL T NRAL ADDAP R U—%HHTEET, i, €
NANVTNRAANED Y T—F T IZ 2RO EITHESENEENET,

[=Y RARA » N@EtE# A~ (Endpoint Attribute Type) ] Y A k78 v 7 AT AnyConnect 7 7 A
Tk BBERLET,

[Z7 747> k"= =3 (Client Version) | F =y 7Ry 7 A4 LT, ELW (5) |

FLLRRW (=) |, Z0/han () . KV KREW () L LT (=) . FREME 5 %
BEZ 4 — VR TEIRL TS, [Z 747> h3—T 3> (Client Version) 1 7 4 —/L KT

AnyConnect 7 7 A 7> "=V a UEFSERELET,

D7 4=V REMEHATDLE, ENAMNLT AL A EFEFSH T Ly NeE) 077347
b= a v EFHMECE DTN, TAZ by TITRT T Ny T TNRARADI FAT 2 b /N —
VarbiHli TE 9,

[Platform] = v 7 R v 7 A% AL T, FELW (=) £EFELIRW (=) ZEIET —
U RCHER LTS, [Platform] Y A b Ry 7 ATHRL—TFT 4 VT VAT AEBEIRLET,

DT 4=V REHEATDHE, TR TAL R (HEREFOH T Ly FRE) OFLL—
T4 T VAT LAEFTTEDIEN, TAZ by TIRT v T Ny T TN ADFX L —T ¢

g4+3v9 792Ky — [}



F4F2v 9 7oA KYv— |

B orr ~o AnyComnect 554 72k T RS L REHEDEMD

ATv74

ATy TH

ATvT6

ATy F1

ATy T8

YT VATALFITCEET, STy AL EBRIRT S L, BMOBET A — L FTHD
[Device Type] & [Device Unique ID] 23 FH ATHEIZ 72 0 &9,

[Platform Version] &= v 7 AR v 7 A% AL T, FELW (=) | FEL] 2w (=) . LvH/h
SV () . K REW (3) L UF (=) | FRIEBE G=) 2EET 40—V FTEIRL T
725 [Platform Version]) 7 4 —/V RTANL—T 4 V7 VAT L N—=Va VESERELE
T

YERT 2 DAP L a— RICZ oMb EEND L O T 51T, AiOFETT T v 7 4 —2L4
HLULTHEL T I,

[Platform] = v 7 7R v 7 A% A4 N2 LI2A0E, [Device Type] T = v 7 Ry 7 A% A 2T
HLZEMTEET, FLW (5 FEFFELIARWY (=) ZEBE7 4 — LV FTEIRLTNHD,
T /34 A% [Device Type] 7 « —/V R T&ERT DA LET,

PR—=FENDT A ATHDHIZH 05T, [DeviceType] 7 4 —/L RO U A MIFERII
TWZeWGATE, [DeviceType] 7 4 — /L RIZANTEE T, T3 A¥ A THEREATT DI
HEFE72 kL, AnyConnect 7 7 A 7 2 R &Y RARA ¥ MIA A h—/b LT ASA [ZHE#5t
L. DAP FL—R%EFE[TTHZ L TY, DAP h L —RADFEROHF T,
endpoint.anyconnect.devicetype DfE 4 2T £4, Z DfE% [Device Type] 7 4 —/v RIZ AT
DULBENHY FT,

[Platform] = v 7 AR v 7 A% A A2 L7285 1%, [Device Unique ID] F = v 7 AR v 7 A%k A
WTHZENRTEET, HLW (3 FHEFELLIR2 (1=5) 28E7 o — L FTRIRL T,
5. T/ ZAD—FED ID % [Device Unique ID] 7 4 —/V RIZAH LT,

[Device Unique ID] (2 & » Tl % DT A ARKBIS D DT, FFEDENA IV T 34 ATkt
FTORV O —ZRETEET, T M AD—EDID ZBIFT HI21E, £DOT /31 2% ASA T
P&t L C DAP b L— A %37 L. endpoint.anyconnect.deviceuniqueid Ofif %z 7 o1F 2 B3
HY FEF, ZOfE% [Device Unique ID] 7 4 —/V RIZATTHLERH D £,

[Platform] % A 12 L7=85A 13, [MAC Addresses Pool] 7 4 —/L FIZ MAC 7 R L A& BIITZ
FT, HELW (3 FEFFELLZY (=) Z8E7 4 — LV FTEIRLTHDH, MACT RL&
ZHEELET, FMACT FLADT +—~ v MIXX-XX-XX-XX-XX-XX CH D Z & PLETT,

x I 3AE7e 16 #HECLF (0~9, A~F, Fizlia~1f) TT, MACT FLRiE, 1280 ED
ZEAAN— A TR DM DD 5,

MAC 7 RLRIZ Lo Tl 2 DY AT LABRXBENDHDT, FFEDT NA RZKTHRY —
ERETEET, VAT LADOMAC T FLRAZMGT D12, £DT /A X% ASA ITHHHE L
TDAP k L— R %547 L, endpoint.anyconnect.macaddress D% DT 5L E R H Y £3,
Z OffiZz [MAC Address Pool] 7 o —/V RIZANIT 20BN H Y £,

[OK] %27 Vv 27 LET,

B 773y 70€RrR)I—
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DAP~ADT7 AL T FRa > rEHEDEN [

DAP DT 74 )L T2 KR4 > FEMDIENM

FIE

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

1R BRI

Ty ANTY RRA V NEMEERET DRI, EDOT7 7 A V& AFX ¥ o § %)% [HostScan/Secure
Firewall ;" A F+ (HostScan/Secure Firewall Posture) | 7 ¢ > R TEF*Z L £ 7,

HostScan /X—3 2 > 4x D¥H . ASDM T [%E (Configuration) ]>[V E— 7 7 & AVPN
(Remote Access VPN) ] > [Secure Desktop Manager] > [HostScan] # 3 L &9, Secure Firewall
NATF ¥ /"= a3 5x DA, ASDM T [XiE (Configuration) ]1>[V E— k7 7 & AVPN
(Remote Access VPN) ]>[RAF + (Secure Firewall ) (Posture (for Secure Firewall)) ]> [~
AF ¢ % E (Posture Settings) | Z 3R L £,

[Endpoint Attribute Type] U A k 7R v 7 AT [File] Z#R L 7,

[Exists] & [Does not exist] DA 72 2 > ARH¥ U Tldk, BIRL7==> RARA v Ntk s 2t
b9 % f&ffi1 ([Exists]/[Doesnotexist] R ¥ D FZdH D7 4 —/V K) DIFETDHLENH D
EOMITE LT, 4 T5b0EERLET,

[EndpointID] Y A h ARy 7 AT, AF ¥y A ROT 7 AN = FUIZHELOWTZ Y RARA B
D% ey 72Ty URMPOERRLET,

7 7 A VOGRS [Endpoint ID] V A kR v 7 ZAD FIZFRENET,

[Last Update] = v 7 Ry 7 A& AN LTh D, BHANLDHEPEEDEL D /&0
(< EREWV ) ODELLELRMFLTINEBRIET 4+ — LV FTEIRLET, EHHEMALOH
B4 [days] 7 4 —/V RIZATILET,

[Checksum] = v 7 Ry 7 A& AL ThH, TAMGR T 7 ANDTF = v 7 MELEZEL
W (=) EREFELLRY (12) OELLERMETONEERIET + — /L FTERIRLET,
[Compute CRC32 Checksum] &2 U v 7§25 & TANHGROT 7 A NVDF = v 7 MMEDGE
HEhET,

[OK] %227 Vw2 LET,

DAP ADT/INAR TV FRA 2 FEEEDIEN

FIE

ATy

[Endpoint Attribute Type] U A k 7R v 7 AT [Device] Z iR L 7,

g4+3v9 792Ky — [}
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B orr~onac Ty ps L FEEDEMD

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

ATvT8

[HostName| F = v 7 AR > 7 A% A AL T D, T A MGRTNA ADRA M EFELWY (5)
FFHELL WY (15) OEBLLEREETINEBRIET 4 —/V R GRIRLET, 2B R
AA 4 (FQDN) Tid7e, 2y Ea—FDKRA MOAZREFHLET,

[MAC address] = v 7 Ry 7 A4 N LTb, TAMIRORY NI —7 A H—T =
AAB—=ROMACT RLRELELW (=) FRIFELIRY (=) OELLEHEMEET I
ERIET7 40—V R TRIRLET, 1 50O FUIZHDEMACT RLRZ127FTY, 7K
VADT #—< v MIXXXXXXXXXXXX CH D Z EDRMIETT, x if 16 EBHECF T,

[BIOS Serial Number] = v 7 R v 7 ZA& AN LTh B, T A M ROT /S 2D BIOS 'V
TNAEZFEELY (5) FREFELLRWY (=) OELLEEGETINERIEZ 4 —/L T
BIRLET, HE7 +—~ v M, WEEZEATT, 74—~y MEHEIH Y £EA,
[TCP/UDP Port Number] = v 7 R v 7 A% A AL TG, T A MFROV A= TIREED
TCPAR— R EZELW (=5) FHEFELL W (1=) OELLEFMETINERIEY 4+ —L K
T&ERLET,

TCP/UDP 2t R ARy 7 AT, 7 A bxf% (TCP (IPv4) . UDP (IPv4) . TCP (IPv6) . F
721X UDP (IPv6) ) OFR— FOFEHEAZEIR L £, #HEOFR— 2T 2 M 258415, DAP
D& D> KA > FNagtEor—nLZ2 N O0ER L, FNENICIEOR— NE2HEELE
7,

[Version of Secure Desktop (CSD)] = v 7R v 7 A& A A LTHhH, = RARA > b ETHE
1T &1 HHostScan/Secure Firewall KA F ¥ 4 A —TDR—T g EELW (=) EFELLAR
W (1=) OEBLLERMEET DN EERET  —V FTERIRLET,

[Version of Endpoint Assessment] &= v 7 R v 7 A& 4 A LT D, TA RO RARA
YFTEAALR (OPSWAT) DRX—T g EELW (5) FREELI2N (=) b5
R T ODERIET 4 — L RTIIRLE T,

OK] %27 U v 7 LET,

DAP ~MD NAC T > FiRA > FEMDEM

FIE

&M

ATy T2

ATvT3

[Endpoint Attribute Type] U A h 7R 7 AT [NAC] Zi#IR L E 7,

[Posture Status] F= v 7 R v 7 A% A N L THhH, ACSICE > TEZIESNDHARAT ¥ h—7
YUTFHEFE LY (=) EFFFELLIRY (15) OELLEFNLTINERIET 4+ —L T
BIRLET, RAF ¥ h—2 35 F% [Posture Status] 7 F A b R 7 AT AT LET,

[OK] %27 Vv 7 LET,
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DAP ADARL—F 4 v4 Y27 L Ty Fis v rEEDED ]

DAP ADARL—T 429 VRATL IV KRS FEHDEM

FIE

ATy T
ATy T2

ATvT3

ATy T4

[Endpoint Attribute Type] V A b 7R > 2 A C [Operating System] % 3R L F 9,

[0S Version] = v 7R v 7 A% F 2L TH 6, [0S Version] Y A k7R y 7 A TRET HA

N —F 4 7 VAT A (Windows, Mac, E72iF Linux) EELW (=) FITELI W
(=) OELLESFMETONERIET 4 — /L RTEIRLE T,

[0S Update] = v 7Ry 7 A4 12 LTHh 5B, [0S Update] 7% A b ARy 7 RAZ AT 5

Windows, Mac, F72iL Linux XL —7 4 7 VAT LD —E ARy EELW (=) F

TIFHELL W (1=) OELLEEGETHINERIET 4 —V RTEIRLET,

[OK] %7V v LET,

DAP AD/IN—YFIL T7AT04+—IL T R4 > FEMEDIENM

FIE

ATvT1

ATy T2

ATvT3

ATy T4

ATy TH

1R BHHEIIZ

HostScan 4.3.x 7° & HostScan 4.6.x LAMRIZT v 77 L— RT5551F, 7 v 727 L— RORHIZ,
BEAF D AV/IAS/FW =2 RARA o Mg 2 %4 2 fUF AMFW = > RaRA > MEIEICBATT S
VERH Y ET, T 77— RBLUOBITOREZ2FIAZ SO\ TIE,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZH L T 7231y,

[Endpoint Attribute Type] U A b 7R > 2 A C [Operating System] % 3&R L F 9,

W) 7278 % o [Installed] & 7213 [Not Installed] 22 V » 27 LT, SR LI RARA > MEME S

ZIUCATRET D 1EHf 7 ([Name]/[Operation]/[Valud] 51O FD 7 4 —/V K) A A F—/LT 5

D, FIFA VARV LRV EIEELET,

[Vendor] U A R IRy 7 AT, TARMIRONR—=YF )V T 7 AT U4 —)b XU E—DA4HITE T
UwZ LET,

[Product Description] = v 7 R v 7 A% AN LT, TAMTHRUE—DR L% T A K

Ny 7 APHEINLUET,

[Version] = v 7Ry 7 A% A A LT, #E7 ¢ —/L R%& | [Version] U A & ARy 7 XA Tk

WU A= g VRFICELY (5)  FLRWY (=) . Lo/han () . Ko kEwn
) L UTF (<= . FH3ME =) IZiRELET,

[Version] Y A b iRy 7 ATEIRLIZ A=V g VIZx BV TWAEE (7821 3x) 1%, 2

D x HBARNRY ) —AF S TEESHBXET (L& 2135 .
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AT w76 [LastUpdatel F= v 7 Ry 7 A AN LET, HEOEFHNOLOHEEZRELET, EHr
., ZZTANLEEREE Y R (KD 347320, ELS (P FATT205BETEE
@—O

ATy TT1 [OK] 227 U7 LET,

DAP AR — T RikA4 > FEMHDIEM
FE

AT 71 [Endpoint Attribute Type] Y A bk R > 7 AT [Policy] Zi&IR L £,

AT w72 [Location] F= v 7R v 7 A% A2 LTh 5, Cisco Secure Desktop Microsoft Windows 2 47—
var a7y A NEELY (=) FIFELIRY (12) OELLERML T L0EEE
7 4 —/V R CE#R L FE T, Cisco Secure Desktop Microsoft Windows 27— 2> a7 7 A JL
SCF81 % [Location] 7F A K ARy 7 AIZ AN LET,

ATy T3 [OK] &7 Vv 7 LET,

DAP~ADJALR TV RKRA Y FEHEDEM

4O HREIIC

Yat ATy RRA Y MNadrBRETHENIC., EoFav 2% A% v 15 0% Cisco Secure
Desktop @ [HostScan/Secure Firewall&X 2 F %  (HostScan/Secure Firewall Posture) 1V 4 > R 7 T
ERLET,

FIE

AT 71 [Endpoint Attribute Type] Y A k R~ 7 AT [Process] & 4R L £,

AT w72 [Exists] £ 721 [Doesnotexist] DR K > Tlx, BN L7z RKRA > Mtk ZIUcfhEd o1&
fifi¥- ([Exists]/[Doesnotexist] N¥ > D FIZH DT 4 —I/V ) BEETDILENHDNE D 0IZ
IGUT, %4 TH80%27 Y v 7 LET,

AT w73 [EndpointID] V A b Ry 7 AT, AF ¥ RO KRS FIDE Ry H U AR
MHEBRLET,

TURKRA L FID TR AERNY AN Ry 7 AD FIZERINET,
ATy T4 [OK]Z27 V7 LET,
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DAPADLER kY T k4w rEEDEm [

DAPADL AR TV RRA Y FEHDEN

FIE

ATy T
ATy T2

ATvT3

ATy T4

ATy TH
ATvT6
ATy 17

ATvT8

LA RY = RARA V FMEED R % ¥ 13 Windows AL —F 4 > 7 3 25 MO8 1
EhExd,

1R BHHIIZ

VYA MYy RRA MM ERET DN, EOLVA M) F—2 A% Y T 50%
[HostScan/Secure Firewall 78 2 7+ (HostScan/Secure Firewall Posture) | 7V 4 > KU CE&HR L E
h@‘o

[Endpoint Attribute Type] U A 7R 27 2 C [Registry] Z5R L £,

[Exists] % 7213 [Does not exist] DR X > Tk, LI A U = RiRA v Mgtk & Z Ui+
% &R ([Exists]/[Doesnotexist] R Z D FIZH D7 4 —/L K) BDEFEETILERHDLNE D
MZSLCT, #4702 v LET,

[EndpointID] Y A F Ry 7 AT, AF ¥ UKEDOL VAN = FUIZELWTZ S RRA
FID%ZRFry7XT JRARNLERLET,

LY A R OEHA [Endpoint ID] U A ks Ry 7 AD FIZERENET,

[Value] F= v 7Ry 7 R F AL Thb, BEZ7 44—V FTELWY (=) £EFELI 2V
(=) Z2RLET,

B®AO [Value] Y A h Ry 7 AT, LY A RY =2 dword LTS8 a2 E LET,
2OH®D [Value] BEU A N ARy 7 A2, AF ¥ U RHBOV VAR 2—DfEE A LET,
A2F ¥ URHIL VAR 2 MY ORILFLEPLFOBNEERTDIE, T2y /Ry 7 2
A ATLET, MBRFCRCFE/NLFE2RBT DR, T2y I/ Ry 7 R+ 7I2LTL
72EW,

[OK1 %27 U v Z LET,

DAP ~DEHFIAZE R E DB

FIE

ATy I

ZELEEAEZEONT O ERE SNV — IV TERRTE L L) ICKIENEEZ A VT v 7 Al
TEET, ZNODOFEHIFET 4 —/L FITESWT, #7247 £ 7213 ST 5 DAP L—
NERETEET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Dynamic Access Palicies]
>[Add Endpoint Attribute] OJIEIZFEE L £,
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B oorr iy TRES LT A=Y F L T4 TIF—L OIS A

ATy T2

ATvT3

ATy T4

[Endpoint Attribute Type] & L C K1 > 7 X 7 > X = = —@ [Multiple Certificate Authentication] %
WINLFET,

MENIE U TIROWNT NN EATT R TEREL £,
* Subject Name
« BATILA
* Subject Alternate Name

* Serial Number

FEAER N T T 7 4/ D [None] DEFIZL TWT DA M T 035 DFEHE LTI 500,
2P DB EEY T DHZFFAT D L ITER L E . [User] 7213 [Machine] 28R
T 586, AEHEOTOA N T E2ANTLZMERH Y 3, ZOFRIT, Yo harTcr o4
Ty MIEoTEESNET,

DAP LR LD 7 REE I VNV FL IT7AT7 04— TRTS

Ls

X2 VT4 TTIATUAZ, 2a—F BN, REEFAD AAA BB LV RARA
MNEMEIC =T 2L AICDAP R o—2 A LET, Vel ity 2 — LB L)

HostScan/Secure Firewall IR A F ¥ 1%, SREBFA T KR A v MEahoE®wezttx20 7477
TAT AR L, DAP M7V A7 AT, ZOFRICESWTENLDRBRMEMEI T 5
DAP L 21— R&3R L7,

N 2T HEBIORN=Y TNV T 7 AT U= Tl T hDFEALE (TTTIEARL)
I TI77 47 AF vy EYPR—RFLTNET, 2FV, ThoD7 v s T NTAE Y FHEA
THY . WIZEEL TVWET, HostScan/Secure Firewall RAF v (L, =2 RikA v Mz a s
FTEBA AR —=NLENTWNEINEI N, BIXOREOT 0 7T ARAE Y FHINE S %,
KOEHICLTTF=v7 LET,

A VAR NLEINTNDT BT TEANT I T 4 T AX Y a2 R—F LARWEGEA,
HostScan/Secure Firewall R A F ¥ ZZF DY 7 b =T OFHELXZ LA —F LET, DAP A
TLE, OIS T LERET HDAP La— REZ@ERLE T,

A VARV EINTWET AT TEANT VT4 T AF Y 2 AR—FLTEBY, 2071
TIGNTTIT 4 TAFY N, X —T NI 7> T DH 4. HostScan/Secure Firewall 78
AFXIEEDY 7 N 2T DFEELVAR—NLET, ZOHEL, X2 VT4 T 74
TUAE, £OTRT T LEIRET D DAP La— F2®RIRLET,

A VAR=NINTWDET AT TEANT I T4 T AF Y 2 R—FLTEBY, 2071
TIGNTTIT 4T AX v NN 725> T D546, HostScan/Secure Firewall 718 A 5 %
XZEDOY 7 N =T OFEEZEHRLET, ¥X2 VT4 T T IAT AL, T0Tars 7
LZIEET D DAP La— REBERLEEA, SHIZ, TrZTARA A=A ENT
WAHEAETEH, DAPICBT 225 OB ®RNAE £415 debugtrace =~ > RO NITIZT &
7T EADHEENRSNER A,
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((¥£)  HostScan4.3.x 7% HostScan 4.6.x LIFEIZT v 77 L— KT 545481%, 7 v 77 L— ROHIC,
BEAFD AV/AS/FW = RARA o N EMEE RIS T 2R AMFW = RARA o MEHEICBATT 5
VERHVET, Ty 77— FBLOBITOREE2RTFIAEIC OV TiE,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guide] #Z ML T 7230,

S 4o \ oo 2

IVRRAY FEHEDES
RIZ, DAP CHERTE 2= Rl A » M&IREMEZ R L £ 7, [Attribute Name] 7 1 —/L R,
LUA BN CoK @A DA k%7 LTH D | [Dynamic Access Policy Selection Criteria] <2

A @ [Advanced] ST L £ 3, label Z280%, 77V r—var TrA 4, Tak
A, ERFVVARNY) 2 MU ARLET,

24T | EBHEA EET | {E ANYTT |G
DEAE
<)L =7 |endpoint.am["label"].exists | Host  |true — VU =T RER T 1
o SenSae 77 BHAFHET B
Firewall
endpoint.am["labe"].version | 78 A string 32 Version
endpoint.am|["labd"].description 7 string 128 SOENE Sy AL
i
endpointam"label"]lastupdte sty — Y TR
EEHLTHHOR
] (7))
Personal endpoint.pfw["label"].exists | Host true — IR—=IVF N T AT
Firewall SenSaure U — I BET S
Firewall
A
F¥
endpoint.pfw["labd"].version string string Version
endpointpfiw]"labd"].description string 128 R—=IF N T AT
U 4 — /L D
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BtEs 147

Bit4

ARy
NDEXE

Bl

AnyConnect

(HoSenSeue
Firewall &~
AF v I
%)

endpoint.anyconnect.

clientversion

endpoint.anyconnect.

platform

endpoint.anyconnect.

platformversion

endpoint.anyconnect.

devicetype

endpoint.anyconnect.

deviceuniqueid

endpoint.anyconnect.

macaddress

> | version

AnyConnect 7 714 7T
YhoAR=Tay

string

AnyConnect 7 7 A T
VIR A A F—)L
SNTHLHARL—
T AT VAT b

version

64

AnyConnect 7 74 7
VIR A A R—L
SNTVLHARL—
TAT VAT LD
N—= g

string

64

AnyConnect 7 7 A 7
VRN A A R—)b
SNTWVBENSA L
FRAADEA T

64

AnyConnect 7 7 A 7
Y EBRA A=V
SNTWNDHENA L
TR ZAD—EDID

string

AnyConnect 7 7 A 7
VWA A =L
SNTNDT /A A
D MACT RV A,

74—~ M
XX-XX-XX-XX-XX-XX C
HHZEPKET
3. xIFALR 161
BLFTY,

T r—
va

endpoint.application.

clienttype

77

var

string

74T~ ZA

7
CLIENTLESS
ANYCONNECT
IPSEC

L2TP
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ARY Y | EtEA
NDEXE

BtEs 47 |EBiER ®

il
dl
=

>/, A |endpoint.device. hostname | — > | |string 64 AR RO,
WA FQDN Tidd v £
N A

endpoint.device. MAC string — oy NT— A
H—T A AH—F
DODMACT FL &,
IRelok0 N Nt
X MAC 7 RV R X
1 72T

A —~v b
XXXX.XXXX.XXXX Cb
DT EMBETT,
x 1% 16 HEHCSLFT
7

endpoint.device.id string 64 BIOS ' U 7 L&
o BIET A —~
M, BGEREE A
TY, 74—~ h
FHIH D £EA

endpoint.device.port string — U A= 7AREED
TCP " — b
1EfRZ &2 1 >0
R— P EERTEE
‘@—

1 ~ 65535 O&PH O
B

endpoint.device. string 64 EITEND
protection_version HostScan/Secure
Firewall 78 2 F ¥ A
A=V DNV g v

endpoint.device. string 64 Endpoint Assessment
protection_extension (OPSWAT) D /—
Vay
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BHES1 T |EBHEL EER |fE ARYUT | GHA
DEREK
~7 5% AL |endpoint.file["label"].exists true — 77 A NVBIFET D
endpoint.file[“label”].
endpointid
endpoint.file["label"]. B — T 7 A IVDERILITE
lastmodified FENTHH ORI
e (B))
endpoint.file["label"]. g — 77 A I)L® CRC32
crc.32 Ny
NAC endpoint.nac.status NAC |string — a— P —ERTAT —
ZARXARN) T
#4~21L— | endpoint.os.version string 32 FR—F 4 T
TSI AT A
AT A - -
endpoint.os.servicepack et — Windows D% — B %
N T
AU I — |endpoint.policy.location string 64
(Policy)
“at A endpoint. true — Tat ANGFET S
process["label"].exists
endpoint. string 255 Fat AN T )L
process["label"].path
Registry endpoint. dword string | — dword
registry["label"].type
endpoint. string 255 LA RN =Y
registry["label"].value DIl
VLAN endoint.vlan.type CNA |string — VLAN Z A 7 -
ACCESS AUTH
ERROR GUEST
QUARANTINE
ERROR STATIC
TIMEOUT
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LUA £ L1 DAP =514 Ziama 0AP R0 Em [

LUAZ{ER L1=DAPIZE [+ 51EMD DAP FEIREZEDER

DRI g TIE, AAA E203 = RR A Mat OB OER T IEIC O W TEA L E
T, INEITOICIE,. LUAICBET 2 EERAHBALETT, LUADT vy Z 3 v 7 OEE
IZ OV T, http:/www.lua.org/manual/5.1/manual.html 2 2/ L TL 72 &0,

[Advanced] 7 4 —/L FiZ, AAA 7213 KA v FBERGEEA Z X THHBEAD LUA 7
FANEANLET, ASDM i, ZZ TANENTZTFA NERAEET, 7% A % DAP K
Ui— 77 A MIabt =351 TT, AHEIT ASA 2L > Tirbi, T ReEZ s CidaEE &
nEd,

ZoFTva it EOBRICHD AAA BL O RRA v b O JEMERER CHE ol g7 S 1
VS OERIERE R BINT 2 5BICER T, 728 23, BESNEEEOWF o &imT-7,
TRTEWZT., FRIT0TRLMZ S0 AAA BYEZEMT 5 X 912 ASA ZRETE X
T, TV RKRA Y FNEHIZRBEIN, TOTRNTEWMEZIVLERNHVET, EX=2UT 4 77
TAT VAPMEBRDZ Y RARA » MEEEEATE 5 X 5127 5121%, LUA Tt 22 imaE
ZERL., 22 TEOXEANTHHLERH Y £,

DY 7 L3 TiE, LUA EVAL RAEROFEM E 2R L £,
« LUA EVAL XAERKT 2 HE3C (27 =X—)
« DAP EVAL X005 (32 ~2—3)

« BN LUA Bd% (29 <—)

LUAEVAL X Z1EfLT 18X
)

GE)  [Advanced] E— RZEHT 2 LENHLGEIX. 7' 07T A% EHENICHEET 5 2 & S ATREIC

720 Bkl ﬁétw\T%étTEMLﬁ%ﬁﬁﬁé_&%k@@Li?o

EVAL(<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA JEM: F 7213 Cisco Secure Desktop 7> HiE L7z @M, BIHEOEFRIC
OWTIE, =2 FRA v MatkoE® 23 ~—) 2ZRL TS
AN
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B tostscanas (B UZHLIE) & & U Secure Firewall KR F /S—< 3 > 50 LUA FIE

<comparison> WOLFHNONT D (B EE)
“EQ” SELW
“NE” E PR
“LT” Xo/phEn
“GT” EhREN
“LE” P
“GE” ULk
<value> IR CHE . B & i Dl % 5 T 3075
<type> RDOLFHNDONT I (B AR AL E)
“string” RICF, NICFE KR 5 XFFIO b
- RILF, /NSEF 2 K3 L 72U SCFF O Hot
“integer” KB LT SCFHIE 2 BBl 28
“hex” 16 5z IO - BB LR T, 16 R D ST % 16 15
(Z A
“version” XYZ A (X, Y. ZI3HTF) ON—T 3 E g

HostScan 4.6 (X UZNLUE) & K U Secure Firewall 7R X F % /\—

2a 50 LUAFIE

'ANY' D0 A JLAXZE (endpointam) FALUA XV 1) T+ (REEHF

7+)

RO LUA A7 VT NE[MHEH LT, '"ANY' O 7 A )L AR/~ % — (endpoint.am) % fiEqd
LET, B2 EEEFOMBICET 2720, BEREASIN2H5AR3H 0 £3, ROB

IZ. 30 8 (2592000 & idk) DAL

assert (function ()

for k,v in pairs(endpoint.am)
if (EVAL (v.activescan, "EQ",

"integer"))
then
return true
end
end
return false
end) ()
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"string")and EVAL (v.lastupdate, "LT", "2592000",
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ANY' D=V F L T7 479+ —LAWARS U T |

'ANY' D/N—VFIL T7A T 2+—ILEHLWA RS ) Tk

ROLUAZZ V7 ML T, 'ANY' D7 7 A 7 0 —/V#lin/~ 2 % — (endpoint.pfw) %
RBLET,

assert (function ()
for k,v in pairs(endpoint.pfw) do
if (EVAL(v.enabled, "EQ", "ok", "string")) then
return true
end
end
return false
end) ()

BN LUA B3k

BAFIv I TI7EAR) —TEEL TV DSE, —BOERECHERFRENLEE Sh
HIENRBEZDNET, o&ZiF BUFIZREWHIO DAP Z il L2 1UE 7R 672 WiE 2R &
D i‘a—(}

* CheckAndMsg I, DAP A2 —/L 3 % K D TR EATHEZ: LUA BB T, FffFIcE S & =2—
P= Aot —VEERLET,

A= b (OU) Felda—F—FT7 V7 FOMOBEED L,

« A BRI S T2 7N —T RIS L OBt b D5 E. VANV R — FOMMANLE
WD EBHY FET,

ASDM @ [DAP] ~24 >IN D [Advanced] ¥ 7 3 3 > T LUA #BER AR L. = OZzdkik % 5
TXFET,
DAP CheckAndMsg F8%k

ASA %, LUA CheckAndMsg Bi%% & ¢e DAP L 22— RN &, ZHUS X » TERSK T
T ORI DGO, 22— =2 A v —V%FRLET,

CheckAndMsg B OAESCILL T D@ ) T,

CheckAndMsg (value, “<message string if value is true>”, “<message string if value if
false>")

CheckAndMsg BIEX D VERFRIZIE, L FORICHER LT 7Z &0,
* CheckAndMsg [E, RHIOGIHE LTESNIEEZIRL ET,

« SCFHNE A L2 < 7eWiGA . EVAL B E RO E L THEH LT 7ZEWn, &
2Bl E R LET,

(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg")
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CheckandMsg (% EVAL B OFERZIK L, ¥X 2V T 4 T I7A4 T 2 A XZOREREH
ALT, DAPL a— REBEBRTRENEINEHILE T, L oa— FOUEIR Sz fbs,
H—IFx—varihholzfh, ¥X2 VT4 T 7747 AL A v —V%FR
]\/i—é—o

0U R—XDEEE DI

DAP %, #HEET LDAP — =L IND B0 R EFH & £d, DAP hL—2RD
HTH B 2SI 50, debugdap b L—AZFITL T EE WY,

LDAP #—"—(Za—HP—DBEHS (DN) ik LET, Ziud, 74 L2 RO EDH
FCa—P—F TV MRS LINEEBRICORLET, 22X, =2—F—D DN R
CN=Example User, OU=Admins, dc=cisco, dc=com T» HHE, T D2 —H—|L
OU=Admins,dc=cisco,dc=com |ZfFEL ET, TXTOEFHEENZDOOU (F72iF, 2L~
UTDar7F) WIHET 258, UTo Lo, ZOEBC—HT omillalcsE
R

assert (function ()

if ( (type(aaa.ldap.distinguishedName) == "string") and
(string.find (aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil)
) then
return true
end
return false
end) ()

ZOFITIX, string find B CEMERBLAFEH TE T, Z OLFH% distinguishedName 7 1 —

WV ROBRBIZT I —F HI2E, XTFNORKIZS #HEHALET,

TI—T A R—y TOHI

AD I NV—T A R—=2 T ORE = BEDTOIZ, BRI ELERTEET, 2—F—

DEBOITN—T DAL NR—=ToHDHIENREZLNDT-D, DAP IE LDAP H— =225 D

BraRNOR A DT N Y ~EEFTLET, UTFE2ETT DI, SERERES LI T,
e memberOf 7 o —/L R& | & LTHERT 2 (22— =01 207 V=772 IR L
TWDH%E)

s IKINT=T—H ) Ttable] Z A 7 ThH%GE. RENTZZENEIO memberOf 7 ¢ —/L K
B IR UALVERT B,

FOEOIZFEIR L, TAMLEBEEZUTFIORLET, Z0FITHEH, =2—F—»n lstu) THK
DOANTNIID I N—T DAL N—ThHEE. ZTODAPIC—EKLET,

assert (function ()

local pattern = "-stus$"

local attribute = aaa.ldap.memberOf

if ((type(attribute) == "string") and
(string.find(attribute, pattern) ~= nil)) then
return true

elseif (type(attribute) == "table") then

local k, v
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for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false
end) ()

79t REBDH

VNI TR T O T T ABFELBRNGEDT 7 A ST 572012, OB EFEHT
XFET, F—IFx—La B ETTHEODOT 7 a yBRRESNTWHDAP THEHALET,

assert (
function ()
for k,v in pairs(endpoint.am) do

if (EVAL(v.exists, "EQ”, "true", "string")) then
return false

end
end
return CheckAndMsg(true, "Please install antimalware software before connecting.",
nil)
end) ()

YN =T XRT 0 T T AR a——=R3n AL L) ETHE DAPIFRDO A vE—Y
EFRRLET,

Please install antimalware software before connecting.

< ILFEEERZE BRI DI
DAP /v —)L CEEOFEAEFGEZMFEH L T, VAL RI—FRITEDOCN 2 EETEE T,

2 ODRI BFREER (abe.cisco.com & xyz.cisco.com 72 &) (L -T2 oD B~ NIRRT
SN2 oD ELZRE LI-HA. DAP/L—/LITIE. F81T# CN 3 * cisco.com F 7- 13 cisco.com
To HBHOFEEFRIED SR LE T,

WO EZMH L T, 22—V —BX O~ OFEHEIZT A /L K- — K issuer_cn cisco.com %
i L CEEED DAP L — /L2 EFRTE £,

assert (
function ()
if ((string.find(endpoint.cert[l].issuer.cn[0], "cisco.com") ~= nil) and
(string.find(endpoint.cert[2].issuer.cn[0], "cisco.com") ~= nil)) then
return true;
end
return false;
end) ()
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DAP EVAL =X 0 41
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LUA CinEl N2 1ER T 2561, ROFIZSZIZ LTI,

B 1

Windows 10 =2 R7RA > (BVAL (endpoint on TEQY . Hindows 107 "string™))
enapoint.os.version, ’ 1ndadows s STring

FLUA F =7

CLIENTLESS % 721X CVC
AT NEATIT—EK
TEHMNE I DO RIRA
VRNLUATF =v 7,

(EVAL (endpoint.application.clienttype, ”EQ”, "CLIENTLESS") or
EVAL (endpoint.application.clienttype, “EQ”,"CVC"))

RSSOV EYS iy A=/
7 2\ Symantec Enterprise
Protection 73— —® PC
WA VA R—LENTND
MEI DD RABA b
LUAF =y 7, £ A F—
LEITOVRWGEIEA >
t—UERRLET,

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "NE", "Symantec]
Endpoint Protection","string"),"Symantec Endpoint Protection
was not found on your computer", nil))

McAfee Endpoint Protection
N—=T =3 1005 10.5.3
BEONR—=Y 3 106 LI
Aoz FRA > b LUA
Fxv7,

(EVAL (endpoint.am["1637"] .version, "GE","10", "version") and
EVAL (endpoint.am["1637"] .version, "LT","10.5.4","version") or
EVAL (endpoint.am["1637"] .version, "GE","10.6", "version"))

McAfee ¥ /L7 = 7 kIR E
FENEE 10 B (864000
) NICEF S nne
IMDT RiRA > FLUA
F v T, BHBLERY
BlIA v E—EERLE
7

(CheckAndMsg (EVAL (endpoint .am[""1637"] . lastupdate, "GI", "864000", "integer") , "Update
needed! Please wait for McAfee to load the latest dat file.",
nil))

debug dap trace T
erdpoint..os.windows hot Fix [ "KB23414"]
= "true"; MR I NTZRIZ
FREDR Y 8T 4 v 7 AN
HLINEIIPDF =T,

(CheckAndMsg (EVAL (endpoint.os.windows.hotfix ["KB923414"], "NE", "true"),
"The required hotfix is not installed on your PC.",nil))

T TFRETOTSLDF VI EAVvE—SDRTE

N2 TRRY 7 b 2Tk, = Fa—P—0lEICRONWTEBEETE AL A v
Y —UERETEET, T7Z7BANHFTEINTEZES. ASATR—Z /L X—T D DAP FHli 7 1
T ATERINIZTRTORA v E—V%2FoRLET, 727 BARES SN 5E. ASAIL T4 —
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DAP EVAL =X 0 451 .

Sx—var] WEOFEKLEZRST2TRTORA =% DAP OIEL T, 77 7% on
A R=IICE R LET,

WOBNL, Z O¥EEE % L T Symantec Endpoint Protection D A7 — % A% F = v 7§ 5 Fik
ERLET,

1. KO LUA X% 22— L, [Add/Edit Dynamic Access Policy] ~2A > @ [Advanced] 7 « —/V R
RSO ITE9 (Al 2 —EHRHZ 27 ) v 7 LT, 74—V RERBELET) .

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint
Protection","string") and EVAL (endpoint.am["538"].activescan, "NE", "ok","string")
"Symantec Endpoint Protection is disabled. You must enable before being granted
access", nil))

2. [AIC [Advanced] 7 + —/V R T, [OR]RX %7 U w7 LET,

3. T ® [Access Attributes] 727 > a > O —F/E D [Action] ¥ 7 C, [Terminate] 7 U v 7 L E
j—o

4. Symantec Endpoint Protection 731 > A b —/L I TN D H DD 72> TV D PC B2
LET, ESNDIMBRIL, BRI ahd, 2—F—ICROA v =Y NRRIN
5E0H HOTY,  [Symantec Endpoint Protection is disabled. You must enable before being
granted access] o

RV 7REITOTSLE2AULERBLEERDF VY

Z OfFITHE, Symantec F721E McAfee D~V = THRIK T 0 7T ARGFHETEZNE I I, F
7o, UANVARERN2H (172,800 ) UINOHLDOTHLNE I D afER LET, E&RN2 H
PUERELTCHDEHA, ASAITEy v avz2KTL, AvE—VEEERY V7 2F R LE
T TOXARTEZTTHIE, ROFIMEEZFEITLET,

1. KO LUA X% 22— L, [Add/Edit Dynamic Access Policy] ~2 > @ [Advanced] 7 1 —/V R
WZRED AT £,
(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint
Protection","string") and EVAL (endpoint.am["538"].lastupdate, "GT","172800", "integer"),
"Symantec Endpoint Protection Virus Definitions are Out of Date. You must run
LiveUpdate before being granted access", nil)) or
(CheckAndMsg (EVAL (endpoint.am["1637"] .description, "EQ", "McAfee Endpoint
Security", "string") and EVAL (endpoint.am["1637"].lastupdate, "GT","172800","integer"),

"McAfee Endpoint Security Virus Definitions are Out of Date. You must update your
McAfee Virus Definitions before being granted access", nil))

2. [A U [Advanced] 7 4+ —/V R C, [AND]| %7 U v 7 L%,

3. T ® [Access Attributes] £ 7 > 2 DO —F&/E D [Action] % 7 T, [Terminate] 27 V v 7 L ¥
To

4. Symantec £721L McAfee D~V T = TR 7 0 7T LinA VA F—L S TEY, N—
Varin2 AL ERIO O THS PC o HHEEREL 7,

FER L LT, EIIFFT ST, —Y—I|Z Tvirus definitions are out of date] &V 9 X v
t—UREREINDZERTFHIEINET,
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DAP 7 7 R ELEFR]AR Y O—BIHEDERTE

2 THIY 7 LT, FTHNDT 4 —)L REHRELET,
FE

ATy FEOEREII3E v v a VI S DRI AE 2 FEET 521X, [Action] ¥ 7 Z IR L
7,

«[Continue] : (F 74/ b)) By a A7 7vA RN —@tzmHLEd,

s [Quarantine] : BREZFEHT 5L, VPNRHTT TIZ b RV EFHENL L TWDHFREED Y 7

AT hERIRTEET, ASAIL, HlfRfF & ACLZ & v > = @M L THIBRT & 7 v—
TR LET, ZOKIZRLDIF, BIRSNTZDAP La— T, =2 FRA bR
FHE CTEINTWVAIRY —|ZHEI L TWARWEATH, 22— — 3 —E AT 7
TALTEETEETN, 22—V —IHIRAT bR ET, BEE, 2—VF—3FERT
XFET, TOFERICEID, HLOWAAF ¥y TEAA L IBREBEINET, ZOTEAX
VNCEKTAE, BREINET, ZORT A =X 2T HI2IE, AnyConnect & F =
TEEY T 4 #BEE AR — F L TVW5 AnyConnect 7 7 A 7 >~ U U —ARNETT,

* [Terminate] : & v a 2T LET,

s [UserMessage] : ZMD DAP L 22— RBBIRS LD & ZZ, R—F N _X—VIZERTDHT X
AR AyE—=UEBANLET, K490 XFEANTEET, 22— — A vt—T0,
WOEOA—T L LTERRINET, =2—VF—nua /(3L Ave—F3MAEHL
T #EIELET, B0 DAP L a— FAERS L, £AFila—F— Ay b—UN
HOGENE, 22—V — Ao —UNT X TCEREINET,

URL R°Z DODIALT HF A M ZH o Z LN TEET, ZOHAIE, IELVHTML
2T EHEHTAIRERNHY T, Fl T _XToOar 77 2iE, ZHERO~LY =7 5K
VY7 U =TOT v 7 L— FRIRIZONWT, <a
href="http://wwwin.example.com/procedure.html>Instructions</a> & &M L T < 72 &),

AT 72 [Network ACL Filters] # 7 %8R L., Z®DDAP L a— N2 shd>ry U —27 ACL &%
E]\/\ijﬂo
DAP @ ACL IZ1E, #FA— NV EIFEELV— L EEOD I ENTEETE, MHEE05 2
LIETEER A, ACLIZFFAIL—/L GV — VDM N EENTWDEE, ASAITZZEDACL
PG LET,

« [Network ACL] Kz 7&Z 7 J 2k : 2O DAP L a— RGBT, T TICRTEFH
DFx v hU—27 ACL 23R L £, ACLI(ZIE, #FrL— EHEHEL—LVOEEDOMAE
bE¥ERETCEET, ZO7 44— RiL, IPABIOIPV6 Xy NU—2 v T 7 4T D
TIEAN—NVEFERTEHME ACL ZHR—KFLTWET,

* [Manage] : %~ U —7 ACL ZiBH1, Rk, BLUHIFRT 2L =127V v 7 LET,

B 773y 70€RrR)I—
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DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

* [Network ACL] U Ak : ZTODAP L a— RKDF* v hU—27 ACL 3FE/RINET,

*[Add] : FuyF XYy U NTE®IRLZ% Y hU—2 ACL 24510 [Network ACLs] U

A }\ QLLJJI] é*‘djﬁ—g«o

*[Delete] : 7 Vw7 F5L, BRAERINTND Ry T —27 ACL ) [Network ACLs] V A
FAGHIBRESET, ASA 225 ACL ZHIBRT 511X, £7 DAP L a2— RinHZ£0D ACL
ZHIBRT D ERH Y T,

AT 73 [Web-Type ACL Filters (clientless)] % 7‘\783%?)_&' L. ZODAP La— R|{ZEH I 5 Web ¥ 1 7
ACLZRELE T, DAP D ACLIZIE, FAEI3EGLV AT E2EDL N TEET,
ACL \-nq:j‘/l/‘—/l/&fl:ﬁr/l/‘—/l/@ﬁjiﬁiaii}’bf‘/‘éﬁm\ ASAZZD ACL #HE L £,

» [Web-Type ACL] ke v 7 &> URX K : Z0ODAP L 2— RIGEMT 5, EFAD

Web-type ACL Z 3R L £9°, ACL (Zi, #FrL—/L LG —VOEREOMA R DOE %
BETEET,

* [Manage] : Web % A 7" ACL #iB80, fate. HIfRT 2L &7V v 7 LET,

* [Web-Type ACL] U A k : Z® DAP L =2— R Web-type ACL N FE /RSN ET,

*[Add] : Fe vy 7 X7 U A NTE®EIRL Web ¥4 7 ACL 23451f|0> [Web-Type ACLs] U

AT w74 [Fun

Z MZBimEhET,

«[Delete] : 7 U v 274 5L, Web-type ACL D 1 DA [Web-Type ACLs] U 2 h xS HIRE
£9, ASA 7D ACL ZHIERT 512X, £ DAP L a2— Kb E D ACL ZHIBRd 5 408
N0 ET,

ctions] ¥ 7EEIRL, 77 AN Y —R_R—x N LTT 7 HTTP 77X, BX

O'DAP La— RO URL = hY ZRELET,

* [File Server Browsing] : 7 7 A /b % — _R—F =3 HEGWED CIFS 7 7 UV v Tk A4 X —T

WNETTF 4= LET,

7 Z 7 XZiX, NBNS (A X — 7 F W E£7-13 WINS) NMIETY, NBNS IZ[EENZ
LA, NBNS 3% E S TCWRWEAIEL, DNS A L9, CIFS 77 v Xi#
ECTIT. EBEAYR—FENTHERE A,

« [File Server Entry] : R—4% /)L X—=T Ta—H—R17 7 £ )L — =D RRB LA RTE A

NTEDLEICTDIMEIDERELET, A X =T MR TNDLYE, F—F L ~—
77 ANY—R_R—x MO e UREESET, =—WF—iL, Windows 7 7 A
IWASDIRAZEBERATITEET, 22— —F, 774 ra2F v ru—R, fEE. Bk,

LAEE, BIOBETEET, 72, 77 AABLOT7 AV EEEBNTHIEHTEE
4, 1 A HEZR Windows Y —/X—TCa—H— 77 v R L THAEZRETIHLEL H
DET, Xy NT—ZOFEHIZ Lo TE, 2—F =BT 7 A N ~DT 7 & AFNIGRIEE %
TFTAVERHAZELHY £7,

« [HTTPProxy] : 7 7 A4 7> h~OHTTP 7 7L v k X OlskiclEE L Ed, 207

ook, W a7 Y ERICT T 5T 7 2 m Y — (Java, ActiveX, Flash 72 &)
WX LTCTEHEHTYT, 20o7uxiicioT, BXFa2 VT4 T I9A4T o AOEHAZ Rk L
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ATy TH

BN, w7V 7 EERECEET, kI e X Uik, BB 7 v oy
TrXxy arya4Xal—varyEERE LT, T3TOHTTP 3 L O HTTPS R 247 L
WwWraxvarZ 4 Xal—valVZA L7 hLET, HTTP7 7Ly h 7 e¥% T
IZ. HTML, CSS. JavaScript, VBScript, ActiveX, JavaZ2 &', & A ETXTDI T4 7
YIMUT 7 e =B AR—= R EnTWET, PAR— I TWD T T U Microsoft
Internet Explorer 721} T4,

¢ [URL Entry] : R—# /)L _X— Ca—H# — N HTTP/HTTPS URL # AJJ TX 5 X H512T 5 M
EIODERELET, ZOBENA X—T MR >TVDHA, 2—P—|ZURL = b
U Ry T RZIWeb 7 RLAZ AN TEET,

SSLVPN i HH LTt T XTCOYA FEDBERILT L XTI L 1INnE 8
Ao SSLVPN I, %%y hU—7 EDYE—F 2—HP—DPCRY—7 AT —3 3 & ASA
EDOMDOT — 2O EX 2T 4 ZRFETHHDOTT, Lied->T, —%—7 HTTPS LA
D Web U Y —RA (L% —Fy b ERPHNERY NU—2 EIZHDHY VY —R) IZT7 7 AT
LA, ARED ASA S BIO Web — "—F TOMBEITEXF 27 TEH Y THA,

754 7F7 v LA VPN TIE, ASAIZ=Y R 2—HF—D Web 75 7 H# & Z—4 >~ |~ Web
P—R=LDMOTr X & UTHIEL £7, = —%—72% SSL kit Web h— " —ZH 5
ELASA TR AT R AL L, =D SSLIEAEEZRMIEL £, = K 22— —
TR RENTZAFAZELZZE LW, IFAELZTHE L THiFT 22 3T 8
Ae SSLVPN OHUEDFEETIL, RG> T25EAZEZ R T D5 A b & OWE 3] S
NFEHA, o, ASAIFEHETE 5 CAREEORHGEL FEITLERA, 20D, 2 —F—
I%. SSL %I Web H— "= LIB(ET HHIIZ, £DOH— =T KV R S NTREE L 24T
THZLIITEEHA,

22— —DA v H—Fy b T EAZHIRT SIZ1E, [Disable for the URL Entry] 7 4 —/L %
BIRLET, Zhicky, SSLVPN2—H—NT T 47 LA VPN EHETIZ Web 3—7 ¢
YTCERWVWESIZLET,

*[Unchanged] : (F 74/ 1K) 27V wr35& Zokyva il@EiansdZr—7 K
U—mbOENMER S ET,

* [Enable/Disable] : #§FE%Z A R —T WACT 20T 4 B—TWICT D0 EHELET,

« [Auto-start] : 7V v 745 L HTTP 70 F U NA X —T7 TR0 . Zh b OMEREIC B[S
FHENET Ly FADAP L a— RIZX > CHEIMIZEEI+2 L 512720 £9°,

[Port Forwarding Lists] # 7 Z3®R L, 2—¥— ¥ v 3 DR — Mkl A b E2RELET,

N— MEEIZ L 7V =T AV £— b 2—HF—1%, BEAOREE TCP/IP N — b THEET 5~
FATV MYP—=N=T TV r—va T 7 EATEET, VE—ba—F—jF m—1
PCICA VA M—=NENTITAT N T TV =2 a v ZffiLT, 2077V r—vavw
ZYR—FTB)E— =N ZLZRIIT 7 ERATEET, VA2 TiX, Windows Terminal
Services, Telnet, Secure FTP (FTP over SSH) . Perforce, Outlook Express, I3 d:ON Lotus Notes
IZOWNWTTARLTWET, ZOMOD TCP X—ADT 7Y r—ya v O—MbliET 5 L%
ADLDNETH, YAATETAPLTHE A,

G¥)
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DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

AN— MEklX, —#® SSL/TLS N—2 g VU CIIfEAT&E 8 A,

FE

e

MNRE (T r—2ar 778 R) BEOTUVAAEREL Y FR—FT572012, U

F— F 22 B 2 — (T Sun Microsystems Java 7 > % A LB (JRE) A A F—/L LT

5z

EaERR LET,

« [Port Forwarding] : 2 DAP L 22— NIZH#H SN DR — MEE Y 2 hOA 7T g 255N

LET, 2O 7 4 —)V ROEDOMOJEMEIX, [Port Forwarding] % [Enable] ¥ 72 13 [Auto-start]
ICRRE LIZH BT A =T M2 ) £,

e [Unchanged] : 7V v 2735 &, BUENFATar 74X ab—a UhbHIERSNLET,

« [Enable/Disable] : IR — Mizik%E A F—T M TENT 4 =T N T ENEREL T,

e [Auto-start] : 7 U w7 3% &R — MNRENA R—T /T D DAP L 2— ROR— Mgk

U A MIBEM T 7oA — MEET 7Ly R EEICEET 5 X012 9,

s [Port Forwarding List] K2 v 7*# 7 U 2 K : DAP L 22— RIZIBMNT 5, BREHHSDHR—

MRE Y A PR L ET,

o [New..] : HFHOR— MEEY A NERETHEXIZZ Y 7 LET,

* [Port Forwarding Lists] (7 X/L72 L) :DAP L 22— ROAR— MRk Y A hBRFRSNET,

c[Add] : 7V w7325 L, Ry 7 Z o U A NTERLZA— MEEY A MBAEHOR—

FEEE Y 2 MBS ET,

e[Delete] : 7V w7 F5&, BIRENTWVAHR— MEEY 2 FAR— MEE U 2 25 IR

INET, ASANPHAR— MEXEY X MEHIFRTHIZIE, FTDAPLa—RKhLZFDY R
N EHIBRT DMENH Y 9,

AT v 76 [Bookmarks] # 7 &ZEINL, FFEDZ—V— v a  URLDOT v/ ~—72RELET,
* [Enable bookmarks] : 7 V v 7 325 A X —TWZRVET, ZOF =y IRy T ANRS

TOLXIT, BEOR—ZN X—VIIT v I — T 3FERINER A,

« [Bookmark] R & v F& 7 U Z L : DAP L a— RIZBINT 5, REFHDT v 7 ~—7

IR £,

«[Manage.] : 7 v 7 ~—2%BM., A VR—b, =7 AR—F, HlETsLEIC7) v

LEJ,

« [Bookmarks] (7-L721L) : ZODAP L2— RO URL Y A b RFREINET,

c[Add>>]: 7 Vw2 d25&, Fry Xy UZXAMNTERLIET v 7 ~—7 0341l URL

B S ET,

s[Delete] : 7V w7 3BL, BRENTWBET v 7 ~<—27RNURL U X MEEHHIFR S U
F9, ASAMND T v ~—0 ZHIRTDHICE, ST DAPLI— RO EDT v I ~—7
ZHIBRT D MENH Y F9,
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AT w9 T 1 [Access Method] # 7 &N L, #FA[T 2V E—h 77 EADX A TEHFELET,
* [Unchanged] : BIfED Y E— F 77 A A LR &AL ET,

« AnyConnect 7 54 7 > b : Cisco Secure Client AnyConnect VPN 2 7 1 7 >~ ks @ AnyConnect
VPN E ¥ 2 —/L &l L CHfe T %

« [Web-Portal] : 7 74 7 > F LA VPN THft L £,

« Both-default-Web-Portal : 77 71 7> b L A F£ 7213 AnyConnect 7 7 A 7 > b & L CHie
LEd, 74V MITZITA T FLATT,

« Both-default-AnyConnect 2 247> b : 7547 s L A £ 72FAnyConnect 7 71 7
FaEIT L TCERLE T, AnyConnect 7 7 A 7> bDT 74NV MITFA T FLATT,

ATv 78 [AnyConnect 7 SA 72 b X 7 %IEIRL, Always-on VPN 7 7 7 D AT — X A& IR L E T,

* Always-On VPN for AnyConnect 7 7 7 > b : AnyConnect 7 7 A4 7> f Hh—E X7 7 7
A /LN Always-on VPN 7 7 ViR E & RETIZT D0, 7 4 B —7 /M T 575>, AnyConnect
IIAT N TaT s ANVRECENT L EEELET,

ZDORTA—EEMERT DI, CiscoWebEX =2 U T 4 TTITAT U ADY U—AR,
Cisco Secure 7 74 7 > b @ AnyConnect VPN £ = — /UK L TEF 2T EEU T ¢ Y
Va—alry g4t v 7% PR—FLTWHARENH Y £¥, £7-. AnyConnect 7
FAT DYV =20, X277 ECUT4 V)a—ar] OBEEYR—FL
TWAHARLELHY T, FEHIIC OV TiX,  [Cisco AnyConnect VPN Client Administrator
Guide] &ML T 7230,

AT 979 [AnyComnect 7 74 7 ~ A% LJEPE (AnyConnect Client Custom Attributes) | % 7 % 3R
L. EBHFHLDOH AL NEMEEZFR LT, ZOR) —ICEEMTET, £/2. B2 Z L@
EEZRLTOL, THEIZORY —IZHEMITHZ L TEET,

A3 AL LJEMEX AnyConnect 7 T A 7 2 MIHE S, 7 v 77 L— ROIEH 72 E ORERE A 3%
ETHEDIHERINET, DAZLBEIZIIY A T EARIMEOERH Y £3, ETRED
A THEFRLILIE, ZOZA TOLAAMTE DA 1 DL EERTE £, BBl L THRE
FTLEAT DN AL LEPEDFEMIZOWTIE, L TWa AnyConnect 7 74 7>k U U —2A
@ [['Cisco AnyConnect Secure Mobility Client Administrator Guide] # &/ LT 72 &0,

B AL NEMEIE, [RXE (Configuration) 1>[VE— h7 7 & X VPN (Remote Access VPN) ]>
[Fy hU—2 (T4 T ) 727 EA (Network (Client) Access) 1> [£#llEXE (Advanced) ]
>[AnyConnect 7 7 A 7 > N3 A% LJ@PE (Custom Attributes) ] 35 & OV [AnyConnect 7 7 A 7
v M AH NEMES (Custom Attribute Names) | CHANCER T ET, FRICER LTI A
ZNEMEE, AT Iv I TI7R8A R =L N—TF RY o—0Om G ERSNET,
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pap rL—z0Efr ]

DAP ~ L—RMDET

DAP hL—RAEFITT DL, TRTCOERELT /XA AD DAP = R A > MBMENRF RS
nEJ,

FIE

ATFwF1 SSHZ—IF /b ASAIZ 1 74 LTl EXEC £— REBAA L £,
ASA O¥i#E EXEC £— FTIE, #REND 727 M hostname# &720 97,

AT T2 DAPT ARy A% —T NI LET, By varOT_XRTODAPBHERZY—IF L7 0 R
JIZERRSINET,

hostname# debug dap trace

endpoint.anyconnect.clientversion="0.16.0021";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.platformversion="4.1";
endpoint.anyconnect.devicetype="iPhonel, 2";
endpoint.anyconnect.deviceuniqueid="dd13ce3547£f2falb2c3d4e5£69g7h81950£a03£75";

ATvF3 ({TE) DAP FL—RADMNEMBET DI, a2~ ROMNET AT A v 72k £,
ASA TORF > JFOFEMIZ OV TIL, [Cisco ASA Series General Operations ASDM Configuration
Guidell @ [Configure Logging] #ZM L T 7Z &0,

DAP 051

*DAP #fHf L%y hU—27 UV —2ADEFK (39—)
« DAP Z{#iffl L7~ WebVPN ACL O (40 ~=—2)

*DAP 2L % CSD T = v 7 Ol LAY —oif (41 2—)

DAP R L=y FO—9 J)Y—XADEE

OB, 22—V —FFZIN—T DXy NT—F VY —REEXRTDHHEE LT, ¥AF

R I TIEARNI U—EHETDHHIEERLTWET, Trusted VPN Access &\ 9 A RO
DAP 7RV > —|%, Cisco Secure Client 2 7 A 7> F LA VPN 7 7 £ A & AnyConnect VPN &
Va— VT 7 A% LET, Untrusted VPN Access & W) LRIDRY —E, 7 74T
NUAVPN T 7 2 AT ZHFFAI L E T,
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B oar E6m L= WebvPN AcL iR

FIE

AT w71 ASDM ., [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Dynamic

Access Policies] > [Add/Edit Dynamic Access Policy] > [Endpoint] (28 L %97,

ATFYT2 ZERY—DROBIMEEZRTELET,

B Trusted_VPN_Access Untrusted_VPN_Access

Endpoint Attribute Type Policy EHHTX % BEETX 720

Endpoint Attribute Process ieexplore.exe —

Advanced Endpoint Assessment AntiVirus= McAfee Attribute

CSD Location FHETE% fFEHTE 20

L DAP member Of Engineering, Managers N L —

ACL Web-Type ACL

TR AnyConnect ¥ 54 7 > k |Web Portal
BLOWeb R—% L

DAP Z{£f L 7= WebVPN ACL ® & A

FIE

DAP i, Network ACLs (IPsec 354 T8 AnyConnect 7 74 7> ~ ®iE) . URL U R b, B
L O Functions # &8, 7272 ARY U—@BHEOY 7y hrEEEHTEET, Z7A—7 R
Vo—0H NN =732 v b v YR M Bidid, BEEEHTEEREA,
[Add/Edit Dynamic Access Policy] ~%- > ® [Access Policy Attributes] % 7' 121%, DAP 23 B H
SNDEMEDTERA = —NERRINET,

Active Directory/LDAP |%, =—H%— 7L —F KR v — Ao "=y T ra—HF—x IO
ImemberOf] EM:E L THRIFELET, AD /b —7HNDO 22— — (memberOf) = ASA Mi&E
B Web % A 7 ACL % i i+ % Engineering & 725 X 912, DAP # &L £,

ATv 71 ASDM T, [Add AAA Attributes] <1 > IZBE) L £9 ([Configuration] >[Remote AccessVPN] >

[Clientless SSL VPN Access] > [Dynamic Access Palicies] > [Add/Edit Dynamic Access Policy] >
[AAA Attributes section] > [Add AAA Attribute])

ATY T2 AAARMEX A7 LT, Fay 7o UARNEMH LT [LDAP] Zi&R L £,

B 773y 70€RrR)I—
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ATvT3

ATv74

ATy TH
ATvT6

DAP (=% CSD Fx v nusle Ky v —oEm |

[Attribute ID] 7 4 —/L RIZ, ZZIZRELd LB Y TmemberOf] & AT LET, KILF L/
FOXBNIEHEETT,

[Value] 7 4 —/V RT, Rry 7 Xy VA RNEFEHLT[=] Z2®IRL, BEO7 4 —L R
[Engineering] & AJJLET,

~A > D [Access Policy Attributes] fEJk ¢, [Web-Type ACL Filters] # 7% 7 U v 7 LE7,

[Web-Type ACL] K v 7% 7 URX NEEH LT, AD Z/b—7" (memberOf) = Engineering
DA—H—ZHHT 5 ACL 23R L 7,

DAP (K5 CSD Fx vy Dafl&AR) o—DiEHA

FIE

ATy T

ATy T2

ATvT3

RATv74

ATy TH

ATvT6

ATy T17
ATvT8

ATvT9

ZOFITIE, 22— =2 DOFFE AD/LDAP 7 /L—=" (Engineering 35 &2 U Employees) & 1
DOFRFE ASA b XN TN—TIRT DI L& F = v 725 DAP #{ER L £ 7, £ DK,
ACL Z=a—¥—Z@M L£7,

DAPNEA ENDACLIZE Y, VY —2~DT 7 AZHELET, T 5HDACLIE, ASA
DIN—T K —TEZRINDEDACL IV b ET, £/ ASAIEL, A7V v b
o7 A b, 2SF—_ DNS7Z2 . DAP TiEF F 721351 S e WEEE T O AAA
TN—T RY I —fE L — e @tErmiE LEd,

ASDM T, [Add AAA Attributes] ~<A (2 @) L £3 ([Configuration] >[Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Palicies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute]) .
AAA BMEAZ A 7L LTI, Rry X0y URX N LT [LDAP] Zi&R L £7,

[Attribute ID] 7 4 —/L RIZ, ZZIZRELd LB Y ImemberOf] & AT LET, KILF L/
FOXBITEETT,

[Value] 7 4 —/V T, Fuy 7 ¥y U 2L TI[=] 2R, o7 4 — FIZ
[Engineering] & AJJL %7,

[Attribute ID] 7 4 —/L RIZ, ZZIRENDHEHBY TmemberOf] & AN LET, KILFL/NIIL
FOXBNIEZETT,

[Value] 7 4 —/V KT, Ry 7 Xy VA RNEMHL T[] Z&®IRL, BiO7 4 —L RIZ
[Employees| & AJJL 7,

AAA X A 7L LTI, Fey 7 & o2 U A M&H LT [Cisco] Zi#IR L 9,
[Tunnel] 7 Vv—7" Ry 7 A4 L, Fuy XX UARNEERA LT Z28RL, Bo
Foy7Hy s JARNTHEEZR Frxn Z7v—>7 (A o—) Z@RLET,

[Access Policy Attributes] i3 [Network ACL Filters] # 7 C, RID AT v 7 TEFE L 72 DAP J&
Wi/ 2 — P —IZHMH T 5 ACL &R L £,
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ATy I

ASA 73AnyConnect 7 7 A 7 2 b6 D VPN # HR 23053 5 &, ASA Tty v ar b—
I EITAT 2 MTIRLET, AnyConnect4.9 (MR1) LI, ASA & AnyConnect 7 74 7
YhE By var b= 0bXxa T 2l oA = ALY R LET,
AnyConnect 7 7 A7 Ity v ar b= DtEXa V7 429 KR— 25K, DAP
ERETHLENH Y £7,

DAPA# T RiRA v MM E L —HICERA L, LUARZ U7 REFEHLT, b=~ &%=
V7 4 ZHHR— bk LTWieWAnyConnect 7 7 A 7 2 "N—2 3 Vb O T A ES L E
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ASDM Tii, [E%%E (Configuration) 1>[JE— 7Yt X VPN (Remote AccessVPN) ]>
[y kD—9 (54T k) 7YX (Network (Client) Access) |>[FA4F v o970 +¢
A1) &— (DynamicAccessPalicies) |>[4 4 F 2 v 2R O—DENM/ARESE (Add/Edit Dynamic
Access Policy) & 83R L £,
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Add Dynamic Access Policy X
PalicyMame: |dap_ac_token_security_check -
Description: ACL Priority: |0

Selection Criteria

Define the AAA and endpoint attributes used to select this access policy. A policyis used when a user's authorization attributes match the AAA attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and/or by expanding the Advanced option to
specify the logical expression text.

User has ANY of the following AAA Attributes values.., and the following endpoint attributes are satisfied.
AAA Attribute Operation/Value Add Endpoint ID Name/Operation/Value Add
Edit dienttype = AnyConnect Edit
Delete Delete
Logical Op.
Advanced ®
(@ao (or
Logical Expressions:
({typelendpoint.anyconnect session_token_security)~="string" or EV AL{endpoint.anyconnect.session_token_security, NE","true”,"string"))
Guide

AccessfAuthorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting WPM authorization policyis an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: OContinue OQuaranﬁne @Terminahe o

Specify the message that will be displayed when this record is selected.

Connection Rejected - AnyConnect client version not supporhed|

User Message:

ATYT2 =2 FRA 2 MEEOBIRGEE T, B (Add) 1227V v 27 LET,

ATvT3

a) [T RARA > MEVEX A7 (Endpoint Attribute Type) | Ke v 7 X 0T, [7T7V r—

v = (Application) | ZE#IR L E T,

b) [Z7 747 2 A7 (ClientType) | T, 5 (@) HEFZERINL, Fay Xyt

AnyConnect 7 7 A4 7 > M &8RN L £7°,

) [OK]%ZZ YU >7 LET,

[Advanced GGEFMRRTE) | OBPULELZ R TE L £,
a) [AND] HE T 28R L F 7,

b) RERX BN

(type (endpoint.anyconnect.session token security)~="string" or
EVAL (endpoint.anyconnect.session token security,"NE","true","string"))

g4+3v9 792Ky — [}




FAF2v o 7oA RYL— |
B o smmLctyvas b~ ntRa T ERRT S

ATY T4 [727 3 (Action) |HEH T, [T (Terminate) ] 2R L 9,
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