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ASATA v E—VZMEETE S L 91T, RADIUS — " — L OFRHLAEME X —2RETH 2
LHTEFET, LAEMENREINTWOARWES, ASA L, Y—AIP 7 KL A RADIUS
Ay —VEBBEETEILIREINTZIPT FLATHDIEWHI Z LT ETF v 7 LET,

B

GE)

GPRS %A X—7 /WIZLTCRADIUS T H DV T 4 > T A VAR a v &EHT5E, ASA
X7 BT T 4 v T HERD STOP A vt —C 3GPP-Session-Stop-Indicator 2 F = > 7 LT,

T HHZUPDP 2T HFAMEIELSAFE L9, BARAYICIZ. ASA TIX. 7TAH 7T 4~
THEROKT A =V Na—F—t v a rBLXOBET LT XRCOBRE KT I DRI,
A v —|Z 3GPP-SGSN-Address JEMEN B ENDHMLENRH Y £F, —HOY— R X—F 1 D
GGSN (X, ZOREMEEZT 7 4V FTHEE LWEARH Y £77,

ENAIL Y FT—Y TJAFIWNA VARG I VD

e e S

DT ~hanrdA AT g AT, IROFBICTHEEHEINTWDE T A B ANNETT,

* GTP

* SCTP,
» Diameter

* M3UA

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY

e 12y vavnF7rt |

ETIL

SAtEUREHR

ASAv (&2ET V)

Xy VT T4V A (TT7HNFTIEART—T V)

Firepower 4100 vy UT T4 EA
Firepower 9300 FxUV7 A48 R
T ~XToEF L XY VT TA BV AIMMOET AV TIIFEHATEEHA, 2607 Fajy

IEHRAETE T A,

GTP A/ VAR 3 DT I4IL

GIPA VAT a U NET 7 40 hTlEA X —T Mo TWERA, 727-L, 22—V —BH
DA VART v a <y T EBEETICA X—TNMITHE, WOUWEEITHI>T 74/ h~ v
TERENET, v v TERETILENDHDLDIL, B DENLEREEDHRTT,

s T — IR ENFEH A,
o BERO R NHIE 200 T,

o NURAORREITS500 T, ZHUE. PDP2YF XA L (my RFREA v N OITHY
L%,

*GTP—> FARA L bDEA LT DU MI305TT, =2 KR A > MMZiE, GSN (GTPv0,1)
BLOSGW/PGW (GTPV2) g ENTWET,

*PDP 2T F A MDX A LT U ME304TT, GTPV2 TlX, ZiUIRT I7- 2T F A
N A LT T NTY,

c BIRODZ A LT T NI 143 TT,

T F VT XA LT T ME30STT,
s R RV T DEALT T NIRRT,
cTIINELA LT 7 ME20TT,

s RB72 A v —VIDAFFA SV E T, matchmessageviiv2idrange 2~ > R&F%E L T,
FHR—FEhTWina~vy RROFrEnTWeWwa~vy RE Ry 7Lz v 2/Ild
LD TEET, REZDORA v E—VRVATATHR— IR TWARWGTP Y U —
ATEZRBINIZA v E—IFAHE R ENET,

ENAILAYRT—D A ARG 3 VDETE

ENRA N TRy NT—7 TEREND T haLdf v AT v a 3T 7 40 K CHEIC -
TWERA, ENAM VR NT—27 YR — T 5003, TNOHERETDHIDLERDH Y 7,

AR E AN Z SV PEVE |



ERAL Y RT=IDA AR vay |
B oroxrsoasgkys—<viome

FIE

ATV Tl (ER) GIPA L AU v ary R — <y 7Ok E (124—=) ,
ATFY T2 (FFvar) SCTPA VAT aryR)v— <=y TORE (175—)
ATy T3 (73 ) Diameter f > AT ay R — <y FOHFE (18 <X—) |
VT R =7 TEELEYR— F SN TOWRWEMEENT (AVP) TT7 4 V& U 732555

1%, Diameter f VA7 v a v R o— <y T THEHTAZHDAX L AVP Z{ERRLCE £, B
A 4 2 Diameter BVEERT (AVP) OERR (21 X—¥) 2B LT 7Z S0,

ATy 74 (EE) K5k SN 7= Diameter TCP/TLS k7 7 « v 7 ZRET 255 1F. IROFHIFIZHES T,
MBI TLS 7% U A1ER L £9°, K5k 3472 Diameter & v v a »OKAe (22 X—)

AT TE (EE) MUAA AT aryR)v— <y 7 ORE (31 3—=)

ATYT6 TERA N KXYy NT—F A AT a DY —E AR —DORE (342—=)

ATy Tl (AT =ay) RADIUST AT LT A>T A VAT v a v ORE (36 3—)
RADIUS 7T 4 7 A L ART va i, WRESREEN SR#E L £,

GTP A VARG a3 RYS— Ty TOHRTE
GIP bT7 7 4 v 7 CTBIDONRTG A—F—5FITTHEICT 74V b = T R=— Xl S
WA, GTP ~ > P2 ER L., RELET,
1R BHHIIZ

—MDO T T 4 IREF T T a rTIE, BEOLDICERERZHEHALET, b7
=701 OEFEHT L2581, RONICERERELIIERERD I T2 ~ v 7 E2ERL F
ﬁ—o

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [GTP] Z &R L 9,

ATvT2 ROWTNNEFATLET,
c[Add] 27 VU vy 7 LT, HLnw~y 7FEZiBIMLET,
cHNRERRTH Yy TERBNLET, v~ v 7 E2RET HI1TIE, [Customize] 27 U v 7 LE
To ZOBROFIETIE, v~ v TEIAZA RELITEMTEH0L LET,

AT9T3  HlLuwyTORE, 4l (RK40XF) EHBAEANLET, vy T E2wRET D& &3,
EHETELDITHHADAHRTT,

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY
GTP A VARG a3 VKR I— Ty TORE .

ATv 74 [GTPInspectMap] A 7 1 77K v 7 A®D [Security Level] = —"C, ~ v 7 OIIEDRE % e
L\i—a—c

I TINT TN MEZEH L TWL D0, TV AZ A AL TWDDNERL
iﬁ"o RIEE S DIZHAZ VA XT LHMENH 55 E1E, [Details] 27 U v 7 L, FlAZKET
ij‘o

@)

B>k  [IMSI Prefix Filtering] /" % > 1%, ZOFIEOZ LETHHAIND IMSI T LT 4 v 7 A T 4 VX
Vo T aRETHYa— M1y N TT,

AT 75  [Permit Parameters] ¥ 7% 7 U v 7 L THER AT v a v EHELET,

* [Permit Response] : ASA 73 GTP A ' A~XY v a v 2 EITT 56, 7 74/ FTASA
L. GTP ERCTHE I TV GSN £721X PGW 6D GTP &% Fu vy 7 LET,
iU, GSN/PGW = RARA > RO S — i ca— KRZ v 7 % LT, GPRS
DOHNREAT =TT 4 Z@mDTNDEZITRELET,

GSN/PGW F— VU > U HREL, a— K NRXT7 v 7%V R— T 57HIZ, GSN/PGW
TURRA LV NERET AR Y NU—2 A7V 27 b I A—TZ2ER L. Zh%E [From
Object Group| & L C#IRL E9, FERIZ, SGSN/SGW D7=blixy NU—7 TV =
7 b Vv —T7%{ER L, [ToObject Group) & L TEIRL E¥, IEEITH GSN/PGW
28 GTP ERDEEYE GSN/PGW ERILA TV 27 b ZA—FIZBLTEY, IEELTWY
% GSN/PGW 12 £ D GTP IGEDEERFHFAI SN TWDEDA TV =27 b 7 —T T
SGSN/SGW & 584512, ASA TIRENFFA SE T,

Xy VIO —=0 F T2 NI N—T1F, O RRA LV FERA N T FLARAERFID R
KAV hEELY TRy Mol TEET,

[T5—0DFFA (PermitErrors) | : 5072 GTP X7 v MBI O FIETHfT S5 & Ka vy
TENDNNTy NEHATLENEIDRELET, X7y ME, R v—~ oy T TEHRL
=277 vailESNT Ry TEET,

AT 76 [General Parameters] ¥ 7% 7 U w7 L, LB RA T aERELET,

* [Maximum Number of Requests] : J&ZEFRFH TH 2 —ITHMN S D GTP ER O REUA 7% E
Li hd‘o

* [Maximum Number of Tunnels] : #F Rl & DT 7 7 4 772 GTP kU RIVOERKREAERE L
¥4, 2L PDPa T HF A RELIZT Y RARA U FOBITHYE LES, T 740 ME
500 T, BTLWERIZ M RVORERRIICGET DL Ry S ivET,

* [Enforce Timeout] : IRDENEDT A KV Z A LT U NEFATTLHMEIPHELET, ¥
A 57 7 b hh: mm: ss BT,

* [Endpoint] : GTP = RARA > MBS D £ TOIET 7 7 1 T O F KETT,

« [PDP-Context] : GTP £ v a > D PDP 2T F A FZHIfr+ 5L TCOIIET 7T 47
BRF O RMETF, GTPV2 TlE, ZHUIRT 77— 37X A L TT,

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |

B oroxrsoasgkys—<viome

ATy T1

ATvT8

*[Request] : U7 A RBY 7 AN Fa—nbHIlRENDETOIET 77 ¢ 7THEH O
BERIETT, Ry 7 INERSNOERBEOINED Ruy 7SI ET,

* [Signaling] : GTP 7V ' I DHIBRES NS ETOIET 7 7 4 TR O HRKIE T,
* [T3-Response timeout] : e & HIFRT 5 £ TO, ILEFF LI O R KAETT,
* [Tunnel] : GTP k> RADBUIWT SN D ETOIET 7 7 4 TR O KETT,

W& UC[IMSI Prefix Filtering] # 7% 27 U v 7 LC, IMSI V7 4 v 7 AT 4 VEZ YT
ERELET,
T 74N NTIEL, GTP A VAT g d, BHREANALN T FY a—F (MCC) LEN
AN Fy hU—7 a—F (MNC) OlAAEbEEF v 7 LEFA, IMSI T LT 4 v 7 A
TUNE) T ERRETDHE., ZIE237 v PO IMSI O MCC & MNC 2%, #%7E 7= MCC &
MNC OfiAE bR LS E T, KIZ, Drop A7 Y a LZHESWHWTHROWT DT 7
varNETEINET,
» Dropnotselected (774 /L k) : FOMAGEDLREIZHL—HKLARWEA, X7y MI ey
TENET,

e Drop selected : 272 < & 1 DOMAEOEIZ—ET 256, Ty MIFkey 7S hvE
7

ENAN T NY a—= RO D IHTOHF T, IMEIZ2HOEDO T LT 4 v 7 2 &L
TONBMENET, XAV Fy hU—7 a— R 2HE T3 HOHFTTT,
FFAEZIZI R v 75T _XTOMCC & MNC OAEDEZBINLET, 57 4/L kTl
ASA [ZMNC & MCC ODfAEDENEITHLINE I T v 7 Lignzdh, ZE LM
HEDENEHTHDINE I DEHRTILENRNDH Y 9, MCCEIOMNC 22— FOFEMIC
DWW CIL, ITUE.212 %)% [ldentification Plan for Land Mobile Sations] Z&M L TL 72 &y,

[Inspections]| ¥ 7% 7 U w7 L, NT77 4 v 7 OFEICHESNTERETIHEDA AT g
YEERLET,
a) MOVWTNNEFEITLET,
c[Add] Z 7 U > 7 LT, FILWEHEZBMLET,
 BEFOREEAZRINL, [Edi) 22 ) v 7 LET,

b) QY A 7L LT, Match] (FT77 4 v 71 3RHEL—HETILERH D) F/2iT
[NoMatch] (FT7 7 ¢ v 7| 3HMEL B DZVENH D) #BIRLET, KRIC, EEZRE
LET,

s [Access Point Name] : 8 € LTZIERBHELITERER I FALT 7R KAV M

W LET, 74V NTHR BRRT 7 BRARNA L N EFOTRTOA v E—
UNBREIN, EOLBITHHFR INET,

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY
6P v2xsvay Kys—vy Tz [

« [MessageID] : 1 ~255 DA vt —Y IDIC—E L £, 1 DOME - IMMEOHFHZ R
ETEET, AvE—U2 GTPvI [T (GTPVO Z&de) | GTPV2 Al & HRET
LHUENRHYET, T 74NV TR, TXTOEHRA yE—VIDBFAINET,

* [MessageLength] : UDP <A 12— ROR I, & L7ci/IME & i RIEDORIZH D A v
VE‘_‘:‘/\\&:#& L/i‘a—o

e [Version] : 0 ~ 255 ® GTP N"— 3 L —H L E7, | DOMEE - I EOHPHZ 5 E
TEET, T7ANMPTIE, T_TOGTP A=V 3 VP &N E T,

« [MSISDN] : PDP =2 > 7 &% A MERKRER, & v v a UERER, BLOWRT 7 —&H
IWEDA = VNDEAL N AT = a VEBS T A7 74 "\ EiEES (MSISDN)
DERER AT L ERERE I ERER Y IR LB LET, FHEH T,
¥ 7E ¢ MSISDN % 7213 MSISDN D #i[H % Fc 4] D x T2 HDW TRk T & £9. MSISDN
74N X GTPvI BEOYGTPV2 DA THAR— I TWHET,

* [Selection Mode] : PDP =2 7 F X MERKERNORINE — FOFRERLZHE L E

T, BIRE— R TIE, AvE—JICT 7 BARA L M (APN) ORETEZIHEEL
TN, WOWT NI £9, @BRE—F 74L& ) 7%, GTPvl B L O'GTPv2
DHTHHR—FEINTVET,

e 0 HERFEH, APNIZENSAINL AT —2arEhidxy NV—21Ck o THES
NTEY, Y7277 a BRI TWET,

el i ENRAN AT =g, APNIZENRNA NV AT =2 g Lo THREESNTE
D, Y7277 a VFHERINTWVER A,

2Ry RU—Z, APNIZX Y NU—Z Lo TIRESNTEBY, 7227V F
Va IR SN TV ER A,

<3 TRIFEASR GRIEH)

) AvE—YIDO—HKIL, Ty hE ey 7Ty MO L— MR & A
HPDONTUNERIRLET, MOTXTO—HDOT 7 aidk, ~"ry h&aRay 7L
FT, TARTO—HKITH L TaF o Ta2A RX—TNMITENE I MBRTEXET,

d) [OK]ZZ7 Vw7 LT, fAX7varaEBLET, LB TR RAZEYIKL
£7,

ATw 79  [Anti-Replay Protection] ¥ 7% 7 U w7 L, 7o F VTV A 7 a b EBRELET,

+ [Enable Data Packet Replay Window] : GTP-U A v & —YDATGA T 4T U 4 KU AR
ELT, ToF VT VLA ZHNTENEIDERELET, A4 T 47 U4 Ky
DY A RIA v =V OTHY, 128, 256, 512, £7212102412720 £, AR A v
T—UNRERENDE, U4V RTIEH LW — U ABRFIIBITLET, —A 2
51X 0~ 65535 DFPFATHY | HKMEISETHET v TINET, £, Zbl
PDPa T FARTLIC—EHTT, Avk—UiL, =T AFFNU 4 FUNTHR
TEERBRENET, ToFITLAE Ny I—RNGCTPT =% "y haX ¥ 7T ¥
L. ENoZ2 ) LA 35LEIIRETDLARMERN DD E Yy a N U v 7R DoS
WA OB B ET,
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B oroxrsoasgkys—<viome

ATwF10 [User-Spoofingl| ¥ 747 U L, TVFATS =T 4T FTva B ELET,

* [GTP Header Check] : GTP 7 — % /X7 v FOWNHAA v — REMR L, P~y X —0H
DBEITFDONRTr Yy vE ROy T TENE I, TUVFRT—T 4 0 7 HFEETHITIT,
DX T arEERTANERDY 7,

[Anti-Spoofing] : WHi~<A 72— RO P~y X —NDENA )L 2—HF—IPT RL AR, v
a VERUGE 7R E O GTP il A v —TIZEID B THNTVWDHIP T RLRE—ET 5
MEIMEFERL, IPT RLAR—HLBRWGEEEZOA vE—V% Rry 775089
7% GTP-C ZEUTEID U THELOTIERWIIDIP 7 RLREEH L TNy A—2R50
BETHLLICES (RT—=T407) AIBHELRHV T, 7o F AT =T 0 7L
SN TWS GTP-U T RLANFERIC GTP-C #H L CEV LY TEEDTHLIMNE D
MEERLET, ZOMRTIE, IPv4, IPv6, 5L U IPv4v6 PDN ¥ A 703 %4 — F i
F7,

FENA VAN DHCP 2 L CZ DT R AT 584, GTPV2 TOxT Y R —
P—DIP 7 KL A1X0.0.0.0 (IPv4) F7-i% prefix:0 (IPv6) (2720 ¥, ZTDOHA, VA
T LINE ANy TR LERPIOIP 7 RLAZEHA LTy Ra—%—IP 7 KL &
EEHLET, ROF—TU—R&MHF LT, DHCP CHUG LT KL ADT 7 4L kD)
EaERTEET,

+ GTPV2-DHCP-ByPass : 7 F L A 0.0.0.0 £ 721 prefix:0 # E#H LA, DY
(2. T F2—F—DIP 7 KL AN 0.0.0.0 7213 prefix:0 DAL/ » b &
LET, IP7 FLAORFIZDHCP 2T 2L, ZoF T a d7 v F AT —
T4 T Ty I BNARALET,

« GTPV2-DHCP-DROP : 7 R L % 0.0.0.0 £721% prefix:0 Z H#H L £ A, TDONRDY
W2, = F2—F—D P 7 FL A3 0.0.0.0 £7213 prefix:0 DHE LT X TO/NRr >
MRy LEd, 2047 a0%, IPT KL ADORIGIZDHCP i 4 52—
P—=~DT 7B RAERE £T,

ATY TN [Location-Logging] # 747 Vv L, npr—var X/ A 7vaaRkELET,

« [LocationLogging] : &/ NA /Wi R OGET O AR 4B 572010, 7 A7 T A SOBHT
O JICFERT oM E I D ERELE T, BITOELEZBT 5L, RERR—I V75
REFBHT 20IEZLBLET, BTOv 7 2G5 T 5L, AT A International Mobile
SubscriberIdentity (IMSI) Z & IZHT LV (X »E—7324010) HirEmidAEE N (A
t—30324011) HFD syslog A v —Y &AL £,
A—P—NEERESN TS EAL Zr— UL ID (CGI) %7213 E-UTRAN /L 7 1 —
ZVERRI (ECGI) 2 r 2 X vt—UIZE&D 58415, [Cl-ID] A7 a v aRIR L E
j_o

AT v TF12 [GTPInspect Map] ¥4 72 7Ry 7 AD[0K] =27V v LET,
INT, GTPA v AT a O —ERARY —T, AV AXIvary vyl uaffHTE
w8

. ENALRYRT—=IDA VARG 3y
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SCTP A v2xs a3y Ky v—vyT0EE [

RDBERY

T BT DDA AR g R V= ERETE LD FELE, AL
Iy NI =T A AR g DY —ERA R —0OHFE (343—) ZBERLTLEE

Uy,

SCTP 1/ VARG 3 RYS— Ty TOHRTE

L— MR EDOT ) r—y g VEFEOf a— K 7o k=)D (PPID) (235U TSCTP
N7 4o 7IRBET Vv arz2AT 503, Y—EARY O —TCTHEHAINDSCTPA > A

Ny ary R — vy TEER LET,

B

GE)

FIRr

PPID IIT7— X O£ 0 Oz H Y . BED 7y MIEHOT —4% Frv o 7 £-1E1 o0
HETF v 7 2o tnTEET, Ny MI1OOHIEIF v o 7 38RO T—4 F v
VINEENTOWEEA, BV YTCONET 7y aryNRay 78R Th 2y Mikay 7
SNFEHA, L& ZIX PPID26% K v 7T HSCTPA v AXTvary R or— vy T ER
ETBHE, PPID26 75— F ¥ > 27 1%, Diameter PPID 7 — % F v 7 ZFo 7 v MIHEE
SN, TRy NI Rey 7SR ERA,

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SCTP] Z &R L £,
ATV T2 ROWTNANEFATLET,

c[Add] %7 VU v 27 LT, Ly 7 ZEMLET,
e~y TEBINLCI[Et) 227 Y v 7 LET,

AT T3 HL~ Yy TOEE, 481 (K40 30F) EHEANLET, ~ v 7 2mET D & XL,
BETEXDLDXHHEOL T,
ATY T4 SCTPTF—H% Fx o 7 DOPPIDICHASANT, T 74w 2% Fuvyr, L— MR, F£/-i3n

”
a)

(ZRCEk L £

KOWTNNEEITLET,
c[Add] 27 U > 7 LT, FLWEHEZBMLET,
cHEFORELTINL, [Bditj 227V v 27 LET,

b) HEUEDO—FHZ AL LT, [Match] (F77 4 v Z1XPPID & —ET2XLENRHD) Fi=ik

[NoMatch] (K77 ¢ v ZILPPID &£ B HLERH D) ZRINLET,

72 & 21X, Diameter PPID T [No Match] % #4R L 72454 1%, Diameter % & < 97-XT® PPID
NI TA =y ThbERNSIET,

AR E AN Z SV PEVE |
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B oviemeter 1o zxRxH a0 KL — <y ToRE

ATy Th

¢) [Minimum Payload PID] Z &R L, {1 T, &9 % [Maximum Payload PID] A 38R L £ 97,

ZETETZITE S (0~ 4294967295) TPPID Z ASJC&F£4, PPID DY X kv HIEING 5
Wi, 74—V ERETLIARZ %2 7) v 7 LET, KO PPID #:8IR L7-HE. B
13 PPID O#EPHICEH S vE T,

SCTP PPID O EFED U A k%
http://www.iana.org/assignments/sctp-parameters/sctp-parameters.xhtml#sctp-parameters-25 CTHEFS

TEET,

dy —ETHr Ty ey (LTrZICHER) 750, n7ICiekd 50, £ r—
IR (Ffm ey M (kbps) HAAL) T 50 &@LU ET,

e) [OK|ZZ7 VU7 LT, fAXTvarzBMLET, LEISLTTebEAEEY KL
ij‘o

[SCTP Inspect Map] ¥ A 7 /ARy 7 AD[OK] %27V v 7 LET,

INT, SCTP A v AXRT gy B —ERARI)—TA VAR vary <y TBEHTES
LT £,

RDRERY

~ T EFEHTAEODA AR a AR U ERETEDHEIITRDE L, AL
Iy NI =T A AR g DY —E AR —DHFE (B43—) ZBERLTLIEE
v,

Diameter 1 VARSI 3 RY S — 3Ty TNDHTE

X F XE 72 Diameter 7’0 A NVERTT 4 VX ) 2 7957290 Diameter { AT 3
RV — <= 7P2ERTEET, 20%, 2B N ey FEZIn JICiiek T F
KR

Diameter A & — 74V Z ) 7 EFET HITIE, o0 m ha/VERITRFC B EIW
HIFHETER SN TV LD T, ZRHDERIZOVWTHELWHHER > TV D LERH Y F
9, 72 & 21X, IETFIZIX. http://www.iana.org/assignments/aaa-parameters/aaa-parameters.xhtml (Z
RYBEF T TN r—var, avry Ra— R BROBHESTDOU A MR3dH Y 903,
Diameter f > A7 2 a V TIIUV A RIS TWARITRTOEBLZTHR— ML TWETA, il
HARIZOWTIE, 3GPP Web A FZZRL TS 7Z&0y,

#7a & LT, Diameter f VAT gy 7T A<y E{ER L, Diameter A o A
arDAyE—=U T gNE ) T ERERZERTEET, oA T2 9 & LTIL, Diameter
AVART gy RN o=y TIT4NE ) T EEREBEERT AL B TEET, 7
FTAR YT EERT D LAV AR v ary v~y T TT 4 NE ) v PR EHEERT D
ZLEDEWNE, 7T A vy S TIIEMARRGERELERTE, VIR vy T EHAMTE S
WO ETY, ZOFETIFA AT v ary v v FICOVWTHBHLETRN, 79A <y
T S5 —EERET, [Inspection] # 72+ 2 FIETHPA I TWE H O LR L TY,
[Configuration] > [Firewall] > [Objects] > [Class Maps] > [Diameter] Z34R 922>, F7zidA v

. ENALRYRT—=IDA VARG 3y
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| Bty bI—D102RY VY
Diameter f VARV L3V RY — 7w TDHE .

ART gy <y T OFRERFIHERT D Z LKL > T, Diameter 7/ 7 A v 7 H#RETEF
TO

Q

EXr UFTHBATLIFIRIMA T, Y= KU —DERPICA AT v a v <y TERE
TEET, v v 7ONFE, MERGEICERLFE LT,

1R BHHIIZ

—MDONT T 4 IREF TV a TR, BEOLDICERERZHEHALET, b7
=7 D1 2EFHT L5681, RONCEREZRELIZERERDO Y T2 ~ v 7 E2ERLE
ﬁ‘o

FIE

A7 w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Diameter] % R L £ 7,
ATYT2 ROWTNNEFEITLET,

c[Add] %7 VU v 7 LT, HiLve vy 7 ZEBMLET,

e~y T EBEBRLUCEd) 27 Vv s3T5, ZONKERRITEET,

AT T3 HL~ Yy TOEE, 4H1 (K40 30F) EHEANDLET, v~ v 7 2mET D & XX
EHETEXDOIEHADOAHATT,

ATV T8 INSA—4 (Parameters) | ¥ 7 %27 U v/ L, Bt 7y arZ8IRLET, AR — b&f
LA D Diameter mE L G A v — % JIZEET A8 9 0,

* [Unsupported Parameters] : 73— b %54+ @ Diameter BHR A Eie A v E— V% 1 7508k

THME DD, Bl — hxF54 O [Application ID], [Command Code]. F 713 [Attribute Value
Pair] DEHRZ 1 JIZFEgk CE £,
« [Strict Diameter Validation Parameters] : RFC 6733 ~® g% 7 Diameter 7' 12 k =)L D EHLA
AT LET, 774 BT, A AT v 3 2K 5T, Diameter ® 7 L — A7 RFC
WCHEILL TWA Z MR SINE T, By v avBEXA v E—YOREB L ORAT— <
U DRBREAZBINTE £,

AT 5 [Inspections] ¥ 7% 27 V> 27 L, NT77 4 v 7 ODREICESHNTEETHHFEDA L ART Ve

CEEELET,

Diameter 7 7 A < v FIZHSNWT, FHEFA VAT vay v v 7T HEEERETHZ
LIZEoT, FRIFFOMGT T, b T 74 v O—BEELZEETETET,

a) KOWTHILEFATLET,
c[Add] 27V v 7 LT, HLWEEZBINL £,
c BEFOFEMEZ BRI L, [Edi) 22V v/ LET,

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |

B oviemeter 1o zxRxH a0 KL — <y ToRE

b)

[Single Match] A 38R L CHMEL HHIEFR T D>, F 721 [Multiple Match] 2 340 L C I
EFT A Diameter 7 T 2 < v FEERN L FE T,
WL Z ZCERLIEGAI, BEO—HZ 4 7L LT [Match] (77 ¢ v 7 3HEHEL
—HTHMENRDH D) £7X[NoMatch] (M7 7 4 v V7 IZEEL B ZMERH D) ik
RLUEF, wiZ, BEZUTOLIICHELET,

* [Application ID] : Diameter 7 7'V r—3 a3 V OLRTE 7213E S (0 ~ 4294967295) %
AN LET, BETAEGEESMIEINTZT 7Y r—a v ORERS 25513, 2
ZHOID ZEHHENTEET, 77U r— 3 OA4RTE ZIEE SN #PE %
FEHRTE, F1IIDBLOE2ID OMOTRCOEFRSICHEHASNWET,

INGOT Y r—a VFIANA BRI NE T, RoaT7T 77U r—va Ry
R—FENFETH, o7 7V r—a b7 4 VAU TE T,

* 3gpp-rx-ts29214 (16777236)
* 3gpp-séa (16777251)
* 3gpp-s9 (16777267)

< common-message (0) . (&4 Diameter 7’2 | =)L)

[Command Code] : Diameter 2~ > K 22— ROLBIE7213E S (0~ 4294967295) = A
HLET, BETIEGESNMTENT-a~r R a— Fo&HN G 5581, 2%&A
DA—REFZFOHDHZENTEET, a~v 2 Fa— NOARTEITHFZHNCHFEZ &£
TE, F1a—FBIOE2 2a— FOMOTAXTOFESFITHEAINET,

72 & %2 IX. Capability Exchange Request/Answer =~ > R =2— K CER/CEA ZR&7 5 IZ
I%. cer-cea & AJJLET,

[Attribute Value Pair] : JEPEDO AT X B AVP, AVP OFi, F72IZBMEOHEICHESL
AVP #MBE& T £9, [AVP Begin Value] D&%, B A X L AVP D4 T, £721%
RFC %7213 3GPP HiffifiAkic Bk ST\, Y7 by =7 THEFR— ST
LDLDOD4HIERETEET, VA INORBIRTHIZIX, 74—V FRTL)RZ %
70w LET,

AVP O#iFHZBET 2581, FE DRI LD [AVP End Value] ZH657E L £4, fHIC
L oTAVP #HAETIHIHEIE. 2B B0 a— FR2EETEEE A,

47 3 @ [Vendor ID] % 0 ~ 4294967295 O#iPH THET 52 & T, BAEEZ I LT
WiAteZ X TEET, 72 2IE 3GPP XU ¥ — 1D (% 10415, IETF (0,

AVP OFT —% B A TR R— SN TWDLEAICOR, HORGEHETETET,
e ZIE, TRVAT—H XA TRbH%HAVP DIP 7 RLAZIEETE £, AVP
DY A NIL, TNENDOT—F XA TRERINET, COXIEERET 50
X, AVP OF — % X A FIZL > TR £,

+ [Diameter Identity], [Diameter URI], [Octet String] : 2L HDT —4 ¥ A T & WAE
THIFERERELTERERO Y F A 4T V=7 FE@RLET,

o [Address] : FRA T B IPv4 721X IPv6 7 RLAZRE LT, =& 22,
10.100.10.10 F 7213 2001:DBS8::0DB8:800:200C:417A,

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY

ATvT6

$ 2% L Diameter BEE~7 (AP) fer: [

o [Time] : BRAGAREL K T HIFZEE LET, W AHFZHEETIVNENDHY £7, K
X 24 BERIE R CHREL £,

* [Numeric] : H5O#HZIRE L £, AREFLOF@MIL, 7—F A 71T &-
THERY ET,

« Integer32 : -2147483647 ~ 2147483647

« Integer64 : -9223372036854775807 ~ 9223372036854775807
« Unsigned32 : 0 ~ 4294967295

« Unsigned64 : 0 ~ 18446744073709551615

* Float32 : 8 HroD /N R 3B

* Float64 : 16 M5 D /NS FRFT

d) BT DHN T 7497 IR LTEITTEHT 7V ary ONry b Ray 7 o R v
7 FEEnX ) BEBRLET,

e) [OK]|ZZ7 U7 LT, AV AR varvaEBMLET, LEELTT e A2#0iKL
£

[Diameter Inspect Map] % 4 7 B 7 ARy 7 AD[0OK] %7 Vv 7 LET,

N T, Diameter f v AT a DY —ERARY L —T, ALV ART gy <y T HHEH
TEFET,

RDEZRY

2T EFERT O AR v a AR U= ERETEBLT0ELE, EAAL
Hy T =0 ALV ART v a DY —EA R V—DORE (B43—) 2BRLTIES
Uy,

71 X 2 L\ Diameter B EEXRT7 (AVP) D{ERL

FIE

ATy T

HLWBEMERT (AVP) NEFHEI I, BEkIh b &, I AH L Diameter AVP & {ERL L T,
Diameter f V' A7 v a R o—<=o A IFNOLEEFRZ L, FHTDHZ N TExFEF, RFC
F721T AVP ZEFT D FDMD Y — 2936 AVP OVERIC LB E R A2 B L £9,

J1 A K I AVP L, AVP & H @ Diameter f VA7 g R o—~<v T ERIFI I T A~y
T THERTAEAICOR, TERLET,

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Diameter AVP] %R L 9,

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |
B = icsnt-Diameter £ v 2 3 v oBE

ATFY T2 [Add] &7V v 27 LT, HLWAVP 1B L £7,
AVP %R 5 & X%, SHOAREZET TEET,
ATV T3 ROFFvarw#ZELET,

+ [Name] : fEH LTV 50 A5 5 AVP O (K32 30F) o BT ORA LR
%61, Diameter f Y AT g v RN — vy TERIIT T A vy T TIOATRTE
ZHLTZSW,

* [Custom Code] : 7 A& I AVP = — RfE (256 ~4294967295) , v AT LA CERFEAD A —
REXRZ—1ID OFAHFDLEEATTHZ LIXTEEEA,

s [Data Type] : AVP DT —% XA 7, IROWT ORI TAVP 2 EFZTEET, HLW
AVP BRIOTIDBE1X, ZDRIDH A% I AVP IZER TE £H A,

« 7 RLA (IP7 FLADHE)
* Diameter ID
* Diameter Uniform Resource Identifier (URI)
+32 By hEB/ IR
< 64 ' MYEE)/INEIUR
+32 By MRS
<64 By MEIL
cF T v FFF
« IFZ
*32 By hOFFER LEK
<64 By NOFF R LB
*[VendorID] :  (fE&) AVP ZEF LI~ Z—0D 0~ 4294967295 D ID &5, 72 & ZIF,
3GPP N % — 1D | 10415, IETF /%0,

* [Description] : ({F:E) AVP OB (F K 80 3C5F)

ATvT4 [OK]Z7 Vw7 LET,

=54t S 7- Diameter v 3 D DEE

Diameter 77V 77— 3 X TCP L THEBILENT-T— 2 2 EHT 2565, A v A7 T3
NERA Y=V DT 4 NE ) TN N E FAET DTNy FNEER T H 2 LILTEE
i, LIEBoT, ZA4NZ V7 V—NEERL, ZNO LKL TCP 77 1 v
JIZbEATHHAIE, TLS Ve X VAR ETOILENRH Y T, b7 7 4 v 7

. ENALRYRT—=IDA VARG 3y



| EML 3y rTI—0DAVRRI Y
B5{t &Ntz Diameter £ v v 3o 0BE [

“CE&«WZC7D FavEEAT A, e b BETT, ZOREIXSCTP/DTLS FJ 7 4 v
T S EE AL

TLS 7 U IhiE L LTHELET, Zo7uxid, b7 0 v 75 EL, AL
TIHORHERS L, BOSEEICEE LET, Lo T, #Ehiomfl (Diameter H—/3—
L Diameter 7 7 A4 7> k) X ASA ZEHTHILELRH VY | ‘3"*"(@%$%‘75§Z\gﬁiﬁﬁﬁ%%
AL TWARENRS Y 7, TLS 7/ u X v 2 RETHITE, 7 VX VGEHEL 5B fiF L
TELIMERDHY £, ASA BRRENA ROT VX NVGEHEICRETA2ELZSZB L TLEE
AN

WROXL, Diameter D7 74 7 2 FERBI O ——L ASA ORIOBMRE ., (EHEEMIT 572
OOREEMEZRLET, ZOFTT/LTiL, Diameter 7 71 7> MIMME (FEE V74 <
F—VAVNET 4T 4) THY, = Ra—F—TlIb v A, V7 DOEMDCAZE
HEIL, Vo7 ORFHUOFEHEOZBLAIEHINDG LD TT, =& 21X, ASA7' = F T TLS
H— 3— CA FEBIE(X. Diameter/TLS 27 7 A 7 > MEAEDOEAIZEH SN LD TT,

2:Diameter TLS A VAR 3>

= LS =)
B > | | =
‘[ TCP =i
1 Diameter TLS 7 % A 7 > &+ (MME) ASA 71 ¥ TLS H—/3—
e 7547 IDGEFAE o Y— X— D FFHHE
« ASATLS a3 H—s—D e Diameter TLS 7 7 A4 7 > D 1D
ID fEFAEDBAICEHNIND FEEOBAICHEHA NS CA
CA FFAE FERHE
3 ASA 7u XL TLS 7 94 7 k Diameter TLS $—/N— (7L 7'm %
IGATL D (REF 4w )
F 7713 LDC) FEBE o — — 1D FEBE
« Diameter TLS - —/3—® ID 7B cASA T EXITLS 7 FA4 Tk
EOBLITHH D CA FEH DOIDFEHEDEAIHEH SN D
e CA G &
5 Diameter TCP $—/3— (TLS A~ —
m— )

Diameter f > AX7 3 VHD TLS 7 ¥ % F

T AL, ROF T arBbh Ed,

AR E AN Z SV PEVE |



ENALFY RT—0DA ARG ay |
B oiemeter 5572t 09— —EEERORE

e 7JLTLS 7% : ASA B X W Diameter 7 74 7 > k& ASA I X U\ Diameter #—/3—
MORNZ7 47 &5 b LET, TLS — "— L OEHEBRZMETLT HI2IE, ROAT
arnbvET,

CARBT 4w TaXT IITAT N NTANKRA Y FEMHEHLET, ASA X,
Diameter $—/N— & OBIFHEFIZ, 97T ® Diameter 7 71 7 > MR CFEBAEEZ R~ L
F 9, Diameter — =L > TEIZTA TV MBRILLIICRADDT, 7747
VR EIEINEY — B AR RMET S LIETEERA, ., TOF T v aid
LDC SR LV & ml T,

e —ANHAF Iy IiEHE (LDC) ZHEHLET, o4 7 a2l T5L,
ASA T Diameter ¥-—/3— & OIBEREIZ, Diameter 7 7 A 7 > F T &Il —E DIEHE
ZaRLET, LDCIE, ABF—& ASA ML OFH LWEBAERE, ZIELEZ 94T
Y NIDFEAENL DT XTOT 4 — )V RZRFELET, ZDHF1ETIE, Diameter —
NWN—=TITAT LN T T 47 ORI EL, 7547 MEEOREICE
DSNTEINEY —ERAZ R TEH L IR £,

« TLSA 71— R : ASA & Diameter 7 7 A 7> MO N7 7 4 v 7 ZREEL L E T4, ASA
& Diameter F—N—TZ U7 7% XA MNE 2R LET, ZOF 7T aid, 734 X
MO N7 7 47 PERESNTGNLEEND Z R0 LR LTV 535412, Diameter
P R—=NASA LRILT — &2 X —ICHIUXFATAIRETY, TLS A7 — F&EHT
DL, LEREEECVEEENED DT, N7+ —~v U A bESE5Z ENTEET, Z
nix, 72 a > ORTHRHETYT, Diameter h—_—F, 7 74T FDIPT FLAD
HZFESWTERIE Y — A2 TE T,

30T R_RTCDATF Y g 1%, ASA & Diameter 7 7 A 7 > MEOIEHEBALR IS L TR Ui E & f#
HALET,

B

GE)  TLS 7oA TLSvIO~ 12 ZEH L ET, TLSONX—Va U EHEBAAL — M EHETEE

R

WROIETIL, Diameter 1 > A7 > a VHAD TLS 7 u XL 2R ET D HIEICHOWTHAL E
7,

Diameter 7 54 7> b EDH—N\—(EEEFZEDET

ASA 1%, Diameter 7 74 7> MIXLTTLS 7% —_—L UCHEEL £, FAA(EHE
AN AVAC R N =

« ASA DY — N—FEHEA~DEL I S 7ZF85ER (CA) FEHE % Diameter 7 71 7 2
MZAVHR—=FTHIRERHY ET, X, 7747 MO CAFEHER N T E70137
FTAT v MPMERT HMOBANARFES N COWDEAENRH Y 4, FEAEOMHADOZEMIC
DNWTIE, 74TV RO RF 2 A MESRLTIIZEN,

CASANR T TAT v FNEEETEX B X 512, Diameter TLS 7 74 7 > F DO E~DELIZ
EA SN CAFFHEZZ A VR — M A0LERNH Y £,

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY
Diameter 1 Y ARI LI VADRE T4 v I V5472 MEAEICE S ILTS TOXF L ORE .

RO FNETIL, Diameter 7 7 A 7 > N DFEHE~OBLITEHA SN CAFEBHEZ A AR — |k
L. ASATLS 7a ¥ % —_"—THHT S IDIEHEEL A VAR — F 5 HFEICHO W T L E
T, IDFEAEZ A U AR— 150002, ASATHCOCELFAELER T £9, £/, TLS
TaXTEERTLEXICINOOEHEES A VR — T AL TEET,

FIE

AT w71 Diameter 7 74 7 FDOFEHE~DZBLITHEH S TND CAFEHEL ASA N T A RiRA
MZA vR— M LET,

ZDOFEIZ X T, ASA 2 Diameter 7 7 A4 7 FEIEETE 9,

a) [Configuration] > [Firewall] > [Advanced] > [Certificate Management] > [CA Certificates] %
ERLET,

b) [Add|ZZ7 V27 L, FTZANKA L FNOARTIZAT LET, =& %X, diameter-clients
mEEANLET,

¢ REFAFEZBIML X,
AEEE 7 7 AN DA R — T 5D PEMER T Y 11 52y, £7213 SCEP %1 H
LTA R—=FTEET,

d) [Install Certificate] #2 U >~ 7 LE£7,

ATFvT2 GEHEEZ A AR—FL, ASA7 XS b —R—DIDIFHEB L OF—XTHD T X bRA
v R EERLET,
ZDOFIAIZ X - T, Diameter 7 7 A4 72+ ASA ZEfHTCE £,

a) [Configuration] > [Firewall] > [Advanced] > [Certificate M anagement] > [ dentity Certificates]
EIRLE7,
b) [Add]Z7 Uy 27 L, FTFAMKRA L FOAHIZATILET, 72L& 2L, tlsproxy-server-tp
mEEANLET,
¢) [Import the identity certificate from a file] Z%R L, @5 X7 L —X&E AS) L, 77 AV
(pkes12 ) ZEIRL £7,

FlE, HLVGEAEEZERTE £,
d) [Add Certificate] 7 V v 7 L £,

Diameter f VARG A VDA EATA VI 95472 FERAZEIZEK DI TLS 7OF%
TNDERTE
Diameter —/N—NF_XTD T T4 72 MIX LTHCIEAEZEEZZITAND Z LN TE D54
IZ. Diameter ¥ — _—LBET B EEXIHEHTDASAROARET v 7 7547 MEAE
HERETEET,

AR E AN Z SV PEVE |



ERAL Y RT=IDA AR vay |
. Diameter f VAR S aVADREATA Y V54TV MEAEICKSTILTLS TOX L DHRE

ZTORETIE. ASA L7 547 M (Diameter 7 A 7 2 k& DY — _R—(ZHHEROHE
(24 X—) THHINTWSH L H1D) . BLUASA & Diameter — S— I A OE1H
BARZ ML T HMENSH Y £9, ASA & Diameter V' — X—OEFEEHIIR DO LB Y TT,

« Diameter $—/N—® ID GEIE~DEL I S 72 CAGEEZ A VAR — T 2080
HDHDT, ASAIL, TLS N> Ry oA 7 FICH— =D ID GEHEEZRIETE £7,

* Diameter " —/N—HEHE L TCWD 7 AT 2 FNEAZEEZ A VA= T H2HERHY 97,
Diameter — 3= FZFEAEZFH L TR WIEAIX, £OBLIHEH &b CA GEH
EE— =21 VR —F LET, MOV TIL, Diameter —/3—®D F¥ =2 A b &
S LT EEN,

FIE

A7 w71 [Configuration] > [Firewall] > [Unified Communications] > [TLSProxy] Z &R L £,
ATYFT2 [Add] 27V v 7 LET,
AT T3 TLS Ve 4% BELET (72 & 2iF diameter-tissatic-proxy) . [Next|]Z7 U v 27 LE T,
RAF w4 Diameter 7 A T > b OV — R—ZHEEZROFKRE (24 2—) TEBIML TLS — 33—
77XV IDFEAEZRINLET, [Next) 227 U v 7 LET,
F 721D GEEAER L TW 2T UE, [Manage]l 27 Y v 7 L CGBEBIITCE £, [Install TLS
Server’s Certificate] 2 U v 2 L"C, Diameter 7 714 7 > D CAFEHELEZ A VA F—LFT 52
EHTEET,
BEIEC, $— A=A TE 2 F 2 ) 74 TATY XL (EHR) %, HEATERT
NIAYZXLDYARNST I T 4T TNITY XLDY A MBITTDHZ LI TEHETEE
T WS TREHELRWEE, 774V FOV AT LA SHTAPMEH S ET,

B

GE) TARAFHBIOEES. £7-1EDiameter 7 74 7 b2 TE D EMEEL TWAEEIX. Z0F
lEZ 2% 7 LT, TLS 7R 227 ¢ ¥ 2 L — 3 T [Enable client authentication during
TLS Proxy handshake] % #4RfiER T & £ 97,

AT w 75 [Specify the proxy certificate for TLS client] Z &R L, WK% F(TL E7,

a) ASATLS 7uxy 7747 NHOFEHELZEIRL 7,
FIEREHELABIML T RWEEAIL, [Manage] 27 U v 7 LTAT<BMLET,

b) Diameter % —/N—OFEHE~DBLITMEH S 4172 CARENEZ £72B01 L TW e nGEIE,
[Install TLS Client’s Certificate] 7 UV »~ 7 L CEBML 77,

) UEE) 7747V IMMERTE X270 703 XA (BEEHRA) &, EHAEE
RTNIAYRXEDY A NNST 7T 47 TNIY XLDY A MIBITTDHZEICL->TE
FLET,

. ENALRYRT—=IDA VARG 3y



| EXqLrybo—oDA02R Y3y
Diameter 1 VXXV L3 VADA—AN FAFT I v VHAEICLS T TS TOF S DRE .

TLS 7' v & VU MEA ATREZR K 5 XA E& L TV W4, 7 1 % 1T [Configuration] >
[Device M anagement] > [Advanced] > [SSL Settings] D5 BALFEEIC L » TEF SN/ 1 —
IIUBE AL — MR LET, T 740 T, 77—Vl 5 LU medium
T9, 2F V., NULL-SHA, DES-CBC-SHA, 15X U'RC4-MDS5 % [r< T X TORFEH RN
R TEET, ASA T HRICHEHTRER b D L 1T R D AL — M 2T 2 BEICDH,
TLS 7' a0 & @B ok 5 i X EfRE L £,

d) [Next|Z227 Uv7 LET,
AT 76 [Finish) 27 U 27 LThb, [Applyl 27V v 7 LET,

RDBRY

Diameter f > A7 2 a Y TTLS 7u X v EHHTEA L2172 £ L7z, EANA /L F v b
D=0 L VAR g DY —E AR —DRE B43—) 2BRLTLLTEE N,

Diameter 1 VAR L a3 VEHDOO—AIL FAF IV IFBHEZEIZKSTLTIS TOXS 0D

11—

ax sE
Diameter ' —/3—TZ T A4 7T b T EIC—BEDOFEAENMLIERGAIL, v—hLr XA F I 00
FEAAE (LDC) 24T DL IICASA ZRETHIENTEET, TNOHDOERAER, 77
ATV NERE L TV DHRIFIEL, ZORIIMIRINET,

CORETIE., ASA L7 T4 T b (Diameter 7 7 A 7 > b & DY — R—(ZHHBERORE
(24 =) THHIN TS LH1T) . BELUASA & Diameter H— N—RJIZFH A DIEHHE
R AN T AMLERNH Y £9, RE Diameter £ V' AXT v a v HOAREZT 407 754
Ty MEAFEIC LD 7V TLS e X v O E (25 X—Y) T3 2560 L FEERTT D,
Diameter 7 7 A 7 > haEEZ A VAR — 5RO VIZASA ETLDC %22y b7 v 7T 55
MNHL72 0 £4, ASA & Diameter B — NX—DEFHEMIIRD LB T,

s Diameter $—/3—® ID fEHE~DBAIZEH SN2 CAFEEEZ A VR — N T A 0N
HDHDOT, ASAIL, TLS N> Ry =A 7 Y —_"—D ID FEAEEZRIETE £,

«LDC b7 A bARA & FEAERLT D8R H Y £7, LDC ——D CAGEHELZ T 7 2
AN— kL. Diameter Y ——{Z4 U R— T H0E N HY £9, =7 AR— FREITKRD
LB TT, FEAEDA AR — FOFEMIZOW T, Diameter —3—D Ry 2 2 2 b &
SR TLIZEN,

FIE

AT w71 [Configuration] > [Firewall] > [Unified Communications] > [TLSProxy] % &R L £,
ATYFT2 [Add] %27V v 7 LET,
ATV T3 TLS 7’u X A& fEELET (72L& 21X diameter-tisldc-proxy) .

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |

B viemeter 1 2 RH LAV BOO—HL FAF S v HTRBICE B TS TOFLORE

AT w74 Diameter 7 74 7k EDOV— R—FHEEABROKE (24 X—) TEML TLS —3—

ToaXx  IDEAEEZBINLET, [Next] 27 U v 7 LET,

FRIDFEAEEZER L T RF i, [Managel 27 U v 7 L CGEIITTE £9, [Install TLS
Server’s Certificate] 22 U w7 L C, Diameter 7 7 A 7 FD CAGFHEEZ A VA h—9 52
EHTEET,

MEIZIN T, = "=l TE2 X2 T TAITY XL (BEEHN) &, EHAERT
NITYREDY A NS T 7T 4T TAITYREDOY R NIBITTAZ LI TERETEXE
T, R FREZEELRWES. T 74V OV AT AORSFANERASNET,

B

GE)  TAMEHBOLE, 72X Diameter 7 7 A 72 NEFETEZ 5 LHEE L TV A HEAIE. ZOF
lEZ 2% 7" LT, TLS 7R 27 ¢ ¥ = L — 3 T [Enable client authentication during

TLS Proxy handshake] % SRR CX £ 97,

AT 75 [Specify the internal Certificate Authority to sign for local dynamic certificates] Z %R L, KD F/E%

EITLET P74 VBEEOT A MIEHRLTLEEW) |

ZOFIEE, GEAEE XF—BRIEKTH DL Z L 2R LTWET, LEREHELS X —%21F

E A DO EIE, TN, X207 4 70T XLOFMEIZHEA T ZS VY,

a) O—HLNFAFIvIFERHEORF—XTORAEE, Newl 22 Vv 7 LET, (R ¥
ERARTDHINEIFAT O TRy IV ADY A REeBEETLHLERHY £T, )

b)  HLWF—XT D4R (dc-signer-key 72 &) TYLH RSAFEIEA1ER L £9°, [Generate
Now] #7 Vw27 LT, ¥F—%EKLET,
[Manage Identity Certificates] % 7 12 77K v 7 ZIZR YD £7°,

¢)  [Certificate] Zi®IR L T [Manage] 7 UV v 27 L, ASATLS 7 rXx 7 747 FHODGE
HEL L O —ZER L E T,

d)  [Manage Identity Certificates] ¥ A 7 R 7Ry 7 AT[Add| #7 U v 7 LET,

e) N7 A NKRA YV MZARTEMTET (de-server 725)

f)  [Add a new identity certificate] 2 3% L £ 7,

g)  [KeyPair] TIX, v —/v ¥ AF I v Z7iEES—HIZER L7 b O &R U F— 28R
LET,

h)  [Certificate Subnet DN] Tid, wZE7aakhl4 @itz @I L £,

FNA ZADIELITT 7 4V F T, Diameter 7 7Y r— g YTV 7 R4
THEADOEMENHDNE I hEERLET,

i) [Generate self-signed certificate] Z =R L £, T D/ T A—H |[THLHTT,

7 [Act as a local certificate authority and issue dynamic certificates to TLS Proxy] Z 3R L £ 7,
ZOFT v a itk T, ZOREMHED LDC BT £,

k)  [Add Certificate] #27 U » 7 LET,
[Manage Identity Certificates] & A 7 2 77K v 7 AR YD £7,

1) TERL L7137 OFERE 28R L, [Export] 227 U v 27 LE T,

. ENALRYRT—=IDA VARG 3y



| EXqLrybo—oDA02R Y3y
Diameter 1 2<% >3 VAGTNS# 70— FIck 5 Ts 7o+ oz [

Diameter h—/N—(ZA VAR — N TE D XV ICIEAEL =/ AR — M T HMERH Y 7,
7 7 A V4 & PEM B & F8E L. [Export Certificate] #7 U v 27 LT,

[Manage Identity Certificates] & A 7 2 77K v 7 AR YD £7,
m) GERAEZEIRLI-FE T, 0K 227V v LET,

[TLS Proxy] 7 « ¥— NIZ Y £9°, FEHIED [Certificate] 7 « —/L R TER S LTV 722
WSS, AT CEBRLET,

n) HEE) 7I7AT7 Y FIMEATE 28X T 4 7T R (e iX) &, AW
BT NI XLDY A RNNSET VT 47 TNAITY XLDOY A RMIBITTLHZ EICE-
TE#ZLET,

TLS 7' & % o 3Mb Al RE 72 B e B3 L TR W4, 7 e % % [Configuration] >
[Device Management] > [Advanced] > [SSL Settings] Dk S{LFEEIZ L > TEFZSINLIZ Y
0 — NS AL — FEEHALET, T 740 F Tk, Zu— Ui L~k
medium T9, -2F Y. NULL-SHA., DES-CBC-SHA. # X (XRC4-MD5 Z < _XTD
B FRNHEHTEET, ASATRICHERMER LD LITERRDI AL — NEHHT D
Gl oI, TLS 7'u X UNERI O 5 a2 B E L £ 7,

00 [Next]zZUvZL%ET,

AT w76 [Finish) 227 U 27 LThb, [Applyl &7V v LET,

AT w7 LDCCA FFHE% Diameter b — /X —|ZA VA R— b TE 2 L 912V E Lz, FIEIZOWTIL,
Diameter —/3—D K¥ 2 A A2 L TLZ &V, T—Z (I Base64 IETH D = LI
BLTLEES Y, == F VB E 7213 DER RN LE 2R A1, OpenSSL Y —/L
AL B2 ERTI0ERH Y 5,

RDBRY

Diameter f > A7 2 a » TTLS 7u X v EHHTEA L2122 £ L7z, AL Ry b
D=0 LV AR g DY —E AR —DORE B43—) 2BRLTLTEE N,

Diameter f VARV 3 VEADTIS A 7AO—KIZKATLS 7AXLNDETE

ASA L Diameter V—/S—[ D% v h T —27 RANELETH D EFHELTOEEAIE. ASA &
Y= R—OT =Xl LT BT —~v XA 2 X EETCEET, TLSA 7 — K%
925 &, TLS 71 (X Diameter 7 7 A 7 > b & ASA DI DE® v v 3 v &k 5{b/AE 51k
LE 9725, Diameter ' —X—TIZZ7 V7 %A MR L ET,

-

COBRETIZ, ASA LV T4 7 v NEOARAEDEHEERE ML T H2LERH Y . Ziul
DRENEBALZIINET, ROFNEEZFEITT HHIIZ, Diameter 7 7 A 72 b & DY —3—
EURORE (24 X—V) OFIEEZZETLET,

X
T

(R

pally
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FIE

ATy T

ENALFY RT—0DA ARG ay |
AVADTS A 70— FIZkZ TS TOX L DHRE

[Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] % & L £ 97,

ATv T2 [Add) 227V v 7 LET,
ATV T3 TLS 7’e X A5 ELET (72 & 21X diameter-tis-offload-proxy) .
AT 74 Diameter 7 74 7 > b & DOV —N—FHEEMROZKE (24 X—) TEIMLT TLS $—r3—

TuXx  IDFEAEEZEBINLET, [Next)] 27 U v 7 LET,

FRIDFEAEEER L T RiF X, [Managel 27 U v 7 L CGEIITTE £9, [Install TLS
Server’s Certificate] 7 U »» 2 L C, Diameter 7 74 7 RO CAGEHEEZ A VA N —LT5HZ
L TEET,

MBS T, b= N"—=MFHTEZ X270 TAIV XA BEEHR) &2, EHARERT
NITYZLEDY A NS T 7T 4T TAIY ZADY A MIBITTHZ LI CTEHRTEE
T, B iREZHELRZWEE, T 74/ OV AT LAORSHFRMEF SN ET,

2

GE) T A MABBOSEE. £7-dDiameter 7 74 72 M EIEHTE D LHEE L TWAEEIX. Z0F

Bz 2% 7 LT, TLS 7R 27 ¢ ¥ = L — 3 T [Enable client authentication during
TLS Proxy handshake] % &R fiEfr T X £,

AT 75 [Configure the proxy client to use clear text to communicate with the remote TCP client] % &R L |

Next] 27 U v 27 LET,

AT w76 [Finish) 27 U v 27 LThb, [Applyl 27V v LET,
AT w771 Diameter I"— FE TCP & TLS TIIH/2 5728, Diameter V—/X—n5H7 T A4 TV h~D F 7

T 4 o 7 LTIE, TCP AR— k% TLS A"— MZZEH#Hd 5 NAT L— L 2R ELE T,
% Diameter ' —/X—HDO AT =7 N NAT L— L ZERR L £ 7,

a) [Configuration] > [Firewall] > [NAT] Z3®R L £,
b) [Add]>[Object NAT Rule] #7 V v 27 L%,
o) AW TanT 4 EZHEELET,

*[Name] : =7 Y= 2 b4 (72 & 21E, DiameterServerA) .

«[Type] (A7 ¥ =7 FNOFE) : [Host] ZEIRL £,

* [IP Version] : i . IPv4 & 7213 IPv6,

« [IP Address] : Diameter —/3—® IP7 KL A (=& 2%, 10.100.10.10) ,

* [Add Automatic Address Translation] : Z DA 7' 3 g I TIRINL T 7EE 0,

* [Type] (NAT /L—/LD354) : [Static] 28RN L £,
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M3UA £ v 2<5 33y Ky v—yTnEE [

* [Translated Addr] : Diameter %+—/3—® IP 7 KL A, ZiLx, 7 Y=27 FOIP T F
VAL CICAY £9 (72L& 213 10.100.10.10)
d) [Advanced] 7 U > 7 L. KO [Interface] 35 £ U\ [Service] 7> a Y EFHELE T,
* [Source Interface] : Diameter % —/S—ZHfi T 51 F —7 = A A2 BIRNL £,

* [Destination Interface] : Diameter 27 7 A 7 > MI4EfET H A4V F—7 = A AZ @R L F
R

« [Protocol] : [TCP] Z3&iR L 9,
* [Real Port] : 3868 & AJJL£7, Z4UE, 77 4/ k@ Diameter TCP A — F &5 T,

* [Mapped Port] : 5868 & AJJLE7, Ziux, 7 7 #+/L k@ Diameter TLS A" — hF 5T
j—o

e) [OK]%Z7Z7 VU w27 L, [AddNetwork Object] ¥4 7 /Ry 7 AT[OK]| &b H—EI Y v
L/i—a—o

RDBERY

Diameter f ' AX7 2 a L CTILS Vax v aHFHTE2 Lo E L, AL Ry b
T—0 A AT g DY —EA R —DRTE (B43—) 2BRLTLIFEN,

M3UAA VARV RYS— Ty TODERTE

FIE

M3UA A LV AXT v ary R r— <o 7= FEHLT, A2 b a— NS T 7 & Al
FRELET, T2, 7 TARIA TN A v E—V%2 Py 7BIOL— MR TE £9,
T 7 XNV RDRA Y b a— RFEAXITUTT, OB EFEH L TCWAEAIE. AU —<v
TTCERENDEXERBELET,

KAV N a—=FRELEFA =T 7 T RTESHTRY —% @ LAWEEIE. M3UA R
Vo — <o FPERETALETIHVER AL, ~ v TR LTA VAR gV EAICTEE
T,

AT 71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [M3UA] % #4R L £,
ATV T2 RONTNPEFITLET,

c[Add] 27 UV v 7 LT, HrLvw vy 7 ZEBMLET,
vy T EWRET DT, vy T EERLUTC[E) 227V v 7 LET,
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B wuarozxovaskys—<yiomE

ATYT3 HlLuwy FOLa, Al (K40 XF) EHHEZANLET, vy T aimET 5 & &3,
EETEDLDITRHADIATY,
AT Y T8 [Parameters]| ¥ V&7V v 7 L, MBI A T a v ERELET,

«[SS7]: x>y RU—Z TS5 SSTD/NY 72k 1 ITU, ANSI, Japan, China, Z D
TalEkoT, RAVF a—FOEHREADPDRELET, 773 VERELT
M3UARY v —%EBA LKL, AU U—ZHIFRLARWVERBY AT I TEEHA, 7740
FDRY T2 M ITU T,

[Enable M3UA Application Server Process (ASP) state validation] : & 727 ') r—3 3

== Tt X (ASP) EBOWREZFATT L0 E I D, VAT AEIMUA LY V3
> D ASP ODIRHE A HERF L, MREERSRICHEKSWTASP A v —T% K v 7 LE9, ASP
DEFEIIRERFEZ BT 5 L, T _XTDOASP A v =V E S FIckEk SN E
T BEEEIRASP DAT — N Fx v V7 PMEROIE, AT — N7/ 72— )b F—/N=00
BRGE. £33 T AZNTOBENRLERGE T, 72720, &R ASP DR T —
My 27k, EEZE-FTORENEL, v— R =7 V7 FEFZ7r—FEy X b
T— RTHEITL TV DHEAEIELEHA (RFC4666 1Y) , A AT v a0, =
VRBRA L RZEIWZASP RN 1 OB D EIRE L £,

[Enforce Timeout] > [Endpoint] : M3UA = RARA > N OFEEHEREZHIFRT 57 4 KL ¥
A L7 DR (hhmmss BR) o A4 L7 0 M0 GEIE, 028 EL T EEN,
774V biE 3045 (0:30:00) T,

[Enforce Timeout] > [Session] : &% 72 ASP IREEDHER A AN L TV DA D, M3UA
Ty a EHIRTHEOOT A RV XA LT D b%&E hhmmss B THRELET, A
LT U NEFF G EIE, 05 fEL TS EEW, 7744 ME30% (0:30:000 T,
ZDXALT U NERHCTDE, R Licky v a VORIBRERIETE ET,

[Message Tag Validation] : FEE L7 A v —3 XA TORFED 7 4 —/v KONEZ L
FORGET D200 E 20, BAECTAEK LR oA v E—ViE Fa vy 73N E T, Rk
A=V ZA TSI TRRYVET, BEET 2 A v -V 2BRLET,

« FIFHC& 22V gEde—Y —E (DUPU) : =—H—/HH 7 1 —/L RAMFE L. Aoh7%
HEBLIO2—Y— a— ROLEBRFENTWILERDH D 77,

s LT —  TRTOMHET 4 —/V RBFEL, FFr SNIAEDO I E FIL TN D MEN
HVET, HEZT— AvE—VIZIE, FOTT— a—ROMET 4 —/V RREEN
TWDRENRGH D F9,

SN AT —HAZATBIOAT —=Z AERT 4 —/V FIZiE, FFr SNTAED 7703
BENRNTWDILERS Y 7,

AT w75 [Inspections] ¥ 727V w27 L. b7 7 47 OREICIESONTEIET DHEDA AT g
vEEFRLET,
a) WOVTNLEFEITLET,
*[Add] 227 U 7 LT, HrLWEEZBML £,

 EfFORYEZ IR L, [Edit) 27 Vv 7 LET,
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b) HEMEO—EH A 7L LT, [Match] (FT77 4 w71 35EHEL T 20ERH D) 21X
[NoMatch] (FT7 7 ¢ v 7 3THMEL B ZVENH D) ZBIRLET, KRIC, EEZRE
L\i‘g—o

*[ClassID] : MBUA A vt —T D7 T AL XA THRAELET, ROKIZ, i ATHE:
EERLET, TNHEDORX vy E—UDFMIZOWTIE, M3UADRFCE LN RF o £
V= arESRLTLEIN,

M3UA A vt—C HS5R Ayt—IDAAT
0 (BHA Y E—) 0~1
1 (A vtE—) 1

2 STV T F VT Xy NU—ZFE |1 ~6
A yt—)

3 (ASPHRIEA VT F o2 AvE—) [1~6

4 (ASP hT 7407 AUTF A Ay [1~4
T—3)

9 N—TFT 47 F—EHRA v —) 1~4

«[OPC]: BIERA > N a3—F, 2FV " T 74 v 7 O%REFETERALET, AL b
=1 — X zone-region-sp JEZN T, AR ATHEZ2EIL SST NY 7 MT k> TH
7m0 ET,

ITU: RA > b 22— KiE3-8-3 KD 14 £y METT, EOHPHIL,
[0-7]-[0-255]-[0-7] T,

“ANSI D RS 2 b 3 K888 B0 24 By MIETT., ORI,
[0-2551-[0-255]-[0-255] T,

«Japan : KA ¥k 23— RiE54-7 XD 16 £ METT, EOFFEIL,
[0-31]-[0-15]-[0-127] T

«China: A > h 22— RL8-8-8 D 24 £ v METY, EOEFHIL,
[0-255]-[0-255]-[0-255] T,
«[DPC] : 856 A > F a—RERELET, A1 b a— &, OPCIZHOWTHM L
TWb &Y, zoneregion-sp XTI,

* [Service Indicator] : —E A 4 LV —2FEERELET (0~15) . HHFHREZ
=R AT —ZITRO LBV T, TNLHDOT—ER AT —FDFEHIC
DN TIE, MBUARFC B XN RF 2 A hEZRLTLEEN,

0T TV T Ry NI EHA vE—
1 TFV T Ry MU= TAMBIOA VTR A=
D TFV T Ry NU—T TAMBIOA T F U R A v E—

AR E AN Z SV PEVE |
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B = rrx0 b0 10250 3009—ER Ky v—0RE

ATvT6

3 : SCCP
o4 EEF— P —f

*5 : ISDN = —#—

c6: 7 —4 a—¥— (2B LOEHBREED X v +E—)

e 7 T4 =P EFHOBEBLOF ¥ L A yE—D)
«8: MTP 7 A b —H =T THIFE A

*9: 71— K3 R ISDN . —H —f

«10 : 774 b ISDN = —H—f

<11 : PHRIE

C12:AAL XA T2 7 F VT

< 13 0 T T — IR 2 — /Ll

14— U AHIHTm han

< 15 PRIGE I

c) ZZ7AIDODO—EIZIX, Ny b Ray 7T 5037y MO L— MR Z 5 H 75 2
OWNWTNNEBRINLET, MOTXTO—HKDOT 7 aid, Xy beRey 7 LE
T, TRTO—HIZH L TRXF L T E2ARZ—TNICTEH0E I DRI TX ET,

d [OK]ZZ7 VU7 LT, AV A7 varyeBMLET, HREJSCTT oA &80 L
£7,

[M3UA Inspect Map] XA 7 0 7Ry 7 ZAD[0K] %7 U 27 LET,

M3UA A VAT g —ERA R —TCA VAT vary vy TR TE5 L9127k
D\i‘a—o

RDERY

< T EFEHTHIEODA AR a R = ERETEDL LRV E L, AL
X NI —0 A AT gD —ERARY —DHRE B42—) ZBRLTLLEE
Uy,

ENAIILLYRT—D A VARG I UDY—ER R O—DEKTE

ERA )Ry NT—TTEREINS T ha DA AT g 0%, T4V DA A~
72 a iR U—TIHEENNIR > TWRND T, ZNHDA AT ¥ g PRGBS EITH
INCTAMERHVET, TIHNL DT e =L f VAT gy R —2RET D

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY
ENANFY kT8 A VZRRY v av0d—ER Ry v—nEE [

T, INHDA VAR a e BNTEET, Tt 2T v ¥ —T7 =4 XAEEFD
RY—l, MEIELTH LW —ER R —5ERT AL TXET,

FIE

AT w71 [Configuration] > [Firewall] >[Service Policy] Z3##R L C, L—/LZB & £,

T T HN DT a—rNV R Y —EfRET DI, [Global] 7 4 /L4 @ linspection_default)
=V ERINLC, [Edit] 227 Y v 7 LET,

« BrLVvLb— L 2 ERT 5121, [Add] > [Add ServicePolicy Rule] 227 U v 7 L£9, 7+«
W — KD [Rules] — Y F TiHEHLE T,

cENAN Ry NT—T AL AR a2y —ARBBAGEE. ERITN6DA 2 AY
TarEBNTAIV— ARG LGEIE, ENEERINL, [Bdit) 227V v 7 LET,

AT w72 [Rule Actions] 7 4 #— K ~X—F 72135 # 7T, [Protocol Inspection] ¥ 7 & 3K L £ 3,
AT9T3 HEAFTORY > —5ERTIEH, ) BpdA AT var R v— vy T EERTS
TOIERATORY =% fmETHHEIE, A VAT v avET =T ML, HLA
VAR ary R v— vy THTHEA XTI LET,
a) PHET 2T TICBERENTWETF v IRy 7 A& 4712 LET : [GTP], [SCTP].
[Diameter]
b) [OK] %2 U v LET,
c) [Applyl®7 U v 7 LET,
d) ZOFNEZEMEY K LT [Protocol Inspections] % 7 2R YD 97,

ATy T4 BHOEASNA NV 2y hU—27 7 haLzRRLET : [GTP], [SCTP], [Diameter]
ATV TS Zhoo7a hard1 2L EICkt LT 7 40 RUSADA v AT v a URRERGAIE, 4
T a ORIZH B [Configurel 27 U w7 LT, LN EFEITLET,
a) 774NN 2T EERAT LN, EREa—F—RERE LA AT va R v—
Yy T EREHTONEERLET, ZORKETY Yy 72ERTE £,
b)  (Diameter D7, ) BEB{L SN 7= A v — O Diameter 4 > AT ¥ g VEHNTT HIT
I%. [Enable Encrypted Traffic Inspection] Z %4 L, & S5{LIZMEH 325 TLS 71 % 2 4 3341
LET,

2

(G¥)  Diameterf > A7 g VHADTLS 7’1 £ # T L. Diameter ' —/3— T 7 ¢ v 7 [T NAT
R—b DFA VT v a vl Licas (& 2, A— b 5868 705 3868 (ITH—/3— 1 F
TUwIHEVEA LY FTARE) X, FYe—z, FFERANAVE—T oA ZADIHTA
VAR g v ERELET, MWLV —T oA A AT g o EEAT 5 L. NATed
Diameter N7 7 4 v ZIFIA VAR g o EANANZALET,

c) [SelectInspect Map] #4700/ Ry 7 AD[OK] =7V w7 LET,
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B rows7roosvs1ozRsvavomE

AT F6 [OK] £721% [Finish] #2 Vv 7 LT, $—E R HYU v— L—LafilE LET,

— » ~ = =
RADIUS 7Hh O VT A0 AVARD I UVDERTE
RADIUS T H U T 4 v T A VAT L a 03T 7 4V hTldA X —T N> TWVWERA,
RADIUS 7D T 4T A VAR g URRBERBESITREL T EE N,

FIE

ATV T1 RADIUS 7T H I T 4 v T A v AR gy RY— <y FOHRE 36 2—)
AT T2 RADIUS THDI VT 4 v T ALV AT g DY —E R R —0ikE (373—=) .

RADUS 7HO VT AT A VARGV R — 7‘/700)'“‘""'

BB BMEERETARADIUS TH I T A v T A VAT gy R — <y %
ERE L £,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] >[I nspect Maps] > [RADIUS Accounting] % 2R L £,
ATV T2 KOWTINEFETLET,

c[Add] %7 UV » 27 LT, HrLnvwy 7 ZEMLET,

ey FEBBINLCEdi) 27 Y v 7 LET,

AT T3 HL~y 7TOHE, 4R1 (K40 30F) EHHEANDLET, ~ v 7 2mET D & XX
BETEDHDI| ﬁ%@&fﬁo

AT v 74 [Host Parameters] ¥ 7% 7 U » 7 L, 4% RADIUS #—/N—F72{X GGSN O IP 7 K L 2 & 3B/
LET,

ASADA v —VHFATEDLL Y| TR THEX—EEZDLENTEET, =00
G IPT RLVRIETRF =y 7 SET, ASAIL, ZNHDARA RNHRADIUST A Y T
VT A= ar’—%%E LET,

AT F5 [Other Parameters] ¥ 7% 7 Vw7 L, %ERAT v a EFELET,

* [Send responses to the originator of the RADIUS accounting message] : /N7 —% ESMTP H—
N=NOS AT T HNE I IPERELET,

* [Enforce user timeout] : L —W—DT A KV XA LT U NEFEITTHENE I, £, #
ALT Y MEZRELET, 7740 ML TY,
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* [Enable detection of GPRS accounting] : GPRS i@ E|FE R DREL LT T2 E I E L E
T, BB XU PDP 2T XA N EHEUNCAELT 5728, ASA X, Accounting-Request
Stop ¥ & U Disconnect A vt —3? 3GPP VSA26-10415 J@tta F = v 7 LET, ZOEME
PAAET DA, ASAIE, REA LV H —T =2 A ADa—F—IP T KL AL —#T2 >V —
AP ZFF O X TORm 2 YT L £,

* [Validate Attribute] : Accounting-Request Start A > & — Y 22535, =2—WF—T o

DT =T NN EAERT DG AT B, b ORI, ASA DM A Bk
HINE D DERET DHEIENL B E T,
RRET DB MBMEAFRE L2 WAL, FramedIP 7 RLRABEMHED IP 7 R L ADHIZHS
WCIRESNET, BIMEMLEZRE L. ASANRBEEH SN TWAET RLRAEETeN,
DOMMOIRRET D BN R DT T T 4 VTR A v E—VEZETHE. HWENEE
FEA L CRET 2T _RCOERIL. IPT FLARE LWa—F —ICHE D Y TEnzL v
IHMHET, UrSnET,

EOFMIZ1~191 T, ZOa~vy NIEERIANTEET, BHEEZBI UGB O Y X
MZDUWNTIE, http://www.iana.org/assignments/radius-types & 2/ L T< 72 &0,

ATy 76 [OK] 227V vr7 LET,
AT, RADIUS T O T AV T AVARIT g DY —E AR —T, f VAT g
vy T EREHRATEET,

RADIUS 7H O T AT AVARGL I VDY —ER KR O—DHETE
TN IDA L ART g R —TiE, RADIUST AU LT AT AUV ART g
I X—T W ENTRWTED, ZORENLELRGAEITA 2—7 M2 LET, RADIUST B
TUT AT A VAR g NEASAD NT T 4 v 7 AICHERENETOT, EHEL—LT
1272 BHA AR gy — e LTEELTLEFEN,

FIE

AT w71 [Configuration] > [Firewall] >[Service Policy] Z3#R L C, L—/LZB& £,

o H LW L— L2 A{ERT D 121E, [Add] > [Add Management Service Policy Rule] #2 U v 7 L
£, U 4P — KD [Rules] X1—VF THEAET,

*RADIUS T T 4T AV AT gy )b—VEIL, RADIUS T OO T 47
AL ARYT v a v EBNTIEBL—ANHL551E, TN ERIRL T, [Edit) 227 U v
27 L. [Rule Actions] # 7% 27 U v 27 LET,

ATv72 EHPORY —2ZEHS 2120 BEHPORY —%fHE L THOA AR g R

=y FEREATAIZIE. RADIUSTH T VT A v T A VAR S a BN LTI,
HLWA 2T gy R — =y TOLBTTHEA R—7 /I L TLEE N,
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B =xrrrvro—s1ozx0vav0Ez8y0y

a) RADIUS 7 Hh U7 47 < v 7|2 [None] &I L £,
b) [OK]#7 Vv LET,

c) [Applyl %7 U w27 LET,

d) ZOFNEZEZHY K L T [Protocol Inspections] % 7 IZR Y £,

AT w73 HHO [RADIUS Accounting Map] Z 3R L 7, ZORE T~ v 7 E2ERTE 9, Mo
WTIE, RADIUS 7TAH I VT A4 v T A AT ary R v— <y FTORE (362—)
EHBLTLEEN,

RATw T4 [OK] £721F [Finish] 227V v 7 L TR VAL b =R KRY — L—LEREGFELET,

ENAILRZYRT—D A ARG I UODEZARYY Y

TITHEH BN Ry NI =T A AR g o FHEE ) T AHFEICONTEHBAL

o

GTP A VARG I VDE=ZHRY Y

GIP 27 4 X a2 b— g rEF AT HIZIE, R EXEC & — K C show service-policy inspect
gtp A~V REANLET, a~vr FE AT 25I2iE, [Tools] > [Command Line Interface] %
BERL £,

show service-policy inspect gtp statistics =2~ > RZfEH LT, GTP A > A7 ¥ = » O#FHE
WEFRRLET, WRICY I ERLET,

firewall (config) # show service-policy inspect gtp statistics
GPRS GTP Statistics:

version not support 0 msg_too_short 0
unknown_msg 0 unexpected sig msg 0
unexpected data msg 0 ie duplicated 0
mandatory ie missing 0 mandatory ie incorrect 0
optional ie incorrect 0 ie_unknown 0
ie out of order 0 ie unexpected 0
total forwarded 67 total dropped 1
signalling msg dropped 1 data msg_dropped 0
signalling msg forwarded 67 data msg forwarded 0
total created pdp 33 total deleted pdp 32
total created pdpmcb 31 total deleted pdpmcb 30
total dup sig mcbinfo 0 total dup data mcbinfo 0
no_new_sgw_sig mcbinfo 0 no_new_sgw_data mcbinfo 0
pdp_non_existent 1

show service-policy inspect gtp statisticsip_address =~ > RIZIP 7 RLA&Z AT 5 L, FFE
D GTP = KRR A & N O#EHER ARG TE T,

firewall (config)# show service-policy inspect gtp statistics 10.9.9.9
1 in use, 1 most used, timeout 0:30:00
GTP GSN Statistics for 10.9.9.9, Idle 0:00:34, restart counter 0

Tunnels Active 0
Tunnels Created 1
Tunnels Destroyed 0
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Total Messages Received 1

Signalling Messages Data Messages
total received 1 0
dropped 0 0
forwarded 1 0

show service-policy inspect gtp pdp-context =~ > RZ{H LT, PDP =7 % 2 MIPHT 51
WEFRLET, GTPV2 DG, ZHIERT 77— 27X A M T, RICFIZRLET,

ciscoasa(config)# show service-policy inspect gtp pdp-context
4 in use, 5 most used

Version vl, TID 050542012151705€f,
SGSN Addr 10.0.203.22,

MS Addr 2005:a00::250:56ff:fe96:eec,
Idle 0:52:01, Timeout 3:00:00, APN ssenocauthl4é6

Version v2,
SGW Addr 10.0

TID
.203

0505420121517056, MS Addr 100.100.100.102,
.24, Idle 0:00:05, Timeout 3:00:00, APN ssenocauthl4é6
Version v2,

SGW Addr 10.0

TID
.203

0505420121517057, MS Addr 100.100.100.103,
.25, Idle 0:00:04, Timeout 3:00:00, APN ssenocauthl4é6
Version v2,

SGW Addr 10.0

TID
.203

0505420121517055, MS Addr 100.100.100.101,
.23, Idle 0:00:06, Timeout 3:00:00, APN ssenocauthl4é6
ciscoasa(config) # show service-policy inspect gtp pdp-context detail

1 in use, 1 most used

Version vl, TID 050542012151705f,
SGSN Addr 10.0.203.22,

MS Addr 2005:a00::250:56ff:fe9%6:eec,
Idle 0:06:14, Timeout 3:00:00, APN ssenocauthl46

user name (IMSI): 50502410121507 MS address: 2005:a00::250:56ff:fe9%6:ecec

nsapi: 5

primary pdp: Y
sgsn_addr signal:
ggsn_addr signal:

10.0.203.22
10.0.202.22

linked nsapi: 5
sgsn is Remote
sgsn_addr data:
ggsn_addr data:

10.0.203.22
10.0.202.22

sgsn control teid: 0x00000001 sgsn data teid: 0x000003e8
ggsn control teid: 0x000£4240 ggsn data teid: 0x001e8480
signal sequence: 18 state: Ready

PDP £ /2137 T — 225 % Z hE, IMSI & NSAPL (GTPv0-1) F7-1XIMSI & EBI (GTPv2)
DIEDOMBEDLETHDH o F/VID (TID) IZL > TilkBl&EnE9, GTP b xLix, #hz
AUBIE O GSN £721% SGW/PGW / — RiZH D, 2 2OFHET 52T F XA MIELoTEHRS
. P IDICE> TEBMENET, GTP hrrxuld, Ay b T —4 3y hT—7
EENRAN YT RAT T AN (MS) 2—H—L DT v EERET HHEICTHNETT,

SCTPDE=A2Y VYT

Woa~<wy ReEMHLT, SCTP =4 —T& %3, 2~ K2 AT 52, [Tools] >
[Command Line Interface] %R L £ 7,

* show service-policy inspect sctp

SCTP A > A v a » OfeHEWM A2 Fom LE 3, sctp-drop-override 77 7 > ¥ (X, PPID 7%
Fey 777 oa  Al—8T 27NN UE T2, N7y MIEPPID BN ER 57— 4
DIPTZEDREENTWZOTR Ty MEIRey 7IftEdE A, RICHEZRLET,
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ciscoasa# show service-policy inspect sctp
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: sctp sctp, packet 153302, lock fail 0, drop 20665, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0, sctp-drop-override 4910
Match ppid 30 35
rate-limit 1000 kbps, chunk 2354, dropped 10, bytes 21408, dropped-bytes
958
Match: ppid 40
drop, chunk 5849
Match: ppid 55
log, chunk 9546

» show sctp [detail]
HIED SCTP Cookie BN T Vo —va v aFRLET, SCIP T Vo —v 3 |l
T HEAERE FRT A2, detail F—TU— RZEBMLET, Bl 2—120F, ~LF
F—=0 7, BEOA N =LA, BT T 7 A NEERICETERbERSNE
ﬁ—o

ciscoasa# show sctp

AssocID: 7ladebl5

Local: 192.168.107.12/50001 (ESTABLISHED)

Remote: 192.168.108.122/2905 (ESTABLISHED)

Secondary Conn List:
192.168.108.12(192.168.108.12) :2905 to 192.168.107.122(192.168.107.122) :50001
192.168.107.122(192.168.107.122) :50001 to 192.168.108.12(192.168.108.12):2905
192.168.108.122(192.168.108.122) :2905 to 192.168.107.122(192.168.107.122) :50001

192.168.107.122(192.168.107.122) :50001 to 192.168.108.122(192.168.108.122) :2905
192.168.108.12(192.168.108.12) :2905 to 192.168.107.12(192.168.107.12) :50001
192.168.107.12(192.168.107.12) : 50001 to 192.168.108.12(192.168.108.12) :2905
« show conn protocol sctp
BILED SCTP #&ft i PIT DA #R L £ T,
« show local-host [connection sctp start[-end]]

A HF—=Tx2AA AT LT, ASAZREH U CSCTPRERI AT O R A T A ME R R L
F7, FEOEE T ITHFIPH O SCTP Hafie & Fi- DR A F DA% KR T HITIX, connection sctp
F—U—RFEBIMLET,

« show traffic

sysopt traffic detailed-statistics =~ > FEZHNZ L TWDGAIE, A1 v —T = A AT L
D SCTP it & A AT ¥ a v OMFHERAF RSN ET,
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Diameter DE=%1) >4 .

Diameter D E=4%2 1) >4

WDa~< & LT, Diameter =% —T& %7, a~v> N& AT 5HI2iE, [Tools] >
[Command Line Interface] % E4R L £,

» show service-policy inspect diameter

Diameter { > A7 ¥ a VOfteHEREFR R LET, WIHZRLET,

ciscoasa# show service-policy inspect diameter
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: Diameter Diameter map, packet 0, lock fail 0, drop 0, -drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0
Class-map: log_app
Log: 5849
Class-map: block ip
drop-connection: 2

» show diameter

£ Diameter i D AT — X AMEREF R LET, RIHZEZRLET,

ciscoasa# show diameter
Total active diameter sessions: 5
Session 3638

ref count: 1 val = .; 1096298391; 2461;
Protocol : diameter Context id : 0
From inside:211.1.1.10/45169 to outside:212.1.1.10/3868

« show conn detail
HpilEH A2 R~ LE T, Diameter 5. Q 77 7 &#FHL T~—72 S ET,
* show tls-proxy

TLS 7' % I % Diameter f + A-X7 v a » CHEHATLIHAIL. 070X INETH1ER
NERINET,

M3UADDE=421) Y

WDa<wy REFEHLT, M3UAZE=4#—TZ%73, a~v> N2 ANTHITiL, [Tools] >
[Command Line Interface] ##4R L £7,

« show service-policy inspect m3ua drops
M3UA A VAT v a kT 5D ey 7OEHERZ R R LET,
« show service-policy inspect m3ua endpoint [IP_address]

M3UA = RRA » FOWEBEREERLET, TV RRA U FDIPT FLAZIEEL
T, BFFEDZ Y RRA v MIBTAEREERTEES, "M TAM TV T 4 720137
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ENALRY bT=ODA VAR Y3y |

T AEENTZ T AT LTI, #EHERITZ=y P&t s, 2=y MHATRHRE S
NEEA, RIZHIZRLET,

ciscoasa# sh service-policy inspect m3ua endpoint
M3UA Endpoint Statistics for 10.0.0.100, Idle : 0:00:06 :

Forwarded Dropped Total Received
All Messages 21 5 26
DATA Messages 9 5 14
M3UA Endpoint Statistics for 10.0.0.110, Idle : 0:00:06 :
Forwarded Dropped Total Received
All Messages 21 8 29
DATA Messages 9 8 17

show service-policy inspect m3ua session

W T 7 r—va == 7 mkt X (ASP) REOMREZ AT DH L. M3UA
o va NIETAEFERSARRSNET, FRICIE, RECT Y=y a2 ID, by
arvinvIINELRETVNTNORBETH L0, £le, 7T AZOHEITT TS
F—F—tviari RN s T oy arOnTRThHALNEGENET, 3oL
D=y hEFF27 FAXTIE, 2=y bRT TAENBRITTHRITE > TRDHE .
WA I T Py ia U RRRINDTEDRDVET, ZNHDOHWE Y a3 UiF,
vy al BALT Y REEDIZL T RITIUX, A4 L7 U MFICHIBRSIVE T,
Ciscoasa# show service-policy inspect m3ua session
0 in use, 0 most used
Flags: o - cluster owner session, b - cluster backup session

d - double exchange , s - single exchange

AssocID: cfc59fbe in Down state, 1dle:0:00:05, timeout:0:01:00, bd
AssocID: dac2el23 in Active state, 1dle:0:00:18, timeout:0:01:00, os

show service-policy inspect m3uatable
WEN—NEG T A A LMIUAA VAN v ay T—T NV EFRRLET,
show conn detail

Pt e £RLET, M3UABERLX, v 7972 L CT~v—2 & E7,
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ERALFy rI—0 422202 300BE [

ENAILRY TP A VARG 3 VDER

HaE

Y

Yy—2

HAETRER

GTPV2 A LV ART 23 & GTPvO/1 A > AR
v a v DlE

9.5(1)

GTP A VAT 2 3 VL GTPV2 AU TX 5 L H T
NE L, £2. TXTOAR—=T 3 VOGTP A ALY
g TIPV6 7 RUARYR—FEND L2 EL
.

GTPvl B LU GTPV2 IZ—E T HflBlD A v &— ID %
HETE S L 912, [GTPInspect Map] > [Inspections] #
AT TRy 7 ANELIIE L2, [General] /X7 A —
% X 7C, [GSN] # A 57 7 K3 [Endpoint] % A LT 7
MZ72 £ L7z,

SCTP A VAT g

9.5(2)

~NAfue—FK7a hariD (PPID) ([ZESWTT 7 v a
YEREAT L, TV = a v EA AR
< = % Stream Control Transmission Protocol (SCTP) K
T4y ZICHHATEDLEDIZRD E LT,

OB SNEINE 72 I1TEE S fvE L7z, [Configuration] >
[Firewall] > [Objects] > [Inspect Maps] > [SCTP].
[Configuration] > [Firewall] > [Service Policy] iBN/fwE
v ¢ % — F® [RuleActions] > [Protocol I nspection] % ~7',

Diameter { >~ AXJ g

9.5(2)

T — g VEA AT g > % Diameter T
T4 ZICHEHATEL LR, TV = a v
ID, 2~vr Ra—F, BIXOEMEE~RT (AVP) O~ ¢
NEY TSN TCT 7 v avra#EfTEs Lok
nE L,

IROBHEAEINE L IFEL SVE L7, [Configuration] >
[Firewall] > [Objects] > [Inspect M aps] > [Diameter] 35 &

" [Diameter AVP], [Configuration] > [Firewall] >[Service
Policy] 1B N/#REE ™~ + ¥ — K@ [Rule Actions] > [Protocol
Inspection] % 7,

Diameter A > A7 2 g Dk E

9.6(1)

TCP/TLS 5 7 4 v 7 [0 Diameter Z a8 L, B 70~
o ha VT =y 7 B L, 7T AKX ET— R TSCTP
E® Diameter ZHETE D L1270 F L1,

WOBEHE BN E - ITEE S uE L7, [Configuration] >
[Firewall] > [Objects] > [Inspect M aps| > [Diameter].
[Configuration] > [Firewall] > [Service Policy] @ [add/edit]
v ¢ ¥— R o [RuleActions] > [Protocol I nspection] # 7',
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ERAL Y RT=IDA AR vay |

HEES J1)—x BERETEHR

75 AK F— RTOHSCTP A5 — R~ 7L A |9.6(1) SCTPAT— NI ALV ART I a vy DT FAE T— R

VAR g TEIET AL FELE, /2, 7T AXZE—RT
SCTP AT — "IN A LV ART g9 WA NAERET
HZEHLTEET,
BMEZREFET I N-EHIZH D T A,

MTP3 User Adaptation (M3UA) A > A7 [9.6(2) M3UA N T 7 4 v 7 ERETEL LIV ELRE, £

va s,

7. ™A R a—F, $y—bER AT —% BILOY
A=V DI TR TIHESNCTT /¥ a kil
MATELE21TRVELT,
WOX—UPNEMEIFERINE L
[Configuration] > [Firewall] > [Objects] > [Inspection
Maps] > [M3UA], —t 2 KU v — L—L DAL
[Rule Action] > [Protocol I nspection] % =7,

SCTP v /VTF A MY —=I T OW~FKZ LV
TR TN, BIORTITTA T —a 0D
PR— b, SCTP = RiRA > MM D 1P
7 RUVANERE S 72 SCTP v /L F R —3
T OV R— b,

9.7(1)

ZDOVATF AL, SCTP /L F A N —3 > F Ol ~%
Z. VTRV TN, BEXOT I T A T—varbms
IZHAR—RFLTEBY, ZHNIZEYSCTP N7 7 4 v 7iZ
%9 % Diameter 38 X U M3UA A AT > 5 VOAFLR
MERRBEENTVET, ZOVAT AT, Fo RERA
v MZBEEDOIPT RUADRFRE Sz SCTP v /LT K —
U7 HYAR—FLTWET, vATEHR—I 7T,
THTY T RUARZKERE VR — L E T AT N3
KDOT, ®WT VT RVRZFAITHI2DDOT 7R
N— N a—PF—NHRET HLETH Y FH A, SCTP
TV RRA > ME, ENEN3DDIPT R L AZHIFRS
DULBENHY FT,

ZEH X 7= ASDM HEHEILH V FH A,

M3UA A V' ART v g » DUE,

9.7(1)

M3UAA v AT g id, ATF—h 77 x=—)LF—
N— BT TAZY T B AVTFHR—I T
EYR—FTDHE90CR0VELE, £, 77V r—
vay Y—n—TFrat R (ASP) DIREEDEE e MRFE
R, SFESFERAE—VORELERETE LT, ASP
RIED BB I EEIL, AT — h 7V 7 = — LA —s3— L
7 TAEZY U TIIETT,

WOMEHAEE ILE Lz, [Configuration] >[Firewall] >
[Objects] > [Inspection Maps] > [M3UA] [Add/Edit] % A1 7
ary Ry T A,
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ISR DI OUDEY I |

HaE

iy

)1)—2R

HAETRR

TLS 7 m % ¥ $— 3—@ SSL I 5 A A — |
DREHAH— |

9.8(1)

ASA N TLS 7 ¥ Hh—n"—L LTEEL TV D5HEE
(T, SSLIF S AA — hZRETE DL IRV ELL,
LRI, [Configuration] > [Device Management] >
[Advanced] > [SSL Settings] > [Encryption] ~~— " TASA
DT a—rS)VEREDHINAIRET LTz,

WOEENER SUE Lz, [Configuration] > [Firewall] >
[Unified Communications] > [TLSProxy]. BI/iREZ A
7w A7 A [Server Configuration] ~—=37,

MSISDN B L V&ERE— RKDOT7 4 &2 Y
T, TrFI A, BLR2—W— T —
T4 T IREICKT D GTP A VAT T a
> DFEREIETR,

9.10(1)

ENAN AT = a VEBEY T R T A NEEEEE
(MSISDN) F7-13®IRE— FIZHESWTPDP =2 T %
A RNDOERA v —T% Ky 795X HICGTPA v A
RI v a v ERETCEDLOECRVELE, £, TV
FVT A La—F— AT =T 7R FETEF
ERS

[%%E (Configuration) |>[Z 74 74—l
(Firewall) [>[#7> %9 k (Objects) >[4 VARY
L3> <7 (Inspection Maps) ]>[GTP] > [:BN/#RE
(Add/Edit) | ¥4 TRy 7 AEERELE LR,

GTPvl U U —Z 10.12 DK — K

9.12(1)

VAT ATGTIPYI VU —R2 1012030 R— &b k)
W0 E Lz, VX, VU —R261 03 KR—F3IhT
WE L7z, HLWaR— h Tk, 2540 GTPvl A vt —
UE XV 66 HEOERERZORBFHE N BEMES N TNET,

oI, BEOEELH Y 9, RHZEA v E—TID
B IND L0 E L, Daid, RBARRA
=iy a3, v iliEsncnE L,

BEIMFEZEFEAEINZEHEIEEH Y A,

ENANVIRKROSGFTOu X7 (GTPA A
RXR7ay),

9.13(1)

GTP A VAT v a VERETDHE, BEAINVEREDY)
MOYAT & ZNLEDY T OAEE 21 JIZ5ek T £
T BTOERZBHT 5L, RiEhka—I > 75k%E
AT D DITRNEOGE R H D £,

WOBE R AEHE S U Lz, [Configuration] > [Firewall] >
[Objects] > [Inspect Maps] > [GTP],

GTPV2 B L OYGTPvl U U — A 15 397K — b
SNTWVWET,

9.13(1)

2 AT 5T GTPV23GPP29.274VIS5.0 Y- R— h&h b
X 912720 £ L=, GTPvl ¥4, 3GPP 29.060 V15.2.0
EFTHR—FLTVWES, HrLWYAR—FTIE, 240
A=V B IO HFOFRESREORFHIBEINMENT
WET,

BMEZFEFSNZEENTID D T8 A,
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)1)—2R

HAETRER

GTP A VAT v 3 TRuay7En5IMSI|9.16(1)
TVT 4y I AARET HHERE T,

GTP A > A7 3 U Cl&, #F7 5 Mobile Country
Code/Mobile Network Code (MCC/MNC) O#AEHE %
AT AT, IMSL LT 4 TR T 4B Y
ERETEET, Fa v 7925 MCCMNC OGO
WXL TIMSI 7 4 V2 ) T HFTTELH LD
L, Zhicky, EFELLABRWVHAGDEZ Y X |
LT, T 740 FTHOT X TOMAG LY ZFFAT
HZENTEET,
ROBEHNETSINELEZ : GTPA VAT g~y
7°® [IMSI Prefix Filtering] # 7'(Z [Drop] 47" 3 > 3B
mainE Lz,
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