EXRA A —y b 7AMIILDA R
RNy

IITE, BARA A=y N TR harDT SV =y ay A AR Vg VIOV
BLET, BEDO7a haViclLTA v AR v a VEERTAMLENG LR, BIOI
VARV a v EERTASKRN R FIECOWTE, 7Y A~ ary LAY S han A
VAR va rOEESZRL T IEI N,

*DCERPC A V' A7 gy (2°3—Y)

*DNS A v AT gy (5§3—)

oFTP A VAR vay (9X—)

sHTTP A > A7 v a v (15 X—)

s ICMP A AT 3y (20 %—Y)

s ICMP =T — A VAT gy (21 =)

CILS A VAT gy (21 =)

A UAR U AT A AR gy (22 8—)

IPA T g AR gy (24 8—)

e IPsec XA AL — 4 L ART g (26 %—)

o IPV6 A VAR gy (28 X—)

* NetBIOS A > A7 gy (30 2—Y)

«PPTP A V' A7 a3y (31 <—Y)

RSH A v AT gy (323—2)

« SMTP 35 L UWEIE SMTP A AT g2 (32 8—Y)

*SNMP A AT g (37T—7)

* SQL*Net A ' A7 a3 (38 ~—)

e SunRPC A V' AT v g (38 =)

«TFTP A VAT T g (40 X—7)

¢« XDMCP A v A7 v a s (41 =)

¢« VXLAN A VAT gy (41 _—2)

e AWM v Z—%y N Fa ha A4 AT g DR (42 2—)
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BERAVA—Fy F FArILDA VAR VA |
B ocerrc i xxvLay

DCERPC f AR 3>

T I FINV DA LAY g KR —"TiX, DCERPC A VAT v g URA F—T I E
NTWeWd, ZOBRENRLERGEIFAX—TMILET, 774V DT v —r3L A
AR gy R —ZfRET ST, DCERPC A 2~ g v ABINTE XY, £
I, R FA =T 2 A AFFORY —72 8, LEIISELTH LW —ERARY o—%
BBz &b TEET,

WDIETIE, DCERPC A > AT gy AW THB LET,

DCERPC D&

DCERPC (Z£-5< Microsoft ) £— F 71—+ 22—/ (MSRPC) !X, Microsoft /37
ATV FPBELIO—AR"—=T 7Y =T arTEAL{EHSNTWS e haLrThy, Y7 |
=T IIAT IR ==t ST LY E— FTHEITTEALIITLET,

B, Zo7a haloE T, 7747 v R TRERAR— NESTEREZ T AND
Y RFRA U R yR— )= N—T MERT—ERIZONWTHE AT I v ZIZEHD Y TS
N3y hU—JEREBWEDEET, RIZ, 74T ME, y—ERAZHEH_ LTS
Y= R—=DA L AB L ANDE I F VY Ty 7 LET, EX2 VT4 T 7747
VAL, WYIRAR— b EBER Y NI =T T KL A~OB A F ) a7 L, MBI T
TNAT Z@EH L £,

DCERPC A VA7 v a v =V d, EPM & U =)V ) U TCPAR— 135 LDV T4 T
NeDMORAT 47 TCPHEREEHRELET, 7747 NHICEPM O~ v B 7 vy s
Ty TR R—= b ENTWET, 74T e —n"—F, EOeXaVT 4V —lbho
THENENERA, HOIAENEZF—R—DIPT FL 2 ER— FEFIL, EPMOSHDIGE R v
YU TZITRY ET, 77472 FNEPM D HIREIN - —/"—D R — MIXF L THEED
B e R D FREMENHH DT, EUAR—ADEEEATEX, 2—F—RZDOXA LTV N
RETEDLLIICRSoTVET,

DCE A v A7 v a %, ROPWH—E#@HF (UUID) & Ayte—Y % R—FLET,
eV FARA Y F~ys3— (EPM) UUID, T XTHEPM A vt =V R Y R—FSNET,
* ISystemMapper UUID (FE EPM) , AR — hSNDH A vt— XA 73RO LB TT,
« RemoteCreatelnstance opnum4

* RemoteGetClassObject opnum3

» OxidResolver UUID (FEEPM) , R — FENB XA v =KD ERBY TY,

* ServerAlive2 opnum5

cIP7 FLAFEZEIFR— MEREEERVMEEDOA vE—Y (INHD A vE—VTIIHRAE
DOERIRNT=D)

B ExA 58—y b TFORANDAI YRR VY
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DCERPC £ w2 <45 L3> Ky v— vy TnEE [

DCERPC f VARG 3 RYS— Ty TDHRTE

DCERPC A > A7 2 a »DBMD/RT A —Z BEET HI121E, DCERPC A VA7 g v
RV — =R ER LET, fER LA v AT a3y R Y — < 7%, DCERPC A >
AR g v EAF—TNMCTALEATXET,

N7 74y O—BHEELERTHEEIT, VIR TEERT D0, FEFAR) —~<
FZmatch A7 — M AV NEEBEGDDIZLNTEET, /7Ry TE2ERTHZEE, A
VAR ary RV = vy TNTHEHSE NI 74 v VBREEZERTDHZEOENL, 7T A
vy T EFERATEL8TT, RIZ, A AT v ay R v— <y 7OFIRIZOW TR
LCWETH, 77 A~y 7 THANER N 7 4 v 7 OO W THHALET, 7
T A~ v P EVERT 5121, [Configuration] > [Firewall] > [Objects] > [ClassM aps] > [DCERPC]
DNEIZEIR L F 5,

@)

EXr UTFTHBATLIFIRIMA T, Y= KU —OERPIZA AT v a v <y TERE
TEET., v v 7ORNFE, MERGIEICERLSFE LT,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DCERPC] %i#{R L £,
RT9 T2 ROWTNNEFRITLET,
*[Add] 227V v 7 LT, HrL=y 7 ZBMLET,
cHNEEETTHY Yy TEBRLET, EX2 VT 4 LR EELETLZI LG,

[Customize] %7 U v 7 LT~y 7 amETHI L HTEET, ZORDFIATIE, v > 7
EHNASA XETITLENT A0 E LET,

RT9T3 HLW~ Yy TOGE ARl (RK40 T EHAZANLET, v~ v 72 RET D & X1,
EHETELDOIEIHOALTT,

AT 74 [DCERPC Inspect Map] %A 7 &2 778 v 7/ A D [Security Level] Dt = —"T, #HLT 5
BTD LV E R L ET,

Ty b LS OWNT AR ES L —ETB5E, U ETKTTT, [OK]ZZ7 U7 L,
HBYOFIEEZ LT L, DCERPC A > A7 ¥ g DY —E X RY o— )b— LT v FE2FHH
LET,

RIEL EBIZHAZ A XT HRERHDHHEE, [Details] 227 U v 7 L, FlAzkT £,

@)

n

A==

X BN —

I

al

B>k [UUID Filtering] R % &, ZOFHEOZE-THHINDLIA vE—Y T4 VZ Y T EHRET
b5va— by bTT,
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B ocerrc L xxv ALKy — <y ToRE

ATy TS BBERF T g BRELET,

ATvT6

ATy 17

* [Pinhole Timeout] : B> R—/L XA AT U MR ELET, 7747 MBMERT 29—
N—EFHRIL, EEOE DT RARA LV R o= bIRENDIGERD LD, XA A
T MEIZZ FGAT L OTF Y r— g VEBEAZER L THRELET, &L, 0:.0:1
~ 1193:0:0 T,

* [Enforce endpoint-mapper service] : ¥ —E XD N T 7 1 v 7T BRI ND K. N
By

TATRHIZ Y RRA U b vy /= =R ZFTTOMNE I PRELET,

* [Enable endpoint-mapper service lookup] : = R4 > kv v X—Hh—ERDNL v T T v 7
BEZA X =T NMZT MM EIDRELET, Y—E ANV I T v TDIA LT U NbiH
MTEET, ZA LTV FERELRWGEIE, BErR—L A L7 7 RS E
j—o

(&) [Inspections] # 7% 27 U w27 LT, FFEDXA T DA = IR LTHFITTHT 7
varEERLET,
DCERPC 77 7 A = v FIZHSNT, FllFA v AT vary v T T HrEERKETH 2
LIZE-T, FREFZEOWAET, N 774 v 7 O—BHELERTEET,
a) MOVWTNMNEFEITLET,

c[Add] 27 U » 27 LT, HLWEEZBNMLET,

« BEFOREMEZEIR L, [Edit] %27V v 7 LET,

b) [Single Match] Z %4 L THAELEHEFR T 572>, F£721% [Multiple Match] %8R L THHUE
ZE#FHTHDCERPC 7 7 A ~ v T HEINLET,

c) MR I TERLEGEII, KO A7 L LT [Match] (T 7 4 v 7 3HHEL
—HTHMENRDH D) F7X[NoMatch] (FT7 7 4 v VXML B0 ERNH D) &R
WLES, KIZ, LT D UUID 2R L E7,

« ms-rpc-epm : Microsoft RPC EPM A vt — Y Z#MAE L £,
« ms-rpc-isystemactivator : ISystemMapper A v & — ZBA L £,

« ms-rpc-oxidresolver : OxidResolver A v ¥ —Y ZMBAE L £,

d #piz )ty b9 50, OTICERET I RRLET, #ixz )by FT2 2 LaER
LIea, nX 72t 5286 TEET, iz by b425&, "7y RAR
2y &, AL, Y==K iE s T AT MITCP Y kY FAEESNE
RS

e) [OK]ZZ7VUy7 LT, AR¥ELZBINLET, LB TR 2#@0iRLET,

[OK1 %27 U v 7 LET,
N T, DCERPC A v AR > a DY —ERARY > —T, AV AT vary vy TEHEH
T&EET,
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ons (v zxxsvay [

RDBERY

< T EEHAT DDA AN g R —2RETELLHICRVELE, 77U
—ar A IR FaL AL AR a Ly DHRTE SR L T I,

. o N LS
DNS A AR 3y
DNSA VAT 2 g AT 7 4L b TA R —T N> TWET, 57 4/0 MESAO LB,

BERPEAICOBRRETHVLERHVET, ZZ2TlE. DNST7TFU r—sa A VAT g
NZOWTHALET,

DNS 1 VAR 3>DTIHIL bk

DNS A VAT g 0%, RO X H 72 preset dns map A AT gy 7T A~y T EEH
LT, T74NFTAR—=TNITIR>TVET,

ey KDNS A v E—URIE, 51234 N CT9,
« DNS over TCP A > A7 3 3 35T,

e RKZTIAT L EDNS Avbt—VEIT, VY—R La—RZ—#HT5 X9 I CHBICR
EINFET,

¢ DNS H'— RiFA 2—T7IZ72 0 . ASAIZ X > TDNSISENEEIN S L3 <IT, ASA I
DNS 7 = U IZBH#fT HALTWADDNS v a a2 UIlr L Ed, ASAILEZ, A vE—
O AT =X — L TCDNSISEDIDADNS 7= UDID & —FHT5Z L 2R LET,

« NAT O EICH S DNS U a— ROEHIIA 2 —T I TT,

o 7 haLOFRHNIA R—T N THY, DNSAX v —UKF = v 7 ¥MThbitEd, KX
AU BDEFEEN 255 LFLUF., 7-ULOESN 63 305, JEMG, V—7F RA L ZDF = v
7 ETY,

B

GE) BRSO 7y SRR SN H5E . Cisco ASA T CPU RN LRI HAMREMENH 0 £
T, MBLEND Ty FORNRHZ D & BHIT AL ARAL—F v b v 8
T 4 ORI SWHE) | CPUMEAZE S B LET, Ziud, Cisco ASA 2MERZ% <
BEZEITTALENRDHY , CPU Y Y —ADEENEZ 57D ELET,

o ~ o ~ O =L ==
DNS £ VARG 3RO —TwITNEFE
FIFIN DA AT g VEWER Ry R =218 5 THSTRWES, DNSA v A~
var R — <=y TEERLTDNS A VAR v ay T avk AR~ A A TXE
j‘o
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BERAVA—Fy F FArILDA VAR VA |

B ovsozxrovaskys—<yTiomE

FFar LT, DNSA VAR gy 7 TA<y FaERR L, DNSA VA7 q D
N T4 VT AREERTEET, MOA 7 a2 LTE, DNS A VA7 g R
V=TI T4y VTR EREERTHIE L TEET, VIR Ty T EERT D
LA AR vary vy T TCRTI T4y I OREEEREERTH I OB, 7T X
~ v T TR RRERER T, 77 A~y TEHFATEDL LW H ETT, ZOFIA
TEHA AR ar vy TIZONWTHH LETN, 77 A~y TSNS B,
[Inspection] # 72872 FIEHTHBH I TS LD L[H U TY, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [DNS] #i#R T 57>, £721TA v AT v a v~y TORERIT/E
KT HZLICE-oT, DNSZV T A~y T HHRETEET,

@)

Exb UFTHATLIFIACMZA T, =R R —DERHFICA v ART g v <y TEHHRE

FIE

&M
ATvT2

ATvT3

ATvT4

ATvTh

TEET, ~ v IONEIL, ERFECERA <R LT,

158 HHIIZ

—EDO T T4 v IREAT T a TR, BEDTEOICERZRAERA LET, b7
=IO 1 OEEATIEHEE. RO ERZREZIZERERO I 79X < 7 EERLE
—g—o

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DNS] %z #4R L £,
RONTNNEFATLET,

c[Add]ZZ7 U vy 7 LT, HiLnwey 72BNl ET,

CWEERFT DYy TERRLET, EFa )74 LSV RESERT 5L b,

[Customize] #7 V v 7 LT~y 75 mETHZLHTEET, ZOBROFIRTIE, v~ 7
EHASA XEITBNT 260 LET,

L~y 7OHE, Al K40 XF) ERAEANLET, v~ v T E2RET D &1,
EETEDLOEHMHAOHLTY,

[DNS Inspect Map] # 1 7 & 2" 78 > 7 AD [Security Level] B2 —"C, SEhpar7 s ¥l —
varvikbI —ETAHALVEERLET, T 74 D LU [Low] TY,
Uty b L OWT R EGE BT 556, LETKRT T, [OK]Z27 U v L,
Y DOFEEZAF Y7 LT, DNSA VAT a DY —E AR — b— LT~ v T %
FALET,

RELE S BN AL A AT HMENRDH5EIE. [Details] 27V v 7 L, FlAZ&HTET,

[Protocol Conformance] ¥ 7% 7 UV v 7 L, MERA T a VRN LET,
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ATvT6

ATy T17

ATvT8

DNS 1 v 2R5 a3y Kys—vyTngE [

* [Enable DNS guard function] : DNS %/ — &[] L £7°, ASA (2K > T DNS IGE D HRE S

5 ETIT, ASAVEIDNS 7 = U —ICBEfT 5 TWS DNS By g 20l L
T, ASA X FE7m, Avb—UKHEE=F—LTDNSISEDIDADNS Z7=UDID &
—HT DL EMHERLET,

* [Enable NAT re-write function] : DNS L 21— R % NAT O EICFK SV TERR L F7°,

« [Enable protocol enforcement] : DNS # v & —UHAXDOF = v 7 &4 x—7 M LET, K
AA DRSNS LFUT, FINVDRIN6ILF, Elfi, V—T KA 2DF =
772 8T,

* [Randomize the DNS identifier for DNS query],

* [Enable TCP inspection] : DNSoverTCP k7 7 4 v 7 DA VAR v a U EHMLET,

DNS/TCPR— 53 T 7 4 v 7, DNSA VAT v a U E#EHT 57 7 A0—HTh
LIELEMEGELET, A VAT a DT 74V N 7T AT, TCPS3 REER T
EJ RN

* [Enforce TSIG resource record to be present in DNS message] : #E#LL T2y f & R
0y ZTERIFIeXF S TEET, METHIUL, Fry XSy y haer¥ o /T
EJ5 AN

[Filtering] # 7% 27 U v 7 L, B A 7 a 2@ RLET,

* [Global Settings] : 77 74 7> b 7213 — =D ELENENICERARL, FBE LKA
B2 7y e Ry 7Tl 20 & BIRLET (512 ~65535/31 1)

* [Server Settings] : [Drop packets that exceed specified maximum length] 33 & UF [Drop packets sent
to server that exceed length indicated by the RR] : #—/3—DNS A vt —Y DR KEZRE
LET (512 ~65535 34 ) | £/, kEZ U Y —A La— N TOEICKRELE

To MTORELAR—TMIT DL, DNSWHTOMENMEH SN ET,

* [Client Settings] : [Drop packets that exceed specified maximum length] ¥3 JX O¥ [Drop packets sent
to server that exceed length indicated by the RR] : 7 7 A 7> k DNS A v & —V DR KES
RELET (512~65535/3A 1) | Flid, mRKELZY Y —A La— FTOMEICERE L
Y, MIDORELAX—TNMTTDHE, MSWHOEMER S ET,

[Mismatch Rate] # 7% 7 J » 27 L C, DNSID A—E L — FBfRE L LEWEZ B R 256
DX T EFPNZTHNEIDERIRLET, 2E2E, LEWVEEZ3IPHZY 30 [HOA
—HKICRETEET,

[Inspections]| ¥ 7% 27 U w27 L, b7 7 4 v 7 OFEICHEKASNTEET LREDA AT Vg
VEERELET,

DNS 7 7 A = FICHSNWC, FHFA v A0 vary vy 7T HEBERERETDZ EIC
LoT, FREFOmMIFT, NI T7 4 v I O—FHIEELERTEET,

a) WOWTNPLEFITLET,

*[Add] %7 U v 27 LT, HLWAEELZBINL T,
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B ovsozxrovaskys—<yTiomE

ATvT9

cHETFORELTINL, [Bditj 227V v 27 LET,

b) [Single Match] Z 4R U TEAEA EHEFR T 57 . £ 721E [Multiple Match] A J%4R L T A:7E

<)

d)

2

ZIEFTHDNS 7 T A~y FaBIRL £7,

HUEL Z I CERLEGAIE, BEO—HX 4 7L LT [Match] (77 ¢ v 7 | 3HUEL
—HTHMENRDH D) F7X[NoMatch] (T 7 4 v V7 IXHEMEL B ZMERH D) =ik
WLUFET, 7=&2iE, UFH] lexample.com] T[NoMatch] 28R L7254, [lexample.com]
EETL T 74y 73T RTY TAS y TOMGINTIe Y £7, I, BEZLUTO LD
WCRRELET,

* [Header Flag] : 7 7 /7 NELWKLERH L0, FLIHESNTMEEELMLEND S

DERIRUHR, N~y X — 7774 5BIRT 50, Fid~y & —0 16 #E (0x0
~O0xfff) ZASILET, HEO~y X —lERIRT 5556, FELW 1 ZTXTo7
TIWRT y MIFETAMERS DL Z a2 RL, G TWnFhnl o077 7
TH7 Y MEETHIRIWZ L 2R LET, ~v & — 77740, AA (RS
) QR (7x=VU—) | RA (T 5HIF) . RD (LELFHR) . TC (W1 #HE
<) TY,

[Type] : /37> RDDNS Z A 7 7 4 — )V ROAFTEIIIMETT, 74—/ F4IE A
(IPv47 RLZ) | AXFR (70— 4i%) | CNAME (EBIOART) | IXFR (4
oY —vHsE) o NS (MR — A —s3—) | SOA (HERY —>DBA) . TSIG (K
TV ayEL) T, I DNS A7 7 =L D 0~ 65535 DIEE DK
T, BEOHEIIIMEOHMZ A LET,

[Class] : /3%~ B DNS 7 7 A 7 4 —/)L ROLBITET2IHME T, fEHAIRE/RME—D
7 4 —)V K4 Internet T9, fEILX. DNS 7 T &2 7 ¢ —/)L KD 0 ~ 65535 DEE DO
FCT, BEOEEIXMEOFHEEZ AT LET,

* [Question] : DNS * vt — Y OERHS T,

=

« [Resource Record] : DNS DV Y —Z L o— R T4, B, &, HEROKY V—2 L
a—FErTar bRETLENE I DERBRLET,

—H LT NI 74 v I L CEATTHFEERT Vv a U ERIRLET, Ty FO R
a7, BEROU, ~ A7 (N X =TT T —EHOEFEDOR) | L L, OWTTh
NTI,

AX T A R—TNVETET 4 =TT 20 E I D EIRIRL £9°, TSIG % 53
LT, v X P E T 4 —T N T ARLERH Y 1,

TSIG V Y — R L a— ROIFHEAREIT HNE I DEARIRLEST, F vy FORa v/,
NrybouXr Fdory o Rey 7 laX SR EEETT, @K, TSIG %
59 % 121X [Primary Action] C [None] 2384 L, [Log] C [Disable] Z 8RN 5 ML E N H 1
T, 2L, "o X =TT T —HOBEIL, R IOT T4 T Irvarvklld
W2 TSIG 2 H TE £ 7,

[OK]ZZ7 Vv 7 LT, AV AXZvaryZBEMLET, DB T RERA %20 KL
e

[Umbrella Connections] # 7% 7 U v 7 LT, 757 RKTO Cisco Umbrella ~D#EEfi & HZZ L
i TO
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pqvzssvay |

Z DX 7%, [Configuration] > [Firewall] > [Objects] > [Umbrella] ~2— " "C Cisco Umbrella £%#t
ERELEHBICOREELET, 20X T TAH T a %3 E L, Cisco Umbrella (27 /34

AuBEL T, ZOT /S, AN DNS /L 7 T v 7% CiscoUmbrella IZU XA L7 FT& 5 X

T HHENHY £, ZN%EITH &, CiscoUmbrella (X FQDN X—ZAD X =2 UF ¢ R
—FEATEA LI 9, Iz oW T, Cisco Umbrellaz 2 L TL 72 X0,

+ [Umbrella] : Cisco Umbrella ZH Nz LET, MBS U T, T34 A2 AT 5 Cisco
Umbrella 78 U 3 — D4 i % [Umbrella Tag] 7 4 —/L RIZFEEL£d, NI —&RE LR
WIGEIL, 7740 O ACL 23EH SvET, BED5E T T 5 &, Umbrella D7 /3A A
ID 3% 7 OREICFR R ENET,

* [Enable Dnscrypt] : DNScrypt Z# A ZhZ L C7 734 A & Cisco Umbrella fi] O #EE % K5 o{k L
F9°, DNScrypt Z AT 25 &, Umbrella U Y /L3 EDF—2HA Ly RO3BHIGSIVE
T FRHEA L R, 1B ZEIZ) S ANEDNY Ry A 752 FEIT L, H LW
B CT NA A& HH LE T, DNScrypt TiL UDP/443 ZfEHT 572, ZDHR— FH
DNS A VA7 v a AT D7 A~y TICEHENTWD Z L 2R T D20E N H
WET, 774N EDOA LAY a7 T ATIEDNS A 2 AT g 2 UDP/443 73
FTTICEENTWET,

« 72x—)LZA—T > : UmbrellaDNS H— —3MEH T & 72 5412 DNS fifik 2 8iE S %
Wik, 72— N A —T A X —TMILET, 7 x=—/b A —7 > OIRAE T CiscoUmbrella
DNS H—N—0FH T WX, ZDOKRY v— ~ v 7 T Umbrella HIENT 4 ©—7
JUZ72 0 DNS ZER%AZ 2 A7 A BIZERGE Sl DNS r—~— ((FIET 5 56) 1TB
B CTX 5L 91270 9, UmbrellaDNS ¥ — _"—23NFHEMHAREIC2 D &, AU v—~ v
FIEENOOEREZHBELEST, 2047y a U E2@RLARWES, DNSERIZT 7 & X
T& 72\ Umbrella U Y W NRA~BE LELT 2O T, IGEFITERGEINEEA,

AT w710 [DNSInspect Map] ¥ A 70/ Ry 7 AD[0K]| &7V v LET,

DNS A L AR gy B—ERRY S —TA VAT gy vy PR ERATEALS 1200
F9,

RDBARY

T EREHTAEODA AT g R —2RETEL LRV ELE, 77V
=gy AV TR AL A AR g VDR E EZBBLTLIEE N,

~ O N ~
FTIPA AR 3
FIPA VAT v g 0E, T 74V N TA X—T TR > TWET, T 7 4/ FUSO QLN
VERGEAICORFRET ILENH Y £3, 22T, FIPA L A7 g0 P 02o0n
T LES,
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BERAVA—Fy F FArILDA VAR VA |
B rrxrsvaoms

FTIP A VAR 3 VU DOHE
FIP7 7V r—a v A A2 a2 0%, FIPEy Y a a2 BEL, RO4HODDE 27 %E
1ITLET,

«FTP 7 — X Wk D= DB e h o XV T— 2T v x NV E8HELET, b0
F ¥ F/LDKR— FE, PORT 2~ REZIFPASV a~ v FafHLCxrIdvo— &R
T, BH XY FrxiE, TrANT v Ta—K, Ty Fyrua—K E£iiE
TALTZ RY JAM AR FADIRETHOD B THNET,

FTP o~ NRE—r U 2% BHLET,
o EERZEEA A AR L F T,
B FIZT v E— RENTE T 7 AN EITER L 2 — R303002 23R SVE T,

* Audit record 201005 is generated if the secondary dynamic channel preparation failed due to
memory shortage.

cHIDIABIP 7 KL 2AAZEH L F 9,

B

GE)  FTIPA L AU varviaT =70 TbE, BE2—V -2y 7 E— FTLOEER
B CE <720, BREFIPIITRTT 48— 12720 £9,

& 75 FTP

7 FTP 2495 &, Web 77 73 FTP BERINOH WAL 2~ v RERFETE /< 72
L, RSNy NU—2rObFx 2 VT 3k SE T, BERFIP 2 A X —7 Vi
9 5I1Z1L. [Configuration] > [Firewall] > [Service Policy Rules] > [Edit Service Policy Rule] > [Rule
Actions] > [Protocol Inspection] % 7 ¢, FTP OA§IZ4 5 [Configure] R¥ > %27V v 7 LET,

B FTP 2T AL XX, A7 a vV TCFIPA VAR v ary R — < FHEEL
T, ASA Z1@RT A Z EDNHFAENZRWFTP a2~ RERETE £,

FRE 72 FTP A AT g Tk, IROBMESSEFI S £,
FTP o~ FOERICEINTHLTRWE, ASA T Lo~y REZFFLEE A,
« ASA I, HYiIAL o~y REERETIHIEEREZ Ky 7 LET,

©227 a2 REL PORT 2~ R, =7 —XFHNIEREINLWE D ITHERINE T,
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A

FE BB FTP 2#fEH T 5 &, FTP RFC IZEZEICHERL L TWRWEFTP 7 74 72 NIRRT 5 2
EMBVET, IHIZ, A VAT a VEFIPAR— NORZEATH2LERH D £ GEF
@D FTP 78— NI TCP21 TF) o FEFTP N T 7 4 v ZITEEIR FIP A VAT v a V%A
T5&. BRCHTTP R T 7 4 v 7 C) FHILARW T 7 4 v 7 HENBRET HAREMERH D
£7

FRBRIR FTP A U A7 2 a o Tlid, FFTP a2~ RESED Y —r o A B L, RO
BT I T AT AW hET oy LET,

VB TCEN/Za~ 2 F:PORT a2~ RBLXOPASV InE a~ L ROh U ~DHMN 5 T
HOEMEIDDERINNET, o ~DEN 5 TRWEEIX, PORT 2~ RNEID#C
BNTWAE RS, TCPHEEFIZF L bET,

« RIEZ2a~ 2 K : FTP 2~ K23, RFC DFER P E VT <CR><LF> LFETHKR T LTWD
MEIDHERINFET, KT LT RWEAIE., BN ONET,

cRETR =2~¥ > K& STOR 2w ROV A X : 2o, BEDEREHEF = v 7 ENF
Ty VA AXNEHLY KREWGHEIE, =7 — A vbe—UBnX o ran, #EuasfArohn
F9,

s A KRS =T 47 : PORT a~ Rix, W27 T4 7 EMHRESNET, PORT
a=y R —R— bR EINDHE. TCP #fidfi S E 7,
NBEARAT—T 47 PASV REa< R (227) F, W= =L REINET,

vamﬁzvxk#ﬁ747/b#%%héméﬁn\Km%ﬁﬁﬁ@éhiﬁo:m
LD, 22—V —» 227xxxxxal, a2,a3,a4,pl,p2] ZFE(TT2HEOEX2V T 4 HK—

ILNFRTE £9,
«TCP A b U —AfR4E : ASA L. TCP A b —AfREZMH L2 BB AL b E
7,

cHER— h XD m— gy FIV T — FENTEE AT v R— MED., 1024 Kt
THDIMNEIDPBRHARLNET, 1~1024 DFH O R — FEFIL, TRFEAERHICETE
SNTWAED, X2 — FENFER— FRZOHPEANTH > 7-840 . TCP g IfiEk
EnET,

e v RRXATT A4 :PORT 2~ K& PASVIEE o~ RNDOR— FESD%ITH L
SCFH, THEO 8 LIkRbNET, 8 L KEWIEAIE, TCP #mAH UL E T,

« ASAIESYST 22~ RIZkT B FTP— N—DJ5& A L7- X ClE Xz T, —s3—
DYAT I EZATNFIP 7 T7AT 2 MZALNZWEIICLET, ZOF 74/ hOH)
VEZ NI 5121, FTP ~ v 7 C. nomask-syst-reply =~ > RZ2H L £,
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B rrxrsvaskys—<viome

FIPA ARG O3 R)O—<T v TDHETE

FIE

R TR FTP A VAR va /Alid, X a7 o L m LS50 a~vr K7 40
&)/7&?%;)74%1/%& ENAEINTOWET, e hatto@mathoaf A
JrvalliFz, Xy NOREOF =2y TUVIXERTy NOBRXOF vy, av R
DE—IX—FDOF w7, BIOavy ROMENREENET,

Flo, 22— F—DEIZESWCFTPHfiZ 7 v v 7 TELHDT, FIPH A MIF U rr— FH
DT FANEEE, T/ VAEFEOL—YP—FFICHIRTEET, 774 VDEA T, H—
AL BREOMORBMEIZESN T, FIPEA 7 rn vy 7 T&EET, A AT 2 3 VIRFICFTP
BN R SND &, VAT A Av—vou 7 BMERSNET,

FTP A VA7 2 a W CFIP Y —R—=NZDL AT L XA TZ%FIP 7 74T > MIABT 5
ZLEFHAIL, AT L FTP 2~ REHIRT 256, FIPA v AT v ary K vr— vy
FEERBIORELET, ER LI~y 71, FIPA v AT g v b4 32— NI T 5L
WHTE 7,

FFart LT FIPA VAR v ay I A<y FaERL, FTPA VA7 3D
NTT7 40 VT AEERTEET, o+ 7 v a  LTUEL, FIPA VA7 v a R
V=TI T4y VI REEBEERTHILEHTEET, 7 TA Ty T EERT D
TLLAVARI v ary vy TN I T4 vV OREFEBEEET A LOEWL, 7T A
< T CITEHE R HEELERCE, V7 A~y TEHAIHTE S LWV RTT, ZOFIA
THA VAR a2y IOV THHLETR, 77 A~y 7 THAIND BT
[Inspection] &% 72T 5 FIETHBH ENTW5D L@ L[H U TJ, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [FTP] Z3&IRI 220>, E/idA VAT v a v < v TOFERHTE
KT HZEICE-oT, DNSV TR~y T HEHETEET,

O
Erk DUFTEHBAT2FIEICMAZT, P—ERARY —DERHFIZA VAR v ary vy TERE
TEET, vy 7TONFIL, 1ERFIEICERZRFE L TT,
1R BRI

—MDONT T 4 v IREFT T a TR, BEDOTEOICERFZRAHEH LET, 2 b0T 7
=IO 1 OEEATIHER. RN ERZRELZIFZERERIH O I X v 72 ERLE
ﬁ—o

AT 71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [FTP] Z#R L £,
RT9T2 RONTNNEFRITLET,

c[Add] 27 VU v 7 LT, HiLnw=sy7EZBMLET,
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CNEERERTDEY Y TEBINLET, X2l T LNV EEEERTL b,
[Customize] #7 UV v 7 LT~y 752 mETHZLEHLTEET, ZOROFIRTIE, v~
BNAZ<A ZEITENTH2bDE LET,

ATYT3 HLO~ Y TOEE, 4Rl (K40 05) EFHAEADLET, v v TE2RET D L X3,
EETEXDL0EMHDOHLTT,

AT w74 [FTP Inspect Map] XA 7 1 7 7R 27 AD [Security Level] B2 —T, ME/Ra 7 4 F= L —
varbRbIL—HETLHLVERIRLET, 77 4/0 O L-ULid [High]) TT,
Ty N LV ONTONESE BT 5856, LETKR T TI, [OK]Z27 Vv 2 L,
BOOFNEEZAF Y T LT, FTIPA VAT v a DY —ERAKRY — )L—)L T~ v 7%l

HLET,
RIE% S DI AN ~ A AT B UER D HHAIL, [Details] 22 U v 2 L, FHEZHET £,
O

E> & [File Type Filtering] N X7 7 A /v AT 4 7 EIUEMIME & A 7 DA L AR Vg U ERE
THRHODYa— Ay bTY, IOV TR THHLET,

ATw TS5 [Parameters] Z 7 &7 U v 7 L, ==L OGNS —%~ A7 T 5090, £
SYST 2~ RADINEE~Y AT T H0E D AR E T,

INOLDHAEZYAZTHZEIZE-T, 7747 MIKBRERT L AREMED B 5 P —/3—
HHROMHZPI S Z LR TEET,

ATw 6 [Inspections] ¥ 7% 27 U w7 L, NT77 4 v 7 OFEICESNTIET HREDA VAT Vg
VEERLET,
FTP 7 7 A <~ v FZHESWTC, FHIFA VAT v ary v~ v 7 THAEERTETHZ LI
koT, ¥RIFXFOMET, VT4 v O—HHERELZFERTETET,
a) WOWTNNEIATLET,
c[Add] %7 U » 27 LT, FHLWEEZBMLET,

 EFORYEZIEINL, [Edit) 27 Vv 7 LET,

b) [Single Match] iR U CHIEZ EHIER T 5>, £7213 [Multiple Match] 3R L T4
HEFRTDHFIP 7 T A~y FEERLET,

c) KR I TERLEGEII, KO- AT L LT [Match] (T 7 4 v 7 3HHEL
—HTHMENRDH D) F7iX[NoMatch] (T 7 4 v 73R MEL B DZMERDH D) &R
WLUET, 7=&z01F, 05 Texamplecom| T[NoMatch] 2% L7254, example.com]
EEL RN T 74 v 73T R_RTCY TAYy TOMBEINTR D 9, KIZ, EEEZLUTO LD
ICERELET,

* [File Name] : HBExE S ND 7 7 A VDA Z . IR L 72 IEBIRBLE 721 TEHIREBLY T 2
EHALET,
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* [File Type] : #85&ND 7 7 A VD MIME £7213 AT 4 7 ¥4 7% BRLIZERE
BEIFERAER Y 7 A LMAELET,

* [Server] : FTP #— N—D A%, BN LI ERERELITERERIL 7 A LBAELE

j‘o

«[User] : =7 A v a2—H—DA4RT%, BR LI EHKRBLELITERHRIY 7 2 L RE
L¥ET,

* [Request Command] : /X7 v F T S5 FTP 2w R TY, LN OEEOMAE
b T,

«APPE : 7 7 A JVIZIBIIL £7°,

«CDUP : BUEDIE¥ET 4 L7 FUOBET 4 L7 FVICERLET,
*DELE : == 7 7 A LEHIFRLET,

«GET : == b 77 A VEESLET,

« HELP : ~ V7 1E#Z M L £ 9,

*MKD : == {ZF7 1 L7 MU ZER L7,

PUT : 77 A NP —R—ITEELET,

*RMD : B—="—D7F 1 L7 U ZHIBRL X,

*RNFR : [EHEFO] 77 A NVAZHEELET,

*RNTO : [EH#HZD] 77 A NAEHEELET,

«SITE : v —_—[lFDOa~vy RofgEIEHEINES, @, 2tV e— 8
PR SN £,

¢+ STOU : =B T7 7 ANAEFEH LT 7 A NVEREFELET,

d) BX T4 F—TNELET A =TT EINEIPERRLET, 77V a VIiTH
B AE VY PLET, Xy bEeRny L CEREZAL, = —F3 7747
YMZTCP VY FEFELET,

e) [OK]|ZZ7 VU7 LT, fAXTvarzBMLET, LEISELTT e A& KL
£

AT w71 [FTPInspect Map] ¥4 7/ Ry 7 AD[OK| =27 Vv 7 LET,

FIPA L A7 a3y —ERARI I —TA VAR gy v TPEEHTEXALYITRD
iﬁqo
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HP (v 25 v ay [

RDBERY

< T EEHAT DDA AN g R —2RETELLHICRVELE, 77U
—ar A IR FaL AL AR a Ly DHRTE SR L T I,

HTTP A Y ZARS a3y

ASA FirePOWER 2 E DO HTTP A v A7 L a v BIORT AV r—ay 74 VB2 Y U TICH
HADEY 2— V2R L TR WESIE, ASAICHTTP A v A7 L g A FE TRETEE
KR

HTITPA v AT 2 a NET 74 DA L ART g R 2 —TliEA R —7 M ENR 0
720, ZOAVANRT Vg UIRBERIGEIFA X =T NVZTAEMNERH Y E9, AL, T
7 v b @ inspect 7 T AZILT 7 AV FO HTTP R— EREENTWVWAHDT, T 74/ D
Ta—rN A AR g R U ERET DT THTTP A U AR g &2 BIITE
9, FHIE, HEREFA =T oA RAFEEORY =7 LEIL U TH LW —E R

WY —2fFRT D2 L b TEET,

O

S

=R ELa—LE ASA D ST THITP A LV AT g VERELRWTLLEES N, (v
AT g OHEEMETH Y T AL

ZIZTE, HTTP A L A7 gy =D ZOWTEBA LET,

HTTP £ VARG O 3 VOHE

Q

Bk

TV =y arBIXORURLD 7 4 NHE ) T RFEITTIHY—ERET 22— V%A LA —
NTEET, ZHUTIE. ASAFirePOWER 72 EO HTTP A VAT v a Vg EnE T, ASA
FETCEITENBHTITP A VAT v ait, ZhoDEVa— v EHEH#ENHY A, HTTP
AN AT ary R —<yF2EHLTASA ECHRERICE AR ELRLD LY., HA
DEY 2—NVEFEHLTT AV r—2a T4 020 U T EFET DHPILLMNHHETH D
ZEITERELTLEE N,

HTTP A v AT gy =P LT, HTTP b7 7 4 v 7 IZBRT A & DS+
DM DE D HIRE L F T,

HTTP 7 7V r—a v A VAR g CHTTP O~y X — KL ZAF ¥y L, &F&F
RF—=AF oy I NTEET, ZHODF =y 7T, HTTPHELE, av TV 247 hx
Tabhal, Avb— Fa bhalhERnNexa VT4 T7XI9A TV AZBRTHI LR
FHIE L F 9,
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YEAEHTTP A v AT v a UHEBEIXT 7V r—a v 77 A4 T U3 —v & HFEE., HTTP A
VARG ar R) =y T ERETHEEIHEHTEET, ZNICE- T, EBEN R Y
N —27 X2 VT4 RU—IZHEDLRWHTTP A v — 2 FHTE VWL S I LET,

HTTP 7 7V r—a v A VAR v arThyrx/v 77U r— a2 & ASCI DA O LT
et HTTP BRSO E 27 vy 7 LT, BEOH DL T YN Web h— NZEIET S 2
EERFIEET, HTTPEROLE Sy X — DS EIEREEO Y A XHIR, URLOT 17 > ¥
7. HITP =R~y X — H A TDAT—T 4 T HPR— I THET,

JEIE HTTP A VAT v a i, §XTCOHTTP A v — IO TRO S AR L E T,
* RFC 2616 ~®D #Eil
«RFC TEHINLFXZTEHFHL TN Z &
o BN FEHE~ D HEHL

HTTP A1 VARG O3 RYSO— Ty TOHRTE

A=V NRRITA—HIER LTEEEDT 7 v a v ERETHITE, HTTP A VAT ¥ 3
VR — =y TFERERLET, ER LA AR gy BY — =y %, HTTP A >
AR g A R—TNITALEATXET,

FFart LT, HITPA VA7 v ay 75 A <y FRERL, HTTP A > AT g
DRNTT 4w IV TAEERTEET, o473 LT, HITPA VAT ¥ 3 iR
Vo=~ P ThIT4 7 JIAXEBEERT DL TEET, VI A vy Tkt
HIElbA VARV ary<wy S TRI T4 v ODREEEREERTHZLEOEWNE, 77 A
~ v TCIIEMER G EEZER CE, VI ATy T EHAHTE LV RTT, ZOFIA
TRHA VAR ar <y TIZONWTHHLETN, 77 A~y CEHIN D B,
[Inspection] & 7 \ZB9 2 FIETHA ST\ 5 b O L [A L T9, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [HTTP] Zi&IR 57>, F/0ldA VAT v a v <y TORERFIC
BT 52 LIk >» T, HITP ZV T A ~ v 7 HRETE E7,

@)

Evb UFTHHTAFEINAT, y—E 2 VY —DERPICA VAT v a v <y P aB#E
TEET, vy TONEIT, ERFIEICERR A LT,

48 HHEIIZ

—EDO N T T4 v IREAT T a TR, MAEDEOICERERAERALEST, b7
=701 OEFHT L2581, RONCEREBRELIERERDO Y 72 ~ v 7 2ERL F
j—o
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HTTP 4 ARG S 30 KRY o— v TOERE .

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [HTTP] Z3&R L £,
RT9T2 ROWNTNNEETLET,

c[Add] %7 Vv 27 LT, Ly 7 ZEBMLET,

cNEEERTDHY Y TEENLET, X274 LULEEREETLZ LD,

[Customize]l %7 U v 7 LT~y VA2 mETLHI L TEEST, ZOBROFIATIE, v >
HHAL A XETTENT 26D E LET,

RT9T3 HLO~ Yy TOEE ARl (K40 307 EHAZANLET, v~ v 7 2RETH L X1
EETEDHDOIEMADHZTT,

AT w74 [HTTP Inspect Map] A 7 10 7' 7R v 77 A®D [Security Level] £ = —"C, #E/Ra 7 4 ¥zl —
varbgbIL—HETEH LIV ERRLET, T 740 hOL-ULd [Low] T,
Ty N LAV ONTRPNESE BT 585, LETK T T, [OK]Z27 U v 2 L,
Y OFINEEZAF Yy 7 LT, HTTPA Y AT a O —ERARY > — b— /L Tv v F&ff

)Eﬁl/ij—o
RIEL EBIZAAZ A XT HRERHDEEE, [Details] 227 U v 7 L, FlAzkT £,
O

B> b [URIFiltering] R % NTER URI DA VAT ¥ a U ERETDHEODDOYa— by b TT,
ZAUZ DWW TR TR L £ 75

AT Y F5 [Parameters]| ¥ 7 &7V v 7 L, MERA T a v ERELET,

« [Body Match Maximum] : HTTP A v & — Y OALIRARICHMB SN D, B TFHE T,
T 7 AN ME2003A FTT, REREEEET DL, N7+ —v VAT REREEL S
ZFET,

[Checkforprotocolviolations] Ny RISHTTP 7'e b a UIZHEL L CTW B0 E D D E e
WLET, ERXLTWAEA, Eito Rey 7 Uiy b, Eidue 7 ~0Ofek%179 2
kﬁlf%iﬂ‘ Fay 7EZV ey N5, X 724 3—TMZTHZ LD
TEET,

* [Spoofserverstring] : $—/N—HTTP~v ¥ —DEZRE LI XTHNCE S 2 F9, &K
82 LF T,

AT T6 [Inspections] ¥ 7% 27 Vw7 L, N77 4 v 7 OIS TEETHREDA VAT g
CEEELET,

HTTP 7 T A~ v FIZESNWT, FHi3A v A0 v a vy vy P TC—HEPEERET L LI
LFoT, FHITFOWMITT, "I 74 v 7 D—HEELTERTXET,
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a)

RONTNNEFEITLET,
c[Add] 27 UV v 7 LT, HLWEEELZBINL £,
c BEFOFEHERZ BRI L, [Edit) 227 U v/ LET,

b) [Single Match] Z iR U CTHREZ EHHERT 57>, £7213 [Multiple Match] %2R L T FE4E

c)

EFRTHHITP 7V T A vy T HBRLET,

LR Z ZCERLIEGAI, BEO—HZ 4 7L LT [Match] (77 4 v 7 3HEHEL
—HTHMENRDH D) F£7L[NoMatch] (FT7 7 4 v V7 IZEMEL BV ERNDH D) ik
WLET, 7=&z1E, 055 lexamplecom| T[NoMatch] 2% L7254, lexample.com]
EEL T 74y X RTI T Ay TORGINIR Y £3, RIT, BEZLLTOLD
TRELET,

* [Request/Response Content Type Mismatch] : J&Z& D 327 2 & A FHRERD accept

74—V ROMIME A 7D 1oL —F LW ry hERELET,

* [Request Arguments] : ZRO 515z, SR LI IEHRILETITIEREKI Y 7 2 LS

LEJ,

* [Request Body Length] : ZROARIBHEE L7231 LY KRE W ATy RERELE

j‘O

* [Request Body] : ERDOAI %, BN LI ERERETIIEHRRBL JALBE L E

‘j"O

* [Request Header Field Count] : RO~ & — 7 ¢ — /L ROEMDEE LT LD 2

Ty hERAELET, 74—V RO~y X — 2 A TR IERRBETLITERFHDZ A
TERETEET, TRELDZA TIXRDOEFY TT, accept. accept-charset,
accept-encoding, accept-language, allow, authorization, cache-control, connection,
content-encoding, content-language, content-length, content-location, content-md5.
content-range, content-type. cookie, date, expect, expires, from, host, if-match,
if-modified-since, if-none-match, if-range. if-unmodified-since, last-modified.
max-forwards, pragma, proxy-authorization, range, referer, te, trailer, transfer-encoding,
upgrade, user-agent, via, warning,

« [Request Header Field Length] : RO~y #— 7 4 —)L ROESPRE L1231 bk

FOREWARTy FERELET, 74—V RO~y X — XA T HEHRBLETZITE
RELDOXA T ERETEET, EFRFADXA 1L, D [Request Header Field Count]
W95 —HER LT,

* [Request Header Field] : ZROER L7~y X — 7 4 — /L RONEE, BIRLTZEHR

KREELITERRI T ALBE LET, FHIER SN~y X —F A T2fETD
D, FIFERRREMEHL Ty X —2RIRTE T,

« [Request Header Count] : ZsRD~ v X —DMREE LKLY 207y hEBRAL

£

* [Request Header Length] : ZER D~y ¥ — ORI NFEE LT, ML Y REW ATy

FERAELET
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* [Request Header Non-ASCII] : BR D~ #—|Z ASCH UANDLF N EEND /37 > b
ERAELET,

* [RequestMethod] : ZER A YV v RWEFRFHAOZ A T EILITRR L2 ERKRES LI
EHFIRY TR =B o7y FERELES, ERFELOIA TTROLEEY T
9, bcopy. bdelete, bmove, bpropfind, bproppatch, connect, copy. delete, edit, get,
getattribute, getattributenames, getproperties, head, index, lock, mkcol, mkdir, move,
notify, options, poll, post. propfind, proppatch, put, revadd. revlabel, revlog., revnum,
save, search, setattribute, startrev, stoprev, subscribe, trace. unedit, unlock,

unsubscribe,

* [Request URI Length] : Z3k D URI DR S BHEE L7231 ML D REW STy &R
/El\ Li‘j‘o

* [Request URI] : ZRD URI ODINE %, IR L2 IEARBLEIXIERRKRELY 7 A LA
]\/i—é—o

* [Request Body] : EROAL #, BN LI EREBHEIFZEREIR Y 7 2H D50 0%
ActiveX 721 Java 7 7L v hORNELERALET,

* [Response Body Length] : JGE DAL DOE I NIEE LT AL MLy REWATry b
BAELET,

« [Response Header Field Count] : Ji3&E D~y #— 7 ¢ —)L RKOKMPEE LTI D L0
Ny bERELET, 74—V RO~y F—Z A T2 ERRBEITERFHD H
AT ERETEET, EREHLDZA TIIRD LBV T, accept-ranges, age. allow,
cache-control, connection, content-encoding, content-language, content-length,
content-location, content-md5, content-range. content-type. date. etag. expires,
last-modified. location, pragma. proxy-authenticate, retry-after, server. set-cookie,
trailer, transfer-encoding. upgrade, vary, via, warning, www-authenticate,

* [Response Header Field Length] : J&& D~y Z— 7 4 —)L KOE SBEE L7231 MK
FORENARTFy FERELET, 74—V RO~y X — Z A TR IERRBLEI2ILE
BFHDLA T LEMETEET, ERFHDZ A 71E. LD [Response Header Field
Count] IZx3 2 —F LR LT,

* [Response Header Field] : J&& DB Liz~v ¥ — 7 4 — /L RKORNRZ, SR LIZIEHR
REVETITIEHERB Y TA LA LET, FRIERSNI~y X —F A TEHEET D
D, ETIFERRBELMHEHL Ty ¥ —2RINTE LT,

* [Response Header Count] : JnE D~y X —OEPEE LT LV L0y RERAEL

i‘d‘o

* [Response Header Length] : [&& D~ X —DE SNRE LT2A MEE U KE W7y
FMBRELET,

* [Response Header Non-ASCII] : JE& D~ X —{Z ASCIL A D LFENEEND VT v
FERAELET,
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« [Response Status Line] : JiW&ED AT — X Z{TONEZ . BN LI IEHEBR EZITERE
B I7ALWELET,

d) BFEoORey 7, Uiy b FHE3u0 7 ~0RGETI>0EINRRLET, #BEOR
Ny 7EREFV Y FOBAER, o X R AX—TNERET =TI TEET,

e) [OK]ZZ7 Vw7 LT, AV AXTvaryazBLET, LEUSUTTe A2
F9,

AT w771 [HTTP Inspect Map] XA 70/ Ry 7 AD[0K] %7 Vv 27 LET,

HTITP A VAT v g P—ERA R —TA VAT varyr vy T eEHTED L9127
nE9,

RDEZRY

~ T EERT DDA AT g R —RETEDEIICRVELE, 77V
r—ay AV TR AL A AR g DRE EZBRBLTLIEE N,

ICMP £ AR 3V

ICMP A VAR Vg Py BT 5E ICMP N7 7 4 w78 TRy ay) #FFO
K27 b7d, TCP v 77 4 ZRUDP b7 7 4 v 7 DX ITHETHZ ENA[REIZZRY
FT, ICMP A AR g v mu VU L7 nEA1X, ACL CICMP 28 ASA % i@iE
HDEITHZ L AHIELEST, AT —F TN A AT g v EFETLRVE . ICMP B
Fy NI =7 WEICFHSND AR H Y £7, ICMP A Y AT g v m V0, Bk
TEREN I DT THDHI L, V=T VAR ENRELWZ EEERLET,

72720, ASAA U H—T 2 A RAZEEINDICMP b T 7 4 v 71F, ICMP A VAT g v
A RZ—T M LTS ETOHRBEINEYA, Lo T, ASANRANY I T v 7 5T 7/ K
N— L TCEETE DFE LD a—BRDBEE SNTHA R L. FEORI T TiE,
A B =T A A~Dping (=3 —FRK) HNRETHAEEMERH Y 77,

B

CE)  NATILZ, ICMP A v A7 g UEEGNIZLTH, X7y 2B Hi4 5 & ZIZICMP A v A2
JvarEERHLET,

ICMPA VAT Vg v F—TNZTDHHEZOWCE, 77V r—varyiAv¥ e b
N A ART T a OB EESZH LT EEN,
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| #2414 58—%y b FOPaLDA VARSI
icMP 55— >z2xsva> ||

ICMP TS5 — A VAR 3y

ICMP =T — A VAR Va3 —TMIT 5L, ASAIENAT OFREIZFESWN T, ICMP
TT— Ay bE—UEEETHIVTRA Yy THOE v v a VEERLET, ASA T, B#itk
DIPT RLATHRry b FEXLET,

T4 =T NOEE, ASAIL, ICMP =7 — X vt —U & AERT HHH /) — NKHOE# Y »
varvEERLETA, NEARANE ASA OMIZH LT/ — RiZ k> TER SN ICMP

TT—AvbE—UF, NATU YV —2AZ2ZNLL EEE T2 2 L7, AMBARA MIERELET,

HERAR A S traceroute 2~ 2 KA L CASA ONERIZH DSEEE TOR Yy T% FL— AT
L%, ZHUTEUITIEH D 8 A, ASARFEAR Y 7E2EWR L 2WGE, T XTOHRER Y
T, ~ v BT ENTHEIP T RL AL EHICERINET,

B

GE)  NAT A ICMP /37 > F CHEHA SN D AREMERH HEA1E. WIZICMP =7 — A VAT v g
VEFMNITDLENDH Y T, Mﬂi\mMP4/x«7yay%ﬁ@Kwaf%mMP
Ny MZRFUTICMP A AT g a2 HEICIATT 5720, v~ v B 7 S5k
RUVRZEELT RLRAELTHERHTLE, AX v T—D0 Ry NT—ZZBAEL TS LI
RZ2DAEMERH Y £7, 72E 21X, ICMP =T — A VAT ¥ a UV FMT/R > T
Ay ICMP % A ABIRIGEICHOIAEN o a—HR Xy NOSEENERIND L, XA L
HEIEER O~ > 4 — Tl W@éhtm%#é@ﬁ?bvxkbfﬁ%éhiﬁ ICMP
7 — 4/%«7/5/%€% T 5 &, HALBIRIZR S TRIEEIET R U AIZIE LVWEDE
ESnET,

ICMP=T —A VAT v a i X—TNMZTHHEZOWTIER, 77V r—varibA¥
Ta ha) A AR a OBRTEESR LT IEE N,

ILS 1 VAR 3y

Internet Locator Service (ILS) A v AXJ v g =V Uif, LDAPZfEH LT 4 L7 RV
1H# % ILS Y—/3— L A3 #1925 Microsoft NetMeeting, SiteServer, 35 & TN Active Directory D45
LIZK L CNAT 29 AR— R LET, LDAP 7 —H# X— (X IP 7 RL AT RMRFEIND
7o, ILS A VA7 2 a3 U CPAT IHEH TE EH A,

LDAP % — =3I & 5356 WEE T 23 LDAP ¥ — S — TRk S REE T —
JNBETE 5 L 912, MEBEISEICKT LT NAT 245 2 & 23t LT 2 &V, NAT &
FEHT DHENRTIUE, N7 4=~ U AEA ESELTDIA AT v ary m DUk
TICTHZ EEHERL ET,

ILS H— 3= ASA SER ONTIZH D561, é%:&ﬁﬁ%%@:tﬁ&@iﬁozw%
G N7 TAT v BRBRES A —F (BFIXZTCP389) @ LDAP H— —(Z7 7 & A7
BIDDOR—ILPBNELE 2 97,
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BERAVA—Fy F FArILDA VAR VA |

B x5 rrve—vaozrsoay

1A

>

-~

B

G¥)

53 TY, ZOfEIE, TCPtimeout =~ > FAMM L TR TE £9, ASDM Tid, Zhi
[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] XA “ZH VD 77,

ILS FT77 4w 7 (H252—N v 7 F V7)) 3t h XY UDP F v RIS CTHRAET DT
O, TCP #HilX TCP IET 7 7 « THIRO%ICUIKT SIvET, 7 74 /L b Tk, ZOMEIL 60

ILS A AT g i, ROFIBFEELH D 7,
c BATRCIGEITTR—FENEH A,
DT 4L M) Oa—F—IHEAESINERA,

DT 4L FUITEED ID ZHio TWAHE—D 2 —H — [ NAT IZITERk s nE &
Ho

ILSA LV ART Vg e X—TWITDHHIEZOWCIE, 77V r—var b Af¥~7uha
WA VART v aDREESHRL TN,

ARB M AYyE—D A VARY 3D

AR N A=Y (M) A VAT gy RFERTLE, IMOSR Yy hU—7
FEF A S L, BEHEROWRE, V—20%E, BLORERY NU—T ~DZDMOEB %
Bk TEEd,

IMA AR g NET 7H VDA AR gy R —TidA X —T M ENR2 W=
O, ZOA AT T a UPRBERGEIFIA XTI NMIT HMERHY ET, L, T4
JV R ®Dinspect 7 7 AZIET 7 ANV FDIMA— EREENTNDLDT, T 74/ DT a—N
N AART L ay R —%ffET AT CTIMA VAR v a vy EBIITEET, £
I, R FA =T 2 A AFFORY —72 8, BEIISCTH LW —ERARY o—%
ET 252 TEET,

IMA VAT g BRBIETIESE. AvE—URRGIA—FIZER LESADOT 73
VEBETAIMA VAN Vary R)o— <=y FEBRETAHAILLTEXET, WOTFIET
. IM AV AT g R — <=y IOV TEH L £,

AT arb LT IMA VAR ay 75 A <y TEERL, IMA VAT a0D k
T4 I TAEERCTEET, oA T a b LTE, IMA VAT v a R v—
YNy TTCRI T4 VITRAREHEERTHI LB TEET, VI T7AXA vy 7o fild 52L&
LAV ARY v a Ly vy T ThI 74 v VOB EBEHEERT LI LOEVNL, 7 T7A vy
T TR RE L E L TE, 77 ARy TEHAMTEL LWV O RTT, ZOFIHATIE
AVART v arzy TIOWTHH LETN, F 774 v 7BEDT 7 v a VERELRND
ZlERE, 7 TR <y SIEARMIZE U TY, [Configuration] > [Firewall] > [Objects] > [Class
Maps] > [Instant Messaging (IM)] DIEIZIRIRTHZ LIZE > T, IM V7 T A v FHHETEXE
D
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| #2414 58—%y b FOPaLDA VARSI
4vREv bk Avt—UqvrRRsvay ||

@)

EXb DT THMATLIFIAISMAT, =R KU —DERPIA Y ART v a <y TERE
TEET, v~ v 7ORNFIL, MERGIEICERLFE LT T,

1R BRI

—MDONT T 4y IVREF T a rTIE, BEOLDICERERZHEHALET, b7
=7 D1 OEFEHTIHAT. ROICEREFRELIFZEREHRDO I A v 7T HERLE
—g‘o

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Instant Messaging (IM)] DJIEIZE&4R
L/\i—é—(]
RT9T2 ROWTNNEFRITLET,
*[Add] 227V v 27 LT, HrL=y 7ZBMmLET,
vy EEBIRLCI[B) 227 Y v 7 LET,

AT9 T3 L~y 7OHA, 4R1 (K40 LTF) EHHEZANLET, v~ v 7 E2mET D &S
BETEDLDFFHADOLTT,

ATV T4 bTT 4 v ORI SWTERETIHEDA VAT va v BERLET,
M7 FA =y FAITHESNT, SHRIEA VAT Vg vy P TC—HEPEERETHZ &I
LoT, ERIFFOWMIET, "I T7 4 v 7 O—HIHELERTEET,

a) WOWTNNEFEITLET,
c[Add] 27 Vv 27 LT, FHrLWEEZBMLET,
cBEFOREL TN, [Bdit] 227V v 27 LET,

b) [Single Match] 4 4R U TEEA EHEFR T 57 . £ 72IE [Multiple Match] A J%4R L TH:7E
EEFRTDHIMI TA~y THEERIRLET, [Manage] 27 Vv 27 LT, HILWI TR~y
TEERLET,

c) MR ZTERLIEGEII., KO- A7 L LT [Match] (FT7 7 4 v 7 35EHEL
BT OMENRH D) FloiE[NoMatch] (M7 7 14 v 7I3HEMEL RARDLENH D) &g
RLUET, 7=& 20 075 Texample.com] T[NoMatch] Z23%#R L7-854 . lexample.com)
EELNT 74 v 73T R_RCITA~y TOMGINT £, kic, EEEZRELE
7

* [Protocol] : FFED IM 7’12 k =)L (Yahoo Messenger K> MSN Messenger 72 &) @ 7
T4 v ERELET,

BERAva—Ry bk Forarnsrzrovay |
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B rrivaqozrsoay

ATy TH

IPA T3

* [Service] : FFED M P—ERX (Fx v b, 77 A/VRE, Web W AT, BFET ¥
b, Rk, F—ad) ERELET,

*[Version] : IM A v =YD= g o BIRLCIESIRBLEITIEHREL, 72 &
BAELET,

« [Client Login Name] : R L7 IEBIRBLE 7T ERRBL 7 AL IM A v E—VDK[E
KT IFAT o boOn T A ERELET,

« [Client Peer Login Name] : SR L7 EHRBLE L IZEHKRIL F AL IM A v E—TOD
ST Ou A 4 ERELET,

* [Source IP Address] : IXfZITED IP 7 FLAB IO~ A7 ZME L £,
* [Destination IP Address] : 656D IP 7 RV AB I N~ A7 A LET,

s [Filename] : IM A v —Y D7 7 A N4 %, TR L ERFRELIFIERKEL S 7 &
EHAELET,

d BEo Ry 7, Uty b, £RE307~0OEETINE I BRRLET, B0 R
0y 7ERFVEy hOBAIE, o X S EA XTI N EIEZT =T M TEET,

e) [OK|ZZ7 VU7 LT, f£AXT v arzBMLET, LEISLTTeEAEEY KL
ij‘o

[IM Inspect Map] ¥ 4 7027 Ry 7 AD[0K] %227 Vv 7 LET,

IMA LAY gy B—EARY I —TCA VAT gy~ PTEERNTEXAL9I1I2R0E
ﬁ—o

RDBRY

<y TEEATEEDDA AT g R —HRETED LRV ELE, 77V
r—a A Y IR NI LA g DRTE SR T IN,

-~ LN O > LN

AARG Y

IPAT Y ar AV ART v aEZFHELT, N7y b~y X —@ [IPOptions] 7 4 —/L KD =
VT UVNZHEADNWTEDIP Ry NEFRITEINIOWTHIIcCEET, EE LI W0nAT
Tarhhbrhory e Ray ALY, A arE 7T (LT y NEFFE) L
D, BHEZRLTRYy bEHFRILEZY TEET,

IPA 7Y = o TR SN 2 HIEHEREIL, — ORI TITNETT N, 1T & A L7k
TIEARETT, BRI, IPA TV a LTI FA D AZ T, X2 U T 0, BLOEEZ
N—F 4 TOBENEENTWET, IPFT T a v OFERIEETHY, 207 41—/ FIT
347 a0, 1, FR3FNUEED 2 EnTEE T,

IPAT Y a rBELOBET S RFC OZMO Y X MMIOWTIEL, TANA O=—
(http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml) ZZMH L T 72 &0y,
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| #2414 58—%y b FOPaLDA VARSI
PRt |

IPAT > a DA VART a3 NET 74V N THDZ/>TWETN, RSVP T 7 1 v 7
WKL TORERSTWET, T74L MOy IRHFRLTHBE S DOLUSMBNOF 7 3
CEHATDLEN, FET I AN NUNDA AT gy VT T 4T I TRy T EfE
HAT2Z Ik T A TDRNT 7 4 v Z7ICHEATHHEICOH, ZNEFRET HLEN
b ET,

B

GE) IPAFYar AVAXTvarit, 77972 MeEaN= 7y v TIEEEELEE A, 728
ZWE, AT aFZ T I TR ML T ENERY A,

WOETIE, IPF T ary AV AT a Ao TaH LET,

PAToarvA ARG VDTIHILE
IPA TV ay A ANRY 29 1%, default ip options map f A7 v gy R — <
TERMBH LT, RSVP T 7 4 v 7 DT 74V hOHRTHMZR Y E5,

e Router Alert 77" 3 TFFAI SN E T,

ZOF T a s, FRL—ZIZR L, Ny ROSEEREDIN—F TRRWGEETH, 28
o hDarFUoVEBRETLEBAEILET, ZOA AT 2 a E, RSVP & FELE
LTWAEAITRII L ET, FAkEo 7 e hanid, "7y hOEME A Lich b r—4
TOLEHEME PR 2 B L L £9, RouterAlert 473 a U BN E £/ RSVP /7 v |
Ry 795E, VoIlP OFEETRHENELLZ BBV 7,

c FDOMDA T arEEL Ny MIFry T ENET,

AVANRT T a NI STy bR By T ENDTZNT, syslog 106012 23547 S L E
T AvE—UTIE RNy 7ORKICR T4 T > a VSR EivE T, show service-policy
inspect ip-options =~ > R&MH LT, &4 7 a VOFEHERZRRLET,

O N ~ o N o ~ O =L ==
PATLa VA ARSI R)O—TYTDERTE
FIFNRNUADIP AT g A AT g BFITTAEST. P SV ay AR
rvary R —~<=v T EERLT, 4T gy 24 TONRGERIREL T,

O

Evk DUTFTHBATAFEMZ T, P—ERRY —DERTIZA VAT gy <y TERE
TEFEY, v v 7TORNFIL, 1ERFIECERR<E LTI,

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [IP Options] & &K L £,

BERAva—Ry bk Forarnsrzrovay |
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B oesecixz—qozx50a0

ATV T2 KOWTINEFETLET,
c[Add] %7 UV » 27 LT, Ly 7 ZEMLET,
sy HBRLC[Edit] 27 U v 27 LET,

ATY T3 L~y TOEAE, 4R (BK40 XF) LHEATILET, v v 72 RET D LT
EETX DD ﬁ%@&fﬁo

ATY T8 FFa+H4 T 9% [Drop] U A RS [Allow] U A MIBEIL GREIRL £97,
WOEY FEZBBEBLTIEEN,
-F?7¢wbjﬁ7yayfﬁ V/f’ainfw&mﬁfyay@%7¢wh@%¢

DRESNET, Tz [Allowed] UV A MIBE)L7-5E1X, [Drop] U A MIRRIFLT
WAHE T a bR EnEd,

AT HA T a TR, [Clear] Ry 7 A% F 2T 52 LT, ANy hEXEETDREIC
Ry b~y B =547 a  ZHIBRTEET,

s —HOF T aNE, ATV ar FATEFHNCY A NIRET, FEEIIEA S a v
BATDOEI Ty N (Aab—, 73X, BIOA v a &) T A7y ot
TarDEFGEDIET TIED Y FEA, TNODOFT v a ZA 7L FEOAT v a

ICERESNRWATREMER B Y 3, FEEHEL T > 2 0E, A ¥ —F v 78 k2 /)LRFC
791\ http://tools.ietf.org/html/rfc791 TEZ SN THIND ¥ A /1R IHEDOEXTH 54
ERHY ET,

Ny MZTBEOF T a XA TREENTWBEHEE., TNHDX A TOWT IR
TAHET I varynNry beRay 7452 ThuE, Ty MIikey 7E3nE
j—o

P A7V 3 BLOBEET S RFC OZMO Y X MIOWTIE, TANA O~—Y
(http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml) % 2 L T X\,

ATy TF5 [OK] 227 V7 LET,

PATYar AV AT g P—EARY O —TCA VAT Vg vy T o2EHTES L
T F9,

RDEZRY

2 TEHGATEEDDA AT g R =R ETEDR LRV ELZ, 77V
gy A TR AL A AR gV DOBRE BB LT XN,

IPsec /N\AR)L— A VARG 3

IPsec SA AN — A VART L a NIT TNV DA AT g R —TliEA R2—T
WIZENIRNTZD, ZDA AT Vg UIRRBEIRERNEA F—T T AMLERH D T, 7=
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| #2414 58—%y b FOPaLDA VARSI
IPsec /3R R)L— A VAR L 3 VDHE .

2L, 74 /b h®inspect 7 T AL T 7 4/ F D IPsec IR— b NEENTWNWDHDT, 57 %
WNEDTa—S A AR gy R =% fRET 5721 TlPsec A A7 2 a U &iBN
TEFET, FE, HEAFA U E—T oA ABREORY >—72 L BT U TH L —
EARY —ZET 52 b TEET,

ZIZ T, PPsec RARL— A VAR v ay TV UCOWTHILET,

IPsec /\R R )L— A VAR 3 UDPE

Internet Protocol Security (IPsec) (%, 7 —# A R U —ADKIP /N7 v b #FRFER L O %{KT
L2 LICE-T IPEfREEF2 T 4 THRETLZDOT B k2L A4 — h T, IPsec (T
X, By a oM, B0ty va v HPIEH ISR —OR T —T 3 VOB
MRIRFIC, ==V = MNHOHARIEZ LT 272007 v AL b EENTWET, IPsec &
LT, AA N (mrbta—Fa—PF—F7@3—"—-72L) OXTH, EX=2V7 47—
foxAf =277 AT U4 —N72E) OXTRE., £/2i3X2V T4 F—FvxA LR
A NEOT—4% 7u—F T ET,

IPsec XA AL—T F Y Ir—3gav A AT 2 g 0, IKEUDP R— b 500 #2457 1 BT
57 ESP (IP 71 h =1 50) BEOYAH (IP 7’12 h=2/L 51) RT 7 4 v 7 ZfEICHIRT©
EET, ZOA AT aE, MERACLa Y 7 4 ¥ 2L —3i a0 %AlEL TESP B X
RAH T 7 4 v 7 &FAI L, XA LT U NEREREFRBEEZEAL TCTEX=2 U7 0 bERLE
7

ESP F721XAH N7 7 4 v 7 OHIBEFEET 5121, IPsec XA ANL—DRY — v T &%
ELET, 27470 o ORKEREE, 74 RV EA LT U NERETETET,

NAT BLOFENAT F 7 7 4 w7 3FFTESNET, 7272 L, PATIZV AR —FSNLEHA,

IPsec /N\ARIL— A 2VARG L3 RYO—T Yy TDHRTE

IPsec /XA Z)L— = v 7 TlX, IPsec XAANLN— T FUbr— a9 AV AT a2 DT 7+
JVEREMEEEFE TEET, IPsec /NARN— < T BERATHE, T7ERA VR MEFEAL
R Th, BED7u—LHFATXET,

AT 4K —valIEENDT T4V N~ v default_ipsec passthru_map Tl%, ESP
Bftloxt 3527 947 RS k®wkﬁiﬁ@&b_&ﬁém MP74Fw&4ATWﬁi

0 ICRESINE T, BRDENMNELRGE. FRIXAHMEEZRET DHILEND DLGEITD
B, A LVART 3 RY /~7/7%&“Eﬁ“62§7§\%0i?0
@

EXr UFTHBTLIFIRIMAT, Y= KU —DERPIA AT v ar <y TERE
TEET, v v 7ORNFL, MERGEICERL SR LT,

BERAva—Ry bk Forarnsrzrovay |



B rerozxxooay

FIE

ATy
ATvT2

ATvT3

ATv74

ATy TH

ATvT6

BERAVA—Fy F FArILDA VAR VA |

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] >[I Psec Pass Through] % 3#&# L £ 9,
KOWTNNEFITLET,

c[Add] %7 Vv 27 LT, Ly 7 ZEBMLET,

cHNBEEFTTHY Yy TR LET, EX2 0T 4 LNALEREBELEETLZ LG,

[Customize] %7 U v 7 LT~y VA2 mETLHI L TEEST, ZOBROFIATIE, v
HHAL A ZETTENT 26D E LET,

L~y 7O8E, Al (RK403XF) EHAE AN LET, v v 7 amET 5 & &L,
ERETEDLDITFHADHRTT,

[IPsec Pass Through Inspect Map] # A 7 & 7 78 v 77 A @ [Security Level] £ = —C, %HE/pa
TA4FX2lb—varERbES BTV RBIR L £,

Tty b LSOOI N EMSE T H5E, UETKRTTI, [OK] 227 U7 L,
By OFINEE Ay 7 LT, IPsec’NAA)N— AL ART gD —ERARY — )L— /LT
v v TEMEHALET,

BEE SIDICHAFA AT HMEND DHLEL, [Details] 7 Vv 27 L, FllEEHTET,
ESPIBLONAH R RIVEFFA[THMNE I NEBEIRL T,

Tu ANl KT TAT VMR SN D BRKREREB LT A L2 A LT 0 Fbix
ETEET,

[OK] %27 U v 7 LET,

IPsec NAAN—F T2 g AV AT g P—ERAR) I —TCA VAT gy <y
PEHTED Lo F9,

IPv6 f VAR 32

IPV6 A VAR v a EHERAT D E, JEES Y X —ZHESWTIPVG N7 7 ¢ v 7 ZIIRMIC
O JIZFEE LY Rey L7 TEFET, 612, IPvoA U AT g Tk, IPve/X 7y
rNDYEIE~ > 2 —D 2 A4 7 LNEFEH RFC 2460 [IZHEHLL TWAHNE I bR TE E7,

IPV6 A VAR a NIT 75V hDA VAR gy R o —TlEA X —7 LI ENR
Toh, ZOA LART Va UINBERGEITA X—T T ORERHY ET, TIANED
Ta—r A AR vay R U= RELTIPVO A VAR v a U EBINTEET, £
T2k, 2 REA =T =AM AEAEORY >—72 8, BBEIILEUTH LW —E AR o—
BERRT A b TEET,
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Rt |

IPv6 £ VARG 3 DTIAHIL K

IPV6 1A L AT a A X—TNI L, A VAT gy R)—<yTHBELRNE .
FI7FNVEIDIPV6 A LV ART gy R — <y RMEHEN. ROT 7 a rBNEITEN
i‘a‘o
o BEEIOD IPV6 LR~y X —DHEFFR LET, R L2V Ty MIkey 7S, v
RS ET,

* RFC 2460 AR TEZR I N TV B IPv6 JEE~ v X —DIEF Z#EH L ET, HER L 2R
Ty MIFfey s, v ZICREESNET,

ST AT BAT Ny B— kG M Ry T LET,

IPv6 £ VAR 3 R)O—T v TDERTE

FIE

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

Ry 7EIu X 7T 29E~y X —%2 B ET B2, F2337ry NoBEET «&—
TNZTBINE, =R R —THHAINDBIPv6 A VAT v ar Rl v—< vy 7T &E
E‘Z Lij‘o

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [IPv6] %R L £ 7,
WONWTNNEFEITLET,
c[Add] 27V v 7 LT, HLnw~y 7FZiBIMLET,

sy TEBEINLC[E) 27V v 7 LET,

L~y 7O8E, AR (RK40 XF) EHAEANLET, v v 7 amET 5 & &L
EHETZDHOIFMBHADOHLTT,
[Enforcement] % 7 % 7 U > 7 L, BEFID IPv6 JE5E~ > X —TEF 335008 9 M, F2i
RFC 2460 TEZ I TN\ D IPv6 L8R~ v ¥ —DEFF 2 AT 5228 9 AR IR L £, #EH
LWy y MEIRey 733, r 7l S ET,
(%) [Header Matches] ¥ 7% 27 U v 27 L, IPv6 A vE—V D~y X —ZHESNT Rk v
FlER 7RI O N T 7 v I EEELET,
a) MOWVWTNNEFEITLET,

c[Add] Z 7 U » 7 LT, FILWEHEZBIMLET,

HETFORELTINL, [Bdit] 227V v 27 LET,

b) —ET 5 IPv6 LI~y X —ZRIN L £ 7,
« SRRE (AH) FRGE~» &—,
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B vewiosrozxxsoay

ATvT6

CGEEAT v a Ny B,

s BT EMEEF2 VT 4 XA m—F (ESP) ~v & —,

e TTT AN~y H—,

ARy TN Ry T AT ar ~yH—,

* [Routing header] : 1 DD~y ¥ — X A TEK G EIIIHFZOFHEFRE L T,

¢ [HeaderCount] : /X7 v b K v 7 E 72130 72 LW THA[ T B4kiE~y 4 —
DIRKREERELET,

* [Routing header address count] : /X7 > & Nu v FE7idn 725k LRV TR
LAATON—=T 4T L —ADT R ADRRBEHELET,

) Ny hae ey 7 T5)h /Il o0 e@RLET, Ny e Fey 7458
B, e X T EAF—TNMCTHELTEET,

d) [OK]ZZ7 U7 LT, fAXTarzBMLET, LEISLTTrER A2 @KL
£7

[IPv6 Inspect Map] ¥ 4 727 Ry 7 AD[OK] %7 U v 7 LET,

IPv6 f VAR gy b—ERAR) S —TCA VAT gy vy PR TEAL91270
i‘g‘o

RDEZRY

~ o TEERAT DDA AR gy R U= RETEDEIICRVELE, 77V
r—ay AV TR AL A AR g DR E EZBRBLTLIEE N,

NetBIOS 1 2 AXT < 3 Y

FIE

ATy I

NetBIOS 7 7'V /r—3 2 o A A0 3 2 ClE, NetBIOS % —A #—E 2 (NBNS) /%7 v
B EUNeBIOS 7 =4 77 L H—E A 7y MIHDIAEFNTWS IPT R LA TNAT %
FATLET, £o, TR AT = v I &7 T, SEIFERT 4 =L FOKPR IO
et R LET,

NETBIOS A ¥ AT 2 a NI T 7 4 hTA F—T Mo THOET, SHEIZG T T, NetBIOS
v ha)ERKE ey 7ERiEn ZICiEsaT oR ) v— vy T EERTEE T, ROTFIE
T, NetBIOS f V' AT gy Rl — <7 ERETDHHEIOWTHBALET,

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [NetBIOS] # R L 7,
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| #2414 58—%y b FOPaLDA VARSI

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

I PEFOUDEN |

RONTNNEFIATLET,
c[Add] %7 U v 27 LT, Ly 7 ZEMLET,
sy HBRLC[Edit] 27 U v 27 LET,

Lo~y 7ORE, Ail RK40XT) EHHEZANLES, vy 72HET5 L &3
EHETE2DFHADHRTT,

[Check for Protocol Violations] Z R L £3°, ZDOA T a v Z2@IRL2WEE. ~ v 7 & ER
THEBITIHD EHA,

BT TT77va it Xy o Ry FEREe SRENDRBIRLET, Xy FE R
0y 7 TAEAIE. a XS BEAR—T NI THI L TEET,

[OK] %27 Vw7 LET,

NetBIOS A v A7 gy H—E AR —TA LAy gy vy FPHREATELLIH(C
AN/ S

RDEZRY

T ERGERATEEODAL AT gy R U—ERETEDLIICRVELE, TV
r—ary A 7Tabhal A ART g ORTE SR LTLEXN,

PPTP £ VAN 3 Y

PPTP %, PPP 7 7 4 v 7D bRV TIZEREIND T banr Ty, PPTP Y v g v
X, 125D TCP F v %)L L@ 22D PPTPGRE b > /L TR & E 3, TCP F v /LI,
PPTPGRE kDT x— f EEHICHEH S D6 F v r/VCT9, GRE b > RV,
2ODFKEARNEDOPPP v g aiakLET,

PPTP 7 U r—va s A VAT v a id, A x—TWZ7b &, PPTP 71 2L "y
REMAE L, PPTP hT 7 4 v 7 AT 572 DI LE 7 GRE #t & xlate 4 A T3 v 71T
fER L £,

BREYIZIZ, ASAIX., PPTPDONN— g Vi@AI & BIEa— LV DERIGE S — 7 v A&t L%
4, RFC2637 TEZEINTWAHPPTP A=V g VI 2R EINET, EHO00M 58
MENTZN—=T 3 VIR NR—=T 3 U 1 TRWEGEES., TCPHIEITF ¥ 2L TOEFNLIED A o AY
aAIT 4 =T NICR Y ET, £, BET-AOEREISEDO Y —F v A TBF SN E
T, HEFR L Olate 1L, IO D HXVGRET —% T 7 4 v 7 BT 572012, ME
WIHRL T, XA FI v 7B ETonET,

PPTP A v AT v a s =P d, PPTP N7 7 4 v 7 % PAT TEMATEZ 5L 912, 4 X—
TICTHHERDHY £3, Fiz, MTi]WWH?%@??Z»TWEA~V5/@®E
(RFC2637) NxFvm— hINGAICRY . £O GREIZXH L THEITEITINET, PAT
@\*@EA—VH/®@E(M@UM\MCNM)Li%ﬁéﬂiﬁAo
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BERAVA—Fy F FArILDA VAR VA |
B orsirozxxooay

PPTP A v AT v a v F—T MITBHEZOWTIF, 77V r—varyib v 7uk
A AR aDOREESRL TSN,

RSHA VAR O3

RSH A v A7 2 a ANETFT 7 40 b TA X —F M7 ->TW\Wx9, RSH 7 k=21, TCP
AR—F514 TRSHZ 747 > h>5 RSH Y — /"=~ TCP i 2 H L3, 7747 b
Y —N—F, VT4 T NP STDERR HJA N U — A %5575 TCP RA— hEHE IV
T—hLET, RSHA VAT v avid, RBIIJSUT, xIvz—hENTEFR— FEFD
NAT %% 7HR— bk LET,

RSH A VA7 2 a DA X—T ALDFEMIHOWTIX, 77UV r—ary bA¥ Fa bz
WA VARY v aryOREESHRLTITEIN,

SMTP & & UHL3E SMTP 1 VARSI 2 3 Y

ESMTP A VA7 2 a VClE, ANA, T4 w7 REBRAA vE—VHEE Ny 77
F—=N—=Ta—/T =T =B, EORELRELET, £, T r—varktXa
VT g &7a haLERLUC LY | EEHRESMTP A v —V 7R 2@ L, EZEEBIOA—
RO T vy 7 HITWVE T,

ESMTP A VAT 2 a NET 7 ANV ETA X —T MR TNET, T 74K AV ARY
Tar vy SRR LNENNERIGAEIIOR, RETHLENHY £77,

TIZTE, ESMTP A VAT gy Al OWTaHH LET,

SMTP 5K U ESMTP 4 VAR O 3 VDOBE

JEBE SMTP (ESMTP) 77U A A—> a v A VAR g U RFHTA L, ASA 2 BB TX %
SMTP =2~ FOFEEEHIR L, T=X —#AE4BINT 25 Z LI2k T, SMTP RX—ADIKE
NS X VIREICEH#ETE 9, ESMTPIZSMTP 72 ks /L OIRIET, 1T & A E O T SMTP
Wl CTnET,
ESMTP 7 7V r—a v A VAR Vgt a—F—RMEfTtxba~vy REH—n—Rn
KETHA =L, FOEEZRES LET, ESMIP A A7 g 0%, IkRD3 D
DEERF AT ZFEITLET,
e SMTP BiR%Z 7 DDA SMTIP i~ K& 8 DD~ RIZHIBBL £4, AR— K&
nNda<y Kk LB T,

« §13E SMTP : AUTH, EHLO, ETRN, HELP. SAML. SEND., SOML. STARTTLS.
¥ L U VREY,

« SMTP (RFC 821) : DATA. HELO, MAIL, NOOP, QUIT, RCPT, RSET,

«SMTP o~ RIn&E L —r v A%F=F—LET,
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| #2414 58—%y b FOPaLDA VARSI
ESMTP « v 2 <422 a>07F 740+ ]

IR O A=V T RLARNICHODIAEN TWAER 2 CFENE L bz & &
12, B L a— F108002 4k L E 9, FEMC DWW TIE, RFC821 &ML T 72 &0,

ESMTP A v A7 2 g U Cldk, IROBE RS T =F v R 0nnE H)h, avwr RESEDY —
oA RE=A—LET,

YT onavw R

e RIEAR o~ &I (KCR><LR> T T L TUW72\Y)

*MAIL =¥ R& RCPT 2w RCIE, A—LVOERHEEZEENBESNET, BER
SCFEMRIRNI, A=V T RUARAF Y U INET, Mt () 3RS (77271
FEINET) . <) BEIO > ZA—L T FL AR ERTHIRAICORTFTINE
T (I>) Xvmic <) ZHLH2M4LERHY FT) |

¢ SMTP —R_R—|Z LB REDBAT

s RENFETITH AR — "I a~v s RigxtL, A AT a0, Ny b
DT RTOXFA XIZEREL, ZNHENEHT— A A—ICLoTHESINET, ZO/E
1Z. 1500 Command unknown:'XXX'] O X572 XA v —UTERENET, REERa~
VR, BESNET,

YR — k%5244 ESMTP =2~ > RiZ ATRN, ONEX. VERB. CHUNKING G, 77 A ~X—
NIRRT TY,

* TCP A bV —AfmEE

c AV R AA T T

B

GE)  ESMTPA VAT v a v A X—TMIT 5856, IROL—/MZHEDRWE | xtEaRlo SMTP
T2 Telnet 7 v a UAMEIET A2 ENHY £9, SMIP 2~ FOE ST 4 X7 E
T DMERHY F9, BERELITTRTITILERDH Y £, ROIGEERITT S ENHTE
DISE ST D HERH Y £,

ESMTP £ AR 3>DTIAIL K

ESMTP A > A7 33 0%, default esmtp map f AR v a v R vr—~v 7 2HHL
T, 774N FTAMTRY 7,

o = RN— RNp—I~ 27 ENFET, ESMTP A VAT g oo pdk, X5 2] .
0] . 10 2P — =D SMTP N} —DXLFAETAXZ Y AVIZER LET, HiF
(CR) . BXO™AIT LF) IImH s E T,

o BE B RN FTRE TN, RSN EEA,
EEMEZBEMOT FUADRBRFITRBINT, 77 vaiiFHrEanEti,
e vy FTOEIN 512 LV REWERHT, FryYsnTr ZIICiEEINLET,

BERAva—Ry bk Forarnsrzrovay |
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B svreozxxova k- <y TomE

s ZFHM 100 LV ZWVEHIL, Frny a3 ZICiEsnE 3,
e KTLDEENI NAA ML RKEWRA v —VFn FSICidksnE T,
e ANy H—ITOREIN 998 L KE WL, FeyXanceZiciggksnEd,

*MIME 7 7 A VAR 255 LFEVEWAvE—U1F, FeyZancr ZiliggkshE
KR

» Tlothers] {2—37 % EHLO J6&/RT A —H I~ A7 S ET,

ESMTP £ VAR O 30 RYS— Ty TOHRTE

FIE

&
ATy T2

ATvT3

ATvT4

Ay E—URNRGA—RIGER LT eEDT 7y a U EEET AI2IE. ESMTPA v A7 g
VRV — I EER LET, B LA VAT gy RY — < 1%, ESMTP A
VARG g A =TT HEMATEET,

1R BRI

—MDO T T 4 IVREF T a T, BEOLDICERERZHEALET, b7
=7 D1 OEFHT L2581, RONICERERELIIERERDO I T A ~ v 7 E2ERL F
j—o

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [ESMTP] #&&R L £7°,
RONTINNEFITLET,

c[Add] 27V v 7 LT, HLnw~y 7FZiBIMLE T,

CWEERTFT DYy TEBRLET, ¥F2 )T 4 LNLVEESERTHL b,

[Customize] #7 UV v 7 LT~y 752 mETHZLHTEET, ZOROFIRTIE, v~ 7
BEHAZ <A REITBENT200E LET,

L~y 7OgA, Al (K40 X7 EFHAE AN LET, v~ v 7 EmET D L X3,
EHETEXDDIFHADOHATT,

[ESMTP InspectMap] % A 7 & 7 7R v 77 A @ [Security Level] B = —"T, MERa L7 4 ol —
VarbgbiI —HITLH LV ERIRLET,

Tty b LV ONT NP EE BT H5E, LETKTTY, [OK]Z27 U v 27 L,
BOOFNEEZAF Yy 7 LT, ESMTPA VAT g VO —ERARY — L—LTvxy %
EHLES,

RIEZ S BIZHAZ A RTDMENH D556 1%, [Details] 27 Vv 7 L, FIEEZKTET,
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ESMTP 1 ARSI 3 0 RYS— Iy TOHRE .

@)

B>k [MIMEFile TypeFiltering] " % NI 7 7 AN EZA T DA LV AXRT 2 a VERET HIDDY 3 —
By R TF, ZHUCHOWTIZHTHBALET,

AT Y F5 [Parameters]| ¥ 7 &7V v 7 L, M4 T a v ERELET,
* [Mask Server Banner] : ESMTP #—/N—/nbH DN F =%~ A7 T 508 5D,

« [Encrypted Packet Inspection] : A > A~ ¥ 3 > 72 L C ESMTP over TLS (W 5{b & 7-4%
fE) ZEFFRIT O E DD, MBS U T, B b it u 7k c&x 4, 7
THNETIE, A VAT arDRWTLS vy a2 LET, 2o+ 7 va v
OBNEMRT H & VAT DIk v v a U EERITO 5 STARTTLS A > 27—
ZEHIBR L. BEIMIC T L — T X R MERAITWVET,

AT w76 [Filtering] ¥ 7% 27V v/ L, B RRATvarzZ&ELET,
* [Configure mailrelay] : A —/LHfkD RA A A EfRELET, #ix Fay 7L, HEIZ
L TCa AR TXET, FhE. S ~0REF T E{T L TxET,
» [Check for special characters] : &1 A —/VOEGEHE E1ITZEET R U RITRER LT/ 3A 7
()« NvZ Z74—bF, NULBEFENDA v E—VICH L THETTLHT 7 v a U EEE
LET, ik Fuy L, LELNL T ZIC@E Tt 7, £20F. v 7/~
TEITH>ZELTEET,

AT F 71 [Inspections] ¥ 7% 2 Vw7 L, NT7 4 v ODREICESHNTERET HRFEDA L ART Vg
YEEFRLET,

a) WOWTNNEIATLET,
c[Add] 27 U 7 LT, HLWEEZBMLET,
 EHFEOREEAZBRINL, [Edit) 22 Y v 7 LET,

b) HEHEDO—EH A 7L LT, [Match] (FT77 4 v 71 35EHEL T 20 ERH D) 21X
[NoMatch] (FNT7 7 4 v ZI3HEMEL B DZVENDH D) #RINLET, & xIX. F
lexample.com] T [No Match] Z38#R L7554, Texample.com| ZEie b7 7 ¢ » 71X T
RTIT FA =y TORMRINCZ2 0 £, WIC, KEZHRELET,

* [Body Length] : ESMTP AL A v E—Y DR EIDIRE LIAA MLED REWA v E—
TE—HLET,

* [Body Line Length] : ESMTP AL A v — Y DITORSPIEE L7231 MEE v k&
WA=l —HLET,

 [Commands] : A v E—YOa<wy F#jEE —HLET, ROa~v FO1OEIFHE
HatiE C& £, auth, data, ehlo, etrn, helo, help, mail, noop. quit, rcpt. rset,
saml, soml, vrfy,

BERAva—Ry bk Forarnsrzrovay |
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B svreozxxova k- <y TomE

[Command Recipient Count] : ZEHEDOEPFELILELI Y RENWA v E—VE—FKL
EJ AN

[Command Line Length] : =~ & FEIFADOITOR I BHEE L7TAA MRED RENWA Y
'JZ‘—?\/\\EQ& Li‘@‘o

[EHLO Reply Parameters] : ESMTP EHLO J5&/XT A —& & —H L £ T, IRO/NT A —
X D1 OFEITEHEECTE £7, 8bitmime, auth, binaryname, checkpoint, dsn,
etrn, others, pipelining, size, vrfy,

[HeaderLength] : ESMTP~> ¥ —DE EBFEE LT3, MLV REWA v -V L
—HLE7,

[Header Line Length] : ESMTP~ v # —DfTOREINFEE L7231 I D KREWA
?_Tykgﬁ L/i‘a—o

[Header To: Fields Count] : ™~ X —®DTo 7 4 —/V ROBNFELTELY KE WA >
-V —HELET,

[Invalid Recipients Count] : HEZN R ZAZH DM@ EE LIZELY REWA v -V L —
ﬁzbi—g—o

[MIME File Type] : MIME L7213 AT 47 77 AN XA 7%, 5 LIz EHEIHE -
FIERKRB Y Z A LBELET,

[MIME Filename Length] : 7 7 A VADBEE LTS MLV REWA v =T L —
ﬁbi‘j‘o

[MIME Encoding] : MIME = a2 —5 4 7 2 A4 7L~ L%+, RODZATD1>
F RIS AE R E C& 9, 7bit, 8bit, base64, binary, others, quoted-printable,

[Sender Address] : iS{FEH DE A —/NV T R A%, FEE LI IEHFRBE 2 IXEHFEL
JIALMELET,

[Sender Address Length] : iS55 D7 RLVARFRE LT2NA MIEY KEWA v -V
E—HLET,

c) Boruey 7, Uty b FhE3alZ ~OR&HETINEIMERLET, BHOR
0y 7EREFIVEY hOBFEIE, o XA A XTI NERIEIT =T TEE T,
a< 2 RBXOEHLOIGE T A =2 DEh, a~r Re~vA7 5528 TEEd, =
<~ RO—FDHE, 1 By NIIRZEHT 22 &b TEET,

d) [OK]ZZ VU7 LT, A AT arzZBMLEd, LEISL T RAEM) KL
£7,

AT v 78 [ESMTP Inspect Map] A 7027 Ry 7 AD[OK] Z 27 U v 27 LET,
ESMIPA VA7 v a P —ERARY —TA VATV ar<y TEFERATES X 51070k

nET,
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snwp 1 >2<sva> [

RDBERY

< T EEHAT DDA AN g R —2RETELLHICRVELE, 77U
—ar A IR FaL AL AR a Ly DHRTE SR L T I,

SNMP £ AN 3y

SNMPT FVr—a A AT a0d, TRAAND ST T 4 w7 EF 84 ZFEMOD b
74 OMFITHEMENET, ZOA LAY g 0T, 2—F—RHEEDSNMP A 2 b
WZHIBR S D SNMP V3 2% ET DA ICHETT, A VAT v a R LOBA, BRI
V3 22— —IMEREDOHF R SNTZARA RO T NA AR —) 7 TEET, SNMP A A
Ry aNET 7 AN PAR— R TIET 7 4V F TANZ > T B0, 5T 7 44 hUS O
R— R 2T 2EAICORRETHDLENHY £3, 774/ hAR— FI UDP/161, 162 T
HY (TRTOFT A AZAT) | FXOS X UDP/161 TV v AT 5728, FX0S bFE(77 5
T34 A TlX UDP/4161 T,

T 74V N TIE SNMP A U AT Vg VEAR— U 7B S e N — T 3 IZHIBR L E
bdAO

B

6=

FIE

ATy T
ATy T2

ATvT3
ATvT4

NTGT 4TI T ARy TTAHEIRY £,

FXOS H FEITLTWVWABT /S A TSNMP 2% ET B E. SNMP A AT 2 g NIMETH
D, N T B EHEANIRY 9, SNMP A > A7 g 0%, A— b UDP/4161 25 te

MEZIS T, SNMP T 7 4 v 7 B EDAR— 5 O SNMPIZHIIRET 2 2 & 6 TX £7,
PIFTD/R— g D SNMP XL EMNERNTZD, X2 T 4 R —%H L TRHED

SNMP N\—2 g U AHETOMEREL L2560 HV £T, VAT AL, SNMP XA— 5
1, 2. 2c. FLE3EZHELETEET, FFif356 =T a3 03, LRIZEHBIT 5 L 512, SNMP
~y TERAERLTHIEI L E7, N—Ta AT 2 LER WG, ~ > 772 LT SNMP
AVART Y a rEAENCLET,

[Configuration] > [Firewall] > [Objects] > [Inspect Maps| > [SNMP] %z #&4R L £ 9,

[Add|Z 7 Vw7350, v~y 7T HERL, [Bdit]Z27 Vv 7 LET, vy 7 OBEMEC~ v
K ANTTLET,

545 SNMP DO R— 3 2RI L £37,

[OK]ZZ7 YU w7 LET,

BERAva—Ry bk Forarnsrzrovay |


asdm-716-firewall-config_chapter14.pdf#nameddest=unique_325
asdm-716-firewall-config_chapter14.pdf#nameddest=unique_325

BERAVA—Fy F FArILDA VAR VA |
B osonetrozxooay

RDBERY

< T EEHAT DDA AT g R —2RETEL LRV ELE, 77V
—ar bAY IR NI AL AR a Ly DHRTE SR L TSI,

SQL*Net f AT 3 Y

SQL*Net £ > AT 2 a U NEIT 7 /N TA FX—T Mo TWET, f VAT g T
VUL, SQLENet N—T 3 VI B I O2 &2 AR — F L TWET, U Transparent Network
Substrate (TNS) DA TT, A L AT v a T, #EXT—% A VY —24 (TDS) X%
PFAR—FLTWEHA, SQL*Net A vE—T1F, HOIAENTZT LA LA — MIDOWTA

¥y, LEIZG U TNAT OEX 2 NI ET,

SQL*Net DF 7 # /L b DR — FEIY Y4 TiL 1521 T, Z L, Oracle 7% SQL*Net Iz L
TWAETT N, #iE LA E3E (SQL) OIANAKR— FED BT iT—&H L EEA, 77V
= aynploR— sEFERT25A1E. TOR— EeET 8T 7 v 7 7T AT SQL*Net
A ART g oA LET,

RDOBEIEL, SQL*Net A > A7 L g B LET,

* SQL #ilf#l TCP A" — K 1521 & [A UAR— hC SQL 7 — X5k 3T E T, SQL*Net A >
ARG a U PA =TI TWDE, X2 VT4 T I7A4T AT 7a% L
THREL, 7 74T hD U 4 ¥ RU A X% 65000 2> 5K 16000 1ZH BT 7=th, T —4

HRIEDRIEN AL E T,
cm L — FDSQLIEEDA L AT g XY, CPUMHFEDOFHRTERNAINA IR
FAELET,

SQL*Net A > A7 v a »&ZBHC Li=#%,. cear connport 1521 =~ > R&EHH LT, A~
ARy a i L CHE R A BE CEL LI LET,

SQL*Net A Y AT v a &k A F—TMIT HHEZONTL, 77V r—vary bAv 7
0 ko AR g VOREXBRBLTLIIEE N,

SunRPC A/ VARG, 3>

ZOIHETIE, SunRPCT Y —ary A VAR a OV TB LET,

SunRPC 1 VAR S 3 VOHE

SunRPC 7’1 k)b A VAT g U ExT 7 4/ h TliEA £ —7/L"C¥, Sun RPC H—/3—
F—TNEERTLET T, 77 AT U — L OBBEFATENTWNE Y —E 2R TX %
T, 7272 L. NFS O iR —Abid, == T =T NLOFREN R THLE Y —/—THEIT
ShET,
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smrrcH—tznEE [

SunRPC (%, NFSHB L U'NIS TEH &£ 9, SunRPC H—E R [ZEDAR—  ETHEITTE
£9, == FEDOSunRPCH—ERIIT 7 EHALLI ETEH7TA4T7 2 ME, ZOHP—E R
DEITSNTWDR— FEHDMLENDHY £T, ZOOITIE, TRFEAR— K111 THR— b
~wN— A (@FILrpebind) TS L ET,

I7I7A T IR —EAD SunRPC 71 V7 LAFKGFEEETHE, R—F vy \— Tk
T —EADOR = EFERELET, 77947 ME, A—F vy X—=TakR2L-T
BESNTZAR— FE2HEELT, SunRPC 7 =V —%2H—R_—[Z%EFELET, V—"—0E%E7
L& ASAITZ Oy FERITZIE L, £DR— hTTCP & UDP Ol )7 ORI & B &
=3

Sun RPC <31 12— RIEHD NAT £721X PAT IZ A — SR TWEFA,

SunRPC H—EXDEHE

Sun RPC — v R 7 —7 V&M H L T, ML 7= Sun RPC & 3 3 243 T Sun RPC
o747 &HIEILET,

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [SUNRPC Server] ##{R L £,
RT9T2 RONWTNNEFRITLET,

c[Add] 227 U v 7 LTCH LW —_—%BL £9,

o P R—Z @R L C[Edit] 27V v 7 LET,

ATFYT3 F—E R FuXTF A EBZELET,
« [Interface Name] : h—/N"—~D FF 7 4 v I PWEESNDHA v H—T =4 A,
e [IP Address/Mask] : Sun RPC #——D 7T FL X,

* [Service ID] : = "—DH—E R X AT, F—E R F AT (100003 72 E) ZHETDHIZ
¥, Sun RPC H—/"— <= 2D UNIX £ 721d Linux 2~ FZ A > T, sunrpcinfo 2~ >
RZ&2fEH L ET,

« [Protocol] : —E AN T 1 hand: LTS TCP 721 UDP,

s [Port/Port Range] : " —E R L > THEHINTWADHAR— NEIEFA— b O,

« [Timeout] : SunRPC A > A7 ¥ 3 N2 X » THRDO O NI E R —LDT A K
IV EALT TR,

ATy 74 [OK] &7 V)7 LET,
ATFYTE (FTFay) ooV —ERARIER SN r A — A EE=Z— LET,

BERAva—Ry bk Forarnsrzrovay |
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BERAVA—Fy F FArILDA VAR VA |

Sun RPC —E A TN TND E /T*‘/I/%?E/T'éﬂé %, show sunrpc-server active =~
YREANDLET, a~vr F&2 AT 5I21E, [Tools] > [Command Line Interface] Z 3R L £
T WITPIZRLET,

hostname# show sunrpc-server active
LOCAL FOREIGN SERVICE TIMEOUT

1 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
2 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
3 209.165.200.5/0 192.168.100.2/647 100005 0:30:00
4 209.165.200.5/0 192.168.100.2/650 100005 0:30:00

LOCAL 7 LD M UL, WA v X —T =2 ADT FAT > N EZIFE—R—DIPT
L A% R LET, FOREIGN 17 ADEIL, MBA X —T = A ADT FAT > MEITT—
N—DIPT KL A& R LET,

MBS T, ROa<wr REFALTINGOY—EREZ 7 Y7352 ENTEET, dear
sunrpc-server active

TFIPA AR 3 Y

TFTP A V' AT 2 g U NET 7 4V hTA R —T Wl > TWET,

TFTP 1%, RFC 1350 288 SN TWAB X 912, TFIP H— =L 7 54T FDOMD 7 7 A v
DHHBEXEITOT-OOEE 70 ha /LT3,

A VAR a0, TRTPHEARY Zk (RRQ) | HXIAAZER (WRQ) . BLD
T Z—i@M (ERROR) ZMAE L., LBEIL U THEA T v 718kl & A% B L. TFTP 7
FGAT VU e —R_R—DOE D7 7 A NEEZZT AT LET,

HNIeGi B0 Bk (RRQ) T3 EXIAAER (WRQ) 2#%ET5HE, HEISLT, &
AFI v Il Fyrrl PATEHNEID LY TOENEST, Z0ovh o FY Fy 3L
1. 2L TFTP IC Lk o T 7 A it E 213 7 —ma il S £,

TFTP Y — =720 NRN b ) FXxUBHDO T 7 4 v 7 B T&£9, £7-. TFIP

IIAT v hEP—=NR—DMIHFETEDLRERRE D FY Fry 2Tl HFTTT, ¥ —
N=PHDOTT—BHNHDE, BH U Z Y Frx/UFHLET,

TFTP 7 7 4 7 DV XA VY MIAXT 47 PAT DM S CWBEEIL, TFTP A ~
AT g A F—T ST HMERH Y £,
TFTP A VAT v a A F—TMZT B HIEZOWTL, 7V r—varbAfv¥7ub
A A AT g VOREZBRLUTLIEE N,
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| #2414 58—%y b FOPaLDA VARSI
xomep 1 > z2<5 o3> |

XDMCP £ ARy 3>

XDMCP |, UDP A — M 177 2fFEH L TCXEyvarvasrxIavz— 9571 haL Ty, X
Y g ISR TCP ZfEH L9,

XWindowst v g U EIEFIZR T =— h LTRIHET 572DIZ, ASA X, Xhosted > B = —
ZNBHO TCP RV B A T2 0ENRH Y 3, RO ERZT AT 521X, TCP A — %
FFAfT DT VA N— L EHEHTE£d, F£721E. ASA Testablished =2~ REEHTE %
T XDMCP N7 4 AT LA ZXfGT HR—hax T =— 45 L, established =~ F78
ZREN, ZORVEERAZTFAITNENE I DDPHERINET,

XWindows &> v a U H w3 —T v X TR AR — 6000 | n ETT 4 A7 LA Xserver & il
BLET, WOEKREZITI & BT 4 A7 LA TR % 1T Xserver &t L £ 7,

setenv DISPLAY Xserver:n

NZ7F 4 A7 LA HFEZTT,

XDMCP MEHENTWEHA., TAATLAIZIP T FLAZFEHLTRI > — S E
T, IPT7 RL AL, ASANMEIZGUTNATZITH ZEMTEET, XDCMP A AT v g
U TCiE. PATIZVAR—FENFEHA,

XDMCP A VAR v a DA F—T MMEDFERICOWTIE, 77V r—var bA¥ 7o
fa A A7 g OFRE ZSZRLUTIEEN,

VXLAN f AR 3>

Virtual Extensible Local Area Network (VXLAN) A > A7 T =3 »id, ASA ZiEiE$ 5 VXLAN
DATEMEINTZ T 7 4 v 7 THRELET, VXLAN~S Y X — 74— v hSEEICERL
L., RERERXDO Ty v Ray 7452 LR LET, VXLAN A VAT v 3 Ud,
ASA N VXLAN hr /b= RARA > b (VIEP) £721Z VXLAN #— k7 = A & L CHERET
L8774y TiHTORERA, UL, ENODF = v 7 B VXLAN YT v b OIEE DI
BT MED—HEE LT iThbnb 20T,

VXLAN /X7 MI@EHE ., "— bk 4789 ® UDP CT9, Z DA — ~Z, default-inspection-traffic 7
T AD—HETIH DT, inspection default ¥—E A RV 2 — )L — /LT VXLAN A > AT 2 3
VEBMTAE0TCY, £20E. FRICKH L TR FERIFACL~yF U 72 HHLCY T
AENERRTHZ &b TEET,

BERAva—Ry bk Forarnsrzrovay |
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BERAVA—Fy F FArILDA VAR VA |
B a2t os—syr Taran (VRIS 3L OBRE

HEARUGA U A—Ry TR RIAILAVARSS 3D
& FE

HaE

Y

J1)—=x BEREIEHR

DCERPC A > A7 g T ISystemMapper | 9-4(1) ASA1Z. U U —=R 83 TEPM L4 ® DCERPC A vt —
UUID A & —3 RemoteGetClassObject TOYR— b &L L, ISystemMapper UUID A & —
opnum3 % R — K, RemoteCreatelnstance opnum4 % AR — ~ L TW\WET, =
DEFEIZ L V. RemoteGetClassObject opnum3 A & —37
FCTHAR— ERERESNET,

ZEH 7= ASDM HEfILH 0 £ A,

VXLAN N7 b f VAT Vg v 9.4(1) ASA T, UL T 5 72 DIZ VXLAN ~» ¥ —%
BMETXET,

WOMEHEMNET S3LE L7, [Configuration] > [Firewall] >
[Service Policy Rules] > [Add Service Policy Rule] > [Rule
Actions] > [Protocol Inspection],

ESMTP A 27 2 3 D TLS & v 3 v [9.4(1) ESMTP A > A7 2 a DT 7 4V M3, &S
TOT 7 4/ s OEANEDOEH, W, TLSEy va U EFA T LR OICERSNE L,
72720, ZOF 7V MIF LY., EREEA AV
TEINTZV AT KA S ET, noallow-tlsz & ey
AT LT v T L— KT, Zoavy NIER
ShEHA,

F 7+ NOENEOEE L, HWL =T 3 U ThIThR
F L7 :84 (725 | 85 (1.23) | 8.6 (1.16) | 8.7
(1.15) . 9.0 (428) . 9.1 (6.1) . 92 (3.2) . 9.3
(12) . 93 (22) .

IPA S ay £ ARY g D 9.5(1) IPATary A ATV a v id, TXTOENKIP
FFvarEYR— TRV E L, FEER
INTWRNWAT v aregte, EEELITRITHRA
TrarvEHFe, 7V7, i Rey 589024
VAR g U EMETEET, £ P S a A
VAR va <y T THRIIZER SN TW WA
TarydOF 74V NOEEEARETEET,

BIMOAT > a &8 D K 9 IZ [IP Options Inspect Map]
AT T Ry J ANERERINE LI, FAIBLOAY
ar TV T LA T a v EBRIRTHLOICD E
L7,
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| #2414 58—%y b FOPaLDA VARSI

ERMGA V8 —Fy kTaran 2oy 0BE |

J1y—2

HAETRR

DCERPC A > A7 L g o OWER L
UUID 74 V&Y 7

9.5(2)

DCERPC 1 A7 23 i3, OxidResolver ServerAlive2
opnum5 A v E—UIZH L TCNAT 2R —h95 L5951
720 £ L7, F7-. DCERPC A v — Y OPLH—Ei#H]
T (UUID) TZ4NZV 7L, BEDAYyE—V ¥
AT %V ey NT A0 TR TELEIICRDEL
7. UUID 7 4 V% U > 7 H®FH LV DCERPC A > A
svar I I ARy TG T,

[Configuration] > [Firewall] > [Objects] > [Class Maps] >
[DCERPC] O A3 EM & VE L, IROBEMNEL S
#LE L7z, [Configuration] > [Firewall] > [Objects] >
[Inspect Maps] > [DCERPC],

DNS over TCP 1 > AT v a

9.6(2)

DNSover TCP +7 7 4 v 7 (TCP/53) #HETX5 XL
I FE LT,

WDAN—VNETE XjE Lz : [Configuration] >
[Firewall] > [Objects] > [Inspection M aps] > [DNS|[Add/Edit]
AT TRy 7 A

Cisco Umbrella V78— b,

9.10(1)

Cisco Umbrella TEFINTWS =X —TFF7 4 X &
Fa T4 RN r—ra—P—ERICEATX5L 51
DNS %k % Cisco Umbrella ~V # A L7 v 95 Lk H T
NA AZBRETEET, FQDN IZEESW TR &2 7F ] £
7mix7 vy c&xEd, £iE, B LVWFQDN OGA
X CiscoUmbrella f TV V= h Zuxjia—HF—
ZUHAALZ FLUTURL 74 VE ) T RFL(TTEE
9, Umbrella DF%EIL, DNSA L ARTZ g R —
WCEENTHET,

WOMEZBMEIIEF LE L, [Configuration] >

[Firewall] >[Objects] > [Umbrella], [Configuration] >
[Firewall] >[Objects] > [Inspect Maps] > DNS.

Cisco Umbrella @584k,

9.12(1)

Cisco Umbrella % /3NA N2 T DB NHDHa—H /L R A
A HERETEDLRIICRVEL, ZRHD AL
> @ DNS ZRK (%, Umbrella % ZLEEHF" DNS H—/—|Z
EHEEE SNVET, £/, DNS ZEROMERICHERT 5
Umbrella r—N—HRFETELH LIV ELEL, &6
(2. Umbrella — 3 — %] T&E 255513, DNS 2K
N7y 7 INRNE ST, Umbrella A v AT g v
RV —% T 2=V =T NERETDHENTEE
R

WOMEENEE Sk Lz, [Configuration] >[Firewall] >
[Objects] > [Umbrella], [Configuration] > [Firewall] >
[Objects] > [Inspect Maps] > [DNS],

BERAva—Ry bk Forarnsrzrovay |



BERAVA—Fy F FArILDA VAR VA |
B a2t os—syr Taran (VRIS 3L OBRE

HERER )1)—2 HBEBETE R
HHIA v A h—/LTliX, T 74/ h TXDMCP |9.15(1) PLENZ, §_XTO FF 7 4 v 7% LT XDMCP A > &
A VAT g UINERNZ o TWET, R g UNT TV N TERNCR o TCWE LT, Bl

WU AT BEFA A= SNV AT A EGHEHA
YA /LTI, XDMCP |£7 7 # /v h CTEEIZ /2> T
WET, ZOA AT g URLEREASIE. AT
LTS, Ty7 T L —RTIE, 774 DA
ARG v a VREEMH L TXDMCP A AT g v
EEINZ LT TH, XDMCP A AT g D8]
TEOREITRFFESNET,
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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