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BAEICOBRERNTT RENDHIPT RLABWebY A MHTHD=0) ., FEHTTP/HTTPS
BT oy 737 SN T RUR T, KT A0 FIETETLET,
el ziE, 7 vy 7 S FQDN @ ping #5179 % &, CiscoUmbrella 7 77 KD 7 1 v
U=V A N % — 8 —2xt LC ping 2 FEITLET,

() Cisco Umbrella 273817 L C, FE HTTP/HTTPS (2725 AIREMEN B 5
FQDN ZA > 7 VY= MIRELEY, Tud sl RAA
VAHDFQDN Tit, A v 7V ¥z b 7axiiZIP 7 KL A%
ELERA,
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* Cisco Umbrella & ASA FirePOWER OLERIX, FFE OFERCIZR L CHEMERH O £ A,
Wi 5 DY — v 2 2RI 58 1L. ASA FirePOWER DOALFE )& UDP/53 & UDP/443 % [
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access-list sfr extended deny udp any host 208.67.220.220 eg domain
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FAL T,
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< /VF LT A b E— FTiL. CiscoUmbrella Z T3 0NEOH 58X T 4 T
FANTZIOFRIEEFITLET,

Cisco Umbrella @7 #77 > I (https://umbrella.cisco.com) % #Esr L £7
Cisco Umbrella Bkt — S =156 D CAFEHIED A VA h—/L (6 5—) ,

TR ZADBEETITHTTPS Z A LET, Znickvir—raFAERZ A 2 v—1 T 5k 9
WCESR SN ET,

A F =T W72 > TWIRWEEIE, DNS == R EL TA ' F—7 =4 AL TDNS /by
IT o T R—=T VT LET,
[Configuration] > [Device Management] > [DNS] > [DNS Client] ~X— ¥ CHipk 22 € L £,

HADOY—_"—%FH+252 L%, CiscoUmbrella V—/"—%2RETHZ &L TEET, o
Y= N—%FRETIHHETEH., DNSA VAT ¥ g 12 & o T Cisco Umbrella U V' /L N~ H )
) XA L7 NENET,
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Umbrella Connector ® 7 12—/ S)LERE (7 _—)
DNS A v AT g R vr— <7 TO Umbrella DA 32— L (9 X—) |
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Cisco Umbrella &85 —/N\—HN 5D CASIBAZ DA VX —)L

Cisco Umbrella 6% — /3 — & O] THTTPS 8t & ML T D721, /b— bAEAFZ A AN —
FEOMERGHY T, VAT AIE T AERERT 5 L EIT, HTTPSHfe & i L £,
Cisco Umbrella T, [ER (Deployments) ]>[#/ (Configuration) ]>[JL— rEEBAE (Root
Certificate) | #IR L, fEAEZ XY Vo — R LET,
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Umbrella Connector 0% A —/\JLEEE .

1R BHHIIZ

Umbrella 23 FFEHEAZ 4 585815, BILWIEAZEEZ X o0 — NI 208 RH Y £9, L—
REHAEL LT INLIZEELHY F£4, ELVvL— FEHAERT7 v o — RERLTWAZ &%
R LET,

SERREZ T 5554 1%. Umbrella ZERMEIC L TS EHEANCTA2HLERNH D £4, Zh
&Y, VAT LTH LWEEBEEZ TS L. Umbrella IZIEL < BER SN FET,

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [Certificate M anagement] > [CA Certificates] % %R
LE7,

ATv T2 [Add) 227 Y v 7 LET,
AT9 73 FSRERA Y MG (etx] 721% umbrella_server 72 &) Z AN L £,
AT w 74 [Paste Certificate in PEM Format] Z R L, FEHEZ R v 7 A D T E 9,

BEGIN CERTIFICATE 173 & T END CERTIFICATE 17i%. G THEH R THH#EWERTA,
AT w75 [Install Certificate] 27 V v 7 L £,

AEHFIT AN ATIERSNE S, Ba—28HLTY A RSN P T A MRS » b E2FRRT
LWENDH Y £,

Umbrella Connector ® % 0 —/\)LEEE

Umbrella 7' vt — /LR ENL. T2, CiscoUmbrella (25 /34 R & 8459 B 7= DI/ API b —
I o EERLET,

7 —sLVEEED Umbrella B2 57202+ TiEdH Y A, DNS A VAT Vg v
AU v— <7 TO Unmbrella DA F—7 0t (9 X—) OFBIIHES T, DNS A > AL
Jvar R — <7 TH Unmbrella #4 R—7 W T HMENDH Y 97,

4R8O SRS

* CiscoUmbrella % v kU —27 T34 2 ¥ v 2 7R— R (https:/login.umbrella.com/) (21 7
AL, MREOURDF Y NT =T F /XA ZADAPI h—7 VERGLET, b—27 i,
16 #E D55, 72 & 21E. AABBAS9AOBDEI485C912AFE (2720 £4, kD% v bk
T — 27 T34 AD APl % —% Umbrella % v > 2R — KNnHAERLET,

* Cisco Umbrella & &gk — N—DFEHELY 4 A b—L L F 1,
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FIE

ATv 1
ATvT72
ATv73
ATv74

ATy TH

ATvT6

ATy 717

[Configuration] > [Firewall] > [Objects] > [Umbrella] % 3&HR L £,

[Enable Umbrella] % 3#&RK L &9,

[Token] 7 4 —/V KIZ APl h—27 > Z AN LET,

(fE&) DNS A v A7 v g3 R Y v— ~ v 7 TDNSerypt &4 F—7 MITLH5E51E, &
FZIE U CREEOMFEIZ DNScrypt 7' B A, X —DORRAF—%2HETEET, F—ZHEL
RWGA . BUERAT SN TWADT 7 40 FOAF—0SREEICHEH S E T,

X —L 32 A PO 16 EFE T, 235/ T &Icaua » TRYI- 72 ASCI @ 16 HEfE % A
HLESF, F—FIT 798 FTT, ZDF—{ZL Cisco Umbrella 7> S5 HEE L £97,

F 74k F—i%
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79 T
7,

T 7 4V N OABF—OEHICETIZIE, F—% [Public Key] 7 4 —/V R HHEIBRL £,

(f£7) [EDNS Timeout] ZEIR L CT A RV ZA LT 7 FEEHLET, TORRARKES
DETH—=NR=NEDIEENRWGE. 7 T4 7 x5 Umbrella Y— 3 —~DO 8 1 X HI bR
EnET,

H A 5T v bX hours:minutes:seconds DIEFR T, 0:0:0 ~ 1193:0:0 O CITRE T £1, T
7 4V % 0:02:00 (247) T,

(EE) UVILINIPvA B LN VLN IPY6 T, 45 DNS ERZ R4 255 7 /0 h LA
S Cisco Umbrella DNS —/_X—D7 KL ZAZRE L E 1,

INBEDF T a v ERELRWES. VAT AITF I 4N NOY—_"—5EHLE T,
(f£&) Umbrella D/ SA NRAZNEEra—H)y RAAL L EFRELET,

Cisco Umbrella /N4 /XA T HMEDHSH DNS BRCTra—hL RAL U EFEL, DI
REFEIH»D DNS y— R —|CEHEBEIT 5 Z N TEET, & 2, TXTONERER T
FXNDZEEMEL T, WELDNS — S—THHED KA A L HOFT _XRTOLAF E I T
i‘j‘o

H—AN RAL VEERTHERERA T =7 Mg, 1 OOERER Y 5 A% EETD
Zeb, EHERAT Vs b LTEEARTZANTHZE L TEEY., 2hoDr T 2%
MAGDLEDLZ L TEETR, BETELDIEX 1 2ETTY,

A=A FAL D NAIRRERRBY SAA TV a > OR{IZH S [ Manage | R¥ %227 U
7 LTI Z AR LET, £o. ERRBIOEEIL[AAV/Ed] ¥ A 7 1 778 > 7 AT [Manage]
RELHT Vw7 LT, INHDOFT V27 MafEkT 52 b TEET,
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DNS f Y RRH <3y KY Y— 2 FT0 Umbrella o« x—T it ]

DNS 1 AR 32 KR — <y TTOH Umbrella DA ~— T )Lk

FIE

&
ATy T2
ATvT3

7' —/3)L Umbrella 3% € DB IL. T3 ADBFEBLORDNS VY 7 7 7 VXA LT FD
HIMUIZBNW TS TIEH Y XA, 77T 4 7RDNSA VAT g v O—EE LT Umbrella
ZEMTHLENSH Y FT,

Umbrella % preset dns_map DNS A > AT ¥ g v KD v—< v FITBMLT, Za—sILC
AR=T T HZENTEET,

21U, WAZSA RENTZDNS A VAR g U ERHEHILT, BARbHA 02090 R
Vo— o728 ANTT7 v 7 77 AEAT A6, Unbrella 29— 2 &2 M L
—;«ZD&7X\_k L/I)Z\ 7/1/ ujﬁézgﬁ‘%@ij«o

WOTFNETIE, Umbrella %z 7 10— U ZFIET B FIEIZOWCHALET, I AXZ~A XX
7ZDNS KRV v— <~ I BHD55E81E. DNSA VAR v a v R v— v 7T ORE 251K
LTLE&EV,

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DNS] ##R L £ 7,
preset_dns map A > A7 v ar vy T EETANI Y v 7 LTRELET,

[Umbrella Connections] # 7% 27 U v 27 LC, 77 7 KT® Cisco Umbrella ~D¥z#i &= AN L
\i—g—o

* [Umbrella] : Cisco Umbrella Z A z0I2 L £, SEITG LT, 734 R 5 Cisco
Umbrella 78 U & — D4 i % [Umbrella Tag] 7 + —/V FIZFRELE T, RNY > —ZfE L7k

WG, T 740 PO ACL MM S E ¥, BEkDS5E T 95 &, Umbrella D7 731 A
ID#57®%_ RENET,

* [Enable Dnscrypt] : DNScrypt % 202 L CF 731 A & Cisco Umbrella [#] O #Ege & K 51k L
F 9, DNScrypt Z AT 25 L, Umbrella U VLN EDF—AHa A Ly RNBIG S E
T, F—RHA Ly NiE, 1R ZE I AR DN R oA 7 5FTL, LWL
B TT N, A& FH LET, DNScrypt TiX UDP/443 Z T+ 572, ZDHR— kR

DNS A VAR v a NMEATEH7 TR~y FIZEENTND Z L E2HERTIMNERD
VET, 774NV EDA L ANRT Va7 T AZIEDNS A AR ¥ 3 (2 UDP/443 73
TTICEENTWET,

« 7x—J)LZA—7T 2 : Umbrella DNS H— 3 —73fi T & 72 W 5412 DNS fifik 2 8ifE S 5
Wik, 72—V A =705 A RX—=T NI LET, 7:1:—/1/71‘_7 * DYREE T Cisco Umbrella
DNS — = fFH T2 WFAIE., ZOKRY — < v 7T Unmbrella HIENT 4 & —7
JAZTIR D | m$£*%/z7AL_§EéhtM®m®%—ﬂ~(ﬁ@#é%ﬁ)K%
@T%éio 2720 &7, UmbrellaDNS r— —NHEMHAIRRICR D &, R o—~v
FEFNLOFHEZHERLET, 2047 a 2R LARWEES, DNSESRIZT 7 &2
T& 72\ Umbrella U Y ANR~BEILELT 2 DT, IGFITERESINEEA,
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ATvT4 [OK] %7V w7 LET,

Umbrella ) & $3 &2

Umbrella ® 7' 10—V iE % FEAT L, DNS A A7 3 3 C Umbrella % A 31— 7 /W LTz
5. T34 A5 Cisco Umbrella (ZHE6E L CRERZIT O LB H VY £7°, Cisco Umbrella |27
NAZID BRESNTNDENE I DEMERT HZ LT, BENPIEFICET LIZNE > g
F v TXET,

a~ Y K& AT 512X, [Tools| >[Command Linelnterface] 721X SSHE v a V&AL
5

BONCY—E AR Y — O HE R Z S L, Umbrella OB AKRE L Ed, = 212,
Cisco Umbrella IZ L » CH# SN7=AR Y o— (¥ 7) | 8O HTTP A7 —X Aa— K, BX
OFNRAL Z DR ENET,

HTTP A7 —# A1 200 (&Lh) THAIMVERH Y 9, =T —a— NIk ERLTWET
401 1IZAPL h—2Z UDIELL R2WZ E &R L, 409 135 /34 A A Cisco Umbrella |23 TIZ/ELE
THZEERLTWET,

Umbrella® VU V' A ARERE T, VI ANRREEETHDHZ L E2RT I EIITEERA, EIRK

DT, T7 B AHBEARY > —CTZINHDIP T KL AT 2 DNS EBENHNTNWS Z &
PR LET, ZAUT RO ARG H Y 308, v—TFT 4 7 OMEEZ R LTS
SGHEbH 0 ET,

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override O

message-length maximum client auto, drop O

message-length maximum 512, drop O

dns-guard, count 0

protocol-enforcement, drop O

nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa

Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé resolver: 2620:119:53::53

Umbrella: bypass 0, req inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1

Fo, Efrar v 4FX¥al—rary (R yr—<y 7 TO7 o VZ0H) bR TEEd, &
Ui — <y 7 Oumbrella 2~ REZHEHL T, T4 AIDEFRLET, ZOa~vr FieA
F—=T ML ThH, TAAID ZEEXETDHZ LI TEEEAL, ROBIT, HOEREL
THETAEHREEZRLET, Unbrella (I SILADNS A VAT gy vy T aREL
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Umbrella Connector DE=% 1) >4 .

TASDM DT NA XD %#FKART5HZ &b TExET, IDIEL, [Umbrella Connections] & 7 |ZZ~
SINET,

ciscoasa(config) # show running-config policy-map
|
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760f£dd6d3
no tcp-inspection
policy-map global policy
class inspection_default
inspect dns preset dns map

Umbrella Connector D =4 1) >4

Z 2 CiX. Umbrella Connector % & =4 —3 5 HILEIZ DWW THBALET,

Umbrella 4 —E X 7R o—D#FEHIBEHRDOE=42") 25

Umbrella 14 X2 —T7NIZT 5 L. DNS A v AT 2 g v O IEROME L 26 % [l 5 £oR
T&EET,

a2 K& AT 5%, [Tools] > [Command Linelnterface] 721X SSHt v a v &AL
ij‘o

show service-policy inspect dns [detail]

detail ¥— U — FZFH L7V E&, T _XTOEARPZLDNS A AT g v # L Unbrella
DBRTEERNDFTRINET, AT —F A 7 4 —)L R|Z, AT AT Cisco Umbrella ~D B 4§k %
BITTA720ODHTTP AT —H A a— REZFETELET,

LA\, PO Unbrella — A N—Z2R LET, ZHDOEBRIZEL > T, ——
DIREBELMNE I D, FITBIEY — =D EHENE I D2 W 572D AT AT
Y—=N—2TA—ThnL 500" bnVEd, 72—V =7 F—FORE, VAT AT
DNS ZLRDSFF A SAUODO DNS r—/3— (REINTWD5E) ICBBEILET, o' —
RDA . Umbrella H—/N— 3 ELSZE O 1% DNS ZR TINE 2 G TE EH A,

asa(config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0

message-length maximum client auto, drop 0

message-length maximum 512, drop O

dns-guard, count 0

protocol-enforcement, drop O

nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status: 200 success,

Cisco Umbrella .



B oumbrea v —£ 2 Ky o—ogEEROE= 2 U LY

device-id: 010al3b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé resolver: 2620:119:53::53

Cisco Umbrella |

Umbrella: bypass 0, req inject 0 - sent 0, res recv 0 - inject O

local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0,

inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

ARl 72 I CIE, DNSerypt #EaHHHR & A SN0 F—DRRESNET,

asa(config)# show service-policy inspect dns detail
Global policy:
Service-policy: global policy
Class-map: inspection default
Class-map: dnscrypt30000
Inspect: dns dns umbrella, packet 12, lock fail 0,

drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0

message-length maximum client auto, drop 0
message-length maximum 1500, drop O
dns-guard, count 3

protocol-enforcement, drop 0O

nat-rewrite, count 0

Umbrella registration: mode: fail-open tag: default, status: 200 SUCCESS,

device-id: 010af97abf89abc3, retry 0
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53

Umbrella: bypass 0, reqg inject 6 - sent 6, res recv 6 - inject 6

local-domain-bypass 10
Umbrella app-id fail, count 0
Umbrella flow alloc fail, count 0
Umbrella block alloc fail, count 0
Umbrella client flow expired, count 0
Umbrella server flow expired, count 0
Umbrella request drop, count 0
Umbrella response drop, count 0

DNScrypt egress: rcvd 6, encrypt 6, bypass 0, inject 6

DNScrypt ingress: rcvd 18, decrypt 6, bypass 12,
DNScrypt length error, count 0
DNScrypt add padding error, count 0
DNScrypt encryption error, count O
DNScrypt magic mismatch error, count 0
DNScrypt disabled, count 0
DNScrypt flow error, count O
DNScrypt nonce error, count 0

inject 6

DNScrypt: Certificate Update: completion 1, failure 1

DNScrypt Receive internal drop count 0
DNScrypt Receive on wrong channel drop count O
DNScrypt Receive cannot queue drop count 0
DNScrypt No memory to create channel count 0
DNScrypt Send no output interface count 1
DNScrypt Send open channel failed count 0
DNScrypt Send no handle count O

DNScrypt Send dupb failure count O

DNScrypt Create cert update no memory count 0
DNScrypt Store cert no memory count O
DNScrypt Certificate invalid length count O
DNScrypt Certificate invalid magic count 0

DNScrypt Certificate invalid major version count 0
DNScrypt Certificate invalid minor version count 0

DNScrypt Certificate invalid signature count O
Last Successful: 01:42:29 UTC May 2 2018, Last

Failed: None

Magic DNSC, Major Version 0x0001, Minor Version 0x0000,
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Umbrella @ syslog A v £—CDE=2 12T .

Query Magic 0x714e7a696d657555, Serial Number 1517943461,

Start Time 1517943461 (18:57:41 UTC Feb 6 2018)

End Time 1549479461 (18:57:41 UTC Feb 6 2019)

Server Public Key
240B:11B7:AD02:FAC0:6285:1E88:6EAA:44E7 :AESB:AD2F:921F:9577:514D:E226:D552:6836

Client Secret Key Hash
48DD:E6D3:C058:D063:1098:C6B4:BA6F:D8A7:FOF8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE

Client Public key
6CB9:FA4B:4273:E10A:8A67:BA66:76A3:BFF5:2FB9:5004:CD3B:B3F2:86C1l:ATEC:A0B6:1A58

NM key Hash
9182:9F42:6C01:003C:9939:7741:1734:D199:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

Umbrella @ syslog A v &—TDE=Z21 Y
K@ Umbrella BIHE D syslog A v — V% E =X —TXET,
« [%ASA-3-339001: DNSCRYPT certificate update failed for number tries. |

Umbrella %r—/N—=~D/L— FRFIET D Z L BROHIA ¥ —7 = f ZARERSIIE

FICHERE L T D Z L 2R L TL 72 &y, F£7-. DNScrypt FIZRRE SN ABF—72
IELI/‘: E B LT 7Z &, Cisco Umbrella 2358 LWF— 2 G T 20 ENEL D
BEnd £,

« [%ASA-3-339002: Umbrella device registration failed with error code error_code. |
HTT— 2= FORFIE, ROLEY TE,

2400 : EROEXFE T2 o T o VICHERH Y 3, b—2 UNETI D50, B
LTWABAREENRHY £, F—2Z v Umbrella® v afRh— RO h—27 & —F L
TN EEMHRLTIEEN,

¢ 401 : API F—7 UDERENTWER A, F—7 UV EZHREL T ZEV, Umbrella
Ay alR—RD =7 2B HTH58F. B9HLW =27 U 2HHLTLEE
AN

© 409 : TNA A ID BRIOHME & BEE L TWET, MEORNEIZ- DOV T Umbrella & #
% \—%E%L?\L/‘/C< f;él/\o

500 : W —— =T —, BEONEIZDOUVT Umbrella HHZ TR L T2
AN
+ [%ASA-6-339003: Umbrella device registration was successful. |
+ [%ASA-3-339004: Umbrella device registration failed due to missing token.

Cisco Umbrella 2>% API b—72 > ZHif5 L. Umbrella ® 7 10— N)LERE CTHRET 2 LEN
HYFET,

+ T[9%ASA-3-339005: Umbrella device registration failed after number retries. |
syslog 339002 A v E— TV EER L, BIETHMNEOH LT —%FELET,

« [%ASA-3-339006: Umbrella resolver IP_address is reachable, resuming Umbrella redirect. |

Cisco Umbrella .
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Cisco Umbrella |

COAyE—=Vd, VAT LAPHEEFIEEL TSI L2RLET, 07D, Kl

THEDHY FH A,

+ T[9%ASA-3-339007: Umbrella resolver |P_addressis unresponsive and fail-close mode used, starting

probe to resolver. |

Tx—) 7 a—XE— NEFEHLTWA7=, Umbrella DNS h— =034 F 1 VTR
% & T DNS ERICHTDIGE 2B CTE A, FEPHER L2 WAL, AT L
5 Umbrella r—/N—~D/L— M RFETHZ &, BLOT 7B AFIHA Y o —TH— 33—
~ODNS 77 4 v I RFHFAISNTNDZ EZMRLTSIEIN,

Cisco Umbrella Connector 0) & F%

HaER

TS5y b TH—
L)y—=x

Bl

Cisco Umbrella V7" — b,

9.10(1)

Cisco Umbrella TEZSINTWSL =X —TF T4 X &Fa Y
T4 R v—Fa——EICEH X 5 X 912 DNS #xk &
Cisco Umbrella ~U A L7 N T 5L HIT A ABRETE
F7, FQDNIZEDSWTHERHR AT AT LT 7y 7 TEET,
F721%, B LU FQDN O #5413 Cisco Umbrella f > 7 VU ¥ =
YR TueXxla—H—%U XA L7 RLTURL 7 4 L&V
V7 HFELTTE £, Umbrella D% EIL, DNSA A7 L g
VARV —IZEENTVET,

WO 2 BN E 72134 ® L% L7z, [Configuration] >
[Firewall] >[Objects] >[Umbrella]. [Configuration]>[Firewall]
> [Objects] > [Inspect Maps| > DNS.

Cisco Umbrella ®3#fl,

9.12(1)

Cisco Umbrella Z/NA N2 T HMENH LA —T RAA U4
ERFETED LI E Lz, TNHD RKAA 0 DNS
KL, Umbrella % 4LEEH7" DNS ¥ — S —[CEFEEE SN E T,
F 72, DNS ZROEPIZMEHT 5 Umbrella ¥—/3— K E T
XHIOITHDFE L, EHIZ, Umbrella— N—ZffHTX
RWEEATE. DNS ERN 7 1 v 7 &K 912, Umbrella
AVART gy R)v—%,T 2= =T NIEHETDH
ENTEET,
WOBHNEL ILE L @ [BXE (Configuration) [>[7 74
7 o4+—J)L (Firewall) 1>[#72x¥ k (Objects) |>
[Umbrella], [E%% (Configuration) |>[Z 74 724+ —JL
(Firewall) >[4 72 x4 + (Objects) >[Iy TOHREE
(Inspect Maps) ]>[DNS],
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