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BYI IP Address: 192.168.1.1
S— B \ Router
outside g =— T
GigabitEthernet 1/1 -

(May be required)
Firepower Management 14
Management Center No ASA IP address
ASAFirePOWER IP address: 192.168.1.2

6= (V7 N AL T BRETDIEODICNLT I v TA—TFIZEDECHIENTELHZED
oA 2 —T 2 A ANRDDLGE. INBAA v TFEEHTL20RTHZENTEET, T
TOTY Y ITN—TDA L E =T 2 A AR X2 T 4 LYUWIHREL, ACEX =
V7 4 DBEEHTL, 7V Y I—TF A R=DONAT % E L TL &, Mo
WTIE, ASA A U X —T = A ADIER T A ROEEZL T,

Management Center ~0) ASA FirePOWER £ 2 1 — /L D &£k

Firepower/FireSIGHT Management Center {ZE ¥ = — /L & X8k 7 5 121X, ASAFirePOWER £ = —
NVCLIIZT 78 AT 20N H Y 4, CLICHIOTT 78 AT D L, WARENTA—FZD
AN %ERDH B ET, F7-. Management Center |ZF ¥ = — /LA BT HLENH Y £97,
bR
*ASDM ZffiHl L TE Y 2 — v 2EHT L5813, 2ok v a 2Bl LT, ASDM &
HH D ASA FirePOWER £V 2 —/LORE (15—) #ZRL T 7Z30,

o BV 2 —/LOE %A 1 D Management Center 7> 5 5I]0> Management Center |2 8§ % 4 5
N DY EIE, T F DT /3A A% Management Center DA > X2 h U nHHIBRLET,
Iz, configure manager add =~ > R& ] LT, %7 L\ Management Center % fi§ L %
T WIZ, FHLwn Management Center MOBEREE T CEXET, Zo7akRZE), 7
U= oy RA—=NN—HER SN E T,

ASA FirePOWERCLI ~D7 U 2 X
ASA FirePOWER CLI |27 7 £ 24 AI21%, ROWT LD FTEEZFER L £,

. ASA FirePOWER £ 2 1 —)L



| ASAFirePOWER €< 1—)L

ASA FirePOWER DE A% .

FlE
ATFYT1 2 —LAR—1]:

« ZTDMDTRTHOETIV : £HEDDB-9toRI-45 2 U T —T7 LM B O USB v 7L
THETHEFEHLTASA 22— /LR — MIEEHGE L9, ASA 5508-X/5516-X |21%,
—USBz2vYV— L R—F+HLHYET, USB 2>V —/L R— FOfERAFNEICHOWVTIE,
N—=KRT =T HA REEHLTI I,

ASA CLI T® ASA FirePOWER E¥ 2 —/L~DE v g
session Sfr
ASAMNGLY 7 M U7 BV a—b~DEyary Q73—=) 4R L T I,
AFw T2 SSH:
T a— VDT 74V P T FL A (ASA FirePOWER OF 7 4L b (8 X—) &)
BRI 270y, F721X ASDM % ASA T L CEHIP 7 RL AZZEH L TH, 5, SSH 2
AL TR LET,
ASDM T, [Wizards] > [Startup Wizard] DJIEIZEER L, 7 ¢ #— KT [ASA FirePOWER Basic
Configuration] IZH#EAE T, ZDOX—I T, IPT RLA, vRA7, BEOT 74/~ F— |
VA BRETEET,
ASA FirePOWER D E KR F
ASA FirePOWER £ 2 —/V D CLIWZCEWNCT 7B AT 25 L, EARERNT A—F DA %K
WHNET, £72. ASDM ZfEH L TWeWaid, &Y = —/L % Firepower/FireSight
Management Center |ZiB 13 2 MERH D 77,
1R BHEIIZ
ASA FirePOWER CLI ~®D7 7 &% (123—) IS0 TEY 2a— /L CLIICT 78 A L% T,
Flg
AT w71 ASAFirePOWER CLI T, =—¥#—4; admin T2/ 4 L*7,
MbTa sl A rT588F. TNV O RAT—REHEMALE3, ASAFirePOWER OF 7 +
L 8—=) EZRLTILEIN,
ATwT2 TarT M- TY AT AREEITVET,

Wl s iy hU—ZFE (kv hU—27 TOD ASA FirePOWER & ¥ 2 —/)LDE A (9 ~—
) ) IZ ASA FirePOWER £ 2 — /L DOKRDF v NI — VB EEFH L9,

ASA FirePOWER £ 1 —)L .


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html

B asarierower oA

ks

ATvT3

filt

ASAFirePOWER E¥2—)L |

CEFRA A —T 2 A A 1 192.168.1.2
EP TRy b R 255.255.255.0

7= U= A IP:192.168.1.1

&1

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [yl: ¥y

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.252.0

Enter the IPv4 default gateway for the management interface []: 10.86.116.1
Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or 'none' []: 10.100.10.15,

10.120.10.14

Enter a comma-separated list of search domains or 'none' [example.net]: example.com
If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

(Wait for the system to reconfigure itself.)

This sensor must be managed by a Defense Center. A unique alphanumeric
registration key is always required. In most cases, to register a sensor
to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Defense Center, you must use the same
registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

ASA FirePOWER £ ¥ = — /L% Management Center {28 &k L £ 7,

> configure manager add {hosthame | IPv4_address | IPv6_address| DONTRESOLVE} reg_key
[nat_id]

EIZRD EBY TT,

« {hostname | IPv4_address| IPv6_address| DONTRESOLVE} iX, Management Center O 5E (&
i SR A M ETILIP 7 R A %45 L £ 7, Management Center 23[E#27 K L A f5
ETERWEE L, DONTRESOLVE 241 L £7,

* reg_key I%. ASA FirePOWER £ = —/L % Management Center {288k 7 5 DIZME 2 — &
DIRELTT K DBk F—TT,

. ASA FirePOWER £ 2 1 —)L
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ASDM EZEF D ASA FirePOWER £ 2 1 — L DELE .

e nat_id {X. Management Center & ASA FirePOWER & ¥ = — /L] OB Gk 7 1 & A H | fli ] &
NHAT Y a v OFETLFHITT, hostname 735 DONTRESOLVE 3% E STV 555
@: L‘Z‘g b@—g—o

AT Te a o —LEREHACLET, Y7 N7 T2 —LOEE, WEASLET,

> exit

ASDM EIEFH ) ASA FirePOWER £ 1 — )LD RE

FIE

ATy T
ATFw T2

ATvT3

ATvT4

TRTON—UavBEEVETFILOHAEDENYR—FEhEbITTIEHLY FRA, ZFEH
DETFTILELUN—DavOAHEMEERLTLESL,

ASDM 1%, ASA Nv 7 7L —2 %4 LT ASA FirePOWER £ = — /LD IPT7 KL AZEFE T
XFTN, TRTOBEMOBEHICIL. T2 — L NBEARE7. ASDM A v X —T7 = A A L&
BALVHZ—T oA ALDBIZHRY N~ TV BARMLIETT,

ASDM Zfifl L CE Y 2 — /L2 FH4 5(21%, ASDM #&EE L, ZEEHv 4P —FE2ETLF
7,

ASA ICHHR SN TWHa v B2 —F T, Web 7 7 UV AEE LET,

[Address] 7 4 —/V FIZ URL https://192.168.1.1/admin % A JJ L %9, Cisco ASDM Web ~X—
MERINET,

fEFHAIHE/2 47" 2 > ([Install ASDM Launcher] ., [Run ASDM] . [Run Startup Wizard]) DV 7"
nnrE 7Yy LET,

HEOHFRICHESTH T a 2RI L., ASDM Z##) L £9, Cisco ASDM-IDM Launcher 73
FRENET,

B

ATvTh

ATvT6

ATy T17

(GE)  [Install ASDM Launcher] #7 V v 7 L7356, AL - Tik,  [lnstall an Identity Certificate
for ASDMJ (29> T ASA @ ID GEBIE & ASA FirePOWER £ ¥ = — /L DFEHFEZ Z L4 1
A R—=F 5T ERRETR Y ET,

=P —Z L NRRAT—=RDT7 4=V REZEOEFEEL, [OK]ZZ7 Y v 7 LET, A1 ASDM
74y RUBRFRRINET,

A A F—/LF 2% ASA FirePOWER E 2 — /LD IP 7 KL AZIEETH L 5 KD b-5BE
X, XA 7RI Ry 7 A%eFxy L LET, [Startup Wizard]| ZFEH LT, £9, £EV=2—L
DIPT RLZZELWIP T FLRICRET HLENHY 4,

[Wizards] > [Startup Wizard] 23R L £,

ASA FirePOWER £ 1 —)L .


http://www.cisco.com/en/US/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/go/asdm-certificate
http://www.cisco.com/go/asdm-certificate

ASAFirePOWER E¥2—)L |

B Asom ==m0 ASA FirePOWER £ U2 — LB E

ATV T8 WMEIEUTEMD ASAFKEZIT 9 M, £721E. [ASA Firepower Basic Configuration] [Hfj /3 3
RENDHET, HEEERET,

[ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard [

¢ Startup Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA FirePOWER service blade, please enter
all necessary information,

Mote: ASA FirePOWER-related configuration is intended for bootstrapping. Modifying an
existing ASA FirePOWER. configuration may lead to undesired results,

[] Eelect to Bypass ASA FirePOWER Configuration.!

Metwork Settings
IP Address: | 192.168.1.2 I
Subnet Mask: |255,255.255.0w

Gateway: 192.168.1.1 I

Please read the following license agreement. You must accept the terms of this agreement
before continuing the wizard.

End User License Agreement

|

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
|CAREFULLY. IT IS ¥YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCO SOFTWARE OR EQUIPMENT FROM AN APPROVED

| SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

| »

i THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE 1]
|PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
|REGISTERED AS THE END USER. YOU HAYE NO LICENSE TO USE THE |

SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE

; AGREEMENT DDES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
| APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR

| CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS

i AGREEMENT.

| CISCO SYSTEMS, INC, OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF « N
BN (1] b

() I accept the agreement

([<Bock | ext> ) (Eish | ((Goneel ] (0 )

T 7 4N MREEHHAT DI, ROBEEZRELET,
« [IP Address] : 192.168.1.2
* [Subnet Mask] : 255.255.255.0
- [Gateway] : 192.168.1.1
AT 79 [laccept the agreement] %7 U v 7 LC, [Next] £7-1% [Finish] 227 U v/ +25&, v 4P —FK

BT LET,
ATY 710 ASDM ##& T L, MiEE L E3, R—LX—2 ASA Firepower O ¥ 7 RFERSNET,

. ASA FirePOWER E> 2 —JL



| ASAFirePOWER €< 1—)L
ASA FirePOWER £ ¥ 1 —LDEETE .

ASA FirePOWER £ 12— )LD EE

ASAFirePOWEREV 2 — /L TEHF 2 V7T 4 RV —2HKELTHDL, N T 74 v BTV a—
JWCEETHEIICASA ZRELET,

ASAFirePOWER £ U1 —)LTOEF Y T 1 KY L —DRE
X2 U7 ¢ AU —L, NextGeneration IPS D7 A VZ Y L IROT TV /r—a D7 4 )b

BYLTRE, BV a— L TIREENAF—EXZHIELET, ROWTIDFELSHHE L
T. ASAFirePOWER EY a2 — /L TEF a2 VT 4 R —%HELFET,

FireSIGHT X8t > 42—

Web 77 U ¥ Zf#i ] L T https//DC_address # B & £9°, Z Z CDC_address/%. ASA FirePOWER

DIEARFE (135—) TEELIZYR =YY DODNSHEIIIPT RLATY, 7o& 2,

https://dc.example.com & L &7,

F7-1%. ASDM T [Home] > [ASA FirePOWER Status] Z3#R L, & v aR— RO FED Y

Yo7y LET,

ASA FirePOWER D% E 2B 2 5/ DV ) TlE, Management Center DA 7 A >~V
[FireSIGHT System User Guide 5.4] 7213 [Firepower Management Center Configuration Guide

6.0] (http://www.cisco.com/c/en/us/support/security/defense-center/
products-installation-and-configuration-guides-list. html CAFFHE) 2B L T ZE W,

ASDM

ASDM C, [Configuration] > [ASA FirePOWER Configuration] %% L 9,

ASA FirePOWER DR EIZBE T HFEAIC OV TIE, ASDM TEY 2 — DA T A~
['ASA FirePOWER Module User Guide 5.4)] %7213 [ASA FirePOWER Services Local Management

Configuration Guide 6.0]]  (http://www.cisco.com/c/en/us/support/security/asa-firepower-services/

products-installation-and-configuration-guides-list.html CAFFHE) Z2ZM L T 2 &0,

ASAFirePOWER €2 21— ILAD ST 4y oD)FAL LY k

A TA L FT—REA U TAL BT (F=4—HH) E—FNOHE, VT 74 v 7 %E
a— IV EA VL7 bTHEICY—EA R —ERELET, Ny vT E=F—HH
E— RNICTLH581E. ASARY =2 A N2 FTH T T 497 VEA VLI ary 44—
T oA AERELET,

T, INHDEFE— RERET D HEIZOOTHHALET,

ASA FirePOWER £ 1 —)L .


http://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html

ASAFirePOWER E¥2—)L |
B 5= —rErBarU 500 8y T EZS—BRE— FORE

A4 EF—KRFERFAVSAV 2T EZS—ERAE—FOHRTE

EETHRHRED N T 74 v 7 2T —E AR —%ER LT, FT7 74 v7 % ASA
FirePOWER €V 22—~V XA L7 NLET, ZOF—RTIL, 77 EBRAL—/L7xED ASA
RYU—F, I T4 v IMEYa—NA~IXAL L7 FESNBFNCEAINET,

18 HHIIZ

* ASA B L NASAFirePOWER £ = —/LiZid, ST —EMOHERY o —ZRELTLE
SV, WHFORYV—IZ, T T 497 DA L TA L F—RERIIA L TA L Z Y T E—
RERMT DB NHY 9,

T NT ALTFXARE—RTIE, FEX2 T4 arTFXRANCIORIEEFEITLET,

FIRr

AT w71 [Configuration] > [Firewall] > [Service Policy Rules] DJIEIZE#IR L 9,

Z5 w72 [Add] > [Add Service Policy Rule] % 3%4R L £,

RT9T3 RV —FRFEDA L H—T = A AT 20, FIEERCHEH T 2028 L, [Next]
7y LET,

AT T8 NI 740D FEFRELET, E2E AV RNT U ROT 78 A — L@ LTm TR
TORNT T4V INET2a— A~V XA L7 hEINDH K HIC, —H% [Any Traffic] IZFEE T
£, F£2. A—h, ACL (FMEmese i) | FRIFIRFO T T4 v 7T RITED
WT, LVEEREELZERTHIILELTEET, ZOKRY —TiL, Z2othot7 T a ik
HEVAHTEOVERA, NTFTT7 49T VTADERNPET LEDL, Next]Z7 U v 7 LE
e

AT w75 [Rule Actions] ~— 3" T [ASA FirePOWER Inspection] ¥ 7% 7 U v 7 L %7,

AT w76 [Enable ASA FirePOWER for this traffic flow] &= v 7R v 7 A& A4 2 L £ 7,

AT w71 [ASA FirePOWER Card Fails] fHi% ¢, kOWTFhnz 27 U v 7 LET,

e [Permittraffic] : €Y 2 —ABMEHTERWEES, T XTO NI 7 4 v 7 O@EZ &R L
THFAITDEIICASA ZRELET,

[Closetrafﬁc] TV 2= MEATERWES, IXCO M 74P %70y 35k
DT ASA ZRELET,
ATvT8 (LE) P77 4 v/ ORBRYVERNOA L —2ET 2 — VIR ETD (I Xy
— RiZ9°%) 2%, [Monitor-only] 24 2L E7,

FTIHNVETIE, "I 7497340 T4 FT—RTHEEINFET, ASABLOASA
FirePOWER (213, ¢ —EBMHOHERY o —Z2RELTLIEE, WHFORY —ix, b7
TAvITDA L TA U FEliTT=—FHEKWRTILERND D T,

AT w79 [Finish], [Apply] DIEIZZ U 27 LET,

. ASA FirePOWER £ 2 1 —)L



| ASAFirePOWER €< 1—)L
RyvI r370vriznEE [

ZOFRIEEBEYIK LT, BMONT 747 7u—2LBISUTHRELET,

NV T M T 4w IERZEDHRTE
FVa— AN T T4 /DA —FREB L TEYa2—H ASA bRy N — 7 ITHEL 5
2Ry T Fo A —HHE— RCEa— VR ERATARAIE. N7 4 v JHEEA
H =T 2 AEBELTEDA L H—T oA A% AL v FDSPANKR— M LET, 7EM
IZ2W T, ASAFirePOWER Xy V7 T=XZ—HH N7 7 4 v 7kt — K (4 3—-Y)
LT XN,
WDHTA KT A4 Tlid, ZOBEAET— FOEHFIZOWNTHHAL EI,
CASAIFY VI N AT XA RNBIRRN TV ART LY N BE— R THAVLENRHY 7,
W RAODDA =T = A A%, T T4y THEEA L H—T 2 A AL LTHRETEE
T, FTOMD ASA A v Z—T oA A%, WEEBVERATEET,

e NI T 4w I HEEA B —T = A A%, VLANEIEBVITIEARLS . WA F—T =4
ATHAVENHY £9, /-, WHA L —7 = A 221, FHUCEERT S 7- VLAN
ERTETHIEIITEETA,

e NTT 4IRS L H—T A AL, ASA N T T 4 v IR TE ERA, DI
ATETTED . 72— A N —OE BB AZ ST ASABERERITICRE LTV T5 2
LIITEEEA,

e "G T 4w IR H—T 2 AL —E R KR —Ditj 5% ASA FirePOWER h 5
T4 v HICRETCEEHA,

FIE

ATVl "I T4 v RIS A —T 2 A ADA L E—T 2 A AT 4 Fal—Tg
v E— REBBLET,

interface physical_interface

51

hostname (config) # interface gigabitethernet 0/5

ATV T2 A F—T oA ATHESNIZLTZHBRELET, Z0OAf X2 —7 A4 ARWNTAND ASA
HRETHHEN TS, TORCIHBRENES, BELIEA Vv X—T =2 A LTHT
T4y VR ERETEER A,
no nameif

AFYT3 NI T4 v UREEA X —T ML ET,

traffic-forward sfr monitor-only

ASA FirePOWER £ 1 —)L .
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B 77 omamsvT7 T K—sL0BEME

B

GE) N7 4y JEREICHETAERIL, TEVA ML —Ya VANTOLREBHETE T, 2,
BR—FENTWBEFEE— Ffﬁo

ARTFYTE A H—T oA A% A F—TMZLET,
no shutdown

BMoA B2 —T oA ZNZONWT, ZOFEEEVIRLET,

£l
ROBIZ. GigabitEthernet0/5 % F T 7 4 v JHRIEA V F—T = A AL LTHRELE T,

interface gigabitethernet 0/5
no nameif
traffic-forward sfr monitor-only
no shutdown

s\-

777_’( 7DIL\HE%#‘—V7T’{7’-I_\ Q)I/O)ﬁz‘kj]'“:

ASA FirePOWER (21X, 22—V — IDEREUNET D ENTEDLTAT T AT 4 KU —
DEENTWET, 2=V —IDERENUET 52 LT, 77 BRI — L ERFEDOL—H —
Bl a—H— 7 —T2EbE T, 22— —ZESNWTT 7 & A ZBIRICFF TR L OER
T%iﬁoit\nfﬁvﬂD_%owfb774y7%%ﬁT6:k%T%iTo

HTTP/HTTPS B DAL, 777 4 TRBAE N L Ca2—F—1ID #IUETEHT A T T «
TAN—NEERZCTEXET, TI7T A TRIATAT T 4T 4 —VEFETHHEEIT, R
FE7 XU AR— M L THEBET DL DICASA TR Y 7' T 4 7T R—X NV EFNTDHHLENDH
DET, BNT 7T 4 TR EERTLETAT T AT 4 —MI—ETH L, ASA
FirePOWER ¥ = — /L%, #BiFERE ASA A VX —T =24 ADIPT RLA/F¥ T T 47
A= MV EZA VLT RN LET, T 7408 R— I 885 TTM, ZIIIEHEAFETT,

FRET R X DXy TT 4 TR H NN EA =T I LIRWIGENE, 2y VT EREED B %
T&EFET,
IR HEIIZ
o Z DOIEBEIX. ASA FirePOWER 6.0+ BLfiD )L —F v K £— R CORFEHAR[FE T,
XN FALTHFARNE—FRTIE, X2V T 0 aTHFANTCIOFEEFATLET,

. ASA FirePOWER £ 2 1 —)L
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AsA FirePOWER € U2 — L g2 [

FIE

AT 71 [Tools] > [Command Line Tool] Z#&4R L £,
RATYT2 ¥ T T4 T =L NVEFHLET,
captive-portal {global | interface name} [port number]
ENENOFMPNIRD LBV T,
eglobal TR THOA L X —T oA ATHX XY T T 4 T HR—F )V T a—r Ul F—T ML
£7,

sinterfacename (X, fEEL7cA VX —T oA ADIRTX ¥ T T 4T R—F )NV F—T )b

WCLET, a~vr REEEAN L TEEDA VX —T 2 ATA RX—T NI TEET, =
DFHEX, —EOA > H—T oA ADHD NT 7 4 v 7 % ASA FirePOWER € ¥ = — /LT
VEA VT NTHEAICEHLET,

e port number ZfiHT 5 L, EETRIER— FEHBETEET, F—U—FKREEh T
RNEAE, R— 88 EINET, F—U—FE2EDLLEAIT, A— M EFE 1025
PLEICTAMERHY 77,

5 -
72T, A—h88STX X T 4 T HR—FNE T a— - UZEMNZT AT, RO X HITA
HLET,

ciscoasa(config)# captive-portal global
ciscoasa(config) #

AT9 T3 ASAFirePOWER T A F o T 4T 4 RY > —T, 77T 4 TRIARETHFY T 4 7T R—F )L
%_ﬁﬁbﬁf FERIUR—FREESNTWA I EEMER L., 77T 4 TREE AT
LI DI B Z DM OREEITWVET,

ASA FirePOWER €L 21— )LD EH

ZOWEITIE, BV 22— VOB HICENHOFIENEGENE T,
EDaA—ILDA VAR M=ILFEITFEBAA—D0Y

COHETIE, VIR 2TEY 2a— DA A MN—IVFEEIIHA A=V S HEICONT
FEAL £,

ASA FirePOWER £ 1 —)L .
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B o oroz7zva-nororxr—ngtrEA—DY

JILIIT7 ED2—ILDA VA= ILFERITEAA—D0T

ASA FirePOWER EY 2 —/L L L HIZASA ZHEALTCGA, EVa2a— L VY7 R =T EBID
WHI2 Y Yy R A7 — K K747 (SSD) ITFFHIA P A b—AENTEY, T<ICHET
X9, BEFED ASA IZ ASAFirePOWER Y 7 bV =7 ¥ a— V& BINT 5546, £720%
SSD Z# A3 B LENH 5356 1%. ASAFirePOWER 7 —h Y7 b =27 %A A =L L,
SSD #X43fb LT, ZDOFMEIHESATI AT A Y T v =2T A A =L LET,

EHZ ASAFirePOWER BV 2 — LV ET VA VA F— AT ALERLZ SERNT, TVa—
NDA A=Y OFEMRIZIZNEFR CFNETT, SSDERB{TIEEIT. VAT LEHA A—

Y7 LET,
SSD Z#WHRHNZ A o A b =L T B IFEIC DN T, ASADNN—KRKT =7 HA4 REHRLTL
72 &0,
1R BHEIIC
« 77 v o (disk0) ZEXfEERICIE, A< Eb, T M YT b T DOV A XIT3GB &
MR TZRE ENMETT,

eI F aTHFARNET—KRTIE, VT HFRANETAR=RATZIOFIELFETLET,

« —HF—WET L TWAARENEOHLA MDY 7 NI 2T o a— 52T Ty MY
CETAMERHY T, ASAIX. FRIC 1 2OV 7 NI 2T EV 2 — )L I ETTEE
Y, ZOMFRIL ASA CLI O EITTH0LERH Y 1,

 ASA FirePOWER & ¥ 2 — /L& B A A — 0 7+ 5 841%. sw-module module shutdown
o<y Réuningal 2> FEFEALTEHEWNA A—UE2EIBRLET, RICHZRLET,

sw-module module sfr shutdown sw-module module sfr uninstall reload

cIPSE/LITCXEV2— W NT T4 w7 BVEA VI NTHTIT 47 —ERAKY
=R HHGAE. TOR) —FHIFERTAILERDY ET, L2 R —nTa—
2L R Y —D4 . noservice-policy ips policy global Zf#H & £4, —E R K
IR FFT AMED B HMDONL— L INEEN TV AEGAEIL, JIRORY —~ v 70D
VA V7 vayavsy REBRMICHIBRLE S, XV XA LT arNEDT T AT
*TOME—DT I a DRI NT T v T VT ARERERIRLET, CLI £721%
ASDM Z A L CTHR U > —%HIRTE £,

CBDEY 22— T T4 v I BVEA VY NTDHT VT 47 —ERR) o—03b 55
By ZORY —ZHIRTHMERDY £7, L RV =N e — LR v—
D4, no service-policy module_policy global Z il T& £,

* Cisco.com 7*5. ASA FirePOWER D7 — F f A=V BNV AT A V7 b7 /Ny
=V O ERELET,

. ASA FirePOWER £ 2 1 —)L
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YIRYIT EV1—AOA VR b—LEREEA =Dy [

FIE

ATYT1 T—=b A A=V HEASA~Z Y a—RLET, VATLA Y7 b= 7IHREELRNTLES
WV, ZAUTETSSDICF v rr— RENET, ROBREBH Y £7,
«ASDM : AN T — b A A=V % T —I AT —valFxvrn— R 50, 37—
I A A—% FTP, TFTP. HTTP, HTTPS. SMB, F72(% SCP #— "—IZE{E L 7,
RIZ ASDM T, [Tools] > [File management] % %&R L, )72 File Transfer =~ > K& LT
[Between Local PC and Flash] & 7213 [Between Remote Server and Flash] D T 4172 SR L
£9., 77—~ Y7 bU =T % ASA EO disk0 ([THEE L E 7,

« ASACLI : ;NI 7 — b A A—% TFTP, FTP, HTTP, 721X HTTPS #— 3— LIZfd
BEL, WiZcopy A~ FEEHLTT7 I vanFyrun—RLET, ROFITIE, TFTP
AL ET,

ciscoasa# copy tftp://10.1.1.89/asasfr-5500x-boot-5.4.1-58.img
disk0:/asasfr-5500x-boot-5.4.1-58.img

AT v T2 ASAFirePOWER FFLA L X —T = A ANDT 7 & A A[fE72 HTTP, HTTPS. F 7213 FTP ¥ —
sX—|Z. Cisco.com 2> ASA FirePOWER Y AT A V7 b =T 2 F v ru—KLET, 0O
V7 R T xT % ASA FD disk0I2F 72— RLAWTL ZEN,

AT T3 koa<w RuE AT LT, ASA disk0 T ASA FirePOWER £ = —/L 7 — b £ A— DT %
BRELET,
sw-module module sfr recover configureimage diskO: file_path

1 -

hostname# sw-module module sfr recover configure image disk0O:asasfr-5500x-boot-5.4.1-58.1img

TERROR: Another service (cxsc) is running, only one service is allowed to run at any time, | @ X 9 72

A=V RERINTEHEE, OV 7 by =T BV a—ARTTICRESN TSI L%
EWLES, 2OV 7 =7 EVa—LEY Yy MU LTHIBRL, LORfRSEMtEE 7
Ta VOIS THLWEY 2 — L E A VA RV T2UERH Y £,

AT w4 ASAFirePOWER 7' — ks f A —V % u— R L%ET,

sw-module module sfr recover boot

AT 9 T8 ASAFirePOWER £ ¥ 2 — /L3RBT 5 E TH 5 ~ 15 9F5-> Tinb, BIEFITH O ASA
FirePOWER 77—~ f A—V~pDar YV —L vy g ZBEEd, By a2y
A T 7 NeRRLIEEZ T, Enter ¥ — 2 RT IR L2WEERHD ET, T 7+
s D —HL1F admin T, F 7 4 FOSRAT — KX Adminl23 T,

hostname# session sfr console
Opening console session with module sfr.

ASA FirePOWER £ 1 —)L .
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B o oroz7zva-nororxr—ngtrEA—DY

ATvT6

ATy 17

Connected to module sfr. Escape character sequence is 'CTRL-"X'.
Cisco ASA SFR Boot Image 5.3.1

asasfr login: admin
Password: Adminl23

TV a—DT— IRET LRWVEAE, ttyS1 20 L TERTE RN E NI X v —UNRE
IREINTsession I KPR LET, LIZHLFHFoTOLHEBITL TSN,

VAT T N2 T RNy —VhEA VAR AL TELLICVAT AEHRELET,
asasfr-boot> setup

11

asasfr-boot> setup

Welcome to SFR Setup
[hit Ctrl-C to abort]
Default values are inside []

WDOTa T MIRFRENET, BHT FLALF— b oA, BLODNS [HFHRAEE/RHK
ETHHZ EIWCHEELTL XN,
e Host name : fix K 65 LFOHFHFT T, AXR—RIFEHTEXEFA, "M T IIfFHTEE
‘a‘o

 Network address : A% T (v 7 IPv4 £7213 IPv6 7 KL A& ET 57>, DHCP (IPv4 @
BA) . E2IXIPve AT — ML AHERRELZMHFH L £,

« DNS information : 272< &6 1 2D DNS 4 —REHETAMNENDH Y T3, KA A U4
ERELTCRAAL VERBETDHZELTEET,

« NTP information : 3 2T LABZIZ R ET H7-DIC, NTP Z AN LT NTP — 2% E
TEET,

VATAE TN 2T A A=V A A =L LET,

asasfr-boot> system install [noconfirm] url

B A v B — IS LT e WEE1E. noconfirm 473 a »&¥8E L$<, HTTP, HTTPS,
FIEFTPURL 2 LET, 22— —& L/SRA T — RRMLEREAS T, 20552 ANT 5
FXIorREnET,
ALVARN=IRETTDHE, VAT LAPFEESLET, 77V r—varaR—x DA
A h—/L & ASA FirePOWER H— E 203 BAET 5 £ CICHE R RFRIIRIEIC R Y £97,
AT RT Ty F 73— TIRI0GUEDPDBIGERH O ETH, a—x2 R 7Ty b T4 —
ATIE60~80 3 LA LB 2 NH Y £7 (showmodulesfr D HEF1X, ¥ _XTHO7akvr%s
Up & LTRLET) &

I &R L ET,

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4.1-58.pkg

. ASA FirePOWER £ 2 1 —)L
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ATvT8

ATvT9

rzo—routyt ||

Verifying

Downloading

Extracting

Package Detail
Description: Cisco ASA-FirePOWER 5.4.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system.
(press Enter)
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2014):

The system is going down for reboot NOW!
Console session with module sfr terminated.

ASA FirePOWER £V 2 — /N ~D¥E v a V& FET, 7UBEOT Y a—Niiu /A 2§
L0, Blloa s A4y a7 RRERINVET,

ciscoasa# session sfr console

51

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

Sourcefire ASA5555 v5.4.1 (build 58)
Sourcefire3D login:

RERSE T3 HIZ1E. ASA FirePOWER OHAFE (13 X—) &ML T 7ZE,

INAT—FD)EY k

BHla—Y—D AT — FEENTZHA1E, CLIRTEEREZFOMO2—F—nn 71 L
T, NAU—FREEETEET,

ML IPHERR 2 FF ORI D o — = FE L WGE1E, ASANLEHE AT —RE2 )y b T
TFET, TITIANDIONRAT—=RIL, V7 =7 VU —R S CTERZRD 7, ASA
FirePOWER OF 7 /L b (8 X—) ZHBML T &\,
1R BHEIIZ

e N TF AVTHFARNE—RFTIE, 2V TFHFANETAR—ATZOFIELEITLET,

+ ASA ® hw-module 33 & 0¥ sw-module =< > K@ password-reset 4 7°> 3 > 1L, ASA
FirePOWER TiI3HE6E L £H A,

ASA FirePOWER £ 1 —)L .
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B =c-—rovo—rzrrueyr

FIE

a—H—admin DEY 22—V RAT—R&EF 75 MUty b LET,
session {1 | sfr} do passwor d-reset

N— R zT7 EVa—NOESTL, V7 =T BV a— OB s #EHLET,

~

Eoa—-)LOYa—kFEFEFEYEY b

ASAMBEY 2—EJua—RKL7=D,

Uty PLTHBYBR—RLED T2 LRTEE
B

4R HREIIC

“NTFT ATHRAPNE—RTHEH, 2V TFANETAX—ATIOFRIEEZEITLET,

FIE

RDa<y Rz N LET,

» sw-module module sfr {reload | reset}

N

EDa—ILDIYy RSO Y

EVa—A YT YT EY Yy MEUVTEOE, a4 Fal—vay FogEKD
LR ERICE Y 2 — VOBIRE A 7 ICTE D LD RS BT T

1R BHHIIZ

eI TF AT HFARNE—KRTIE, AT HFRANETAR=RATZIOFIELZFEITLET,

s ASA%Z U B— RTH5E5F, V22— MIHEBINIZIZY v v M TSR0 D T, ASA
DI a—RACEYa2a—NVET Yy NI T THZ el £,

FIE

ROA~ R AHLET,

. ASA FirePOWER €2 1 —)L
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vorvr7 EVa—nAri—vo7v1vx b= [

« sw-module module sfr shutdown

YILDITT7 ®DA—INWNAA—=DDT AR =)L

FIE

&

ATy T2

ASA ™5 D

V7T 2T BV a— VA A—VBIOE#ETL a7 4 X2 —aET AU A R—
IVTEET,

1R BHHEIIZ

“NVF aTHRRANE—=FRTHE, a0V TFA NETAN—ATCZOFEEZETLET,

VI NI 2T FEa— A A—VBIOEET A a7 4 X2l —3ard2T7 A A F—
ALET,

sw-module module sfr uninstall

51

ciscoasa# sw-module module sfr uninstall

Module sfr will be uninstalled. This will completely remove the disk image
associated with the sw-module including any configuration that existed within it.

Uninstall module sfr? [confirm]

ASAZVo—FRLET,
reload
HLWEY 2— L&A VA M—/LT DRI, ASAZ U o— KT 50ERH Y 97,

kYT 7 EDaA—ILADEYI a3V

ASA FirePOWER CLI Z#fffH L T, AWM Ry V=B TEEZMEL, TV 2— LD NTT
VS a—F 4 T EITWET,

ASA 75 ASA FirePOWER V¥ 7 h 7 =7 EV 22— /L CLIICT 7B AT 5I21%. ASA D E
va VR CEET,
EFEVa—A~DtyarandTol b (Tenet ) | =Y —ntyiarz
BT 22 b TEFET, avyY—btyialif, avrvbo—L FL—uRE T L,
Telnet v o a VAN TE R WIEEIERN T, vV F a0 TF A K E—RCTlE, VAT
LDFETAR—AnSEy g vy HlEET,

ASA FirePOWER £ 1 —)L .
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B x72vorvz7o7yTsL—¢

Telnet £7-1F= Y — N By a3 0Tk, 2=V L L RXATU—-RKOANZRDENFT,

ASA FirePOWER [ZF%E SN TWAEED 22— =4 T s A o TE T, &KX, admin 23
We— DR EF L —PF—HTT (ZO2—F—LIXFIHEHTETT) , ZHYOT 74/ D
INAT—RiZ, £ A= DXAT (BERAA—TELIZT =M A A=) VT b U=T
VY —2 S TR Y £9, ASAFirePOWER OF 7 4V b (8 X—) ZZMRL T2
0,

B

eTelnet vy g :
session sfr

ASA FirePOWER CLI i2\ % £ ZIZ ASACLIICREDIZIE, TV a—Anbus 7y 95
a2 K (logout X exit 72 &) & AJ1$ 57, Cul+Shift+6, x ZH#L 7,

eV — )Ly a
session sfr console

oY= kyvarhbu T NS AME—OFEIL, Ctul+Shiftt6, x 242 & T
T, BEVa—hbul T rthE, B a—rou sy Fur A MNIRED F1,

6=

session sfr console == > Ni%, Ctrl+Shift+6, x NH —IF /N P —N_"—D T a7 MIREDH T A
=T = ATHDLE— I ==L LI LT &V, Ctrl+Shift+6,
x IZ. ASAFirePOWER 21 Y — V2 T A7 —T L ASA 707 MIREDZ V=7 ATHHD
F9, Lo T, ZORMTASAFirePOWER 21 Y — L& & TLE Y EF5L, fbhic
A= F NP == T MIREYET, ASAICH —I TV h——5 kT D &,

ASAFirePOWER 2> Y — /vt o v a VINERT I T 4 7REETHY, ASAT v T MIE
é:kﬁ?%iﬁhM%Afmyﬁh&://ww%aﬁ X, BV T AR AT A
VENRH D F9, ZORWENFEEL7ZYETE. console 2~ RO Y IZsessionsfr =2~ K
EEALET,

ATFLYIVITI b9z T7TOT7v T L—FK

T w77 L— REEHT AR, ASADH L S—2 3 UITHR/MESE R Y U —RAZE[TL T
WAHZLEMRLET, BRI TR, EV2—NVET v 77— T BHIICASA 27T v~
TV —RTLHRMERHYET, Ty 77— FOEAICET 2EEMIC OV Tl Management
Center DA > T A~/ [FireAGHT SystemUser Guide5.4] & 7-1% [Firepower Management
Center Configuration Guide 6.0] #ZM L T 72 &0,

ASDM ¥ #E T, [Configuration] >[ASA FirePOWER Configuration] > [Updates] %/ L T,
Ty T T —REVATAY 7 by 2T BIOa R —3xr MZEHATE 3, §HllcoNT
. [Updates] *— @ [Helpl| &7 V v 7 LET,

. ASA FirePOWER £ 2 1 —)L
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ASAFirePOWER €21 —ILDE=4 LY .

ASAFirePOWER € 12— J)LDE=AR ) Y

WROFKEPE Y7 TR, BV a—OF=F Y BT A X AR/ LET, ASA
FirePOWER BHi# O syslog A v &— 22O\, syslog A v&—Y A4 FEEHLTLEE
VY, ASA FirePOWER O syslog A v E—I1E, A v E—U%F 5 434001 2 HAED £7,

FT=X YT awr RefHT 5121, [Tools] > [Command Line Interface] Zf#FH L ¥ 9,

EDA—IL RT—RADRT

[Home] ~<— " "C [ASA FirePOWER Status] # 7 &R T 5 & | £V 2 —/MIET HIEFRNER
ENFET, ZOFRICIT, BT, DVITAEE, VIR 2T A=V arhEDEY 2—)L
e, 77V r—ark, TFV A=Y ary ATFT—H R, FT—H TL— AT —H
BRDAT =B AR EDEY 2 — )V AT —H ANEENET, ¥ =2 —/L) Management Center
ICEBRENTWDHAIE, Vo222 w7 LTT 7V r—a v aE, SR OeE
Va— VOREERITI ZENTEET,

ASDM # i L7 ¥V 2 — V2 E B9 5L, [Home]>[ASA FirePOWER Dashboard] ~2— 3 % fifi
HALT, EVa2a—ATETHOY 7 b=, BEOT v T TF—h TA48 0T VAT
LOEK, T4 A7 DR, VAT AR, BIUOA v F—T 2 ADAT —H ATONTOD
BEERERERTDH L TEET,

:):L_)l/o)ﬁn-l-l *&o)ﬁﬁ

sfr a7 RE2FRAET—E A RN U —DFGEHERIB LA T — 2 AE LR T 5ITIE, show
service-policy sfr 2~ > R LET, BV Z% 7 U T T 51T, clear service-policy Z i
HALET,

KIZ, ASAFirePOWER #—E 2 R Y 2 — LBHEDHFHERB LTV 2 — LD AT —F X%
KR T o0 RLET, E=F—HHAE—FTIE, AWBU U ZTEeDEETT,
ciscoasa# show service-policy sfr
Global policy:
Service-policy: global policy
Class-map: my-sfr-class

SFR: card status Up, mode fail-close
packet input 2626422041, packet output 2626877967, drop 0, reset-drop 0, proxied

EREED S (ASDM )

ASDM % f#i [l L 72 ASA FirePOWER £ = — /LA EHT 5, RONX—J AL TEY 2 —
IOERERE R R TEET,

ASA FirePOWER £ 1 —)L .
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B =o-—esoe-su2y

« [Home] >[ASA FirePOWERReporting] : LA — MMERKDON—I21E, Webh 7 2V | =—
P—l FETL. FEV 2=V EFHEUL TR T 7 v VBN EINDIHRE, SESERET 22—
VOREFHIR LT EML 10D & v v 2 R — R RSN E T,

« [Monitoring] >[ASA FirePOWER Monitoring] : €2 =2 —/V&ZE=4F—9 572D\ D)

D=V | syslog, FAY AT —F A YV a—/fEt, VT VEA DDA K
Ea—TBNEENTNET,

EVa—-IERODE=S) T

ASA FirePOWER € ¥ o — /L &R T 28kt 2 X3 21213, ROWThhrdoa~y RE AT
LET,

« show asp table classify domain sfr

K< 7 ¢ > 7 % ASA FirelPOWER & o2 — )LICEET AT OIT/ERR S N- NP L— /L 25
RLET,

« show asp drop

ey 7rEaniry hERRLET, Ruy 70X A4 FIl2o0nCid, LN TR LE
‘j‘o

 show conn

[X - inspected by service module] 7 7 7 & RKR_T 25 Z LK D, HRNAEY 2 —/LITHRE
SNTNDEINE I MERLET,

show asp drop =~ > Fid, ASA FirePOWER & ¥ = —/VIZBHHET 2RO FNu v 7HEEZE 0 5
TEBTEET,

JL—L FOovF:

e sfr-bad-tlv-received : ZINFEAET 5 DIL. ASA A FirePOWER 725325 L7237 v MR
U —IDTLV 23720 & ¢, FERE Ny b7 7 v 3> 7 4 —)L KT Standy/Active
'y RRRESHTOARWEASIZ, 2O TLV MEEL TWARLENH D £7°,

s sfr-request : FirePOWER O R Y & —NEH T, 7b—A% Na v 795 &L 95 FiePOWER
MHERESNELE, ZOKRY > —I2k > T, FirePOWER |%7 7 3 2 > % Deny Source,
Deny Destination, F 721X Deny Pkt IZEXE L E T, 7L —L0B K v I REThhoslihe
X, 7o—ZEELTWAEEY 2—LORY > —2iR L ET,

o sfr-fail-close : /X7 v bA Ru v IO, I— RBRIEFRTIERL, BHEFADORY
=3 Tail-close] ToHho7o22HTY GHRIC,  Tfail-open] OHFEIX, I — KR F T
YLTWTHEAT Y FOBERFHFAISNET) o W—FOAT—FZAZfG8 L, —ER
ZEHT 20, FEEILET,

o sfr-fail : BEfED 7 2 —{2%} 3 % FirePOWER 2> 7 4 ¥ a2 L— 3 UBHIBRENLTEY .
FirePOWER THLEITE 2z, Fry7EhEd, ThRRETLHIZ LT, 1FLALE
HEFA,

. ASA FirePOWER £ 2 1 —)L
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zva—rggne=4y>5 |

« sfr-malformed-packet : FirePOWER 725 D /N7 > Mg~y X —NEENFE T, T2 &z
X, A~y X —RNELIRWATRELRH Y £7,

s sfr-ha-request : EX = U7« 777 AT 2 A FirePOWERHA B3R/ v h&2Z(EL, *
NEBETE o256, 2O ZREML, oy MR Fay 7S ET,

s sfr-invalid-encap : ¥ X2 V7 4 T TA T VAR Iz A v —2 ~y X —%FD
FirePOWER /7w h&ZfET 0L 2O ZREML, ~ry PR RFry 7ShE
j—O

e sfr-bad-handle-received : FirePOWER & = — /L2584 > N CARIEZ 02— > RV ES2(E
L., 7r—% Ky 7 LZFE L7, FirePOWER 7 2 —®O /> KN T7 o —HFPIcEHE X
nNaE., ZOBTUEANEML, Zua—L27y R ASA TRy &1,

s sfr-rx-monitor-only : ¥X = U T 4 7T A T U ANE=F —FHHE— FD & ZIZFirePOWER
Nry bEZETDHE, ZOATEBEML, Ty PR ey ZFShET,

JOo— koy 7

o sfrrequest : 72— &K T IH5H T &% FirePOWER NERLE L, 77V ar Ev 0
MRESNET,

s reset-by-sfr : 72 —DFK T & Uty % FirePOWER AER LE LK, 77V ar By b
1 BBRESHET,

o sfr-fail-close : 72— & T IEOLNEZDIE, H—FKBF T RETHY . REFHDRY
=2 Tfail-close] THo7=N5H T,

il

&Iz, show asp tableclassify domain sfr =~ > RO ZRLET, VAA LT verla—
NIZRET D . AT =T NDIIZT —ZNFR S, M7 —T VI 5D 2 LITHE
BELTLEESW, A2 =T ANV XA VT VERET D%E1E, MGFOT—7/0Z
TANEENTVWLILERSY 7,
ciscoasa# show asp table classify domain sfr
Input Table
in 1id=0x2aaae04034f0, priority=71, domain=sfr, deny=false
hits=0, user data=0x2aaadfdedf40, cs i1d=0x0, use real addr, flags=0x0, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input ifc=management, output ifc=any
Output Table:
L2 - Output Table:

L2 - Input Table:

Last clearing of hits counters: Never

ASA FirePOWER £ 1 —)L .
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ASA FirePOWER £ &

ASAFirePOWER E¥2—)L |

a1—ILDERE

T3y bT+—
T RE L) 1) —X £ A
ASA5585-X (™ _TDOET/) THHT 5 |ASA92(24) | ASAFirePOWER € ¥ = —/LiL, &AL IPS (NGIPS) |
ASAFirePOWERSSP/N— R =7 E ¥ 2— | AQA TV r—=varoafittl ar br—n (AVC) |
N R— b, FirePOWER |URLZ 4 V& U7 G~V Y =T 1%# (AMP) 7¢
N N -, - - =l ﬂ: -
FirePOWER ¥ 7 ¥ =7 E a2 —/L & N : -
e (g B REA—Fy FEEEF TV ART LY b= KT
’ HRTXET,
ROBEENEANSILE LT,
[Home] > [ASA FirePOWER Status] [Wizards] > [Startup
Wizard] > [ASA FirePOWER Basic Configuration]
[Configuration] > [Firewall] > [Service Policy Rules] > [Add
Service Policy Rule] > [Rule Actions] > [ASA FirePOWER
Inspection]
ASA 5506-X C ASA FirePOWER ~ 7 k7 = |ASA 9.3(2) ASA 5506-X T ASA FirePOWER ¥ 7 b7 =7 £V 2 —
T 'Y a—VEYHR—F (ASDM TOFE ASDM 7.3(3) VA FEITTEE9, FireSIGHT Management Center %15 F
Y a— VDR EDYR— FZETr) ASA LCEYVa2a—LEEHLEY, ASDMEZFEH LY 2%
FirePOWER LemTERT
S4.1 ROBEEAEANSILE LT,
[Home] > [ASA FirePOWER Dashboard], [Home] > [ASA
FirePOWER Reporting], [Configuration]>[ASA FirePOWER
Configuration] (¥ 7 _X—T %% Tr) | [Monitoring] > [ASA
FirePOWER Monitoring] (7 X—T % & Te)
N T4 VEAL LI ary A4 F— |ASA93(2) P—E AR =T 2ROV, FTT74v 0%
7 = A A% L7= ASA FirePOWER /¥ | AGA EV 2 CKHETDHEIIC T T 4 v VHRIEA F—
V7 k= —HHE—R FirePOWER Trx A AZRETETLHIIICRVELEL, ZOE—RT
5.4.1 i, B a— Vb ASA L N T T v RS2 F
A,
traffic-forward sfr monitor-only =< > R38R 2R —
FENTHWET, ZHUL, CLI TOAFKETEET,
5506H-X, 5506W-X, 5508-X, LW ASA 9.4(1) FireSIGHT Management Center % i {9~ % {40 ¥ |Z ASDM
5516-X [fliF @ ASDM T L7=E Y 2 —/b | AspM 7.4(1) | ZBHL T, E¥a— A 2FHTEET,
paras —
REOYH—F ASA FLOERE o~y FiBEnEh T ERA,
FirePOWER
5.4.1

. ASA FirePOWER £ 2 1 —)L
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ASA FirePOWER £ 2 1 — L DEFE .

T3y bT4—
HHE L)1) =R Bl
5512-X ~ 5585-X [fi]i} @ ASDM %41 L 7= |ASA 9.5.(1.5) | Firepower Management Center (IH4 FireSIGHT Management
Va— /VEBEOYR— |k ASDM Center) #FHTARPOVICASDMEHEHL T, V22—
7.5(1.112) NEEHRTEET,
ASA FLWEmEE Lz~ RIZBEMES L TWEEA,
FirePOWER 6.0

ASA FirePOWER 6.0 TD T 7 T 4 7 FFEM]

ASA 9.5.(2)

Xy 7T 4 7 R—HVEERETIL. ASAFirePOWER6.0 T
WMEARTAT T AT A RIS —FFERH LT 7T 47

U"j?“\’7o7w‘/f7\‘7ﬁ*‘§7/l/o ASA
FirePOWER 6.0 | #alE 2 AT DM ERH D £7°,
WDa~y RPNEAFEZEFEEINE L,
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