72X a2 kFA—ILJR b

77 Aarba— URAN (ACL) 1F, SEIERMECHEHSNET, ACLEZT 7R
N—nNE L TA LV E—T oA RZEHAT D, 77— VCEHTLE, 77747 A%
WT DT 74y 7PN EITEGINET, ACL T, MOEDT-DIT, HEEZEH T
HET 747 IR, HlEY—EATIER<BEY—ERZFETLET,

ZZTiE, ACL DEA L ACL ZRERBIVT=Z— 3 HEICHOWTHBALEY, 778X
=L EiE, Ta—rnl, FEA XA —T oA AIZHAEIND ACLDOZ &£ TY, ZhiZ
SWTiE, 7782 b—)1) TEHLIEBELET,

¢ ACLIZHOWT (1 2—%)

TV RARKIEI A DTV A (T —)
cACLOA KT Ay (13—)

« ACL DF%E (8 X—2)
cACLOE=XV 7 (18 X—)

* ACL OJEIE (19 =—2)

ACLIZDLVT

ACLZ A T

77 Aarba—/L UAL (ACL) TiE, ACLOZA SIS L ThT 74 w7 7Ju—%1
DOFEIFEBEORE GEETRB X O%EEIP T KLU A, IP 71 2L, R— b, EtherType, %
DD RT A —2 EETe) THAILET, ACLIZ, SEIEMECTHASINE T, ACLIX
1 2FE DT /A2 a2 he—L = U (ACE) THERSNET,

ASA TlE, RO Z A 7D ACL DM SN FET,

HERACL : R ENB XA 7T, ZTOACLIZ, VP —ERKRY I —, AAAL—/L,
WCCP, Ry by b hT7 7 4 w27 7 4N0H, VPNZIL—TEBLODAP R v —% 5
SFEIERMET, PT T4 v I BT, REBEBTE0EFABLEST 527 78X
N—ve N T 7 4w 7 OREIHEHAENET, ASDM TiX, T HOEREDZ IZMA D
=)L R=URH Y £, ZhHD—T T, ACL Manager T L 72HL5E ACL (114#
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HT&FEHA, 7272 L, ACL Manager [Z1F, 246 D_X—U TERK L72 ACL BAER S
F7, R ACL O E (8 3—Y) ZZHLTLIEIN,

» EtherType ACL : EtherType ACL (X7 v Z—T7 AU N—DA L H—T = A ADIEIP
LAY2 8774 w7 ICORHEHINET, ZNHDOL—LZHEHLT, LAY 2/7y
N D EtherType fEIZEESWT N T 7 ¢ v 7 ZFF A £ 72 1XEFE T X £9°, EtherType ACL
Tk, XA ATOIEIP N7 7 4 v 7 7a—%Hlfll T& £7, EtherType /L —/L DX IE %
ZRLTLLZE0,

* Webtype ACL: 7 747 FLUASSLVPN 774 v 7 D7 4N o ZIZHH I E
T ZOACL TiZ, URL £7213585%7 RLAZESNWTT 7 B A2 ERTE LT,
Webtype ACL OF%E (14 =X—¥) 2L TS0,

AEHEACL : 5887 RVATEW TR I 740 v 7 & LET, ZOXA 7D ACL X, DIk
OEE b—h <~y 7L VPNT7 4L %) TLMEA S ERA, VPN 7 4 V¥ TIEILE
T78AVARNBEHTE DT, EAEACLOFEHIINL—F v 7 EIFICLTLEE
VW, HEUEACL OF%E (13 5—Y) 2BRLTLIEZEN,

WDFIZ, ACL D— R BN EFRHTL2 XA 72 LET,

R1IACLOZ A TE—RAGERBH

ACLOfERER®

ACLZ AT

B

IP NI 74w DFRy NU—T T o+
ADHIEH v—FT v RE—FRFBLOH
FUART L b EF—R)

IS

ASA TlE, JE3E ACL IZ X 0 BFRIICFFA ST D
UaERE, BoeX=2 T 4 A F—T A AD
SEMOEX 2V T 4 A H—T A A~DNT T 4 v
73RO onNEEA, V—T v NE—RFNTiEL, ACL%
ERALT, 7V P T N—=F A R—=DA L H—T =
ARALERUETY v TNA—TFDONHDA B —T = A
AEDBONT T 4 7 BT HMERNH Y £7,

GE)
F72. ASAA VA —T 2 A AEBRT 78 ADOHRT
TR ATHIZIE, RA NPT KL AZFFAT5ACL
IMEH Y A, LEROIT, AR BEORE
HA R TEBRT Vv ARRETHZ LT T
7

AAAIL—I)LTD N T 7 4 v 75

IS

AAAILV—VTiE, ACLEZFEHL TN 7 4 v 7 %5
=

BED2—F—DIP T 7 4 v 7%
TAE%xy NU—27 T EAX 3 ha—
LD iEAL

YLk, a—¥—T¢
(2 AAA B —/3—7n
b yrmr—FR

2—YP—ICHMATHZAFTI v I ACLEF T a— K
95X IICRADIUS —N"—%RETE LT, £-

1%, ASA LICEREFHLD ACL DA4RTZEETDH LD
WY —N—5RETEET,
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ACL Manager .

ACL DfERB#

ACLR AT

A

VPN 7 7B AR 4V 2 ) T

IS
Biks

VE—FT7272ABIOY A NE VPN O 7 L—7 K
U —TiE, EHREEIIEEACL N 7 4 V2 Y 7T
fEHENnNET, VE—FT77EAVPN T, 771
TUVRNT AT U —IEEELXAFTIvI T IR
RY —IZHPEE ACL MEH S E 7,

N7 4 VTR S TOEY
FSRIL—TVL—LBT—T DT T 4
7 DFHI

IS

ACLEZEHT DL, VA TNONT T 4w 0 %
WmpcEES, Ty I BV T R — T
V— AU =7 &Y R— N HERICERSNNET, £
VaTRY =T L —AU— Y IR— b AR
%, TCP B L R B A VAT a v
REMBHY T,

TN TN—T A N—=DA L H—
T xA AIKTBIEIP T T 4T D
X NU—7 T U ZOHIH

EtherType

TV TN—T DAL NR—=THHTXTDA L H—
7 = A AD EtherType (Z3SW T, b T 7 1 v 7 &l
95 ACLEFRETEET,

Jb—h 74 VE ) 7B X OEEA D
KrE

STk
IS

KHEON—T 47 T haLTliE, IPT7T KLAD
N—hrTZ 4NV 7l (b—h~y 7% L) HF
BAATIZ ACLMER S vET (IPv4 7 R L ZADGEIIHE
#ACL 728, IPv6 7 N L ZDEITIEIE ACL N F N7
WERsnET) .

2747 hLASSLVPN D7 4 L4
V7

Webtype

Webtype ACL |, URL &5ica7 4 V21U 735 K
INIHETEET,

ACL Manager

ACL Manager |%, KD 2 DD HETRRTEET,

s AA T4 RUT, J=& %% [Configuration] > [Firewall] > [Advanced] > [ACL Manager]

DIEIZEIRT 5, Z D4, ACL Manager (21355 ACL OB NFRENET, 2 bHD
[Access Rules]. [Service Policy Rules], 33 UY[AAA Rules] DE-~<— 3 TIERK L
o= Ko THER ST ACL A5 £4vE T, ACL Manager CHde 217 2 arld., 2

ACLIZIZ,

NODON— VB L E 2 7200 IS ICEBE LTI, 22T LRI,
DO DAL — IS E T,

ns

« ACL WMLERARY =06, 74—/ NORRIZH 5 [Manage] Z¥ %7 Vv 735, Z
DA, WY 2 —THEEHRE ACL L HE5E ACL 23FF 7] STV UE, M50 ACL D% 7 H3
BINCFRRENFE T, FAl SN TORWIEGA X, B, IRk, F£ 7213 Webtype @ ACL D7
ERATHLIICE2—NT7 V&) 7 IET, EtherType ACL TR /RSN EH A,
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AA 2 T 4 R CHEEHE ACL & Webtype ACL R ETx 5L 912, b ACL DRI
DOR—=UPHEINTWET, ZNHDOX—I%, 4RO\ ACL Manager & BEREIZIA U
Tj—o

« f=%E ACL : [Configuration] > [Firewall] > [Advanced] > [Standard ACL].,

» Webtype ACL : [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] >
[Advanced] > [Web ACL 4],

% ACL |21, outside in, OUTSIDE_IN, 101 72 EOAFTE 72 I13HE ID 23dH 0 £9°, AR
241 XFEUTICTHHERHY £4, ETa 074 FXalb—2a r2FRT5E X ICARTEMH
HIZARSTOND LI, TRTRLFICTHI L 2RI L T &N,

ACL @ B Z 804 2 OIZBALHomA A 2B L £3°, ASDM Tid,
linterface-name_purpose_direction] 72 E DA BAINMER SvET, =& 21X, D) 1~
H2—T A AZA Ry R THEM &S5 ACL O84121E,  loutside access in] @ X 9
2720 £,

BEk, ACLID IZEE T L7z, HEHE ACLIE, 1~99 £721% 1300 ~ 1999 DFIPHIZH V) £ L7=,
PEAR ACL 1Z, 100 ~ 199 F721% 2000 ~ 2699 D#FPFHIZH Y F L7z, ASA TiX. Zh 6 DOHFiH
Rl SN ERAN, BEEZEHATHHA1F, 1I0SY 7 by =T 2 FE 7+ H0—% L O—H
ROT-OIZ, ZhvbomARRlZs| AT 222 B8O L ET,

TR arvkckO— LI MN)DIERE

1250 ACL %, 1 2F 721388 D ACE TR S E T, FEDITIZHRIIZ ACE 2 A L7
WIRY . 5 ACL AIZ2WTAN L7=4 ACE 13% D ACL O KREIZBMENET,

ACE DJEFIZEETY, ASAL, Fry "NEEETIN Ry T E0EIRETHEE, =
VERUMNMYARENTWBIEFTE ACEIZRH L TNy hE2T A NLET, —BERROND
L ACEIFEFNU ETF = v 7 SNEF A,

L7 o T, —HRII72 L — L D% BRI 72 L — L B BliE U= A . BRI 2 b— i3k LT
ty NLABRWHRRERH Y £9, 2L 201E, Xy FT—210.1.1.024 %7 L, DOV TRy
FEDHEAN101LLISED NT7 7 4y 7% Ruy 7425545, 10.1.1.15 #4575 ACE X
10.1.1.0/24 ZFFA[ 9% ACE ORNCE S LEXH Y £97, 10.1.1.0/24 ZFFA[ 9% ACE & 5EICT
&L 10.L 1S IEFFAI S h, HER ACE XL T—E L EHA,

MELNZISUTC, [Up]l R¥ v & [Down] R U ZFEHLTL— L ZHEELET,

HFAIHER &E—B/F—H

TR Aaryto— Lz N TEH, V-V BETDH N T T v % TFFR] £720% T4E
Bl LET, Zu—R"NUNT I EAN— N, B —T A AT T BANL—RE KT T 4
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TO®RX O

7542 2y ra—Liz s erznnEs

BN ASA DBIBETFAINDD, Ry 7 ENDE0E R ET HHEEICACL ZEHAT 584,
(AT & HER ] 3IXXFEBY 0BWEFB 4,

P—ERARY = =)Ll EOZOMOMEREDS S, [FFrl) & TR 1XERICE T—%
Tk R—2 2EWLET, ZOHAE, ACLTIE, 77U r—var A VAT gy
RV —EREV 2= NN~DYFA VLT Nl ZOKEOY—EREZTDHNT 7 4 v &8
WLTWET, MHEEEIND] FT7 74 v 27id, BIZACLIC—HET, LR ->TH—EX
EZNW T T 4w 7 D2 ETT (ASDM TiE, =& 2iE, —E R RY v— —/L Tk
FERIIT—B/AR—FDMEH 4, AAA V— L CIEEREF/AREREE M S v E 473, CLI Tl
WCHFRAES DN EHA SN ET)

FO—ILIC K DRERNGHES

through-the-box 7 7 & A Jb— /W5 ACLIZIZKREBICHED deny A7 — h A FB3H Y
FI, Lo T, AV ¥ —T oA ATHEHINDACLRED NT 7 4 » 7 #il#l ACL TIL,
HDHIATDRNT T 47 B RICHFAILRWEGES, TN T 74 v 7k ey ShE
T, TE 2 1 DFLEFEEORHEDT KL ARAUADTRTOL—F—PNASARKRETE > K
T—JIZT7 7 8ATEL LT DL, FFEDT RLAZERELTHL, TOMOTTO
T RUVRAEFATHLERD Y 7,

%@(:ybm—wfv—y)@AQMMMMMmF?74y7%%@bfwiﬁﬁ\4y
H—"T = Af ZAD— ﬁ@@@wuwmiﬁ IXREER D deny 23 0 /A, TORDVIZ, EH
T I A =N —E LR WEERL ISl O 7 7 2 AFIEL— VTRl S L E T,

P—EARED T 7 4 v 7 OBRIHEHEN D ACLOBREE., R T 7 4 v 7 % TFF
) TAMLERHYFET, [FFA] SNTWARWET T 4 v 713V —ERORICR D 4
o THEEENZ] FTF7 74073 —ER2E2 482 0LF T,

EtherType ACL D4, Ml@%%m&é%%%ﬁﬁém\mk§74y7%mwkc%%
LEHA, 72L& 21X, EtherType 8037 Z#F 7] 3 534A. ACL OFKEICH BRI 72 1T
T\%%leu%ﬁﬂ(ikd%&@ﬂ%;9?44V§~7x4%#%ﬁﬁ@ﬁ#;9
TA AE =T oA AR R]) LIZIP o774 v/ BT vyl 3nbZ Eixdbn E
A, 7272 L. EtherType ACE THI/RINIZT XRTDO M T 7 4 v 7 ST 5L, IPIB LU ARP
N7 4y BNERINET, IS0, BEIR IV =T a R EOYE T e Fa
FIT 4y T

NAT = FB#FIZ$55E ACL TERTBHIP7 FL X

NAT F721X PAT 235 &, 7 RUVAEIIAR— FAEH I, L%iﬁ%?FVXE%
W7 R AR<w oy B 7 anEd, Bfian/zr— MEIET RV RIZEH & 555 ACL
EAERT DN o D51, FEEO (B Tnzny) 7 I\“l/Xif:ciﬁf~ NEfEHT %
M, vy BT ENET RVRAERIIAR— MR T20ERETILERS D £3, EiliT
FEREIC K-> TR £,

EEROT RLALR—IDMEHENLZDOT, NATZ L 7 Fal—ra U NEEEINTHACL
EEET AN 20 £,
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RBEDIPY FLRAEEAT HHAEE

WDa<wy FRBIXOBETIZ. /2 Z— T2 RACERINAET RLANT Y EL T FL 2R
THHILEETYH, EBEOIP T FLAZEHLET,

« 77 A L—/b (access-group 2~ R THH I HILHE ACL)
e —tARY——)L (V2T R — 7L —ALYU—7 O match access-list T~ >~
)

ARy MRy N NTT 4w TANED T T 47 53% (dynamic-filter enable classify-list
a< 2 R)

e AAA )L—/)L (aaa..match =<2 R)

« WCCP (wecep redirect-list group-list =< > R)
=& 2iE, WEY—/3—10.1.1.5 DO NAT 2 E LT, X7V v 7 I—T 4 7 R[BERS:
HDOIP T KL A 209.165.201.5 % Z D — "= 5T H8581F. ZONE—_—~DT 7
CRENRNT T 4 VNZHFRT BT IR NL—LDOHT, b—N—D= T T KL &
(209.165.201.5) TiI72< EEOT KL (10.1.1.5) 2R TEILENH Y 7,
ITYEVSIPT FLREERT HH4hE

WOEBEIX, ACLAZHERLETA., ZNOHDACLIX., AV Z—7 oA A L TR#BEINL~ v
v EnN-EEERALET,

* [Psec ACL

s capture 2~ K ACL

o« L—F—HAL ACL

s J—T 47 Ja hanid ACL

« DT T OEBED ACL

BERs X — X ACE

=N T 77 4 7175 X 91, $EE ACE & Webtype ACE [Z KA &I A4~
UVl hEBEATAZENTEET, ZOXATON—NVEHERTDH L, FEEORRIEIZILFT
BETEXHHLO0D, TAUSOHMEIITHRE TCERWT 7T 4 T 4 2K TE£9, 7-& %
X, BB IEIMNORKIRZ 3T, B REHEIE £ IR RRFICZ ORIRZFED D Z LN TX
F9, S, BEBRRAMIFEARIICR Yy NV —2 &2 vy NED T AL L TEET,
& A 7Y =7 FREENTWARWL—LTIX, 71 haj, #ET, 56k, BLXOWY—
EAILEDEMEICF TR R — A DN — LV EAERR T 5 Z L IETE EH A, FEEAN—ZXTidlen
A— T, BE LR — 2OV — L EFEICF—_"—F5 4 FLET (BETHBED) ,
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CE)  ACL 2T 77 4 7T D70 DIRE DR TR O, K 80 ~ 100 D OBIEN T LT D56
MBHYEF, T2l E FBEOK TRZIN 3:50 D56, 0 3:50 13 TRAICE T THD
lz, A=y R, 3:51:00 ~ 3:51:59 OISO SN E T, < RRFCH STE,
ASA IFBUERITEN TV DT XTOH AT 2T L, v NIZACL 2 SEET,

T ERAFHI)IA DAV R

T 7R AR Y A NIRRT A o A bEE LER A

722l = MUNTY e havd LTstp AT 2561, ¥ V7 748V ADBNE
T,

ACLD A RS54

I7AT I+ —ILE—F

MEWEACL EHERACLIZ, V=T v R 77 AT U4—LE—RELE LT UAXT LN T 7
AT T —)LET— RTHR—FINET,

s Webtype ACL |, Vv—7 v K E— ROLTHR—FINET,

e EtherType ACL (X, V—7 v RBXO N7 U AT LU N E—RT, 7V v 77—
AUNR—=DA B —T A A L TOHZYR— M FET,

Tx—)LA—nN—¢55R48)245

Ay 74 Xal—Yartyiavid, ToaANF—N"—F1F 7 T AKX 2= N TR
ENFHA, HBDEYva L r TEFEZaII Y FTDHE, BELEBVTRTOT = A VA — 13—
BIONII2AF 2=y NTCEOEERRKBENE T,

IPv6

« §L3E ACL & Webtype ACL TliZ, IPvd 7 KL A & IPv6 7 R L Al GbE T T
iﬁ—o

« JEUE ACL CTlE, IPv6 7 L A [IfH TE £HA,
« EtherType ACL Ti, IP 7 FL A IXEHA L £H A,

ZOMDHA K514

s Ry N =7 R ERET D & XL, FEEFHIED CiscolOS V7 bW =7 ® access-list
a<w REEFRRAZZEICHEELTLEZN, ASATIE, *vy bU—2 =27 (& %

T7OEXarvka—)L YR+ .
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1L, ClassC~ A7 255.255.255.0) MMEH X F T, CiscolOS~ A7 Tk, VA /L K —
FEey bk (28 20E, 00.0255) N™MEHSHET,

B, ACLERIIAT V=l b FN—TIFELIRNAT V=7 bEBRLY | BUE
SZRLTNWDEA TVl NEHIBRLIZV 52 813 TEXERHA, £72. access-group 2~
YRTHELTORWACL 2B (7782 V—NV%#H) $562LbTEEHA, -
L. ZOT 74V NOEMEEZEF L, A7V =2 NEILZACL ZERT DRIICZEND
 RIHFZR) CEXHL21CTH2ENRTEET, A7 V=7 bELIFACL 21ERKT 5
FTIE, ZNHESRTHNL—NRT VA T N—TITEREINET, AiFSRE A *—
TN T BITIE, [Configuration] > [Access Rules] # 3 L, [Advanced] R¥ > %7 VU v 7
LT, 778X NV—VOFFMREDA T v a @R L E7,

c FMELELITFET LA HOWTFEILE I — A TEEROHA 2 AT 5
L. ASDM TZNBDHEEICK LTF L7 4 v~ A DM_INLINE D47 = 7 h 7 /L—
TRHBIIHER SN E T, ZhbD4 T V27 NI, V=V T—T L Ea—DZnb
DAL R—=F 2 k3= MIHBICIREE SV E 23, [Tools] >[Preferences] C [Auto-expand
network and service objects with specified prefix] /L—/V 7 — 7 VR E & RINFEIRT D &, 4
TV MhERRTEET,

o (JEIREACLODO&A) WOMSHETIE, ACLZMEHLETN, TAT T 474 77 AT VA —
v (BENETNZTN—T2%F6E) . FQDN (FERERT N A A 4) | E721E Cisco TrustSec
iz &Te ACLIIMEHTE A,

* VPN @ cryptomap 2~ > R

* VPN @ group-policy =~ K, 7272 L. vpn-filter %[k <
* WCCP

* DAP

ACL D& E

ROEE7 a2 Tlx, SESERYATONH ACL OREHIECONTHILET, 7272
L. 77t&A L—/ (BtherType % &ip) . —ERARY T — b—b BIUNAAAL—/L L
LTHEHAESNSACL &, ASDM B ZNEDNL—ALR—ZDRY o —HIZEEBHDONR—U%
AL TV D ZOMOREIZHEH LD ACL IEFRE £97,

{3k ACL DERTE

L8R ACL IX ACE D4R & a T FE LTESINET, HILWACL Z2EkT 51213, 9
AT FEAERT BN Y £9, £Di%, ACL Manager T7 — 7 /L&l L T ACE %38
ML=V, BEfED ACE ##RE L=V . ACE 2~z /-0 Tx$7,

JLE ACLIZIE, IPVAT RL AL IPV6 T RL ZDMAEDbEEEHH LN TEXET,
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FIE

AT 71 [Configuration] > [Firewall] > [Advanced] > [ACL Manager] % 3R L £,

ATFv T2 #HLWACL Z1EKT 58413, [Add]>[Add ACL] &R L. 4EiZ AL T[OK] %227 Y v
7 LET,

ACLaZ VTR T —7MZBMENET, B TCZoar7F5@IRLCEdt %27 v 735
LTk, arTTOLREERE TEET,
AT T3 ROWVTNNEFEITLET,

« ACL DRRIZ ACE ZiBINT 5121X, ACL4A F 721X ACL NOILE D ACE 23R L, [Add]
> [Add ACE] Z iR L £ 7,

« ACE ZHE OBATICI AT 5121, BEFD ACE 234K L, [Add] > [Insert] Z 3R L C%
D— D FIZ ACE ZiBI13 %2>, [Add] > [Insert After] Z i8R L £ 7,

=V EMRET DI, V=V EEIRLTC[Edt) 227V v 7 LET,

ATV T4 ACEOTu T 42 AN LET, BRTDIERAFT v a v idkoEE) TT,

s [Action: Permit/Deny] : f8E L7 87 7 ¢ v 7 ZFFa] (FIR) T 50, L GEIUER, &
—E) THNEERLET,

* [Source/Destination criteria] : £fF76 GBIET KLV R) L%% (M7 74w 7 7a—0DF—
Zo T RLVR) ZEHLET, @FIE, FAMELEIY T2y bOIPVET L AL
IXIPv6 7 FLAZRELET, IRy NV =7 Xy NIV—=27 AT V=7 h I )L—
7. . ERETO—Y A E i —Y— V=T A BIRETEET, F7z. [Service]
T4 =NV ThI T4y 7 OMBEZEETDE, TXTOIP FT77 4 v 7 TlEel| %
EDNT T 4w 7 axtGe T 50— EERT& £7, Cisco TrustSec #F24E L TV 555
B, EX a2V T 0 V=T ML TEEIL LML ERTEET,

ERAIREZR T X TDA T v a DWW TIE, JEEACED 7 m T 4 (9%—V) 2B LT
<TEEVY,

ACE DEZRNTET LG, [OK]Z 27V v 7 LTT—7 M — v ZBMLET,

RATv 75 [Applyl 227 U v 7 LET,

Yi5E ACED JO/NT «

JEHEACLO ACE ZBIMMET-I3MET 2 L X2, ROTaXT 4 2RETEET, Z< DT 41—
JVRTIX, WERY 7 2ADOEFEIZHD .. RE U E 77 LT, 74—/ RTHEHTE S A4
TVl MEEIR, B, EIEmETE ET,
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[Action] : [Permit]/[Deny]

FRELIE N7 74 v zdrn] (B8R 570 G GEIEER. A~ 80 T2 2@RL
iTo

[Source Criteria]

MELEIELTWD NT T 4 v OFREEOFE, [Source] IZRET HMENRDH Y 7
B, TOMDTaRT 41 3A T a T,
[Source]

EFITLD IPv4 F721LIPv6 7 KL A, 7 7 4V MElT any T3, ZiUE3-TO IPv4
F2IEIPv6 7 LA~ LET, IPvA DA E X —7 v NMIT 585813 anys %,
IPVv6 DI 2 —77 > MZT DA IZanye =T NEVEHTEET, BH—DOKRA T
K1 2 (10.100.10.5 F 7213 2001:DB8::0DB8:800:200C:417A 72 &) . 7R v b
(10.100.10.0/24 %721 10.100.10.0/255.255.255.0 JEZ, £ 721X IPv6 DA
2001:DB8:0:CD30::/60) . *v "V —27 37V " ETRITRy NI—T AT V=7
kN ZN—T D4, £0FA v E—T 2 ADLHIEIEETE £,

User

TATYTAT A4 T7AT T —NVEENILTWDIHEEIF, 2—F—Fida—
P— I N—T % T 7 47 DEFETLE LTHEETEEY, 2—F—2NBEFEHALT
W5 IP 7 RLAFA—M—8LET, 2—H%—4% (DOMAINwser) , =—H— 7
L—7 (DOMAIN\\group 2 DD\ T/ N—F 4% RLET) ) | £ida—F—F
TV N INA—TERECTEET, ZOT7 4 — L RTIE, [.]E7 Vv 7 LTAAA
PN TN =TI DA EIEIRT DT BARTE AT T 5 L0 HIXD 0T
R

Security Group

Cisco TrustSec Z AZNZ L TWAEEIZ, BXF =2V T 4 ZA—T0O4FHIRZ 7 (1 ~
65533) . FEtEFX a2 VT 4 IN—T ATV NEFBETEXET,

[More Options] > [Source Service]

TCP. UDP %£721% SCTP %#%65c)—b 2 & LTHE LI=%HA1E, TCP, UDP,
'mkmw\itﬁsmw%%#ﬁ%%ﬁ®%~txﬁ7/mahw\mﬁ@ﬁfyz
U hed T ar TRETEET, BEIL s —bvR0BEERL, BETY—
ERIER LEFA, FELT—ERAZERTLILE, s —v 2071 haiix
BRIV R —HTHIHERH T (L, MAFEbR—NEZROH D/
ZRWTCP 72 E)

[Destination Criteria]
BMAELEIELTWD T 74 v DHF—4y NOFFME, [Destination] X% E 7 5 ML E N
bV ETH, EOMOT O RT 41 TF T TT,
Destination
S6:0 IPvd £ 721X IPv6 7 K L A, ?7wwk@ﬁmwfﬁozni¢&f@mﬂi

721X IPv6 7 R L AIZ—E LE T, IPv4 DA EH —7 v NMITDH5E1Tanyd %, IPv6
DHZEL =7y MZT 258 T any6 2 EiEHTE £, H—DFRA M T FNb
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mirAcEn 7057+ [

2 (10.100.10.5 F 721 2001:DBS::0DB8:800:200C:417A 72 &) . V7 x v b

(10.100.10.0/24 £ 7=1% 10.100.10.0/255.255.255.0 JE., F721% IPv6 DA
2001:DB8:0:CD30::/60) . %~ "I —7 A7V =/ bEIIRy VU= ATV =7
N IN—T D4R, ETEFA L F—T oA ADLAFIERETEET,

Security Group

Cisco TrustSec Z AN LTV DAL, BX =2V T 40 T A—TD4HRX 7 (1 ~
65533) . FhldEX 2 VT4 IA—TF F TV FEEETEET,
H—EX

IP, TCP, UDPRED T 7 4w DF v haj, 7L 9 TTCP, UDP, £7-1%
SCTPDFR— b ZETETEET, T 74V MIIP TR, L0 BEfEHN7o barsy
BELC, A=y MNZTDHINT 74 v 5L 0VMNKRETHZENTEET, &
WL, S NDEAL TDOY—E A F 7= FE®BIRL£9, TCP, UDP, BLW
SCTP DA 11X, tep/80. tep/http, tep/10-20 (AR — M) . tep-udp/80 (AR— K 80 D
EE D TCP £721XUDP F 7 7 4 » Z7IZ—%) . sctp/diameter D K 51T — i
T&ET, P—EXOEEDFHEMHOWVWTIL, YEEACE DY —E 204 (12 24—
V) ZBRLTLIEEN,

Bl

ACE D HBIOFAZ AN LET, 1{TORKLFHIT 100 LFETTT, EEITEAT
EFET, FAITIECLIOERE L CGEMEN., 1RIE ACE ORNCEE SV ET,

GE) 12077 v b 7x—2A (Windows 72 &) ETCTHEFEUNAOLTFTaAy MEBML, £
LOXTFENOTZ v 74 —24 (Linux 72 E) DHHIBRL X 9 & LIzHE. toXFN
ELL SN2 - ORESCHIBRZ ZITTERWATREMER S W 77, ZofIfRIX, £
EHRONFESEIERFETEZa—RT57 7y b7+ —L2DERGFHEICE D DT
R

[Enable Logging] : [Logging Level] : [More Options] > [Logging I nterval]

OX 7 A7 g T, =IO Tsyslog A v EB—U %2 ED LI IZERT H00%
EEFELET, OO OF T aid, 778X L—LE LTHEHENS ACL, DF D,
A B =T 2 AR ENTWS ACL £72013 7 0 — LIZEA SN TW5D ACL DFAIT
WHENET, ZOF 7T a AIMOBRRICEH SN TWD ACL TITER SN ET, K
DXL A g o REETEXES,
[Deselect Enable L ogging]
A—Da Xy IR ET, TOL—NMI—ETABEREICHOWVWTIE, F0¥
A T D syslog A vE—VbLREITENERA,
[Select Enable L ogging with Logging Level = Default]
=T 74V b X IRRES N E T, B S8 2 LI syslog A >
= 106023 BNHEITEINFE T, TTIA TV ANRKEEZZITTWDLEA, DAy
TV ORITHE XY — BRI EE KT T RREERH Y 5,

T7OEXarvka—)L YR+ .
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[Select Enable L ogging with Non-Default Logging L evel]

106023 Dt VI, HHI X7z syslog A v E—7 106100 DNt SEF, A vE—
2106100 1%, FTHRMICE v LIz ZIIRITSNET, £DF%. [More Options] >
[Logging Interval] Tax /& L7Mf@ Z & ICHRITI L. TORIBAOE v Mz R L E
4, HERESN A0 X7 UL [Informational] T,

HEA v E—VEENTLE, HBROZEARMTEZ L L L BIT, HHICL- TR
A=V OGWRESIZ/R £F, DoOSHBELZIT TWDHHAE, A v E—106101
MFERENDZERHY ET, ZAUL, Ay E—T106100 DB > b BT NOAERL
WA SNDF v v v a SNIIEG 7 0 =0, 1 SORIMREICE T 2R ARz B A
Tl ERLET, ZORET, 77747 AR EERT 572012, RO
F CHAHERDOINE LTI LE T,
[More Options] > [Enable Rul€]
N—IVISTINA ATT I T 4 T o TWDME D, BN R>TWDHL—/LE, —
NT =T VRO E LR EDOTHF A M CTRRSINET, V—AEZEHITDHE, L—b
EHIBRT 228 V=NV D T T4 v 7 ~OEHEFIETEET, 20D, ZD
=V RLBRTE LM LTS8, B CHEANCT DI ENTEET,
[More Options] > [Time Range]
I IVIRT J T 4 TN T MR b DR LI H 2 ER T D RRHEHA 7 2 = 7
DA RET, REH#EHZIRE L22WE, v—MEEICT 77 40 7T,

Hi3k ACE DY — E X D%k

JEBE ACE OFE e — B A I2iE, ROFKMERRETEET, BETT—EADEAIT, A7V 3
IEETWET R, LVRESNTEY ., TCP., UDP, TCP-UDP., F7-1%SCTP &Mt LEE
TEEHA,

IS 4

EBEDOIATOYV—EA LT V27 bELEFYV—EA LTV b I A—TO4H, Z
NoEOAF 77 MZE, T CTHHATASESERIFELEDDENTEEST, 20
72, ACLEITH —t A EHAHAIHT S Z ENHHICTE £, EEBFAA TV =7 b
NEBHABEIN TSI, FEITHEEZ ALY, MEBOF 7 V=7 NE/ER LY
THZ R, MWBERAT =27 FRRONDLEERHY 9,

Jobrkan
1 ~ 255 OFPHOIKAE £ 7= 1Xip, tcp, udp. gre’e & OBEAIO 4 AL,
TCP. UDP. TCP-UDP, SCTP K—

tcp. udp. tep-udp, B Wsctp F—TU— FIZAR— b E24RETDHZ ENTEET, tep-udp
F¥—U—REHEATDH L tep & udp ZEBNIEERETICH T O T v havOR— F&E
H#TEET, A— MIKROFETHEETEET,

o B—7R— | : tcp/80, udp/80. tcp-udp/80. sctp/3868. F7=iL tecp/www. udp/snmp, F
7213 sctp/diameter 72 & OBEHI O H— ¥ X4,
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FE# ACL O

FIE

meacLonz ]

o 7N— RM&EPH : tep/1-100, udp/1-100, tcp-udp/1-100, sctp/1-100 (L, F~—F 1~ 100 (1
&£ 100 25 T) IC—ELET,

e A= MIFELL 2V RO 1= 2B L E3, 72& 21X, TCP A— b 80
(HTTP) VADIEEDTCP bT 7 4 v 7 IZ—FH S BHI121E, 1=tcp/80 LFEE L £,

IR —FEBLIV/NSIWV i <EBIMLET, 72E 2R 150 K OIEE DR — kD TCP
KT 74 70 —HEEDHITIE, <tep/150 EHEEL E T,

e AR—FEFILVREW >ZBMNMLET, L& ziL, 150BOEEDR— KD TCP b
T 74 w7 I BEEIEDHITIE, >tep/150 EFREL T,

GE) DNS. Discard, Echo. Ident, NTP., RPC. SUNRPC. B I Talk I, FILFIIZ TCP ®
T L UDP OEFRDOW HFNMETT, TACACS+ TlE, A— F 4912t LT 12D TCP &
FENNIETT,

ICMP, ICMP6 * v t—2

FFEDA vE— (ping = —BRVONERA vE—URE) RAvE—Y a— K& —
7y MZTEET, ICMP (IPv4 A1) B EONICMP6 (IPv6 A1) % 1 /38— 5 E R A
FTT 2l MRZEMEINTWEHTED, FEITORMEREDNAEIIRDIGERHY £
T, FERIFKD L o1k £9,

icmp/icmp_message type[/icmp_message_code]

icmp6/icmp6_message type[/icmp6_message _code]

Ao —T XA T1E1 ~255 OFPFHAOEME 72 13BN DL FI T, 22— KX 0~ 255 D
OB T, BIRLI-BENEREDOZ A F/a— RIc—BTH 2L 2R LET, #9501
e ACEDR—E L FEH AL

=JL ==

ax e

HEHE ACL 1X ACE OARIffE a7 LTREINET, H LW ACL ZEKT512x, £
AT T A MERNH Y T, ED%, FEHEACL T —7 VA L CTACE 2B L7z
D, BEfFOACEZfRELTD, ACEX B 27 TExET, ZOT7—7 /ML, ACL Zi%E
THEXL ACLZFEHTHRY o — % ET H L X2 ACL Manager TH# 7 & L TRRINE

T, EHLL0HAEL,. Ve RU~OITE HFEBRWTERIEZRLCTY,
FEAE ACL Tld, IPv4 7 RLADHEMALT, L7 FLADHREERLET,

AT 71 [Configuration] > [Firewall] > [Advanced] > [Standard ACL] % &R L £,

T7OEXarvka—)L YR+ .
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. Webtype ACL D% 7E

ATY T2 #HLWACL Z1ET 58415, [Add]>[Add ACL] &R L. 4EiZ AN LT[OK]Z27 Y v
7 L\ij—o

ACL 2T FRT—T MBI E T, % ACL OAFITERE T EHA,
ATV T3 RONTNNEFE(TLET,

« ACL D RKREIZ ACE Z B4 521X, ACLA £721X ACL NDOILE ® ACE Z34R L, [Add]
>[Add ACE] Z3i®#R L £,

« ACE %R E DLFTIZH AT 51213, BEfF®D ACE %8R L, [Add] > [Insert] Z 3R L CT*
D)L—)v D 2 ACE Z3BINT 57>, [Add] > [Insert After] Z 3R L £,

= VERET HITIE, VA EBRLUC[Edt) 227 Y v 7 LET,

ATV T4 ACEDTuNRT 4 AN LET, ROF T a b £7,

* [Action: Permit/Deny] : 8 L7 b7 7 ¢ » 7 ZFFA] GBIN) + 2570, L GBRIHR, ~
—1) TAHEPEBINLET,

*[Address] : T 7 4 v Ta—O3ENELIIZ —F Y R T RLAZERLET, 10.100.1.1
REDKRANT RLAMD, Fy hU—72 (10.100.1.0/24 F 7213 10.100.1.0/255.255.255.0 &
RX) ZFEECTEET, FHE, XYy NI ATV FERRT LB TEET
AT 27 FONED [Address] 7 4 —/V Rice—REhEd) o

* [Description] : ACE ® HHIZBIT 2@t Z 117&H72 0 100 LFLL FCAS LET, HEAT
EANTEET, FITIXCLIOERE L TEME i, ERIZ ACE ORNCEE S ET,

B

GE) 12077y b7 +—2 (Windows 72 F) ETHIELSNOLFET
TIAVRNEBENML, ZNHDOXFEMNDOTZ >~ b7 4+ —2A (Linux
72E) DHHIBRLE D & LA, JTTOXFEMNIE L L ik S he
W OFRESCH IR 2 EATTE R VWATREER H 0 £, Z OHFIR
i, FFESEOXFT 2 I EIEFRhFETora— RT3 77 v b
T A —LDOIREHEIC L D LD TT,

ACE DEHRENET L7eb, [OK] 227V v 7 LTT—7 /M —EBMLET,

RATv 75 [Applyl 227 U v 7 LET,

Webtype ACL D% TE

Webtype ACL (X, 77 AT FLVASSLVPN T 7 4 v 7 D7 4 NE )T FFEDTR Y b
J—27 ., 7%y b, AL, BEORWeb ——~Da2—H— 7 7 ADOHRIFEH S
FT, TANFEERLRWVIGEIL, TRXTOEGENTFATSNET, Webtype ACL (X ACE ®
LEiftE T FE LTRENET, LW ACL 2B T 51C1F, £ a0 T F21ERT 5
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FIE

ATy T

ATy T2

ATy T3

ATvT4

ATy T5

Webtype ACL D% F .

VERHY T, ZDH%, WebACL 7—7 V&2 H L CTACE ZEML7=Y ., BEfFO ACE %
RELIZV ., ACEZ~x7-0) T& %4, ZOT—7 /I, ACLZRETHE &L ACL %
T 2R) =2 ETH L X2 ACL Manager T¥ 7 & LTERENET, EHEHLDEE
b, Uy RUASDITEFERWTCRIEIXR U T,

Webtype ACL (213, URL fEARIZINIZ TIPv4 7 KL AL IPv6 7 RLADMA R OEEEDDH Z
ERTEET,

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Web] >
[ACLS] DIEIZEIN L £,

B LU ACL 1B+ 25413, [Add] >[Add ACL] 2R L, 4Ri2 AN LT[OK] %227 U v~
7 LET,

ACLaZ VTR T —T7MZBMENET, #CTZoar7F2@IRLC[Edt) 227 Y v 735
ZLIZED, arTTOLRTEERTEET,
WONTNEEITLET,

« ACL DRRIZ ACE ZBINT 5121X, ACL4A 721X ACL NDOIEE D ACE 23R L, [Add]
>[Add ACE] &R L £,

« ACE 2B E DOLATICI AT 5121E, BEFD ACE 23R L, [Add] > [Insert] Z 88K L C%
D—v D _EIZ ACE %3BN9 % 5>, [Add] > [Insert After] %3N L F 97,

=V EMRET DI, V= EBIRLTC[Edit) 227 VU v 7 LET,

ACEDT a7 4 AN LET, BIRTDHELRAL T a i3k ERBY TT,

* [Action: Permit/Deny] : f8xE L7 8T 7 4 » 7 ZFFA] GBR) + 2570, LG GBIHR, ~
—%) TENEBERRLET,

o [Filter] : 585EICEEDL T 7 4 v 7 —H G, v harz@ER L Th— =4 (7
arTRRETFANL) BATTTAHZLICL>TCTURL 2 RET 50, IPvd £7-1%
IPv6 7 RL AL TCP H— b AZIEET A ENTEET,

BHAIRE/R T _RTCOA T > 3 T2V T, Webtype ACE D7 /37 ¢ (16 X—) =5
LTLIEENY,

ACE DEFRNTET LG, [OK]Z 27V v 7 LTT—7 M — v ZBMLET,

[Applyl 27 U v 27 LET,

T7OEXarvka—)L YR+ .



F7oERavra—Lyz |
. Webtype ACE ® 7 O /3F «

Webtype ACE @ 7' 0/XT «

Webtype ACL @ ACE Z B E/2IIMmET S E &I, ROTaXT 4 2RETEXET, <D
T A=V RTIE, WERY 7 2AOFIZHD 1) RE %7 )y 7 LT, 74—V RTHEAT
XOLAT VUl MR MEKR, ERIEmETEET,

HRED ACEIZDOWT, URLEIZT RLAT I 4 NEZ Y U ITAZERTEET, 72770
W CTANETHZLITTEEE A,

s [Action: Permit/Deny] : f8E L7= b7 7 ¢ v 7 ZFFna] (EIR) T 50, L GERIUERR, &
—) THNEERRLET,

« [Filter on URL] : %65 URL ICEESL b T 7 4 v 7 —85ME, 7o b a L a2%RL T
P—N—4 (AT aTRRET7ANAL) ZANLET, &2
http://www.example.com & 57 & L 7, E72id, T X TOV— =2 XRITT 5T
http://*.example.com & $57& L £ 7, LL N Tik, URLOFREICET 2 > b L H[REFH
W OVRLET,

¢ T _XTD URL ZBET 2554513, any Z@IRL £7,

« [Permiturlany) LF5ETHE, 7w bany/F—/—IP//NA | OJERD URL
T _THAISh, ZORF—=I—BLBRWET 7 4 v 7 (R— Mgk &)
Fr Ry InET, BRARESHRBELRVWE S, KERAR— | (Citix D
B lIaR— bk 1494) ~OHE 27 7325 ACE ZfEH L T 72 &0y,

e Aw— bk bR/ E ica 7T VA K, smart-tunnel:// & ical// DH A T DIH—
¥4 25728, Tpermiturlany] ZfEH L7Z ACLICK > THEEZZITHZ LIEHY
FH A,

fEATES T b, cifsy/, citrix://, citrixs://, ftp://, http:/, https://.
imap4:/, nfs://. pop3://. smart-tunnel://, X smtp:// TI, 712 h=a/LTUA
WVRA—REMHEHTLZZE L TEET, 72 2F, Mﬁimmkivmm —3
L. TAZ VA7 *[ZF_XTOT 1 havil—HLET, 2L

*://* example.com |, example.com % b T —7 ~DOFTXTDH A 7 @ URL ~—
A NTT4 w7l —BLET,

e smart-tunnel:/URL Z$5ET 2 &, V==K T2 EFDLHT LN TEET, URL
WZRAZEGDDH T LT TEERFA, 2L 21E. smart-tunnel://www.example.com |
U AFUAIBE T A3, smart-tunnel://www.example.com/index.html 1352 17 ANUASA]
‘(\‘jqo

T AZYRT (¥) :”*ODjC?ZﬂJ%éTUE (DL FIN B L ET, T TDhttp
URL IC—ESH2IZIE, httpe//*/* EATILET,

MG 2 IHEED 1 XTI LET,

sy a ([) : XFOHEAELIRET DBRICEHT AT, ALy anIc
BEIN-HGHICBTAEED 1 TR LET, 7L 2T,
http://www.cisco.com:80/ & http://www.cisco.com:81/ D[] 5 IZ—E I 5I21%
Mhttp://www.cisco.com:8[01]/] & AL %,
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« [Filter on Address and Service] : 8557 KL A L —ERIZHESNWT T 7 4 v 7 ZREL
\i—a—c

o [Address] : 585ED IPv4 £7-1ZIPv6 7 RL A TF, +_XTHT FL A IZ—HEHBIC
X, T R_RTOIPvE £721XIPv6 7 RL A%+ S any 2 L £3, IPvd DRI —
HEEDITiTanyd &, IPV6 DA —H S D ICiTany6 2 EH LET, H—DKRA K
7 KL (10.100.10.5 £ 721% 2001:DB8::0DB8:800:200C:417A 72 ¥) . ¥+ 7% v b
(10.100.10.0/24 % 7-1% 10.100.10.0/255.255.255.0 JEZ, £ 7-21% IPv6 DAL
2001:DB8:0:CD30::/60) #{EETEE T, F/lF, Xy NUV—27 ATV =7 FEER
LT, A7V FORNFET7 44—V RIZe—RT5Z2 L6 TEET,

* [Service] : HL—0 TCP #—E A fthk, 77 4 /L MIA—Fe LD tep TTAH, H—D
R— T (tep/80 X° tep/www 72 &) FE72 TR — M (tep/1-100 72 L) ZFETE &
T, WETZEDLENTEET, & xE, 1=tep/801EL 80 LISL DA — k| <tcp/80
1% 80 R DT _XTDR— k| >tcp/80 (X 80 DT X THR— KT,

« [Enable Logging] . [Logging Level] . [More Options] >[Logging Interval] : =¥ > 7 47 3
VTR, FEBRIC N T T 4 v I EBESET DI DWW Tsyslog A v E—U A2 ED XK 9 (A
T D0 EEFRLET, ROuXL 7 A7 va v aFIETEET,

* [Deselect Enable Logging] : /L—/bDa ¥ Va8 LET, ZON— /L THEEGIN
HRT T4 7IZONWTIE, EOX AT D syslog HRITINEH A,

* [Select Enable Logging with Logging Level = Default] : /L —/L DT 7 4 /)L k 0¥ 7 %
L ET, RSN 37y T &I syslog A~ 12— 106103 BSREITINET,
TTITAT VANKEEZ T TWDHE, ZOA v e—VORTHEIX N —ERIE
Bz RITTAIREME D D £7,

* [Select Enable Logging with Non-Default Logging Level] : 106103 Ot V12, S
7z syslog A v E—37106102 22 LEd, A v E—1061021%, FTHEME v b
L7z & ZITRITENET, £D%. [More Options] > [Logging Interval] T iE L 7= [HIl@
TLICHET SN, TOMBANOE v MEARLEY, #EEShLon X LUl
[Informational] 9,

* [More Options] > [Time Range] : WV —/V T 7 7 4 712725 TWAMENH B IRFEH L H
ZEFRT HRFMHEHEA 7 P = 7 hOATT, RREHZEE L 2WEE, b— LT o

T4 7TY,
Webtype ACL 05
LI FClt. Webtype ACL @ URL ~— 2 DL — LD fi| &< Shvi LET,
TaILE 7
A url http://*.yahoo.com/ Yahoo! T _XRTC~DT 7/ A &AL E
R

T7OEXarvka—)L YR+ .
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PO 7
B url cifs://fileserver/share/directory WBEINTEERICHERTXTOT77 A4
NA~DT 7B AZERLET,
BIER url https://www.example.com/ directory/file.html BEINE T 7AN~DT 7 A%
FLET,
el url https://www.example.com/directory BEINTEHIT~DOT 7 A 53FR L

£

T url http://*:8080/

A— b 8080 Z I L - AEE DL HT~D
HTTPS 7 7 £ A% LET,

B url http://10.10.10.10

10.10.10.10 ~® HTTP 7 7 ¥ X Z &
Liﬁ‘o

#ral url any

£EZD URL ~DT V2 A&Z#HF LE
T, EEI, wl TR EEST S
ACL OdH LR ENE T,

ACLDE=A2Y VY

ACL Manager, #E# ACL, Web ACL, 35 J " EtherType ACL 7 — 7 /LTI, ACLINE L ®HT
FTREINET, L, TS RTHEESNTOWDIARZE EEICERT DT, kOa<w» R
PEAHLET, a~r K2 AT 5I2iE, [Tools] > [Command Line Interface] % 2R L £ 7,

« show access-list [name] : 4 ACE DiT& 5 by b B v haEhe 7 7 A U R MEFRR

LET, ACLAZELTLEIV, £ LR

nEJ,

VITRTOT 7R Y A MRFERE

« show running-config access-list [name] : BIfEFATL CWDT 7R VA a7 Ko
L—yvaraFRLET, ACLAZELTLEEN, £ LARNE, TXTHOT 7 EA

URAMPREIRSNET,

. TOEXarvkOo—IL YR+
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ACL O f&E /&

accomEE i

HaE

Y

Y1y—2

Bl

FEUE AR, Webtype ACL

7.0(1)

ACLIE, Ry NU—27 T BAZGHIFH L=, SF I F ok
RBEZEMT2 N7 74 vy 72 RELED T 2720l S E
T, LR T 7B A a2 hur—)L U X ML, through-the-box 7
A ary b= ZOMDN OOEERICHE] S E
T BEHEACLIX, W— bk vy 7L VPN 7 4 VX THEH I
£9, Webtype ACLI%X, 7747 FL-ASSLVPN 7 ¢ /L%
Vo7 SVET, EtherType ACL 1%, IP LISt LA ¥ 2
N7y ERIELET,

ACL %% ET 572 ® ACL Manager 35 X OV DD ~2— A3
BINEAE Lz,

EAE ACL TOEBDOIP 7 R L X

8.3(1)

NAT F721F PAT 232 & X%, S I E2BERET. ACL
TOw YT T RUABLIOR— FOFEHNREZ /2D F
T THDDOBEREICOW TR, BRI TWRWEREDOT R
ALR— R NEEHTHILERDHY £7, FEOT RL A LFR—
FMERHENDDT, NATZ V7 4 F a2l —a U PNERX
NTH ACL 2B E T H0BT <20 7,

JEBE ACL TOT AT T 47 4
T7AT T F—LDOYR— b

8.4(2)

TATYTATA T77AT UV r—NDa—HF—BILNTL—
TERE LI TE DRV E L, TAT Y
TAT AT 7AT UA—/VACLIZT 7 &R JL—/LCAAA L —
e LB, BXOVPN REEICHEHATE £,

EtherType ACL 23 IS-IS 7 7 1 >
7 &Y aR— |k

8.4(5). 9.1(2)

RNTVANRT LY N 77 AT U 4—)b E— FTiL, ASA N
EtherType ACL Z i L CIS-IS b7 7 4 v 7 il TE % &
2T E LT,

IO E DA S4uE L7z, [Configuration] > [Device
Management] > [Management Access] > [EtherType Rules],

YEAE ACL T Cisco TrustSec D
AN—k

9.0(1)

Cisco TrustSec ¥ = V7 4 JN—T % EE0 &5 AT
XLIERVE LT, TATYT AT 4 T7AT VA —Ib
ACLET 7R L—L L It TEET,

T7OEXarvka—)L YR+ .
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B roomE

A% =2 G L

$5E ACL & Webtype ACL T IPv4 |9.0(1) $5E ACL & Webtype ACL TIPv4 7 KL A L IPv6 7 KL AN

T RLAEIPV6 T R L ADHKA PAR—FSNDEOITRY F LIz, #ERBLO%ERITK LT
IPvd BLOIPV6 7 KL ZADFAAEDELIRETE £7, any
F—U—RiE, IPABLIOIPV6 b T 7 4 v 7 2RTLIICE
HINELL, IPVADHD T T 47 %KY anyd ¥— U —
REIPV6 DHD T 7 v 7 % FKT any6 & — 7 — RH%EHN
SHVE L7z, IPv6 [EA D ACLITFEHELETT, BEAFD IPv6 ACL
TIEHE ACL IZBAT SN E T, BATOFEMIZSVWTIE, VU —
A )= bEZRLTIIEIN,
ROBEAEE SNE LT,
[Configuration] > [Firewall] > [Access Rules]
[Configuration] > [Remote Access VPN]> [Network (Client) Access]
> [Group Policies] > [General] > [More Options]

ICMP =2 — RiZ X > TICMP ~Z  [9.0(1) ICMP =1 — RIZESWTICMP ~ 7 7 o v 7 OFF A E 7234

T4 DT ANE Y TT DD MTEDLLIITRY E LT,

AN A =

DIRACL BT =7 IR WORE A A S 1A S E LTz,
[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]
[Configuration] > [Firewall] > [Access Rule]

ACLB LA T V=7 b EmRET 9312 M L7ma 7 4 F¥al—var by g TACLBIUA

LD T 4 Falb—ay TV NERETEDRIICRVEL, A7V =7 PEBX

tyiar CACL ZHI GBI 5 Z L b ARETY, DE D, EEMFEL

e RO 2 TENAT S/ PR ACL T B h kU 7

R LU ACL ORI H SR T ERIET S - eI e °
T RAN—VOFEMBRENELSNE L,

Stream Control Transmission Protocol |9.5(2) sctp 7’1 b LA LT, A— hOHAEEETe ACL L—/L

(SCTP) ™ ACL D¥H— | R TE DL 5100 E L,
[Configuration] > [Firewall] > [Advanced] > [ACL Manager] ~—
UTT /AR N OBMARES A T T Ry 7 AR
EHEINE LT,

Ethertype /L'—/LC, IEEE 802.2 i | 9.6(2) IEEE 802.2 i #l Y o 7 fili#l /X7~ D —e 2 77 & X

U7y R OSESE— B Z
TIRA R bOT RLARY
R—hrENEJ,

WA FDOT R L ATk D Ethertype D7 7 & Al /L—L
EERTEZ AL IRV ELE, ZoBEMCEY, bpdu F—
T—RBHBENT 7 4 v 7I2—FL7e< 72 £3, dsap 0x42
IZXFLCbpdu v— a2 EEHZ T,

WOEEHAZEE SE L7z, [Configuration] > [Firewall] >
[Ether Type Ruleg],

. TOEXarvkOo—IL YR+



| 79€xavrp—Lyz+t

accomEE i

HaE

iy

1y—x

Bl

TV oD TN—F A=A
Z —7 = A AT Ethertype /L —/L D
N—F v KE—FK BIOTY >
IN—TDEEBA o H—T = A
A (BVD) OYLIET 7 & A )L—)LD
PR—F,

9.7(1)

Ethertype ACL Z{Ef L, V—7 v RE—RDOT7 Y v 7 —
T AUNR—=DAE—T oA AZHEATED L1 EL
7o £ AU R— AU B —T oA AZMAT, 7V v IR
A H—T x4 BVD IZIERT Z78ANL— NV EZHEHT S
ZEHTEET,

WO NEE SuE L7z, [Configuration] > [Firewall] >
[AccessRules], [Configuration] > [Firewall] > [EthertypeRules],

EtherType 7 7 & Al U A N D%
EO

9.9(1)

EtherType 7 7 £ A 2> hm—/L U X X, EthernetI1IPX (EII
IPX) #R—FF5E912DEL, 5T, DSAP ¥—
T — RIZH LW —T— KB & i, i@ DSAP 6 (BPDU

(0x42) . IPX (0xE0) . RawIPX (0xFF) . X OVISIS

(OxFE) ) ¥ AR—hFLET, TORFE. BPDU £721L SIS
X —U— R&M T 57D EtherType 7 7 Z AHlH= ~ U
L E BRI DSAP AR ZE 32 L 9 ICE &, IPX D/L—
UL 3 5D L—/L (DSAP IPX, DSAP Raw IPX. 3L ONEIl
IPX) (A SN E T, & 51T, IPX % EtherType i & L T
TEHENRTy b ¥y T FIidEILEEINE Lz, Zud, IPX 283
SOAEBD EtherType (2%t )&d 5720 T,

WO ENEE XE Lz : [Configuration] > [Firewall] >
[Ethertype Ruleg].
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