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ATEFRIF A D /XA S DA TX. Microsoft
Outlook Express B H.,

Mac TH LWZ —3IF /L W ¢ > R %Bd< |terminal Terminal
(Do B A DANAT— RREES L TNDD
T, ZhUEE, ACA—IF Vv Ry
TOT 7V r—varOREITIRKL E
ERIE

FLWY 4 R TA~w— b hp/L%BH |new-terminal Terminal open -a MacTelnet

b

Mac ¥ —3F /L 4 RuTT 7Y r— g |curl Terminal curl www.example.com
Vg L)
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23—t rrrnuzbizont ]

AY—F FORILYR MZDLNT
TN—T R —ba—P—ZT LI, ROWTINEITI LI T4 7T F L ASSLVPN
ERETEET,
s 2 —W—Du S A UEHIHBNICA~Y—F F XA T B RARBMET S,

ca—HF—Dul A URHIZAY—F NN T IV RAEA F—T T D, 2L, 22—
W —1%27 47 F LA SSL VPN R —# )L ~—? [Application Access] > [Start Smart
Tunnds) RZ > &AL T, A~v—F Fo RV T 78R ZTEICTHBTAILERD D,

A

G¥) Avw—hk b a st Fra i, FO—7 R —
Ea—PF =Lkt L CTEWVIZHHP T, 1 270 FEH LT
él/\o

AY— bk FORILBEY A VA H—iN— 1) X FDERR

[Add Smart Tunnel Auto Sign-on Server List] ¥ 7 2 7Ry 7 AT, A<v—k h> D& b
TyTRieu s 7 LTy VOREEZHIET DY — =D U X L 2B EI2ITHEE T
TFEJ, Av—b FURAVOHBIY A A, Internet Explorer 3 L O Firefox THIH AJHET
7

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Smart Tunnels]
DJEIZFE) L, [Smart Tunnel Auto Sign-on Server List] 3B S CTWDH Z L 2R L 77,

RTY T2 [Add| %27V 7 LT, VE—bF P —_"—DU R NO—BEDOLATZ AT LET, BET D AHE
PR D HMOY A N ENERLHMEZXATE D LD RARTEIE L T LW, CFFNTHEK
64 LFFETHMATEET, AR—RIHEHLARNTIZE N,

RDBRY

\}

G¥) A~—F brprVOHEYA A VR NEERLZ%IF, 7747 h LA SSL VPN 7
N—7 R r—BIOPe—ANL R — a7 F=b— a3 O FO [Auto Sign-on Server
List] BYEOKEIZ, U A MR ERINET,
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B <=t roxrnanys oty v—15— U bADH——0iEm

AY—hk FoRIILBEHA A —N\— JRX FADY—/N—DIE

an

FIE

WROTFNETIE, A~— b brxEERTOREY A 4 U Z2RMET 29— =D Y X MNMZH—
NR—ZBML, FOY AN N—F R —F i —h a—F— T8 4 T5HEC
DWW LET,

A7 w71 [Configuration] >[RemoteAccessVPN] > [ClientlessSSL VPN Access] > [Portal] >[Smart Tunnels]
WBEHL, WINHhOU X FZ2@RL T, [Bdit) 27 U v 7 LET,

AT w 72 [Add Smart Tunnel Auto Sign-On Server List] # A 7 2 7 C[Add] R¥ > %27 U v 7 L, A~v—h
o r—n"—=%4H 5 1 DBILET,

ATY 73 HEERAEEZIT )V —"—DKRA M ELIZIP T KL AEZ AN LET,

* [Hostname] Z#IRT 254, HEFRSGEZIT O RA M ETIZTIA NV RI— R~ AT &2 AT
LET, ROTA VR — KX FEFHTEET,

FLEBEOBOXTFE—BIEL, FREEOLTFH—HIEETA,
7 BT E - BSEET,
c[1: 2o ZHIZHRE SNIHPHAN D, fEED 1 XFx —BSHE D,

e 72 & 21X, *examplecom E AN LET, ZOF T arE2HEHTLE IPT LA
DEAFI v I REENLA L T4 Fal—a a2 RELET,

* [IP Address] ZiEIRT 255, IP7 RLAZ A LET,

GE)

Firefox Tid, VAN RKI—RZHHLIEZAA N ~Z 27 IPT RLAZHEH LY 7 %
M, Floldry b~A7 2 R—bLTWEFA, EMfRFAMMELITIPT KL%
EAT 204 NHY F9, =& 21X, Firefox TiX, *.cisco.com 2 AJ] L7=5E
email.cisco.com Z 7R A N5 BEY A A XKL T,

AT v 74 [WindowsDomain] (A7 =) : iBiECHLERY 27V w7 L7CWindows KA A > & 2—
P—4IBMLET, mﬁ7/a/%ﬁ%¢éﬁA I 12U LD A—T R —F 2
n—Hh)la—P—RKY —lZAv—h Frx/L R MEEIDLBTEHEIC, AL A EFRE
THMLENRHY T,

AT w75 [HTTP-based Auto Sign-On] (473 = )

* [Authentication Realm] : L-/L % Web A OPRFEFIICBIEAT T H v, FRFEERFICFERE
uyfbitiHﬂTmyﬁ~®wfh#Tf??%Kﬁﬁﬁéhiﬁo::fﬁ%%%
VAURERESIL, LIV ADOLTIINRE SN L, 22— =X LIV ADLTH]%E Web
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27—t byl 7RO 2—T et T~noyEx

77V r— 3 (Outlook Web Access 72 &) TREL, Web 77U r—3a ZH A
AT T I BATEET,

A T7F Yy PO Web X—=T DY —A2 a— RRTHHINDT RLAEXEZHEHLET,
T3 T REARICAY—bF RURVABY A AU ERELTEY . —#D Web
NV TRA MBMER S, D Web ~<X—TIP 7 RLUAMEHA SN TWAHEA,
HZNNIELLMEENTWE NN ERWESIL, MihZ2RRDA~—F o r/LHE)
YA F e 2 MY THRELET, ENLSDOEGAE, Web X—T DU 7 T, fRES
7=~y NeFB R 7r—~vy "MERHESND E, 22—V =RV T %7 v L
THHZERA,

GE)
SHET D LILARDONS WS, BEEIe /A 2 —EFTL, a7 N&4A4 7
TG X TFINERETHIHNEND Y T,

* [PortNumber] : X3 2R A FDR— MNEFZHEE L £9, Firefox TiX, ~— FEZE

EESNTWARWES, BEY A 33T 740 FOFR— FEE 80 B WN443 TENRF
N7 7 EvAEN HTTP BLOHTTPS Ikt L TEITENE T,

ATy T6 [OK] 227 V7 LET,
ATy Tl A~v—h b XVHBIVA VA == VA DI T 4 Falb— 3 JIHNT, D

VANET 77 47127 5I10%, FA—7 KR v—F/idn—h 2—P— KU > —TED
YA NEEID Y THMLERDY 7,

c U= T WY T Y A R EED YT HITIE, ROFIAEFIT LT,

1. [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] @
MRz A, T N—T" R —%FEET,

2. [Portal] % 7 % #4R L. [Smart Tunnel] fEJ# % fL-21F, [Auto Sign-on Server List] J& D
BICHD Funy 720y UXA SN HEYA Ay == U X F 23R L E T,

e —H) a—HF =R =2V R NEED Y THITIE, ROFIREZFETLET,

1. Configuration > Remote Access VPN > AAA/Local Users> Local Users 3R L, HHE)
YA F == VR E2RD Y TEHr =)L 2a—HF—ZifHELET,

2. [VPN Pohcy] > [Clientless SSL VPN] DJIHIZ . [Smart Tunnel] 35 ® T @ [Auto Sign-on
Server] X EEHE L E T,

3. [Inherit] &4 712 L C. [Auto Sign-on Server List] BEOHEICH D Ky 7 X X
o H— — U R FE@IRLET,

AX— bk FORILTIOERRADA R—TIEEF TADYYEZ

FI7 4 R TlE, Av—hF brxUIA 72> TH0ET,
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A=K NRVT T BAZAFZ—T VI LIGE, 22— —I&, 7747 F L ASSLVPN
N—4 )L ~_—® [Application Access] > [Start Smart Tunnels] R % > i LT, A~—h k
YARNT VA TFETHRIET ORERH Y £T,

AT—hk bR SOATATDEE

ZTITE, Av— kK PURADLLOEY w7 FEICOWTEBH LET, TRTOT T
Vo4 FuEHULRN, BT Aarya2G57 )y 7 LTl 7y e+t bdeE, Av—1h
foxnvmnrbu /747 TCEET,

N

GF) R—FNWZHDua T MR EFHTHI Ml BEIOLET, ZOHEX 277947
VR ASSLVPN AAITCTHY, A<w—F FURARHEHINTWVENE I DIZBRR v s 4
IO TONET, BT A 20X, TV EERALWRAE KT e T r—va vk
HFHTH2HEICRVBEHTILERDHY £,

HIOLANRTLEEBEDAI—F FoRILALOAT A ITDERTE

COHETIE, vl A7 ERTEOICTRTOT IV EHALD Z EB/METT, A~v—k b
YIINDTATEALNIBUE, TrEADTA T A LORBICHEOMTHT O TnET, =&
Z X, Internet Explorer 725 ZA~— ~ k2 x /L EBLAE L7286, iexplore.exe 78 FEAT S TUR
WERw— R~ NRABRE TRV ET, Av—F b, 2—F =R /7y b3
T RTOT TP EZHACTHEETH, VPNE v a U T Lz S L £,

A\

GE)  HHlck-oTE, 7790 e An= I —ofiR e LT, BRMIZ TR Eo D2 L
Nd 0 F9, F7-. Secure Desktop Z i H L TW\2% & x|, =—H—3 Secure Desktop N T3~
RCOT TV EHLTCHLT T TavARROT AT vy P TEITENTOHDHARH Y
9, LEN-T, Av—bF horxid, BUEOT A by P TERREINTNDHY 4 FUMRN
BROGHRIZTRTOT T U A VAR ARKET L 2 LET,

BHIT7AAVEFRALERAT—F FoRILALOAST A TDHETE

TIUHEMALTHEY Va v BRbRARWESIZT L0, XT L b e AOK T
a7 A 7% 37OV BRI A ELTEET, ZOHETEH, VAT A N ADOBHMT A =2
VEMHL e TN LET, TA AT, 2R T A arEz Yy LRI T
THETHREINET, 2= —2Rur 7 v N 501y v a VOBIRBNOINTSGE, 74
Uk, RENCERAZRITT 2 E CHlfRr S E T, By a b AT —F ARV AT A FLA
THEHEIND E TR LMD 08B £9°,

Y

GE) DT A 3R, SSLVPNILR T T o T A5IOFETT, Ziud, VPNEy g 27—
HADA L Ir—2TIEH D FHA,
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FIE

Z
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5547 rLRSSLVPN £+ TF % v—u [

X7 w71 [Configuration] >[Remote AccessVPN] > [ClientlessSSL VPN Access] > [Portal] > [Smart Tunnels]

ZIEIR L7,

AT w72 [Click on smart-tunnel logoff >iconinthesystemtray] 47> o > R¥ L&A F—T I L%

7,

RT9 T3 742 FUO [Smart Tunnel Networks] #153 C, [Add] Z4 12 L T, TAar%&D5% v b

T—2JDIPT RLAERANEDOBFEASLET,

GE)

TAaYELEZ VT BHE, SSLVPN OB T hea—H— | RODHE—D A =a—
HEARREINET,

AT7>2RrLASSLVPN v TF v W—JL

27547 h LA SSL VPN CLI IZ1%, WebVPN #5#: TIZIE L < #REN720 Web V1 M2
TAHBFRELETE DAY T F Yy V=L NEENTVET, ZOY—AREET LT — XL,
VA PAL—FR— FOHEYENFED VT TNy a—T 4 T BT OB B ET,
754 T2 FLASSLVPN ¥ 7F ¥ V— LOHINZIZKD 25D 7 7 A ABREENFE T,

s Web X— DT 7T 4 BT 4120 UT mangled.1,2,3,4... 72 £, mangle 7 7 A /LViL, 7 71
72 h LA SSL VPN i DO_X—V 2515725 VPN a2 hL—F D html O7T 7 2 3
VERRERLET,

s Web X—T DT 7T 4 BT 4125 U T original.1,2,3,4... 72 £, 5D 7 7 A /LiE, URL
VPN 2B hL—HIZEE L7 7 AL TT,

Xy I TFx V=L oTT 7 A V&R E, £"T 5I2IE. [Administration] > [File
Management] (ZBEE) L £, 17 7 A VEEM L, VA3 AR — MIYFITHELET,

\}

GE)

giiﬁo

54T FUASSLVPN v 7 F ¥ V— L affHTHE, VPN FL—FDRT f—
VUANEEEZTET, BT 7 ANVEAERLTZRIZ, Y STy V= ENT A T7IZYY

R—ARIL TR IIL—ILDEE

HTTP~y ¥ —WNIZIFET DT —ZICESWT, 7947 FLASSLVPNE® v g v &3]
FIESETA I a— RN FA T ML ASSLVPN 7 72 R o — 2R X E5,

Kys—o1—7 I}



Rys—on—7 |

B 579tz 1—ronz

FIE

ASA X, ZDOT 7 R®ARY —%, =2 RRA LV MONRIET ARMICEHI L £, ASA X, 7
AR —ITHSTITIA T FLUASSLVPN By g U EERTAEE. -7-blc
VRRA L MIET— a—FEELET,

AT 71 [#R (Configuration) 1>[Y)E— bk 7% X VPN (RemoteAccessVPN) [>[V 547> kL
A SSL VPN 7% X (ClientlessSSL VPN Access) |>[R—%JL (Portal) ]>[R—%IL T4
t R JL—JL (Portal AccessRule) | Z3&R L £,

[R—=% /T 7 A L—/ (Portal Access Rule) 1V 1 > RUDBIE £,

ATy 72 B (AdD) |27 U v 7 LTR—=FNT 78R )VEAERT D, BEFO/NL—/L &R L
T[#w&E (Edit) |27V v 7 LET,

[(R—%IL 7O R JL—ILDEM (Add Portal AccessRule) | £7-iX [(R—F I IR JL—
ILDO#RE (Edit Portal AccessRule) | ¥4 7 a7 R v 7 ANRFRINET,

ATY T3 1~65535 D/—F 5% [JL—IVESEIERL (RulePriority) | 7 ¢ —/L FIZANLET,
=1 ~ 65535 DT T A F VT 4 DIEF UL S ET,

ATy T4 [2—H—I—Ux b (User Agent) ] 7 1 —/L NiZ, HTTP ~v #—NTHRET 52— —
T—V = hOARTZATILET,

s LFHNERTET DITIE, CFHNOLFAE RKBIZUVA NV KD —F (*) 2HALET, UA
AR —=FREFRALRZNE, = ARNEOLFHE L~ L, PHILEZLY HKIE
W7 NLFEFN E UL—B L WEAENH Y £9, 7= & 21X, *Thunderbird* & AL £
—gqo

o LFINCAN—=ANEEZNTVDEHA, ASDMIZ L > T, N L ORIFRE SCEH O Fe )

EEFZICHBIRICH A BMSNE T, 72& 21X, my agent E AT LT25E. ASDMIC

J:OVC\_O)I%@J & "my agent" <1: Lff%ﬁéﬂij—o ASA TiX my agent @*ﬁm)*ﬁi"éé
nEJ,

ANR—= A GN8N L 72T < f:éb‘o 2L, XFANSEM L5

% ASA THRASHE 2B EZREET, 728 21X, "y agent” EASIJT 5L, ASDM L
%ODXC%EJ% "\"my agent\’" b Lff%ﬁj‘éf_ . ”“my agent” ;}i’*ﬁﬂj L& 5 L Li'@‘ﬁx
my agent ER2ND FHE A,

¢« AR—RAEELLTHNITUAN RI— REFERT25E51F. XFIIeEKE2T AV R — R
TR L TKRTLET, 72& 2. *ny agent* TI, ASDM IZ L o T, /L—/L ORI
W2, ZOXFINIEEBICSI A CHENE T,

ATw 7S5 [FU2 a2 (Action) | 74—/ KT, [{EE (Deny) | £721% [BFal (Permit) | 23R L *
7

ASA L, ZO WZHASNWT, 7547 ML A SSL VPN # 2 iR £ 7 1X3F T L £,

u
><
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5547 FLRSSLVPN /874 —< v 2osEt [

ATYT6 EET 7V a v ERETHHAICIE, HTTP A v —Y a— K& [ RTHTTPa—F (Returned
HTTPCode) ] 7 + —/V RIZAILE T,

HTTP A v E—FF403 0137 4 — /L RIZHLMUDATTENTEY, 2B R—Z VT 7%
A= DT 7 3V METT, AvE— a— FOFERREMIL 200 ~ 599 T9,

ATy FT [OK]Z27 V7 LET,
ATy 78 [EA (Apply) 1227V 27 LET,

954 TF7 2 RLRXSSLVPN D/NT A —T 2 ADEEL

ASA 21X, 7 AT FLASSLVPN D7 5 —~ A LHEREZ el T 2 DO FTIEN H
DET, N7+ —~ L ADKEITIE, WebF 7 V=7 FOXF v v v 7L EMBREENET,
BEBEMEDRRIRIZIE, 3T UV EBBIOT 0 Xy A RADHIRORENGENET, D
filZ, APCF Ca 7 Y EMAHESTHZ b TEET,

OAVTUOVYEBDERTE
FT7 4NV BRTIE, ASA L, av T UV EBRBI R T4 F =V ENLTTRTOY T4
7Y MUVASSLVPN F 77 ¢ w7 2B L £ 7, ZTAUTIE, JavaScript X Java 72 £ D5 L 70 L
ZNLTOFUHTIP~D N T 7 4 v 7 b G ENETHN, TOXIR T T 4 v 7 TliE, =2—
W—RT 7V r—3 2 T SSLVPN T ANTINLT 7 ZBALTWDDh, EHDT N
A ANEEFEETIZT 7 BALTWAONIL LT, Evr T w7 78R ar ba—1o
IV—IVINR I BIGERH Y T,

Web U Y — R X - TE, SEICEBOMBENER INDGE13HY 3, ROIATILZ, 20
£ 9 LB AR DREREIC OV TR LU E 97, #RRRCBALR 9D Web =2 7 Y O BARIZ)G
CTCINLOBEOWNTNEFATLIHARH Y £7,

pA=E WA WAVIOLLY::

TaXY NANRRAEEHTHEIICASAZHETETET, ZOHKEX, X g2 )n
T DR e a7y U A MERBEEH LGN, 770 75— a0 Web U V—2R
R VAERTE 25E8IATVWET, 7ax o A R Zar 7Y oEIRIRbLF
ETHY, TOar 7Y OEREZRNRICMAET, Z<DHE. WAZLWebT 71 r—
aryCInEHERTLEATT,

TaX Y A RAFEREOT S ) ERETEET, = M ERETHIEFITIEETED
DNFERFA, AV F =Tz AENRNATRAY | FFIA X —T A ALK =MLY, 7o %
VR NRA =R —BIHEESNE T,

NA A TERL A= EEALTT o Xy XA R ERETLHHE, *y hU—27 av
T4 X2l —ailioTUL, ZNHDR—FBASAIZT 7 BATEDL L HIZTHDHIT,
T7AT =N AT 4 FXalb—a OEBRBPNULBICRLZ 08B £3, ZolREH
BT BICIE, SR R EHALET, 2L, SR R BERT L Rb ST, 1§
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B o= s izomm

BDNRA A7 AT — R A b L TERIET 2 AlREME 2 72 < 37 2 E BB BT R D58 08
HYET,

/XZ0%, URL T.com X .org, EIEZFDMDHZ A T D KA A 4 DOH%BITKE LS BIRTT, =&
Z1E. www.example.com/hrbenefits & V9 URL T, hrbenefits 23/3 22720 9, FIERIZ,
www.example.com/hrinsurance & V9 URL Ti&, hrinsurance 3/X2C9, §XTD hr %1 T
TR S SREWEATEHEE, * (TAALFH—F) &/t O LS ICHALT, 2wy
REBHEEHFA L2 LD ICTEET,

ASANRaLT Y VT FERIFLEAEERITE oL BT LRWVWEADIL— L EARETEE
ﬁ—o

FIE

AT 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Proxy Bypass]
DNEZ T F T,

ATFYT2 TuXxs SAURADA B —T =24 AL ZEEIRLE1T,
ATV T3 Taxy SANRZHOR—FEZIZURI ZHRELET,

s[Port] : (AT varhyy) 7y XA RRIKR—bEFERALET, Hiher— &
213 20000 ~ 21000 T,

[Port] (7 4—/LF) :ASARTTx L NA ASAMCTHRTHRERFEOR— &2 AN
LET,

 [PathMask] : (7T ar R¥Y) Fafxy NARRIZURL ZEH LET,
e [PathMask] : (7 41—/ F) 7axy A XAHOURLZ AN LET, ZOURLIZIL,
IEHEB A TE £,

RTvT4 TaXxy SANRAOF—4Fy NURL ZEH£LET,

*[URL]: (Fry7ZTr JRAR) Fuabhal LT, htp £/cidhttps 227V v 7 L%
—aAO

*[URL] (F7F¥A K 74—V R) : 7uaxy XA X2%&HHTSHURLZ AN LET,
ATYITS VoA T Dar 7o yafiRELET, EUkE, 2L, I XML, Vo2, BLOZ ¥
%H@%ﬂgé\bﬁ‘fjﬂo
*[XML]: XML 2> 7Y% U 74 T 55AI0EIRLET,

* [Hostname] : U > 7 % U T4 M L5EITRINL 7,
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



