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et LT &N,

IKE/IPSec X)) T4 7Y IT—>3 Y
7T AZMEFbEy v a iE, VPNR— RART U MR YO Z oA A IZEM S EE A,

VPNO—FK NS UTDERTE
VE—h T4 T7 v har7 4 Xal—a0T, HEOASAZR LRy N — 27 12856 L
TVE— Py a V2L TVWAES. 2NODT A ATy a LV AMESHET S X
INCRHETEET, ZOMHEEIX VPN B — RART v 7 EIpER, b ARMOENT /A 2
Wy var b I 74 v I BNEEINET, 20D, TXTOT A A[TARMNSE S
£, VPN —RKRZ 7k, VAT LAY Y —=ARRIHER S, N7 3—<
AL VAT AORAMERH E L ET,

VPN 00— KRR U U T ERERT AT, FAV—THROET A ATUFEFEITLET,

« JHD VPN = — RNZ o v PN —T @M ERET HZ LIZE > T, VPN r— KT
YV T IN—=THRELET, ZUTiE, REIP 7 R A, UDP A— b (MEEITIR U
T) . BEOI =T D IPsec EMENGENET, /A —TICBMTE5TXTHOTN
A AZIE, INV—THNTOT A AOELNAM ZBRE, [F— D7 V—THRERET D0
ERHY FET,

« FNRLATVPN B— RRFG U v PR L, ATV v I T RLRETFA =T
RLRZ2EDT AL AFEGDOT 0 RNT 4 HERTHZEICLY, BINTDHT A RAERE
LET, ZNHOMEIET ASA AL - TR 7,
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High Availability and Scalability Wizard 2R L=VPN A— F NS VS U T DERE .

High Availability and Scalability Wizard ZfEFAL/-VPN O— K NS UL VT DETE

FIE

ATy T
ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T1

ATvT8
ATvT9
2Ty 710

ATvIN
ATvT12

[Wizards] > [High Availability and Scalability] % 7R L £,

[Configuration Type] i T, [Configure VPN Cluster Load Balancing] 2 7 U 7 L U725, [Next]
Vv LET,

VPN B — KRG P N—T R ET 1 ODOIP 7 FLAZRIRLES, /L —7HD
TRTOASANKET L7V v 73 TRy hOT RUAHFANT, IP 7 L RAZEEL E
D

ZDOFNRA ANBIMNTH VPN 2 — RT3 7 7 —7FDUDP R— hEHELET, 7
7 v MiEIZ 9023 T, BIOT Y r—ar TZOR—FRMERENTWEEAIL. VPN
n— RRZ v ZEHT S UDP D% — b5 a2 AL E T,

IPsec 55k a4 X —7 /M LT, T4 A TEBEINDGTXTOVPNR— AT v
THHMBKE S S D & 9129 5HITiL, [Enable IPsec Encryption] = v 7 R 7 A% A I LE
R

IPsec HEMBZRAZIEE L CTHERLE4, AN LR, #td 272X ) A7 0L LTHER
EhET,

TN—TNTZDOT A ZRZEND Y THEENENAZFFE L ET, HOFMAIL 1~ 10 T, &
SENAGL IR, BB E IO T 4 L7 Z CTEENRELL L EIT, ZOT AL ANRTV—T
FULr 2L R AR LET, BRIEMNEESRETSE (e 21F10) . ZOF A
AWT 4 LI 2B ARetENEm < 72 ) 97,

GE)

VPN — RGO T T N—TNOT A A Bie 42 4 07 ClRE LIz, ROk
LT A AN, T4 L7 ZOERERE-TEHREINET, JAV—THOET A ALE
;T DET = TEITVD, IN—TWCT 4 VI EZRHDI L EMRLET, A~ A X =27
WA, TDTNA AN AL —DFKEER-LET, #CTERIIL, FNA—TITEMS T
NA R E, TN—TF RN 2709, TI—THNOTXTOT /A AN[EIRHCEE) S vz
L XL BEDOERNEMARE ST SNA ZART 4 L7 2RV £, Z—FHNOEED
TN ANRFERFCEB) S, Wb REOELIEM DR E SN TVDLEE, bRV IP T
RURAZFEST NS ZANTF 4 LI 220 F1,

[Public Interface of This Device] %8R L £ 3,
[Private Interface of This Device] % %R L £ 9,

VPN 7 747 v "N T NA RV XA L7 hT5LE SMBIP T RLAORD Y IZT AN
AADTA NG E RAL B EFERALT, T4 V7 XL TREEM R A A VAP EE SR
5 X 9129 5121%. [Send FQDN to client instead of an IP address when redirecting] = v 7 78 » 7
A A T LET,

[Next] #27 U w7 LEF, [Summary] B CI> 7 4 X2 b—va rERLET,
[Finish) #27 U v 7 L%,

INCAYFIVEEE AP |
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VPN 02— RT3 o F 7 ) — T ORERED ASA ICEE S NE T,

RDEZRY

BED ASA /) — KR a— RRZ 2 7Dl 7 Vv—7{t. &, AnyConnect 7 7 A 7 K
B 7 V—7 URL O R MLEL 25 A, 4 D ASA / — R TUTEITHOLERH Y £,

HBVE— TV BABEGE T 7 7 AT, VPN — RT3 JRBT KL (IPvd
BILOIPv6) 7 L—FURL #HZHELE T,

¢« ZD/)—FKDOVPNaE—RKRF T X7 7 RLAZH LTI L—7URL &%
Ebijqo

7 V—7"URL IE, [%& (Configuration) ]>[VE— F7 7 AVPN (Remote Access VPN) ]>
Ry hUO—27 (74T ) 778X (Network (Client) Access) ]>[AnyConnect 77 7 A 7
v MR ® 7 7 A4 /L (Connection Profiles) |>[##i 7" 1 7 7 A /L4 (connection profile name) ]
> [EME 721 3MwE (Add or Edit) 1> [FEflEXE (Advanced) |> [/ NV—T A UT R/ T N—TF
URL (Group Alias / Group URL) |4 > CHE L E7,

VNAO—F NSOV ITDERE (74— FEFERALBVESR)

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Load Balancing] %% L 79,
AT 72 [Participate in Load Balancing] #2412 LT, ZDASANBE— KT 20T 75 AXZHN

LTWHZEERELET,

O—RKXRXT U TIBMTHTRTOASAIICKH L TCZDOHFETa—R XT3 T A
I =TT HLERH D FT,

AT 73 [VPN Cluster Configuration] =V 7 C, D7 4 —/L REHRELET, ZNLOfHEIE, WE7 F

ZBEERTRECTHLMLENRDH Y £3, T XTCDY TAZIZFA—DT T AZREZAT 2 WEN
HYET,

* [Cluster IPv4 Address] : IPv4 {87 7 A X 2R EZ KT H—D IPvd 7 LA ZHEEL £,
WA T ABNDOTRXTOASABKETH7 Y v 7 73y hOT LU RAFEHAND G,
IP7 RLAZEIRLET,

«[UDP Port] : ZDFT A ANBIMT DA 7 A XD UDP R— hEFEELET, 7
7 F )V ML 9023 T, BT TV r—2a U TIOR— R MERENTWEIES
1. a— AT I+ 5 UDP Osideh— FEBSEZATILET,

* [Cluster IPv6 Address] : IPv6 {87 T 2 X 2R ZRTH—D IPv6 7 FL A& HEE L £,
WY T AZNOTXTOASANIKETLH37 ) v 7 73y hOT RLURGEHHAND G,
IP7 FLVRAZBIRLET, IPV6 7 RLRAZFEHLTWA I T4 7 ME, ASAZ T A%
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VPN O— K A5 vovdnRE (Y9—re@ERLangs) [

DA I TWSIPV6 7 R L AEH & 7213 GSS ¥—/3—#% i1 C AnyConnect 7 7 A 7 >
Pefe e FATCE LT, FRRIZ, IPv6 7 RLAZMH L TWD 27 747 M, ASAZ T
A DA SINTNDIPvE T KL AR H E 7213% GSS H—/3—#&H T AnyConnect 7 7 A 7
¥ N VPNEiZ T TEET, EL0DX A TOHRH ASA Y FAZHNTR— R ANT
T TEET,

GE)

D7p L H 1 HDDNS 1 —/3—|ZDNS #r—/3— J/L—T7REREINTHY, ASA 1~
H—=Tx2AAD 1 DTDNSIVY 7T v T NAR—T M ENTWDYA . [Cluster IPv4
Address] 35 & O8N [Cluster IPv6 Address] 7 « —/L K Tid, K87 T A X O 2ERI KA A >
HHIETEET,

* [Enable IPSec Encryption] : IPSec B 51k %4 A X —7 NV EITT 4 =7 VI LET, 2D

Ry AeA AT LT, EMEFRZEEL CHRLET, K7 7 AXND ASAIL,
IPsec %l L C LAN-to-LAN k> X /LRRHClE LET, 731 A THEEINDH T
TOBR— RRNT UV U TERBEE AL END LT 5I2E, ZO0F =y IRy 7 R4
Sz LET,

* [IPSec Shared Secret] : IPSec I 5L 23 A X — T /LZ72 > T 5 & ZIZ, IPSec BT MDA
FEERERELET, Ay 7 ACANT LML, & T 27 AX Y X7 LFE LTHRR
SINET,

* [Verify Secret] : FAMEFHMZ AT L E T, [IPSec Shared Secret] A8 7 ZIZAT) STz
WHEFROMEZ MR L ET,
AT T4 FED ASA @ [VPN Server Configuration] =V 7 D7 ¢ —/L R&HE L £7,
s [Public Interface] : ZDT NA AD/NNT Vw7 4B —T 2 A ADALFATETIXIP T FL A

ZHEELET,
« [Private Interface] : ZDT A ZADT T A X—h~ f L H—T A4 ADHFTETITIPT N
2EEELET,

s [Priority] : 7 7 AXNTI DT NA AZENVETHTITA AV T 4 2BELET, HOH
FHIX1~10TT, T4 VT ¢1d, EERFEZEBEFOY A Y —CREENBELR L
X, TOTNA AT T AH <~ A X =T DA REM AR L Ed, ERIEN & m < 7%
ETHIUE (10728) .\ ZOT A APRBY T AKX v AL — b RN Em< 7 £
7T

(6z3))

T T AZNDTNA ARl B 240 7 TRENLTEHE. BAONIEE L7731 &
M, AR FAR < AZ —DFKE R =T EBESINET, (KR T AXIZiE~ A X =)
VBEETHHID, BEILIZE ZIRIEZ T AXNDETNA ZIF =y 7 2T, 7T A
PNANHE~ AL =D Z LR LET, K~ AX =R 2WGE, ZOT /A AR~
AB—DEEERIZLET, B TREIL, 77 AZITBMENTZT A AL, NI T v
T TN R T, AR T AZNOTXTOT ANA ARFRIKHIERE X & X0,
B OESENENE DGR TE SNTeT A AR T AR < AL —Z7e ) 9, KHHY T A X
WNOEEDT /3 ARFERHICEE) S 7L, Wb Rm OB 3R E S LTV D55,
WKHIEWIP 7 RLUAZFFOTNA ANMEAER Y T AL < A X =270 £,

INCAYFIVEEE AP |
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« [NAT Assigned IPv4 Address] : & DT /3A AD IP 7 KL A% NAT (T & - TZH L 7=k 5
DIPT RLAZRELET, NAT A L2 WIEE (72137 34 AR NAT 2 /M7 2
77 AT U —NOBFRITITRWNIGE) 1L, 207 4 — )V REZEADOEFFEICL TS
v,

[NAT Assigned IPv6 Address] : Z DT /3A ZADIP 7 KL A% NAT ([Z X » TEH L% D
IP7 RLRAZFEELET, NAT ZEH LR2WEE (720137 51 A0 NAT 2735
T7 AT U F—AOFERITITRNEGS) 1. 207 4 — Vv REZEHOEFIZLTLLES
v,

[Send FQDN toclient] : ZDF = v 7 ARy 7 A% AT HE, VPNV T AH v AH—)3
VPNV FA4 T v "NEim 7 AR TNRARZYFA VL b5 EXI2, MFIP T RLR
DODRDOVIZT TAZTNRAADKRA ML E RAL L HHHA L TEEEM KA A L ADRE
FENLLH1TET,

T FINET, ASAIZa—RNRTG U T UEAL VLI arDIPT RVAREITE 7 T4
7V MIZERFLET, DNSAIZESSFERHENMFEH SN TV D5E. ZOREHEIT Ny 7
T T TNRA RNV EAL VT FENTZ L EITEMTR Y T,

VPN 7 AT 2 NEREBID I T AZ TNRA R (7T ZAFZNDBID ASA) [V XA L7
FBEEIZ, ZOASAIZVPN I T AKX v AKX —L LT, DNSWiLy 77T v 7 %A
L., DT TAZTNAAD NERIPT KL ATIEARL) B2ES KA A 4 (FQDN)
BEETEET,

ISGARRNDE— KRG FNRAL AT RTONBBIONSBER Y hT—7 A
H—T A AL, AICIPRy hU—7 FIZFEET A LERD Y £7,

GE)

IPv6 ZfEFH L, FQDNS %7 74 7 > MIEEFET D & X2, 26 DARELDNS 24 U T
ASA THRRCTEZ DMENH Y F7,

RDZRY
D ASA / — KR —RKNRXT o T Dby 7 AZ{LE ., AnyConnect 7 7 A 7 >
Bl 7 )L — 7 URL O RSB 254, s D ASA / — RTUTZTHILENH Y £,
BV E— RN T IR T T AN, 0 — R ARNTG U TIRIB T TG AH T RLA
(IPv4 B LN IPv6) D7 V—7F URL #HELE T,

2D/ —=FDVPNE—=RNFU w7 NRT7Y v 7 7 RLRICH LT —7 URL &
E[./i‘j‘o

JN—7"URL i, [XE (Configuration) ]>[VE— h7 7 AVPN (Remote Access VPN) ]>
[ry NO—27 (7747 ~) 727&A (Network (Client) Access) ]>[AnyConnect 77 7 A 7
v N 1 7 7 A L (Connection Profiles) >[5t 7" 1 7 7 A /L4 (connection profile name) ]
>[BINE 72 1XMmE (Add or Edit) ]> [FEMlEXE (Advanced) > [/ V—T A VT R/ T N—TF
URL (Group Alias / Group URL) ] XA > CRELET,
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FODN 2R Lz 5472 FLRSSLVWPN O— K RS2 05 DA +*—T )Lk .

FODN #FA LY 547V FLRSSLVWPN O— K NS00 5 DA *—TILiE

FIE

&

ATy T2

ATvT3

ATy T4

ATy TH

[Send FQDN to client instead of an IP address when redirecting] = v 7 7R v 7 A% 4 12 L T,
VPN 11— K35 3 0 7 CO FQDN Ol % A % — 7 /WiZ L7,

DNS H—/T, % ASAHERA v B —T =2 A ZADT L MY ZBIMLET (=2 B BFEIELR
WA . FRLENRD ASANERIP 7 RLRIZ, Ay 7 7 v 7RICEDT KL RICEEM TS
NTEDNS =2 MUBEESNTWOILERHY 9, ZNHDODNS = b UIZxf L CiE, #
N T v T A RT—=TMITDHHENDHY £7°,

[Configuration] > [Device M anagement] > [DNS] > [DNS Client] %1 7 1 277K v 77 AT, DNS
P R— D) — N DA v F—T 2 ZIZOWNT, ASATODNS LY 7T v F oA F—
TN LET,

ASA TDNS #—N—0DIP 7 FLRAZEXZLET, ThEITHITIE, Z0XA Tl Ky
AT[Add] #7 V v 27 LE$, [Add DNS Server Group] A 7 2 7R v 7 ANEE £4, B
4% DNS —_"—D IPv4d £721ZIPv6 7 RLZ2&Z AN LET, 72L& 21F. 192.168.1.1 £7-1%
2001:DB8:2000::1 T,

[OK] BEX W [Applyl 227 U v 7 L%,

VPN O— NS U2 VT DIERERRE

HeER J1—2 HRETHEER

VPN o — KR v 7.2(1) ZOMRENEAINE LT,

NM7R145EYTexFvay ||
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



