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EHZRLTLLIEEN,

Active Directory/LDAPVPN ') E— & 7 & X a[ D45

Z DIETIE, Microsoft Active Directory h—/3—Z ] L TV %5 ASA THGER L UG8 Al 25X E
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+ [FASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example ]

+ [PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login]
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[Office] 7 4 —/V REEALTAF—FF A REAHLET, ZD7 4 —/L KT,
physicalDeliveryOfficeName & W 9 4 RIDEMEZ L L E 3, ASA T, physicalDeliveryOfficeName
% Cisco J&: Bannerl (Z~v v ¥ 7T 5@~ v 72{EK L E T,

FRAERF, ASA [ W —/ 3= physicalDeliveryOfficeName Ol & Hifs: L., & D% Cisco B
Bannerl |IZv v B 7 L Ca—H =l F—Z2FK R LET,

a—W—K %57 U v LT, [Properties] ¥ A 7 177K v 7 AD [General] # 7 %%, AD/LDAP
JEME physicalDeliveryOfficeName % {# 17~ % [Office] 7 4 —/V RKIZNF— FTF A M2 AN L E
D

. VPN D 4188 AAA H—/\—DE&E



| VPN 4R AAA H—\—DEFE

1—y—~—zoEtoRy L —ER

Userl Properties

E e Dicarbrew Tieart N Err Tt Terminal Services Profile | TOM+ | Excha
ot - = BI!I.']
~ = s = E-mal Addresses | Exchange Featwes | Ewchan
a0k Hin g prti e Merber0f | Distn | Erviorrent | Sessoms |
= | EE YE XS B @0ty Feedl | addes | Acout | Profls | Telphones
<5 Active Direttoey Lisers and Computer Ussrs 31 objects E e
&0 Saved Queries Name [Tipa o
H"@ demo, cisco.com Emﬂ.pdabﬂ’r... Seeuriby Gral s
- Bultn Domain Admins  Security Grou : o
w E} Computrs .  TeN——— | [Usar Initals: [
-lgfh| Domain Controllers : ] b e - '
i (& ForeigiSoourityPrincpals ﬁDnma!n Conk.i. 5E|:un.t'y Grou Lt nams; I
-y Users Domain Guasts  Security Grou
Comain Users  Security Grou Digplay name: IUsurT
Enberprise &...  Securiby Grou

€0 e change Do, Securty Grou  EEsETElion: I

mExmanm Em... Securby Grog o '
Offgee edcome to LOwAP .*._
Group Policy ... Seouriby Grou B i 1
Guest User — —
Helpoervices.,.  Security Grou :
elephone rumber:
I15_WPG ———— | = ]
£ w=e_eoc User E-ail | |

5 twam_poc User
%mrhum Security Grou Wb page: |

RAS and 145 ... Security Grou
Sales Securily Grou
Schema Adming  Seourity Grog :

SUPPORT 38... User | (e[ | Cancel Agpply

TelretChents Sacunby Grol. i
7 Lsern Lser
WINS Users Security Group .., Members who have view-,.,
| | »] L6 ¥ Grop

' iy ———

i
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w7 LET,

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl
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hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map Banner
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AFY T2 IDAP2> 7 4 FXal—a LDt~y 72 EELET,
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ATvT3

ATvT4
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ATvT6

AnyConnect 7 S A7 b bV RILDRET 4y IPT7 FLAEY B TOERA .

hostname (config) # ldap attribute-map group policy
hostname (config-ldap-attribute-map) # map-name Department IETF-Radius-Class

LDAP gt~ v 7% AAA Vr— —{CRHEAT T £,

AAA H—_"— T L—"7" MS LDAP DA A K 10.1.1.2 1IZxF L TAAA P —"— KA 237 ¢
ol —arE— RERIKL, 1ERLTZEME~ 7 group policy & BT £ 97,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map group policy

B —/3—® [Department] 7 4 —/L FIZ AT E T\ % 7 )L—7 R Y 2+ — Group-policy-1 2 ASA
WEML, 22— —ZHID Y CTHUHERY —J@EERELET,

hostname (config) # group-policy Group-policy-1 external server-group LDAP_demo
hostname (config-aaa-server-group) #

Z Oa—H— L LT VPN i 2 et L, Group-Policyl 7205 D @M (38 X OV Othl i H AT hE
. T I AN NDITN—T R =L DEME) Ny g VTSR TS Z EEERL
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F5HE EXEC ®&— R Cdebug ldap 255 =~ > K& A X—7 /L2 LT, ASA &H— —DHDiH
FBrEt=4—LFET, Z0a~vr oM NORZRIRLET, Jiuk, EERA v E—
TP ND LD ITHREFHTT,

[29] Authentication successful for userl to 10.1.1.2
[29] Retrieving user attributes from server 10.1.1.2
[29] Retrieved Attributes:

[29] department: value = Group-Policy-1

[29] mapped to IETF-Radius-Class: value = Group-Policy-1

AnyConnect 7 A 72 b FURILDRE T4 v I IPF7RFLREY Y

TOEA

ZOBIE, IPsecZ T AT > PSSLVPN Y T AT R ED TV R RV T T 47T 2 Ml
Aanxd,

AHBT 47 AnyConnect 7 7 A T 2 N AXT 4 v 7 IPEIY Y CxaEMHT 521X, AnyConnect
JTAT v ha—H—Webl ZAXT 4 v 7 IPT RLAZZETHIIIHELT, £OT
R A% ADLDAP %—/N—D [# A Y /LA > (Dialin) | ¥ 7 D[AXT 4 v ZIPT KL ADE|
D 24T (Assign Static IP Address) 1 7 4 —/L' K (Z D7 4 —/L KT msRADIUSFramedIPAddress
BHENMEREND) WAL, ZDEM% Cisco B IETF-Radius-Framed-IP-Address 12+ & &
YT LR~y TEERR L ET,

VPN D 41&B AAA H—/\—DE&TE .



VPN D588 ARA H—\—0EE |

B Anvcomect 55472 b FURLORET 4 v Y IPT RLREIY L TOEA

FIE

&

|
P

|
[s?

|

4

o

SHEEMEIZ . ASA 13— 3—72>5 msRADIUSFramedIPAddress DfEZ B L. % DfE% Cisco J&
IETF-Radius-Framed-IP-Address {2~ v B 7 LT, Userl ICAX T (v 7 7 RLAZELE

a—W—2%427 U v LT, [Properties] ¥ A 7 2 277K v 7 AD [Dial-in] # 7 % B &, [Assign
Static IP Address] 7= v 7 R v 7 A% 412 LT, 10112 EWH IP T RLAZ AN LET,
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gbrﬁndmins cecy  MemberOF  Diakin | E rviranment | Sessions | Fiemote ¢
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Domain Computers Secul " Allow access
Domain Controlers Secul " Dery aceess
ﬁDumain Guests Secu & i in T
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mExd'sange Dornain Servers Secul r Weaiy Cafler|D: I
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T
m rou2 il Set by Caller [Riouting and Remote Access Service only)
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1I5_WPG Secll [V Assign a Static 1P Address | LT B W —
7} sk POC User o 45
3 nwam_poc User fippleSieke Eoutes
Markating Secu Define routes to enable for this Diskin Zhatic Houtes... |
RAS and IAS Servers Secul connechon. =
dees Secu
E&:hmna Admins Secul |
SLPPOH.T_EEEWEQU N oK. Bancdl e | |
mTei'u&tCIlents Secul -
ﬂ Userl lser
ﬂ VPN_Lser_Group LIser Welcome LDAP WPN_User. ..
£} web1 Liser
[ﬁwmﬁ UsErs Security Group ... Members who have view-. ..
ATy T2 HIRTLDAP 2 7 4 ¥ab—a VD@t~ v 7 21ER L £,
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ATvT3

RTv74

ATy TH

ATvT6

g4 x4 vaEtiEE7 o 20EA |

[Static Address] 7 « —/L R CTHEH &4 %5 AD J&: msRADIUSFramedIPAddress % Cisco J&
IETF-Radius-Framed-IP-Address {2~ v B> 7 L £ 7,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
IETF-Radius-Framed-IP-Address

LDAP @th~ v 7 % AAA Y — — BT I £,

AAA H—— 7 L—F MS_LDAP D7 A k 10.1.1.2 125 LT AAA r—~— KA b 227 ¢
Xal—arE—RFEHBL, (ERLTEME~ » 7 static_address & B ff 1T £ 97,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ > RIS AAA ZFEET D K I ITRESNTWDHINE S 0 a R T 5
72O, ary7 4 Xalb—va DOy EFRRLET,

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

ASA & AnyConnect 7 7 A 7 > & &L Ot AL LE T, —N—TREZI., ASAIZ~Y v
T ENIZIPT FL A2 a— =N G5 L 2B LET,

show vpn-sessiondb sve =~ > RZEH LTy a v OFFfiaR R L, BV S ToHNLT R
VAZRER LET,

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index : 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

BANXIA VHERAFERIIEET Y EADER

ZOBITIE, 2= —lZkoTHITEND bRV 7 7 haLERET 5 LDAP Bt~
T EAERR L E9, [Dialin] ¥ 7 OFFAT 7 B A LHEET 7 B ADFERE % Cisco B
Tunneling-Protocol IZ~¥ > ¥ 7 LET, ZORMITIROE Yy b~y P flEAR—FLET,
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E foxyrd Jobkan

1 PPTP

2 L2TP

4 IPsec (IKEvl)

8 L2TP/IPsec

16 2547 FLASSL

32 SSLZ ZA 7+ bk : AnyConnect 7 7 A 7 > k £ 721X SSL VPN
74T b

64 IPsec (IKEv2)

" (1) IPsec & L2TP over IPsec IZ[AIFFHCIZH H— F SHEXA, ZOF%0, [E4 & 8 13H

HHEE & 720 £,
() =1 %258,

ZOREEMEHAL T, 77 k3o [Allow Access] (TRUE) 7213 [Deny Access] (FALSE)
DEUEAER L, 22— —NT 7 v A EZFFShb HiEE#EA L ET,

HAXNA AT 7 AERIIERT 7 2 A0EAHICET 5 DMOFI>VWTIE, 77 =
71V 7 — K [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration

Example] ZZH L T 7230y,

FIE

AT TN a—V—2%457 1V v 27 LT, [Properties] ZA 7 127Ky 7 AP [Dial-in] ¥ 7 %[ &, [Allow
Access| A7 v a v RE LV E 7 Vw7 LET,
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Teminal Services Profile I COM+ l Exchange General
E-malAddiesses | Ewchange Festuwes |  Exchange Advanced
General | Address | Account f Profile | Telephones | Organization l
Member Of  Diakin | Environment | Sessions | Remote control |

~ Hemote Access Permisszion [Dialn or WPN]-

* Allow access

{" Deny access

[ it S8l |

" Control access through Remate Access Policy

™ Werify CallerD:
— Callback Options

' No Callback
(" Set by Caller [Routing and Remote Access Service only]

" Always Callback to; l
I Assign a Static IP Address I
1 Apply Static Routes
Define routes to enable for this Dialin Gl Bhtee |
connechion. LA Froutes .
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G¥)
[Control access through the Remote Access Policy] A7 3 a > #IN L7256 1%, ——2 5O 1fE
DR ET, W SN DHERIL ASA DN A—7 R Y —BREICE SO TIREINE T,

AT T2 TPsec & AnyConnect 7 7 A 7> k Ofi G OB #FFal 35— 5T, 7747 h L ASSL #
e tER T DR~ v 7 EER L £,
a) ~ 7 tunneling protocols Z{Ek L 97,

hostname (config) # ldap attribute-map tunneling protocols

b) [Allow Access] &% & Cffi Hl 415 AD J& 7 msNPAllowDialin % Cisco &£ Tunneling-Protocols
vy B LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

o ¥y 7EAEZBMLET,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

VPN 04488 AAA 5 —\—0EE ]



VPN D588 ARA H—\—0EE |
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AT 73 LDAP Bt~ v 7% AAA B — — T BEf T £,

a) AAAY—— J)L—7MS LDAP THA K 10.1.12 D AAAY—/_R—FKA N a7 ¥
L—y gy E— REFBELET,
hostname (config) # aaa-server MS LDAP host 10.1.1.2

b) 1ERk L7-JE@PE~ ~ 7 tunneling protocols % BEHAF 1T+ 5,
hostname (config-aaa-server-host) # ldap-attribute-map tunneling protocols

B~y TIRERE LT L BV ITHKRET 5 2 L 2l L £

7747 RUVASSLEMH LTtz A ET, 2 —F—2id, TS TR0 A B
S X LPERORMDOIFRTH D Z ENBEMINET, IPsec 7 T4 T > b OPEFITKT L E
T, ZhiE. B~y SIS TIPsec i b px Y v 7 7Fa ha B Eans-HTT,

04 74 > B & Time-of-Day JL—)L D& A

FIE

WO TIE, 7 I9AT 2 FLASSLa—Y— (L 2TV A= b —) ITxy hU—
DT I AL AT LR AZRE L CEHT 5 FiEE R LET,

AD Y —/3— C, [Office] 7 4 —/V REFEH LT/ S— M —O&4RiIZ#ATILEST, ZO7 14—
JL RCiX, physicalDeliveryOfficeName JEPEAMEH S V£ 3, KRIZ, ASA TR~ v 7 ZERK
L. ZDEM% Cisco BN Access-Hours (2= v B> 7 LEd, PRGERFIZ, ASA IX
physicalDeliveryOfficeName D1 & 15 L T Access-Hours (2~ > B> 7 L E T,

ATy T1 2—F—%8IN LT, [Properties] 477 V v 7 L. [General] ¥ 7 % & £,
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ATFvT2 B~y 7 EERLET,

ATvT3

ATy T4

JBME~ > 7 access_hours Z1ER L. [Office] 7 « —/V RTCHEH S5 AD @M
physicalDeliveryOfficeName % Cisco J& Access-Hours (Zv v B 27 L E T,

hostname (config) # ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

LDAP Bt~ v 7% AAA Y — —{ZBEHERT T £,

AAA Yr—/N— JL—7" MS LDAP KA b 10.1.12 2% L TAAA — "— KA f 237 ¢
Xalb—arE—RFEMGL, 1ER LB~ v~ 7 access_hours % BHLfT 1T £ 7,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map access_hours

EABIC Y — R — T SN EFHEEZRE L E9,
N—=hF—T 7 AEREARB NS SR OFR1 9 NS A% SERICERELE T,

hostname (config) # time-range Partner
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hostname (config-time-range) # periodic weekdays 09:00 to 17:00
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