LTIV 7oA KR) O—

TOETIE, AATIvI TI/RRARI D —2RETDHHEEZHRHALET,
cHAF IV TIEARY —IZHONT (1 =)
cHAFIvI TIRAR) D —DTFTA LA (3X—=)
cHATF I T EARY —DRE (43—)
* DAP O AAA BMHESEIIEEDORRE (7 X—)
*DAP D= RiRA v MNEM@IEEORE (11 X—)
« LUA Z{# ] L7= DAP (28T 5B DAP EIREHEDOER (26 =*—)
*DAP 7 7 B A LFFRIR Y —BEORE (33 LX—)
*DAP L —ZADHEFT (38 =)
* DAP Off] (38 ~<X—)

BAFIVvH THERAER)—IZD\T

VPN 7' — b 7 = A (FE R BREECTEME L £7°, x4 D VPN #2213, BHBEICERIND A
73y FRE., #HENOKF 22— =R 3T IEFhe—, BXOREE X2 T4 L
APULRRRDVE—F T I RBRA YA MnbOu s A i EEROERIEES 5 Al herEn
HVET, VPNRETOZ—F =B DX AT T, AXT 4 v I REBEEDF v NTU—27 TOR
PSR/ s

ASA TIIZAF I v T7EAKRY — (DAP) IZX-> T, ZHbHDSF I FREBHITHHAL
THRAMELRETEET, ¥4 TIv 7 T78ARY —iF, BEDZ—F— F Rl
Frrida—Y— vy ra BEMTE EOT /R ar be— L EEERE L CTERL
T4, TNHOBMEICEY, BEOITV—TF A=y PR RIRA b X2 U T4
ORJEIZHL L ET, DFED, ASATIE, EXLERY U—IlESX, FFEODEY a3 »~D
T 72 AMEPFE D2 —V— T 5 SN FE T, ASA 1T, = —F—3 8 L7-#Ki T, DAP L
aO— R B OBEMEZBRIN E 72138075 2 &1k > TDAP 248 L £9, DAP L =1— RiZ,
VE—FTRAL AT RRA L P X2 7T 4 FERBILORFES N2 —F —D AAA "
FFRICESWTRIRENE T, BIRSNZDAP L a— RiE, 2—H¥— bR Eidkyi g
VICHEASNET,

DAP VA7 AT, HEEEMLELTIROIALR—R EBEH Y 7,
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B oorricszue—+ 7002 T0 AL BEURRF L HHEY—LOYHR—

F4F2v 9 7oA KYv— |

eDAPEBIRa L 7 4 X2l —lary TyrA)b: Byl a UELHFIZDAP L 22— RE2EIN L
THEHT H7-DIC ASABMERT 5, ERENTBRINTZTFA N 7741, ASA EITRTF
SNET, ASDMZHEHL T, ZO77 A VEER LD, XML 7 —#JET ASA I
Ty 7a— KLY T&EET, DAPIBIGEE Y 7 A MZidE, 22—V —DBEETDHTITO
BN SN TWET, ZHUTiE, AAABEME., = RRA U Mt By FU—
7 ACL & Web # A4 7 ACLD 7 4 )% 7R"— hirk, URLDOY A & LTRESNZT

JREARY =R ERHY EF,

* DfltAccess R U > — :

WIZDAP <~V — T —TNDEEKDO= N) T, 7744V T+«

W90, TIZHNRT IV BARY S —DT 7B ARY —BHEZRETE T, AAA

BYEEII= RRAS U MRIEIZEENTE LT, 2O RBMIEITGRETE A,
DfltAccessPolicy (FHIBR CE XA, Fio, b~V — T —TNDOKEEKEDOT N IiZ/k->T
WAMERHY £97,

R DOV TI,

[Dynamic Access Deployment Guide]
(https://supportforums.cisco.com/docs/DOC-1369) # S L T 7Z S0,

DAP [Z LB E—F 70X 7O FIALEELUVRAF ¥

DY AR—

ASA 1T, BHENHKE LR ATF v
PG LET, TORAF¥EHMEY —/UiZiX, AnyConnect RA T v & =—/L ML L7=
HostScan/Secure Firewall IR A F v /3v r— BXONAC REENFET,

WDOEIZ, DAP BRI R—FLTWAEZEVE—F 778X 7 ba, ZOHFKTHAFER
RRAF I — L, BIOFOY — I Lo TSN AERERLET,

&Y — L

Y — V2R LT RaRA v b kX2 U T ¢ &M

HYHR— bk Eh 5 1) |AnyConnect 7K R | AnyConnect 7R R | NAC CiscoNAC 7 75
E—FT7O9ER |FY¥ED2—IL |FYED2—IL AT VR
Ja k3 RRA k RF+ > |Hostscan/\y 47—
NVir—2o o
Secure Firewall 7K | Secure Firewall 7R
AF v AF v
T ANMER, V| v T =T kKB [ NAC AT —Z A |VLAN Z A 7 &
VAR F—0 | LU=V T | EIET VLAN ID % i3
fli, F77at | 7747 7r—L
A, FARL—F 4 | VT Ry =T O
VT VAT A | HEIRT
A
IPsec VPN A\AY-4 FHERFIE (A A
Cisco AnyConnect | |3\ IS A =

VPN
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DAP(zk % E—k 7o RN~ 2 [

H71R— k&t 3!) |AnyConnect 7K X | AnyConnect 7R X | NAC CiscoNAC 7 75
E—FT79ER |F¥ED2A-IL |[FF¥EDI—I AT7R
7akan KRR b X¥ > |Hostscan/\y 4o —

Ny lr—3o D

Secure Firewall 7 | Secure Firewall 7

RF % RF %
774 T RLVA TN (A FEXTIES FEXFIE

(77 P _—

A) SSL VPN
PIX 7 v F A/L— |2 FEXFIE FEXFIE FEXFIi
Ta¥xy (KA
T v FH X AE A
)

DAP ICKBUE—F 7O ERREHFDO— R

RO —rr AT, BERNR Y = 77 B AER e LT 258 OMEERLET,

1. UE—h 27747 FH VPN B

A ET,

2. ASA . EE SN 7= NAC fE & HostScan/Secure Firewall 78 2 F ¥ {E A& L CTAHR A F ¥ 3
23T LET,

3. ASAIE., AAAZN L Ca—Y—%BiFELE9, AAA YV —_—F, =2—F—0RAEHDH

RLET,

4. ASA IZ AAARBABMEEZZFDE Y 3 ITEH L, VPN ko RV SN LU FE T,

5 ASAIL, AAARFEHREEY > a VORAT ¥

L%,

S H I H ST DAP L o — R & EIR

6. ASA [T#EIR L7 DAP L 21— R DAP BHEAEN L, ZOEH I EMED DAP R Y

=2 F9,

ASAZFDODAP R v—%t v g iZmmiLET,

BAFTIVI TIOEBARIO—DI4EVR

)

GE)

ZOBEREIE. A 1 — FEE SRR DR WE T A TN TE £ A,

BAFI v I T I7RARY — (DAP) ZiE. ROWTIND T A o ARNLETT,
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B srsvr 798z %0—0mE

* AnyConnect Apex : X T? DAP HEEZ AT 554,

» AnyConnect Plus : XL —7 4 VT VAT ABI VARV —TFT 4 V7 VAT NEIZ
AnyConnect 7 74 7 > F ONX—T a3 o F = v 7 HH,

BErEY Y
DAP ~® AnyConnect 7 7 A 7>k =¥ RKARA > MNgtEDBM (14 X—)

BAFTIVY) FTOERAKR)O—DEE

1R BRI

o BRIZEHK DR WREY . DAP =2 KA v M@tk 458 E 9 D i, HostScan/Secure Firewall
RAF v HA AN VTHLERHD T,

*» HostScan 4.3.x 7> 5 HostScan 4.6.x LARRIZ T v 77 L — KT 25581, 7 v 77 L— KOHij
(2. BEFFD AV/IAS/FW = RARA ¥ N EMEZSHGT 500 AMFW =2 R A > MEMEIC
BITTHDMERLDET, 7o 77— FBLOBITOREZRTNEIC OV T,

[ AnyConnect HostScan 4.3.x to 4.6.x Migration Guide] ZZH L T 72 &\,

« JavaWeb Start ¥ X = U 7 ¢ ORIED 728, T /34 AT webvpn X—ADOEE & AT 55
BlE. RELTMEEEERT Y RARA » MEHEICANITERWZ En3db 0 £, ZOME
IR D215, ASDMT A b7 77V r—ya U EMHT 50, £idJavatF =
U7 4 OfFkE LT AEA Bi#EdD URL ZEM L £7,

s Ty AN, TurEA, LIARMNIDOZY RKRAV NEEERET DRI, 77A0, TR
T, LY A MY DOHAHostScan/Secure Firewall '8 A F v B ZRET A MLENH Y £,
FNEIZ DWW TIE, ASDM N Ciib)7Ze Ul ljmiZBEh L, [~V (Help) 1227V v 27 LT
<TEEW,

* DAP %, ASCII XFDHIR—FENET,

FIE

ATy 71 ASDM Zi£#E L, [E%%E (Configuration) 1>>[JE— k74 AXVPN (RemoteAccessVPN) ]
>>[Ry bT—0 (95472 ) 72X (Network (Client) Access) [>[FA4F v ITY
+ R7R1) — (Dynamic Access Policies) | %R L £,

G¥)
[Add]. [Edit], 3d& O [Delete] 77 3 a > @ FIiZ [Incompatible] 77 3 = VR ¥ U BRFRREIND
BEE, WE T A 77 U OFEFIC K W BEF DAP K U & — (HostScan 4.3.x LRI L CTfE
pk) & HBENIRL ol =T 3 > (4.6x LK) (2 HostScan 7 v 77 L— KL L9 &L
TWET, TU¥ALBITFIREZFEITLC, REZHEICSEILERH £,
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ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

ATy 717

s4F3v0 722K —0BE |

[Incompatible] 7" 7 > 5 VISR AR ENDHEEIEL. HostScan DT 77 L — RAPHIG S 4L, #%E
DOBATHMEN IR o722 LR L TWET, FHMARFNEIC OV TIX,  [AnyConnect Hostscan
4.3 .x to 4.6.x Migration Guide] ZZM L T 7ZE0,

BED<NVY 2T HRELIIRNI=IFNT 7 AT I —NVDE KRS MNEtzd&ah bz
1. A O EEIT< @ [f%E (configuration) (V> 27 %227V v 7 LEd, 20U 7,
IO T OMEEEZ T TICA X —7 ML TWAEAICIIFRENEE A,
REFEHDDAP DU A MEFR-LET,
T =T INIFRD T 4 =)V RIRFERENET,

* [ACL Priority] : DAP L' 2 — KD F A4 4V T 4 2R R LET,

ASA X, BEDODAP L a— Kb %y hU—2 ACL & Web ¥ 1 7 ACL #4545 L &
2. ZOfiE#EH L TACL ZimB BT LET, ASALE, R o774 407«
BB TNDTTA AV T 4 BEDIEIZLa— RE2W, I TIVOTITAF )T 4%
T NDO—FFIHELET, FEFNRRKEWVWIETIAFT VT A BENZLEERLF
T, 2 ziE, ENR4ODAP La—RIFMER 2D L a— XD bEWT T4 4 T 4 %
FFoZ Lz Ed, 7744V T 11%, FETOWRRBFZIITETEEA,

* [Name] : DAP L' 2 — RO RTZFRRLET,
* [Network ACL List] : B> a ANI@HIND 7 7 A4 T 74+ —/VACLOARTZ R - LET,
* [Web-Type ACL List] : &> = i H 415 SSL VPN ACL D4R Z# R R LET,
s [Description] : DAP L' =2 — RO B ZFA L E7,
[Add] £/ [Edi) #27 U v 27 LT, XA F v 7 T/ EAKRY —0BMEITMHE (6
N—) BFEITLET,
[Applyl #27 U >~ 27 LT DAP XEXZRGTFLET,
[Find] 7 4 —/V FEMBH LT, ¥4 FIv 7 778AKRY — (DAP) ZHBELET,

DT 4= IV RADANEBIET AL, DAPT—7 VDT  —I)L ROSEEEE S O SLFEA TR
SN, —ETH5b00BHENETT, VALV RI—REEHATL L, MBRHEBENEND £,

72 & %X, [Find] 7 4 —/V FIZ [sal] & ATJLTEHAETE, Sales &V I AFID DAP & id—

HLETN, Wholesalers EWVIARHITD DAP &1E—% L EH A, [Find] 7 4 —/V FIZ *sal
EANTIT B L, T—TLHND Sales £7-1d Wholesalers D ) b, HANHE L7=H D0
HEnEd,

BAFIv I TI/RARY—DT AL (T5—V) #FITLT

e
i
kY
.
b
=
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FAF2v o 7oA RYL— |

B 5 rz00 7o Ky v—nBmEr3EE

BALFIvY 7O EIR) O—0EMFITHRSE

FIE

ATy T

ATy T2

ATvT3

ATvT4

ASDM % j2#E) L, [Configuration] > [Remote Access VPN] > [Network (Client) Access] & 7=1%
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add] %721 [Edit] Z8&R L 9,

ZDEAT Iy I TI7RARY =040 (WMH) EHH (F7vary) 2ZANLET,
* [Policy Name] I%, 4 ~ 32 SLFOLFH|T, AX—AIEHTEXEHA,
* DAP @ [Description] 7 4 —/L RIZ1X 80 LFFE TANTEET,

[ACL Priority] 7 4 —/V R T, ZDFAF I 92 T I EAB) —DF 54 F VT ¢ T L
iﬁqo

X2 VT4 TTIAT VAL, ZCCRELEEFTT 7 8A R o—Z#ALET, &
MRENEETTA AV T 4 13m< 20 £9, AMEOHIT 0~ 2147483647 T, 77+
v MEIZ 0 TT

Z O DAP OEPILHELFTE L E T,

a) [Selection Criteria] XA > K n *)707"7‘/ U AR (T2 L) C, a—HF—NZDHXA
FTIvI TIEARI O —EFEHTHITIE, TRTOY RARA » Ntz &
Wz T, ZZT§ EéhéAAAE@m@w#Mﬂ(mNﬂ)ikmﬁ&f(mupﬁﬁ
WL RD 00, £k b—URE (INONE]) THLONEERNL 7,

HETLHI L FVIIHFTENEE A, AAA BHERoT  RARA o M@ 28 EE 32 DAP
La—RERETHE, La— KPR TR_RCOBREREZMWZ L TND I EICRDEDT,
ASAITFIWCFD L a— REBIRLET,

b) [AAA Attributes] 7 4 —/L R® [Add] £721X [Edit] 227 U v 7 LT, DAP ® AAA JEMEER
EHORE (12—2) 2ETLET,

c) [Endpoint Attributes] fEJ C [Add] £721X [Edit] %7 V v 27 LT, DAP D> KR4 > N
PEEREEEORE (11 =) 2FITLET,

d) [Advanced] 7 4 —/V K% 27 U > 7 LT, #unique 1972 F(T L3, ZOMEEZHHIT HIC
iE, Lua 707 7V 7 SHEOHBBLETT,

« [AND/OR] : AR L— L ZZTANT ML oEREERLET,
DFD, TTICHESNTWVD AAA BHEB IOy RARA > MNathicH Lg%
BT D00, FREFEFNOREFHADBEICEZSRZILO0ERELET, 774
JL M i% AND T,

[Logical Expressions] : I END X A T DT RIRA » NEMEDA A K 2 2%
RETEET, LV AAA BB T 1T R A v FERIENE (B 0ixzo
)7 ZE#FT D7V RO LUATFAMEANLET, ASDM I, ZZCTAMH
ENTZTHFANERGEE T, 7% A2 DAPXML 7 7 A M a B —3 5721 T,
WLERIE ASA I Ko TiThodL, T RREZ UTEFE S N E T,
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ATy TH

ATvT6

s4+z90 72 RUv—n7Z+ |

GE)
DAP XML (DAPxml) 7 7 A WIIHERE 7 7 A VL TF, ASDMIiZ., 77 A LDxTT R
R—FFEFRIZA A= 2 R—FLTWETA, FEIEIZICLIZA LT 7 AL
ZEBREIIT v 70— RLARNWTL EE W, HRORENEC SN H Y F
7,

WOFIEZMHH LT, ASA [T DAP XML (DAPxml) 7 7 A LV EBITL £,

ZDDAP DT 7B A/FFRAR ) —@tEfRE LET,

ZTRET BRI, BEFOZ—F— SA—T bR T N—T | BEOT T A0 b
DI V=T La— FEED, A VAT LORBANGE LHEE LET, DAPT 2 ¥ A &R
D —BAEORE (33 4—Y) 2BRLTIEE,

[OK] %27 Vv 7 LET,

BAFIVO THEARYO—DTFR

FIE

&

ATy T2

ZONA TR, BABMEEORT ZETDHZ EIL > T, T/ ATRESND DAP L
a— Rty MBARBENDENEIDET A NTEET,

B DT R ET HITI1E. [AAA Attribute] 7 — 7 /L & [Endpoint Attribute] 7 — 7 /L Z 38
£ 37z [Add/Edit] R & &2 L E 9,

[AAA/Edit) K& > %27 Vv 7§ DHERRINDF AT 1 71E, [Add/Edit AAA Attributes] 7 1 >
K7 & [Add/Edit Endpoint Attributes] 4 7 2 7R v 7 AZEKREIND XA T I TWE
—é‘o

[Test) "& > %27 Vw27 LET,

FNRAZAFEODAPY T AT AE, &L a— ROAAAB IR Y REA > NRIFEME 2 55
THEEIZ, ZRNHDOMEAESR LU ET, #AIEL. [Test Results] HBICFK RSN ET,

DAP @ AAA E 4 :BIREEDERTE

DAP X AAA V—E A&l LE T, ARSI TV DRABMEOE v MIE LTV E T2,

ZNHDBMEIZ L > TAAA TREES N 2R FEMEL B\ TE 4, AAABMEIL, CiscoAAA
BIEREE D HHRET 52>, ASA 28 RADIUS %7213 LDAP — = 5254 5 nEtE—xX
MHIETEET, ASAIL, =2 —F—D AAARFERE Y v 3 L ORATF v iHMHEHRIZE
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B orr oA ErRREEOBRE

FIE

SDWTDAP L2 — REBEIRLET, ASAL., ZOFHRICIHK SV THEED DAP L 21— R &38R
TE&, FNo6D L a— REERN L T DAP B B2 1ERL L 1,

DAP L 22— ROBIREEHE L LT AAA BIEZFRET HI2IE, [Add/Edit AAA Attributes] % 1 7 1
TRy 7 AT, M7 5 Cisco. LDAP, F£72IXRADIUS BIMEAZRELE7, ZnbDEMEIL,
AT HEIZX LT =) 720 N=) OWVWTHUNICHETEET, F#DAP L 2 — RIZREA
72 AAA BIEOEICHIRIZH 0 A, AAA BIEOFEHIIZOWTIE, AAA BHEOER (10
N—=) EZRL TN,

[AAA Attributes Type] : Ky 77X 7 U A MZEH LT, Cisco, LDAP, %7-1% RADIUS J&
M BEIR L £,

« [Cisco] : AAA EJEET VICRFE SN TWS 2 —F—RBu A4 ZMB L £79, DAP L o1—
RO AAABIREMEIC, 2 b0 —F =Rl @tEo/ M7y NEEETEET,
WORBIERE ENET,

* [Group Policy] : VPN z—H'— & v ¥ g NIREEIT 5N TWD 7 —TF R v —4
ERLET, X2 VT4 T I9A T ATa—hVICERET SHH, IETF 7 T &
(25) EBM:L LT RADIUS/LDAP 2B EE LET, &K 64 XFTY,

* [Assigned IP Address] : AR Y > —IZHRET HIPvA T RLAZ AT LET,
* [Assigned IPv6 Address] : R U > —IZFEETH IPv6 7 RLAZ A LET,
s [ConnectionProfile] : @ %7 > a VETIL bRV T DI N—T4, K64 LFTT,

s [Username] : i8iE S N7z —WF—Da2—W—4, KK 64 XFTT, v—NILFEGE,
RADIUSF83E, LDAPFGEOWT NN E, F2ITEDOMOFRFES A 7 (RSA/SDI, NT
Domain 72 EQOWT NN EHEH L TWAEAICEH S VET,

o[=1=]: EEELVVEELL 2

« [LDAP] : LDAP 7 7 A 7> M, 2—%—D AAA & v ¥ =3 VICEEAM T b zT—#
N—=2ZH DT XTORAT 4 7 LDAPICERIEMED T ZRFF L ET, LDAPZ 747
VR TIE. ZELEIBOSEBIEZ T — 2 N— A CEX AR T, ZOLBTO%GEDEME
T RTEESNET, 2—F—La—Fe s r—7 La— RO 5 LDAP ¥ —/3—
MORFAHRAEND &, ZOVFIVARRETHHERHY £9, 2 —F— L a— KEHERn
RONCHRIAEN, Z—F La— Rtk baicElsnE+,

Active Directory 7 /V—"7" XA =3y T iR— b3 5720, AAALDAP 7 747
K CiX. LDAP memberOf it & B I3 3 2 BRIl 72 LR 23T E T, AD memberOf B4
X, ADNDOZ)V—7 L a— KO DN XFHIEEELET, Z/b—7D4RIIE, DN XF
FIN DO CN T, LDAP 7 74 7> hTlid, DN UFHN S ZV—T & 28 L
T, AAA memberOf BIEE LTI L., IREEMET — & ~X— Z1Z LDAP memberOf &4 &
LTHEM L ET, LDAP LA A vt —NIZIBINO memberOf B NTFET HHE. T
OOBENS 7 —T 4B S, B AAAmemberOf B E A SN T, ZL—T74
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pap o ana EitREE0EE [

WA= TCREIGNCFFINERENET, ZOXFINISERBET —F X—ANTH
BEnET,

LDAP FRFBAH—"—~D VPN UE— K T 7R By a3 VRIROD 3 DD Active
Directory 7 /L —=7" (memberOf 5|%) OWFInEIRKTHEIT, RO@EY L7220 7,
cn=Engineering,ou=People,dc=company,dc=com

cn=Employees,ou=People,dc=company,dc=com

cn=EastCoastast,ou=People,dc=company,dc=com

ASA %, Engineering, Employees, EastCoast @ 3 -D® Active Directory 7 /L — 7 % ALEL L F
T, THHDOZN—T1%, azaldap DIBPRHEHEL L TED L D A G OE CHFEHTE
3w

LDAP E1EIZ, DAP L a— FNDEVEA & BIEHEO~T TR S TV EJ, LDAP &M
BlE, WESUZHE D BENRH Y | KT, INCFERBILET, 72L& 2iE AD ——NR

HRY & L CGRTIEDOR P U IZ, LDAP JEMED Department #f57E L7254, DAP La2— K
X ORMEREICESEZ—HLETA,

GE)
[Value] 7 o« —/b FICEEOEEZ ANTHICIE, EIany () 27U IFZELTHEAL
F9, KICBIERLET,

eng;sale; cn=Audgen VPN,ou=USERS,0=0AG

[RADIUS] : RADIUS 7 7 A 7 I, 22—V —DAAA & v ¥ a VICBEEMN T BN T —
B R—=2 DT X TDOXRA T 4 7 RADIUS A B DT 2142 L £4, RADIUS 7
FTAT VM, TS ZNEFCREBEMEEZ T —H R—RCEX AR T T, TOLFIOHR
BORBMT TR CEEINE T, 2—F— L a—FBXOIV—7 La— ROl HN
RADIUS ' — =GR A ENTHGE. 2O T VAR RAET HAREMERH D £77,
a—W— L a— RN ROICHAAEN, ZV—F La—FEtky bEicEksh
7,

RADIUS EMEiZ. DAP L 2— FNOEMNEF & BHEEO T THEA SN TWET,

GE)
RADIUS &1 2 T, DAP X Attribute ID = 4096 + RADIUS ID & FF L £,

WK Z R LT,

RADIUS & [Access Hours] @ RadiusID IZ 1 TH Y., L7225-> T DAP BHAEIL 4096 +
1=4097 L 720 £,

RADIUS @ Member Of] @ Radius ID 1% 146 TH VY . L7=78> T DAP JBIEEIX 4096 +
146 =4242 L 72 £,

« LDAP ¥ L OV RADIUS B, ROMERH Y £7,
* [Attribute ID] : JEMEDO 4 /E . K 64 LT T,
s [Value] : J@MH:4: (LDAP) F7-13#fl (RADIUS) ,
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. Active Directory ' )L— T D ER{%

[Value] 7 4 —/V FIZEEDEZ AT ZITE, BEIamy () 27U I 2L LTHE

L FE9, Bl : eng;sale; cn=Audgen VPN, ou=USERS, 0=0AG

C[EN=] EE LV EELL 2

« LDAP |Z1%, [Get AD Groups] R # B E £ E T, [Active Directory 7 /L— 7 O HifF (10
N—=) ] ZZRLTITEEN,

Active Directory 7/ JL— 7 D EF

Active Directory ¥ —/N—|Z 7 = ) —%F{T L, ZO~A THIMWEEZR AD 7V —7 Z VG
PELZENTEET, ZoREIL. LDAP Z/H L Tu\ % Active Directory ¥ —/X—721F (2
AEnET, ZORZ X, Active Directory LDAP — 13— 2% LT, 2—HF—nNE3 57
N—T7DYU XK (memberOf #1%) OWGEOEELETLET, ZOTN—TIFHREMLH L,
BAFI v TI7RART —0 AAA BIREEEFRE L £,

AD 7 Vv—71%, /Xy 7 7 KT CLI ® how-ad-groups =2~ > KZ&{# 9 5 Z & TLDAP
P R=In LG ENFET, ASA BV —N—DJREEFFOT 7 4+ /L MRIIX 10 BT,
aaa-server IR A b 27 4 ¥ 2 L—3 3 F— T group-search-timeout =~ > R&fHEH L.
Rl 2 c&x £,

[Edit AAA Server] ~ > T Group Base DN ZZZ# L. Active Directory [/ O H1 THisR 2 BAn4
LUV INVEEFRTEET, 2OV ALY FUTIE, ASABRY ——DIREZfFORH B AE TE
F9, ZNDOOEEE R T T 521X, [Configuration] > [Remote Access VPN]>[AAA/Local Users]
>[AAA Server Groups] > [Edit AAA Server] %R L ¥,

)

(GE)  ActiveDirectory % —/N—ZZ8 D 7 )V — T DRFET D5 E1E. = =D& 7y MZED
52 LDTELT—ZEBDOHIRIZHWEST, BfFLIZAD Zv—7 DU A (L7213 show
ad-groups2~ > RO ) BUIVFEDLNDLZERnH Y 3, ZOMEEZFRRETHI2F. 7«
NEREREH L, = "= T TN —THE2RD LTS,

[AD Server Group] : AD 7 /L — 7" % Bf53 % AAA Hr— 33— JL—T D4,

[FilterBy] : B/ REIND VN —THEWOLTT-OIZ, FNV—THEI T N—T4 DO EEE
]\/iﬁ—o

[Group Name] : H— =L EfGF SN/ AD Zb—7 DY X K,

AAA EHEDESE
WDFIZ, DAP CEHTEZ 5 AA ABERBEMADOERERLET, BMESA 7 —/L RiZ, LUA

REXTOLEBMEA DA HEE R L TEY, [Add/Edit Dynamic Access Policy] <A1 > ®
[Advanced] 7 v a > CHEAL £,

B 773y 70€RrR)I—



LTIy FTORRKR) O—
I
DAP DTy K4 v FEHEREE0RE |

B4 |BlER EExT |fE AT |EREA
7 T DEK
&
Cisco aaa.cisco.grouppolicy | AAA string 64 ASA Fo o n—7F R L—
4. #7213 RADIUS/LDAP
B — X—71 5 IETF-CLass (25)
BEE L TEEINE I —
7RI —4
aaa.cisco.ipaddress | AAA number |- TRV FRIVVVPN Y FA4 T v
MZEID Y THNZIPT R L
A (IPsec, L2TP/IPsec, SSL
VPN Anyconnect &3 = — /L)
aaa.cisco.tunnelgroup | AAA string 04 Wi oe 774 (b b
TN—"T) ORI
aaa.cisco.username | AAA string 64 TSN —Y— D4R
(v — 7 VERRERCRR W] 2 1
LTV D 5EICEM)
LDAP  |aaa.ldap.<label> LDAP |string 128 LDAP B fE~T
RADIUS |aaa.radius.<number> | RADIUS |string 128 RADIUS BH:AE~27

DAPD I FiRA Y FEEHEIREEDRTE

T RRA L MBMEICIE, = RBRA U N VAT ABE, RAF Y iHlifE R, BLOT 7Y
= a AT HERNEENTWET, ASAIL, By a VHENIERIZ T RARA v NEE
DEAZBINAER L, By > a BT O TWET —F RX—=R(ZEND D RMEZ IR
LEd, £DAP L 2— RIZiE, ASANNE v a3V DDAP L o — REEIRT 572D 7=
HNH LT RiRA » MERBENSIEESN TV ET, ASAIL, BRESNTWDHEMEEZ T
i/~ DAP L 2 — R72F 28R L £ 9,

1R BHEIIZ
*DAP L a— ROBIREAEL L T RARA U MNEMEARETLHZ EE, XA T390 T
THARY)V—DORE @G—) OFOOKREHET o AO—ETY, DAP OEHIE
WL LTy RRA  NEMEZRET ARIC, ZOFIRZMERELET,
« TV RARA » FRBIEOFEMIZONWTIE, = FRA U MEEOER 22 °—Y) | &
ZH LT &N,

g4+3v9 792Ky — [}



BAF3v o 7o ARy — |
B orr oz pks s rEERREEORE

e AFVHEHMDO< /LT =T WK, BLXOS—=YF NN T AT O —V 70T T L%
HostScan/Secure Firewall IR AF ¥ N F = v 7§ 5 FIEOZFEMIZOWTIL, DAP L~ /L U =
THEBIOR=Y TN 77 AT Or—L T lTh 21 5—) 2BRLTLES
VY,

FIE

ATw 1 [Add] £/21F[Edit] 227V v 27 LT, IROWTRHRNDOT L RiRA > M@thaEUuEE L LA
mLEd,

BHZATDOZY RIRA v RO A VA X A BEIER T3, £ DAP L oa— FITHRE
AREZR T RARA o MEMEOEICHIRIZH W FH A,

*DAP ~D~ /T = TXIRT 2 RARA o MagtEoEn (13 ~—2)

*DAP ~DT 7V r—v g VEtEDEM (13 =)

* DAP ~® AnyConnect 7 7 A 7 > k =2 RiRA > NEMEOBEMN (14 =—)
*DAP ~D7 7 A )b = RiRA » Mo (16 ~—)

* DAP ~DT /A 2 =2 RiRA » MNEMEDBI (16 ~—)

* DAP ~®D NAC = RARA > MNEkoBm (17 <—)

«DAP ~DFRL—F 4 7 VAT A T RRA Y NEEOB (18 =X—)
*DAP ~D/8—YF )b T 7 A T 74— T2 RBRA > MNatEoBm (18 ~—)
*DAP ~DRY v — ¥ KRR A » MNaoBM (19 <—)

*DAP ~D 7't X = RiRA » MNEMDE (19 ~—)

*DAP ~DL YA LY = RRA v MEttoiBm (20 ~—)

* DAP ~DO#EHGEEA ERGERYEDIEM (20 ~—2)

AT T2 FHC—FHTEDAP RY o —Z2ELET,

NGOy RKRA Y NEHOZA T TEZ, 2—HF—RoDHX A TDA L AZ L ADT T

ZROXIICDAP R U »—THERKT 2 (Matchall=AND, 5 7 4/ k) Do, FEFENH

DA AL A% 1 DT RO X D ICERT % (Match Any =OR) D7»ZREL £,

a) [LogicalOp] Z#7 U > 27 L¥E7,

b) TV RKRA > MNatko ¥ 472 LIz, [MatchAny] (77 #/L k) F 7213 [Match All] % 341
LET,

) [OK]%#7 Vw7 LET,

RTFYT3 AT IV T7EARI D —DBBNELITRE (6-3—) IZESTL I,

B 773y 70€RrR)I—
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DAP AT LY T FRET Y KR4 > rEHEDEN [

DAP ADTIILI T T7XERIY FRA » MEMDIEN

FIE

ATvT1
ATy T2

ATvT3
ATvT4
ATy T5

ATvT6

ATy 717

ATvT8

1R BRI

HostScan 4.3.x 7° 5 HostScan 4.6.x LAMRIZ T v 77 L— RT5881F, 7 v 77 L— ROHIZ,
BEAFD AV/IASFW =2 RaRA o b B RIS 5 0F AMFW = > RARA > MEMEICBATT 2
VERHYET, T — RBLUBITOREEZRFIAZ OV TIX,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZM L T 7231y,

[Endpoint Attribute Type] U A ~ 7R > 7 AT [Anti-Malware] % 3R L £,

W) 7278 # U [Installed] & 7213 [Not Installed] 22 V » 27 LT, R LI RARA > MNEME &

ZIUATHET A Eff - ([Name]/[Operation])/[Value] F|D F D7 4 —/L K) A A h—LT 5

D ETIFA VA M= LR ERELET,

VTNEA DL AXY U EANELITEDHOELOICT 20 ERELET,

[Vendor] U A kAR > 7 AT, TA RGO~ NLT = T RRX X —D4HTE T ) v 7 LET,

[Product Description] = v 7 Ry 7 A% A NI LT, TAMTEZRZX—0BIMA %) X b

Ry 7 AMBIERLUETS,

[Version] F= v 7Ry 7 A% A LT, 81E7 1 —/L K% [Version] U A b ARy 7 ATk

WUTZRGE A= g VFEFIZELY (5)  FL WY (1=5) . Ih/hawn (. IhRkEn
() L UTF (<) | FEBE =) KHRELET,

UA DRy 7 ATERLIEA=V g HIx PV THWDLEE (KL AT 3x) 13, ZoxzH

KR ) U —2AF S CTEHEHIAET (2L 2I1E35) .

[Last Update] F = v 7Ry 7 A& F N LET, HEOEHNOLOHKREZH/ELET, BHr
Z, ZZTANLIEAEEY R (<) ET7320, B B ETT205HETEE
D

[OK]ZZ7 Vv 7 LET,

DAP ~AD7 J ) /r— 3 VEMDEM

FIE

&
ATy T2
ATvT3

[Endpoint Attribute Type] U A k 78 v 77 X T [Application] Z R L 7,
[Client Type] DHRIET 4 —/L KT, [=] (L) F72E[1=] (FELL2W) ZBRLET,
[Clienttype] YA R Ry 7 AT, TARMIROVE— KN T 7 BRAEHGO XA THBELET,

g4+3v9 792Ky — [}


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
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F4F2v 9 7oA KYv— |

B orr ~o AnyComnect 554 72k T RS L REHEDEMD

ATw T4 [OK] &7V 7 LET,

DAP ~® AnyConnect 7 54 7> b TV R4 > FEMDENM

FIE

&

ATy T2

ATvT3

AnyConnect 7 74 7k =2 RiaRA > M@tk (£/3A WA AF v £721% AnyConnect 7 A 7 >
7T 4 7 4 JLiERERE (ACIDex) & HFEILALS) 1%, AnyConnect VPN 7 7 A 7 |k @ AnyConnect
VPN E ¥ 2 — VR ASA IZR AT Y IEREIBZ DO ENES, #AMFTIv s 778X
AU =T, 2= —DRILZZN 6Dy RARA > MNaEAEH S ET,

ENRANFKAF v BHEZZAT IV TI7BRAR) —ITlBIATrE, =2 RiRA V MIT
HostScan/Secure Firewall R A F ¥ 3 KR A > MZA VA b— L ENTWARL ThH@EHA T
i‘g‘o

—ERDENA NIRRT ¥ JBIEIL, TAA VT3 X ETIITL TS AnyConnect 7 7 A 7
MZOHEHHELET, EOMDENAL NVRAF ¥ BIEZ, ENXAMNAT AL X ETIEITLTND
AnyConnect 7 74 7 k& AnyConnect 7 A 7> N T AT v 77 5347 s ETIITLT
V% AnyConnect 7 7 A 7 > N O HFIZBE L E 9,

188 BRI

ENA VIR AT ¥ 35T 5121%, AnyConnect 7 7 A 7 > k Mobile 7 A > A & AnyConnect
7747 K Premium 7 A B AN ASAIZA VA R—LEINTWAEXLERHY EFT, ZibH
DTAVL R A A N—/LT HAEHEIL, DAP RS X OMOBEFEO = RARA > MEtkic &
SNTHR—=FENTWDLENRALNLTNRA ADDAP R U—%HHTEET, i, €
NANVTNRAANED Y T—F T IZ 2RO EITHESENEENET,

[=Y RARA » N@EtkE# A~ (Endpoint Attribute Type) ] Y A k7R v 7 AT AnyConnect 7 7 A
T BERLET,

[Z7 747> k"= =3 (Client Version) | F =y 7Ry 7 A4 LT, ELW (5) |
FLLRRW (=) |, Z/han () . KV KREW () L LT (=) . FRIEME 5 %
BEZ 4 — VR TEBIRL TS, [Z 747> h3—2 3> (Client Version) 1 7 4 —/L KT
AnyConnect 7 7 A 7> "=V a VB SEFRELET,

D7 4=V REMEHATDLE, BT AL A BEFEFSH T Ly NeE) 077347
b= a U EFHMECE DTN, TAZ by TITRT T Ny T TNRARADI FAT 2 b /83—
VarbiHli TE £,

[Platform] = v 7 R v 7 A% AL T, FELW (=) FHEFELIRW (=) ZEET7 —
U RCEIR LTS, [Platform] Y A b Ry 7 ATHRVL—FT 4 VT VAT AEEIRLET,

TDT7 4=V REHERATDHE, TR TAL R (HEREFOH T Ly FRE) OFLL—
T4 T VAT LAEFTTE DIEN, TAZ by TRT v T Ny T TN ADFX L —T ¢

B 773y 70€RrR)I—
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ATv74

ATy TH

ATvT6

ATy F1

ATy T8

DAP ~ AnyConnect 2 51 7> k T K1 > rEHDEM [

YT VATALBFITCEET, STy T —AERIRT S L BMOBET A — L FTHD
[Device Type] & [Device Unique ID] 23 FH ATHEIZ 72 0 &9,

[Platform Version] &= v 7 AR v 7 A% AL T, FELW (=) | FEL] W (=) . LH/h
SV (<) . K REW (3) L UTF (=) | FRIEBE =) 2EET 4 — AV FTEIRL T
725 [Platform Version] 7 4 —/V RTANL—T 4 V7 VAT L N—=Va VESERELE
T

YERT 2 DAP L a— RICZ oMb EEND L O T 51T, AiOFETT T v 7 4 —2L4
HLULTHEL T,

[Platform] = v 7 7R v 7 A% A4 N2 LIA0E, [Device Type] T = v 7 Ry 7 A% A T
HLIEMTEET, FLW (5 FEFFELIARWY (=) ZEBE7 4 — LV FTEIRL TN D,
T /34 A% [Device Type] 7 « —/L R T®ERT AN LET,

PR—=FENDET A ATHDHIZH 05T, [DeviceType] 7 4 —/L KO U A MIFERII
TWZeWGATE, [DeviceType] 7 4 —/V RIZANTEE T, T3 A¥ A THEREATT DI
HEFE72 kL, AnyConnect 7 7 A 72 h &Y RARA ¥ MIA A h—/L LT ASA [ZHEf#5t
L. DAP FL—R%EFE(TTHZ L TT, DAP h L —RADFEROH T,
endpoint.anyconnect.devicetype DfE 4 21T £4, Z DfE% [Device Type] 7 4 —/v RIZ AT
DULBENHY FT,

[Platform] = v 7 AR v 7 A% A A2 L2851, [Device Unique ID] F = v 7 AR v 7 A%k A
WTHZENRTEET, HLW (3 FHEFELLIR2 (1=5) 28E7 o — L FTRIRL T,
5. T8 AD—FED ID % [Device Unique ID] 7 4 —/V RIZAH LT,

[Device Unique ID] (2 & » Tl % DT A ARKBIS D DT, FFEDENA )L T 34 ATk}
FTORV—Z2RETEET, T AD—EDID ZBFT HI2IE, £DOT /31 2% ASA T
P&t L C DAP b L— A% 31T L. endpoint.anyconnect.deviceuniqueid Oz B o1F % B0
HY FET, ZOfE% [Device Unique ID] 7 4 —/V RIZATTHLERH D £,

[Platform] % A 12 L7=85A 13, [MAC Addresses Pool] 7 4 —/L FIZ MAC 7 R L A& BIITZ
FT, HELW (3 FEFFELLZY (=) 28E7 4 — NV FTEIRLTHDH, MACT RL-&
ZHRELET, FMACT FLAD T +—~ v MIXX-XX-XX-XX-XX-XX CH D Z & PLETT,

x [ 3AER7e 16 #HCLF (0~9, A~F, Fizlia~1f) TT., MACT FLRiE, 1280 ED
ZEAAN—ATRYI DM DD 4,

MAC 7 RLRIZ Lo Tl 2 DV AT LABRXBIENDHDT, FFEDT NA RKTHRY —
ERETEET, VAT LADMAC T FLRAZMGT D121, £DT /A X% ASA ITHHHE L
TDAP h L— X %547 L, endpoint.anyconnect.macaddress D% DT 5L E R H Y 3,
Z Dffiz [MAC Address Pool] 7 o —/V RIZANTT 20BN H Y £,

[OK]Z27 YV w7 LET,

g4+3v9 792Ky — [}



F4F2v 9 7oA KYv— |

B orvr~oo7q0 T pReL rEMEDEMD

DAP DT 74 )L T2 KR4 > FEMDIENM

FIE

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

1R BRI

T ANTY RRA V NEMERET DRI, EDOT7 7 A V& AFX ¥ - § %)% [HostScan/Secure
Firewall ;" A F+ (HostScan/Secure Firewall Posture) | 7 ¢ > R TEZF*Z L £ 7,

HostScan /3— 2 > 4x D¥H& . ASDM T [%E (Configuration) ]>[V E— 7 7 & AVPN
(Remote Access VPN) ] > [Secure Desktop Manager] > [HostScan] Z 3 L &9, Secure Firewall
NAF ¥ /"= a3 5x DA, ASDM T [aXiE (Configuration) ]1>[V E— k7 7 & AVPN
(Remote Access VPN) ]>[RAF +v (Secure Firewall ) (Posture (for Secure Firewall)) ]> [~
AF ¢ % E (Posture Settings) | Z 3R L £,

[Endpoint Attribute Type] U A k 7R v 7 AT [File] Z#R L 7,

[Exists] & [Does not exist] DA 73 a3 ARH¥ U Tldk, BIRL7==> RARA v Ntk s 2t
b9 % f&ffi1 ([Exists]/[Doesnotexist] R ¥ D FZdH D7 4 —/V K) DIFETDHLERH 5 H
EOMITE LT, 4 T5b0EERLET,

[EndpointID] Y A h ARy 7 AT, AF ¥ A ROT 7 AN = FUIZHELWTZ Y RARA B
D% ey 72T JRMPOERRLET,

7 7 A VOFER [Endpoint ID] V A k ARy 7 ZD FICFREINET,

[Last Update] = v 7 Ry 7 A& AN LTh D, BHANLDHEPEEDEL D /&0
(R EREWV ) ODELLELRMFLTINERIET +— LV FTEIRLET, BEHHEMALOH
B4 [days] 7 4 —/V FIZATILET,

[Checksum] T = v 7 Ry 7 A& AL ThH, TAMGRT 7 ANDOTF = v 7 MEEZEL
W (=) EREFELLRY (12) OELLERMEETOINEERIET + — /L FTERIRLET,
[Compute CRC32 Checksum] &2 U v 7§25 & TANHROT 7 A NVDF = v 7 MMEDGE
HEhET,

[OK]&#27 Vv s LET,

DAP ADTINAR TV FRA 2 FEEEDIEN

FIE

ATy

[Endpoint Attribute Type] U A k 7R v 7 AT [Device] Z iR L 7,

B 773y 70€RrR)I—



| 54+svs 702Ky~

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

DAP ~® NAC T > K1 > FEHDEM [

[HostName| F = v 7 AR > 7 A% A AL T D, TAMGRTNA ADRA M EHELWY (5)
FFELL WY (15) OEBLLERMEETINEBRIET —/V R GRIRLET, 2B R
AA 4 (FQDN) Tid7e, 2y Ea—FDKRA MOAZREFHLET,

[MAC address] = v 7 Ry 7 A4 N LTb, TAMIRORY NT—7 £ H—T =
AAB—=ROMACT RLRELELW (=) FRIFELIRY (=) OELLEHEMEET I
ERETZ7 40—V R TERRLET, 1 50O FUIZHDEMACT RLRZX127FTY, 7K
VADT #—~ v MIXXXXXXXXXXXX CHDH 2 EDRMIETT, x if 16 EBHECF T,

[BIOS Serial Number] = v 7 R v 7 ZA& A N2 LTh B, 7T A MROT /S 2D BIOS 'V
TNAEZFEELY (5) FLREFELLRW (=) OELLEEGETINERIEZ 4 — /L R T
BIRLET, HE7 +—~ v NI, WEEZEETT, 74—~y MEHEIH Y £EA,
[TCP/UDP Port Number] = v 7 R v 7 A% A AL TG, T A MIROV A= TIREED
TCPAR— R EZELW (5) FHEFELL W (1=) OELLEFMETINERIEY 4+ —L K
T&ERLET,

TCP/UDP 2t R Ry 7 AT, 7 A bxf% (TCP (IPv4) . UDP (IPv4) . TCP (IPv6) . F
721X UDP (IPv6) ) OFR— FOFEHEAZEIR L £, #HEOFR— 2T 2 M 258415, DAP
D« D> KA > FNattEor—nLZ2 N O0ER L, FNENICIEOR— N E2HEELE
7,

[Version of Secure Desktop (CSD)] = v 7R v 7 A& A A LTHhH, = RARA > b ETHE
1T &1 HHostScan/Secure Firewall KA T ¥ 4 A —TDNR—Ta  EELW (=) ERIFELLAR
W (1=) OEBLLERMEET DN ERET  —V FTERIRLET,

[Version of Endpoint Assessment] &= v 7 R v 7 A& 4 AL THH, TA RO RARA
YFTEAALR (OPSWAT) DRX—T g EELW (5) FREELI2N (=) b5
R ETODERIET 4 — L RTIIRLE T,

ATYT8 [OK] %2 Vw7 LET,

DAP ~MD NAC T > FRA4 > FEMDEN

FIE

&M

[Endpoint Attribute Type] U A b 7R 7 AT [NAC] =R L E 7,

AT w T2 [Posture Status] F = v 7R v 7 A% A4 A2 LT, ACSIZE > TZEENDIFRAF ¥ b—7

VIFHNEELY (5) FRIFELIRY (=) OB LEFEETINERIET 4 — L RT
BIRLET, RAF ¥ h—72 35 F% [Posture Status] 7F A b R 7 AT A LET,

2Ty T3 [OK] &2V v 7 LET,
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F4F2v 9 7oA KYv— |

B orr ot xL—F4 25 LRF LT RS FEIEDEM

DAP ADARL—T 49 DRATL IV RKRAY FEHDENM

FIE

ATy T
ATy T2

ATvT3

ATy T4

[Endpoint Attribute Type] V A b 7R > 2 A C [Operating System] % 3%&R L F 9,

[0S Version] = v 7R v 7 A% F 2L To 6, [0S Version] Y A k7R y 7 A TRET HA

N —F 4 7 VAT A (Windows, Mac, E72iF Linux) EELW (=) FIEELI W
(=) OELLESEMET N ERIET 4 — /L RTEIRLE T,

[0S Update] = v 7Ry 7 A% A 2L THh 5B, [0S Update] 7% A b ARy 7 RIZ AT 5

Windows, Mac, F72iL Linux XL —7 4 7 VAT LD —E ARy EELW (=) F

TIFHELL W (=) OELLEELETHINERIET 1 —V RTEIRLET,

[OK1 &2 U v 27 LET,

DAP AD/IN—YFIL T7AT04+—IL T R4 > FEEDIENM

FIE

ATvT1

ATy T2

ATvT3

ATy T4

ATy TH

1R BHHEIIZ

HostScan 4.3.x 7° & HostScan 4.6.x LAMRIZT v 77 L— RT5551F, 7 v 77 L— RORHIZ,
BEAF D AV/IAS/FW =2 RARA o Mg 2 %4 2 fUF AMFW = > RaRA > MEIEICEATT S
VENRH Y ET, Ty 77— RBLUBITOREZ2FIAICOWTIE,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] &M L T 7231y,

[Endpoint Attribute Type] U A b 7R > 2 A C [Operating System] % 3% L F 9,

W) 7278 % o [Installed] & 7213 [Not Installed] 22 U » 27 LT, SR LI-T > RARA > MEME S

ZIUATRET D 1EHf 7 ([Name]/[Operation]/[Valud] 51O F D7 4 —/V K) A VA F—/LT 5

D, FIFA VAR LR EIRELET,

[Vendor] U A R Ry 7 AT, TARMIRONR—=YF ) T 7 AT U4 —)b XU E—DX4HITE T
UwZ LET,

[Product Description] 7= v 7 R v 7 A% AN LT, TAMTHRUE—DREZ %Y A K

Ny 7 APHEINLUET,

[Version] = v 7Ry 7 2R A A LT, #E7 +—/L R%& | [Version] U A & ARy 7 XA Tk

WL A= g VEZIZFELY (5)  FLIRY (I=5) | Ib/hawy () . IhkaEn
) L UT (<= . 3B E =) IZiRELET,

[Version] Y A b iR v 7 A TR L= A=V g VIZx BV TWEEE (T8 21E3x) 1%, 2
D x ZBARNRY ) —AF S TEESHAET (L& 2135 .

B 773y 70€RrR)I—
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| 545390 702Ky L—
DAP ~DKY — T Fq v rEHEDEN [

AT 76 [LastUpdatel F= v 7 Ry 7 A% AN LET, HEOEFHNOLOHEEZRELET, EHr
., ZZTANLEEREE D R (<D 347320, ELS (P]) FATT205HETEE
@—O

ATy 71 [OK] &7 Vv 7 LET,

DAP AR — T RikA4 > FEMHDIEM
FE

AT 71 [Endpoint Attribute Type] Y A k R > 7 AT [Policy] Zi&IR L £,

AT w72 [Location] F= v 7R v 7 A% A2 LTh 5, Cisco Secure Desktop Microsoft Windows 12 47—
varTuTZrANEELY (=) FFELIRY (12) OELLERMLT L0 EEE
74—V R CE#R L FE T, Cisco Secure Desktop Microsoft Windows 27— 3> a7 7 A JL
SCF81 % [Location] 7F A K ARw 7 AIZ AN LET,

AFv T3 [OK| %22V vZ7 LET,

DAP~ADJALR TV RKRA Y FEHEDEM

48O SRS

Yat ATy RRA Y MNadrBRET AR, CoF et 2% A% v 15 0% Cisco Secure
Desktop @ [HostScan/Secure FirewallZ&X 2 F %  (HostScan/Secure Firewall Posture) 1V 4 > K7 T
ERLET,

FIE

AT 71 [Endpoint Attribute Type] Y A k R~ 7 AT [Process] & 4R L £,

AT w72 [Exists] £ 721 [Doesnotexist] DR K > Tlx, BN L7z KR A > Mtk ZUcfhEd o1&
fifi¥- ([Exists]/[Doesnotexist] NH > D FIZH DT 4 —I/V K) BEETDILENHDNE D )IZ
IGUT, %4 TH80%27 Y vy 7 LET,

AT w73 [EndpointID] V A b Ry 7 AT, AF ¥ RO KRS FIDE Ry H U AL
MHEIRL 7,

TURKRA L FID TR AERNY AN Ry 7 AD FIZERINET,
ATy T4 [OK| %227V v27 LET,
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FAF2v o 7oA RYL— |

B o ~oLox by T RS FREDBD

DAPADL AR TV RRA Y FEHDEN

FIE

ATy T
ATy T2

ATvT3

ATy T4

ATy TH
ATvT6
ATy 17

ATvT8

LOR Y Y RRA 2 MEHED A% 4 U Windows AR LT f 27 VAT AT O RN
ShET,

1R BHHIIZ

VYA MYy RRA  MEMEERET DN, EOLVA M) F—2 A% Y T 50%
[HostScan/Secure Firewall 78 2 7+ (HostScan/Secure Firewall Posture) ] 7V 4 > KU CE&HR L E
h@‘o

[Endpoint Attribute Type] U A 7R > 27 A C [Registry] Z5R L £,

[Exists] % 7213 [Does not exist] DR X > Tlx, LI A U = RiRA v Mgk & Z AR+
HAERF- ([Exists]/[Doesnotexist] RZ D FIZHD 74—/ K) BFEETHLENH L1 E D
MSLCT, #4702 v 7 LET,

[EndpointID] YV A h Ry 7 AT, AFX ¥ UKROLVIARNY = FJIZHELWZ Y RARA &
FID%Z ey 77X JRARNLERLET,

LA b U OffF Y [Endpoint ID] U 2 b Ry 7 2D FIZFRSNET,

[Value] = v 7Ry 7 A% AL TG, #fE7 4 — L FTHLW (5) £EFFELIRZWD
(=) Z2RLET,

B®AO [Value] Y A h Ry 7 AT, LY A RY =2 dword LTSI &8 E LET,

2 OH® [Value] #EY A F ARy 7 R, AX ¥ U RGOV A N F—DfEEZ AN LET,
A2F ¥ VRHZL VAR 2 MY ORILFEPLFOBNEERTDI0E, T2y IRy 7 X
EAATLET, RBRHCRCFE/NLFE2RBT DR, T2y I/ Ry 7 R F7I2LTL
7ZEW,

[OK] %27 Vv 7 LET,

DAP ~DEHFIAZE R E D ENMN

FIE

ATy I

ZELEEAZEONT O ERE SN — VTR TE L L) ICKENEEZ A VT v 7 Al
TEET, ZNODOFEHIFET 4 —/L FITESWT, #7247 £ 7213 ST 5 DAP L —
NERETEET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Dynamic Access Palicies]
> [Add Endpoint Attribute] OJIEIZFEE L £,
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ATy T2

ATvT3

ATy T4

DAP LT LY T FRES LU=V F L T7714T794—L T0554 [

[Endpoint Attribute Type] & L C K12 > 7 X 7 > X = = —@ [Multiple Certificate Authentication] %
WINLET,

MENIE CTIROWT NN ETTT R TERE L ET,
* Subject Name
« BATILA
* Subject Alternate Name

* Serial Number

FEAER N T &T 7 4/ D [None] DEFIZL TWT DA M T 035 DFEHE S TR 500,
2P DB EEY T DHZFFAT 5 LSRR L E . [User] 721 [Machine] 28R
T 586, AEHEOTTOA N T 2 ANTLHZHERH Y 3, ZOFRIT, 7o har<Tcr o4
Ty MIEoTEESNET,

DAP LR LI 7 REE I VNV FIL IT7AT7 04— TRTS

Ls

X2 VT4 TTIATUAZ, 2a—F—RBHER, REEAD AAA BB LV RARA
MNEMEIC =T 2L AICDAP R o—2EALET, Vel ity 2 — LB L)

HostScan/Secure Firewall IR A F ¥ 1%, SREBFA T FRA v MNEahoE®Rettx2 07477
TAT AR L, DAP M7V A7 AT, ZOFRICESWTENLDRBRMEEIC T 5
DAP L 22— R&ER L7,

TN 2T HRBLOS— YTV T AT O —N 70l T 20IFEAE (TTTIEARL)
I 77T 4T AFy U EYR—FLTWET, 2FED, TLHDOT BT T NI AE Y HER
THY., WIZEMEL CTWWEJ, HostScan/Secure Firewall R AF v, = RARA L M7 s
FEBAL A R—=LENTWNEINEI N, BIXOREOT 0 7T ARAE Y FHINE S 0%,
KOEHIZLTF=y 7 LET,
A VARV ENTWDET BT TEANT 7T 4 TAFX Y Lt R— b LROGE,
HostScan/Secure Firewall RAF ¥ 1IF DY 7 b =T DFEEZLVR—FLET, DAP &
TAE, EOT 0T T LEEET D DAP L a— RE2EIRL £,

AUVARN—NVENTWDT R T TENT VT 4T ARy ER—KFLTEBY, D71
TIGNTTIT 4 TAFY U INA X —T NI 7> T DH4E . HostScan/Secure Firewall 78
AFXIEEDY 7 N 2T OFEEELVAR—NLET, ZOHEL, X2 VT4 T7I4
TUAE, £OTR T T LEiRET H DAP La— F2BRIRLET,

AVARN=NVENTWDT BT TENT VT 4T AX Yy ER—FLTEBY, D71
TINTTIT 4T AX v NN 725> T B 3546 . HostScan/Secure Firewall 718 A 5 %
XZEDOY 7 MU =T OFELZEHRLET, ¥X2 VT4 T T IAT VAL, T0OTa s 7
LEEETHDAP La— REZRRLEFA, IDHIT, 7T TLARA A R—LET
WAEATEH, DAPICBT 225 OE RS £ 5 debugtrace =~ > RO NICIZT &
7T LADHEENRSNER A,
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B - oo rBrozEs

\)

((¥£)  HostScan4.3.x 7% HostScan 4.6.x LIFEIZT v 77 L— RT545481F, 7 v 77 L— ROHIC,
BEAFD AV/AS/FW = RARA > N EMEZ RIS T 2R AMFW = RARA o MEHEICBATT 5
VERHVET, Ty 77— FBLOBITOREE2RTFIEIZ OV TiE,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guide] #Z ML T 7230,

S 4o \ oo 2

IVRRAY FEHEDES
RIZ, DAP CHERTE 2= Rl A v M&IREMEZ R L £ T, [Attribute Name] 7 1 —/L R,
LUA BN CoK B DA k%7 LTH D | [Dynamic Access Policy Selection Criteria] <2

A > @ [Advanced] ST L £ 3, label Z280%, 77V r—var TrA 4, Tak
A, ERFVVAN) 2 MU ARLET,

B4 T | EBHEA EET | {E ANYTT |G
DERE
<)L =7 |endpoint.am["label"].exists | Host  |true — VU =T XK R
o SenSae 77 BHAFHET B
Firewall
endpoint.am["labe"].version | 78 A string 32 Version
endpoint.am|["labd"].description 7 string 128 SOENE Sy AL
i
endpointam"label"]lastupdte sty — Y TR
EEHLTHHOR
] (7))
Personal endpoint.pfw["label"].exists | Host true — INR—=V PN T AT
Firewall SenSaure Uk — I BET S
Firewall
A
F¥
endpoint.pfw["labd"].version string string Version
endpointpfiw]"labd"].description string 128 R—=IFNV TP AT
U 4 — /L D
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| #4539 702Ky —

eIy T |

BtEs 147

B4

ARy
NDEXE

Bl

AnyConnect

(HoSenSeue
Firewall &~
AF v I
%)

endpoint.anyconnect.

clientversion

endpoint.anyconnect.

platform

endpoint.anyconnect.

platformversion

endpoint.anyconnect.

devicetype

endpoint.anyconnect.

deviceuniqueid

endpoint.anyconnect.

macaddress

> | version

AnyConnect 7 714 7T
YhAR=Tay

string

AnyConnect 7 7 A T
VIR A A F—)L
SNTHNLHARL—
T AT VAT A

version

64

AnyConnect 7 74 7
VN A A R—L
SNTVLHARL—
TAT VAT LD
N—= g

string

64

AnyConnect 7 7 A 7
VRN A A R—)L
INTWVBENA L
FRAADEA T

64

AnyConnect 7 7 A 7
Y EBRA A=V
SNTWNDHENA L
TR ZAD—EDID

string

AnyConnect 7 7 A 7
VWA A b
SNTNDLT /A A
D MACT KL A,

74—~ M
XX-XX-XX-XX-XX-XX C
H5HZEPKET
3. xIFALR 161
BLFTY,

TN r—
va

endpoint.application.

clienttype

77

var

string

74T~ 2L

7
CLIENTLESS
ANYCONNECT
IPSEC

L2TP
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I T

ARY Y | EtEA
NDEXE

BtEs 47 B2 ®

il
dl
=

>/, A |endpoint.device. hostname | — > | |string 64 AR RO,
WA FQDN Tidd v £
N A

endpoint.device. MAC string — oy NT— A
H—T A AH— R
D MACT RUL XA,
1oz MJIZ»D
& MAC 7 FL XX
1 272 TY

74—~ M
XXXX.XXXX.XXXX Cb
DT EMBETT,
x 1 16 HEHCSLFT
7

endpoint.device.id string 64 BIOS ' U 7 L&
T BIET A —~
M, BGEREE A
TY, 74 —~vvh
I H D £EA

endpoint.device.port string — VA= ZAREED
TCP " — b
1EfRZ &2 1 >0
R—hFEERTEE
‘@—

1 ~ 65535 O&PH O
B

endpoint.device. string 64 EITIND
protection_version HostScan/Secure
Firewall 78 2 F ¥ A
A=V D=V g

endpoint.device. string 64 Endpoint Assessment
protection_extension (OPSWAT) D /—
Vay
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BES1 T |EBHEL EET |fE ARY 2T | GHA
DEREK
~7 5% AL |endpoint.file["label"].exists true — T 7 A IVBIFET D
endpoint.file[“label”].
endpointid
endpoint.file["label"]. B — 77 A IVERILITE
lastmodified FENTHH ORI
e (B))
endpoint.file["label"]. g — 77 A I)L® CRC32
crc.32 Ny
NAC endpoint.nac.status NAC |string — a— P —ERAT —
BARXARNY T
#4~21L— | endpoint.os.version string 32 FR—F 4 T
TSI AT A
AT A - -
endpoint.os.servicepack At — Windows D% — B &
N T
AU I — |endpoint.policy.location string 64
(Policy)
“at A endpoint. true — Tat ANGFET S
process["label"].exists
endpoint. string 255 Fat AN TN
process["label"].path
Registry endpoint. dword string | — dword
registry["label"].type
endpoint. string 255 LA RMNY =Y
registry["label"].value DIl
VLAN endoint.vlan.type CNA |string — VLAN Z A 7 -
ACCESS AUTH
ERROR GUEST
QUARANTINE
ERROR STATIC
TIMEOUT
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BAF3v o 7o ARy — |
B a2/ L DAP 514 2580 DAP ERE£D MR

LUAZ{ER L1=DAPIZE (T 51EMD DAP FEIREZEDERL

TR v arTiE, AAA £21Tm 2 RARA v FEMOREEOMERITIEIC OV T L £
T, ZHEITHITIE. LUA ICBT 2 @ERABALETY, LUA DT 1/ J I v 7 O
IOV TIL, http://www.lua.org/manual/5.1/manual.html %2 2/ L T 7280,

[Advanced] 7 4 —/L FiZ, AAA 7213 KA v FBERGHEEA Z X THHBEADO LUA 7
FANEANLET, ASDM i, ZZ TANENTZTFA NERAEET, 7% A % DAP K
Uy— 77 A MIat =451 TT, AHEIT ASA 2L > Tirbi, T ReEZ T &
nEd,

ZOF TV a it EOBICH D AAA BL O RARA v b O JEPERER CHE ol g7 S 1
VS OERIERE R BINT DB ER T, 728 203, BESNEEEOWF o &iT=7,
TRTEWZT., FRIT0TRLMZ S0 AAA BYEZHEMT 5 X 912 ASA ZRETE X
T, TV RFRA Y FNEHIZRBEIN, TOTRNTEWMEZIVLERNHVET, EX=2UT 4 77
TAT VAPMEBRDZ Y RARA v MEEEEATE 5 X 5127 5121%, LUA CEbl 22 iaaE=
ZERL., 22 CTEOXEANTHLERNH Y £,

WD¥ 7 23 TiE, LUA EVAL RAEROFEM E 512 R L £,
« LUA EVAL XA AERKT 28630 (26 =X—)
« DAP EVAL X005 (31 ~2—3)

« BN LUA Bd% (28 <X—)

LUAEVAL X Z1EfLT 18X
)

GE)  [Advanced] E— RZfEHT 2 LENH LGE1X. 7' 07T A% EHENICHEET 5 2 & 3 ATREIC

720 Bkl ﬁétw\T%étTEMLﬁ%ﬁﬁﬁé_&%k@@Li?o

EVAL(<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA JEM: F 7213 Cisco Secure Desktop 7> HiE I L7z @M, BIEOEFRIC
DWTIE, =2 FRA v MatkoE® (22 ~—) 2ZRL TS
AN
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HostScan 46 (35 & U ZhIAM) # & U Secure Firewall KX F v /i—2 3> 50 WAFIE ]

<comparison> WOSLFHNONT D (SR EE)
“EQ” SELW
“NE” E PR
“LT” Xo/phEn
“GT” EhREN
“LE” P
“GE” Lhk
<value> SIRAFFCHE . B & i Dl % 5 T 3075
<type> RDOLFHNDONT I (B AR AL E)
“string” RICF, NICFE KR 5 CFFIO b
- RILF, /INSEF 2 KA L 722U SCFF O Hoe
“integer” KB LT, SCFHIE A BB 28
“hex” 16 5z IO - BB LR ©L 16 R D SUT51 % 16 15
(A
“version” XYZ A (X, Y. ZI3HTF) ON—Y 3 E g

HostScan 4.6 (X UZNLUE) & K U Secure Firewall 7R X F % /\—
a3 >50 LUA FE

'ANY' D0 A JLAXZE (endpointam) FALUA XV 1) T+ (REEHF
7+)

RO LUA A7 VT NE[MHEH LT, '"ANY' O 7 A )L AR/~ % — (endpoint.am) % figqd
LET, B EEEFOMBICIET 2720, BERSEASIN2H56R3H 0 £3, ROB
%, 30 B (2592000 F) & Fidk) LINIZFAT SN b D & T REEFH O FEEZR L THET,

assert (function ()
for k,v in pairs(endpoint.am) do
if (EVAL(v.activescan, "EQ", "ok", "string")and EVAL (v.lastupdate, "LT", "2592000",
"integer"))
then
return true
end
end
return false
end) ()
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B avwors—vrn o779 r—LRWARS YT+

'ANY' D/N\—VFIL T7A T 2+—ILEHLWA RS ) Tk

ROLUAZZ VT ML T, 'ANY' D7 7 A 7 0 —/V#lfn/~ % — (endpoint.pfw) %
RBLET,

assert (function ()
for k,v in pairs(endpoint.pfw) do
if (EVAL(v.enabled, "EQ", "ok", "string")) then
return true
end
end
return false
end) ()

BN LUA B3k

BAFIv I TI7EAR) —TEEL TV D5E, —BOERECHERFRENLEE Sh
HIENRBEZDNET, o&ZiF BUFIZREWHIO DAP Z i L2 UE 7R 62 0WIE 2R &
D i‘a—(}

* CheckAndMsg I, DAP 32—/ 3 % K D TR EATHEZ: LUA BB T, FfFIcE S & =2—
P= Ao —VEERLET,

k= F (OU) E7elda—P—FT7 V=7 FOMOREED Ll
« A BRI S T2 N —T R E L OBl b D5 E. VANV R — FOMRAPLE
WD EBHY FET,

ASDM @ [DAP] ~24 >IN D [Advanced] &7 3 = > T LUA #BER AR L. = OZzdkik % 5
TXFET,
DAP CheckAndMsg F8%k

ASA %, LUA CheckAndMsg Bi%% & ¢e DAP L 22— RN &, ZHUT X » TERSK T
T ORI DGO, 22— =2 A v —V%FRLET,

CheckAndMsg B OESCILL T D@ ) T,

CheckAndMsg (value, “<message string if value is true>”, “<message string if value if
false>")

CheckAndMsg BIEX D VERFRIZIE, L FORICHER LT 7Z &0,
* CheckAndMsg (3, RMIOGIH L LTESNIEEZIRL ET,

« SCFHNE A L2 < 7eWiGA . EVAL B E RO E L THEH LT3, &
2Bl E R LET,

(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg")

B 773y 70€RrR)I—
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I
emo warss i

CheckandMsg (% EVAL B OFERZK L, ¥X 2V T 4 T I7A4 T 2 AXZOFEREH
ALT, DAPLa— REBRTRENEINEHILE T, L oa— FOUER Sz fbs,
H—IFx—varihholzfh, ¥X2 VT4 T 7747 AL A ve—VkFER
]\/i—é—o

0U R—XDEEE DI

DAP %, #HEET LDAP — =L IND B0 R EFH & £d, DAP hL—2RD
HTH B 2SI 50, debugdap b L—AZFITL T EEW,

LDAP #—"—(Ta—HP—DBEHS (DN) #ikLET, Ziud, 74 L2 RO EDH
FCa—PF—F TV MRS LINEBBRIICORLET, 22X, =2—F—D DN R
CN=Example User, OU=Admins, dc=cisco, dc=com T» HHE, T D2 —H—|X
OU=Admins,dc=cisco,dc=com |ZfFEL ET, TRXTOEFHEENZOOU (F72iF, 2L~
UTDar7F) HET 258, UToLo1ie, ZOEEC—HT omillalcsE

R
assert (function ()

if ( (type(aaa.ldap.distinguishedName) == "string") and

(string.find (aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil)
) then
return true

end

return false
end) ()

ZOFITIX, string find B CEMERBLAFEH TE T, Z OLFH% distinguishedName 7 1 —

WV ROBBIZT I —F HI2E, XTHNORKIZS #HEHALET,

TI—T AnR—y TOHI

AD I V=T AU R—=2 T ORE = BEDTOIZ, ERRIERELERTEET, 2—F—

DEBOITN—T DAL NR—=ToHDHIENREZLNDTZD, DAP IE LDAP — =225 D

BraRNOR A DT N U ~EEFTLET, UTE2ETT DI, SERERES LI T,
« memberOf 7 o —/L R&FH| & LTHERT 2 (22— =01 207 V=772 IR L
TWDHE5E)

s IKINT=T—H) Ttable] # A 7 ThH%GE. RENTZZENEIO memberOf 7 ¢ —/L K
R IR UALVERT B,

FOEOIZFEIR L, TA M LEBEEZUTFIORLET, Z0FITHEH, =2—F—»n lstu) THK
DOANTNIID I N—T DAL N—ThHEE. ZTODAPIC—EKLET,

assert (function ()

local pattern = "-stus$"

local attribute = aaa.ldap.memberOf

if ((type(attribute) == "string") and
(string.find(attribute, pattern) ~= nil)) then
return true

elseif (type(attribute) == "table") then

local k, v
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for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false
end) ()

79t REBEDH

VNI TR T O T T EABFELBRNGEDT 7 A2 EET 572012, OB EFEHT
XFET, F—3IFx—Ta B ETTHEODOT 7 a b RRESNTWHDAP THEHALET,

assert (
function ()
for k,v in pairs(endpoint.am) do

if (EVAL(v.exists, "EQ”, "true", "string")) then
return false

end
end
return CheckAndMsg(true, "Please install antimalware software before connecting.",
nil)
end) ()

YA =T XRT 0T T AR a——=R3u AL L) ETHE DAPIFIRDO A vE—Y
EFRRLET,

Please install antimalware software before connecting.

< LFEEERZEREI DI
DAP )V —)L CEEOFEAERGEZFEH L T, VALV RI—FRITEDOCN 2 EETE £,

2 ODR BFREER (abe.cisco.com & xyz.cisco.com 72 &) (L -T2 oD B~ NIRRT
ENT2 oD ELZRE LI-HA. DAP/L—/LIZIE. F81T# CN 3 * cisco.com F 7- 13 cisco.com
T 5B OFEEFRIED SR LE T,

WO EMH L T, 22—V —BXUO~ T U OFEHEIZT A /L K- — K issuer_cn cisco.com %
i L CEEED DAP L — L2 EFHRTE £,

assert (
function ()
if ((string.find(endpoint.cert[l].issuer.cn[0], "cisco.com") ~= nil) and
(string.find(endpoint.cert[2].issuer.cn[0], "cisco.com") ~= nil)) then
return true;
end
return false;
end) ()

B 773y 70€RrR)I—



| #4539 702Ky —

DAP EVAL =X 0 41

LUA CinEl N2 1ER T 25618, ROFIZSZIT LTI,

papevAL £l ]

5 BA i

WHKiOWSlO);HI\/Fd‘\O/])‘/ (EVAL ( el int : "EQ", "Wind 10", "stri ")
enapoint.os.version, ’ 1naows s STring

FLUA F =7

CLIENTLESS %721 CVC
AT NEATIT—EK
TEHNE I MO RIRA
VRNLUATF =v 7,

(EVAL (endpoint.application.clienttype, ”EQ”, "CLIENTLESS")
EVAL (endpoint.application.clienttype, “EQ”,"CVC"))

or

RSSOV EYS iy A=/
7 Zx Symantec Enterprise
Protection 73— —® PC
WA VA R—=LENTND
MEI DD RABA b
LUAF =7, £ A F—
LEITWRWGEIEA >
t—UERRLET,

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "NE", "Symantec]
Endpoint Protection","string"),"Symantec Endpoint Protection
was not found on your computer", nil))

McAfee Endpoint Protection
N—=T =3 10005 10.5.3
BEONR—=Y 3 106 LI
Aoz FRA > b LUA
Fxv7,

(EVAL (endpoint.am["1637"] .version, "GE","10", "version") and
EVAL (endpoint.am["1637"] .version, "LT","10.5.4","version")
EVAL (endpoint.am["1637"] .version, "GE","10.6", "version"))

or

McAfee ¥ /L7 = 7 kIR E
FNWE 10 B (864000
) NICEF S nne
IMDT L RRA > FLUA
F v T, BHBLERY
BlIA Y E—EERLE
7

(CheckAndMsg (EVAL (endpoint ..am[""1637"] . lastupdate, "GI", "864000", "integer") , "Update
needed! Please wait for McAfee to load the latest dat file.",
nil))

debug dap trace T
erdpoint..os.windows hot Fix [ "KR23414"]
= "true"; MR I NTZRIZ
FFEDR Y N7 4 v 7 AN
HLINEIIPDF =T,

(CheckAndMsg (EVAL (endpoint.os.windows.hotfix ["KB923414"], "NE", "true"),
"The required hotfix is not installed on your PC.",nil))

T TFRETOTSLDFTVvI EAVvE—CSDRTE

N2 TRRY 7 b 2Tk, = Fa—P—0lEICRONWTEBEETE L9124 v
Y —UERETEET, TZBANHFTEINTEZES. ASA TR —Z /L X—T D DAP FHli 7 1
T ATERINIZTRTORA v E—V%2FoRLET, 727 BARES SN 5E. ASAIL T4 —
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Sx—var] WEOFEKLEZRST2TRTOA =% DAP OIEL T, 77 7% on
A R=VIZE R LET,

WOBNL, Z O¥EEE % L T Symantec Endpoint Protection D A7 — % A% F = v 7§ 5 Fik
ERLET,

1.

@ LUA % =2 ©°— L., [Add/Edit Dynamic Access Policy] ~% > ® [Advanced] 7 4 —/V K
RSO E9 (Amicdh 2 —EHRHZ 27 ) v 7 LT, 74—V RERBELET) .

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint
Protection","string") and EVAL (endpoint.am["538"].activescan, "NE", "ok","string")
"Symantec Endpoint Protection is disabled. You must enable before being granted
access", nil))

A U [Advanced] 7 4 —/L R C, [OR]AR¥ &7V v/ LET,

T [Access Attributes] 7 7 > a > O —FLE D [Action] ¥ 7 T, [Terminate] 7 U v 7 L E
j—o

Symantec Endpoint Protection 231 > A b —/L I TV 5 H DD 72> TV D PC B2
LET, ESNDIMBRIL, BRI ahd, 2—F—ICROA v E—UNRRIN
5E0H HOTY, [Symantec Endpoint Protection is disabled. You must enable before being
granted access] o

ROz 7REITOTSLE2AULERBLEERDF VY

Z OfFITiE, Symantec F721E McAfee D=L = THRIK T 0 7T ARGFHETENE I I, F
7oy UANVARERN2H (172,800 ) UNOHLDOTHLMNE I afER LET, EHEN2 H
PUERELTCHDEHA, ASAITEy v avz2KTL, AvE—VEEERY V7 2F R LE
T TOXARTEZTTHIE, ROFIMEEZFEITLET,

1.

WD LUA % =2 ©°— L., [Add/Edit Dynamic Access Policy] ~% > ® [Advanced] 7 4 —/V
WZRED AT £

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint

Protection","string") and EVAL (endpoint.am["538"].lastupdate, "GT","172800", "integer"),
"Symantec Endpoint Protection Virus Definitions are Out of Date. You must run

LiveUpdate before being granted access", nil)) or

(CheckAndMsg (EVAL (endpoint.am["1637"] .description, "EQ", "McAfee Endpoint

Security", "string") and EVAL (endpoint.am["1637"].lastupdate, "GT","172800","integer"),
"McAfee Endpoint Security Virus Definitions are Out of Date. You must update your

McAfee Virus Definitions before being granted access", nil))

[7 U [Advanced] 7 4 —/V R T, [AND| %7 U v 7 LE7,

T [Access Attributes] 7 7 3 5 > D—3F /LD [Action] # 7 C. [Terminate] #27 V v 7 LF
To

Symantec £ 721% McAfee DV Y = TR T2 7T LA VA M—/LEINTEY, N—
Parn2 BUERIOLDTH D PCLEER L ET,

FER L LT, BEILEFF SN, —3—IZ [virus definitions are out of date] &9 A
T —=UNEREINDZENTRHIENET,
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pAP 7o £ 2 ARy L —EonE [

DAP 7 7 R ELEFR]AR Y O—BIHEDERTE

ER2THIY 7 LT, FTHNDT 4 — )L REHRELET,
FE

ATy FEOEREII3E v v a VI S DRI 2 FEET 521X, [Action] ¥ 7 Z IR L
E3

*[Continue] : (F7 4/ k) By a A7 7vA RN —@tzmHLET,

* [Quarantine] : BEZFEHT 5L, VPNRHTT TIZ b RV EFHENL L TWDFRED Y 7

A7 hERIRTEET, ASAIL, HlRfF& ACLZ & v > = @M L THIBRMT & 7 v—
TR LET, ZOKEIZRLDIF, BIRSNTZDAP La— T, =2 FRA bR
FHE CTEINTWVAIRY —|ZHEI L TWARWEATH, 2—F— 3 —ERIZT 7
TALTEETEETN, 2—VP—IHIRAT bR ET, BEE, =2—VF—13FERT
XFET, TOFERICEID, HLWAAF ¥y TEAA L IBREBEINET, ZOTEAX
VNCEKTAE, BREINET, ZORT A =X 2T HI2IE, AnyConnect & F =
TEEY T 4 #BEEZ AR — F L TVWA AnyConnect 7 7 A 7>~ U U —ARPNETT,

* [Terminate] : & v a 2T LET,

* [UserMessage] : ZDDAP L2 — R EIRIN DL & &I, R—F N RX=VIZRKRTHTF
ARMAyE—=VEBANLET, K490 LFEANTEET, 22—V — A vv—IF,
BODA—7 L LTRRINET, =2—Fnnr M358, Ave—IF3EEREL T
MOERELEY, BFO DAP La— FA@ERE, Zthila—Y— X vt —V0bH
DAL, =Y — A v —URTRTERENET,

URL R°Z DODIALT HF A M2 ZH o Z LN TEET, ZOHAIE, IELVHTML
2T EHEHTAIRERNHY T, Fl T_XToOa s 77 2iFk, ZHERO~LY =7 5K
V7 U =T OT v 7 L— FRIRIZONWT, <a
href="http://wwwin.example.com/procedure.html>Instructions</a> # &M L T< 72 &),

AT 72 [Network ACL Filters] # 7 %8R L, ZDDAP L a— N2 shd>ry U —27 ACL &%
El—/\ij—o

DAP @ ACL IZ1E, #FAA— NV EIFEENLV— L EEOD I ENTEETE, MFEE05 2
LIXITEER A, ACLIZFFRAIL—/L EHHEGL— VO N EENTWDEE, ASAITZEDACL
PG LET,

e [Network ACL] Kz FZ 7 ) 2k : 2O DAP L a— RGBT, T TICRTEFH
DFx v hU—27 ACL Zi&IR L £, ACLI(ZIE, #Fr/L— L HEHEL—LVOEEDOMAE
bEERETCEET, ZO7 4= KL, IPABIOIPV6 Xy NU—2 v T 747D
TIEAN—NVEFERTE HME ACL ZHR—KFLTWET,

* [Manage] : %~ hU—72 ACL ZiBH1, Rk, BLOHIFRT 2L 21270 v 7 LET,
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* [Network ACL] U Ak : ZTODAP L a— RKDF* v hU—27 ACL NFE/RINET,

c[Add]: Rr v 7H oy JARCER LRy b7 —2 ACL 234710 [Network ACLs] V
A }\ QLLJJI] é*‘djﬁ—g«o

*[Delete] : 7 Vw7 F5L, EFAERINTND Ry T —27 ACL 7 [Network ACLs] Y A
FPGHIBRESET, ASA 22D ACL ZHIBRT 511X, £7 DAP L a2— RinH%0D ACL
ZHIBRT D ERH Y 7,

AT T3 [Web-Type ACL Filters (clientless)] # 7 % &R L, Z DAP L 22— RIZiEH S5 Web & A4 7
ACLZRELE T, DAP D ACLIZIE, FAEI3EGLV— AT E2EDH LN TEET,
MlLﬁiw—w&ﬁfw—w@ﬁﬁ@aiﬂfméﬁDHwAi%@Ml%%fbiﬁo

« [Web-Type ACL] ke v 7 X2 UX K : Z0ODAP L 2— RIGEMT 5, EFHAD
Web-type ACL Z 3R L £9°, ACL (Zi, FFrL—/L EHEGL— LV OEREOMAR DY %
BETEET,

* [Manage] : Web % A 7" ACL #iB80, fate. HIfRT 2L &7V v 7 LET,
* [Web-Type ACL] U A k : Z® DAP L =2— R Web-type ACL NFE /RSN ET,

*[Add] : Fe vy 7 X7 U A NTE®EIRLZ Web ¥4 7 ACL 23451f|0> [Web-Type ACLs] U
A MZBMsnEd,

«[Delete] : 7 U v 745 L. Web-type ACL D 1 DA [Web-Type ACLs] U 2 h xS HIREH
£9, ASA 7D ACL ZHIERT 521X, £ DAP L 2— Kb E D ACL ZHIBRd 5 48
N0 ET,

AT w8 [Functions] ¥ 7ZIBRL, 77 A NP —N"—x2 N LTTP0 7 HTTP 7 uF, BX
U'DAP L a— KO URL > U ZRELET,

» [File Server Browsing] : 7 7 A /b % — _"—F L3I EAED CIFS 77 UV v VA X —7
NERET 4 =T M LET,

7' Z 7 XZiX, NBNS (A X — 7 F 7713 WINS) NMIETY, NBNS IZ[EENZ
LA, NBNS 3% E S TCWRWEATL, DNS A LE£9, CIFS 77 v Xi#
ECTIT. EBEAYR—FENTOEEA,

« [File Server Entry] : R—% /)L X—=T Ta—H—R1T7 7 £ )L $— =D RRAB L CLRTE A
NTEDLEICTDHNEIDPERELET, A R—T MRS TNDIHEE, A—F 1 ~—
T AN == N D R UREEINET, — % Windows 7 7 1 /LD
NALEBEBRANITEEST, 2=V, 7rAaAraFvre— R Wk, Bk, 4R
., BLOBEITEET, /2, 77 ANVBIO T AT EBNTAZELTEET, M
FATIREZ2 Windows V— " —TCa—H— 7 7 v 2 L CHRAEEZRETILELH Y £3,
Xy NT—=7 QERZL > TE, 2—F =BT 7 A ~DT 7 & AFNIRAEZ 50T D3
DHHZEHH FT,

« [HTTPProxy] : 7 7 A4 7> h~OHTTP 7 7L v k 7% OlskiclEE LEd, 207
ook, W T Y ERICT T 57 7 2 m Y — (Java, ActiveX, Flash 72 &)
WCHLTHEHATY, 2O7aXUicsk->T, X2 VT4 77 T4 7 AOMEM &k L
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ATy TH

DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

N, w7 YT EERETEET, BRI X, BENICT 7 o Hun
IR¥y ar74X¥al—vayEEELT, $TOHTTP 38 L OVHTTPS R4 Hi L
Wrady ar74Xal—varicV A L7 hL%d, HTML, CSS. JavaScript,
VBScript, ActiveX, JavaZ2 &, LA ETXTOI FA4 T MUlT 7 /oo =P KR—h
ENTWET, AR —=FENTWDTZ 7H¥X, Microsoft Internet Explorer 7215 T3,

* [URL Entry] : R—# )L X— T —HF =R HTTP/HTTPSURL # A1 CX A L 512757
EOMERELET, TOWENA R—T NIl > TWAHYE, =2—HF—[XURL = K
URy 7 AT Web 7 RLAZ AN TEET,

SSLVPN i HHL Tt T XTCTOYA FEDBERILT L EXFaT 20D L 1InE 4
lo SSLVPNX, %Xy hU—7 EDYE— | 22— —DPCRY—7 AT — 3 L ASA
EDOMDOT =2k DOEX 2T 4 ZRFETHHDOTT, Lizdi->T, —H%—7» HTTPS LA
HDOWeb VY —2 (L& —Fy F ERPWNEIRY NU—2 RICHDHY Y —X) 1T 7 8AT
L6, ABED ASA S HWD Web — _R—F TOBEFIXEXF2T7 TlEdH A,

7547 ML A VPN ##TlE, ASAIZT Ly R 2—HF—0 Web 77 wH & ¥ —4 >~ k Web
==L DMOT xR L UTHEEL £, =—3—72% SSL i Web ¥ — S —IZH5ki T 5
ELASA TR AT R AL L, Y — =D SSLIEAEEZMIEL £, = K 2—H—
TP TRENTAHELZZE LRV, EHEEZHAEL TRIETHZ L IFTEEH
Ae SSLVPN OHIUEDFEEETIL, HIRUIIIC /2 > T2FEAZEZ R T DA b & OWE 13 S
NEHEA, Flo, ASAITEETE D CATGEHEORGEL EITLETA, 20D, 2—F—
I%. SSL %D Web H— "= LIBET HHIIC, DO — =T L VR S NTREHE L 5T
THZLIITEEREA,

=Y —DA v H—F v N TV EAZHIRT HI21%, [Disable for the URL Entry] 7 4 —/L K%
HIRLET, 2k, SSLVPN —H#—R2 F 47 kL A VPN #6412 Web $— 7 ¢
VTCERWVWESICLET,

*[Unchanged] : (F7 A4/ 1K) 27 Vw2 35&, Zokyvavil@EiansdZr—7 K
U —nbOEMEH S ET,

* [Enable/Disable] : #§FEZ A R —T WCT 2T 4 B—TWICT D0 EHRELET,

 [Auto-start] : 7V v 745 L HTTP 70 F U BNA X —T7 2720 . Zh b OMEREIC BT
FHENET Ly FADAP L a— RICL > CHEIMIZEEI ¢ 2 L 512720 9,

[Port Forwarding Lists] # 7 Z3#R L, 2—%— ¥ v a3 DR — Mkl A M E2RELET,

R— MEEIZEY 7 V=T A Y E— b 2—F =%, BEHMOMEE TCP/IP A— h THlET 57
FAT YV MYP—=N=T TV r—v a7 7 EATEET, VE—ba2—F—iF n—A1
PCICA VA M—=NENTI TAT N T TV =2 areffiLT, 2077V r—va v
EYR—FTBVE—FP—R—ZZRIIT 7 EATEET, A2 TliX, Windows Terminal
Services, Telnet, Secure FTP (FTP over SSH) . Perforce, Outlook Express, 5 4T Lotus Notes
IZOWTTARLTWET, ZOMD TCP X—ADT 7Y r—a rO—ibigEd s L%
AONETH, YAATET A FLTWER A,

GE)
N— MEREIL, —#80 SSL/TLS N—2 3 U T T £8 A,
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EFE

R— Pk (T 7V r—var 778R) BEOTVXAGERHELFR— 57201, Y
F— F 22 B 2 — (2 Sun Microsystems Java 7 > % A LBgHE (JRE) A > A h—/L LT
LT L EMERLET,

* [Port Forwarding] : Z® DAP L = — RIZEHA SN DR — MEEY A hOF 7L a &3 iR
LET, 2D 7 £ =)V ROEDMMDEIEIX, [Port Forwarding] % [Enable] ¥ 7213 [Auto-start]

WCRE LTSGR A R— 7 20 £,
*[Unchanged] : 7V v 27325 &, BUENFITar 74X alb—a UhbHllRSNET,
* [Enable/Disable] : R — Mzik%E A F—T NMIT 0T 4 =T NMZTEI0ERELET,

* [Auto-start] : 7 U v 7§ % LR— MEENA R —T7 /WY | DAP L=t — ROR— MEE
U A MCBEMT bR — M%7 7Ly MAHBIMICEE TS K512 £9,

* [Port Forwarding List] K2 > 7% 7> U A | : DAP L 22— RIZIBINT 5, REFLADR—
MigEY A M ZIBIR L ET,

o [New..] : HFHOR— MREY A NERETHEXIZZ Y 7 LET,
s [Port Forwarding Lists] (7X/L72 L) :DAP L 22— ROAR— MRk Y A MR FRSNET,

c[Add] : 7V w7325 L, Ry H o U A NTERLZA— MEEY A RBAEROR—
FMEZE Y 2 MBS ET,

s[Delete] : 7V w795 E, BRENTWVWDEAR— MEEY X F3FR— MREE U X S HHIER
SINET, ASANPHAR— MEXEY X MEHIFRTHI21E, FTDAPLa—RKhoLZFDY R
r&HIBRT DMENH Y 9,

AT 76 [Bookmarks] # 7 #RIRL, FFEDL—H— &y a URLDT v/ ~—7 ZHELET,
s [Enable bookmarks] : 7 U v 7§25 LA RX—T NIV ET, ZOF =y IRy T ANE

TDEET, BEROR—HFN RX—IZ T v I~ — T IFEREINEE A,

« [Bookmark] K& v F& > U A | : DAP La— RIZBINT 5, REFHDT v 7 ~—V
IR L ET,

«[Manage..] : 7w/ ~—27 %8BI, £ FR—b, =7 AKR—b, HIRTHLEI7 v
LET,

« [Bookmarks] (7172 1L) : ZODAP L2— RO URL U A hRFEREINET,

c[Add>>]: 7V w7 F5E, Fuy7ZXEZor A NCTRERLEZT v 7 ~—27 3 AMIOURL
Ak B ET,

s[Delete] : 7 Vw2735, BRENTWNWDLT v 7 ~—27 URL U A MNMENHHIBRE L
T3, ASANS T v I ~—7 HZHIBRT HI21E, FTDAP La— RnbLEDT v I ~—7
ZHIBRT 20BN H Y E7,

AT Y FT [Access Method] # 7 #INL, FFA[T2VE—F T2 ADHA THRELET,
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* [Unchanged] : BIfEDO U E— bk 77 A FR A S EH L £,

« AnyConnect 7 54 7 > b : Cisco Secure Client AnyConnect VPN 27 7 1 7 > k@D AnyConnect
VPN & ¥ 2 —/b 2 i LT %

« [Web-Portal] : 7 54 7 > kL 2 VPN THfE L £,

« Both-default-Web-Portal : 77 71 7 > kL A £ 7213 AnyConnect 7 7 A 7 > b & L CHif
LET, 74NV MIZTFAT L FLATT,

« Both-default-AnyConnect 2 547> b : 7 A4 7 F LA E 72T AnyConnect 7 7 A 7 1
FaEIT L CERLE T, AnyConnect 7 7 A 7> bDT 74V MITZ FA T FLATT,

RATv T8 [AnyConnect 7 54 T2 R ¥ 7 %#ZEIR L, Always-on VPN 7 7 7 D AT — X A% RN L 7,

* Always-On VPN for AnyConnect 7 7 7 > b : AnyConnect 7 7 A4 7> f h—E A7 7 7
A /LN D Always-on VPN 7 7 ViR E & RETIZT D0, 7 4 =7 /M T 575>, AnyConnect
7IAT T T ANVERECENT L EEELET,

TG A =R T HITIE, CiscoWeb X =2V T 4 TTITAT L ADY U—AN,
Cisco Secure 7 74 7 > b @ AnyConnect VPN £ = — /UK L TEF 2T EEU T 4
Va—valry 48y 7Y R—FLTWAMENRHY £9, 7, AnyConnect 7
FGAT DYV =20, X277 EC VT4 V)a—var] OBREEYR—FL
TWAMELH Y 9, FEMIZ OV TiX,  [Cisco AnyConnect VPN Client Administrator
Guide] &ML T 7230,

AT w79 [AnyConnect 7 7 A 7 > k B A% LJEME (AnyConnect Client Custom Attributes) | & 7 % 3R
L. EBHFLOH AL NEMEEZFR LT, ZORY —ICEEMTET, £/2. h 2 Z L@
EERLTODL, TNOLEZORY —ICE#f T &b TEET,

A AL LJEPEIX AnyConnect 7 T A 7 > MIFE S, 7 v 77 L— ROIEM 72 E OBERE A3
ET A0 ESNET, DA LBEIIIZA T L4 EOERH Y £9, ETEED
A THEHRLILE, ZOZA TOAAMTEOMEA 1 DL EERTE £, BBl L THRIE
T LHEE DAL NEHEOFEMIZOWTIEL, LTS AnyConnect 7 7 A4 72k U U —2X
@ [Cisco AnyConnect Secure Mobility Client Administrator Guide] # &R L T 7230y,

B AKX LEMEIL, [RE (Configuration) ]>[V E— F7 2 A VPN (Remote Access VPN) ]>
[Fy hU—2 (T4 T k) 727 EA (Network (Client) Access) 1> [E#llEXE (Advanced) ]
>[AnyConnect 77 7 A 7> b # A% LJEME (Custom Attributes) ] 35 X O [AnyConnect 27 7 4 7
v M AH LNEMES (Custom Attribute Names) | CHANCER TEXET, FRHCER LTI A
2 LM, XA FI v TIRBAR) = NA—7 K)o —DOW G CHERAINET,
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DAP ~ L—RMDET

DAP hL—RAEFTT DL, TRTCOERELT /XA AD DAP = KA > MBMENRF RS
nEJ,

FIE

ATFwF1 SSHZ—IF /b ASA IZ 1 74 U CHiME EXEC £— REBAA L £,
ASA O¥i#E EXEC £— FTIE, #REND 727 M hostname# &720 97,

AT T2 DAPT ARy A %—T NI LET, By arOTXRTODAPBHERZY—IF L7 0 R
JIZERRSINET,

hostname# debug dap trace

endpoint.anyconnect.clientversion="0.16.0021";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.platformversion="4.1";
endpoint.anyconnect.devicetype="iPhonel, 2";
endpoint.anyconnect.deviceuniqueid="dd13ce3547£f2falb2c3d4e5£697h81950£a03£75";

ATvF3 ({TE) DAP FL—RADMNEMRBET DI, a2 ROMNET AT A v 72k £,
ASA TORF > FOFEMIZ OV TIL, [Cisco ASA Series General Operations ASDM Configuration
Guidell @ [Configure Logging] #ZM L T 7Z &0,

DAP 051

*DAP #fHfH LIy hU—7 UV —2ADEFH (B81—)
« DAP Z{#iffl L7~ WebVPN ACL O (39 ~<—2)

*DAP 2L % CSD T = v 7 Ol LAY —oif (40 2—)

DAP R L=y FO—9 J)Y—XADEE

OB, 2=V —FFZIN—T DRy NT—F VY —REEXRTDHHEE LT, ¥AF

R I T IRBARNI U—EHETDHHIEERLTWET, Trusted VPN Access &9 ZRITOD
DAP 7RV > —|%, Cisco Secure Client 2 7 A 7> F LA VPN 7 7 £ A & AnyConnect VPN &
Va—/VT 7 A%FFA LET, Untrusted VPN Access & W) LRIDRY v —E, 7 74T
NLUAVPN T 7 AT ZHFFAI L £,
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FIE

AT w71 ASDM ., [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Dynamic
Access Policies] > [Add/Edit Dynamic Access Policy] > [Endpoint] (28 L %9,

AT T2 ZFERY > —ORDOBEMEEZZRELET,

B Trusted_VPN_Access Untrusted_VPN_Access

Endpoint Attribute Type Policy Trusted Untrusted

Endpoint Attribute Process ieexplore.exe

Advanced Endpoint Assessment AntiVirus= McAfee Attribute

CSD L ocation Trusted Untrusted

L DAP member Of Engineering, Managers R K —

ACL Web-Type ACL

TOER AnyConnect ¥ 54 7 > ~ |Web Portal
BLOWeb R—% )L

DAP % {% A L 7= WebVPN ACL ® & A

DAP Ti&, Network ACLs (IPsec 35X OF AnyConnect 7 7 A 7> k ®#4) . URL U A L, B
X O Functions &8, 778 AR) v—BEOY 7y NEEEEHATEET, /A —7 K
Vo—DH SN —F£70FA7 Y v h v U R M Bidid, BE#EEHTEEE A,
[Add/Edit Dynamic Access Policy] <X @ [Access Policy Attributes] % 7 (Z1d, DAP 73 [EH%ik
SNDBEDTERIRA = a—DNRRINET,

Active Directory/LDAP (X, =—H— 7L —T KY v — Ao N"—v T ea—HF—x D
ImemberOf] @MEE L TIRIFLE9, AD /b —7HNDO 2 —H — (memberOf) = ASA NEXTE
# 7 Web # A 7" ACL % 3# i % Engineering & 725 X 912, DAP #E&E L £,

FIE

AT w71 ASDM T, [Add AAA Attributes] <A > ZBE) L £9 ([Configuration] >[Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Palicy] >
[AAA Attributes section] > [Add AAA Attribute]) .

ATV T2 AAABMEZ A 7L LTI, Fry XX U A MaMH LT [LDAP] 23&R L £,

g4+3v9 792Ky — [}
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ATvT3

ATv74

ATy TH
ATvT6

[Attribute ID] 7 4 —/L RIZ, ZZIZRELd LB Y ImemberOf] & AT LET, KILF L/

FOXBNIHEETT,

[Value] 7 4 —/V R T, Ry XU YR NEFEHLT[=] Z&RL, BEO7 44— R
[Engineering] & AJJLET,

~A > D [Access Policy Attributes] fEJk ¢, [Web-Type ACL Filters] # 7% 7 U v 7 LE7,

[Web-Type ACL] K v 7% 7 URX NEEH LT, AD Z/b—7" (memberOf) = Engineering
DA—H—ZHHT 5 ACL 23R L 7,

DAP[C K5 CSD Fx vy Dafl&AR) o—DiEHA

FIE

ATy T

ATy T2

ATvT3

RATv74

ATy TH

ATvT6

ATy 17
ATvT8

ATvT9

ZOFITIE, 22— =02 DOHFE AD/LDAP 7' /L —=" (Engineering 35 &2 U Employees) & 1
DOFRFE ASA P FN TN—TIRT D L& F = v 725 DAP #{FR L £ 7, £ DK,
ACL Za—¥—Z@M L£7,

DAP N EA ENDACLIZE Y, VY —R2R~DT 7 AZHELET, T 5HDACLIE, ASA
DIN—T K —TEZRINDEDACL IV b ET, £/ ASAIEL, A7V v b
oo U A b, 25— DNS72 . DAP TiEF F 7213514 S e WEEE T O AAA
TN—T RY I —E L — L e @ErmEAE L Ed,

ASDM T, [Add AAA Attributes] <A > (2 @) L £3 ([Configuration] >[Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute]) .

AAA BIMEZ A 7L LTI, Fry XX o U A & LT [LDAP] 23&R L £,
[Attribute ID] 7 4 —/L RIZ, ZZIZRELd LB Y ImemberOf] & AT LET, KILF L/
FORHNIREETT,

[Value] 7 4 —/V R T, Ry XU URNEFEHLT[=] Z&RL, BEO7 44— R
[Engineering] & AJJL 7,

[Attribute ID] 7 4 —/L RIZ, ZZIRENDHEHBY TmemberOf] & AN LET, KILFLE/NII
FOXBNIEZETT,

[Value] 7 4 —/V KT, Ry 7 Xy VA RNEMHL T[] Z&®IRL, BEO7 4 —L RIZ
[Employees| & AJJL 7,

AAA X A 7L LTI, Fey 7 & o2 U A M&H LT [Cisco] Zi#EIR L 9,
[Tunnel] 7 Vv—7" Ry 7 A4 L, Ky XX UAXARNEEA LT Z2&RL, Bo
Foy7Hy s JARNTHEEZR b Z7v—>7 (A o—) Z@RLET,

[Access Policy Attributes] i3 [Network ACL Filters] # 7 C, RiD AT v 7 TEF L 72 DAP }
Wiy —F—IZEMH T 5 ACL &R L £,
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DAP £BRAL Ty ay b—s o0ty 728275

DAP ZERAL Tty Yav =0 oDtEXa) T4 Z2HFET S

FIE

ATy T

ASA 73AnyConnect 7 7 A 7 2 h /6D VPN # H R 230G 5 &, ASA Tty v ar b—
Ik TAT 2 MTIRLET, AnyConnect4.9 (MR1) LI, ASA & AnyConnect 7 74 7
YhE By var b= 0Xa VT 2l oA = ALY R LET,
AnyConnect 7 7 A7 Ity v a v b= DX a V7 429 KR—rT25L912, DAP
ERETHDLENDH Y £7,

DAP %z RaRA > MEtEpoE &~/ L. LUARZ D7 b2 LT, b—2 k¥
V7 4 ZHHR— bk LTWieWAnyConnect 7 7 A 7 2 hN—2 3 Vb O AT A ES L £
R

ASDM T, [ (Configuration) |1>>[JE— ;7% X VPN (Remote AccessVPN) ]>>
[y kD=9 (U54TF7 2 k) 7YX (Network (Client) Access) |>>[F 4TI v I 70+t
A1) &— (Dynamic AccessPalicies) | > > [#4F+ X v R O—DEM/ARSE (Add/Edit
Dynamic Access Policy) &R L £,
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Add Dynamic Access Policy

PalicyMame: |dap_ac_token_security_check -
Description: ACL Priority: |0
Selection Criteria
Define the AAA and endpoint attributes used to select this access policy. A policyis used when a user's authorization attributes match the AAA attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and/or by expanding the Advanced option to
specify the logical expression text.
User has ANY of the following AAA Attributes values.., and the following endpoint attributes are satisfied.
AAA Attribute Operation/Value Add Endpoint ID Name/Operation/Value Add
Edit dienttype = AnyConnect Edit
Delete Delete
Logical Op.
Advanced ®
(@ao (or
Logical Expressions:
({typelendpoint.anyconnect session_token_security)~="string" or EV AL{endpoint.anyconnect.session_token_security, NE","true”,"string"))
Guide
AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting WPM authorization policyis an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).
Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions
Action: O Continue O Quarantine @ Terminate 0
Specify the message that will be displayed when this record is selected.
Connection Rejected - AnyConnect client version not supporhed|
User Message:
v
£ >

ATv T2 = RRA » MNEMEOBIRGEE T, B (Add) 15227V v 7 LET,
a) [T RARA > MEVEX A7 (Endpoint Attribute Type) | Ke v 7 X 0T, [7T7V r—
v = (Application) | ZEIR L E T,
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