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sha384 SHA2, 384 B FDX (384 Y DX ATz A M TEFaT ANy a7 AT
A4z AR AL SHA2 #HELET,
shas12 SHA2. 512 Ew FOX 512w hOAA P2 A R TEFaT ~Nyia 7T
A4 V= AR AL SHA2 ZRELE T,
priority ARV v—F— RNEIELE T, B IPsec V3 BEREN
PR — kI, AES-GCM ¥ L TNECDH DR E 7 Suite B
YR—RMZEENDH LI FT,
group - - — Diffie-Hellman 7 /L — 7" ID i L £, ZDID X, 2
1419202124 | 7L =714 2048 £y | 5 Ipsec BT 8. MHEIC LG RBIERA LT 5 DT
) 17, EAREER AT M oI A LET,
Diffie-Hellman 7 /L —7H S/ NEWVIE L, FEITITHNE
732 CPU R &0 72 < 72 0 ¥4, Diffie-Hellman 7 /L — 7
TBMREIWVIZIE, X 20T bEm<L< 20 F1,
T 73/ ME (DH) 7 Vv—7 14 TT,
lifetime BHIE 120 ~ 2147483647 Fb SATA THALEELET, 774/ ME86,400F),
L SF Y 24T, FHIE LT, 947 %A L0EN
(86400 = 7 ) L RPN “
SR 13, ISAKMP xS m—3 a3 Ot (b AR

£T) B RVFET, 7L, TA T XA LDDBENE
E. ASA T L D IPsec SA D& v N7 v THEREN mE I

0 ET,
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g2 8—7x4 2TOKEDA *—T it [

NEBA B —TTAATDIKEDA =r—T L1k

VPN h U RV OfESG L 72 DA VB —T =4 AT, IKEZA R —7 )L *ﬁ“‘éz\%ﬁ%@iﬁ“ 1M
WIS (o, TV wY) S F—T 2 A ATT, IKEvl £721XIKEV2 AT 51
L. crypto [ikevl | ikev2] enableinterface-name =~ > K%, v 7V E i~/ F 2 /TﬂEX

NE—FDZ =L a7 4 Fal— g F— RTEITLET,

Bl

hostname (config) # crypto ikevl enable outside

IKEV1 79 Ly TE—FDA R—TILFE=ITFT 1 —TILiE

7x—AXA1DIKEvl T =—2 a3 TlE, AV E—FRET 7Ly 7 E—RDELL Y
fFHCcExET, EHLL0DE—RLEFRICY—EREZRMELETHN, 77y 7 E— RTIEET
MO 2 BI7Z T MET, AFF3 Ay E—VERD iﬁ“ (A3 [ET, BEl6 A v E—
TIEHY FHA) , Aggressive T— ROEFREHHETT 2, BENS—T 4O ID Ifr#EINEE

lo ZDTeD, BX 2T 7RSALHELT HRNC, BT CIDIEHREZ MRS 20N H D £7,

Ty 7 =KX, T4V KT X—T N> TET,

\)

G 77vvy 7 E®T—KRK&ET 4 —7 N3 5HE, Cisco VPN Client 1Z, ASA ~D b > RV E ST
THOOHERIFF—FREAEHCE < 2D FT, =L, FEAEICESSEREE (oF
D ASA F721XRSA) ZHEHLTCr U RNV EMLTEET,

72— X1IKEVl X I —3 g TOT T Ly TE— R FX—TMITHI0E, Yo7
NEF~NTF L THFAMNE—RTROa~v N2 AN LET,

hostname (config) # crypto map <map-name> seg-num set ikevl phasel-mode aggressive
<group-name>

Ty T = RET 4= N T DI, Yo LERIIeLTF 3y THREA N FT— R
THRDa<w ReEATTLET,

hostname (config) # crypto ikevl am-disable

Ty T = ReWalAT A =T NV LB T 2= MZETIZNE, Zoa<w R
Dno FEREFHEHAL EF, #:

hostname (config)# no crypto ikevl am-disable

IKEvl 5 & U IKEv2 ISAKMP E 7 DRI AKX DRTE

IKEvl ¥£72(Z IKEV2 ISAKMP 7 = — X[ X F ¥ m—3 g Tk, E7 PHEICHEFLZ#RNT 5
WERDH Y £, ZOMBIGRIT, ROFT v 2 v bEBERTE £,

IPsec & & UF ISAKMP .
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Address ISAKMP OFBEMAERZHT HHRAFDOIP 7 RURAZHEHLET,

Automatic B A S > CTISAKMP % ST —3 g Ut ) £,
(77 v c FFIFEEF—D P T KL 2

~)
« REMERRRE DR ERBE A 4

Hostname ISAKMP OFBIEMAZ LT AR A FOFEREM RAA V42 FERLET (5
THIV ) . TOLENE, BRA R E RAAL VA THESNE T,

Key ID UE— b ET7DNEANEAF—ZRRT LD T A N 72 BELE
key_id_string e

ASA I, BT ETH 72— 10D EFEHALET, Zux, FaidkaE X —CHIEE1TH
A A v F— RTO LAN-to-LAN IKEv1 ##t # R\ T, 9°XTD VPN v U A TiTrbivET,

BT TR ELEE T A, YA EREFYATF Ay TR AN E— N TROa v Nk
A LET,

cryptoisakmp identity {address| hostname | key-id id-string | auto}
Tz, Moa~vr RIEe7T#ENGFRE TRA M) ITRELET,

hostname (config) # crypto isakmp identity hostname

INVALID_SELECTORS ;& %]

. IPsec &

IPsec AT LANSA ETHEE NNy FEZEL, 20Ty RO~y X — 7 14—V RI3SAH
DRV I ZIZHEE Lot Haik, Ty NEBEETLILERHY 3, Ok
DA a 7 = b UIZIE, BIfEO BIE, SPI, IPsec”' 1 h=a/b N7y hOEEFEILE5EE, £
DD ANTFRIEGE/R N DRI ME, BIOBEESA = NV OB L7 X ENREENE
T, VAT AL, BT X T2 TIZEK LRSIl Gy RBESINT-Z %
7~ 9 INVALID_SELECTORS @ IKE %1% A L C, {576 (IPsec E'7) IZEFE L ET,

ASA [F, WRITRTBEAFD syslog Z A LT, CIMNIZZ DA N> bD w7 2R L T
ij—o

$ASA-4-751027: IKEv2 Received INVALID SELECTORS Notification from peer: <peer IP>. Peer
received a packet (SPI=<spi>) from <local IP>. The decapsulated inner packet didn't match
the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt dest port>,

source <pkt saddr>, port <pkt src port>, protocol <pkt prot>

BEHFIL, SAHO NI 7 4 v 7 BL 72— LARWERFE 7 v b SA L TRIFEEINTH
A, ET~DOIKEV BHOEEEZAEITEMcTCED LR E L, ALz
A, IKEV2 BHIA v =V NS5 T LICSA BT 1 SOBEMA v E—VICHIR S ET,
IKEv2 #%11E, IKEV2 [FiREHTETIZEE SN ET,

& U ISAKMP
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650 Kz Eitgr—oxz ]

16 D IKEv2 FFTEBF X —DERTE
g—HALLYE— NOMFOHERILAEF— vy NlxF—VU—FOhexZBMT A L2k -
T, 16 #35D IKEV2 FrijdkAF—%2RTTHZ N TEET,

ikev2 local-authentication pre-shared-key [ 0 | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ 0 | 8 | hex ] <string>

-~ -~ i e e
IKE BE1DEEDENEFT = ITENE
EHF X, IKEV2 IPsec VPN #f5t E CEOERHAD N T 7 4 v 7 L7 7 &~ LR WERFEN
7y MINZEENTZHAIL, BT ~DIKEBMOREEANEITENTEHENTEE
T, ZOBMADEREILT 7 40 FTEMICR > TWET, ASDMEFHE Ca—¥ —4 238704
%354 @ IKE INVALID_SELECTORS #8100 X(5 1%, RO CLI i H L CHR E /X iz L
i‘ﬂ‘o

[no] crypto ikev2 notify invalid-selectors

AEEFRRED FATRAL, FAEENO CN B2 —F =4 Th V| BB e —I L — =Tkt L
THEITSNET, "service-type" BN G I NG AL, AR O X 5 I E T,

IKEV2 2S5 A T—a3 AT a VDT
ASATIE, IKEV2 7 77 AT —vav A F—TNERIEIT 4 B—TNMITHIENTE,

IKEV2 X7y D7 Z 7 A METHMT 2 MTU (R Rfeikxr=> ) ZfETEET, £
o, BEEIROav FEEALT, BET07 77 AT —va v FRERETEET,

[no] crypto ikev2 fragmentation [mtu <mtu-size>] | [preferred-method [ietf | cisco]]

T 74V ETIE, T RTCDIKEVR 7T T AT —a  HFRABRA X —7 2720 MTUIL 576
(IPv4 D) F£7213 1280 (IPv6 DIGH) . B 5 H UL IETF £E%E RFC-7383 £ 720 &
j—o

WD AEZE LT, [mtu<mtu-size>] Z4HEE L T 7EE W,

« 92 MTUEIZIX, TP (IPv4/IPv6) ~~ Z—+UDP ~ v # —D WA X% G 5 ME)N
% D ij‘o

EHFEICL o THRESNTWARWES., T 74/ O MTU 1576 (IPvd OB4E) £7-1%
1280 (IPv6 DIFE) &7 £9,

cIRETAH L. FU MTU 2 IPv4 & IPv6 O F CEHA S E T,
« FRhEEDHIL 68 ~ 1500 T,

N

GE)  MTU OFRERFIZ ESP A — 3 —~y REZBETIHILENH D 3, B5bFiz MTU BN S
N5 ESP A — "—r~~y RIZL D, BEAbBRIC/ 7y b A XL £, [packet too big]
T T —NEREINTZHEIE, MTU A X&2fER L, X 0EWMTU 2% E L TLZE0,

IPsec & & UF ISAKMP .
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B keeoss2o5—vavtivavons

KOV HR—FENTWBET T T AT — g FROWTNE, IKEV2 OBETZ 7 X v
7 —3 3 > )73 [preferred-method[ietf | cisco]] & L T ETE £97,

« [ETF RFC-7383 HEHENR— XD IKEV2 7 T T AT —3 3 1,
c ZOHFRIL. MEFOETHRRI 2 — g v FIZHR— AV 77 Lo AEEET
DRI NET,
c ZOFREMEHTHE, 75T AT — a L DBICK LD FET S, FIKEV2 7
FITRAUN AvB—URNMERNRESE T,
e RAAMBDT T T AT — 9

s ZOHAIX, T4 AnyConnect 7 7 A 7> b I EOETIZ L o THRE SN HMHE—D
FHETHLBE., EREmbForTixdyo—y g P R— e T 77 L
AEEETHHEIHERHINET,

c ZOFRKEMHATEE, BRALORIZT T T AT —a U RFETEINET, ZEH
DETIE, TRTDT7IFTALMEZETLET, AvbE—VaEET5IL bR
THZLELTEEREA,

c ZHRUT., RSO T L OMEERMEIIH Y EH A,

show running-config crypto ikev2 =~ > RIIBIEDFE 4 #~ L. show crypto ikev2 sa detail
a2y Rid, SAICKH LTI T 7 AT —v a VIMER SN HAICH SL S - MTU 2 £
LET,

IR& B

e RAMTUT 4 ZAHNRNV T HR—FENTWERTA, MTUILZ, XY T —27 D=—X|ZE&
DETTFHTRET LI LENH Y 7,
ZOREFTa—r L ThHY, REDEABICHESLIND SAITEEL KT LET, @A
DIETD SA IZHBEZ T ERA, 7T AT —a VBN T 48— Mo TWAES
THEEETT,

BRI100DT7 T VA NaeZETxET,

1

IKEV2 7T 7 AT —2aveT 4 =7 MIT D54
no crypto ikev2 fragmentation

F7 AN NIRRT -

crypto ikev2 fragmentation

EJ S

crypto ikev2 fragmentation mtu 576
preferred-method ietf

. IPsec & & UF ISAKMP
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aazzzieze [

* MTU Ofi% 600 ([ J 5854
crypto ikev2 fragmentation mtu 600
« 774 EOMTU EIZET 54
no crypto ikev2 fragmentation mtu 576
BT LT T AT = a v FRE VAT RICERT D56
crypto ikev2 fragmentation preferred-method cisco
MBERT DT T AT —va v A IETF ICRTHE
no crypto ikev2 fragmentation preferred-method cisco

ER

crypto ikev2 fragmentation preferred-method ietf

AAA EBEE &R A]

aaa authentication http console LOCAL
aaa authorization http console radius

AAAFRFEIE, 22—V —NAN LT —P =L LR — REFH LT, va—Hh/L $—_—|C
L TEITEINET, BMOEAIL, B C2—F4 %2 H L TRADIUSH — NIZxt L TEITE
NEJ, servicetype BHENFIG S NT-HEX, AR L o I S E4,

IPsec over NAT-T D1 ~— T /L1t

NAT-T Z i3 5 & | IPsec B TIEINAT 734 Z &N LI AL T 9, 202 &a%E
BT 2572012, IPsec T 74 v 7 BRUDPT—H 7 F L& LThTvMEENET, 22T
A— K 4500 MEHSNDH DT, ZHIZE>T, NAT 734 AZHA— MERBS RS E T,
NAT-T L NAT 734 2 & B#EigRH L, MRG58 Psec N7 7 4 v 7 &2 7ML LE
7

)

GE)  AnyConnect 7 7 A 7 >~ OHIFRIZE Y, AnyConnect 7 7 A 7 b 73 IKEv2 A L CTHEfe
TEDLDITT DITITNAT-T DA F =T ALPBEIZ R Y £, ZOBMHT, 77472 b
23 NAT-T 734 ZADHERIZAR THEA S ET,

ASA . T—EAKMEITHZ IA4 T > M UT, HEHED [PSec, IPSec over TCP, NAT-T,
¥ L OV IPSec over UDP % [RIFFIZ VAR — F T& £97,

KA T arPAX—TND L EOEHGOIREEZRITRLET,

IPsec & & UF ISAKMP .
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IPsec 35 & U' ISAKMP |

FFoav|4x—TILOWEE D547 FDLAE ERAT HHEE
7 a v |NAT-T 234 F—7 )L BLIOZ T4 7 FANAT |[NAT-T BMEH S5
1 DEBITH DAL,
BELONAT BNIEE L7V | £ A 7 4 7 IPsec (ESP)
Al NMERHEND
F7°3 a 2 [IPsec over UDP 31 % —7 | BL WY T4 7 > b3 NAT |IPsecover UDP 23 FH X1
2 % DEBITH DAL, b3
B L OYNAT 23 FTE L7235 | IPsec over UDP 23 S 4
Al b2
F7F 3 v |NAT-T & BLOI T4 7 FABRNAT |NAT-T MEHA &SNS
3 =AY, : j:EiA
IPsec over UDP D J7 73 A PHBEICH DHEIE,
F—T N 35 L OV NAT 2357E L7228 | IPsec over UDP 36 ] S 41
B )

\}

FIE

GE)

IPsec over TCP 23 A X —T /TR > TWABHEAIT, FOMOTXTCoOER ALY LEL SN

ATy T

e

NAT-T %A 2—7/WIZT 5 &, ASA IFHENIZ,
VE—T oA A FETHR—F 4500 X F4,

ASA1E, LAN-to-LAN L VE— kK 77 ERA Xy NU—7 Ol G TIEL, EH 60 TEHET
% H—@ NAT/PAT 7 /34 A DRI E SNTBED Psec BT 2R — N LET, IRAEER
BT, VE—F TR brrxloxrayo—g ARk LET, ZuE, $_Tor
TIFELANT Y w7 IPT RLA, DFYNAT T NNA ADT RLANLREEINTZLIICRA
H57-HTT, £/, VE—F 77 EA bR, LAN-to-LAN b b 70— (DF Y
NAT 734 ZADIP 7 KU RA) LRICARTEERTHZ 00z, RAERE CIXAKLE
T ZOARIO—HUIZLY | NAT 734 ADE#IZHDHET O LAN-to-LAN & VE— K 77
TAORERY VU= Tk, #HOETHOFR T =—2 g URRET 25680300 £7,

NAT-TZfEHT 5121, Yo7 aryTxAME—RERI~YLF a0 THF A N E— F TR
DY A FEFNEZFEITLET,

IPsec A X — T N5 TWNDT_TDA

WKDa~<y RuEAS LT, ASA ETZ r—/3ULIZ IPsec over NAT-T %A X —7 /WZ LET,
crypto isakmp nat-traver sal natkeepalive

natkeepalive 5|5t DO#HIL 10 ~ 3600 T3, 57 4/b ME 20 TI,
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IPsec with IKEv1 over TCP @ 4 ~— J L1t .

1 :

WDa<wy REAN LT, NAT-T A X —T /WL, =77 T4 7flix 1 BEICERE L £
7,

hostname (config) # crypto isakmp nat-traversal 3600

ATFY T2 IPsec 77T AT —vary AU —IZk LT B LRTA 7 v a VB BIRT 272012, RD =
< REASNLET,

hostname (config) # crypto ipsec fragmentation before-encryption

TOF T ait P TTITA T —a s EYAR— R L TWRWNAT 551 Aflla h 5
T4 PR TELEICLET, Z2OF T arE2FERALTL, IPTVI T A T— 90
ZYVR—F LTWARWNAT T34 ZAOBMER BT A2 Z L13dH 0 £ A,

IPsec with IKEv1 over TCP O 1 %— JJL1t

IPsec over TCP /&, IKEvl & IPsec OO ~7 v b /L% TCP [Z{l7= 37 v b 7R
T B5HDTHY, NAT & PAT DB TOFNRA AT 7 AT U4 —/L A2 BETHEX2T 77
FNoRr V7 HEFLUET, ZOREIZT 7 4/ b THEHICHRE SN TWET, IPsec/IKEv]
over TCP Z i3 % &, 1E#ED ESP X° IKEv] 2MERE TE e WEREEC, BEfFO 7 7 A4 7T U 4 —
N N— )V E B LT AT IR > THRE T X D BREE T, CiscoVPN 7 74 7 & R BREETE % &
T FT,

\}

GE) ZoHmEIZ., rX e A_N—20T7 7 AT U+ — /A TIEEMELEEA,

IPsecover TCP (%, VE—h T2 B8R V7747 FTEELE T, ASA & FOEHINT T4
7 > D5 T IPsec over TCP Z A % —7 /M LET, ASA TiL. TXT?D IKEv] XA >
H—T A A ETEIETA LI a— A X —T M SUE T, LAN-to-LAN #:: Tl
HERE L £ A,

ASA X, T—HRMEITH 7 747 > ML U T, D IPSec, IPSec over TCP,
NAT-Traversal, 3 & TN IPSec over UDP % [RIEFIZ V7R — k T& £ 9, IPsec over TCP |, £ *—
T2 5 TWAYE, ZOMOTXTORER ALY bELEINET,

R I10EHDOR—FZFBEL T, IO DHR— MIXFL T IPsec over TCP % A 2 — 7 )LIZT&E
F7, A— K80 (HTTP) X°7"— k443 (HTTPS) 2 EDEAMDA— "2 AT DHE, ZDHR—
MIBHEAMA T ONTWA T B harPB T Vw7 f o F—T oA ATHELRL 25 L &R
TT7T7—MRRRINET, TORR, XT Vw7 A F—T x4 A% LTASA ZEHT
LD T TV EFHATH I ENTE L2 3, ZORMEEZMERT 5I121X, HTTP/HTTPS
EEEROR— MIHHELET,

77 b kDR — KL 10000 TI,

IPsec & & UF ISAKMP .
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B e omnes L —TEaOEE

ASATET TR, 7747 FTHTCP R— b ERETHMLENDHY ET, 7 IF7A T D
RIEITIE. ASA FICRRE LTZR— M2 b 1 DBDLORENRH Y £,

IKEv1 @ IPsec over TCP % ASA T 10—/ Nl A F—TNMIZTHIZiF, ROa~vy ReEv oo
NEFIIALTF arTHR AN EFT— R TEITLET,

crypto ikevl ipsec-over-tcp [port port 1...port0]
W ORI TIL, IPsec over TCP Z 4 — k 45 CTA R —7 /MIZ L TWVET,

hostname (config) # crypto ikevl ipsec-over-tcp port 45

IKEvi DEEBHZE Y IL— TR EDHRTE

FIE

o T N—TF1F, 2 —P—0EEiSM e 7 7 e AR EFR LET, AR L—TRET
1T, 22— —3EHEOH 77 DN EIIRITEDNEZMEH LT, 22— —L boxr s
N—TEBRELET,

)

G¥)

SERHE /L — 7 HBA L IKEv] & IKEv2 LAN-to-LAN #4677 1A S nEd, IKEV2 UE— K
T AL, bRV TV —T D webvpn B LT certificate-group-map @ webvpn = 2
T4 X2l —vary BT— R ICREENDIIN—TEROTNVE T Y R—FLTWE

ATy T

j‘O

EHEOZNSLDT 4 = RIZESNWTCa——% ho XV I A= LRET 2ITIE, £TH
BREELER LIV — V2B L, IRIZHENAL—Z BINO b RV 7 )— I BT T 2 0B
B FET,

FEE~ Y 7 E1ERT HICIE, usethecrypto cacertificatemap=~ > R&HEHA L £9, Frx
WV T N—T R EFRT HITIL, tunnel-group =~ REFEH L ET,

Fio, AEEINV—TRERY = RETHMLENRSH Y T, ZNITE, —nb T —
7% MAT 5. Organizational Unit (OU) 7 4 —/L KB 7 V—T7 %2 BET S, T _RTOIEHE
2P —CT T AN NI N—TEERT L, LW HFARHY ET, ZhboFRonTh
DELITTRCEFEHATEET,

SEFHENR—ZDISAKMP £y a v & h RV TN —Fll~ v B T 57200RY) —E&
=N L, ftE~ Yy 7 MY & b 70— BEEA T S I2IE, tunnel-group-map
vy REVVIAERIEYATF A TR N E— FTANLET,

tunnel-group-map enable {rules| ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy
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| 1Psec & & U ISAKMP
kvt oiEeE s L—TEa0EE [

RY— AEAEDND RN TN =T RIS DO DR Y o —aEE L E T,
policy 1ZIRDWFTHTT,

ikeid : bRV TN—T W= ) T T TICEDNTHE S LT,
OU B b EF S NARWIEAIT, FEHESR—ZADISAKMP v a %
7 = — A 1 ISAKMPID DNFIZFESNT MRV T —FlI~ v BT
THZELEERLET,

ou: For v I N—T% L —VRBIZL > THRELZWGEE, VY7V
7 Ni#pl4 (DN) © OU DfEEFEATHZ L2 RLET,

peer-ip : kRN T —T F)L— )UIRERIZ Ko TIRIE L7260 OU
F i ike-id S THRE L2WGAE, ET7OIP T RLRAEFEHTH L
i LET,

rules : FFAAENR—ZDISAKMP £y a N, Zoavy Rk - T
EINTFERE~ v Z7OBEMTIZESNT, b IA—FTw
v rENnNAsZERLET,

ruleindex (A7 a ) cryptocacertificatemap =~ > K TRE L7/ XT A —X
ZBRUET, ARRMEIE 1 ~ 65535 T,

WO EIZHEELTLLIEEND,

cHEIPOH LN —BETHY, v~ T AT o7 AZ2BLUEBRLAWVEY, Zoa<w K
EEEEFEITCEET,

o JL—/L1E 255 SCFLLTF T,

1 ODTN—=TIHEEDONL— N EED B THNET, BHEOL—ALEZEHD Y THITIE, &
PA—ADTTAXV T 4 &8N, ZA—T R LET, RIT, FIN—TICLERET
FEEXZERELET, 1 DOT V=T ICEHEBEONL—L2H 4 TEae, 7 ashd
WOV — N DRERFRIT L LT,

=V E N DIETERT D L, TRTOFMFIC—FE LI L XIZDHZ—F—%FED b
I T N—FIZED B THZENTEDHEIICRDET, T XTCORGRENLETHD
Z T, WEEAND BMEICHYS LET, Fid, 22—V —ZRED L T —TFIE
DY THRNZT X TOREEENMERG AL, KEZTLIZ1 20OV — L ZERR L £ 7,
RAHEAEN 1 ST MLETH D Z LT, P OR BAEICHY LET,

ATFYWT2 a7 4 X2l —1ar TRy T NA—FREEINTORWESIERTS, 740k
roxv S —7%fELET,

a2 FOREILIE, tunne-group-map [rule-index] default-group tunnel-group-name ¢3-, rule-index
VI — L OESENBAL T, tunnel-groupname IZREFFD b > RV Z—TFCTRIFIIRR Y FHA,

IPsec & & UF ISAKMP .
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. IPsec DEXE

il

WOHFITIE, 72— 1D ISAKMP ID DHNFIZEDNT, FEAE— XD ISAKMP
twvarE R IA—TIlv oy B ST A EEE A F—T I LET,

hostname (config) # tunnel-group-map enable ike-id

KOHFITIE, ETDIPT RLRIZESNT, GFAER—ZD [SAKMP £y 3 v %
Mo TN—T I~ B T DR A X —T NMIZLET,

hostname (config) # tunnel-group-map enable peer-ip

WOHITIE, 7 V=7 FREESL (DN) Ofiffir=v F (OU) 2\ T, FEH
ER—ZDOISAKMP v a v~y B 7T 5 EE2 A x—7 I LET,

hostname (config) # tunnel-group-map enable ou

ROFITIE, RESHIA—UHESNT, GEA#S—AD ISAKMP £ v &5 v %
vy L T AR A F—T T LET,

hostname (config) # tunnel-group-map enable rules

IPsec NDi%XTE

Z 2Tl IPsec 2 L C VPN 25T 5 L&D ASA DR TEIZHLERTFINEIZOWCTIHRIA L
ij‘o

EEY Y TDEE
7 V7 b=y 7L IPsecSA TRrAVT— hEND Psec R Y —%ERLET, EHTES
F—U— RIZIEKROLDONH Y £,
« IPsec FEfE DT3B L OMR#EST 237 v R &k 5 729 D ACL,
- 7 ID,

sIPsec N7 7 47 DOua—AN T RLA GEHZOWTIE, 2 VT b~y 7 DA H—
T oA A~OHH 31 3—) EZRLTIEE)

IR INEHDIKEVI hTF v AT 3 —2bFy FEFIZIKEV2 PudRi—¥1, ET70kFx=
TAREDOREIEAEINET,

gV s~y vy M, AU~y 72521 OFEZFTEHDO I ) 7 s ~ v 7 THRERS L
F9, DIV T K~ T EERLIZEEZ, YT b~y By FEERLET, KD
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YA NY—P A N XRTTIE, VoI NERE~YALTF a0 TFA S = RT 5~y 721
REFR S~ 7 ITEBMLET,

crypto map map-name seg-num match address access-list-name

access-list-name TliX., ACLID % . K 241 XFOLFHNE- 13K E L THRELET,

Je

Evb T RTCKRYLFICTDHE, ACLID NI 7 4 X2l —a N TRDTROTL 20 9,

Zoavwy eI TANTLHE, 7V v~y 727 )7 v~y 7y MIBINTEET,
WORFITIL, B~y 7E2BINT 585~y 7 &y hOARNE mymap T3,

crypto map mymap 10 match address 101

FROEICEEND > — v AF T (seg-num) IZX - T, FCARTEZRORE S~ v 708N %
NENXBIENE T, B~y 7ICEHV Y TORTNDE Y —F P ARFIZL ST, B~y
ty NNOW S~y THOTI7AF VT4 BDREDET, =TV AFEZD/HIWVEE, 77
AFVT ARG RV ET, e~y Py M F—T7 A XZHDHTHE, ASAIL,
TDA B —T oA AZBWTHTXTDOIP N T 7 4 v 7 b~y By NAOKE~ v
Tk = VARG MROIRICRE U CEHME L E T

[no] crypto map map_name map_index set pfs[groupl4 | groupl5 | groupl6 | groupl9 | group20 |

group21]

5 b~ > 7O ek (PFS) (IZHHJ % BECDH 7 v — 7 Z248E L £, 5~ v 7
%L Tgroupld B X Wgroup24 47 a U ARET HZ LT TE RV EF IKEVIARY 2 —
ZERTLLE)

[no] crypto map map_name seg-num set rever se-route [dynamic]

D7 VT hvy Ty M UICESEERICH LT L— FEA RRID) 24 Fx—7 I LE
T, XAT I v 7 PEESNTOARWES, RRUIRERICITOI., L SsnEd, &
ENEREFITHIRENDETEOEEICARY 4, &5, RRIV— 3, AL — k39
TIAEET AR LS TRESND &, BFEOEHL— MIFEFES N, RRIL— F23A &
M= ENET, ASAIT, V=T 4 7 T—TMIAZT 4 v 7 Jb— h&HEIZEMNL,
OSPFAfEH L TENLDNL— " ETTAX—F Ry NU—T EIAR—F— )L—Z|Zi@H L
£9, EEILsEE (0.0.0.00.0.0.0) ZEEFRY FU—2 L LTRETHHA1E. RRIZA 1—
TMZLRNWTLIES, TN M— R T2 T 7 4 v 7 ICEBLET,

EAFI v INREEISNTWDEESE, V—MIPsecEXxa2 T 47— 32 (SA) @
TESTRCENERIZVERL S 4L, IPsec SA MR EN S LHIR SN E T,

e~y 7O1ONERICEHA SN TOWRWEETH, A¥T 4 v 7S~y LRI CARIO
A FIv IR~y TERETDHZLIITEEHAL, TOWHEETY,

)

GE) HA4F3IvZ RRIIFIKEV R—ADAXT 4 v IR~y FEFICEA IS ET,

[no] crypto map name priority set validate-icmp-errors
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F723
[noJcrypto dynamic-map hame priority set validate-icmp-errors
BFRICMPE= T — A v =% WEbvy 7 e XA T I v /R~y 7D ELBIZH LT

RFES D& HEE L E T,

[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}

EJ/ B

[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]

Wb~y 75 A 2 v I b~ v 7O, BEFD DoNotFragment (DF) &RV v — (&
X VT gy TYvT—vary LbL) ERELET,

e clear-df : DF £y R Z8EH L £,
- copy-df : DF &> M & HMERF L 7,
eset-df : DF E'y P& EL THEHLET,

[no] crypto map <name> <priority> set tfc-packets [burst <length | auto] [payload-size <bytes |
auto> [timeout <seconds | auto>

Ey e

[no] crypto dynamic-map <name> <priority> set tfc-packets [burst <length | auto] [payload-size
<bytes | auto> [timeout <seconds | auto>

BHEIL. IPsecEX 2V T 4 7V —2a BT b, JU0XLRESBIVHEEOX
@%?74/77D%@“%@(H@)Aﬁ/%%%? TNCTEET, TECEZA 2 —T )b
1235121, IKEV2 IPsec 7 B R —FLNHEINTWALENH Y £,

\}

G NZT7 4w 7a—BEE Ny NEREICTDE, VPNOT A RLF A LT MAFGIES
nET,

e~y ZIZED Y THNTWASACLIZ, R UACLAZH 2T X THOACE THE SN ET,
a< v ROESIRD LB Y T,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

RO ACE Z{ER L7= & %12, ACL Z1ER L ¥4, ACL Z{EkE/-13BIN+ 5 2~ FotE
TIEFERD LB Y TT,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

ﬁ@ﬂfi‘%AﬁHMOOﬁfi/FﬁBIMJOﬁfﬁ/FA@¢NT®F?74V7K
LT, B~y B0 8 THNTWD IPsec REA A L E T,

access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

Ry M= T A S~y 712k > T, SARIA T —2 g o THERAENDZ X2 T 3%
EPRELET, a—0LDASA BRIV —2 g U EBGT 5581, A% T 4 v 5
v TTHRESNEZR) —2FHL T, HEDOETICEETLIA 7 7 —2/ERLET, T
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MEr I — g UEBRBTAHEE1E. ASAITRY) —It—&TE2R¥T (v IgE~y Tk
ELETH, ROonbRWnWEAIT, B~y Py NNOXAFI v 7iE~y 7OHRTHS
MWOHLDERLET, T, 7047 7 —%2Z I ANDIIERTINERETHT-OT
—g—o

2ODET N SA DWENLIZKINT 2121F, MFOETNEBREDOH D7 ) 7 b~ T EDb7e<
EH1IOF S TWABMERH Y 9, ABEMENKRIITDIT0E, 7 V7 b~ RO %1
T ENDH Y 9,

s VT k=T, AEHEEZEORE S ACL (722 21E. 39— A4 A—YACL) BNEEN
TWD, IWERHIETNEA T v IS~y 72 FEH LT D581, ASAMNITYH A#E
DHDHRFF ACL DG ENTWDZ EN, IPsec Z AT 57 00EMHED 1 >TY,

K7 VT~ TBRMOET 2 @NT L SETOETRIATIv s 7T b ~v T
ZERA L TWRWEE)

VTR =y, WEDO TR T = by FERE TR ARDRLEH ]
OH B,

1ODA B —T A AHHATELZ YV X b~y 7Ty MI1OET T, ROFEEONT
N ETIEEBEAIE. ASA FOEEDA ¥ —7 = A A% L CHEEOR B~ 75 1ERK
LT,

HEEDODETICRAR DT —H 7Ju—%F0BEE 5,
CXFEIERIATDINTI T4 IS ESE R Psec X2V T 4 WA T 5,

2Ez2iE B~y 7B 1oEK L, 2200V 7Ry NEDO NT 7 4 v 7 AT 5 ACL % E|
DYT, IKEvl F 7 A7 3 —A Ty bERITIKEV 7 ui—F L% 1 25 4CTEd, Bl
DT~ v TE2AERL L, MO250O% 73y NED NT 7 4 v 7 ZiRl3 2% ACL ZHI D 24T,
VPN NRT A —HRNBI B N T AT —Aky bERIIT e R—FLre#HALET,

1ODA L E—=T 2 AEBED I VT b~y T E2ERTHH/IE. 2V T b~y 7Ty b
NDOTFZAF VT 4 RO D — L AFS (seq-num) 2457 U7 b~y 7= b VICHEE
L/iﬁ‘o

£ ACE (21 permit SLE 72 iE deny XN FENE T, ROKIZ, WE~ v FIC#EH N5 ACL
TOFFAI ACE L4517 ACE DFFRIl e Bk Z /R L £ T,

20Ty TEHBOKR |BE

permit LA E 4T 5 ACE
DHAE L —F

Ny Nelis~y 7y FOFEY O ACE LA L THHMET 25 2
EEREILL, Xy b X2 VT AoREE, BE~y FIZHD M T
SN TWAIKEV]I hT A7 4 —5 vy PEIXIKE2 7 aR—
PLOFORELBELTIHMILET, X2V T4 REN T~
AT F—hky hERIITaR—=F LotV TF kT &KL
726, ASA [XBFEfTT HA7z IPsec R WA L £4, —xIZHE
N7 7 4 v DEEA. IPsec i EDiEA & 1337~ hOE L, @B
AE, V=T 4 T EITH EERERLET,
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B wnvoanes

LAN-to-LAN
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E&PLY

90U T by TEHEOKR | IBE

MR LET,

deny I EHENTWS ACE |7y MEFHIF D2 VT~ =7 0FkY O ACE & FRA L TRl
DIHEUE L —F THZEEFRMIL, WO7 VT v~y (VT v~y IZHDY
TOHONTND —r o AFRETHWT5) OACE & ORA L 3%

IV s =7ty NAD | X7y hERESLETIIV—T 4 7 LET,
T A MEBRDTXTOHA]
ACE L F—%#

deny UG AL TN D ACE 1L, IPsec RIENAERFE N T 7 4 vy (Tl ziE, v—T 1>
J7abhay NI T 4w 7)) BET7ANKY T LUTERINLET, Lo T, K5 ACL
D permit L & PRE L CRHMETT AMEDRNEIE N T 7 4 v 7 27 4 VW EZ VT 57012, &
#HD deny XEFHALET,

WE b ENT-EE Ty M LTI, BF=2 T4 77 I7A T AIEETLT KL A L ESP
SPIZHH LT, NI A—FDESERELET, BXF2 VT4 T FIAT AL, 7y
N RL L7e#% T, BRI \Try NOWE~y ¥ —%, 2O/ v N0 SA IZBEf}
T HN TS ACL OFFF ACE LB L ET, Wi~y X —RN7rX o & —HLRNWGA, &
X2 VT AT T IAT L RIFDONR Yy b Ray 7 LET, N~y X —nrax & —H
THHEE, ¥X2 VT4 TTIAT ATy b b—T 4 7 LET,

FLENTORWER T v ORI~y X —%2 T 2581, X207 40 77547
/Xi#mf®%7w%w%ﬁﬁbi¢o_ﬂi\ﬁTWwwcioT7:%f2®SA@ﬁ
SERGTF BILH T TT,

A\
GE) MR SN TWARWER NI 74927522707 TF AL LTA—T 427+ 5121%, ACE
DR OFNC ACE DIEREZFFALET, ASAIX. A7V Y F oL T 278 AY A KT28
BBAZHDACER T v at b i TxEHdi,
557y TOH

Z D LAN-to-LAN % v b7 —Z7 OFICB T, ¥¥2VT 4 7774 T AA, B, BEIUC
EHRETDHHNE, FAROWTANTIENSHRE S, BIOFA NE5ELT5TXTo
T4 DR TEFATHIETT, 2L, RAMAIDPORESNDL N T 7 4 v
IIANFHOEET — 2 NEENDTD, D T 7 40 v 7 X0 HRERE 5L L %
F—FAENRKETT, 20D, RAMAIDPLEEIND NT 7 40 v 73BT X
Tx—hty hEEDYLTES,
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LAN-to-LAN B2 2 » 70l [}

Al B CA
[ | )
SR 5 h2 — B.2 —n co
A3 _I— _|:]I_ _EII_
Humarn Resources ] B3 — - e &
= - -
— — —

ZOKITREN, FEUTOFATHEHAIN TWAEMZRT R AFRTIL, IRk L7=b DT
T, EEOIP T FLAZERALFIT. ZOFHHEOKITRLET,

X2 VT TTIATVAAEZRE N T 7 0 v 7 AICRET DI, 200K 5~ v 7 %1E
BRLET, 1 DITFRAFAIDLLD T 747 HT, I 123Ky hU—7 A DDEKA
FOEDNT T 4w 7 HTY, WICHIZRLET,

Crypto Map Seqg No 1
deny packets from A.3 to
deny packets from A.3 to
permit packets from A to
permit packets from A to
Crypto Map Seg No 2
permit packets from A.3 to B
permit packets from A.3 to C

QwOw

ACL ZERE L7126, —ET 5/ v b T LB IPsec T 27200D N TV A7 5 — A
v FEEEEES~ y IZE D Y TET,

A —RACL &%, HHFACEZATHZ & T, ACLOFHiZ A /XA L, 7 VT b=y
7y NNO®RD ACL OFHEZFT2 6D TY, 7 U7k~ 7T LR A% IPsec RE
ZEEMITHZ N TEL72D, IERACEAZMEHT L2 LT, fle NI 7 4 v 7 Extind
27V 8=y TOUBOFINOERAA L, BiedeX2 )T 0 20325027 Y 7k
Vyf\it@ﬁ&é?%19%4%zgkﬁé%®7)7%7/7@mmmik%%&b
T4 ERETHIENTEET, HFEACLIZEIV B TOHNTND Y —F U AR EIC

T, B~y 7ty NNOFHMIDNEFNRE Y £,

WO, Z DOFIOWE &R 72 ACE N BAEREN T A — RKACLZ R~ LET, Kb 5DEK
I, kD EBY TT,

T~ |[Z VT b~y POV T N,
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B wnvomnes<y Tom

~ | FEERHIEE) Sy FRACEIC—FK LIREA TS Y
Th vy TOREEKRT LET,

1 ODACEDHHE —~H LIy b, ZRENDOREED
A—ix, B oRlx D ACEIZ—ET D870y heFk
LTWET, REZDEWNL, K37 v NOFEIE & 565N
BiebZ LERLTVET,

,/f JIVT =7y N\ NTORDI VT K< T~DYF
AVvVrZral,

| X7 RN ACE I8 50, 72327V 7 b~y T &y
RO TRTOFFA] ACE (IZ—F L7228 DIRE,

K2:BEXYy Tty FROARS— K ACL

Cryplo Map 1

Apply |PSec assigned to Crypto Map 1

Crypfo Map 2

Permil
ASB

Route as clear text

X2 VT4 TTIAT U AAIT, BRANAIDLRIEINT/N7r v FFFA ACE & —F T
HETIHML, 7V 7 b~ ICBEEMTOENTWDIPsec X2 VT 4 DEIY U TERITL
T4, ZORTy FAER ACE & —E9 5L, ASAIZZ DR 5~ v 7DFED O ACE % 4
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LAN-to-LAN B2 2 » 70l [}

L, ROKE~y 7 e~y BV Y TOENTNWDL Y —F U AFSTHT ) LoRE
ERHMlEZTBLET, ZOBITIE, BEX2UT 4 TTITAT U AANTANA3IDPLHEES
N ry NeZfEToE, ZONRTy NaR#HIOZ VT~ <~y 7 OHES ACE EHREL, &
DI VT s~y TORELFTHMELAZHHALET, "7y MR 2FBDOZ VT~ <~y 7OFFA]
ACE & —%3 5 L, BEfTT b2 Psec B ¥ = U T ¢ (FRE K 5k & BB o —H4E) 2
Ny MBS VET,

Xy T =7 FD ASAREEZTET T H720IC, ASAB L CIZI 77—~y 7 2#H0 Y TE
T, ASAIE, WEE b ENT=EE T 7 1 v 7 OFHEIRAC deny ACE & #9272, denyA3B
ACE & deny A3CACE DX 7—IZHY T2 b DEINCTEET, LER-T, s~y 72
DI T—IZMYTLHLOEMESHY THA, 20D, ASAB L C DI A7 — K ACL D% E

I RETT,
RDOFIZ, ASAA, B, BLOCOTRTUIHRES NI~ v FIZEH VB THND ACL %
RLUET,
XAV TFATITSAT VAR EF2)TATTSIATVAB|EF2 T4 T7TS4T7VAC
SYT k<Y |[ACENREZ—> |9 Th<y |[ACE/R2—> |9 1) T <y |ACE/RE—2
7 7 7
=R =R =R
BS &S &S
1 A3B &A1 B A #&F [ 1 CA %7+
A3 C ZES
AB ZFFA]
AC ZFFn] BC Z#FH] CB Z&Fr]
2 A3 B ZFFA]
A3C ZFFA]

WORIE, ECTRLIEMEEDT RLVAZEBEOIP 7 RLAIZy BT LIZbDTY,
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A3
192 168.5.3
Human Resources

A

192,168,

3.0/26

IPsec 35 & U' ISAKMP |

B.1 CA
192,168,121 192.168.201.1
—_— B.2 EI Cc.2
A 192.168.12.2 S— 192.168.201.2
BE.2 — Ca —
18921668123 192.168.201.3

WDOFEIRTERDACE TlE, FOFRy NU—27 FTCEHMiEN 5T R TD IPsec /37 v NI

)72 IPsec g E A BH S AL E T
XaUT4 (VTR ACE /X2 — > | E[&D ACE
TIZA4T7 Ry 7T
A S—tr YR
ES
A 1 A3 B 4 |deny 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.248
A3 C 4 |deny 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.224
AB Z3FFA]  |permit 192.168.3.0 255.255.255.192 192.168.12.0 255.255.255.248
AC Z#na] | permit 192.168.3.0 255.255.255.192 192.168.201.0 255.255.255.22
2 A3 B & |permit 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.248
A3 C Z#rna] |permit 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.22
B B L BA 27 |permit 192.168.12.0 255.255.255.248 192.168.3.0 255.255.255.192
BC ##A permit 192.168.12.0 255.255.255.248 192.168.201.0 255.255.255.2
C WL L CA 27 |permit 192.168.201.0 255.255.255.224 192.168.3.0 255.255.255.19
CB Z##n] |permit 192.168.201.0 255.255.255.224 192.168.12.0 255.255.255.2
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BBE— 12752 +59F% PK) *—oBE [

ZOBDOFXy NT—7 TR UFEwRERIGHT S E, WA —FACL ZEH LT, 1 5D ASA
THRFEIN TWASEFIERFA NIRRTV TRy MCENTNER D X2 ) T 4 RIEEE

\}

DUTDHIENTEET,

GE)

TV M TIiE, ASAL. IPsec NI 7 4 v I WAL TCEIA L H—T =2 A AL UA L Z—
T A AEsHETDHIPsec T T 4 v 7P R—FLERHA, TOXATDNT T 4 v I
X, UZ—v NI T U RRAR—T AT E= U TR EDATHRNHY £, 727-L, UZ—
N7 7497 %Y AR—bTHLIITPsec THETEET, ZHUTIE, ZOXRy NU—27 LD
MIONT 7 4w 7% THACEZHALET, HEXIE, ¥X2VT7 4 77947 AB
TUX—r b 774 v 7%V HR— b T DI12i, & ED BB %#FF7) ACE % ACL1 (ZiBN
LET, EEEDO ACE XKD L 512720 9, permit 192.168.12.0 255.255.255.248 192.168.12.0
255.255.255.248

PHEAF—AVISAEIIF¥ (PKI) F—DHTE

X — X7 EERELII T e{bd 5 & XIT Suite-BECDSA 7 /LY X AZEINTE 5 L H1T

FIE

AITiE

BT AT TART I Fx (PKD) ERETLOLLENRDHY £,

4RO HREIIC

RSA F£7/21XECDSAD T A FARA » N EFBFEICEHN T2 L o Ichi b~y 72 ET 55
X, BOCX— vy NEERTOIVNERHD FI, ZNT, TDOLRT A %T4’/h%ﬁfﬁkb
T, PRV NA—TF a7 4 X2l —aOfTEETXAL51200 F9,

ATy Tl F— X7 EERT D & X1T Suite-B ECDSA 7L XA ZEBEIR L E9,

crypto key generate [rsa[general-keys | label <name> | modules[512 | 768 | 1024 | 2048 | 4096] |
noconfirm | usage-keys] | ecdsa [label <name> | dlliptic-curve [256 | 384 | 521] | noconfirm]]

ATy T2 F— _7E¥ufbd b & XIT Suite BECDSA 7/ X LZEIR L ET,

crypto key zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

VTRV TDAE—T 4 A~DEHA

W~y 7 'y M, IPsec N7 74 > 7 PNBIBTHEA ¥ —7 oA AZEID Y THLERN
HFEF, ASAIZ, T_XCHOA v Z—T =2 ATIPsecxHAR—rLET, BEE~vv 7Ty b
AU —T oA RZEIDYETHE, ASAIL, ITRXTCOLNT T4 v &~y Y b
WALTHML, BpehEidxadyo—y g oI ESNER Y —2H L7,
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B sz 1xnc08m

JIVT =Tl F—Tx A AZEINVYTHE, SAT—FR—AEX=2UT 10 KRV
V= T A R=AREDT A LT EELYIIRESNET, 7T N vy TEEE
LTA LV H =Tz ATHEDYBTTDHE, TUHA L T—2EETI ) TN~y TREL
FREbsnET, T2, L —Fr o AFEEFEHLTCHLLWETZEBML, 7V 7 b
<y 7 EHEVYTLCYH, BBFEOEESUIN SN Z L iEH 0 HA,

A3 —T x4 XACLDEM

ASA TiX, 774/ FTlIPsec N7 NIdA LV H—T =2 A A ACL A NRATHE 5T o
TWET, A1 ¥ —7=AAACL % IPsec F7 7 4 v 7 ZH#AT 25415, no B sysopt
connection permit-vpn =~ > R&H L £,

REA L H—T o2 ALV RENTWAIKEE~ v 7 ACLIZ. VPN kRl Zi@ifad 5
IPsec /N4 DA LHELR 24TV FE 4, IPsecliX. IPsec kv RV 3eT= 3 o N DOFFEE L iR
FERITV. R RIVICEEM T ONTWS ACL & 37y FE2RE L TEMBE L £7,

ACLIX, EDIP "N o774 v 7 2T H0EERLET, L& xX 225007 3y MilE
TIX2 BDORA NHOTXTDOIP b7 7 4 v 7 ZRi#&ET 272D ACL ZERlCTE 7 (Zh
5D ACLIX, accessgroup =~ > RTHEH S H ACL & LS EITWET, 7272 L, access-group
avy RTIE, ACLBA VZ—T 2 A ATHETDH T 747 EHIETH NT 7 4 v 7 &k
OET) .
KB~y 72%E 0 Y THET, ACL IX IPsec DEFAICIRE SN EHA, KHE~ > 713 ACL
L. N7y A ACL OWF A 1 DT permit & —E L72HA 128 T % IPsec 7 123
T A EBRDET,
IPsec 55~ » ZIZE D ¥ THNTWD ACLIZIE, KD 4 SOEEHERH Y £,
« IPSec TIRAET DIHIE N T 7 4 v 7 ZIBIRT 5 (permit IZ—F L2 b DB REDOKSR)
s FENL ST SA W VWREE TR EI T 57 — X ICk L CTISAKMP rdv=—v 3 % R
=325,
cHEHEFENT T 4w 7 BB LT, IPSec TIRET REThHOTZ N T T4 w7 &2 T 4 NVE Y v
7 LCHEET S,
cETMMOHLDIKER AV T — g VAT D & XI(Z, IPsec SADEREZZITANDNE D
NERET D (T m—3 3 it ipsec-isakmp cryptomap =2 b V272 @A & E
) . BT, ipsec-isakmp cryptomap =< K =2 b U AEEM TSN TVWAE T —4

Tu—ZHATOLENHY Y, UL, AT —va UPICHEEICZITANLNLD
LT 272 TT,

\)

GE)  ACL OEFEZ 1 DFETHIRT 5 &, ASAZEEMIT LN TV AR S~ v 7 HHEIBR L £,

BE1 D EITERON 5~ v 7NBIR L T\ 5 ACL #E1ET 54 1%. cryptomapinterface
av REFHLTT U Z A LSAT — X=X/ L7, FMICOVNTIL, crypto
map 2~ FZZ| LTI IZE0,
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A28 —TJ x4 RXACLDER .

n—h)V T CERBTDIAXT 4 v IR E~ v I LTHRET 5T X TORFS ACL (220
T, VUE—FETT IR RA=V) BB ACLEEHRTHZ EAHERLES, /2, 27V
TRy IR N T AT =BV R—F L, MOV AT LEET L L TERT M)

HVET, 2KV, HHFDOET TIPsec NIE L LFLENFE T,

\}

GE)

T_XCDOAZT 4 v 75~y 7 TACL & IPsec 7 2 EHRTHMENH Y £, EHLMN
FERINTWARWE | B~y FIIARERR B DT . ASAlL. BIDSERRN S~ v FICF
S LTWRWE T T v B Ray X LET, showeonf =<2 REZFH LT, +TO
Wi~y TR LDICRDL LI LET, RERRI VT M~y TZ2EET LI, 7
TR~y 7 EHBRL, RF WL MU EZBIML TS VT h~y 7 EFHEHLET,

Wi ACL 1E, E#T 2T b)Y &Y H— b LERA,

5 ACL TREILT RLRAEIISEET FLADIFEIZ any ¥ —U— R&M AT 2% & REN
WET DD, ZOX—TU— ROMERITRET T E 0, permitany any =2~ > R3C&E A
5 EROBGDIAET D70, AT AET T 7EE W0,

T RTORBENT 74 v I PRESNET, ZHUZE, MIETH7 VT b~y P THEES
NTWLETICERESINLREFAD N T 7 v 7 bEENET,
s T RTOEENT 74 v 7T HEEN LT 2 T,
ZOTF YA TIE, ASAIT IPsec (FESNTWARAWNWTRTOERE Ny y M@ L TRe v
ZLET,

RS2y P ER LTI 2GR LT ZEW, permit XiZany F— U — F&fH 42
Leid, TOXORNI—HO deny XxFB S, REARIDO T T 4 v 7 XTI 42
Y LTHBRLET, ZhEiThRWe | 20 permit SURESRINO N T 7 1 v 7 BNEE

NHZ L E9,

N

GE)

No Sysopt connection permit-vpn N E SN TWD & X, WA VX —T = A ADT 7 & A
J)V—"7Ndenyipanyany 7 7 £ A U X FZFERHT LI ICREINTWZELTH, 774
T ML\ F Iz N T T 4y ZIFFFR S VET

RSNy NU—T7~D, A MY —H A FNEIFVE—F T Z7EAVPNREATOT 7
vt 2AZ o br—L T 57202, nosysopt permit 2~ REINBA o H—T =2 A A LEDOT I
A a2 br—L UR L (ACL) LHMAARDETHERALEIIELTH, IS ELNETEHA,

ZOX D IRRIMTIE, WEOEET 7B ANBA RX—T VIl >TWAH &, ACLITHEH ST,
A=Y= TFEE X2 VT4 T T IAT L A~DSSH 2 L T T 4, NExR > b
J—27 EORARD N T 7 4 v Z7IXACLICL > TIELL 7y 7 SHETH, NEA ¥ —
T o A~OEFALENTZBB NI 7 v 73T a vy I TEFERA,

sshBLWhttp 2> RiE, ACLED 7744V T4 BR@EL< 720 EF, 2F0, VPNE v
g VN T NA A~D SSH, Telnet, F7-1XICMP FTF 7 v 7 2 EEHT5HI1TiE. IPe—F
v T = EHEGET S ssh, tdnet, BLWicmp a2~ REZEBMTILERHD 7,
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B sz 1zxacoEm

FIE

&
ATvT2

ATvT3

ATvT4

N7 4w I DNBEREPRENCEGZRLS . ASAE., A1 X —T 24 RAZED B THNRTND
ACLE o974 v 7% RELTIMELET, A Z—T7 A AT Psec ZE[D B TAHITIL. &K
DOFNEEFITLET,

IPsec IZfE 195 ACL Z1ERR L £ 7,

B L7727 7 BA VA &2, RILZ VT b~y 7452 R L CIOoER38E0 7 )V T <y
Fleww 7 LET,

T—% 7 —|TIPsec AT H72DIT, B~y FIZIKEVI N7 AT+ —A By METZ
IZIKEV2 7 iR—HF L~ o7 LET,

ELEHEFTHI7 VTN~ TEZEZEHVYCC, 7V b~y T2 —FEL ) v~y Ty b
L TA UV E—T 2 AIZHEALET,

1

ZOBITIE, T—2MNASAA FOSNEA B —T 2 A AR HTARZ 10222 120D
5L EIZ, ARABN10.00.1 EHRAN 10222 DD T 7 4 v 712 [Psec RN FEHH &

__——— |PSacpeers —____
B e
5
A L
[ Intarnat }
. 3 o P
. ]
— A i
sida” interface:
st 101 permit ip host 10.0.0.1 host 10.2.2.2
115 ntarlac
host 10.2.2 2 host 1 1
Traffic axchanged between hosts 10.0.0.1 and 10.2 2 2 is protected batween =
Security Appliance Firewall A "oulside” and Sacurily Appliance Firewall B "gulsic 2]

ASAA L. A F10.00.1 2>BFRA R 10222 ~D T 7 4 v 72RO X HITEHMHL
F7,

¢ EEJL =72k 10.0.0.1
50

o= K 10222

F7-. ASAA T, BFABF10222 058 F 10.001 ~D 57 4 v 72RO LIz
S L £,

c EEIL=7FA b 10222

e FESE =R A N 10.0.0.1
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IPsecSADS 1 7524 L0ZEE [

S Oy b & RN —E L7z permit SCIZ K o T, IPsec SA DA I —F N E Y
‘ij‘o

IPsecSADS A 734 LDESR

ASA NHT LW IPSec SA & X AL — b2 X IHHT S, Fa—rLr T4 75 A MEEE
HCTxFET, BHEDZ VT ~v7FDra— =)L 5472, Mz FEXTEET,

IPsecSA TlX, BUGSNZIFMEST—DEHINE T, ZOF—LSAICARAIRRERTT,
F—IFFICH A LT VR TEHOT, F—DU 7Ly aPDNETT, & SAIZIE., THEEH
oL TR T4y 78] O2BEOTA 7L LNRHYET, TNENDTA T XA Lkl
DL SAIFEL, HLWSADEDDOFR AL o—2 g UM LES, 740 EDTA
T HA LT, 28,800 B (8 HE[) 35X 104,608,000 F oA R (10 A H XA MEDT 1 HER]) T
7T

Jua—r)v A4 T4 LEEETLHE, ASAIZ b3 E Ry 7P LET, BHEZICHLS
NZSADORIT T — g9 T, HLWEMERHESNET,

BB~y TICRESNTZTA 7 XA MEBRRL, ASADLH LW SA ZERINT-GE, e
~ I, ETICEESNDH L SA ZRIZ, BEfFD SA TS Tno 7 m— 1 4
THEA MEETFALET, ETNRFRI =g VEREZITRS L. ZOETHNRET DT
ATHEALMEER—DNVICRESINTNWDETA T7HA LMED S H/INIWSFDOfEZ, H LV SA
DITATEALMEEL L THEHLET,

BEfFSA DT A 7 HA LD LEIVMEEZBEZ DA, ETIIHLWVWSA 2 x3=—hLET,
ZOX I LT, BEF SA OFIFARNEIN DRI, T LV SA OHEfENFENE T, BEFF SA
DFEODTA THALDEIS ~ 15% | &5&\E7iﬁL%SA%Zﬂ/E%FLiTO

\ )

GE) AR OEEZ AT D 72D12, VA FEIKEV2 b VO TR X2 T4
TIVIT— gy B v—% &ﬁ#é LARHERE L 9,

VN IL—T 4 VI DER
F 7 4V hTliE, AME ESP 28w M L CUiE N v NN OBRERGRL v 7 T v TN T
U, IPSec b U RAEH CTEEEIND Ny MR LTIV v 7 T v TN ThIuER A,

—H DXy NU—7 AR TIE, V=T 4T T 7T — ML o THEHART v hDI/RA

NEBRIN, a—H/VIPsec b R &7 v IRETHDIEE. P xREBO
MIELL V=T 4 7 &7, %BRICBELEE A,

ZHEGIET A2, IPSec WEL/ 7w M LTy NENONLV—FT 4 T Vo 7T w7

A R—T I LET,
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B <57/ vomes<y Tk

FIE

1R BHHEIIZ

COMEENT 74NV N TTF 4 BE—T RS TWADIL, 25 LAy 2T v Ik BT 4+ —
UV ADK T ZEET 5720 TY, ORI, NELRERICOBRA F—T ML TLEE
v,

IPSec NI /47 v MZF LTy NENOL—F 4 v T Vo 2T v A X—T NI LE
j—o

[no] [crypto] ipsec inner-routing-lookup

GE)
ooy RRREINTWAEE., EVIIRN—ZAD b RUIORBERENET,

1

ciscoasa(config)# crypto ipsec inner-routing-lookup
ciscoasa(config)# show run crypto ipsec

crypto ipsec ikev2 ipsec-proposal GCM

protocol esp encryption aes-gcm

protocol esp integrity null

crypto ipsec inner-routing-lookup

AETAVIBERY TDER

FIE

ATy I

ART 47 7 VT =yl eHATHERN R IPsec a7 4 X o b— g VEERT DI
X, ROFNEEFEITLET,

WDa<y REANS LT, Ri#ETHNTFT 74 v 7 BEFRT D ACL #ERL L £,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

access-list-name Tl&., ACLID %, K 241 SLFO L FHE 2138 L LTHRELET,
destination-netmask & source-netmask Cix, IPv4 x> b7 —2 7 RLABXOY 7T xRy h v &
JERELET, ZOBITIE, pemit¥—U— RiZE-oT, BEORHIZ—HKTHNT 7 4 v
7T RCHKG 5 CRESNET,

1 -

hostname (config) # access-1list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0
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ATy T2

ATvT3

24871 vows<yInkn |

N7 4 T B ET A EARERTAIKEV] T AT —A By FERETHITIE, K
Da<vr ReEANLET,

crypto ipsec ikevl transfor m-set transform-set-name encryption [authentication]
encryption TiX, IPsec 7—% 7 —%Ri#&T 2720 DK L TR EZEE L £,
eesp-aes : AES & 128 By b F—%EA L £,
*esp-aes-192 : AES & 192 By b F—&HEHL £,
« esp-aes-256 : AES & 256 By F F—ZEEHL T,

« esp-null : BF &7 L,

authentication ClZ, IPsec 7—4 70— %2 {Ri#ET 5720 DO 5L R EHEL T
« esp-sha-hmac : /v = 7L XL LT SHA/HMAC-160 2 H L £,

» esp-none : HMAC F8FE72 L,

i
Z OFITIE, mysetl, myset2, aes set 3 N T AT F—Lh &y NOARITT,
hostname (config) # crypto ipsec ikevl transform-set mysetl esp-aes esp-sha-hmac

hostname (config) #
hostname (config) # crypto ipsec ikevl transform-set aes_set esp-md5-hmac esp-aes-256

NT 74 vl BT D HIELERT HIKEV2 VR —F L ERET HI2E, koa~vr R
AN LET,

crypto ipsecikev2 ipsec-proposal [proposal tag]

proposal tag |& IKEv2 IPsec 7 10 AR —H /L DL FTT, 1 ~ 64 SLFDOLFHITT,

TuR—PILEVER L, IPsec 7EHAR—YL a7 4 Xal— g T— 2B LET, 2
DAL T 4 FXa2l—arE— TR, TR —P Uk U TEEOREEALZ A4 7 & A MEX
A TER/ECTEET,

51

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

ZOFITIE, secure N7 B AR—YFILDLEITTYT, 7 harBIOKEILY A T2 AN LE
KR

hostname (config-ipsec-proposal) # protocol esp encryption aes

51

ZDavy FTHE, D AES-GCM 7213 AES-GMAC 7 /b 3 Y XL Z i T 5 & @iR L %
-éAO

[no] protocol esp encryption [ aes| aes-192 | aes-256 | aes-gcm| aes-gcm-192 | aes-gcm-256| null]
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B <57/ vomes<y Tk

ATvT4

ATy TH

SHA-2 71T XAPBIRINTNDIGEIL, EOT A TY X L% [Psec AT VT Y XA E
Lfﬁ%#éﬂ%%ﬁ#é%%ﬁ%@i#oMﬂﬁ@ﬂ%mc#ﬁ BALT A TY 8L LT
ESNTWDLGEIER, XNVESHET LV TY) XL EZBIRTLILERH D £,
[no] protocol esp integrity [sha-1 | sha-256 | sha-384 | sha-512 | null]

GE)
AES-GCM/GMAC g BALT T Y AL L LTRES N TWDHAIE, XAVEEET LAY X

A EIRNTAMIENRH Y 9, SHA-256 1Z IKEV2 b v RV EHESLT 5 12 OIZH A PESS PRF 1T
ECE £, ESPEAMMEICHERATEET,

(2 BHHFII SARKEEENMN (PMIU) =—2 7% A F2—7 /W2 LT, PMTU % T
DEICY Yy M EMEERETL 2N TEET,

[no] crypto ipsec security-association pmtu-aging reset-interval
W~y TE2ERT B2, Y VERiF~ArTF arTFd AR T— REFEALT, KOV
A MY —% A FFIELZETLET,
a) ACL ZR5E~ > 1280 Y CTET,
crypto map map-name seg-num match addr ess access-list-name
Wo~y 7ty et e~y 7= NIOESTY, = MIFEhENRR D —
U AR (segrnum) A FFH £ 773, map name 23[F U T, accesslist-name Tix, ACL
ID %, K241 LFOLFHNE TS L LTREL £7, KOFITIL., mymap 237 Y
Th~y TRy FOAHITT, v v 72y hOT =7 ZFFIFT10TT, v —Fr A%
FE 1207 VT b=y Ty NAOEEOT L FUIZT 7 2T DI L E
Fo VT U AEFEGPNEWIEE, TIAFT VT 4 BRmL< R0 £,
i
ZOFITIE, ACL 101 A5~ » 7 mymap IZHI W B THRE T,

crypto map mymap 10 match address 101

b) IPsec TIRIESNIZ N T 7 4 v 7 DEGRE LR DT 2HEELET,
crypto map map_name sequence numberset peer ip_addressl [ip_address?] [...]
11 -

crypto map mymap 10 set peer 192.168.1.100

ASA X, ETIZIP 7 KL 2 192.168.1.100 N EN V¥ CTHINLTWAHSA 2y T v LE
R

GE)

9.14(1) LA, ASAIZIKEV2 7V 7 b~y 7 OERET 2R —F L TWET, K10
TEHEUZRMNMBEMNTXET,

) ZOZ VT vy A LT, IKEvl FF A7+ —Ah v b&IKE2 7 aR—HFLD
ELLEHFATOINERELET, DO N T AT 3r—b vy FERIE T v R—YL
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d)

24871 vows<yInkn |

B, TIAFT VT4 GREDTTALTV T A DLONREKRY]) (ZHFELET, | DOKF5
2y R RKNBEDO N T AT —A vy hERITT e R LEEETEET, RO
2oDWNTNhDa<wy REHERALET,

crypto map map-name seg-numset ikevl transfor m-set transform-set-namel [ transfor m-set-name2,
...transform-set-namell]

Ep

crypto map map-name seg-num set ikev2 ipsec-proposal proposal-namel [proposal-name2, ...
proposal-namell]

proposal-namel & proposal-namell Ti%, IKEv2 @ IPsec 7' 2R —H /L% 1 DLL EfRE L &
T, FEE~vy 7 2 ML, KRN O e R —FLrzdR—hLET,

£l

IKEVl D5 ZOFITIE, b7 74 v 7N ACL101IZ—F Lz =2, SAX, ED b
TUART =Ly RBRETDORNT AT 4 —5 &y MZ—EHT 502 L > T, mysetl
EFE1TI7A4FVT 1) Emyse2 (27 T7AFVT 1) OVTANEFEHTEET,

crypto map mymap 10 set ikevl transform-set mysetl myset2

({£E) IKEv2 Tit., h > RVIZ ESP A1k Bl A AT 5729 mode #HE L F
T, ZHICED, ESPREHEND AU PFLDIP 7y hOESPEREESNET,

crypto map map-name seg-num set ikev2 mode [transport | tunnel | transport-require]

e [Tunnelmode] (&7 #/v ) : h7v/MEE— RN b2V E—RIZRYET, b
F)V F— R TlX, ESP R BAL EFRZEN T IP X7 v &K ([P~ F—LF—4)
W SID T, AROEEILT RLUAR LT RUABRIEERRIZRY £F, £D
IP7—% 77 ABEREE S LS, FTLWIP X7y hOXA a— Rz £7,

ZDOFE—KRTIE, V—ZREDFR Y NT—7 FTXA AR IPsec DT 1 x L & L TEME
TEEd, 2FD, L—ERKEA MR- THESLZITWET, HExL—Z 08
o FEREF{E L, IPsec b VA L Clat LE 9, s —ZI13xd P 7 —
27T LEEFEL, 5T AT AMIEEIELE T,

Ry R E— RORERFEIL, =0 RUATLAEEF L2< Th IPsec ZHH T
HENHZETT, o, NI T4 v b RET LI L TEET, hrx
T REFEHT AL, WEEFIZIZT R FAOTY KBS N ULhbLT, hoxl
VT ENTNT y NORKOEEITL ESELITDNY FHEAL (INHDB DT
KR4 > b ERUSHETHREER) .

[Transport mode] : 7 3% — k L TWARWEA, 77 v/UbE— RiX, horxb
T RICT A=Ay I T HF T v a AP EOEEE— FIT/RY £7, transport E—
RTIXIP <A v — FETRESL S, TD P~y X =320 EEMPINE T,

ZOE— RITiE, 37y MBS bLpBmaEn®, 7Y v s xy hU—2
DT NA RN, N7y NORKEREE I LA ERBETE L LV IHIFENRH Y F
T, AT — R T, TRy U —27 TORRIZRAEE (72L& 21E£QoS) %, IP~v
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B <57/ vomes<y Tk

e)

A —DFERITTESNTEITTED LRV ET, 72720, LAY 4~y =05
bENL7=0, 7y NOBREIHIRSNET,

* [Transport Required] : 7 7 E/ALE— RITHREE— R Lo F8 A, FrpLE—
RIZT7 =Ny 7352 LITTEERA,

7 7 4V b tunnd B 7 LE— R TF, transport 7 72 ALE— RiZ, 7RI O
F— FEVHR—F LTWARWEEIZ tunnel B— RIZ7 4 — /Ny 7 TX BIREE— K ThH
v . transport-require %7 7 ALE— R TIE, BBEE— FOLBPEHA S ET,
GE)
R E— R, UE—h 77X VPN QIR SN EH A
AT EIMMEE— RORIvT—2 3 VOFITIRO EBY TT,
o f =T EPERET— REREL, LARUVAN b3V E— RTINE LTZSGA.
A=V —ZF PRIV E—RZT7 =Ny 7 LET,
« AW tunnel & — R &R L, JSZMIZ transport & — R TINE L7cHE . B HNIE
tunnel E— NIZ7 +— Ny 7 LET,
« MM tunnel E— RZ$ER L, JSZAI2S transport-require & — N DA ISEAIX T
aAR—PLEEELEE A,
o [ARRIZ, A =3 =— % M transport-require E— KT, VAR F N KR E— ROY;
B, VAR Z )5 NO PROPOSAL CHOSEN 7233515 S L E T,

(EE) 7a— NNV I T7HA L% EEXTIHEEIE. VT N~y TDSATAT7HA
LAERELET,

Crypto map map-name seg-num set security-association lifetime { seconds number | kilobytes
{number | unlimited}}

map-name CiL, B~y 7y hOARIZIEELET, seg-numTix, K5~y 7= |
VICEIY Y TH/SERTLET, BMERIIRE ST =2 RS Tl DT A 7
AALERETCEET, HEL, T—FEETA 7 XA 2L A M VPN 2D A &
v, VE—hK 778X VPN IZIFEA SN EH A,

i

ZOFITIEZ, 7 U7~ vy 7 mymap DIRERZN T A 7 X A L% 10 ~ 2700 F (45 43) 1T
HMELET, NT T4V ITETATEALNIERINERA,

crypto map mymap 10 set security-association lifetime seconds 2700

(EE) IPsec NZDZ VP b = ATk L TH LV SA ZFRT 5 & %2 PFS 2#Bk4
B, FlziE IPsec BT B2 ITELA ERIZ PFS B RTHDERELET,

crypto map map_name seg-numset pfs[groupl14 | groupl15 | groupl6 | groupl9 | group20 |
group21]

51
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g4+zvomevyIons ||

ZOFITIE, K5~y 7 mymap 10 IZXf L TH LWSA Z T m— 95 & X2 PFS A
WEETH, ASA 1. 2048 ¥ v b Diffie-Hellman 77 4 AE Y 2T A7 )—7F%FH L SA
THEHALET,

crypto map mymap 10 set pfs groupl4

g (UEE) Zo2 V7 h~y 7 = FUICHESBEwICR L Tiir— FEA (RRD %A
F—T I LET,

crypto map map_name seg-num set rever se-route [dynamic]

ZAF v 7 PRESNTORWEA, RRUIFRERIZITOIL, 8L STz, &
ENELEITHIBRSNAETEDOETEICRV ET, ASA L, V—T 4 T T—TLIC
ABT 47 — a2 HBGENML, OSPF Z2fEH L TENLDONL— &7 T A ~_— k
F v NI =7 FdR—F— L—2Z@m L E4, #Ex/465% 0.0.0.0/0.0.0.0) %H#
Fv hU—27 L LTHRET2HAIEL. RRIZA F—T /M LRV TLEEN, T 74/ b
N—F EelHATHNT T4 v 7 ICHBLET,

FAF Ry 7 BHRESH TS A, A= MaIPseck X2 ) 74 7Y vm—va s (SA)
DT RN ICVERL &4, IPsec SA SHIBR S LD LHIBR S E T,

GE)
ZAF w7 RRUIIKEV2 R—ZADAEZT 4 v Vi~ v ZFETIC#EH SN ET,

&1

crypto map mymap 10 set reverse-route dynamic

RAT9T6 IPsec N7 7 4 v 7 HFMT LD, 7V T b~y Ty Mo X—T7 oA ATHALE

B

crypto map map-name inter face interface-name

map-name TiL, Ko~ v 7y FOARIZIEE L £, interface-name TiX, ISAKMP IKEv]
XA = a A X —TNERIFT A =TT HA v F—T = ADLEIEFRE L £
7
1 -

ZOFITIEL, ASAVIAMNEA v F —T = A A&l d D 8T 7 4 v 7 IS~ v 7 mymap &
ALTCRHME L, PREDLENE > AR LET,

crypto map mymap interface outside

FAFIVIBETY TDERK

HAF w7 70T h =7 WTHORTI A= EFESIN TN 2WI VT <7 T
T XA FIv 7 VT~ 7NE, RELTWERTA—=EZ0R, ETOEMHICEI LT
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B 7 rzvomes~yTnkm

BTHEAFI v 7ICBGEENS (IPsec 2T —2a vV OFfERLELT) R —FT o7 L—
FOBEERIZLET, ASAIL, AXT 4 v 7B~y T TETDIP T RUANEIERES
NTWARWEE, 7 ThrphERrA T — FNIELOICH AT I v e~y 7 %A
LET, ZHiE, ROXATOET THERALET,

e RT VT IPT RUVAREAFI v I IZEDETENDHET,

LAN-to-LANDOET . BLRUE—h 77 ERATAETIE. WL s DHCP 2 LT3
TV IPT RLVAZRGETEET, ASA L, PV afthTA L& KL
AEFEHLET,

TITAR—=RKIPT RLARTA T I v Z7IZEHY B THENDE T,

WE, VE— N7 7E8ADO N RXAVEZERTLHETIL, ~y FZU RIZL-oTHV Y TS
N7 T7A_X—=FIPT RLZA%FfF> TWET—KIZ, LAN-to-LAN b & R/ ITFRTIZR
ESINLETTAR—KN Ry NT—T7 Dy NBEBVET, TNRARFT 4 v 7 <7D
BREZHEREIND DT, #ERE LT IPsec SA ORI HEHA S ET,

ﬁﬁ%#1?74/77)7F7/7% XET H7-H,  (DHCP £72I13BIDFIET) XA
Iy ZIZEDYTENTEIPT R 1/275%97?6&%%/:.\%3 F 0 Y CHIEZIEZBR 2 o~
FTAT U DTFARX=RIPT RULARDNLRWEENHY £7, BHE., VPN 747
MZlZ, A% T 497 IPT7 RLARZRL, IPsec R —2a VERAITDZTZODX AT
Ry VIV N~y T RBETT, X, ~y RV RIZIKE x3vT—3 g VTP

7 R A% Cisco VPN Client [ZEIV 4T, 7547 MIZDOT7 KLU A&HH L T IPsec SA %
xFvE=—hFLET,

)

CE) XA FIv 7 7V <~y T transform-set /3T XA —Z 120 S LBE T4,

HAFI v I~y TEMHTLHE, IPsec DL T 4 Falb—3 g UREEICARY £,
BT NEICEANCRESIND EIIRL20W Ry NU— CHERTLZ 2R LET, ¥4
v 7 77U k<, Cisco VPN Client (/XA )L 2—H 4 LY)  BIOFAFI v 7
B Y TOHNLIP T FUAZEGET A AL—XIZx L THERAL T EE 0,

Je

Evhd HAFIv s 7 VT R~y T Opeamit=r bV Zany F¥—U— REFEHT LT EEN
METT, ZOL)7epeamit © NUDKRERD N T T 4 v I THF X AT 7 —
R¥XYRANDRNT 74 v 7 BNEENDIELE, %% T 57 FURFEHIZ O Tdeny =2 MU %
ACLIZHALET, Xy hT—2¢H T Xy b 7a—R¥vy A T 7473 LT, &
72IPsec CHREL72WZ DD v 77 4 v 712k LClE, P deny=> b ZFFEALTL 72X
W,

HAFIv 7 7V N~y 7L, ERERBLIEZVE—FOET ESAZ IV =— T 5
EERTHRELET, ASAIX, ¥A T Iv /s~y 72 BHL T E— b BT L OHRA
MG 52 LT TEE A, AT Iy W~y 7 TliE, BE T 7 4 v 275 ACL @ permit
TR LT, ST D SANELEFELRWGS, ASAIZFZED NI 74 v 7% R
ny 7 LET,

. IPsec & & UF ISAKMP



| 1Psec & & U ISAKMP

FIE

A

g4+zvomevyIons ||

IV T h=o 7y bMZiF, FATIv 7 7V b= TG0 LNRNTEET, £14F
Iy sy 7Oty MIE, ey Tty P TFRERWTIAFY T4 (DFY, —F
KXW —HF U AEE) #BEL. ASABRORE R~ v FEEICETHET 5 L 912 T A 0ER S
DNET, BXa2 VT4 TTIAT R, o (RET 4o 7)) ~v 7O NI R—F LA
WIERIZIET, XA T Iv s V)T N~y T Oy hEFHNET,

AET 4w 7 )T b~y Ty PERKRIS, FATIv 7 7V T <=y Ty MTh,
[i] U dynamic-map-name Z £ 03 X TOX A FIv 7 J VT h vy 7T 2EZOET,
dynamic-seq-mum (Z K> T, &y NNOX A FIv 7 7 VT N~y IREHISNET, AT
Ry ISy T ERET %A1, IPsec BT OF —4 7 a—%WE ACL THAlT 5729
(2. ACLOFFRIZfALET, ZOXIIIRELRVE, ASAIL, ETPMERTHH5WD
— X 7u—ID 2T AND Z LR T,

AR AT v MR~y T vy FEAMHLTHRESNIZ, ASA AV F—T A AT hRY v

&

ATy T2

TENDHRT T4 97K LT, FEL2—ADFT 7 4/L b— b E2EY LB TRNTLEE,
MNoRV U TINDNT T4 P ERETHITIE, ¥4Iy 7 7V T K~y IZACL %8
MUES, VE—KFT7 7R M RUTEERIT O ACL 2 ET 256 1%, @27 R
VA= NVERBELTLLIEIN, Hilb—  MEAZEHALTLV— 2 A A M—LTEHDIE, &
TR FNNT v TIREIC 25722 LT 7E &N,

U AT HFARNET—RESATF aALTHRFARNE—ROELLNEFEHLT, £ AT
SRRy O N EERLET, 1907 )V F v~y Ty NNT. AXTF 4D
vy T N A F I vy 2 N RS DE A B TEET,

(E8) ACLZX¥AF v IiEE~y FIZHD Y TET,

crypto dynamic-map dynamic-map-name dynamic-seg-num match address access-list-name
TNCEST, RETDR T T4 v 7 LIRELBRVW T T4 v I BRED £7,
dynamic-map-name Tix, BEfFOX A F I v /e~y 72 BRI K5~y 7 = N 04
A& fEE LE T, dynamic-seg-num Tix, ¥4 FI v Ikie~y 7 = MVICHIGT Do —7
VAERGEERELET,

11

ZOFEITIEL, ACL101 ¥ A F I v I HE~y Fdynl ICHIV Y THNET, vy T D —74
VAT 10 T,

crypto dynamic-map dynl 10 match address 101

ZOFATIv I~y I LT, EDIKEVI F 7 A7 —5 &y hEILIKE2 7
BAR—FAEFATENERELET, BRO T A7+ —nty bERET R E—F L%
TIAFT VT ANAZ REDTITAFTVT 4 DbONRRY) fHELET, KKEvl N7 A7 4—
Aty PEFRIFIKE2 7R —F b Ulza~y FEFERA LT EE0,

IPsec & & UF ISAKMP .



IPsec 35 & U' ISAKMP |

B 7 rzvomes~yTnkm

ATvT3

ATvT4

crypto dynamic-map dynamic-map-name dynamic-seg-numset ikevl transfor m-set transform-set-namel,
(transform-set-name2, ..transform-set-name9;

crypto dynamic-map dynamic-map-name dynamic-seg-num set ikev2 ipsec-proposal proposal-namel
[proposal-name2, ... proposal-namell]

dynamic-map-name Tix, BEfFOX A F I v /e~y 72 BRI W5~y 7 = M) 04
A& fEE LE T, dynamic-seg-num Tik, ¥4 FI v IkiE~y 7 = NVICHIGT Ho—7
VARG ERE L ET, transformset-name 1%, {ERETLIIERETH T AT 4+ —L Y B
D4 RITY, proposal-name TiE, IKEv2 @ IPsec 7' R R—H /L D4 HITZ 1| DLLEFEE L £,

51 :

IKEvl OB ZDFITIZ, FT77 4y 7N ACL101IC—&HLI-E X2, SAlZ, DT
AT —LEy MBETDORIF AT —5ty MZ—ETLH0CL 57T, mysetl (G177
TAFIVT 1) Emyset2 GE2 7744V T 1) OWThraEfHTEET,

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

(fER) 7a—r\L A4 784 MEZTENCT H5E51F, BEXAFTIv s vy T2 MY
DSATATHA LEEELET,
crypto dynamic-map dynamic-map-name dynamic-segq-num set security-association lifetime { seconds
number | kilobytes {number | unlimited}}
dynamic-map-name Tix, BEfFOX A F I v /i~ vy 72 BRI o5~y 7 = M) 04
AIZ4EE LE 9, dynamic-seg-num Tix, ¥ A T I v /B~y = NVICRHET 5o —4
VAFZERELET, FHHELITEEINET —FICESWTH DT A 74 A4 LERET
TET, L, THRETA T EA LT A MR VPN ICORBEH S, VE—F T2
A VPN [ZIdEH S EH A

1
ZOBITIE, XA F v 7 VT s~y 7 dynl ORRERZNT A 7 X2 A L% 10 ~2700 B (45
) WERMLET, NI 7407 &TIATEA NIEEINET A,

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

(EE) IPsec NZDFAF I v 7B B~ o A2t L TH LU SA 2 3ixk9 5 L X |2 PFS # 3
KT B0, T/l IPsec BT 0 HIT D ERIZ PFS #ERT 220 EHEEL T,

crypto dynamic-map dynamic-map-name dynamic-seg-numset
pfsigroupl4groupl5groupl6|groupl9|group20|group2l]

dynamic-map-name CTlL, BEFEO X A 2 v /S~y T2 8RBT 205~y 7 = U D4
i€ LET, dynamic-seq-num TlL, ¥ A T v /B~y = MU ICRHET 50 —4
VAREERELET,

1 -

crypto dynamic-map dynl 10 set pfs groupl4
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44 rv—44 tiEttozR |

RTYTS XAFIv 7 VT v~y T vy haeRAET v 7 7T b~y &y MBEBMLET,
FAFIv I ~vT2BRTL57 V7 b~y X w327V b~y 2y hORTT I A
FVT 4 = N ERIK (=T U ABERHRR) ITHELTLIEIN,
crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name
map-name Ti%, K5~ v 7ty NOARTZFEE L £7 ., dynamic-map-name Tix, BEfFD X A
TRy IE G~y T EZRT O~y 7 = P OARTEZIREL £,
i

crypto map mymap 200 ipsec-isakmp dynamic dynl

Y4 rY—HA4 FEREDER
W~y 72 L TEBOIKEVI BT 2 ERT D &, IWRMEER-ELZENTEET, 2

DAy 7 4 X2 lb— g 0FV A MY —H% A F VPN (ZER T, ZOEREIL, IKEV2 TIZH
A—hrINFEHEA,

HHETHRMT D L ASAIL, BB~ v FIZBEEMIT LN TN DROET ~O ko RV &
MLFET, XTIV —T g VBRI LIEETICT =2 NEEEN., TOETNT IV T 47T
IRV ET, 775747 BT LT, BEORTL o —3 9 DL X0, ASA BNEICRINICE
HBHETOZETT, T, XV z—a NI A ETHRE £, p2vo— g
DR LS C, ASAIZIROETIZBY £9, e~ v AT 6N TS TRTOE
TRRIT B & ASA DY A 7 IHRAIOETIZRY £77,

IPsec VPN OO & 1E

IPsec > 74Xl —L a3 DRTE

INHIE, IPsec 2 7 4 Fab—a VT AEREERTRTHEDICV I VERITV L
FarvFEAPE-RCANTEDavY FTT,

R3:Pseca T4 X L—aVERERTT H=HOaATUFR

show running-configur ation crypto IPsec. 7 VT h~<vwF . ¥AFIvr 7S
F ¥y 7 ISAKMP 2 &, 527 4 ¥ =
L—varafeforLET,

show running-config crypto ipsec [Psec I 7 4 Fal—Lar2kaiorLE
R

show running-config crypto isakmp ISAKMP=Z1 7 4 ¥ al—3 g U BREFR L
iﬁ‘o

IPsec & & UF ISAKMP .
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show running-config crypto map

PV N~y 7T ar74¥alb— 3 2K
ERRLET,

show running-config crypto dynamic-map

BAF I 7T s~y T Dary74¥a
L—varaFRLET,

show all crypto map

TRTCOary 7 4 Fal—ar RXTRA—H4
(T 74NV MaZFFONRT A—=E b ET) &
RLUET,

show crypto ikev2 sa detail

s BAL R EHE S T Suite-B 7 /L =Y XL R —
FeFRRLET,

show crypto ipsec sa

VUOTNETEIINANTF 2T HRA N E—RT
O Suite-B 7 /LA Y X L YR — b3 LU ESPV3
IPsec (i /12 R R LET,

show ipsec stats

T NERETLNT 2 TR AR E—RT
D IPsec 7 27 MMIBT AIEHRAERFLE
7T, ESPV3fatEadix, =15 L7= TFC /X7 v b
BLOFEE L OER 72 ICMP =7 —|ZRK RS
nE7,

) T—RMDHIZT I T4 £y a DT a5k
TRCOTIT 47 By a PEHBIZKT LIZBEIZRY ASAZ ) 77— 5 L9512,
A a—VERETEET, ZOMEEIZT 74 /0 b TEGICRESNTVET,
rdoad 2~ RZEHA LT, ASA%Z Y 7—h LE7, rdoad-wait =~ RZETET 5 L. reoad

quick 2~ RZfEH L T reload-wait #% & % 2N T& £ 9, rdoad =~ K & reload-wait
a2 Ni3FE EXEC E— FCEMATEET, Ebbicbisakmp L7 4 v 7 XIfHTFEH

/L/o

FIE

TRCOT I T 47 By alPERIICK T T HOEFHFSTASAZ ) 77— T HHEE A
F—=T T BIZE, ROV A N =P A N F AT B TAVEREFLTF a0 THF A S F—

RTETLET,
crypto isakmp reload-wait

51

hostname (config) # crypto isakmp reload-wait
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werrowm <7257 [

EREROFIICETIZESET 5

JE— R 77 EBARL LAN-to-LAN Ot v a B Re vy T 58EIZE. SEFIERLON
HOET, 2Lz ASADY Yy NEUUERIF) T—F, vy ary TA KLV EALLT
7 b, RRERFEOBE, FEHEICLDEIETT,

ASA TlZ., (LAN-to-LAN > 7 4 X2l —>arERIE VPN SA T D) BESNT-
BRI LT, By va URAERMRSNDERNCENTEET, 77— aZELZET E
7237 4T bMiE, TOEBAZESILL AN N 0l ERERy 7T v 7 2 T ER
LET, ZOHREIZTT 740 h TEICERESNTWVET,
BESNTZZFAT v NEETIZRKROLEDOREENE T,

T T— I BARX—T NI TNAEEX 2 UT 4 T I T A

*Cisco VPN Client ® 9 5, N—=a 40 LIEOY 7 by =T #FTLTC0DHHD (7

T 4Kz L— g VIIAHE)

[Psec &7 ~DOYIWrHdEI % A 1 — 7 /WIZF 5IZ1E, cryptoisakmp disconnect-notify =2~ > R %
VI NEREIAVTF AT XA N E—=RTANLET,

txXa)T4 7V IT—23 D)7
—H O T 4 X2 —a VAT, BEOSA R I =— L TWAMETAERD
T, HLOWRELZT-TEBICANCT DI, BEfFOSAZ 27 VT LT, EHEEDOa T 4
Fal—arTSAXHMSILET, ASANT 7T 4 712 1IPsec N T 7 4 v 7 /B L TN
HEAE. SAT—HR—ZADH b, :/74#;1/—“/5/7TE0)E”§.“%X7”543 FIET &
JUT LET, SAT—HRX—AEZERII VT T 5D, KRABREEDOLEC, ASA 2ML
ﬁbfwémmcb§74y7%ﬁ9&wﬁA IRETHEIICL TSN,

WROFIRTa~vr REANTHE, Vo AERITIALF 20T %2 h F— T IPsec SA
VT LCEHAMET 2 EnTEET,

= 4:1PsecSADY ) 7TH L UBMHILADa<T U F

clear configure crypto IPsec, 7 VS b~y 7 XAFIv7 7T~y
7 ISAKMP2 Y| Bi5ar 7 4 Xal—va r2ks
HIBR L E 9,

clear configure crypto catrustpoint TRTORTANRA L MEEIRLET,

clear configurecryptodynamicmap |4 _THLAFI v s 2 U Tk < TEHIRLET,
BEDEAFTIv I 7T~ 7HHIBRTE BF—
U—FHbH b ET,

clear configure crypto map FTRTCOZ VSN~ FE2HERLET, HFEOIZ Y S
F~y TEHIBRTELZXF—TU—FEH D F7,

clear configure crypto isakmp ISAKMP =227 4 X a2 b —3 3 2R EZHIELET,
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dlear configurecryptoisakmp policy | 4T ISAKMP 7 I & — & 72 (ZHFE D ) ~— 7l

BLET,
clear cryptoisakmp sa ISAKMP SA 7 —# X— 2K &2HIR L £,

sEIw a4 XaL—3a 0o )7

clear configurecrypto =~ > RiZi, IPsec, Wi~y XA FI v I Ks~y 7 CA LT
ARNRA b, TRCOFEAE, fEHE~Y 7 a7 Fab—3 a2 ISAKMP 72 &, I
AT 4 X2 b= a VOBEFEEHIRTESIBBEENET,

F1¥ %457 U722 T clear configurecrypto =< RZAN+5 &, a7 4 Falb—v 3
VAER (TRTOFFIMEDLEL) PHIREND Z LIZEELTIEEN,

FEMIZ DWW CIE,  [Cisco ASA Series Command Reference)] @ clear configurecrypto =~ > K%
L TLEE,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



