ukyl

ZOFETEH, VAT A AvE—U%FELT, VT TN a—T 0V ZIEHAT D HIEICON
THBHLET,

03X OME (1 3—)

aX T oOHARTAr (10 3—)

e BX LT ORE (125—)

e DE=HXY T (34 —2)

0 X7 ORERE (38 2—)

OX > DOE

VAT L mX T T AN syslog T—E L2 RATT YDA v — VR
T 5 HETT, Fhsyslogh—"~a X 7%, a7 BLO0T7 77— bOEMELLET, ¥
AADTNA AT, ThbDu s A yt—T% UNIX A X A )LD syslog h— B A ZE[F T
£9, syslogh—bE AL, ffiHARa L 74 Fal—2a 77 A4S T, Avb—V %%
BLTTZ7AVRET D, HOLET, ZoRKoe X203, o7 Hofk#Es =R
AR —VERMHELES, 2 SF V—F DT TN 2a—T A T BLOA T ML
BROM TR ET,

ASA DYV AT L 7LD, ASADE=Z )V TBIXO N T TNy 2—T (0 » TITHBER
WO ET, mX U ERAEHL T, ROBIELFEITTEET,

o O J\ZRERT D syslog A v E—VERET D,
esyslog A vE—VOEKREL I ELITEET S,
s IRD L 9 72 syslog A v b—TkERE 1 DLLERET 5,

cWER Ny 7 7
* 1 BLLED syslog —°
* ASDM

* SNMP EHIA T —3 3 v




B 720752 2—rconxoy

cHHEDE A= T KL A
o« 1Y —)L

eTelnet BLNSSHEY 3,

cHEHRKELANNRA =V VTR EICLD, JV—TNTDsyslog A vE—VERE
BLOEHT L,

« syslog DRI L— MHIRZBEH 2028 9 I &46ET 5,

s 7Ny T 7 BN IR S 2RI, TONFICH L TCEITT 0 (Ry 77
EEXTLH RNy T ONEE FTP U —NIEET D, £RIENEEZNEH T T v =
AEVIRGFT D) ZHEET D,

T, ERELNL, VTR FLREFAAZ LA yE—T U RANMILY, syslog A v E&—
CEITANEY LTI D,

TILFAVTFFANE—FRTOOXFLY

FNENOEXF2T T4 a2 THFANMUL, MEORX U J a7 4 Fal—varBEgE
NTEH, WEDA v E—UNERINET, VATL A TXFAMNERTEEH L TFA B
e 7 AL, JloarFXA MIEE LGS, By a v TERRIND A v E—VI38HE
DaArTHXFANMBET LA vE—VICREINET,

UAT BT AR ATEREND T = — /LA —r3— R yt— Dl P D syslog A v — VI,
BEHaLTXANTERSNDEA v E—VL LLICFa LTI R N TERRTEET, VAT
LFATANR—ATIL, BF T ORERLEF  VIHEROZRIITE EE A,

ASAIE, FA Y=V ELBIIarTHFAMEGDDIIICRETEET, JHUTL- T,
H—0syslogh —N—ICEEENLI U THFA PRy E—VHKRITE £9, Z ORI
Har 732 MpbREENEA vE—V L VAT AP LEF SN A vE— Y OHBNT b
VHET, INRAREROIE, EELBI AT AFTAN—ATHLA v =Y TEVRAT A
DT NAADPMEA S, BHEALTHRAMPEELTTHOLA vy =TT A AID L L
TEH=a YT XA MOARIBERENL0 5 TT,

syslog A v t—T 0 H
WIZ, SESEesyslog A v E—VEMHRT DI ETRETEAERS A TORERLET,

*ASAEF 2 VT 4 R =TSN, ZNODAyE—ViE, X274 R
UV —THWEEEDOR— IV EFRRLTDLOICELHET,

CASAEBEXF 2 UT 4 R —THESEINER, TNODA yE—UiF, X2 T Z2NE
Py N —=JICHBEEINTWAET 7T 4T 4 DX A THERLET,

cACEHEGEu XU JHREE AT 2 L, AL TWVD ASA TR L THAL TWVAHIE)R
FRENFET,




syslog A v t—UHHK .

cIDSTV T4 ET 4 AvE—Il00%, BELEHENTRENET,

e —YP—FIEL a<w L FOMEHICEY, EX2 VT 4 R O —DOLEFELERINT L2 &
NTEFET,

HARAEAE IR A~ 2 — I, #ENLE KO S =SB 0 1E 0, S 7= &
NZT 4w I EPNIREINET,

7'a hAUERRIA v = PI2i3, SERTHEH ST 7 ol bR — FERGHRS
nET,

T R L ARG A v — 0%, HESLF T2 IIUI STV D NAT £ 7213 PAT #5654
LR LET, ZOBHIT. NEER Y hT = DO E SN BEOH LT /T4 €
TADVHR— NEZE LEGAITE L ET,

" 1 PA L3
syslog X vt—T AR
syslog A v E—I1F, RO LD ITHEELS N TWET,
[<PRI>] [Timestamp] [Device-ID] : %ASA-Level-Message number: Message text

WDFIZ, 74—V ROFMAZRLET,

<PRI> FISAF VT i, BX 2V EMBLEM BAENI7 > TWABEAIL. ZOfHE
Disyslog A v E—VICFRENET, vF¥ 7 EMBLEM /3, Kmfi&<
UDP & H#aERH Y £,

Timestamp AR FOHERERENE T, FALREZ L TOuXr IR > T
BY, TOXALAX LT INRECS4 R D X ICRESN TV D
AL, syslog A v =V DT RTOX A LAK 7T, RFC 5424 FEUERIKS
\Z9E > T UTC DR DR RS NET,

Device-ID aZ—W— A v —T = A A%J LT logging device-id 47> a » EHNIC
% & TITRIE SNIZT A AR 3LTF, A R—T i ﬁék\mmmM
JERD syslog A v E—IIZT A A D TRARSNER A,

ASA ASAMMERRT DA v =T Dsyslog AvtE—Y 772 V7T 0 a—K, Z0D
EIXHEIC asa TT,

Level 0~7, LU, syslog A v E—UIZ STV ARIMOBEKREZ R L
F9, EMENNZEZDORIOEREITFLS 20 £7,

Message_number |syslog # v & — V& ET 5 6 HTDOFE A DEF S,

Message text R ZBHT 5T %2 F3LFF, syslog A v =D ZDOENITIE, IPT R
VA, R— b EH, TRV LR EENLTNDZERHY T,

TNA ALK S TERESNDTXTOD syslog A v— 1%, [Cisco Secure Firewall ASA Series
Syslog Messages)] 74 FIZFi# S TWET,

o m


https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog.html
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TETT A

EMBLEM syslog 7 #+—~ > ~&, RFC 3164 33 X N RFC 5424 OFEHEIZIE S THE IV
A afEAGORAITT, L7z - 7T, EMBLEM B NC7e > TWAA . syslog A v E—UIZ
LU <PRI>7 4 — /)L FOHIzary () DHEHENET,

7% 7 EMBLEM, logging timestamprfc5424, 5 & OVdevice-id 23 N2 72 > T 5 syslog A »
=T Dfl, <PRI>7 4 —/)L R (<166>) DIRD a1 NIERE LT,
<166>2018-06-27T12:17:46Z: $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

logging timestamp rfc5424 & device-id A HZhIT72 > TV 5D syslog A v E—Dfl, # A LAH
YTORNZaRrY () BERRSNEREA,

2018-06-27T12:17:46Z ASA : $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

(EXE)

WDFIZ, syslog A v E—VDOEKEO—EE2/RLET, ASDM R B =2 —7 CTHEKNEZ X5
LT TH70I, EREOZNTINCHAT LD T—2FE VYK THZ LN TEET, syslog
A=V OOREEIT I, [V —/v (Tools) 1>[f%E (Preferences) ]>[Syslog (Syslog) ]
2T HEIRT 50, FEFn S Ea—T HEROY — =T [EDOHE (Color Settings) | % 7
Vw27 LET,

= 1:Syslog * vt —CDEKE

LRILES BEXE s EA

0 emergencies AT DA ATREZREE T

1 alert TCITHET ORLERDH Y £,

2 critical A 7Rl T,

3 error T T —IRRETT,

4 warning HERETT,

5 Notification G& |1EH T2, HEEZHLE L TR TT,
=)

6 informational BFWA v =TT,

7 debugging TNy T Xy—VTT,

MEEZT Ny 735X, 2O T—RFIZO
Ho e LET, Zon s L-ur Tt EFICE
DAY= NERSNDAREERD DT, VA
TLNT = AR G A RN S Y £,




syslog A v &— T4 LB ) VY .

\)

GE)  ASABIO 1E, ERKEO (BR) Dsyslog A vE—VZARLEHA,

syslog * vt— Ja LB YT

R E LD syslog A v B—1F, FEED syslog A > E—T 72 BRED M EICER SN D &
T4 NZ Y T TEET, HEziE, ASAZREL T, §X3TDsyslog A vkE—T% 1
DO NTIZEEFE L, RO Dsyslog A vE—T DOV 7y MEBIOHEIZEET D Z L2
TEET,

BARIIZIE, syslog A v = BROEHEITHE > THARICHRIESND KO TEET,
e syslog A vE&—Y D ID %5
s syslog A v EZ—TOEKNE
esyslog A vE—Y 772 (BRE= U 7 & [A5)
INOOREMET, HHEERET DL EITHEIMRERA Y=Y VR MEERLT, I AZ~

AATEET, HOWE, AvtE—Y VX NEITEBERIZ, REDA v E—Y 7T A%KH
AT OHABITHEETDEIICASAZRETHI L HTEET,

syslog A vtE—2 U5 X
syslog A v B— D27 T ZFIKRD 2 DO FIETHEFTE £,
esyslog A v E—VDHT I Y 2RO NGFTEEE L £7,
A=V IV ITRERETHAyE—Y VAR MEERLET,
syslog A v &= 7 F %, TN ADORHEE T ITHERE L A D X A 712K - Tsyslog A >
= UEMET O HERRMIELET, 2L XE RIPZ T AERIPA—T 4 v 7R LET,

FED 7 7 AZET % syslog A v =YD ID FFILT T, &HOIMHBELTT, 72L&z
X, 611 THEE DT RXTD syslog A v E— IDIL, vpne (VPN 27 FA4 7 > b)) 7 7 AZRH
B TWET, VPNZ T4 7 & MERIZEES T BTV 5 syslog A & — 2 DOHFiPHIT,
611101 ~ 611323 T,

T/, 1ZE A EDISAKMPsyslog A v & — IR EHEICAM SN T4 7 Y =7 bodbgt v b
MEFENTNDED, PRV EBINT HOIEILHET, ZhbDA TV = r NI, AR
HEZe & XIT, syslog A v E—TOWAT XA FORNIAINSILE T, syslog A vt — ARk
ATV = SRR REA. FFE D heading = value OflAA DR IIFR RSN ER A,

FT7 V= MIRO LIRSS ET,

Group = groupname, Username = user, IP = IP_address




. syslog A v &—C U5 X

Group (X k> %V Z/L—"7" Username [T — /v 7 —Z X— 2 E£721L AAA T— 30 L U5
Lica—H94, IP7 RLRAZVE— T RR VT4 TV FERIFIVAY2ETONRTY

JIPT KLATY,

WOFRIZ, AvE— V5 ALK 75 ADAyv—1D OHiIFELEZ Y A NLET,

TR 2:syslog * v E—C DI S ABLUVEEMITONATVWEAvE—D IDES

93 R EZ (Definition) Syslog A v tE—C IDES
auth L — YR 109, 113
— TR YRR 106
— TV r—vary 7y AT U 4—/L 415
— Ry by b N7 74y 7 7404 |338
A TV ART LY N7 7 AT 74— 110, 220
ca PKI FEFAH%RE 717
citrix Citrix 7 74 7> b 723
— JITARY T 747
— J1— NEH 323
config avy R AU B —T AR 111, 112, 208, 308
csd X2 TRTAT Ny S 724
cts Cisco TrustSec 776
dap BAFIvs TIRARY v— 734
eap, eapoudp Xy hNU—27 7 RIvvar ar b 333, 334
7 —)LH @ EAP % 721X EAPoUDP
eigrp EIGRP V—F ¢ v 7 336
email BT A—L FTux 719
- REEE=421 7 735
ha 7 =L —R— 101, 102, 103, 104, 105,
210, 311, 709
— Identity-Based 7 7 A 7 7 +—/L 746
ids RABIEN S AT A 400, 733
— IKEV2 YV —/V% v b 750, 751, 752




syslog A v E—2 U5 R .

95 R EZ (Definition) Syslog A v t—2 ID =

ip 1 209, 215, 313, 317, 408

ipaa IP7 L ZDENY YT 735

ips RG> AT 2 400, 401, 420

— IPv6 325

— T4k T 444

mdm-proxy MDM 7 11 % 802

nac Fy hI—27 T RIvvaryarhbh |731, 732

—/L

nacpolicy NAC RY o— 731

nacsettings NAC RV v —%iH T 572D NAC | 732

- NAT ¥ X TV PAT 305

— Py bNU—2 T IRARAL LT 713

np Fy hU—7 Tat vy 319

— NP SSL 725

ospf OSPF L—F 4 v 318, 409, 503, 613

— NAT— ROl 51k 742

— Phone Proxy 337

rip RIP L—F (v 107, 312

rm Resource Manager 321

— Smart Call Home 120

session a—HF tEyg 106, 108, 201, 202, 204,
302, 303, 304, 305. 314,
405, 406, 407, 500, 502,
607, 608, 609, 616, 620,
703, 710

snmp SNMP 212

— ScanSafe 775

ssl SSL 2 & w7 725




B orea—7orve—vov—r+

a4

ENY

Ea—7DOXAvt—

95 R EZ (Definition) Syslog A v t—2 ID S

sve SSLVPN 7 7 A 7 > k 722

sys AT A 199, 211, 214, 216, 306,
307, 315, 414, 604, 605,
606, 610, 612, 614, 615,
701, 711, 741

— B O 733

tag-switching PR BT AL v F T 779

transactional-rule-engine-tre | kS Y7 g L—)L LV 780

uc-ims UC-IMS 339

vm VLAN ¥ > B 7 730

vpdn PPTP B LN L2TP £ v 3 213, 403, 603

vpn IKE 33 X (" IPsec 316, 320, 402, 404, 501,
602, 702, 713, 714, 715

vpne VPN 7 747 K 611

vpnfo VPN 7 = — /L F— 38— 720

vpnlb VPN o— R RZ vy 718

— VXLAN 778

webfo WebVPN 7 = — /L A — /X — 721

webvpn WebVPN & AnyConnect 7 7 A 7 > k |716

AONESE

FT_TDASDM 27 B =—7 (Real-Time Log Viewer, Log Buffer Viewer, 35 J U Latest ASDM
Syslog Events Viewer) TA vt—U% Y — N TCXET, BROW T LTT—TNEY—F T2
WZiE, Y= bOEELTL, BEWOI T O~y X —% 7 Uy 7 L, Ctrlx—%ML7-FE,
FRHC Y — MEICED HMDO T 7 LD~y X —% 2 ) » 7 LET, RHEIEICA vE—T% Y —
MBI, B EREON T 2 EBFRINLET, ELoh—HETE2ER LA,
(REZNZBItR72 <) AftOABEIEL (BAHCERR) RAOHRTA vy =R Y — 3

D

Real-Time Log Viewer 3 &2 UF Latest ASDM Syslog Events Viewer TA vt —% Y — b 95 &
LB SNTEH LW A v —VIlAFE ORSE & 720 —F ETIIR, Y— FINTIEF TR
RENET, 2FEV, AvE—VEFEOMDOA v E—YDOHFIRIS > TERRINET,



nzxanrve—suzt ]

WRRL AyE—2 )R B

NAZ I A= URABEAER LT, #MET D syslog A vt — & ZDHT) %A FaRITH]
WTEET, BAHX LsyslogA v E—TDY AT, WOFHONTNUNEITTITEHEH
L Csyslog A vE— D7 NV—T%ELET,

« R
e XA vt—TID
* syslog A v &— ID O#iH

cAvk—TV TR

e ZE A=Y VRPN L TROBIEZETTEET,

cHRKENIBEIO2Dsyslog A vE—VZRIRL, | QUL EOETFA—/L T KL RITEE
T2,

e Avt—U 7T Z (Thal 72&) IZBHEM T BT X TDsyslog A vE—T % EIR L,
WE S > 7 7 ITRAFT D,

Avt—Y URANMIUL, AvE—VERRT LD OEELZEDH ENTEET,
2L, Ave—UBRPEEHEOEBINL. ENEVERIOa~ Ry M) TITHIRERHY F
T, EELIEA v E—VBRIREEZELA vE—Y VA MPMERS D ATREMEDL H 0 77,
A= VRAND2ODEEIZLSTRIUA vE—VBRBIRENDGE., ZOA vE—VX
— T SIS NE T,

syslog A v =%, VIAX VU ITBETOT AT 407, £F=2) 07 BLOWLT
TNy a—T 4 T DIZDDOIEFICEERY — NV TT, 7 TAXNOHKE ASA 2=y kb (KK
8=y FEMHTEXET) &, syslog # v —TVHMBNCAERK L £9, FEDlogging =2~ >
REFHTLE, AL RZ U TBLIOT A AID EEe~y 4 — 74— )V REHIfTE £
T syslog h—/3N—I%, syslog ¥ =R L—H Z#@HIT 57227 A AID % L £7. logging
deviceid 2~ REEHT L L. F—FXRR2 57 31 2 ID {1 & Tsyslog A vE—T%4E
KT HZENTE, VITRAZNOR—FIERRL2=y FPLDORA vy E—VDEHIZHED
TENTEET,

\)

6=

tyva e LERHD £,

7 T AL DIEEEN G syslog A vE—VEE=F—THIZIL, B=F —T HFEEEICK L TASDM




| B e

AX>90HA4 FS54 >

COHETE, aX LV ERETHHNCHERT DML EOH DHIREFHEE A KT A A0 Tl
HH ]\/\i—g—O

IPV6 DHA K54 >
« IPv6 23R — b S E T, Syslog i, TCP £721X UDP # M L CEETE £,

e syslog EEICRESNTIZA LV E—T 2 A ABRAITHDHZ L, IPV6OSIETHDLZ &, B
L Wsyslog B —"PBFEEA v X —T7 =2 ARHTEETEZ AL L2MRLET,

cIpv6 N LT F 27 X 3R - SR TnEREA,

ZOMDHA FS54 >

e syslog F—/NTiX, syslogd & WO — "7 7T LAEFETTH0ENH Y 9, Windows
Tl AN =T 4 7 VAT LO—FE LT syslog 4— 242 L T ET,

ssyslog h—_"—{%, 77 A4 T U+ — /LT AT LD syslogng 7' 0 RZHEDWNTEMEL F
7, SecureWorks @ scwx.conf 7 7 A /L 72 E DI E 7 7 A WIIEH LT 72 a0,
ZDOEIRT 7 ANME, THAAREERERHY /A, TROEHERT L L. T
T =AU, BRI syslogng 72 AR L ET,

e syslog [BIF 1A X —T = A ZADWRE -
ARESNIEHENA =T = A ATEIT 7 B ABRARNT2 > TODHE,

Management Center |Z/V— T —T V)b 77 v P &FT L, RKEeV—T 470
Uy 2SN THINA A =T 2 A A (T —H EITEE) BRELET,

BET 7 R AR e > TORWEBRERA V4 =T =2 A2n X7 RA ML L
TEXET % &, Management Center [Z/V—7 4 > 7 T—T /N =2 F Vbbb T,
A F =T oA AEMHLET,

Lf_ 735 T, Management Center 7% syslog {5 2 IZHHDOEBANZZHEHT 5 X 9

WZTBITIE, BHET VR LB, L F— 7I4z% RELTHD, BX¥ 7R
ARNTAVE—T oA ABEELET,

interface <management-interface>
management-only ----- >Do not include management-access

logging host <management-interface> <syslog-server-ip>
e syslog L' — F235F0 50,000 X v E—TER DGEIE, T—H A X —T oA AN, FH

AE=T A ATERHNA L EZ—T 2 A AL LTHHIN TS Z L 2R LE
R

CASAVVERR LT-u V& F T AL, eX VORISR EETALERLYET, v X
VIO DOHNEEREETICa X U T EA R =TT D E, ASAITA v E—U AR LE



E Y A |

T, TNHDA vE—VFE CRRTE LR GFEINETA, FuaX 7o
IMERNCHRET D HLERH Y £9, 7= 20X, HAkd: L THED syslog —/N\—Z 45 1E
T 5%, 4 syslog #—/3— [Syslog Server] XA > C, fHBlOT b U EZREL £,

AH v R T, ATIE, TCP ETO syslog DEFIT YV R—hEnEHA,

N7 AR—=F7m hbandb LTTCP 2T 556G, A vE—URkbhink )i
syslog tr—/N— OGN 4 OB X £9°, syslog h— N—ZFH L TIEFHITSZEDOT A
ANB A=V EET LGS, Hit— —~y ROFHB P — = L TRET
HHEAIE. DYV ICUDP 2 L £7,

2ODRNDH Y A NEFIES T A% BB syslog Y—S—F 7= 1LF LEFHIEI D ST =
LT TEEEA,

K16 5D syslog h—"ZRETEET, 2L, v AF ar7FAFE—RTiE, =
UTEARNITEIZ A —A=ITHI RS TWET,

syslog — 33, ASA RH TEETE RTIUIAR Y FH/ A, syslog F—"REETE 5 A
VH—=T 2 A ALT, TAA ABRICMPEIEARGEA v =T Z2HEG L, [ U — T syslog
EEETDEIICERET HMERHY ET, TXTOVETT ¢ (HERKE) Il TrF
VIMWAR—TNTHDZEmMHRLET, syslogh— =07 F v LlonkHicd
%728, syslog 313001, 313004, 35 KT 313005 DAERLZMHI L £ 7,

syslog D UDP 5t DL, ™N— R =T 77 v F 7+ —LDCPUDE L | BRET D syslog
P — OB EERE L TV E3, ATEEZR UDP syslog 825t DT H IZ, CPU O L% T
T 5 syslogh— O EFRE LIEERCICZRD T, ZUI TSI TWSEHETT,
7a—sLUDP 7 A KV 2 A4 A7 0 MIZhbDtyva @A S, 7740
MI2HTHDHZ EICHERELTLESY, b0y v arz2Iink b HEVKHECH
CAHEAICIX I OREEZFETEETN, XA L7 7 Mdsyslog 7217 T/ < 7T D UDP
Pepelc @A S ET,

TI7EAVARDE v MEFETEBET DO AZ L A vE—2 URNEHHATS
L. aXUTERKENRT Ay (L-LT) OF 78AVANMIHLTUL, T7EAY R
Now 23 ERESLER A, logginglist 2wy RoaXr 7y vs7 4 (ERE) OF
T ANV ME, 6ICERESNTWET, ZOFT 74 FEER®REFICE A b T, T
AVYANar7Za4Xal—arouXrroes s (BERE) 273y ZICHR
WCEETHHEAIT, uX o/ ar7 4 ¥al—2ay ARSEETH0ERNH Y 7,

nX eI T 4 (BEKE) BTNy ZIZERINID, T77E8A VA MDOE v M3
& F N TV 720 show running-config logging =~ > KO F1HI & KIR L £,

ciscoasa# show running-config logging
logging enable

logging timestamp

logging list test message 106100
logging buffered test

Wiz, 7782 YA K E v b&EET showrunning-configlogging ==~ > KO H /il & 7~ L
EJ RN

o m



ciscoasa# show running-config logging
logging enable

logging timestamp

logging buffered debugging

TOBRE. TI/EAYVA My T 4 Fal—aEFEFEET, T2 A VA NEY R
BRROBO X HICFRINET,

ciscoasa(config) # access-list global line 1 extended

permit icmp any host 4.2.2.2 log debugging interval 1 (hitcnt=7) 0xf36b5386
ciscoasa(config) # access-list global line 2 extended

permit tcp host 10.1.1.2 any eq www log informational interval 1 (hitcnt=18) Oxe7e7c3b8
ciscoasa(config) # access-list global line 3 extended

permit ip any any (hitcnt=543) 0x25£f9e609

ASA 73 TCP #%H1 C syslog Z 24153 % & syslogd — B ADOHEEN, #55EOBIAAIZK 1
I ET,

syslog r— =535 Uiz — R—FEB 1T, [HEES—OM A (Extended Key Usage) ]
74—/ FIZ TServAuth] NEENTWDORENDHY £9, ZOF = v /i, HOEBHGE
HZELSOFERFEICOAFATENE T, HEEALHFEOLRA, 207 1 —/L FICEITER
RENFER A,

=
&
ZITIE, v X T OREFIEZOWVTHAL ET,

OxX>JDAEME

OX T A F—TNCTBHITIE. ROFIEEZFEITLET,

ol
Xd

aOx>4om

FIE

ATv 71 ASDM T, ROWVTNNZERIRL £7,
* [Home] > [Latest ASDM Syslog M essages| > [Enable Logging ]
* [Configuration] > [Device Management] > [L ogging] > [L ogging Setup]
* [Monitoring] > [Real-Time Log Viewer] > [Enable L ogging]
* [Monitoring] > [Log Buffer] > [Enable L ogging]

AT w72 [Enablelogging] F= v /Ry 7 A%A NI LT, aXorat ALl ET,

.
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5\ &R syslog B-—/\

FiE
ATy T

ATy T2
ATv73

ATvT4

ATvTh

ATvT6

Lt |

FTTINY 2a—=T 4 T BLORT =< ADFT=4 ) 7 HTsyslog A v & — Y O IR
%, syslog A v EB—UDR(EL (NEHn 7 Ny 77 1 DEITEHOINET
syslog —/3—_ ASDM, SNMP EH AT — 3, arY—LR—bh, HELEZETA—L
T RLA, $13 Tehnet BESSHE Y > a3 o2 8) 21 OFHI3EHISET S 2 & 2B

e Sk

HLET,

ERALe

EHHEHT 72 AREN > TNDA X —T A A Tsyslog B X VT aHE LTHE,
T—H T VL —BEO T 7 (syslog ID 302015, 302014, 106023, 35 L T8304001) (L K v

ST syslog H—r3—|

CERELER A, ZTNHDsyslog A v E—UN Ka vy FEINDHDiE

TR RAN—TFT 4T T —TNVIEEBA B —T 2 ZAD)V—T 4 TN TT,
TEA LB —T oA A TEHERT 7 B ARENNI /> TS L 2R L

L7=23-> T,

=L

ax A&

TLTEENY,

—A D syslog A v E—TDEE

B syslog — S—THRIHATRE/R T 4 AV BTG U T A v =% T — A7 L, T ORI
o, BX T T EBETEES, LT, FFEXA T D syslog A vE—U R JIZE
RSN L ZITHRT 72 a URFATESND LOIHEE LY, »no b7 —2 2L T
LAR—MNHDOBID T 7 A MICZEOFEERERGT L2, A NEBFEORAZ V7 N L Ciqt
WA BL7ZY TEET,

AES syslog H—/N—IZ syslog A v B—VZE(ET DX, ROFIAEEZFATLET,

[Configuration] > [Device M anagement] > [L ogging] > [Logging Setup] Z #4R L £ 7,

[Enable logging] = v 7 Ry 7 A% A N2 L T, ASAICKT X 72880 LET,
[Enable logging on the failover standby unit] &= v 7 R > 7 2% A N2 LT, AH¥ 734 ASA T
WNTDHRF T EEMCLET (TRERES) .

[Send debug messages as syslogs] 7= v 7 AR > 7 A% AN LT, $TXTOT NNy 7 K L—RAH
HNIRTAT LY FA L7 FENDEIICLET, ZOFT v a v BARx—TMI>T
. syslog A vE—TFary Yy —IFRRENERTAL, TORH, TRV T A yE—
/é"?@ﬂ“@*é X, A Y —ATaX T EA F—TMIL, TNy Tsyslog A vE—VFKE
BLIOERELLVOELEE L Tary Yy — v ERETHLENHY £7, BT 5 syslog £ v

I/\é EI;

t—UHF T

[Debugging] T,
[Send syslogs in EMBLEM format] &= v 7 /R v 7 A% 42 L C, EMBLEM JERX% A % —7 /L

WLET, 2k,

DEH S

BXT Ny T 7 RA R
LET,

A XEHAETE

jzj—o

RNy T 7DERER

. [711001] TF, ZDsyslog A v &=k 5T 7 40 b OEKE LT

syslog h—"—Zr< v ¥ 7 D563 < TIZ% L C EMBLEM &

TNDGE ., syslog A v =V ERAFETHNE R T Ny 7 7O

BN b e, FIPY—N—F721INEH 7 7 v v a A

o m



B rroz:

FVICa 7B FEFELTOHRWED, Ay — 3 EEXINET, 74V 0Oy 77 P A
R1E 4096 /N4 R T, BRh7eFiFIT 4096 ~ 1048576 T,

AT9 Tl NouTZ7NOT—HNEEEXINDENC, 25 % FTP — —R 7T 5551, [Save
Buffer To FTP Server] &= v 7 R v 7 A% A4 LET, Ny T77NOT—F N EEXIND L
T D%,EIE. COF =y IRy 7 A& F7ICLET,

ATw 78 [Configure FTP Settings] %7 U v 7 LC, FTP ¥y —"—%45E L, v 77 NOT — X Z{R(F
TOBIAEN T2 FTP X7 A—F 2R EL £ T,

AT w79  [SaveBuffer To Flash] = v 7 R v 7 A% AN LT, LEETIHRNCHERT 7 v 2 AEY
W2y 77 DNEERIFLET,
GE)
ZOFTvasid, =Ty RERIZ NI UART LY R YV E— RETTERTE E
R

AT 710 [ConfigureFlashUsage] %= 7 U v 7 L, aX U ZIHHTHINET 7 v a A€ ORRERE,
BLORAKRHERF T REEEARBELKBHEMTHELET, 204 T a iz A Rx—7 0T
HE, AvE—UDBEMEINDT NA AT 4 A7 BT, Tsyslog] EWHIARIOT 4 L7 KU
PER S IVE T,
(6=3))
OFTvaE, B——T7 v RE—RELIE I T VAT LU F B— RCREFHEHATE
£

ATFYv TN ASA TERTDHVAT LT DFa—V A A& ELET,

FTP DR E

g Ny 7y ONBEORIFIZEA TS FTP h—X—D a7 4 Fal—2 g VERETHIC
T, WOFNEEFEITLET,

FIE

AT 71 [EnableFTPclient] = v 7 Ry 7 A% 4 N2 L T, FTIPZ AT hDar 7 4 Falb— 3
VEAF—T M LET,

AT T2 FIPH—_"—DIPT7 RLAEZEELET,

ATYT3 RfFEhion s Ny 77 a7 oY OEMELE R FTP —"—EDF 1 L7 b U RN2A%R
E]\/iﬁ—o

ATY T4 FIPh—R—itu /A 3500 a—VF—LE2HBELET,
AT TS FIP —_—~a (T A Da— Y =L ZBEMT S-S AT — REHREL £,
ATV T6 NAT—REMRL, [OK] 227V v/ LET,




¥ S IcEAT 375y 2 xUnEE [

AXVJIERATEI7 v A EYDEE

07 RNy 7y ONEENET 7 v a AT VIRET AEEOHIBREELZFEET DI1E. K
DFNEEFEITLET,

FIE

ATV T e XU AT ELNH T 7 v a A ORREREZEELET (KB HANL) ,

RT9T2 MRFTOINHTZ7 7 v a AT VOREEXRELET (KBHNL) . NEE7 7 v v a AEF IR
OFIFREIZE S &, FrLna FRRFESR R0 £7,

ATwF3 [OK] %27 U7 LT, [Configure Logging Flash Usage] # A 7 2 7R v 7 A% T £,

tXa7 OFX U TOEHE

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [Syslog Server] OJIEIZEIR L %7,

ATYT2 BXaT7 aXr T hAF—TNIIT % syslog P — —%IR L, [Edit] 227V v7 LET,
[Edit Syslog Server] # A 7 1 7R v 7 ANFRIINET,

ATFY T3 [TCPIAFvar RE %27 ) v LET,

X7 XS TIIUDP 2 AR— LTz, Zo7a barizEHLELY ¢35
LT —NREAELET,

AT 74 [Enable secure syslog with SSL/TLS] F = v 7Ry 7 A% A2 LT, [OK]ZZ Vv 7 LET,
RATvF5  ({EE) [Reference Identity] (2, syslog —/3—225%(5 L7-REEIC K95 RFC 6125 2 #
IDFxy VA FX—TMITHBMIDAT V=7 MaaiTHRELET,

ZRID ATV MZOWTEELLIE, 2 ID OREEZZH L T ZEN,

syslog " —/\—I[Z3X159 % EMBLEM F2 X O syslog * v £t — D AR
syslog #h—/3—~0 EMBLEM JER D syslog A v &—T AT 2121E, WOFIEEZFEITLE
j‘o
FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [Syslog Server] DJEIZEN L £,
IPv6 Z 1 L7z syslog DEER AR — I TWET,

| ns


asdm-715-general-config_chapter24.pdf#nameddest=unique_980

B 2ot n%~D EMBLEM T2t D) syslog # v £ — S DAEF;

ATy T2

ATvT3

ATvT4

[Add] 27 UV v 27 LT, #H LV syslog hr—"ZBINLET,
[Add Syslog Server] ¥4 7 2 V7R v 7 ANERINET,

GE)
120X 27 4 a7 %A ML TERETE S syslog h—N—OFITHF/K T4 TT (&
Frcl16ET) .

syslog V= "—NE TV —IREEDOHE, ASATHF 22— AND I ENTEDLA v —VHERE
LET, ERErDEEIX, Fa—ICANLLILD Ay =B ERIRICZR D £5,

[Allow user traffic to pass when TCP syslog server is down] = v 7 7R v 7 A% A4 2 LT, syslog
Y= R=BE T L TWDEHEEICTRTO N T 7 4 vV EFAITHEIICEHELET,

ASA TlE, TCP #%5i S 17z syslog —/3—[T syslog A v —VEEETDHLIICRESNT
WABGE . syslog V— N—IZREENEAETHE, BEX 2T REDT-OHIT ASA ZRRET S

LW E 7 ey 7 LET, syslog —3—=D8EL TR WEE THH LW 2 75
HI0F, ZOF = IRy I AEA AT LET,

UDP Z#$87ET 5 &, ASA (X, syslog V— N—EIEL TV D00 E 9 2T BIFR 72 < B LBk

ZEFA LT 9, AR — MEX, Ebo07a ha T 1025 ~65535 T, T 7 4
)L b UDP "R— ML 514 TF, 5 7%/ b®D TCP AA— MiE 1470 T,

GE)
TCP T® syslog DE(E L, A X 231 ASA Tl AR—hERTWEHA,

fthd H S5~ D EMBLEM 2R O syslog A v £ — 2 DERK

FIE

ATy T

fth o> H F35E~D EMBLEM JERD syslog A v & —V 24T 5121, WOFIEEZFEITLET,

[Configuration] > [Device M anagement] > [L ogging] > [Logging Setup] Z #&4R L £ 97,

AT w72 [Send syslogs in EMBLEM format] = v 7 R v 7 A% A N2 LET,

syslog Y —/\—DERFEDEME 1= IFHRE

FIE

ATy T

.

syslog r— "= EZBINE T2 ITRET DI121F, ROFIEEZFEITLET,

syslogh— N—L DEFIHEHATHA X —T =24 A%, Fay T X7 VA RNPLBRLE
T



ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

RER T /8y T 7D syslog * v E—CDEE .

syslog r—/"— L DBEICHERTL2IP T FLAZ AT LET,

syslog #—/3—73 ASA F£721% ASASM & OWEIZEHT 572 =L (TCP £7-1% UDP) %
BIRLEJ, UDP £721X TCP OWT I Z i L T syslog v —"—ICT7 —F ZXETH LD
IZASA BEONASASM #3%ETHZ ENTEET, Ya harzEELRWEAE, 7740
k7w k =ui% UDP T,

e =

TCP Z#{5ET 5 &, ASA L syslog br—"—DEELHRH LIz X2, BX 2 U7 4 LOBEMN

TASA ZRETOHLWEEA 7 1y 7 LET, syslog h—/"—ICREENFAELTHH L

Pt 2 FF 3 DITiE, syslog h—/3—ITi%6f5 3% EMBLEM JED syslog A v & — T DAL
(15 _=) OAT v T 4%EBRLTLIES0,

syslog #—/3—|Z8\ T, ASA £721L ASASM L DEFICHFEHEINLI AR — MESEANLE
D

[Log messages in Cisco EMBLEM format (UDP only)] = v 7 Ry 7 A% AL T, A 2D
EMMEM%ﬁTf/k TVEu IR T 5 E ) EEELEY (Fu h=vd LT UDP
DR NTWND WZIRD) &

[Enable secure logglng using SSL/TLS (TCP only)] &= v 7 /R v 7 A% A2 LC, syslog ¥ —
=~ DD SSL/TLS over TCP DfEFIZ & 0 LRFE S 41, syslog A v B—TY DNENIEE(LS
NDEIWELET, LEISUTERIDICER L, UARRE LIZSRIDA T V=7 MK
SDWTEEAEFELZREETE EJ, FEMIC O VWTIE, X277 aX o 700k (15°—) %
ZHRLTLZE0,

[OK1%Z7 Vw7 LCHEZTT LET,

REO S /Ny T 7~D syslog »* v E—TDEE

FIE

ATv T

— R 7R AT L 22 DN e 7 Ny 7 7 ILEET 5 syslog A v —VEEET 2HLERH
DET, LAy tE—I1F VR MOEZIEMSNET, Ny 77 B0nodniiioizl
X, DFEORY T 7T TR RBELEEE. ASARWNSIXWNI RS2y 7 7 Z RO AR
TTHEIICHESNTVARVIREY , N2 v —VEFAEREINDIHLNA v E—T2k - T
EEXINET,

syslog A v =T 2NEH B 7 Ny 7 7ICEHET HITIE, ROFMEEXZFATLET,

RONTRNOA T a U EBRL T, WEE 7 Ny 7 7 I0EET 5 syslog A vE— V%l
ELET,

* [Home] > [Latest ASDM Syslog M essages] > [Configure ASDM Syslog Filters]

* [Configuration] > [Device Management] > [Logging] > [L ogging Filters]




B nsosvor0r59va~orn

AT w72 [Monitoring] > [Logging] > [Log Buffer] > [View] DIEIZEIN L £ 9, KIZ [Log Buffer] XA > T
[File] > [Clear Internal Log Buffer] DJIEIZEIRL T, WEHin 7 Ny 7 7 222 LET,

AT w73 [Configuration] > [Device Management] > [Logging] > [Logging Setup] DJIEIZEIR LT, NEm
TNy T 7 DY A REELLET, 774NV DNy 77 A X(T4KB TT,

GE)
BX TNy Ty A RXeBETTHE, Ny 7 7HAOBEFEOu I EESH, FILIEESH
72 A X TH LWy 7 7 BMERR SV E T,

ASAIT, HTLWA v b=V EBIEHENT 7 Ny 7 7 IBREL, Dol 7za 7 Ny
T DNBENERT7 T v ARVIRELET, Ny 77 ONEEZBIOGANRGET D &
X, ASA X, ROZA LA TR EFEHT245TR Y 77 A VEERLET,

LOG-YYYY-MM-DD-HHMMSS . TXT

YYYY [ Z4E, MM 1A . DD 2 H A, HHMMSSIZIRT, 4. B X OB TR E N1,
AT9 T8 BIOBFNIH LA v — V2 RIFT 212, ROLT v arhb 1 OBRIRLET,

CHE 7 T v a AEVICHLWA v —U % ET DI, [Flash] F=v 7Ry 7 A%
#4212 L T, [Configure Flash Usage] &2 VY >~ L' £9, [Configure Logging Flash Usage] %
ATRITRy T ANKRRINET,

1. aX oA T277 v a AEY ORKERESY KB THRELET,
2. X U7 Ty va AR VICREET 2R/ EXHEKEL KB THRELET,
3. [OK]%#27 YUy 27 LT, ZoXATulRy 7 A=HLET,
s FTP H— —IZH LW A v B— T & E(ET HITIE, [FTP Server] = v 7 Ry 7 A% A

\Z L. [Configure FTP Settings] %7 U v 7 L %9, [Configure FTP Settings] % 41 7 & 7 7~ v
JANERINET,

1. [Enable FTP Client] &= v 7 R v 7 A%+ N2 LET,

2. FRENTZT 4 —V I, FTPYH—R_R—IPT FL &, R, a—F—4 NRAT—F
EAIILET,

3. SAV—FEMBL, [KI &2V v/ LCIDSA TRy 7 AEBLET,

REOAYT NNV T7DTSY S 1a~DRERE
WEe 7 Ny 7 7% 7T v va AEVIHRIFET D203, ROFIEEZFELTLET,




FIE

ATy T

ATvT2

ATv73
ATy T4

nYORBTERTEEREIS v A TUnsRozE ||

[File] > [Save Internal Log Buffer to Flash] DJIEIZER L £,

[Enter Log File Name] 4 7 2 /7R v 7 ANREKRINET,

BHIDOAT L a &R L, LOG-YYYY-MM-DD-hhmmss.txt DT 7 /v b 7 7 A V4T
07 Ny 7y ERELET,

QEHOLT v a v ERRL, 2007 Ny 77D 7 7 ANLERELET,

By Ny T yDTrANHEANTILTOK] %227 Y v 7 LET,

AT DORBTHEATELGAT ISy 1 A E)DERENER

FIE

ATy
ATvT2
ATv73
ATvT4

ATy TH

ATvT6
ATy T17

B OFRERTHEM RN Y 7 v v a AFY)OFELZEFTET2I10E, ROFIEZETLE
R

[Configuration] > [Device Management] > [Logging] > [Logging Setup] % &R L £ 97,
[Enable Logging] &= v 7/ R > 7 A% A N LET,

[Logging to Internal Buffer] fE}# ™ [Save Buffer to Flash] 7= v 7 R v 7 A& A2 LET,
[Configure Flash Usage] #7 V v 7 L £7,

[Configure Logging Flash Usage] % A 7 10 77K » 7 ANREKRENET,

a7 NERTED 7T v ia A ORREES KB CTANILET,

T 7 4R T, ASAIL, W7 7 v a AEVDRKSOMB 207 F—X IfEHTE £
T ASA TRV T —H ERGFET HIDICHERNEET 7 v o AE Y Ofg/NEE K EIT 3 MB
TT, W7 7 v a ARV IRESNTWDAIR T 774U ED, NET7 T v a2 AET D
HERBNPRESNIRIBORELY TH->TLE 2HA. ASAITRbHTWa 77 7 A L% Y
BRL. #rLwve Z 7 7 A VORGSR b R/INREORENHERIND LI LET, BT 57 7
ANDBIWGE, FRIEEW T 7 AN ETRXTHBRL THZEE AT ) OFERR/NEOR &
FHES>TWAEE. ASAIZFDOFH LWa 7 7 A )V EFEFTEX £ A, flash-maximum-allocation
D ERRIX 2 GB T,

7T yva AEVIIRF T T HIOICHERT 2 E X EBO R/ NEEEY KB TA)LET,
[OK] %727 VU > 7 LT, [Configure Logging Flash Usage] # 1 7 0 7R v 7 A% L 7,




B AsomuavaConsole 1=k BEBENETL b DSEEDE—

ASDM Java Console Ik B8k~ ) DSBEaE—

ASDM Java 22> Y — L2 FEHA LT, ASDM =T —®D T T )V a—T 4 U TITEND., itk
SN P ETHFA MERN TR RBIRa—TE E7,

ASDM Java Console |27 7 B A4 5121%, ROFINEZFITLE T,
Fig

AT w71 [Tools] > [ASDM Java Console] DJIEIZE R L F 9,

ARTFv T2 ary—rTmEANLT, [~ DALY HEHEREF T LET,

ATy T3 arvy— L TgLtANLT, A=V alLrrarzETLET,

ATv 74 Windows ¥ A7 ~3—V vy & &, asdm_launcherexe 7 7 A VA2 X TV 7 ) v 7 LT, AFE
VEHEZERLET,

GE)
AEVEY Y TORKIEIL 256 MB T,

BFA—IL T FLAAD syslog * v £ —SDi%fE
syslog A v —VEBBFA—N T FLRICKEET DL, KOFIEZEITLET,

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [E-mail Setup] %2R L £,
ATV T2 EFA N A=V L L TERFEIND syslog A v E—VDEEFELT KLAE LTHEATS
EWLA—NT RLAERELET,

ATv T3 B (Add) 127V v 7 LT, € Lizsyslog A v =Y OZEHFOHF LWETA—L T K
LAZ AT LET,

ATV T4 ZOZEFEITEET DsyslogA v E—VOEREL~LE, Fuy 7 X7 A2 MPLERL

FT, FEEDEFA—/L T RUAIZH L CH#EH S5 syslog A v E—VOEKET 4 L ZIT

D, BESNTEZERKELVLED A vE—U 0N %G S E T, [LoggingFilters] ~2A > Tg
EENTT7a—rL T4 V2 FRFA—NZEHECENSNLET,

ATY 7S [Edit|#7 Vv 7 LT, ZOZFEE~KEET Hsyslog A v E—VOBEOEKEZETLET,
ATwT6 [OK] %27 V27 LT, [Add E-mail Recipient] ¥4 72 7R 7 A% L E7,

BFA—ILZEZEDEME-IIHEE
BT A—NDOZEEBIOCERELZBMEIIRET DL, KOFINEEZFZEITLEI,

.



IJ x—

yE—tsmrpy—i—oxE ]

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [E-mail Setup] Z &R L £9°,
AT w72 [Add] £721%[Edit] Z7 U v 7 LT, [Add/Edit E-Mail Recipient] ¥ 7 2 7R v 7 A% FK kL ¥
ﬁ—O

ATY T3 BHROBFA—NT RLAEZANL, Ry 7 X7 U A RNNDsyslog EREZRRL 7,
HERELVVIRO LI ICERSNTHET,

« Emergency (L~ 0, ¥ A7 A0MEHIAHEE)
G¥)

HUL L~V 02T 22 Li3BEOTEEE A,
 Alert (L 1, BIRERHLZS A2
* Critical (L1227 U T o J1/V5AF)
« Error (L~UL 3, =5 —5AF)
« Warning (L~L 4, #4525 0k)
« Notification (L~ 5, IEFZDBAZE 72 5:04)
« Informational (L'~/L 6, fHEHA v E—TDAH)

* Debugging (L~L 7, T80 7 A ytE—TDH)
G¥)
SEEEAA—INT RLANDRA =227 4 V2 ) 7T 51 [Add/Edit E-Mail Recipient]

AT TRy 7 ATHRELZEKRE L. [LoggingFilters] XA > CT X TDET A —/LZEH
WL TRELIZZm— L T4 VEOBEREO IS, EAICH L HMERN SN ET,

ATv 74 [OK] %7 V> 7 LT, [Add/Edit E-Mail Recipient] ¥ 7 2 7R v 7 A% L £,
BEZIXMEE S /= kU 2% [E-mail Recipients] ™A NZFRSIET,

AT9FS [Applyl 227 U w7 L, BEAREFE(Ta L 74 Fab—Ta R FELET,

k SMTP H—/\—DHE
BEDA XY MIRTDHEF AN T I7—FRBLOEHMORERLERD ) E— F SMTP ¥—
N—%RET DI, WOFIEEZFEITLET,
Flg

AT 71 [Configuration] > [Device Setup] > [Logging] > [SMTP] DJIEIZER L %9,

o m



. a2V —ILR— kADsyslog * v E—TDEE

ATFvT2 774 <Y SMIP YV —RR—DIPT FLAZASLET,

ATFY T3 (EE) AX LA SMTPH— =D IPT7 RLAZASL, [Apply]l 27 U v 7 L TEBRNE
ERITACT4F 2 L—va VITRFLET,

a2Y—I)LiR— bA®D syslog * v tE—CDEE
syslog A vE—T% a3V —)LR— MIEEFETHITE, ROFEEZFEITLET,

FIR

RTYT1 ROWVTNDLOFT v a v EBRLET,
* [Home] > [Latest ASDM Syslog M essages] > [Configure ASDM Syslog Filters]

+ [Configuration] > [Device Management] > [L ogging] > [L ogging Filters]

AT T2 [Logging Destination] 7 7 A T2 Y —/L&&IR L, [Edit) %27 Vv 27 LET,
[Edit Logging Filters] # A 7 12 77K v 7 ANRFRSNET,

ATYTI TRTCDOAXR N T TAFINIHFEDA XU N 7T ADWNTDIND syslog I T, =
V=V AR— MIEET D syslog A v E—VERRELET,

Telnet £/=IL SSH v 3 UAD syslog A v E—TDEE
syslog A v&—% Telnet 721X SSH & v ¥ 3 VICEET DI, ROTFIEEFEIT L £,

FIE

ATFYT1 ROWVTNINOFT g v ERIRLET,
* [Home] > [Latest ASDM Syslog M essages] > [Configure ASDM Syslog Filter s

* [Configuration] > [Device Management] > [Logging] > [L ogging Filters]

AT w 72 [Logging Destination] % 7 2 ® [Telnet and SSH Sessions] Z 3% L, [Edit] #27 U v 7 L ¥ 7,
[Edit Logging Filters] % A 7 12 77K v 7 ANKRSINET,

ATV T3 TRCOARU N 7 TAETIFRHFEDA XY b 7T ADNT DD syslog &R LT,
Telnet £721X SSH & v 2= NNIIEET D syslog A v E—TZFEELET,

AT 74 [Configuration] > [Device Management] > [Logging] > [L ogging Setup] DJIAIZEIR L T, BED
tyvarounX o SR A X—T M LET,




syslog A v 2—CDRTE .

AT w F5 [Enablelogging] = v 7Ry 7 A%A L, [Applyl 227V v 7 LET,

=JL ==

syslog A v t— L DEETE

=JL ==

syslog X v — U DETE

FIE

&

ATy T2

ATvT3

ATy T4

ATy TH

syslog A v B—UZBRET DI, WOFIEEZFITLET,

[Configuration] > [Device M anagement] > [L ogging] > [Syslog Setup] DIJIAIZEIN L &7,
T7AN A= DR=2 L LTHEHT % syslog h—/S—D T A7 A v ZJHEREZIBIR L £
T, 7 74/ MEXLOCAL(#4)20 TF, Ziud, FEAEDUNIX VAT ATHELRDHa— R
TY, 72720, F*y hT—7 TARAL A TIE SO 7 7 VT 4 NIFINTNDHD, A
TAa T TIEZOEEEE LRTHIE R 6720WGERH Y £7,

[Include timestamp in syslogs] = v 7 /R v 7 A% A4 N2 LT, %5 S D% syslog A vE&—
WA &R A BN L £ 9,

[Timestamp Format] K& v 7% 7 U ZfH LT, L — (mm:dd: yyyy hh: mm:ss) F72i%
RFC 5424 (yyyy: Dd: mmTHH: Mm: ssz) &38R L E7,

07 A AT RIE LGB I e o — Y — 4 & syslog A v B —VICRIRT 841X, [Hide
username if its validity cannot be determined] 7= > 7 AR v 7 A& A 7IZLE T, T 7 4/V FaxiE
T, = —F—AREH G5, F3EDNE > DARARGE, 2 —V—AI3IEERRTT,
el 2, =P =NRo T —F—HDOROVITNRAT—FE A LA, fiRke LTE
REAL D syslog XA v =T [a—W—4 ] ZRTONRLETT, e /A T T 7L
Va—T A U TIIRNET DD, B —F e Forn T o L b TEET,

[Syslog ID] 7— 7 /VIZHRK AT HIEREBIR L 3, HARERA T > a U, kD EBY T
D

s [Syslog ID] 7—7 /WZFXTD syslog A v&— ID ZHKR-T 25 LD ITHET D21,
[Show all syslog IDs] Z i8R L £ 9,

* [Syslog ID] 7 — 7 JWZHIZRIIZT 4 B— 7 MZ LTz syslog A vE—V ID IEIF 2 FRT 5
X 9T ET HITiX, [Show disabled syslog IDs] Z 4R L 9,

* [Syslog ID] 7—7 /VZT 7 4 /v MEDOLEE INT-EHKEZ ETe syslog A v E—T ID 72
FEFRT DX IITHRTET HI2iE. [Show syslog IDs with changed logging] & HR L £,

* [Syslog ID] 7 — 7 /W EKRENE T Zhiz syslog A v&—T 1D &, BURMIZT 4 E—7
I STz syslog A v E—VID 2T 2 FKRT 5 X O IHEET SI121E, [Show syslog IDs that
are disabled or with a changed logging level] Z &R L £ 97,




. syslog ID X E D#REE

AT w76 [SyslogID Setup] 7— 7 /WIZIE, ZDORENRIZIELSNT, syslog A vE—V DU R FRFER
ENFET, BETHMEADORA =T IDEITA v E—VIDOFFHZRRL 3, BRI
AyE—=VIDIE, TAE=TNMITHILY, TOERELNIVEZLEESTLIEHTEET,
YA MPSEBDOA v = ID 2R 25613, TOFIHDIEIHICH 725 ID 23R L,
Shift & — 2 L7222 b Z OFHOHRZICHT-DID 27 Vv 7 LET,

ATV T syslog A vE—VICTNA AIDBEEND L HIFRET LA, [Advanced] 27 U v 7 L&
D

syslog ID % E DiRE
syslog A v E—VOREEZELT HIZIT, IROFIEEZFETLET,

\)

(GE)  [SyslogID(s)] 7 « —/V RIZF/REEHATT, ZOMEIKICFR S5 EIL, [SyslogSetup] A 12
&% [Syslog ID] 7 —7 VTR &N P UVIZEDIRED £7°,

FIE

AT w71 [Disable Message(s)] = > 7 R > 7 A% 42 LT, [SyslogID(s)] U A MZ ID BFERENT
W5 syslog A v =V %7 =7 M LET,

AT w T2 [SyslogID(s)] U A MIFE/RIILD syslog A vE— 1D :“9%1?75)‘ Y=V OERKEDORF
YT LAV EBRLET, ERELVVTRO L) ICERS N THET,

« Emergency (L~ 0, ¥ A7 A0MEHIAHEE)
G¥)

HUE LV 0 2T 2 2 Li3BEoTE A,
 Alert (L1, BIRERHLS A2
* Critical (L3120 7 U T o 1 /V5AF)
* Error (L~L 3, =7 —%AF)
« Warning (L~L 4, #4525541)
« Notification (L~ 5, IEH 72N BEZE 72 5:44)
« Informational (L1 6, fHFH#A v E—T D)

« Debugging (L~L 7, FR_w 7 A vb—TUDHh)

ATw T3 [OK] 27 U 7 LT [Edit Syslog ID Settings] ¥ 7 12 7R 7 A% L F7,

B -/ |



JE EMBLEM f2 X 0 syslog * v £—A~ADT/8( X ID DH S .

JE EMBLEM #2 X D syslog A v £—O~ADT/NL X ID DHE A
7 /3A A 1D %3 EMBLEM £ syslog A v &—IZ& D 5121, ROFINEEZFEITLET,

FIE

AT 71 [Enable syslog device ID] 7= v 7 /R v 7 A% 412 LT, F# EMBLEM FED syslog A vt —
VIRTUIT A AID BEEND LD ITHEELET,
RAT9T2 RONWTNNOFT v a v ZRIRLT, EOLIRT A A ZHEHTLI0EHRELET,
* ASA DR A M
A UHE—T A AIPT L X
BIRLIZIP T RLACKHET DA v E—T = Af %, Ray 7 Xy U A RMMLERR
L/ij‘o
I A T EFRT B8A1E. [Inan ASA cluster, always use control’s IP address for the
selected interface] = v 7 R v 7 A& A2 LET,
« L5
FF DO —YP—FER LTI E AT LET,

e ASA UV T AR

ATw 73 [OK] %27 U 7 LT, [Advanced Syslog Configuration] # 4 7 1 7R v 7 A% L 9,

syslog * vE—CICAGEEZIZED S
syslog A v E—IIC AR &R Z G HI21E, ROFIRZIFATLET,

FIIg
AT w71 [Configuration] > [Device Management] > [L ogging] > [Syslog Setup] DIEIZER L £,

AT 72 [Syslog ID Setup] 81k C [Include timestamp in syslogs] = v 7 R 7 A& A 12 LE T,
ATy 73 [EH (Apply) 157V v 7 LTEENEERAFELET,

syslog A v tE— T DEE
RE LT syslog A v =Y %F 4 =7 T A121%, ROFIEEZETLET,

o m



=M |
. syslog * v E—CDERKENEE

FIE

AT w71 [Configuration] > [Device Management] > [L ogging] > [Syslog Setup] DINEIZER L £,
ATVT2 T—=TNNET 48— T 5 syslog IR LT, [Bdit) #7 V v 27 LET,
[Edit Syslog ID Settings] %A 7 2 7R v 7 ANFRINLET,

AT w73 [Disable messages] T v /Ry 7 A%A L, [OK]Z7 Vv LET,

syslog A v Et—CDEKREDEE
syslog A v =V OERELZEL T HI21F, ROFIELETLET,

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [Syslog Setup] DIIEIZEIR L £,
ATy T2 ERELZEFT S syslog 2T —T7 /L ERLTC, [Edi) 227V v 7 LET,
[Edit Syslog ID Settings] %4 7 2 77K v 7 ANRERINET,

AT w73 JEY)eEKE % [Logging Level] K v 77X UARNPLEIRL, [OK] 227U v 7 LET,

ABUINAZEED syslog * v E—2DTOYY

AL N HEE THRFE D syslog A v B — VU DERSINRWE D IZT HITIE, ROFIAEZFEITL
ETO

FIE

A7 w71 [Configuration] > [Device Management] > [Logging] > [Syslog Settings] ONEIZIER L F 7,
RT9 T2 T—TNDsyslogID &R L, [Edit) %7 Vv LET,

[Edit Syslog ID Settings] % 1A 7 2 7R v 7 ANFRINLET,

ATY T3 AZ U NAHEE Tsyslog A vv—U N ERS NN K 9129 %121E, [Disable messages on standby
umit)] F= v 7Ry 7 A A LET,

ATV T4 [OK] 227 Vw7 LT, ZOEATaT Ry 7 AZHALET,




3E EMBLEM T £ 0> syslog # v £ — 12734 2D 2855 [

JE EMBLEM B2 X D syslog A v —IZTNNA XIDEEH S
7 /3A A 1D %3 EMBLEM £ syslog A v &—IZ& D 5121, ROFINEEZFEITLET,

FIE

A7 71 [Configuration] > [Device Management] > [L ogging] > [Syslog Setup] > [Advanced] > [Advanced
Syslog Configuration] DJIEIZER L £,

AT w 72 [Enablesyslogdevice ID] F= v 7Ry 7 A% A1 LET,

AT 73 [Device ID] #H T, [Hostname], [Interface IP Address] %7213 [String] 47> a > RA %7 U »
7 LET,

s [Interface IP Address] &7 a U ZBIRLIZGEIEX, FeyXHX o UARNTELWA &
=T A APBRSNTND Z 2R LET,

« [String] 47> a > 2R L72HA1E. [User-Defined ID] 7 4 —/L RIZT /34 A ID % A7)
LET, XFHOESIE, &K TI16 XFTT,

GE)
A F—TNWIZT % &, EMBLEM FER D syslog A v E—UX SNMP 7 v 7127 /34 A 1D I
FRENEEA,

ATv 74 [OK] %7 U7 LT, [Advanced Syslog Configuration] # 1 7 10 7R v 7 A& L 9,

NRBAL AR )R FOERK
AR b VA PDERITIT. RO 3 HOOEELEH L ET,
e AR TTA
« ERE
« Avyt—TID

FrEDOu X D% (SNMP = =70 8) X ETEIIAF L ARV URANEIERT
H0%,. WOTIEZFATLET,

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [Event Lists] ®DJIEIZER L £,
ATFv T2 [Add] %7 VU w27 LT, [AddEventList) ¥4 7 /Ry 7 AeFrLET,
ATYT3 AR URAMDARTIEANLET, AN—RIEHTEERA,

ATy 74 [Add] %7 VU 7 LT, [Add Class and SeverityFilter] Z 1 7 2 7R v 7 2% KL E7,

| ns



B ocvos08e

ATv S5 Ry 72 JARNNLGARS N JTAZRINLET, HATEDLARXU N 7T R F, #E
HALTWBET NN, A ET—RIZEoTEARY F7,

ATYT6 Fry7 XU VARPLERELLVEZERLET, ERELVLTKRDOLEBY TT,
« Emergency (L~L 0, ¥ A7 AMEHAEE)
6=3)
HEFEL~L 02T 2 2 L i3BfDTEERA,
* Alert (L b1 HIEERHALI 4 22)
« Critical (L~L2, 27 U7 1 T /VEAF)
* Error (L~L 3, =5 —5&fF)
« Warning (L~L 4, #ib2ep)
« Notification (L~ 5, IEH 7203 BEZE 72 5o04)
* Informational (L~ 6, EHWA v E—T D)

- Debugging (L-L 7, FAw 7 A vE—TDH)

ATw 71 [OK]%7 Y w27 LT, [AddEventList) ¥4 7 u/HR v 7 A%ALCET,
ATFv 78 [Add] %7 VU 7 LT, [Add Syslog Message ID Filter] # A 7 0 7R v 7 AeFonr LET,

ATYT9 T4 NFITEDD syslog A v E—T ID 720X syslog A vE&— ID O#iH (101001 ~ 199012
mE) HANLET,

ATFY 710 [0OK] %7 Y w27 LT, [AddEventList) ¥4 7 /Ry 7 Z%ALCET,
HEIDOA X "YU A MIRRSNET,

OX>T 242 DHRE

AX> I DBEADAvE— T4 )ILEADER
QX TDEERICRA = TN AT AL, ROFIEZETLES,

FIRr

AT w71 [Configuration] > [Device Management] > [L ogging] > [Logging Filters] Z &R L £,
ATYT2 74N EEEAT X 7 O5mE04E2RIRLET, BRTE 20X 7 O5EkITRo &
BYTH,
* ASDM

eV —)LR— |




ATvT3

nxvy 74 ns0iEm |

BT A

c NEB N> 7 7

* SNMP #—/3—

* Syslog #—/3—

e Telnet £721X SSH &> a3 &~

ZDIEN, 2B DJ1 7 L [Syslogs From All Event Classes] & 3 #& H @ % 7 A [Syslogs From
Specific Event Classes] T & B ELITVWET, 2FHDOH 7 LTI, v¥ o 7 O55kE~
DAY=V T AN TGN TL2ERERLA NS N7 TANFIREIND
FED, TRTOAR NI TR L TaFX U T 2T 48— T T H0EERT HZ &
HTEET, 3FHOI T AIZIE, BRI X I O5E~DA vy —T %7 4 LZ Y
YITFTLGEEIMEHTHA RN I T ARKRRINET,

[Edit] #27 V v~ L, [Edit Logging Filters] ¥ A4 7 @ 7' /R v 7 A& F R LET, 7 4 /¥ &
. W, 23T A= MCTHFIEICONTIE, vX 7 74X OmA (29 2—
V) EBBLTLIEEN,

AX>T 745 OER

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

TANZ EEMAT DI, ROFIEZFEITLET,

P

EREL_MIZHE SN Csyslog A v =207 o V& U 2 7 %4T 9 86 1%, [Filter on severity]
FFvarmBERLET,

AR b UANMIESNTsyslog A vE—V D7 4 VH U 2T %4TH A1, [Use event list]
AT a v EBRRLET,

BIR L7258 d 2 e X0 723 _XTT 4 B—7 T 58461, [Disable logging from all
event classes] 47> a VA BIR L FT,

New] %27 Vw27 LT, HrLA X M URXARMEZBMLUES, A~ URNEHIEN
THFIECONWTIL, BAZ L AR URXROER Q7T_—) ZZRLTIZIN,

Fey X JARRNLGANRS N VT AERNLET, FHTEDAARXU N 7T RT,
ALTWAETF AR, ZET—RNIZLoTRLY £7,

Ky 77Xy JA NS, BX T Avb—VOBEKELLVERIRLET, BAELN
MIRD LD T,
« Emergency (L~L 0, ¥ A7 A0MEHAEE)

G¥)
HEE L~V 0 2T 2 3B Tt A,




. syslog * v £—2 1D 7 1 L2 DEMFETITHRE

e Alert (L~ 10 BIIRERHALS 24 2E)
« Critical (L2, 7 VT ¢ VS
s Error (L3, =5 —544)
« Warning (L~L 4, #4b25q))
* Notification (L/b 5, IEH7E03NHZE 70 5e4F)
« Informational (L~ 6, fHHA v E—TDR)
* Debugging (L-~L 7, TN 7 A yb—T D)
ATFY T [Add] %227 ) w7 LT, ARV 7 TABIOEREL-ULZBNML, [OK]Z27 VY v27 LE

7
FATaTRy 7 ADEHIZIE, 74 VIR L TEIRLIZe X U 7 O5ERNRRINET,

syslog A v E—2 1D 7 4 LA DEME(THRE
syslog A v &= 1D 7 4 VH ZVERRE T2 I3RE T 2 TIEICOW T, syslog ID #% € Ot
(24 X—2) ZZHLTIEINY,
A=V JSREERET 4 ILEOEMFITESE

A=V DTANE Y TR TEA =Y 7 T AB L OEKE L-ULEBINE 23R
£T 5120, ROFNEEZFETLET,

FIE

ATV T1 FayZ 0 VAMDBARV N 7T RAEERLET, FHTEXALA_U N 7T A01%,
ALTWAT A R E—RIZL-oTRRY £,

ATYT2 Fay7Z o JRAInH, aX 7 Ay —VOBEKKEL~LEERLET, BEAELN
JVEIRD L0 TT,

« Emergency (L~L 0, ¥ 27 AMEHIAHEE)
GE)
REE LV 0EEHT L2 Lk TcEERA,
e Alert (L~ 1, BIRESHLS A 2E)
e Critical (L~L2, 7 U T ¢ BVEM)
« Error (L1 3, =5 —5:44)

* Warning (LU 4, #5554




HE LI AEADY S RADTATO syslog # v —SnilE [

» Notification (L 5, TE& 722383 72 561F)
« Informational (Ll 6, A v —TDH)

« Debugging (LL 7, FRw A w—T D)

ATw T3 BRVKETLESL, [OK]ZZ U v 7 LET,

BELEEHAZXADY SAHDTARTO syslog A v 22— DEE

77 ANDT R TDsyslog A v t—VZ4E LIZHIIEICEET HITiE, ROFIEEZFEITL
@—O

FIE

AT w71 [Configuration] > [Device Management] > [Logging] > [Logging Filters] Z %K L £,

RT9 T2 BELEHNEOBREE A — =T 4 RTH121%, ERETLHHIIEEBIRL THE [Edit] 27
Vo7 LET,

[Edit Logging Filters] # A 7 12 77K v 7 ANRFRSNET,

AT w73 [Syslogs from All Event Classes] = 7= 1 [Syslogs from Specific Event Classes] fEI D3 41U Tr¥
EEEHEL, [OK]Z27 V7 LCZOFATasl Ry 7 2L ET,

TeziZ, BERETOAvE—VURNER T Ny 7 7ICEE SN EHICHEEL, BERE3D
haZ FADRA =Y BNNER 7 Ny 77 ICEREENDLIIHEETHE, Boar 74X
L—ya UBMEREENET,

1 DD FANEBOHEITEICEREEND L IITHRETH2HAIE. HAHEZ LI L7 41
BV T XA a BRI LET,

syslog A v E—DERL— FDOFHIR

syslog A v =Y DAER L — FEHIRT 2121F, ROFIEEZFEITLET,
Fig

AT w71 [Configuration] > [Device Management] > [Logging] > [Rate Limit] 3% L £ 9,

AFvT2 L—RRZE DY TEIaF T Ly (Ayb—V0FERE) 2BIRLET, BERAELAL
IROEIICERSNTVET,

» Emergency (L~UL 0, ¥ AT A0MEHAEE)




B 520 syslog 2 v &— 1ot 5 L— FHIROB Y B TERES

* Alert (b 1 HIRERHALAI 4 82)

* Critical (L~L 20 7 U T ¢ IV 5fF)

¢ Error (L~L 3, = F—54F)

« Warning (L~L 4, 5485544)

« Notification (L~L 5, TEH7EABEE R 50F)

« Informational (L~ 6, fHEHA v E—TDAH)

* Debugging (L7, TRy T A vb—TDH)

ATY T3 BEEIND A =D [No of Messages] 7 4 —/V RIZERENET, /-, #RLZE
FUT LNV THEETED A v E—VHEHIRT HEOIERE L R DR (READ) 2
[Interval (Seconds)] 7 4 —/V RIZERRSINFET, T—7An6RF U7 LoyLA2#IL, [Edit)]
%27V 7 LT [Edit Rate Limit for Syslog Logging Level] ¥4 702 /K v 7 A% F R LET,

ATy T8 UFEOFIECOWTIE, filx D syslog A vE— 12895 L— MHIROEI Y B CTEITER
(32 _=2) ZBRLTIEZS W,

B2Dsyslog XA v E—2I2xdT HL— FIRDBIY B TFEELITER

f#l 2 D syslog A > t—T1C MEFRZEID B TH, I A v =Y T LIV — MIRZE
e Y e &Qillﬁ%iﬁbi“@‘

FIE

ATV T FFED syslog A vE— 2 L— MlRZEIV ¥ CTHEAIE, [Add] 27 U v 27 LT, [AddRate
Limit for Syslog Message] # 4 7 27 Ry 7 AR LET,

AT 972 LUBEOTINEIZOWTIE, syslog A v E—I2xbd 5 L— MBROBIN F 72 13fmE 32-3—)
EBRLTEI N,

ATY T3 FEED syslog A vE—VICktd 25— MilRZZERE T 58541, [Edit] 227 U » 27 L, [Edit
Rate Limit for Syslog Message] % 4 7 2 7R > 7 A% KR L ET,

ATy T8 UBEOTFIRIZOWTIE, syslog EAEIZRTT 25 L— MMlROME (33 X—) 2L TL
72 &0,

syslog A v t—I2xt3 B L— FHEIBRDEME-ILHE

FEE D syslog A v B—IZ6 2 L — MRIRAZBIMEZITEET HIIE, ROFIEZETLE
D




syslog B3 5 L— riROEE [

FIE

ATV T FFED syslog A vE—VIZx4 5 L— MBRZBINT 2541, [Add] %27V v 7 LT, [Add
Rate Limit for Syslog Message] % 4 7 2 7R > 7 A& KR LET, FFED syslog A v E—IITxf
T 5 L— MillRZZE 3 25551%, [Edit] #2 V v~ LT, [Edit Rate Limit for Syslog Message]
ATl Ry 7 AeFRLET,

ATFv T2 L—EHIRT D syslog A v 22—V D ID ZASLET,

ATV T3 HBELZKHRNICEECTED A v E—VORKEEATLET,

ATV T4 HELIZA Yy =YD L — FNEHIIRT BRI L e 2 BRMR A AL TATI L, [OK] %
77Uy LET,

GE)
A =R ERIR LIZT 5856 1%. [Number of Messages] 7 « —/V KI5 X UY [Time Interval]
T4 =NV RELEHIZT T IOEEIZLET,

syslog EXEICxtT % L— MRDIRESE
B L7 syslog ERED L— MRZZEE T 5121, ROFIEZFATLET,

FIE

AT T FBELEERECTEEARERA v —YORKEERELET,
ATV T2 JRELEZEREDRA vE—VIZ6T 5 L— FZ IR 2 e &b 72 2 B B 2 RV AL T AT
L. [OK1%Z27 UvZ L¥ET,
BRI A v E—VERENERRINET,
GE)
A =V ERIR LIZT 2846 1%. [Number of Messages] 7 « —/L KI5 X UY [Time Interval]
TA— NV RELBIZT TV DEFIZLET,

FAFIvIAFXUITDOL— FHIBROEIY BTERLIEER

FRHENTWDY Y= (v 7P A R) IZHESNT, eX 7oL — hMillRZ2EIV 4TS
ENTEET, LEWE EIE) 2EETHILICED, syslog A vE—TVDARK L — B2
fRENET, S, 7y 7P XOMBHEN LI VWVEEZBZ - L ZITERINLD A Y
TV OREEETEET,




B croz=5yy

FIE

AT 91 [%E (Configuration) ]>[7 /3A A& HL (Device Management) |>[H2 ¥ 7 (Logging) ]>[L—
MR (Rate Limit) ] ONEIZEIR L £ 7,
ATy T2 [FA4FIvr7ax 7oL — MR (Rate Limits for Dynamic Logging) | CLAFZfEE L £,
s [7rvy 7 (Block) ]: @iy — MlRZ Y T—F 2 L EVWMEE L THEET 27y
7 DEIGEREELET,
«[A v E—UHIR (Message Limit) ] : @AY L — IR TRFFAI S D A v —Y Oz HEE
LES, 7740 MEE 10 T,
ATv T3 [Applyl 27 Vv 27 LET,
ATV T4 RIFLIEEEET 2120, HLWMEEZ A LCLEA (Apply) 1227V v 7 LET,
AT9TS XA FIvruaXrror— MilREZEDNCT DT, 74—V FEZEADEEIZLET,

nJynE=42Y)>9
XL T AT —=H ADERIZONTE, koavr FESRLTIES 0,
» [Monitoring] > [Logging] > [L og Buffer] > [View]
IORA TR, BT RNy 77 2FRTEET,
* [Monitoring] > [Logging] > [Real-Time Log Viewer] > [View]
ZORAL LTI, VTN EA LD T 2R RTEET,
* [Tools] > [Command Line I nterface]

TORA TR, SESERIFA U FZT I T 4T a~vr FERITL, MRERTTLHILE
MTEET,

* [Configuration] > [Firewall] > [Access Rules|

ZOS T, MRS (RuleHexId) (I2HSWT, FrEon ZCktds2u0Xx 707
AT Ea2—=T &7 4NE) T TEET, EBREERTDHITIL, L— V2RI T, [Show
Logl 27 VU w27 LET,

O Ea—7%ZFERALEsyslog * v E—SDT LB Y VY

Real-Time Log Viewer 3 2 U8 Log Buffer Viewer DILE D 71 T AIxIET 5 1 DLL EDOEIZHED
W, syslog Ave—T% 7 4 NE Y T TEET,




FIE

&

ATy T2

ATvT3

O Ea—7#ERALIsyslog * v E—SD T2 Y DY .

0 Ea—T7DOWTINEMHEHAL Tsyslog A vE—Y%7 4 0Z ) 73 5120%, ROTFIA
EIATLET,

RDONTNDDOF T a3 o EBRRLFET,

* [Monitoring] > [Logging] > [Real-Time Log Viewer] > [View]
* [Monitoring] > [Logging] > [Log Buffer] > [View]

[Real-Time Log Viewer] & 7= 1% [Log Buffer Viewer] ¥ 4 7 2 7R v 7 ADWTNINT, V—/b
/X—@ [Build Filter] #27 V v 7 L7,

[Build Filter] A 7 2 77K v 7 AT, syslog A v E—VIZHHT 57 4 V2 ) v 7 EELZRE
LT,

a)

b)

<)

d)

e)

[Date and Time] fEIE T, U 7% A L, FrElZl, FEREHEDO 3 >OA 7> g vink 15
ZIERLET, FERFALZERLZGEIE, BEZANDL TRy 77X T U R B
FITHEBRL, L2458 LET, R 2 @R L7255 [Start Time] 7 4 —/L R
DRy T Xy RHE ) v T58, Ly —RERENET, ey rXur )
A M BEM A & BMEEZ A EIR L, [OK]Z 27 Y v 27 LET, [EndTime] 7 4 —/L KD R
Oy TEOCRHEI ) v I THE WL =N FEoRENET, Fuy X Z oy U R b
MOHETHEMRTRZZEIRL, [OK] 22V vy 7 LET,

[Severity] 7 « —/V RIZENREREEZ AT LET, F7iE, [Severity] 7 « —/v ROAM
TIBdit) 7 A 2% 27 V7 LES, Z4NVE )V HEKRELXZYV AT Yy 7 LE
T, BREI~T72EFD5120F, [AllZ2 YV v27 LET, [OK] 227V v 27 LT, b
DFIE % [Build Filter] # A 71 7R v 7 AZFRrLE 4, HHTHIELWANERICE T
BRI TEHIC W IR, [Severity] 7 4 —/v ROLRNZH D [Infol TA 2> %27V w7 L
£7

[SyslogID] 7 « — /v RIZHE N7 syslogID # A ) LE9, F£721%, [SyslogIlD] 7 4 —/L KD
FROEAi) T A 2% 27y 27 LET, Fay T X our URRNDL T 4V EHEOFM
ZEIRL, [Add]Z7 Vv 7 LET, [OK]Z7 Vv 7 LT, 215D E% [Build Filter]
FATa TRy 7 AZFRLET, EHTHIELOANERICET 252 EHmIZ OV T
&, [SyslogID] 7 4 —/v ROEMNZH D [Infol TA 2> %7 U v LET,

[Source IP Address] 7 « —/V RICAZNREETIP 7 RV A& AST 50, F£7213 [Source IP
Address] 7 4 —/V ROAMITIEdit) 7A 2> %227 Vv 7 LET, B—DOIPT7 FLAE7E
IP7 RLUADKFEDOHRHFAZERL, [Add] 27V v 7 LET, HEDIPT KL AELILIP
7 R AOHiFHZ BRIV 5 1Z1%. [Do not include (exclude) this address or range] = 7 7R v
J A%A N LT, [OK] %227 Y v 2 L, [BuildFilter] ¥4 70 7Ry 7 A2 5 DERE
AR IALET, BHTHIE LA T 235725 HIZ DUV TIX, [Source IP Address]
74—V ROFANZH D [Infol TA %7V w7 LET,

[Source Port] 7 « —/V RIZH RN R EE LA — b &2 AT B0, £7213 [Source Port] 7 1 —
NROERO[Edit) 7A 2% 27 )y 7 LET, Fry T XU YR INET 4 L Z X5
DEMFEEIRL, [Add]Z27 Vv 27 LET, [OK]Z27 Vv 7 LT, ZIHOHEES [Build

o m



. N Ea—7#@ERALfzsyslog A v E—CD T4 L2125

2)

h)

Filter] ¥ A4 7 0 7R > 7 ZZEKRLET, AT HIELWANERICET 53722 [HHIC
DU TIL, [Source Port] 7 4 —/v ROENZH B [Info] 7 A = /%7 Uy 27 LET,
[Destination IP Address] 7 1 —/L RIZH 725656 1P 7 KL A% AJ13 57>, F721% [Destination
IP Address] 7 4 —/V ROAMIT[Edit) 7T A 2> 27 Vv 7 LET, H—DIPT KL R E
IXIPT KL ADRFEOHRIPHZRINL, [Add] 27V v 7 LET, FFEDIPT FLAE1X
IP 7 R L AD#iH % RSN 5121%, [Do not include (exclude) this address or range] T = ~ 7
RNy 7 A%A N LET, [OK]Z27 Y v 7 LT, ZiLHOF%E% [BuildFilter]) 44 7 1 2
Ry 7 ACFKRLET, AT HELWATERICEET 23R 5 HIZ DUV Tid, [Destination
IP Address] 7 4 —/v ROEMIZH D [Info] TA 2> %27 ) v 7 LET,

[Destination Port] 7 « — /L RIZH 7258 — b % A )3 57>, F721% [Destination Port]
T4V ROLABOD [Edit] T A 2% 7 V7 LET, Ray 77Xy URXARPLT 4V
ARBOEMERINL, [Add] &7 Vv 7 LET, [OK]Z2 Y v 7 LT, ZhbHDREL
[Build Filter] # A 7 2 7R v 7 ZIZRK R LET, BHT2ELWANERUICET 255/ 7
fEEIZ DWW TIL, [Destination Port] 7 4 —/L OGN H 2D [Info] T A 2 %7 U v 7 LE
R

[Description] 7 4 —/V RIZTZ 4 VZ V7 THRA N ANLET, TOT7TFX ML, IE
HEBZET, 1 DU EOXFNORITEEOXFIIAECTCEET, L, EIanm
IERLTTES Y FHA, F, ZORETIEIRLTENLTRRBISNET, B
Boxr M) 2BETLHE13. V<~ TRED £,

[OK]ZZ7 Vw7 LT, 8E L7 4NVZ ) VIR EEB Y Ea—7T O [FilterBy] K v~
AU ANMIBIMLET, 74 CFINIFFEORIIENE T, FILTER: 7' L7 ¢
7 AL, [Filter By] Kry 7 X 70 JA MIEREINDTXTDOHAZ L T 4V EERL
Y, 2O 44—V RICET U ELRTIFANEANTL b TEET,

woFIZ, FHEINAIEXOHZRLET,

Build Filter @451 T4 IILEXFIRH
Source IP=192.168.1.1 £7-1% 0.0.0.0 FILTER: srcIP=192.168.1.1,0.0.0.0;srcPort=67;

Source Port = 67

Severity = Informational FILTER: sev=6;dstIP=1.1.1.1-1.1.1.10;

Destination IP=1.1.1.1 ~ 1.1.1.10

725001 ~ 725003 O#iFHA D syslog ID FILTER: sysID=!725001-725003;

Source IP=1.1.1.1 FILTER: srcIP=1.1.1.1;descr=Built outbound

Description = Built outbound

ATw T4 [Filter By] KRy 7 XDy UARDOHEED 1 DEEIRL, V—L3—O [Filter] 7 U v 7 L

<.
—VICbHEAENET, TRXTOT7 4NV E2 %27 VT HITE, Y —1A3—{ZH D [Show All]

syslog A v —=V% T4 NZ ) 7 LET, ZOREFX. ZNLEDOT X TO syslog A >

Vv LET,
GE)




senayvrgenme ]

[BuildFilter] # A 7 2 7' AR v 7 A& L TIE L7 4 L IIRIFTEERA, ZhbHbD7 4
VBT, FDOT 4 NVEDMERENTZ ASDM v a VOB THEETY,

TR DTEREDRSE

[Build Filter] # A4 70 /Ry 7 ZA&MEH L HER L7 4 V2 ) o TREERET D121, &K
DFNEEFATLET,

FIR

RONWTNINDOA T a v ZIRIR L £7,
e [Filter By] kv 7X v JRANCETEZAIILT, 74 VX ZEBEELET,

 [Filter By] K v 7472 U 2 b C7 (% %8R L. [BuildFilter] &7 U v 7 LC [Build
Filter] ¥ 4 70 /AR v 7 A% F/RLET, [ClearFilter] #7 U v 27 LT, BEDT 4 VK
EXHIERL, B LWMEZ AN LET, 2R OGEIR, RINTCHRELZZE L T[OK]
Vv LET,

G¥)

INHEOT 4 Y TEREIL, [Build Filter]) ¥4 702 7Ry 7 ATERSINTZ T 4V
DHIZHH S ET,

V= R=D [Show All] 27 V v 735 L, T4nZ Y TiMEIE L, 373TO syslog
AyE—UNRERINET,

O Ea—7#FERALEEEDaTY FOHET

WINror 7 Ea—7 ZH LT, ping, traceroute, whois, 5 J Utdnslookup =2~ K%
FATTEET,

INHEDaAT ROWTNNEFEITTHIE, ROTFEEZEITLET,

FIE

ATV T RONTNDLDOAFT > a B8R LET,
* [Monitoring] > [Logging] > [Real-Time Log Viewer] > [View]
* [Monitoring] > [Logging] > [Log Buffer] > [View]
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AT w72 [Real-Time Log Viewer] % 7213 [Log Buffer] ~2A > /15 [Tools] #27 U v 27 L, FE{7THa~vr
REBIRLET, 7003, BREINTEHEDsyslog A ve—TV %27V v 7 LTar7FA b
Ama—"RKRL, FTT0a~vr FE@ERLET,

[Entering command] % A 7 0 7R > 7 AMFRIHL, BIRLTza~vy ROPHBNIZ Fe v 74
7 YA NMIETRINET,

ATvT3

ATvT4

HIR L7z syslog A v =V DOEETIP T KLU AEZIISEHIP T R L ADWT A% [Address]
T 4=V RIZASL, [Go]l &7 Y v 7 LET,

fRE LciEc o~y NIRRT ENE T,

[Clear] #7 UV v 27 LTHAZHIFRL, 772500 a~vr ReRay XXy JRA ML iE
WLFET, REIJSLTAT v 7352V ELET, BT LS [Close] 7Y v 7 LE T,

O¥ Y DEE

®3:0F T DERE

tHrE
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T3y bk
T+x—LY)
IJ —X
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Logging

7.0(1)

SESERHMANEEMRALTASAR Y NU—7 X JiERARMELE
T, v TrANERRLTRGET ATV a b EENTHET,

ROMEEHEA X E Lz, [Configuration] > [Device Management] > [Logging]
> [Logging Setup],

L— Ml ER

7.0(4)

syslog A v = EREND L— M AR L £,

WOMEHAEE X41E L7z, [Configuration] > [Device Management] > [Logging]
> [Rate Limit],

EE VS AUV

7.2(1)

SESEREE (X7 LUk ANV TR BLOA Y=Y
ID) TAYE—VZBETLHEOIMOa~ RCEHINL X7 )
A M EAERLLET,

WOMHEHAAEE X4E L7, [Configuration] > [Device Management] > [Logging]
> [Event Lists],

X7 aX s

8.02)

UE—b BX 7 RARA~OHERIC SSL/TLS 232 K 9 ITHEL £
T TOFT v a i, BRI 7 3 TCP OBFAICTE T AT
R

WOBEMEMNET SUE L7z, [Configuration]>[Device Management] > [Logging]
> [Syslog Server],




nxvsoBE ||

3
3
R

BE

TSy bk
T4 —L)
y—2

nn
]
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8.0(4). 8.1(1)

aXy 7 AytE—YDipaa A X2 N 7T RIHTHEAR— M RBIISNE
L7,

WOMHEHAAEE X4E L7, [Configuration] > [Device Management] > [Logging]
> [Logging Filters],

XS 7T RALRES
nNr-a¥o T Ny Ty

8.2(1)

BX T Ave—UDdap AN T TRCHT B AR— FREBISNE
L7z,

RESNZuX 7 Xy 77 (ASDM. W&, FTP, BX W7 I v i) %
7 U7 T HEBMYHR—k,

OB NZEHE Z4UE L7z, [Configuration] > [Device Management] > [Logging]
> [Logging Setup],

XA T — ROKEEAL 8.3(1) IRAT— RO SAIZHT 5 R—sBNBMEnE L,

nJ Ea—7 8.3(1) BEETLIPT FLABLUSEGIP T FLApna s Ea—7128NEhEL
776

R X 7 LT |8.3(2) TCP Z T 2 &L 9 (T syslogh— "—%FHET D & syslogh—/N—%{# H

"7

TERWEGA, ASA T — =2 UOMEH A EEIZ 72 5 £ T syslog A »vtE—
CEERTOIH LW AT ey LET (e xE VPN, 77 AT
VA=, Ty RAN— T uak ) . ZOMEEIX. ASADrF T
Fa—BNoXVDOEEFITHLHLWERE T 0y 735 LK) ITHRSVE
L7, BEftld, eXo 7/ Fa—0n27 U785 EHEENET,

Z OfEREIZ. Common Criteria EAL4+ ~DYEMLO 7= DI BIMENE LT-, &
FCRUVBRY | syslog A v B— VR EZE TRV ATHOEREZTFTT 5
ZEARHELEL T, $EEAFFRI T 5 ICIE, [Configuration] > [Device
Management] > [Logging] > [Syslog Servers] ™~ > T [Allow user traffic to pass
when TCP syslog server is down] = v 7 7R v 7 A% 4 N LET,

414005, 414006, 414007, 414008 D45 syslog A v E—TUNEA I E LTz,
AW S 7= ASDM EiE 1XH D FH A,
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et F5u k|56
T+ —L1)
Jy—2
syslog A vE—2 D7 ¢ |84(1) WOYR— FBMEIE LT,
Yy 7y
ez ek S EEERN T DHIET BEEDOT F 2 b LFIUIESC syslog A
=Y TN F YT,
WAL LT IV DER,
A=V OBTHTED Y — b, FANIOWVWTIE, [ASDM HERLA
A R 22T 7EEN,
ZOMRRIL, TR TOASAN—V 3 v EHMAEERAERD Y £,
ROBRNAEL SIE LT,
[Monitoring] > [Logging] > [Real-Time Log Viewer] > [View],
[Monitoring] > [Logging] > [Log Buffer Viewer] > [View],
77 A 9.0(1) ASA 5580 35 L TN 5585-X D2 T A2 Y JEBETO syslog A v &— VAR
DHFR—FPNBIMSNE LT,
WO AT Z4vE L7, [Configuration] > [Logging] > [Syslog Setup] >
[Advanced] > [Advanced Syslog Configuration],
Xﬁ//\/])"t D) syslog 94(1) 7z — )L — N — a7 4 Fal—T3 V@Xﬁ‘//\/fégﬁfﬁﬁ@syslog
A= Ay —VOAERET By 7T LD R—FEBIMLE L,
WROMEENAETE ZiE Lz, [Configuration] > [Device Management] > [Logging]
> [Syslog Setup],
syslog h—/N—DEF = |9.6(2) TLS 7 74 7 v MAEZ, RFC6125 D&/ v a v 6 ICEHRSND T —3—

T I G D= 8O DE R ID

ID ORGEV—/VEYR— 95X 512720 £ L7z, IDKEEIL, syslog ¥ —
IN— P =D TLS ##5t D PKI iR I EITINFE T, iz 1D
MDRESNTZV 77 L RAID E—HLARWEES, BEREHITEEEA,

WDR—UNEFE ILE L2, [ASDM Configuration] > [Remote Access VPN]
> [Advanced] 35 & UF [Configuration] > [Device Management] > [Logging] > [Syslog
Servers -> Add or Edit]

syslog #—/3—"T® IPv6
7 RLADYR—k

9.7(1)

TCP & UDP #%H T syslog Z ik, X5, ZIET D701, syslog —/3—
ZIPV6 7 RLATRETE DL IR ELI,

WO AT vk L7z, [Configuration] > [Device Management] >
[Logging] > [Syslog Servers] > [Add Syslog Server]
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nXys 77 A 9.12(1) RX Y7 A yE—YDBFD, BGP, A ¥ —7xA A IPv6, VLT X%

A b, Object-Group-Search, PBR, /L —7 1 > 7, SLAZ 7 ADHR— +MN
BnsivE Lz,

WOMEEAET SE L : [RE (Configuration) ]>[T/34 R EHE (Device
Management) ]>[A¥ >4 (Logging) ]>[A¥F >4 7 1J/L4 (Logging
Filters) ].
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