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* [Telnet]
* SSH

* HTTPS
* SNMP

* Syslog

—YHDIPT7 RLADA—IN—F v T

= GEIENTW WA X —T = ADYA . ASA TiX, NAT BNIE L REI LTV
X AV HF—T 2 ATDIPT LA Xy NT—I DA —N_"—F TP R—-rLET, 7=
2L, ALY —r DA FZ—T 2 A ATIE, Xy hNIT—T7DOF—R_"—F v FHR— T
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Wz & m L ET,

access-list ZONEl extended permit tcp any host WEBSERVER1 eqg 80
access—-group ZONEl in interface outsidel
access—-group ZONEl in interface outside2
access—-group ZONEl in interface outside3

eNAT : V=0 DT RTCDALNR— AL H—=T 2 ATHRLENAT R > —%FRET D
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A H—=T 2 APAT VAR —FENTWHEHA,
W & m LET,

object network WEBSERVERL
host 10.9.9.9 255.255.255.255
nat (inside,any) static 209.165.201.9
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ML—REZBINTEXET, £/2, 8L — MRO—HE LTI DDA V¥ —7 =4 AZHE
BoON—FERETHZIELTEET,

S =UNIA VB =T A RGBT DHE, ZNODA U F =T 2 A ADFTXTDARALT
7 — FHIBREET,

NI T4 = NDA L H—T x4 ATDHCP UV L—Z2 A TEEHA,

« ASATIZ, DA v Z—T 2 A ATa—RKNRXT U T ENDT T T AL MTHONWT,
TITRAMEENT Ty FOU TR I MITAR—F L TWERA, ZRHDT7 TS
A MIFryFEnET,

* PIM/IGMP ¥V F % ¥ A hL—F 4 71X, V=V NOA v F—T = A4 ATEYFR— S
NEE A,

— NS SRS o
ST 499 V—2DERTE
ZRIEMT T =V BRE L, A VA —T 2 AZTDY —NZED Y TET,
Flg
RATv 1 [&E (Configuration) ]>[T/31 RDEEE (DeviceSetup) 1>[1 2 —T 4 ADHRTE

(Interface Settings) 1>[V—> (Zones) | DIAIZEIR L, B (Add) 1227V v 7 LET,

F721%. [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] > [Add Interface] % 1
TRIRyIAD) =N v F =T A AxENVETH L TEET,
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ATV T2 V=K A L FETHAHTEATET,

ATY T3 12U EDA 2 H—T =4 A% [Member] fEIKIZEBINL 9, XCOA L H—T = ADE
F2UT 4 LARRUETHDLZ LR LET,

ATy 74 [EA (Apply) 1227V v 7 LT,

kS TJ49 D IV—2DFEZARY G

COHETIX, NI T4y S R EF= A —TAHHEICOWTHHLET,

v — 1R
« show zone [name]
Y—=ID, ATHRALM X2 VT 4 LUL, BROAUAN—ZFRRLET,
show zone == & RIZHOWTIE, RO HZZHRL T 2S00,

ciscoasa# show zone outside-zone

Zone: zone-outside id: 2
Security-level: 0
Context: test-ctx

Zone Member(s) : 2
outsidel GigabitEthernet0/0
outside2 GigabitEthernet0/1

show nameif zone
A B =T x2A AZLBIONY - A 52FRLET,
show nameif zone =~ > RiZHOWTIL, ROHENEZZHBL T 7ZE0,

ciscoasa# show nameif zone

Interface Name zone-name Security
GigabitEthernet0/0 inside-1 inside-zone 100
GigabitEthernet0/1.21 inside inside-zone 100
GigabitEthernet0/1.31 4 0
GigabitEthernet0/2 outside outside-zone 0
Management0/0 lan 0

Y — Utk

show conn [long | detail] [zone zone_name [zone zone_name] [...]]

show conn zone =~ > RiZ, Y —rO#kia &R LET, longF—7U— & detail F—
U— Rid, BERAREINIZ T T4~ VA X —T A AL T T 4 v OERIHEH
SNDBHEDA v H—T 2 A AEFRLET, LIBoT, HEOA L H—T A A5
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OEFEDOBE ., BIEDA o F—T7 = A AL, showconn 2~ RNRITINZHA I T
WS LT, BARDIERTRARDA LV H—T 2 A ABFRTEET,

show conn long zone =~ > RORDH 1 ESH L TS 7E 30,

ciscoasa# show conn long zone zone-inside zone zone-outside

TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

show asp table zone
TRy ZHNTCEEEX 2T 4 NA T =T NEERRLET,

show local-host [zone zone_name [zone zone_name] [...]]
V= NOBR =N BA DRy bU =7 REBEFRRLET,

showlocal-host zone = < > RIZDOW T, ROMDEZSHRLTLEIW, 7I7A4~U A
=T oA ANRMNCERSIN, BIIEOA v H—T A4 ARH v 2lZHENLTOET,

ciscoasa# show local-host zone outside-zone

Zone:outside-zone: 4 active, 5 maximum active, 0 denied
local host: <10.122.122.1>,

TCP flow count/limit = 3/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

J—v b—FT1429
* show route zone
= A H =T 2 ADNL—FERRLET,
show routezone =~ & RIZHOWTIE, ROHNTEZZRL T IZI 0,

ciscoasa# show route zone

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IsS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

S 192.168.105.1 255.255.255.255 [1/0] wvia 172.16.1.1, outside-zone:outsidel
C 192.168.212.0 255.255.255.0 is directly connected, lan-zone:inside,

FST4vy V=
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2:09:24, lan-zone:inside

C 172.16.1.0 255.255.255.0 is directly connected, wan-zone:outside2
S 10.5.5.0 255.255.255.0 [1/0] via 172.16.1.1, wan-zone:outside?2

0 10.2.2.1 255.255.255.255 [110/11] via 192.168.212.3,

0 10.1.1.1 255.255.255.255 [110/11] via 192.168.212.2,

show asp table routing

2:09:24, lan-zone:inside

TRy ZHANTEEEX 2 )T 4 RATF—=T NV EFRRL, HL— MIEEMS T by —

VEFRRLET,

show asp tablerouting =~ > RIZOWTIFROH N EZSML TS 7Z 30,

ciscoasa# show asp table routing
route table timestamp: 60
in 255.255.255.255 255.255.255.255 identity

in 10.1.0.1 255.255.255.255 identity

in 10.2.0.1 255.255.255.255 identity

in 10.6.6.4 255.255.255.255 identity

in 10.4.4.4 255.255.255.255 via 10.4.0.10 (unresolved, timestamp: 49)
in 172.0.0.67 255.255.255.255 identity

in 172.0.0.0 255.255.255.0 wan-zone:outside2

in 10.85.43.0 255.255.255.0 via 10.4.0.3 (unresolved, timestamp: 50)
in 10.85.45.0 255.255.255.0 via 10.4.0.20 (unresolved, timestamp: 51)
in 192.168.0.0 255.255.255.0 mgmt

in 192.168.1.0 255.255.0.0 lan-zone:inside

out 255.255.255.255 255.255.255.255 mgmt

out 172.0.0.67 255.255.255.255 mgmt

out 172.0.0.0 255.255.255.0 mgmt

out 10.4.0.0 240.0.0.0 mgmt

out 255.255.255.255 255.255.255.255 lan-zone:inside

out 10.1.0.1 255.255.255.255 lan-zone:inside

out 10.2.0.0 255.255.0.0 lan-zone:inside

out 10.4.0.0 240.0.0.0 lan-zone:inside

cS74v D T—=2 DB
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192.168.9.6 10.3.59

interface gigabitethernet0/0
no shutdown
description outside switch 1
interface gigabitethernet0/1
no shutdown
description outside switch 2

interface gigabitethernet0/2
no shutdown
description inside switch

zone outside

interface gigabitethernet0/0.101
vlan 101
nameif outsidel
security-level O
ip address 209.165.200.225 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/0.102
vlan 102
nameif outside2
security-level O
ip address 209.165.201.1 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/1.201
vlan 201
nameif outside3
security-level O
ip address 198.51.100.1 255.255.255.0
zone-member outside
no shutdown
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interface gigabitethernet0/1.202
vlan 202
nameif outside4
security-level O
ip address 203.0.113.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/2.301
vlan 301
nameif inside
security-level 100
ip address 192.168.9.1 255.255.255.0
no shutdown

interface gigabitethernet0/2.302
vlan 302
nameif dmz
security-level 50
ip address 10.3.5.1 255.255.255.0
no shutdown

# Static NAT for DMZ web server on any destination interface
object network WEBSERVER

host 10.3.5.9 255.255.255.255

nat (dmz,any) static 209.165.202.129 dns

# Dynamic PAT for inside network on any destination interface
object network INSIDE

subnet 192.168.9.0 255.255.255.0

nat (inside,any) dynamic 209.165.202.130

# Global access rule for DMZ web server
access-list WEB-SERVER extended permit tcp any host WEBSERVER eqg 80
access—-group WEB-SERVER global

# 4 equal cost default routes for outside interfaces

route outsidel 0 0 209.165.200.230

route outside2 0 0 209.165.201.10

route outside3 0 0 198.51.100.99

route outside4 0 0 203.0.113.87

# Static routes for NAT addresses - see redistribute static command
route dmz 209.165.202.129 255.255.255.255 10.3.5.99

route inside 209.165.202.130 255.255.255.255 192.168.9.99

# The global service policy
class-map inspection default
match default-inspection-traffic
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite
policy-map global policy
class inspection default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225 default h323 map
inspect h323 ras _default h323 map
inspect ip-options _default ip options map
inspect netbios
inspect rsh

. bSO vH =2
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inspect rtsp
inspect skinny
inspect esmtp default esmtp map
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
service-policy global policy global
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ROBEPAEANEITERINE LT,

[Configuration] > [Device Setup] > [I nterface Parameter s
> [Zones)

[Configuration] > [Device Setup] > [I nterface Parameter s
> [Interfaces],

clear local-host =< > K 9.14(1) clear local-host =~ > FB X OZFOFT XTOREMEE F—
T— RBBEIEINE LTz, %DV Y —ATHIFRSND
FETY,
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